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Abstract

Phishing attacks are increasingly becoming a bigger problem
every year. In the United States, an average data breach will
cost 3.86 billion dollars. Especially phishing emails are com-
mon to use among criminals. In healthcare, a lot of sensitive
data is stored in the EHR, which is interesting for criminals.
Hospitals that are victimized by phishing emails, could po-
tentially no longer treat patients because there is no access
to the EHR. In this paper, a meta-analysis is performed to
understand what influence the characteristics of an individ-
ual, the characteristics of the phishing email itself, and the
context alignment have on the susceptibility of a phishing
email. The results do not proof a significant effect from the
characteristics that are used for this meta analysis.

Keywords: Email, effect, meta-analysis, persuasion princi-
ples, phishing

Samenvatting Phishing aanvallen worden een steeds groter
probleem. In de Verenigde Staten kost een gegevenslek gemid-
deld 3.86 miljard dollars. De phishing email is een vaak ge-
bruikte methode voor criminelen. In de gezondheidszorg
wordt veel informatie opgeslagen in het EPD, wat dit in-
teressant maakt voor internet criminelen. Zorginstellingen
die slachtoffer worden van een phishing aanval en daar-
bij toegang tot het EPD kwijtraken kunnen mogelijk geen
zorg meer verlenen aan patiénten. In dit onderzoek is een
meta-analyse uitgevoerd, waarbij is gekeken naar het effect
op van verschillende factoren van een individu of van de
phishing mail zelf, op de effectiviteit van de email. Ook de
context waarin de mail is verstuurd, is onderzocht. Uit de
meta-analyse is gebleken dat er geen significante effecten
zijn van de factoren die zijn onderzocht.

1 Introduction

90% of all the organizations worldwide have been targeted
by cybercriminals and have received phishing emails. Recent
studies show us that this type of cybercrime is becoming an
ever-increasing problem for modern-day society, enabling
criminals to gain access into information systems [3]. The
financial damage caused by these data breaches as a conse-
quence of phishing emails has dramatically increased in the

past years, where in 2021 the average cost of data breaches
in the United States has reached 3.86 billion dollars[28].

An email created to obtain credentials or steal the user’s
information is called a phishing email[4]. In the literature,
different definitions have been used for phishing emails. A
systematic literature review has combined this into one defi-
nition: “Phishing is a scalable act of deception whereby im-
personation is used to obtain information from a target.”[21].
This email could contain a link that will redirect the user to
a duplicated login page that the user is used to seeing, but
this malicious website will store the username and password
and sell, or even use them to get access into the information
system. When attackers are designing the email for a spe-
cific goal and population of a company, this is called a spear
attack[3].

Social engineering is a non-technical method where crim-
inals attempt to attack humans in order to break into an
information system. Social engineering and phishing emails
are often used together, where attackers manipulate the re-
ceiver and try to let them take action to give access to the
attacker into the system[19]. The ultimate goal of using so-
cial engineering in combination with a phishing attack is
to manipulate the victim. Social engineering is a step above
phishing, it is a method that could be used in combination
with other methods as well, called phishing for example. An
example of using social engineering in combination with
a phishing email is using the real name of a victim or clos-
ing the email with the name of their manager. This way
criminals are trying to let the receiver believe the email is
legitimate. Once the receiver falls for the phishing email, the
attacker could have gained access to data, and the breach is
completed.

In healthcare organizations, information about patients
is stored in the Electronic Health Record (EHR). This data
contains a lot of sensitive information, such as name, address,
and contact information. In addition, it can also contain in-
formation about the treatment plan or laboratory results.
This EHR should only be accessible to authorized healthcare
employees and should always be available and correct. Crim-
inals are interested in the EHR for two main reasons, to sell
personal information about patients or to encrypt the EHR
and ask for large amounts of money to decrypt it again[20].
The latter has a direct impact on patient safety, since without
the important information of the EHR, patients cannot be
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treated. Besides the importance of the EHR, the EHR should
also be accessible to people with multiple functions: doc-
tors, nurses, secretaries, or administrative employees. Each
of these users is a potential target for phishing attacks, re-
sulting in a larger risk of breaching the information system.

However, not every person has the same likelihood to
get victimized by a phishing attack, the characteristics of a
person determine the risk[23]. Sex, age, and awareness of
phishing attacks are examples of such characteristics. Know-
ing the specific characteristics of a person results in a dif-
ferent risk of becoming a victim of such attacks, phishing
awareness trainings could be focused more on those people,
resulting in an information system that is more resistant to
phishing.

The target is not the only factor that influences the risk of
falling for an attack, the phishing mail itself has a major im-
pact on the risk. Attackers can use many different techniques
to manipulate the target, for example sending a fake email
impersonating the government [23]. What are these charac-
teristics, and which characteristics are more likely to make
the phishing attack successful? Sharing these techniques
during a training will help people to recognize a phishing
email more effectively.

Finally, attackers carefully think about the context of the
phishing email[12]. This is where social engineering is used.
Because the content of the email should be in alignment
with the target’s situation, getting an email from a country
you have never been to would most likely be ignored by the
target. If we know which contexts are used mostly and are
effective, the chances of a successful phishing attack can be
reduced.

The general research question of this thesis is:

How do individual characteristics of people, attributes of a
phishing email, and contextual factors influence the effective-
ness of phishing email attacks within healthcare organiza-
tions?

To formulate an answer, the following sub-research ques-
tions will be answered in this thesis:

1. What is the influence of individual characteristics of
healthcare employees on the effectiveness of phishing
email attacks?

2. What is the influence of characteristics of a phishing
email on the effectiveness of this attack?

3. What is the influence of context alignment of a phish-
ing email on the effectiveness of this attack?

2 Theoretical framework
2.1 Social engineering

Social engineering is the art of influencing and manipulat-
ing people with the intention of gaining access to specific

information systems or just intending to steal sensitive in-
formation. With social engineering, attackers try to let the
victim perform actions they usually won’t do, for example
downloading an attachment or clicking on a link and enter-
ing their username and password [28]. Social engineering is
not only limited to the digital world but it can also be used
in person, for example, to obtain physical keys from health-
care employees. The latter is an example of direct social
engineering[31]. When using social engineering in combi-
nation with phishing email, this is a non-real-time type of
social engineering [31]. As we can see, social engineering is
an element of phishing attacks. By using social engineering,
the attackers are designing the mail in such a way, that the
effectiveness will increase. Attackers usually also try to ap-
peal to the emotions of the victim, for example by inducing
fear or creating excitement. This will more likely cause a
successful phishing attack, which can result in breaching
into an information system.

2.2 Phishing email

One of the most used cyber-attacks is the phishing email[13].
Such an email is designed to steal credentials or obtain sen-
sitive information about the victim by using a fake email
address or redirecting to a fake website. Attackers are in-
terested in passwords, usernames, or specific information.
Another goal is to infect the system with malware. Previous
research has shown that 30% of phishing emails have been
read by the victim, another 12% of those victims even clicked
on the link in the email or performed actions, for example
opening malicious attachments [11]. Phishing emails are
focused on individuals because those people are the weak
point in the information system. Most companies are provid-
ing trainings for their employees, such a training which will
help employees to recognize a phishing email, and how to
properly react to such a mail (reporting it for example)[22].
There are various types of phishing emails. Attackers can
send a phishing email to a lot of people at the same time,
without specific context for an individual. Sometimes this
can already be a sign of a phishing attack, for example when
an employee of hospital X receives a fake email from hospital
Y. When using social engineering, it is possible to send a
more personal phishing email to employees of a company,
using the right name of a manager or about a current project
that the employee is working on. Such a more specific attack
is also known as a spear phishing attack [3].

Previous research has shown that women are more likely
to click on a malicious link in a phishing attack[15, 23]. A
phishing email can use different techniques to influence
people, these techniques could have a different effect on in-
dividuals. Younger people are more likely to get victimized
when the phishing attack is a fake email from someone with
authority[23]. For example, an email from the government,
or a professor from the university. Another effective tech-
nique is creating scarcity, for example, an email that suggests



that a special offer will end soon. When compared to older
people, the phishing email will be more effective when recip-
rocation is used. For example, clicking on a link for a coupon,
while simultaneously malware will infect the computer of
the victim [23].

2.3 Cyber security model

In this section, the CIA model will be explained in more
detail.

2.3.1 CIA. This is a model to describe the information se-
curity attributes. Each of these properties should be as high
as possible.

Confidentiality

Information should only be accessible to those people who
are authorized to[27]. Especially in the case of the EHR, a lot
of personal information is stored. This information is sensi-
tive and should not be accessible by outsiders. A successful
phishing attack has a direct impact on the confidentiality of
the data because the attackers (who are unauthorized) have
access into the system. To achieve high-level confidential-
ity, appropriate security measures should be implemented,
for example, two-factor authentication or users could have
different roles with different access to specific information.

Integrity

The second property of the CIA model is integrity, which
means that the data should be accurate, complete,
and untampered[27]. Healthcare employees that work with
the EHR, do need to rely on the data that is stored. The
data should only be able to be modified by those people
who have the right to do this. When comparing this to the
confidentiality of an information system, not all people who
have the right to access data should be able to modify it.
A successful phishing attack has also a direct impact on
the integrity of the information system, an attacker could
potentially modify the data without permission.

Availability

Let’s consider an information system with high levels of
confidentiality and Integrity, designed to protect sensitive
information from the EHR. However, the data is limited to
access on a single computer per department in a hospital.
The system is not useful at all in a hospital, because the data
is not easily available for a healthcare employee. The third
property of the CIA model is all about the availability of the
data, the user should always have access to the information
system when this is necessary. While a successful phishing
attack may not directly impact the availability of the system,
as the attacker only gains access into the system, it depends
on the attacker’s goal. When the attacker aims to decrypt all
the data, ultimately the availability will be affected.

3 Method
3.1 Data collection

To answer the research questions, a systematic literature re-
view and meta-analysis will be conducted. With the research
questions, we would like to compare as many characteristics
as possible, in the time frame of this thesis, this won’t be
possible with designing a new experiment. By using existing
studies and performing a meta-analysis, this is possible, and
more characteristics could be included.

Databases

To search for relevant articles and previous studies, elec-
tronic databases will be used. Those databases are Scopus,
ACM Digital Library, and Sage journals.

Types of study

For this meta-analysis, studies that used experiments will
be included. Experiments with phishing attacks are designed
specifically for a study, which means that data is gathered
with information about the characteristics of the email or
the context that it is aligned with. This will give results that
will show the effect of those characteristics.

First, as many studies as possible that are conducted within
a healthcare context will be included, e.g. hospitals. When
those studies won’t be sufficient to perform an analysis, ad-
ditional studies will be added to have a reliable dataset.

Search query

((phishing OR "phishing attack" OR "phishing *mail”) AND
(effect OR influence OR characteristics) AND (persuasion OR
influence OR technique) AND susceptibility AND (experiment™
OR study OR studies OR “field trial”)

This search query is used to find studies that are in line
with the types of studies that are described above; by includ-
ing the search terms regarding an experiment, studies that
are not designed like this, will most likely be excluded from
the records.

Inclusion criteria:

e English language

e Dutch language

e Studies performed in a real-life situation, or simulated
attacks in an organization

e Studies performed in a healthcare context

Exclusion criteria:

o Studies that are published before 2019

e Studies only focusing on theoretical frameworks, with-
out empirical data

e Studies that are not accessible through the University
of Twente

e Studies with a population that is too small, n <10



Data analysis

From the studies that are selected with the criteria men-
tioned above, one general dataset will be made. This data
set will be analyzed with the statistical software R version
4.4.0 and R studio version 2024.04.1+748, with the “Metafor”
package. The “ESC” package will be used when specific effect
sizes should be converted to the odds ratio.

For each study, first will be tried to retrieve the raw data,
which means that the sample size and the number of phished
participants are used. For studies that do not provide these
amounts, the effect size will be recalculated to an odds ratio
with a 95% confidence interval. This can be calculated when
a regression coefficient is provided.

OddsRatio = e

The expectation is that the studies will have a high level of
heterogeneity, and because the populations are different, the
random effect model will be used[1].

Overall phishing susceptibility

For all included studies that provide an overall sample size
in combination with an overall click amount, susceptibility
can be calculated in proportion. Finally, a meta-analysis of
proportion will be performed on these studies. This will give
us a good view in the overall susceptibility of a phishing
attack.

Characteristics and effect on susceptibility

To include the right studies, two screening rounds will
be conducted. The first round will aim to select studies that
are performed as a real-life experiment, with empirical data.
For the second screening round, the included articles will be
screened again to determine if the data is valid and could be
used in the general dataset. For the screening and general
data set Microsoft Excel will be used. In this sheet, every
data point will be added, related to one of the three research
questions.

3.2 Screening

For the first screening one filter has been applied to all
records, with this filter all the records that have been pub-
lished before 2019 are excluded from the list. Cyber security
is rapidly evolving from year to year, which means that older
studies do not always represent the current state.

All the records that are published in or after 2019 are
exported to an Excel document, where the title and DOI
have been noted. Then, all the records are manually checked
with the following criteria:

1. The record must be written in English or Dutch.

2. The study must be performed in a real-life situation,
or simulated attacks in an organization with empirical
data regarding cyber security susceptibility.

Records from other
studies
n=1

Records identified with

Records excluded because publish date before
search query .

n =954

( Exclude criteria 1
n=0

n= 450

Records screening criteria 1 - 4 n =447
n=585

n=18

‘ ‘ Exclude criteria 2 }
‘ ‘ Exclude criteria 3 }

{ Exclude criteria 4
n=11

| Duplicate
n=3

Records included after screening 1
n=31 < ‘

Intersting for background ‘

‘ ‘ Specific about sms phishing ‘
b n=1

Records that are used for data extraction

Figure 1. PRISMA flow

3. The study is an experiment that used a phishing email.

4. The study must measure the effect on susceptibility of
human factors, elements from the phishing attack, or
context-based factors.

Each individual record has been screened on title and ab-
stract by the researcher. In case of an unclear abstract where
the goal of the study is vague, the full article has been read to
determine if all the criteria have been met. In the Excel sheet,
for every record, a YES in green has been noted if all criteria
are met. For every record that does not meet a criterion, a NO
has been noted with the corresponding criterion. In addition,
a short explanation of why this record cannot be included is
written for every article that is excluded.

This has been repeated with three different scientific databases:

Scopus, ACM Digital Library, and Sage Journals. In Figure 1,
a PRISMA flow diagram visualizes the screening process.

From all the records (n=955), 450 are excluded because of
the publication date being before 2019. Of the 585 records
that were published after or during 2019, 31 have been in-
cluded. Finally, after a detailed look at each of the studies, 22
have been included for the data extraction. For each criterion,
figure 1 shows how many records are excluded based on this
criterion.

3.3 Extracting data

After the screening of all studies, the included articles are
read in more detail. To get an overview of all the different
studies, an Excel sheet has been made where all important in-
formation is noted. In this sheet, all factors that are included
in the experiment have been categorized in one of the three
research questions. This way, it is more convenient to see
which characteristics are more commonly included in the



articles. All characteristics that have been included in the
meta-analysis are explained in more detail:

Overall phishing susceptibility

First, a meta-analysis of proportion will be performed on
the overall phishing rates of all studies that provide this data.
Therefore, the total sample size of the study will be extracted,
together with the total amount of clicks on the link in the
phishing emails. This will give us the overall susceptibility
to get phished with a phishing email.

Sex

RQ1 is about the characteristics of individuals, studies
that provide data about the susceptibility between men and
women are included in this meta-analysis. If raw data is pro-
vided (clicks and sample size), this will be used to calculate
an odds ratio. In the case of another effect size, this will be
converted to an odds ratio. Men are coded as 0 and women
as 1.

Age

For the second characteristic of an individual, we will an-
alyze if age influences the susceptibility of a phishing email.
Therefore, we will categorize participants into 2 groups. The
young population are participants younger than 40 years old.
Where the participants in the old category are 40 years or
older. This analysis will use the same method as mentioned
for sex, either raw data will be calculated to the odds ratio,
or other effect sizes will be converted to an odds ratio. There-
fore, we coded the young group as 0 and the old group as
1.

Authority

Authority is a persuasion principle that is often used in a
phishing email (RQ2). With this technique, an email will be
designed with an authoritative tone, for example by imitating
the government or using the name of someone’s boss in
the signature of the mail[8, 9, 18, 23]. Ultimately, the email
will have the message that if the receiver won’t comply, a
sort of consequence will be taken, e.g. blocking an account
or losing data. To determine if there is a significant effect
of this persuasion technique, a sub-group analysis will be
performed. For each study, the simulated phishing attack
will be coded as using authority = 1, or not using authority
= 0. Then, with the sample size and number of clicks, it is
possible to calculate the proportion of the two groups.

Benefit

Another relevant persuasion technique is benefit, crimi-
nals can try to lure targets to click on a link to get something
in return, for example, a free travel guide or a discount for
an online shop[9, 18, 23, 35]. This technique could be used in
many different forms, but the target will be tried to manip-
ulate and click on the link in exchange for something. For
benefit, there will also be performed a sub-group analysis.

Articles per year

IIII i

2019 2020 2021 2022 2023 2024

Count
»

N

Publication year

Figure 2. Articles per year

Liking

The last characteristic of RQ2 is the principle of using lik-
ing to persuade a target. This means that people are tending
more willing to comply with people or things they like[9].
This persuasion principle can be used by cyber criminals, for
example by sending fake Facebook messages, or using other
elements that the target likes. To determine the effect of
liking as a characteristic of the phishing email, a sub-group
analysis will be performed.

Work-related

Healthcare employees could face work-related phishing
emails. For example, an email about changing the password
to maintain access into the systems. Previous research has
shown that context alignment has a significant effect on the
susceptibility of phishing attacks[5]. For the studies included,
phishing emails that are aligned with the target’s work con-
text will be extracted and compared to those emails that are
not. This will be done with an subgroup-analysis, the results
will help us to develop an answer for RQ2.

Financial

Finally, phishing emails that are aligned with a financial
context, for example, an email from a credit card company,
will be included in the meta-analysis. This is a context that
is often used in the included studies. Here, the same analysis
will be performed as mentioned above for the work-related
context.

4 Results

The 23 included studies are from 9 different countries, where
most come from the United States, with n=10. From 1 study
this is unknown. Table 1 provides an overview of the distri-
bution of the articles and their year of publication. The most
common publication year is 2023 (n=7), the distribution is
shown in figure 2. Appendix A contains a table with specific
information about every included study.



Study Events Total Proportion 95%-Cl
1 255 3452 H 0.07 [0.07;0.08]
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Figure 3. Overall phishing rate

4.1 Overall phishing susceptibility

For the overall phishing susceptibility, there is a total of
n=172464 subjects, in the range of 14 to 83269 participants
per study. For this analysis, there is a k=16 observations[6, 8,
10, 12, 14, 16, 23-26, 29, 30, 32-35] . When using the random
effects model, there is a phishing susceptibility of 19% with
a 95% confidence interval of [0.12;0.29]. Looking at the high
level of heterogeneity with an I2 being 100%, the random
effect model is preferable for the studies that are used. This
means that almost 1 out of 5 people will click on a link
embedded in the phishing email. Figure 3 shows the forest
plot for the overall phishing rate.

4.2 Characteristics of individuals

4.2.1 Sex. For sex, there is a total of n=11927 subjects, with
5234 men and 6068 women. In 2 studies, the descriptive re-
search was not provided (n=607). There are k=8 observations
in this analysis[2, 6, 7, 14, 16, 23, 24, 30]. For each study the
odds ratio was already provided, or the effect size was con-
verted to an odds ratio with an SE and confidence interval of
95%. For the calculations, the subjects were coded as 0=men
and 1=women. The summary odds ratio is 0.93, which im-
plies that women are less susceptible to a phishing email.
However, with a p=0,127, this is not a significant effect as it
exceeds the 0.05. The forest plot is shown in appendix B.

4.2.2 Age. For age there are k=3 observations. Of 2 obser-
vations the total participants were provided, which are 7069
together. With the third study not providing this data, the
total subjects are unknown. Here, for the analysis young
people were coded as 0 and old people as 1. The common
odds ratio is 0.72, which indicates that people under 40 years
old are more likely to fall for an phishing email. However,
the p value is 0.4624, which means that this effect is not
significant for the studies that are used in this analysis. The
forest plot is visible in appendix B.

4.3 Characteristics of the email

4.3.1 Authority. For authority, there is a total of n=50950
subjects from k=12 observations[6-8, 10, 12, 14, 17, 26, 30, 33~
35]. From those studies, there are 45 different groups where
a phishing email is simulated, with a sample size between 14
and 6938 individuals. 14 of the simulated phishing attacks
used the persuasion principle of authority, the other 31 did
not use authority in the simulated phishing email. A sub-
group analysis has been performed using the random effects
model, because of the high level of heterogeneity with I? =
99.2%. The results are visible in Table 1. The forest plot in
Appendix B gives an overview of all phishing attacks sepa-
rated by authority.

However, there is no significant influence on the effect of
the phishing email, because the difference between groups
is 0=0.11 with p= 0.7457.

4.3.2 Benefit. For benefit, there is a total of n=50950 sub-
jects from k=12 observations[6-8, 10, 12, 14, 17, 26, 30, 33—
35]. Of the 45 different phishing attacks, 8 have used benefit
as a persuasion principle. The other 37 did not use benefit
in the email to manipulate the target. For benefit, the same
subgroup analysis as before has been performed. The het-
erogeneity level is 99%, which indicates making use of the
random effects model. The results are visible in Table 2. The
forest plot in Appendix B gives an overview of all phishing
attacks separated by benefit.

The overall p has a value of 0.7973, which means that there
is no significant effect on the susceptibly of a phishing email
that contains benefit as persuasion principle.

4.3.3 Liking. For Liking, there is a total of n=50950 sub-
jects from k=12 observations[6-8, 10, 12, 14, 17, 26, 30, 33—
35]. From all phishing attacks, 7 have used the persuasion
principle of liking in the email. The other 38 did not use
this technique. The heterogeneity is high with I? being 99%,
so the random effects model has been used. The results are
visible in Table 3. The forest plot in Appendix B gives an
overview of all phishing attacks separated by Liking.

The overall p has a value of 0.0755, which indicates that
there is no significant effect on the phishing susceptibility
when liking is used as a persuasion principle in the email.
However, the p-value is close to 0.05, which indicates that
there could be an effect on the susceptibility but cannot be
proven significant with this data set.

4.4 Context alignment of the email

4.4.1 Work context. For the subgroup analysis to deter-
mine the effect of receiving a phishing email aligned with a
work context there is a total of n=58341 subjects from k=11
observations[6-8, 10, 12, 14, 17, 26, 30, 34, 35]. These 11 stud-
ies have performed a total of 35 simulated phishing attacks
together. 18 attacks are aligned with the work context, the
other 17 were not. The results of the subgroup analysis are



Table 1. Subgroup analysis authority

AUTHORITY USED K PROPORTION 95%-CI TAU? TAU Q I? (%)
YES 14 0.1651 [0.1205; 0.2220]  0.3587 0.5989 107.3000  87.9
NO 31 0.1764 [0.1351; 0.2270] 0.7722 0.8787 5556.4200 99.5

Table 2. Subgroup analysis benefit

BENEFITUSED K PROPORTION 95%-CI TAU? TAU Q 12 (%)

YES 8  0.1615 [0.0867;0.2810] 0.9782 0.9891 1614.0400 99.6

NO 37 0.1753 [0.1409; 0.2161] 0.5884 0.7671 3747.8000 99.0
Table 3. Subgroup analysis liking

LIKING USED K PROPORTION 95%-CI TAU? TAU Q I (%)

YES 7 0.2351 [0.1677;0.3191] 0.2887 0.5373 471.9700  98.7

NO 38 0.1627 [0.1282; 0.2043] 0.7001 0.8367 4307.9200 99.1

visible in Table 4. Appendix B provides the forest plot.

The overall p has a value of 0.0816, which indicates that there
is no significant effect of aligning the email with the work
context. However, the p does not exceed 0.05 as much as the
other factors. This could imply that there is an effect, but
with this specific dataset not significant.

4.4.2 Financial context. Finally, for the subgroup anal-
ysis about the effect of using financial context alignment,
there is a total of n=58341 subjects from k=11 observations[6—-
8,10, 12, 14, 17, 26, 30, 34, 35]. From 35 simulated phishing
attacks, 5 have been aligned with a financial context, the
other 30 have not. The results are shown in Table 5, and the
forest plot is shown in Appendix B.

We can see that the proportion of phishing susceptibility is
lower among the group of participants that received a mail
aligned with a work context. The p-value is 0,3483, which
means that this effect on the susceptibility is not significant.

5 Conclusion

The outcomes of the meta-analysis provide valuable insights
into the influence of various characteristics on the effect of
phishing emails.

For the first research question, we analyzed individual
characteristics to determine their impact on the effective-
ness of a phishing email. The results indicate that there is
no significant difference between men and women, to get
victimized by a phishing email. The second individual char-
acter that was analyzed was age. The result suggests that
there is no significant effect on the susceptibility between
people that are younger than 40 years old, and people that
are 40 years or older. Looking at the healthcare sector, more

than 25% of healthcare workers are older than 55, which has
only risen in recent years[17].

For the second research question, we analyzed what in-
fluence characteristics of phishing emails themselves have
on the effect of the phishing email. Authority, benefit, and
liking all do not have a significant influence on the effect
of a phishing attack. Knowing that these principles do not
influence the risk, does not mean that they cannot be used
in phishing trainings. This study has shown that these prin-
ciples are often used in phishing attacks, and thus should be
considered to make people aware of this.

For the third research question, the effect of context align-
ment on phishing susceptibility was analyzed. We found that
a phishing email that is aligned with the working context
of the target, will increase the odds of getting victimized
with 1.7, but this is not significant for the dataset that is
used. In healthcare, email is often used for communication,
which means that receiving a phishing attack aligned with
this context could potentially lead to a data breach. How-
ever, due to the low number of studies that included context
alignment in the experiment, this influence on the effect of
phishing susceptibility is not very reliable. Also, the financial
context does not have a significant effect on the phishing
susceptibility.

Finally, the overall phishing rate stands at 19%. This im-
plies that if an attacker sends a phishing email to 5 healthcare
employees, approximately one of them will get victimized
and potentially grant the attacker access to the Electronic
Health Records.



Table 4. Subgroup analysis work context

WORK CONTEXT K PROPORTION 95%-CI

YES 18 0.2198 [0.1620; 0.2912]
NO 17 0.1437 [0.0970; 0.2076]

TAU? TAU Q 12 (%)

0.6084 0.7800 2031.9800 99.2
0.8483 0.9210 3225.2300 99.5

Table 5. Subgroup analysis financial context

FINANCIAL CONTEXT K PROPORTION 95%-CI TAU? TAU Q 12 (%)
YES 5 0.1384 [0.0767; 0.2372]  0.5321 0.7295 453,1600  99.1
NO 30 0.1863 [0.1410; 0.2420] 0.8186 0.9048 5301.9300 99.5

6 Discussion

6.0.1 Limitations. The primary limitation of this meta-
analysis is the low number of studies k on most character-
istics. Papers usually do not provide the necessary data to
perform a meta-analysis with binary data. This lack of de-
tailed data is limiting the generalizability of the findings.
Another reason why papers could not be included in specific
meta-analyses on characteristics is the fact that there has
not been a control group in the experiment.

A potential solution to this issue could have been to in-
clude studies from before 2019. However, due to Covid 19,
the work situation has changed, and people more often work
remoted from home. This shift in the work situation could in-
fluence phishing susceptibility. When looking at healthcare,
this is not the case, as healthcare employees cannot work
from home. This would mean that for healthcare, this shift is
less relevant. For research question 3, it is noteworthy that
fewer studies have been conducted on the effect of context
on phishing susceptibility. For this study, the mail that is
used is analyzed and determined if the mail uses a work-
related context or a financial context. When neither of them
is used, this is categorized as the control group. This way
it was still possible to calculate odds ratios, but de validity
is lower. Instead, experiments that clearly design an exper-
iment with neutral emails and emails in a specific context,
would have a higher validity. The fact that the studies have
been coded by only one researcher is also a limitation of the
validity. Finally, there is a lack of experiments conducted in
a healthcare setting. This gap in the literature means that
we still do not understand the phishing susceptibility in a
healthcare context.

6.0.2 Future work. Future research should aim to conduct
more experiments focusing on the specific characteristics
identified in this study. It is essential that these studies in-
clude control groups that use neutral phishing emails, that
do not contain persuasion principles or are designed for a
specific context. This would improve the validity of results
and provide a better dataset for future meta-analyses.

Furthermore, there is need to conduct more experiments
in a healthcare setting, such as hospitals. Understanding
phishing susceptibility in these environments is important
because of the sensitive data that is stored in the EHR. Identi-
fying and analyzing factors that could influence the phishing
susceptibility, could lead to more specific, and thus more
effective cyber security trainings.

By addressing these gaps and focusing on these areas,
future research will provide a more comprehensive under-
standing of phishing susceptibility across different contexts,
which can be used to design more effective cyber security
trainings.

6.0.3 Practical implications. This paper can be used to
design specific cyber security training. Unfortunately, there
are no significant outcomes. However, the principles and
context characteristics are still very relevant, as they are
used in real phishing attacks from criminals. Effective train-
ing programs addressing phishing attacks will enhance the
cybersecurity state of healthcare organizations, improving
the Confidentiality, Integrity, and Availability (CIA) of their
information systems.
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12 165 775 i 0.21 [0.18;0.24]
12 184 836 - 0.22 [0.19; 0.25]
12 1" 107 —=+— 0.10 [0.05;0.18]
12 322 1669 [ ] 0.19 [0.17;0.21]
18 69 135 : — 0.51 [0.42; 0.60]
18 63 135 : —a— 0.47 [0.38; 0.55]
18 56 135 — 0.41 [0.33; 0.50]
18 33 135 —— 0.24 [0.17;0.33]
18 22 135 —— 0.16 [0.11;0.24]
18 18 136 —— 0.13 [0.08; 0.20]
18 16 135 —— 0.12 [0.07; 0.19]
18 14 50 — 0.28 [0.16;0.42]
20 545 2587 H 0.21 [0.20; 0.23]
20 1214 2587 = 0.47 [0.45;0.49]
21 176 2656 0.07 [0.06; 0.08]
21 1447 2657 = 0.54 [0.53; 0.56]
21 564 2700 i 0.21 [0.19;0.22]
21 152 5198 H 0.03 [0.02;0.03]
Random effects mode 19312 < 0.18 [0.14; 0.23
Random effects model 50950 < 0.17 [0.14; 0.21]

T T 1T 1

Heterogeneity: 12 = 99%, ©* = 0.6631, p = 0
Test for subgroup differences: zf =0.11,df=1@.¥0082 03 04 05

Authority

Study Events Total Proportion 95%-Cl
LikingUsed =0

1 72 867 = 0.08 [0.07;0.10]
1 67 863 = 0.08 [0.06; 0.10]
1 62 863 = 0.07 [0.06; 0.09]
1 54 859 == i 0.06 [0.05; 0.08]
2 19 83 ——— 0.23 [0.14;0.33]
2 21 83 —a— 0.25 [0.16; 0.36]
2 16 83 — 0.19 [0.11;0.29]
2 15 83 —— 0.18 [0.10; 0.28]
4 424 6938 ; 0.06 [0.06; 0.07]
4 826 6938 0.12 [0.11; 0.13]
4 649 6938 0.09 [0.09; 0.10]
6 4 % @ — 0.29 [0.08; 0.58]
7 19 100 —a 0.19 [0.12;0.28]
7 30 100 P —— 0.30 [0.21; 0.40]
7 9 100 —=— 0.09 [0.04;0.16]
10 9 56 —— 0.16 [0.08; 0.28]
10 8 52 —H— 0.15 [0.07;0.28]
10 8 54 —— 0.15 [0.07;0.27]
10 15 50 —_— 0.30 [0.18; 0.45]
10 12 50 ——— 0.24 [0.13;0.38]
10 5 556 —+=— 0.09 [0.03; 0.20]
10 4 50 —— 0.08 [0.02;0.19]
10 9 55 —@— 0.16 [0.08; 0.29]
10 6 52— 0.12 [0.04; 0.23]
11 285 2614 0.11 [0.10; 0.12]
15 43 100 —a— 0.43 [0.33; 0.53]
18 69 135 : —a— 0.51 [0.42; 0.60]
18 63 135 — 0.47 [0.38; 0.55]
18 56 135 ; — 0.41 [0.33; 0.50]
18 33 135 —— 0.24 [0.17;0.33]
18 22 135 — 0.16 [0.11;0.24]
18 18 135 —H— 0.13 [0.08; 0.20]
18 16 135 —— 0.12 [0.07;0.19]
20 545 2587 i 0.21 [0.20; 0.23]
21 176 2656 0.07 [0.06; 0.08)
21 1447 2657 = 0.54 [0.53; 0.56]
21 564 2700 0.21 [0.19; 0.22]
21 152 5198 i 0.03 [0.02; 0.03]
Random effects mode 14843 R 0.16 [0.13; 0.20
ikingUsed = :

2 20 83 —— 0.24 [0.15; 0.35]
12 165 775 I 0.21 [0.18;0.24]
12 184 836 i 0.22 [0.19; 0.25]
12 1 107 —— 0.10 [0.05;0.18]
12 322 1669 - 0.19 [0.17;0.21]
18 14 50 — 0.28 [0.16; 0.42]
20 1214 2587 i &= 0.47 [0.45; 0.49]
Random effects mode 6107 0 0.24 [0.17; 0.32
Random effects model 50950 < 0.17 [0.14; 0.21]
Heterogeneity: /% = 99%, t° = 0.6631, p = 0

Test for subgroup differences: y_f =3.16,df=1@.¥008 03 04 05

Liking

Study Events Total

Benef =

1 72 867 =

1 67 863 =

1 54 859 B

2 19 83 -

2 21 83 S

2 20 83 -—

2 16 83 ——

2 15 83 —=—

4 424 6938 H

4 826 6938

4 649 6938 :

6 4 14 ——

7 19 100 —

7 30 100 P —

7 9 100 —=—i

10 9 5 —=—

10 5 55 —=——

10 4 50 —=——

10 9 55 —

10 6 52 —=—i—

1" 285 2614

12 165 775 s

12 184 836 =

12 11 107 —==—

12 322 1669 -

15 43 100 : —

18 69 135 : ——

18 63 135 ; —

18 56 135 i ——

18 33 135 -

18 22 135 —=

18 18 1365 ——

18 16 135 —'——-

18 14 50 — .

20 545 2587 :

21 176 2656 :

21 1447 2657 : =

Random effects mode 39396 <

BenefitUsed = 1 |

1 62 863 =

10 8 52 —w=—

10 8 54 —&—

10 15 50 —_—

10 12 50 e

20 1214 2587 : =

21 564 2700

21 152 5198 H

Random effects mode 1554 o

Random effects model 50950 <
—r T 1T 1

Heterogeneity: 12 = 99%, v* = 0.6631, p = 0
Test for subgroup differences: zf =0.07,df=1©.¥06@ 03 04 05

Proportion 95%-Cl

0.08
0.08
0.06
0.23
0.25
0.24
0.19
0.18
0.06
0.12
0.09
0.29
0.19
0.30
0.09
0.16
0.09
0.08
0.16
0.12
0.11
0.21
0.22
0.10
0.19
0.43
0.51
0.47
0.41
0.24
0.16
0.13
0.12
0.28
0.21

[0.07; 0.10]
[0.06; 0.10]
[0.05; 0.08]
[0.14; 0.33]
[0.16; 0.36]
[0.15; 0.35]
[0.11; 0.29]
[0.10; 0.28]
[0.06; 0.07]
[0.11;0.13]
[0.09; 0.10]
[0.08; 0.58]
[0.12; 0.28]
[0.21; 0.40]
[0.04; 0.16]
[0.08; 0.28]
[0.03; 0.20]
[0.02; 0.19]
[0.08; 0.29]
[0.04; 0.23]
[0.10; 0.12]
[0.18; 0.24]
[0.19; 0.25]
[0.05; 0.18]
[0.17;0.21]
[0.33; 0.53]
[0.42; 0.60]
[0.38; 0.55]
[0.33; 0.50]
[0.17;0.33]
[0.11; 0.24]
[0.08; 0.20]
[0.07; 0.19]
[0.16; 0.42]
[0.20; 0.23]
0.07 [0.06;0.08]
0.54 [0.53; 0.56]

0.18 [0.14; 0.22

0.07
0.15
0.15
0.30
0.24
0.47

[0.06; 0.09]
[0.07; 0.28]
[0.07; 0.27]
[0.18; 0.45]
[0.13; 0.38]
[0.45; 0.49]
0.21 [0.19; 0.22)
0.03 [0.02; 0.03]

0.16 [0.09; 0.28]

0.17 [0.14; 0.21]

Benefit
Study logOR SE(logOR) Odds Ratio OR 95%-Cl Weight
3 -1.2107 0.1380 —+— 0.30 [0.23;0.39] 32.9%
4 0.3293 0.0590 1.39 [1.24;1.56] 33.7%
23 -0.1393 0.0950 0.87 [0.72;1.05] 33.4%
Random effects model 0.72 [0.29; 1.74] 100.0%
Heterogeneity: 12 = 98%, t* = 0.6075, p < 0.01

Age

Study logOR SE(logOR) Odds Ratio OR 95%-Cl Weight
1 0.0257 0.1300 S 1.03 [0.80; 1.32] 13.4%
3 -0.3595 0.2020 —*-l 0.70 [0.47; 1.04] 5.7%
4 -0.1031 0.0520 : 0.90 [0.81; 1.00] 70.7%
5 -0.0182 0.3320 — 0.98 [0.51; 1.88] 2.1%
10 -0.0263 0.3050 o 0.97 [0.54; 1.77) 2.5%
13 0.2343 0.2210 T 1.26 [0.82; 1.95] 4.7%
15 0.7443 1.3910 : 2.10 [0.14; 32.16] 0.1%
19 0.7129 0.5790 o En— 2.04 [0.66; 6.35] 0.7%
Random effects model C 0.93 [0.84; 1.02] 100.0%

1 1 1

0.1 051 2 10
Heterogeneity: I? = 1%, t° = 0.0006, p = 0.42

Sex



Study Events
WorkContext =1

1 72
1 67
2 19
2 21
2 20
2 16
2 15
4 826
6 4
7 30
7 9
15 43
18 69
18 56
18 22
18 18
21 1447
21 564
Random effects mode

1 i )%
WorkContext =0

1 62
1 54
4 424
4 649
7 19
10 76
1" 285
12 12
12 1218
18 63
18 33
18 16
18 14
20 545
20 1214
21 176
21 152

Random effects mode
! 2ity: | 101

Random effects model

863
859
6938
6938
100
474
2614

10744
135
135
135

2587
2587
2656
5198
43047

58341

Heterogeneity: 1> = 99%, t° = 0.7962, p = 0

Test for subgroup differences: xﬁ =3.03,df=1@®+*00® 03 04 05

i

<

Work context

Proportion

0.08
0.08
023
0.25
0.24
0.19
0.18
0.12
0.29
0.30
0.09
043
0.51
0.41
0.16
0.13
0.54
0.21
0.22

0.07
0.06
0.06
0.09
0.19
0.16
0.11
0.35
0.11
047
0.24
0.12
0.28
0.21
047
0.07
0.03
0.14

0.18

95%-Cl

[0.07; 0.10]
[0.06; 0.10]
[0.14; 0.33]
[0.16; 0.36]
[0.15; 0.35]
[0.11; 0.29]
[0.10; 0.28]
[0.11;0.13]
[0.08; 0.58]
[0.21; 0.40]
[0.04; 0.16]
[0.33; 0.53]
[0.42; 0.60]
[0.33; 0.50]
[0.11;0.24]
[0.08; 0.20]
[0.53; 0.56]
[0.19; 0.22]
[0.16; 0.29]

[0.06; 0.09]
[0.05; 0.08]
[0.06; 0.07]
[0.09; 0.10]
[0.12; 0.28]
[0.13; 0.20]
[0.10; 0.12]
[0.20; 0.54]
[0.11;0.12]
[0.38; 0.55]
[0.17;0.33]
[0.07; 0.19]
[0.16; 0.42]
[0.20; 0.23]
[0.45; 0.49]
[0.06; 0.08]
[0.02; 0.03]
[0.10; 0.21]

[0.14; 0.23]

Study

FinancialContext = 0

NNNOBABNNNNN = oo

Random effects mode

FinancialContext = 1

Random effects mode
i

Random effects model

Events

4
19
30
9
285
1218
43
69
63
56
33
22
18
16
14
545
1214
176

1447

152

58341

Heterogeneity: 1% = 99%, % = 0.7962, p = 0

Financial context

<
—r 1 1 1

Test for subgroup differences: 72 = 0.88, df = 1 @.£ 0089 0.3 04 0.5

Proportion

0.08
0.08
0.06
0.23
0.25
0.24
0.19
0.18
0.12
0.09
0.29
0.19
0.30
0.09
0.11
0.11
0.43
0.51
0.47
0.41
0.24
0.16
0.13
0.12
0.28
0.21
0.47
0.07
0.54
0.03
0.19

0.07
0.06
0.16
0.35
0.21
0.14

0.18

95%-Cl

[0.07;0.10]
[0.06; 0.10]
[0.05; 0.08]
[0.14;0.33]
[0.16; 0.36]
[0.15; 0.35]
[0.11;0.29]
[0.10; 0.28)
[0.11;0.13]
[0.09; 0.10]
[0.08; 0.58]
[0.12;0.28]
[0.21; 0.40]
[0.04; 0.16]
[0.10; 0.12]
[0.11;0.12]
[0.33;0.53]
[0.42; 0.60]
[0.38; 0.55]
[0.33; 0.50]
[0.17;0.33]
[0.11;0.24]
[0.08; 0.20]
[0.07; 0.19]
[0.16; 0.42]
[0.20; 0.23]
[0.45; 0.49]
[0.06; 0.08]
[0.53; 0.56]
[0.02; 0.03]
[0.14; 0.24]

[0.06; 0.09]
[0.06; 0.07]
[0.13;0.20]
[0.20; 0.54]
[0.19;0.22]
[0.08; 0.24]

[0.14; 0.23]



