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Abstract 

The prevalence of ransomware attacks has increased significantly over the past decade, and 

there is a notable lack of effective prevention and detection tools. Therefore, the most viable 

opportunity for victims to reduce financial losses and retrieve their data lies in the negotiation 

stage of an attack. Here, by effectively employing and responding to influence strategies, 

victims might be able to persuade the threat actor to decrease the ransom amount. Therefore, 

insights into influencing behaviours in this context are essential. Hence, this study explored 

the use of influencing behaviours by both threat actors and victims in ransomware 

negotiations, building on the Table of Ten influencing strategies by Giebels (2002, as cited in 

Giebels & Noelanders, 2004). Using a sample of 25 ransomware negotiation logs from an 

open-source repository, this study conducted a comprehensive analysis of influencing 

behaviours employed by both parties. Specifically, after coding the logs based on the Table of 

Ten, the coded data was used to compute the relative frequency of each behaviour, identify 

the most frequent behaviour (mode) at each utterance level, and conduct sequential pattern 

analysis using the cSPADE algorithm aiming uncover strategic sequences. The interpretation 

of the results indicated that there is a special need for threat actors in ransomware 

negotiations to proof their credibility. Furthermore, it showed that threat actors contribute 

more to the negotiations in terms of utterances. Lastly, the current study established that there 

are reoccurring patterns of influencing behaviours in ransomware negotiations. Overall, by 

applying the Table of Ten to a context of ransomware and producing empirically supported 

insights, this research bridges a gap in literature, contributing to the understanding of 

negotiation dynamics in ransomware cases.  

Keywords: crisis negotiation, ransomware, social influence, Table of Ten, cSPADE 

  



INFLUENCING BEHAVIOURS IN RANSOMWARE NEGOTIATIONS 3 

 

Table of Content 

Introduction ................................................................................................................................ 4

Theoretical Framework .............................................................................................................. 5

Ransomware ............................................................................................................... 5

Social Influence in Crisis Negotiations.................................................................... 10

Formulation of the Research Questions ................................................................... 16

Methods.................................................................................................................................... 17

Data .......................................................................................................................... 17

Data Analysis ........................................................................................................... 23

Results ...................................................................................................................................... 31

Utterance Ratio ........................................................................................................ 31

Frequency Analysis .................................................................................................. 32

Most Frequent Code per Utterance Level (Mode) ................................................... 35

Pattern Identification Using cSPADE Algorithm ..................................................... 38

Discussion ................................................................................................................................ 41

Key Findings ............................................................................................................ 42

Limitations ............................................................................................................... 45

Future Research ....................................................................................................... 46

Conclusion ............................................................................................................... 48

References ................................................................................................................................ 49

Appendix A .............................................................................................................................. 55

Appendix B .............................................................................................................................. 57

 



INFLUENCING BEHAVIOURS IN RANSOMWARE NEGOTIATIONS 4 

 

Introduction 

Ransomware attacks have become <one of the most devastating threats to 

organizations= throughout the last decade (Boticiu & Teichmann, 2023). Ransomware is a 

type of malware (i.e., malicious code) that, upon infiltrating the victim9s system, either 

encrypts data or denies access to the system in order to subsequently demand a ransom 

payment in exchange for decryption or restored access (Beaman et al., 2021; Boticiu & 

Teichmann, 2023; Cartwright et al., 2019; Mijwil et al., 2023; Ryan et al., 2022). According 

to the United Nations Office on Drugs and Crime (2021) the monetary damage caused 

through ransomware attacks worldwide amounts to 20 billion US dollars annually.  

Despite the high prevalence and significant consequences of ransomware attacks, 

effective mitigating solutions, such as detection and prevention tools, remain scarce and 

underdeveloped (Aslan et al., 2023; Beaman et al., 2021; Boticiu & Teichmann, 2023; 

Cartwright et al., 2019). Furthermore, while technical aspects of ransomware, such as 

encryption schemes and deployment methods, are continuously studied (see for example: 

Beaman et al., 2021; Hull et al., 2019), recent research has noted an overall lack of 

investigation into the negotiation phase of ransomware attacks (Boticiu & Teichmann, 2023). 

Additionally, a gap in research has been highlighted regarding the underlying dynamics 

between threat actors and victims (Connolly et al., 2020). Although some emerging insights 

into these dynamics have been suggested (outlined in the section below), they are primarily 

theoretical and based on research from traditional crisis contexts (see for example: Ryan et 

al., 2022; Wade, 2021), rather than being derived or validated by empirical ransomware data.  

Within literature on traditional crisis negotiations (e.g., extortion or hostage scenarios) 

it has been found that influence strategies play a key role (Giebels & Noelanders, 2004; 

Giebels & Taylor, 2009; Grubb, 2023; Grubb et al., 2019). Furthermore, a widely referenced 

framework that combines insights into crisis negotiations with theory on social influence 
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exists; The Table of Ten influencing behaviours (Giebels, 2002 as cited in Giebels & 

Noelanders, 2004) provides a conceptual foundation for investigating dynamics in crisis 

negotiations and related fields (see for example Beune et al., 2010, 2011; Giebels et al., 2017; 

Giebels & Noelanders, 2004; Giebels & Taylor, 2009). Furthermore, the potential for 

reoccurring patterns of influencing behaviours in crisis negotiations has been outlined and 

conceptualized as strategic sequences (Beune et al., 2011). 

The current study will explore the use of social influencing behaviours within the 

context of ransomware negotiations. Ultimately, aiming to address the aforementioned gap in 

research 4 the lack of insight into the underlying mechanisms of ransomware attacks. 

Further, this study aims to contribute empirical data to the understanding of ransomware 

negotiations, seeking to validate theoretical insights from traditional crisis negotiation 

contexts within the context of ransomware. 

Therefore, the following section includes an exploration of existing literature on 

ransomware attacks, specifically the negotiation stage. Following this, social influence 

research in crisis negotiations is reviewed, including a detailed description of the Table of 

Ten. Subsequently, research questions are stated, and the methodology of the current study is 

explained. Afterwards, the results are reported. The paper concludes with a discussion of the 

findings, emphasising key insights, addressing limitations, and suggesting avenues for future 

research.  

Theoretical Framework 

Ransomware 

Cyber security threats aimed at extorting money from victims exist since the 1980s 

(Beaman et al., 2021). PC Cyborg, the very first ransomware attack occurred in 1989 (Tailor 

& Patel, 2017). Subsequently, until the early 2000s ransomware attacks were mostly launched 

by amateur hackers seeking to gain recognition in the emerging cyber community (Beaman et 
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al., 2021; Srinivasan, 2017). Since then, the threat actors have professionalised their attacks 

and developed more sophisticated methods (Beaman et al., 2021; Cartwright et al., 2019; 

Ryan et al., 2022; Srinivasan, 2017). Furthermore, threat actors today are often connected and 

organized within larger criminal networks, so called ransomware groups (Gray et al., 2022). 

Srinivasan (2017) described this transition as shift from mere 'cyber-vandals' to 'cyber-

criminals' and noted that this development was accompanied by a significant increase in 

monetary losses. 

While the ransom demand in the PC Cyborg attack 35 years ago was 189 US dollars 

(Tailor & Patel, 2017), it is now estimated to costs between 1.85 million (Beaman et al., 

2021) and 4.45 million (Boticiu & Teichmann, 2023) US dollars to recover from a 

ransomware attack. These costs can include the paid ransom, employee working hours, 

reputational impact, as well as system downtime (Beaman et al., 2021; Boticiu & Teichmann, 

2023).  

The increase in monetary losses can be attributed to several factors. The first is an 

increase in attack frequency (Beaman et al., 2021; Boticiu & Teichmann, 2023; Cartwright et 

al., 2019; Ryan et al., 2022). In their report, the European Union Agency for Cybersecurity 

(2022) declared ransomware to be the most prevalent cyber security threat today. Worldwide, 

a new attack occurs approximately every 11 seconds (United Nations Office on Drugs and 

Crime, 2021). Furthermore, ransomware groups are highly organized in a business-like 

structure (Cartwright et al., 2019). They have different 8departments9 handling various steps 

of an attack making them more efficient (Cartwright et al., 2019). Additionally, while threat 

actors in the past targeted individuals, today they are more likely to focus on large companies 

with high revenue and significant reputational risk, increasing the potential for a greater 

payout (Beaman et al., 2021; Boticiu & Teichmann, 2023; Cartwright et al., 2019). Lastly, 

most ransomware strains today do not allow for reverse-engineering without the original 
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decryption key held by the threat actor (Cartwright et al., 2019) and detection or prevention 

tools struggle to match the rapid development of new ransomware variants (Aslan et al., 

2023; Beaman et al., 2021). Therefore, now more than ever, victims are compelled to pay if 

they want a chance at recovering their data (Cartwright et al., 2019). Consequently, a large 

majority of victims pay the ransom (Boticiu & Teichmann, 2023; Cartwright et al., 2019). In 

2023, 73% of ransomware victims globally ultimately paid the threat actors, a figure that 

exhibited a steady upward trend over the past six years (Statista, 2023, as cited in Boticiu & 

Teichmann, 2023).  

Another aspect of the 8professionalization9 of ransomware attacks is that today threat 

actors invest considerable resources in gathering information on their victims to determine an 

appropriate ransom demand (Boticiu & Teichmann, 2023). According to Cartwright and 

colleagues (2019) the threat actor would not benefit from issuing a ransom demand that 

exceeds the financial means of the victim. Therefore, after gaining access to the victims 

system typically through a phishing campaign (Boticiu & Teichmann, 2023; Manjezi & 

Botha, 2019), threat actors spend on average 43 days undetected before actively disclosing 

the attack to the victim (Gerritz, 2019 as cited in Ryan et al., 2022). In this time they broaden 

their control over the system and comb through confidential information collecting insight on 

the victim9s security and financial status (Ryan et al., 2022). Afterwards, they disclose the 

attack usually by posting a ransom note in the system, often in form of a file labelled 

<ReadMe= (Boticiu & Teichmann, 2023). In most cases, this is followed by a negotiation 

phase in which threat actor and victim discuss the ransom amount and conditions of a 

potential deal via chat messages (Boticiu & Teichmann, 2023; Cartwright et al., 2019; Ryan 

et al., 2022).  

In a majority of reported cases victims are able to negotiate a lower ransom than the 

original demand (Boticiu & Teichmann, 2023; Ryan et al., 2022). According to Boticiu and 
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Teichmann (2023) the final ransom amount can deviate significantly from the original 

demand. Threat actors in ransomware negotiations may grant up to 90% discounts (Boticiu & 

Teichmann, 2023). On average they reduce the original ransom by more than 50% during 

negotiations (Boticiu & Teichmann, 2023). However, the willingness to negotiate and reduce 

the ransom varies greatly between threat actors and is likely influenced by the behaviour of 

the victim (Ryan et al., 2022). Similarly, the way the threat actor behaves throughout the 

negotiation is expected to have an effect on the victims willingness to cooperate (Ryan et al., 

2022). Hence, there seems to be some mutual influence between threat actors and victims 

within ransomware negotiations. The current state of knowledge on this is summarized 

below. 

Dynamics in Ransomware Negotiations 

As stated in the introduction, potential influencing dynamics of ransomware 

negotiations have not been extensively researched. However, given that ransomware attacks 

share similarities with crisis scenarios such as extortion, kidnappings, and hostage situations, 

literature on traditional crisis negotiation has been used to inform the context of ransomware 

negotiations (see for example: Press et al., 2023; Wade, 2021).  

Hence, Ryan and colleagues (2022), in their theoretical game theory model of 

ransomware negotiations, identified reliability of threat actors as a crucial aspect in 

persuading victims to pay the ransom. Wade (2021) came to a similar conclusion when 

drawing on insights from traditional crisis negotiations, stating that trust in the threat actors 

decryption ability potentially increases the victim9s willingness to pay.  

Furthermore, Ryan and colleagues (2022) anticipate that victims in ransomware 

negotiations are at a notable disadvantage in terms of information asymmetry. As explained 

above, threat actors often prepare negotiations by collecting information on the victim for 

days sometimes weeks (Gerritz, 2019 as cited in Ryan et al., 2022). At the same time the 
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victim has very limited ways to gather information on the threat actor (Faivre, 2023; Ryan et 

al., 2022). Faivre (2023), also described this information asymmetry and further explained 

that it can create a power imbalance in favour of the threat actor. However, they also noted 

that the victim holds <the power of financial gains= which is what continuously motivates the 

threat actor to engage in the negotiation and balances the overall power dynamic (Faivre, 

2023).  

Furthermore, the dynamics in ransomware cases are often compared to business 

negotiations, where parties cooperate and are equally engaged by asking questions, making 

requests, and responding (Boticiu & Teichmann, 2023; Cartwright et al., 2019). This suggest 

somewhat of a balance between threat actors and victims. Giebels and Noelanders (2004) also 

noted this almost business-like symmetry in the context of extortion, a scenario similar to 

ransomware cases.  

Another ransomware negotiation dynamic which has been hypothesized is the use of 

irrational aggression by threat actors to persuade victims into paying the ransom (Cartwright 

et al., 2019). This insight is grounded in game theory and kidnapping scenarios, suggesting 

that if threat actors behave aggressive and are perceived as threatening, a fear of data loss is 

instilled in the victim, thereby increasing the likelihood of them complying with ransom 

demands (Cartwright et al., 2019).  

Additionally, Vakulov (2023, as cited in Boticiu & Teichmann, 2023) stated that it is 

an effective approach for the victim to reason with the threat actor. Specifically, they advise 

victims to attempt to persuade threat actors into believing that the victims financial resources 

are less substantial than assumed (Vakulov, 2023 as cited in Boticiu & Teichmann, 2023). It is 

important to note that this suggestion appears to rely on anecdotal data. 

Lastly, several have noted the role of time restrictions in ransomware negotiations 

(Boticiu & Teichmann, 2023; Cartwright et al., 2019; Ryan et al., 2022). The threat actor 
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typically imposes a deadline for the payment of the ransom, threatening to delete or publish 

the victim9s data if the deadline is not met (Cartwright et al., 2019). The timeframes might 

vary per case, but usually victims are granted 72 hours to comply with the request 

(Cartwright et al., 2019). Apart from the threat actor introducing this artificial stressor, 

victims are likely motivated to drive the negotiation forward due to the disruptive impact 

encrypted files or locked systems may have on their business workflow (Boticiu & 

Teichmann, 2023; Ryan et al., 2022). While the threat actor is unlikely to experience the same 

urgency, they are driven by the potential profit, especially after having invested resources into 

the preparation of the attack (Cartwright et al., 2019). Thus, both parties might employ 

strategies such as time-bound offers to accelerate the negotiation. 

The above summarizes insights into ransomware negotiations that have thus far been 

made, primarily derived from traditional crisis negotiations and game theory. However, as 

noted, these hypotheses are yet to be validated through empirical research, highlighting a 

crucial gap in our understanding of the dynamics at play in ransomware negotiations. To 

build on this foundation and introduce the frameworks used in the current research, it is 

essential to first explore the broader role of social influence within crisis negotiation. This 

will provide a comprehensive basis for the formulation of the research questions and the 

subsequent description of methodology and results. 

Social Influence in Crisis Negotiations 

Social Influence Theory suggests that our attitudes and behaviours can be 

significantly influenced by those around us, even at a subconscious level (Gass & Seiter, 

2022; Kelman, 1958). Implicit and explicit forms of social influence manifest through 

cultural and societal norms, interpersonal interactions, and mass media among other 

examples (Gass & Seiter, 2022). Furthermore, social influence strategies are frequently 

employed in various contexts to nudge individuals towards desired changes in behaviour and 
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or attitude (see for example Gass & Seiter, 2022; Gonçalves et al., 2021; Li et al., 2024; 

Luther et al., 2023).  

Crisis negotiations represent a particularly relevant context for applying these 

strategies (Giebels & Noelanders, 2004; Grubb, 2023). These types of negotiations are 

typically intense and emotionally loaded since they take place during crisis incident such as 

kidnappings, suicide attempts and extortions, and thus involve high stakes (Giebels & 

Noelanders, 2004; Grubb et al., 2019). Meaning, the consequences of crisis negotiations can 

be substantial such as potential loss of life, severe psychological distress (Giebels et al., 2005; 

Vasiu & Vasiu, 2020), or devastating financial loss (Vasiu & Vasiu, 2020).  

Due to the outlined relevance there is a large body of research on influencing 

behaviours in crisis negotiations (see for example Beune et al., 2011; Giebels & Noelanders, 

2004; Grubb, 2023). The current review focuses on two key findings. First, social influence is 

inherently present in crisis negotiation as shown by Giebels and Noelanders9 (2004) study of 

35 crisis negotiations, which found that between 65-70% of all displayed behaviours could be 

characterized as influencing. Secondly, influencing behaviours may form strategic sequences 

(Beune et al., 2011). Implying, that there is a potential for patterns of influencing behaviours 

within crisis negotiations. Investigating whether these findings apply in ransomware 

negotiations can be done using the frameworks introduced below. 

Table of Ten 

Throughout the last two decades Giebels and colleagues have researched the use of 

influencing behaviours in the context of crisis negotiations and similar scenarios, mainly 

looking at cases involving kidnappings, extortions, sieges or police interviews (see for 

example Beune et al., 2010, 2011; Giebels et al., 2017; Giebels & Noelanders, 2004; Giebels 

& Taylor, 2009). Specifically, these studies put into practice and empirically validated the 

Table of Ten by Giebels (2002, as cited in Giebels & Noelanders, 2004). A framework that 
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comprises a collection of ten social influence strategies that can be employed in crisis 

negotiation to alter the behaviour of the other.  

Also note that according to the classic tenets of social influence, change in attitude 

precedes shifts in behaviour (Gass & Seiter, 2022; Kelman, 1958). Therefore, when it comes 

to influencing in a non-crisis context, the objective is to initially alter the counterparties 

attitude, thereby facilitating subsequent changes in behaviour (Gass & Seiter, 2022). 

However, given the urgency of crisis negotiations, strategies in the Table of Ten generally 

prioritize immediate behavioural change rather than attitude changes associated with long-

term behavioural manifestations (Giebels & Noelanders, 2004).  

Furthermore, it is important to note that each strategy from the Table of Ten can be 

implemented by either party in a crisis negotiation, for example both law enforcement and 

criminals (Giebels & Noelanders, 2004). Research applying the Table of Ten in traditional 

crisis negotiations has found that there are differences between how parties in crisis 

negotiations employ these strategies (see for example: Beune et al., 2010; Giebels et al., 

2005; Giebels & Noelanders, 2004). However, the Table of Ten has never been applied in the 

context of ransomware negotiations1.  

To provide more detail on this framework, each influence strategy from the Table of 

Ten is rooted in a social influence principle (Giebels & Noelanders, 2004). Furthermore, the 

strategies can be distinguished as being either relational strategies or content strategies 

(Giebels & Noelanders, 2004). There are three relational strategies in the Table of Ten which 

emphasize the identity of the sender and their relationship with the recipient (Giebels & 

Noelanders, 2004). These strategies can be employed to foster a positive relationship and 

facilitate rapport (Giebels & Noelanders, 2004; Westerveld, 2024), which many negotiation 

 
1Currently, to the best of my knowledge, there are no published peer-reviewed research articles that 

have applied the Table of Ten within the context of ransomware negotiations. However, Westerveld (2024) 
explored this in a master thesis, which investigated <The impact of various negotiation strategies [from the Table 
of Ten] on ransomware negotiation outcomes from the victim's perspective=. 
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studies identify as crucial for successful negotiations (see for example (see for example 

Crighton, 2021; Grubb, 2023). In contrast, within the seven content strategies the subject 

matter of a message or behaviour is pivotal. The complete Table of Ten, including the 

strategies and their underlying principles, is presented in Table 1 and discussed below. 

Table 1 

Table of Ten influencing strategies and underlying principles (Giebels, 2002 as cited in 

(Giebels & Noelanders, 2004) 

Strategy Underlying Principle Description Behaviour 

Relational Strategies   

   Being kind Sympathy All friendly, helpful behaviour 

   Being equal Similarity 
Statements aimed at something the 

parties have in common 

   Being credible Authority 
Behaviour showing expertise or 

proving you are reliable 

Content Strategies   

   Emotional appeal Self-image 
Playing upon the emotions of the 

other 

   Intimidation Deterrence / Fear 
Threatening with punishment or 

accusing the other personally 

   Imposing a restriction Scarcity 
Delay behaviour or making 

something available in a limited way 

   Direct pressure Power of Repetition 
Exerting pressure on the other in a 

neutral manner by being firm 

   Legitimizing Legitimacy 
Referring to what has been agreed 

upon in society or with others 

   Exchanging Reciprocity Give-and-take behaviour 

   Rational Persuasion Consistency Use persuasive arguments and logic 
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The first strategy, being kind, makes use of the idea that we are more likely to be 

influenced by individuals we like and feel sympathetic towards (Giebels & Noelanders, 

2004), sometimes referred to as the <liking principle= within negotiation literature (Guthrie, 

2004; Korobkin, 2024). The second strategy, being equal, is based on the social influence 

principle of similarity, which suggests that we are more likely to be influenced by a person 

when they establish and refer to shared interests and mutual experiences (i.e., similarities) 

(Giebels & Noelanders, 2004). The third strategy, being credible, combines expertise and 

reliability, both of which are crucial factors in effectively influencing the opposing party in a 

negotiation (Giebels & Noelanders, 2004). The three strategies discussed thus far are 

relational strategies, that foster the interpersonal dynamic of the negotiation parties.  

The following seven strategies are content based. The strategy emotional appeal 

leverages the self-image of the counterpart, employing emotional, value-based, and idealistic 

arguments. Much of this appeal is rooted in the human desire to 8be good9 (Giebels & 

Noelanders, 2004). The fifth influence strategy, intimidation, straddles the boundary to 

coercion, as it involves the use of threats, and personal attacks to instil fear in the opposing 

party (Giebels & Noelanders, 2004). The sixth strategy, imposing a restriction, limits the 

availability of a negotiable. In crisis negotiations this often refers to a time restriction, or 

scarce responses by either party (Giebels & Noelanders, 2004). The seventh strategy, direct 

pressure, can include behaviours like repeating a request, or giving an instruction. It is similar 

to intimidation but usually less intense and not of a coercive nature (Giebels & Noelanders, 

2004). The eighth strategy, legitimizing, refers to the utilization of regulations, including 

legislation as well as societal standards and norms, to justify or validate an argument (Giebels 

& Noelanders, 2004).The ninth strategy, exchanging, is based on the idea that when someone 

offers us something we are inclined to reciprocate (Giebels & Noelanders, 2004). The tenth 

strategy, rational persuasion, utilizes logical reasoning and factual evidence. With consistency 



INFLUENCING BEHAVIOURS IN RANSOMWARE NEGOTIATIONS 15 

 

as underlying principle, rational persuasion specifically makes use of the need to behave in a 

way that is consistent with earlier decision making (Giebels & Noelanders, 2004). Lastly, 

next to the influencing strategies discussed above, parties also resort to information exchange 

(i.e., not an influence strategy), which usually makes up one third of behaviours in crisis 

negotiations (Giebels & Noelanders, 2004). 

How the current study applied the Table of Ten to the context of ransomware 

negotiations and what findings this generated is explained in later sections.  

Strategic Sequences and the Application of cSPADE  

As aforementioned, Beune and colleagues (2011) found that influencing behaviours 

can form strategic sequence. They coined this concept in the context of police interviews, 

specifically based on considerations regarding the <good cop-bad cop technique= (Beune et 

al., 2011). A strategic sequence refers to several influencing behaviours being grouped in 

strategic order to achieve a certain effect (Beune et al., 2011). This sequence can be executed 

by a single party or several (Beune et al., 2011). To the best of my knowledge the concept of 

strategic sequence or any comparable approach to identify patterns in communication data 

has not been applied to ransomware negotiations.  

In this study, the cSPADE (constrained Sequential Discovery using Equivalence 

classes) algorithm (Lesh et al., 2000; Zaki, 2000, 2001) was utilized to identify patterns of 

influencing behaviours within ransomware negotiations. cSPADE is most commonly applied 

in market research to identify patterns in customer purchase behaviour (see for example 

Fernando & Aw, 2023; Liu et al., 2023). Patterns in data mining refer to sequential 

occurrences of events. In this study, patterns denote successive influencing behaviours (i.e., 

strategic sequences) observed in ransomware negotiations.  

There are various pattern mining tools which allow researchers to extract meaningful 

patterns from large data (Gupta & Chandra, 2020; Morita et al., 2005; Savaş, 2021). 
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Generally, they were first developed in the early 1990s (Savaş, 2021) and have since been 

applied to various different domains, with notable prevalence in economics and biology 

(Gupta & Chandra, 2020; Savaş, 2021). However, none of them were used in the context of 

influencing dynamics within ransomware. For the current study, ultimately, the cSPADE 

algorithm was chosen as analysis tool because it is recognized as one of the most efficient 

pattern mining algorithms (Aoga et al., 2016). Additionally, several sources commend on its 

easy implementation (see for example Fernando & Aw, 2023; Zhang & Paquette, 2023) and it 

is open source (Zaki, 2018/2024). cSPADE is included in the arulesSequence R package 

(Buchta & Hahsler, 2023).  

Details on how cSPADE was utilized can be found in the method section.  

Formulation of the Research Questions 

Based on the exploration of literature on ransomware attacks and social influence, 

there is a clear need for an empirical investigation into the influencing behaviours present in 

ransomware negotiations. The review above highlights gaps in understanding the dynamics of 

ransomware negotiations, particularly the strategies and sequences of behaviours used by 

both threat actors and victims. To address these gaps, this study aims to explore the 

influencing behaviours and their patterns within ransomware negotiations using empirical 

data. Hence, the following research questions guide the current study: 

RQ1: What are key influencing behaviours employed by threat actors and victims in 

ransomware negotiations? 

RQ2: Are there frequently occurring patterns of influencing behaviours, across 

different ransomware cases? 
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Methods 

Before explaining the methodology used in this study, it should be noted that this 

research was part of a broader project. Together with another bachelor9s student from the 

University of Twente, I collected and coded original ransomware logs, effectively ensuring 

reliability of the coded material. While we both worked within the context of ransomware 

negotiations and used the same data, we explored different research goals. When describing 

the data analysis process below I refer to him as my research partner. 

Data 

For this study, publicly available data logs were sampled from ransomware.live, a 

website which hosts a total collection of 147 ransomware logs (Mousqueton, 2024). In this 

context, a log refers to the written record of an actual ransomware negotiation that occurred 

in the past. Each log includes messages (i.e., utterances) labelled as having originated from 

either the victim or the threat actor. These utterances are presented in chronological sequence, 

mimicking the course of the negotiation. Some logs include timestamps with geographical 

time zone information, while others lack these contextual details. Additionally, to preserve 

anonymity, all identifiers of victims (e.g., names, email-addresses, organizations) have been 

redacted. This is true for almost all logs. According to a statement on ranomware.live, 

identity markers are only disclosed when the logs document cases where victim information 

has been publicly disclosed through another source (e.g., the media or threat actor) 

(Mousqueton, 2024).  

The data was selected because it allows for the empirical investigation of influencing 

behaviours in real-world ransomware negotiation. However, before sampling logs from the 

total collection, inclusion criteria were determined to ensure relevance of the data in 

addressing the research questions.  
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Inclusion Criteria 

To determine the inclusion criteria, a cursory examination of five original logs was 

conducted to gain a preliminary understanding of the dataset. Notably, during this process, 

me and my coding partner did not discuss our impressions of the data or applied our 

knowledge of influencing behaviours, to avoid introducing bias. The primary objective at this 

stage was to anticipate the nature of the data and inform the criteria development. 

Sample Size and Number of Utterances. Initially, it was determined that a sample 

size of n=25 logs would be feasible for this research study. This decision was based primarily 

on time constraints imposed by the University of Twente (2024), necessitating completion of 

data analysis within one month. Furthermore, this decision was informed by experiences 

during the coding practice phase, where coding a short log comprising 25-35 utterances took 

nearly half an hour. Apart from the sample size, it was established that each log must contain 

a number of utterances between minimum 35 and maximum 80. This range was established 

through careful consideration of time constraint and the necessity for adequate information 

density. By establishing this range, we aimed to ensure that the data would enable 

comprehensive analysis and facilitate meaningful conclusions. 

Stratified Sampling. Subsequently, it was determined that stratified sampling based 

on threat actor groups would add value to this research. By ensuring that the sample reflects 

the diversity of threat actors within the log repository as closely as possible our aim was to 

provide an information-rich sample that captures variations in influencing behaviours across 

different threat actor groups.  

Ransom Payment Status. Lastly, the payment status of the ransom was considered, 

with the objective of achieving a balance between logs that indicated ransom paid and those 

indicating ransom not paid, adhering to a close to 50:50 ratio (considering n=25 this meant a 

12:13 ratio). This criterion was established to fulfil the research requirements of another 
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study, where this <ransom paid versus not paid ratio= was necessary to address research 

questions. It9s important to note that while achieving a close to 50:50 ratio of logs was 

advantageous to the other research project, it did not accurately reflect the original dataset. 

Within the original dataset (no=147), the ratio is 23:77, with 34 logs indicating <paid= ransom 

and 113 logs indicating ransom <not paid=.  

Sample Selection  

Having established the above criteria, the sample was determined. For this, the 

ransomware.live website was utilized (Mousqueton, 2024). Since, it provides a structured 

overview of the logs; A table summarizing each log based on key characteristics (snapshot 

can be found in Figure 1). Consulting this table facilitated the sampling based on the criteria 

determined above, without the need of for an exhaustive review of the logs. This effectively 

minimized the introduction of additional bias, preserving the randomness of the sample while 

also ensuring relevance of the data for analysis purposes.  

First the table of logs listing their key characteristics was copied into Microsoft Excel. 

Subsequently the table was cleaned by removing columns which contained information that 

was not needed for the sampling process. This included hyperlinks to simulated negotiation 

chats (in the form of speech bubble emojis), as well as information on the initial ransom and 

the negotiated ransom amount. Additionally, emojis which ransomware.live uses to indicate 

whether the ransom was paid or not were converted into numerical values of 1 and 0. The 

result (shown in Figure 1) was a table comprising essential information on each of the 147 

logs, including the name of the threat actor, the log ID, number of utterances in the log, and 

the indication whether the ransom was paid or not.  
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Figure 1 

Key Characteristics Used during Sample Selection in This Study: Snapshot of Original Table 

from Ransomware.live and Decluttered Table in Excel

 

Having created the comprised overview of the dataset in Excel, the sampling process 

continued by applying each of the inclusion criteria listed above. 

Number of Utterances. Initially, compliance with the first inclusion criteria, which 

necessitated an utterance range between 35 and 80, was ensured. For this the dataset (i.e., 

Excel table) was sorted based on the number of utterances. Thereafter, logs containing 

utterances below 35 or above 80 were manually selected and removed, using the <Delete= 

function in the context menu. This process resulted in a reduced dataset of n=64 logs. 

Stratified Sampling. In order to adhere to the second inclusion criteria of producing a 

stratified sample, the number of logs to be sampled per threat actor was determined as 

followed: First, the distribution of threat actors in the original dataset (n=147) was 

established. This was done by dividing the total number of logs (n=147) by 100 and 

multiplying it by the number of logs per threat actor, previously determined using the 
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COUNTIFS() function in Excel. Secondly, this distribution was then applied to a sample size 

of n=25 and rounded to the nearest whole number, removing any decimal places. This 

resulted in a sample of only 22 logs instead of the desired n=25 because six threat actors 

appeared to contribute nothing to the sample. Each of their shares in the original dataset was 

≤ 1.4%, which was insignificant at a sample size of n=25. Consequently, to maintain the 

distribution of threat actors in the original dataset while sampling a total of 25 logs, a 

decision was made to randomly select three logs from these six threat actors (i.e., treating 

them as one group). An overview of the distributions of threat actors in both the original 

dataset as well as the sample is presented in Figure 2. 

Once the distribution was determined, a new Excel table was created for each threat 

actor, containing only logs with utterances falling between 35 and 80, as identified in the 

previous step. In total, there were nine tables: eight dedicated to individual threat actors that 

would contribute to the sample based on the computed distribution and one table comprising 

logs from the six threat actors that were grouped together (i.e., Avos, Babuk, Blackmatter, 

Cloak, Mount-Locker, and Ranzy).  

Within each table the function =INDEX(X:X;RANDBETWEEN(1;COUNTA(X:X))) 

was used to randomly select the needed number of logs based on the threat actor distribution. 

This finalized the stratified sampling process and resulted in 25 randomly selected logs that 

closely resembled the threat actor distribution of the original dataset.  

Ransom Payment Status. Within the initial stratified sample, merely eight logs 

(32%) indicated that the victim paid the ransom. To fulfil requirements of another study using 

the same data the last step in the sampling process was to rectify the <ransom paid versus not 

paid ratio= to resemble close to 50:50. This adjustment was accomplished by randomly 

selecting a log indicating that the ransom was not paid and replacing it with a ransom-paid-

log from the same threat actor as to not disturb the stratified distribution.  
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Final Sample 

Through the steps described above, the inclusion criteria were applied to the fullest 

extent feasible in the context of this study. An overview of the final sample, with each log 

consisting of 35-80 utterances (x̅ = 55), the threat actor distribution closely resembling the 

original dataset and a <ransom paid versus not paid ratio= of 48:52, can be seen in Figure 2. 

Figure 2 

Threat Actor Distribution and Final Sample 

 

Sample Extraction. After determining the sample using information from the 

ransomware.live website, an open-source GitHub repository (Rieß-Marchive, 2023/2024) that 

hosts the same logs was utilized to extract the sample. While the GitHub interface is not as 

structured and user friendly (e.g., lacking an overview of the key characteristics), the data 

extraction process was more straightforward on this platform. The logs were downloaded as 

.json files and converted into Excel files using JSON to Excel Converter (n.d.). This 
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combination of sources allowed for a comprehensive approach to sampling and data retrieval 

for the current study. 

Sample Pre-Processing. Within the excel files, to facilitate the subsequent data 

analysis, conditional formatting was used to colour all utterances from victims in grey. 

Constituting a visual help to clearly distinguishing between threat actor and victim utterances. 

Additionally, the <Wrap Text= function was enabled to ensure that even long utterances were 

properly displayed in the cells. 

Data Analysis 

The sample determined in the previous step was analysed as follows: First the content 

of each log was coded using the official Table of Ten coding guidelines (Giebels, 2023). 

Subsequently, different data analyses were conducted using the coded material. All steps are 

described in detail below.  

Coding  

Me and my research partner underwent training to code ransomware logs based on 

influencing behaviours outlined in the Table of Ten. The coding guidelines reported by 

Giebels (2023) formed the basis for this training. An overview of these guidelines can be 

found in Figure 3, they include eleven codes based on the influence strategies in the Table of 

Ten and an additional code for <Information exchange=. The latter is only to be coded when 

no influence strategy is present. As indicated by Giebels (2023) <speaking turn= was 

determined as level of analysis, meaning that one code would be assigned per utterance. 
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Figure 3 

Coding Guidelines based on the Table of Ten (Giebels, 2023) 

 

To aid subsequent data analysis, a distinction was made within the codes between 

utterances from the threat actor and the victim. Numbers 1-11 were allocated to code victim 
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utterances, with each number representing a specific influencing behaviour as listed above. 

The numbers 12-22 were assigned to code utterances from the threat actor, following the 

same order (i.e., 12 = being kind, 13 = being equal, 22 = information exchange). 

Coding Practice. My research partner and I coded a total of 21 practice logs before 

proceeding to analyse the actual data sample. For this purpose, AI-generated logs, based on 

original ransomware negotiations, were utilized.  

The practice phase spanned ten hours in total, encompassing individual coding of the 

logs and subsequent collaborative meetings for comparison. During these discussions, 

Cohen9s Kappa (κ) was calculated to assess intercoder reliability. Initially, the coding of each 

individual practice log was followed by immediate discussion, to promptly address any 

discrepancies. Once agreement scores became more stable, a bulk coding approach was 

adopted, with both of us coding five practice logs consecutively before convening to compare 

and discuss them. 

Throughout the practice phase, additional coding rules (presented in Figure 4) were 

formulated to enhance intercoder reliability. This was done whenever we were able to 

identify reoccurring differences, during the discussions following the individual coding. 

Within these discussions, the underlying principles and example behaviours outlined in 

regard to the Table of Ten (Giebels, 2023; Giebels & Noelanders, 2004) provided the 

foundation for any new rule. Overall, the practice and formulation of additional rules 

contributed to the increase of inter-coder reliability from an initial κ = 0.37 to an average κ = 

0.68.  
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Figure 4 

Final Coding Scheme: Coding Guidelines based on the Table of Ten (Giebels, 2023) and 

Additional Rules formulated during the Practice Phase 

 

Coding the Sample. After practicing and agreeing on the rules listed above, a 

transition from practice data to analysing the determined sample data was made. For this the 

sample logs were imported into Atlas.ti and a coding environment was set up. Meaning, both 

coders received identical Atlas.ti project bundles containing the sample logs (n=25) and 22 

codes (i.e., eleven codes as formulated by Giebels (2023), each per victim and per threat 

actor). Subsequently, we started coding individually on our respective devices, working 

independently to code all 25 logs of ransomware negotiations. Afterwards we convened to 

determine the intercoder reliability score (κ = 0.66) and established consensuses for all codes 

that were coded differently. 
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After the final codes for all logs were established, I started to analyse them aiming to 

answer the research question formulated above. 

Utterance Ratio 

Within the total of coded behaviours there was a potential for an uneven ratio between 

threat actor and victim utterances. Therefore, the first step was to understand how the 

utterances were distributed between threat actors and victims within the ransomware logs. 

Thus, the utterance ratio within each log was calculated by tallying all utterances originating 

from each party (COUNTIFS() function in Excel) and relating this count to the total number 

of utterances in the respective log. The average ratio is reported below in Figure 7. Next to it, 

the overall utterance ratio is reported, showing the total number of utterances each actor has 

contributed throughout all logs (same Figure 7). 

Relative Frequency of Codes  

Following this, the relative frequency of each influencing behaviour was computed 

per party threat actor and victim. This analysis allowed to identify key influencing behaviours 

for each party and allowed for comparison between them (i.e., addressing RQ1). As 

previously explained each code (1-22) denoted the party in addition to the influencing 

behaviour. This facilitated the frequency analysis by allowing to effectively distinguish 

between utterances of threat actors and victims and thus easily determine the frequency of 

party-specific behaviours as follows. 

First, the raw count (i.e., frequency) of each code was generated within each of the 25 

logs using the =COUNTIF function in Excel. After obtaining the frequency of each code per 

log the total number of utterances per party was determined in the individual logs. This total 

was then used to calculate the percentage (i.e., relative frequency) representing how 

extensively each party used each influencing behaviour (i.e., code) within that specific case 

(i.e., log) relative to the total actions performed by the party in that case.  
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The average relative frequencies of each code per threat actor and victim are reported 

below in Table 2 and 3 respectively. Furthermore, additional statistical measures, including 

minimum and maximum values, and standard deviation, are provided to offer further context. 

Most Frequent Code per Utterance Level (Mode) 

The subsequent step in this study entailed the computation of the mode at the 

utterance level. Tao clarify, the sequence of utterances was numbered based on the order they 

were sent in each ransomware log. Defining the utterance level like this, allows for 

meaningful comparisons across different logs by ensuring each level corresponds to a specific 

point in the negotiation sequence. Thus, after the utterance level were established, the most 

frequently occurring code at each level across all logs was computed (i.e., the mode of all 

codes ranging from 1-22). The findings of this analysis are reported below in Figure 8 and 

Figure 9. 

Pattern Identification Using cSPADE Algorithm 

As described in the introduction, cSPADE was used to identify frequent patterns of 

successive influencing behaviours. However, before running the algorithm in R, the dataset 

had to be formatted to ensure compatibility with cSPADE. The algorithm requires the dataset 

to include three variables, which must be sorted in vertical order. The first variable is log ID, 

followed by time. Since not all logs in the current sample contained timestamps, a sequence 

of successive dates was randomly generated for each log. It is important to note that this 

procedural step did not affect the analysis, but rather facilitates the internal processing of 

cSPADE to sequence the behaviours correctly. To be precise, the algorithm merely utilizes the 

time variable to later assign an event ID that numerically represents the order of influencing 

behaviours in each log, commencing from 1. The last variable is influencing behaviour. An 

overview of the dataset as it was loaded in R can be seen in Figure 5.  
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Figure 5 

Snapshot of the Dataset formatted for cSPADE Processing 

 

It can be seen here that, to ensure the R script was running smoothly the variable 

names (i.e., column headings) were kept as they are in the original R script appropriated from 

Wan (2022/2022). The figure shows in grey what each column refers to in the context of the 

current study. Furthermore, cSPADE processes the influencing behaviours using letters 

instead of numbers. Therefore, as part of the formatting, Excel's 'find and replace' function 

was employed to convert the coded behaviours (1-22) into corresponding letters (A-V). 

Once formatting was completed the dataset in form of a .csv file was loaded in R. The 

algorithm allows the application of constraints in the pattern mining process, in order to 

minimize computational time and produce outcomes that are significant with respect to 

specific research requirements (Liu et al., 2023). One of the optional constraints involves 

setting a support threshold, which restricts the algorithm from exploring patterns with low 

support and high risk of randomness. In cSPADE, support is measured by the frequency of 

occurrence across sequences (Morita et al., 2005). In the current context, support for a pattern 
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translates to the number of logs out of the total 25 logs where the pattern occurred at least 

once. Thus far there are no guidelines for determining an appropriate support threshold when 

working with cSPADE (Zhang & Paquette, 2023). I decided on 0.2, meaning, that for a 

pattern to be identified and noted in the cSPADE output it had to occur in at least  5 logs.  

Another constraint that was set before running the R script was the maximum gap 

between sequential behaviours. By default, cSPADE considers sequences of behaviour that 

are not immediately consecutive when mining for frequent patterns (Buchta & Hahsler, 2007; 

Zaki, 2000). While this can be useful in the context of (e.g.,) market basket analysis, these 

non-consecutive patterns are not meaningful in the current context. Therefore, to address this 

the maxgap parameter was set to 1. An illustration of the difference between the default 

setting and maxgap parameter equalling one is shown in Figure 6 below. 

Figure 6 

Illustration of the Difference between the cSPADE Default Setting and Maxgap = 1 

 

Note, that datasets that include original timestamps need to be handled differently 

since setting maxgap to 1 prevents behaviours occurring on the same day from being grouped 
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together into patterns. However, with the way the current dataset was formatted this issue 

does not arise.  

After setting the constraining parameters the R script was executed and the results 

were exported as .csv files. The most significant results are discussed below. 

 

Results 

Utterance Ratio 

The dataset contained a total of 1,387 utterances. However, 14 of these utterances 

were fully redacted and therefore excluded from the coding process, resulting in 1,373 coded 

utterances from both the threat actors and victims. An analysis of the dataset revealed an 

uneven distribution of utterances. The threat actors contributed 165 more utterances than the 

victims. Consequently, the overall utterance ratio comprised 44% of messages sent by the 

victims and 56% by the threat actors. This ratio is closely reflected in the average 

contributions per log, with victims contributing 43.6% of utterances on average (standard 

deviation, s = 7.75) and threat actors contributing 56.4% on average (standard deviation, s = 

8.24). A visualization of these results is presented below in Figure 7. 

Figure 7 

Threat Actor and Victim Utterance Ratio across 25 Ransomware Logs: Overall and Average 
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Frequency Analysis 

Below, the relative frequencies of influencing behaviours (i.e., codes) within the 

dataset are reported. Table 2 presents the frequencies for the threat actors, while Table 3 

provides the frequencies for the victims. As described in the method section, the average 

relative frequency for each code was calculated individually for each log and then averaged 

across the logs. This approach addresses the imbalance in the utterance ratio, enabling 

meaningful comparisons between the two parties. Additionally, the tables include information 

on the minimum and maximum occurrences, as well as the standard deviation for the relative 

frequencies. 

Table 2 

Threat Actors: Average Relative Frequency and Additional Statistical Measures  

Influencing 
Behaviour 

Relative 
Frequency 

(rounded %)  

Min Max SD 

Being Kind 8% 0 6 1,41 

Being Equal < 1% 0 1 0,20 

Being Credible 32% 3 24 6,06 

Emotional Appeal < 1% 0 2 0,44 

Intimidation 10 % 0 10 2,96 

Imposing a Restriction 4 % 0 4 1,16 

Direct Pressure 16 % 0 21 4,24 

Legitimizing < 1% 0 1 0,33 
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Exchanging 11 % 0 7 2,08 

Rational Persuasion 4 % 0 5 1,35 

Information Exchange 13 % 0 9 2,19 

 

The table above shows that 13% of the threat actor's utterances were classified as 

information exchange. The remaining 87% were identified as influencing behaviours. Of 

these influencing behaviours, 47% were relational strategies (i.e., being kind, being equal, 

and being credible), and 53% were content strategies. 

The most frequent influencing behaviours employed by threat actors were being 

credible (��  = 32%), direct pressure (��  = 16%) and exchanging (��  = 11%). Being credible 

was the only influencing behaviour found in every log (i.e., ÿⅈĀ = 3). Furthermore, it 

exhibited the highest standard deviation (� = 6.06). Similar to being credible (ÿ�� = 24), 

direct pressure showed a high maximum occurrence (ÿ�� = 21) and significant dispersion 

from the mean (� = 4.24). Exchanging displayed less variability (� = 2.19) and average 

maximum and minimum occurrences (ÿⅈĀ = 0 and ÿ�� = 7) compared to other influencing 

behaviours. Additionally, it is noteworthy that intimidation, another relatively frequent (�� = 

10%) influencing behaviour employed by the threat actor, shows a comparatively high 

variability across logs (� = 2.96). 

In contrast, the least frequent influencing behaviours employed by the threat actors 

included being equal (��  = 0.09%), emotional appeal (�� = 0.33%) and legitimizing (�� = 

0.34%). All of these behaviours exhibited low minimum and maximum occurrence as well as 

low variability in terms of standard deviation. 
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Table 3 

Victims: Average Relative Frequency and Additional Statistical Measures  

Influencing 
Behaviour 

Relative 
Frequency 

(rounded %)  

Min Max SD 

Being Kind 5% 0 6 1,49 

Being Equal < 1% 0 3 0,62 

Being Credible 19% 0 13 2,94 

Emotional Appeal 2% 0 2 0,77 

Intimidation 4% 0 6 1,71 

Imposing a Restriction 6% 0 6 1,58 

Direct Pressure 2% 0 8 1,68 

Legitimizing 2% 0 2 0,71 

Exchanging 27% 1 10 2,71 

Rational Persuasion 10% 0 7 2,06 

Information Exchange 22% 1 12 3,21 

 

The table above shows that 22% of the victims9 utterances were classified as 

information exchange. The remaining 78% were identified as influencing behaviours. Of 

these influencing behaviours, 30% were relational strategies (i.e., being kind, being equal, 

and being credible), and 60% were content strategies. 
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The most frequent influencing behaviours employed by victims were exchanging 

(��  = 27%), being credible (�� = 19%), and rational persuasion (��  = 10%). Exchanging was 

the only influencing behaviour that the victims employed in each log (i.e., ÿⅈĀ = 1). 

Additionally, they also made use of information exchange at least once in every log (i.e., ÿⅈĀ = 1). In terms of deviation from the mean influencing behaviours used by the victims 

showed modest variability. Being credible showed the highest standard deviation (� = 2.94) 

out of the influencing behaviours. Exchanging exhibited similar values (� = 2.06). All other 

behaviours had less dispersion around the mean. 

This was also true for the least frequent influencing behaviours employed by victims, 

namely being equal (�� = 0.57%), direct pressure (��  = 2%), and legitimizing (��  = 2%). 

Emotional appeal (�� = 2%), and intimidation (�� = 4%), exhibited similarly low frequencies. 

Most Frequent Code per Utterance Level (Mode) 

The figure below presents a visualization of the most frequent influencing behaviour 

per utterance level. All logs begin at the first utterance level, with each log in the sample 

containing between 35 and 80 utterances, as previously mentioned. Consequently, the number 

of logs contributing to the mode gradually decreases after the 35th utterance level, as 

indicated by the lighter shading. Additionally, beyond the 63rd utterance level, there was an 

insufficient number of logs contributing to the mode resulting in the analysis returning no 

value, denoted by the fading N/A in the bottom of the figure. Note, that the average number 

of utterances in the sample is 55.  
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Figure 8 

Most Frequent Code per Utterance Level (Mode) 
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A notable first observation that can be made from the figure above, is the long 

sequence of being credible by the threat actors from the fourth to the 12th utterance level, 

with an average support of 26%. Beyond these levels, being credible, particularly when 

employed by the threat actor, appeared frequently throughout the negotiation, often spanning 

two consecutive utterance levels. Related to this, the figure shows threat actors using being 

credible predominantly, whereas the victim side in the figure shows a more balanced mix of 

being credible, exchanging and information exchange, without a clear primary behavior.  

After threat actor being credible in the upper utterance levels, the figure shows them 

using direct pressure sporadically across the utterance levels in the upper half of the figure 

(above the 35th utterance level). The victim side in this figure does not show direct pressure 

on any utterance level. 

However, victim exchanging is depicted relatively consistently across the utterance 

levels after the initial phase, maintaining stable support (average 21%) until level 57. In 

contrast, the figure shows that threat actors using exchanging being the most frequent 

behaviour per utterance level occurred only once, at level 42. 

Lastly, it is noteworthy that at the very first utterance level, the most frequent 

behaviour, observed in 13 out of 25 analysed logs (52%), is the victim employing information 

exchange (not influencing). This behaviour continues for the next two utterance levels with 

decreasing support (24% and 40%, respectively).  

Generally, examining the starting point (first utterance level) of each log is the only 

directly comparable point across logs of varying lengths. Therefore, Figure 9 summarizes the 

first utterance level of each log in terms of influencing behaviour. Additionally, the figure 

provides a summary of the last utterance level in each log.  
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Figure 9 

Codes at the First and Last Utterance Level of Ransomware Logs 

 

Looking at the first utterance level across all logs, there were 17 victim-initiated logs 

(68%). Among these, as already shown by the mode in Figure 8 (above) 13 were categorized 

as information exchange. Out of the remaining four, two instances involved the victim being 

kind or and two involved exchanging. Comparatively, there were 8 logs (32%) where the first 

utterance came from the threat actor. These can be further divided into four instances of direct 

pressure, two instances of being kind and two information exchange.  

Considering the last utterance level within each log, the majority (96%) of them 

consisted of threat actor utterances. Among these, there were ten instances of being credible, 

six instances of information exchange, as well as two instances each of intimidation, direct 

pressure and rational persuasion. Furthermore, there was one instance of the threat actor 

being kind and one instance of them exchanging. In contrast there was one log (4%) where 

the victim contributed the last utterance by being kind. 

Pattern Identification Using cSPADE Algorithm 

The cSPADE analysis identified 128 patterns with a support threshold of  20%. These 

patterns ranged in length from one to four behaviours. The most frequent single-behaviour 

patterns identified were threat actor being credible and victim exchanging, both with a 

support of 100%, indicating that they occur in every log at least once. In the exploration of 
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identified patterns below, single-behaviour-patterns are excluded, as their frequency has been 

discussed in detail in the previous analyses. However, it is worth noting that cSPADE 

corroborated the previous observations regarding the frequency of codes (i.e., single-

behaviour patterns). Having established this, the following Figure 10 and related text explores 

patterns with the highest overall support, beginning with those comprising a minimum of two 

behaviours. 

Figure 10 

Patterns with the Highest Overall Support 
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Note. This figure exhaustively lists all patterns (excluding single-behaviour-patterns) 

that achieved above 50% support. Meaning each pattern displayed above occurred in at least 

13 out of the 25 analysed logs at least once. The patterns are ordered by support.  

As shown above the most supported pattern (excluding single-behaviour-patterns), 

occurring in 84% of the logs in this sample, is the threat actor being credible followed by the 

threat actor being credible. Similarly, cSPADE identified a pattern of the threat actor being 

credible three times in a row, which occurred in 52% of the logs.  

There was also a pattern identified with the same code being used consecutively by 

the victim, specifically, the victim using information exchange twice in a row (not an 

influencing behaviour according to the table of ten). 

Another interesting observation is that there are three pairs of patterns that include the 

same behaviours with switched parties. The first pair is the threat actor being credible 

followed by the victim being credible (60% support) and the victim being credible followed by 

the threat actor being credible (52% support). The second pair of patterns is the victim 

exchanging followed by the threat actor being credible occurred in 76% of the logs. The 

reversed pattern being, the threat actor being credible first followed by the victim exchanging, 

occurred in two fewer logs, exhibiting slightly lower support (68%). Similarly, there is a 

difference in support between the pattern where the victim is exchanging and the threat actor 

respond with exchanging (68%) and the opposite scenario, where the threat actor exchanging 

and the victim responding with the same behaviour (52%).  

Other identified patterns include the victim using information exchange followed by 

the threat actor being credible (56%) and the threat actor employing direct pressure and the 

victim reacting by exchanging (52%). 

The patterns with the highest support, as identified above, are all, except for one, two-

behaviour patterns. To also include longer patterns, which generally showed lower support, 
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illustrations of all three-behaviour patterns and four-behaviour patterns identified through 

cSPADE are shown in Appendix B. 

Discussion 

The current study set out to explore the use of social influencing behaviors within the 

context of ransomware negotiations, specifically addressing the following gaps in the existing 

research: (1) the overall lack of insight into the negotiation stage of ransomware incidents, (2) 

scarce knowledge regarding the underlying dynamics between threat actors and victims in 

this context, and (3) the absence of empirical validation in ransomware research. 

Additionally, this research makes a novel contribution by applying the Table of Ten by 

Giebels (2002, as cited in Giebels & Noelanders, 2004) to the context of ransomware 

negotiations. Furthermore, it utilized a novel approach for pattern analysis by employing the 

cSPADE algorithm (Zaki, 2000, 2001). 

Thus, at the beginning of this paper the following three research questions were 

formulated to guide the current study: 

RQ1: What are key influencing behaviours employed by threat actors and victims in 

ransomware negotiations? 

RQ2: Are there frequently occurring patterns of influencing behaviours, across 

different ransomware cases? 

To answer them 25 original ransomware logs were sourced and coded using the Table 

of Ten. Subsequently the several analyses were conducted including the computation of the 

utterance ratio, relative frequency of coded behaviours, the most frequent behaviour per 

utterance level (mode) and pattern mining. Below the key findings of this study are discussed 

followed by a section on limitations and recommendations for future research.  
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Key Findings  

The Threat Actor Wants to Seem Credible 

The results of the current study highlighted the extensive use of being credible as an 

influencing behaviour by the threat actor. This was corroborated by all analyses. It is the most 

frequently used code of threat actors and the mode analysis as well as the pattern mining 

showed that there are long sequences were the threat actor uses this repetitively.  

To give more context, being credible within the sample was mostly observed in the 

form of file exchanges to provide proof of the threat actors decryption ability. Usually this 

meant that the threat actor sends (on average) three decrypted files to the victim (each file 

coded as 14 Threat Actor Being Credible). This happens in a majority of the logs, usually 

within the beginning of the negotiation, and it is often unprompted. Meaning, the threat actor 

initiates this being credible and showing proof before the victim even asks for proof. Likely 

because their reputation and credibility is one of the most important factors when it comes to 

convincing the victim to pay (Cartwright et al., 2019). Victims have no other way to assess 

the threat actor as a 8potential business partner9 (Cartwright et al., 2019). Plus, they would 

never send money if they had doubts about receiving their data after the ransom is paid 

(Cartwright et al., 2019).  

Thus, overall, this observation, confirms what has thus far been theorized in literature. 

As mentioned in the introduction both the game theory study by Ryan and colleagues (2022), 

and Wade9s (2021) inferences based on traditional crisis negotiations suggested that trust in 

the decryption ability of the threat actor play a key role in increasing the victim9s willingness 

to pay. 

The Threat Actor Sends More Messages 

I found that the threat actors in the current sample contributed significantly more to 

the negotiation (on average 12.8%). This is a steady trend seen in the total utterance ratio and 
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confirmed by the average utterance ratio (Figure 7). While the average ratio shows significant 

standard deviation, this may very well be attributed to variability in log length (35-80). The 

underlying trend persists across the different logs.  

There are several possible explanations for this. First, it could imply a certain power 

asymmetry. In the introduction it was explained that the information asymmetry, 

manufactured through the attack preparation of the threat actor, is indicative of the threat 

actor likely dominating the negotiation (Faivre, 2023; Ryan et al., 2022). This has also been 

found in research on police interviews, which are known to be asymmetric in terms of power 

dynamic, including the allocation of speaker versus listener role (Momeni, 2011). In this 

context, the officer assumes a position of power by directing the conversation, including the 

decision on when the interaction begins and ends (Momeni, 2011). Figure 8 shows that in the 

current sample of ransomware negotiations the victim was more likely to start however, it 

could be argued that the initiation of the attack or the posting of the ransom note (i.e., threat 

actor behaviours) mark the actual start of the negotiation. It was further found that in all but 

one ransomware case the threat actor ended the negotiation. Comparing this to Momeni9s 

(2011) evaluation of police interviews this too would indicate that the threat actors hold more 

power as they are the ones directing the negotiation. The frequent use of direct pressure 

might further underline this.  

It must be noted though that, as suggested in the introduction, the victim is not 

completely powerless. As mentioned above they hold <the power of financial gains= (Faivre, 

2023). In the current sample this could be occasionally observed when victims used 

intimidation, threatening to leave the negotiation. This connects to what was noted in the 

discussion ransomware attacks are frequently compared to business transactions (Boticiu & 

Teichmann, 2023; Cartwright et al., 2019) Similarly, research noted that both threat actors 
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and victims having the opportunity to influence the outcome of the negotiation is indicative 

of some possession of power on both sides (Faivre, 2023).  

Hence, another explanation for the difference in utterance distribution between threat 

actor and victim could lie within the communication medium. Ransomware negotiations 

differ from many other crisis contexts in that they are conducted through text-based 

communication. Generally, when using text-based communication channels it is common to 

send several messages without waiting for a response (Alis & Lim, 2013; Gallucci, 2021). 

Gallucci (2021) argues that this behaviour does not necessarily imply disinterest in receiving 

a response. Instead, it reflects contemporary texting norms, where extensive information is 

often segmented across multiple messages. This could be seen in several logs within this 

sample especially when the threat actor was sending instructions on how to transfer money. 

Hence, the threat actor contributing more might simply be attributed to the presence of such 

texting norms.  

There are Patterns of Influencing Behaviours that Occur Repeatedly 

The current study showed that there are some influencing behaviours which 

frequently occur in the same order. Thus it seem that what Beune and colleagues (2011) 

discussed in regard to police interviews, that influencing behaviours can form strategic 

sequence, also applies for ransomware negotiations. The most frequent patterns identified 

here mainly included the threat actor being credible (which is already addressed in the first 

key finding above) and instances were the victim employed exchanging which the threat 

actor reacted to by reciprocating the behaviour or by being credible. More research is needed 

to further verify and understand potential strategic sequences in ransomware negotiations. 

This is outline in more details below.  
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Limitations 

Below the main limitation of this current research are listed. I start by discussing 

limitations regarding the sample and continue with limitations on the data analysis method 

employed in this study.  

First, it must be noted that the sampling process based on the information provided on 

the ransomware.live website was flawed. As described, we sampled the logs while adhering 

to predefined criteria, using the overview of key characteristics on the website. Later, I 

realized that these characteristics were partially untrue. For example, the log with the ID 

20210413 was described to have 63 utterances on the website (Mousqueton, 2024). However, 

in reality there were 64 utterances. Furthermore, a similar discrepancy was noticed regarding 

another log. This goes to show that the information that the sampling processes was based on 

was flawed.  

Additionally, the varying log length (35-80 utterances) posed several significant 

limitations when directly comparing logs. This holds especially true for the analysis of the 

most frequent code per utterance level (mode) because the context surrounding a specific 

utterance level can vary significantly. Additionally, important patterns might be diluted when 

taking a measure of central tendency across logs of varying lengths.  

Furthermore, the formatting of the log files might have an effect on how utterances 

are interpreted. Since the provided logs are only transcripts of ransomware negotiations and 

do not include snapshots, we cannot be sure the utterances were actually separate messages. 

This becomes especially noticeable when comparing different logs, like for example D4 and 

D2. At one point in the latter every single sentence is expressed as part of a new utterance, 

while in the former similar chunks of information were seemingly send within one message.  

Additionally, the intercoder reliability score of κ = 0.66 suggests that there was an 

inconsistency in how me and my research partner applied the coding scheme and additional 
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rules. This indicates that the practice phase was insufficient. However, it must be noted that 

the AI-generated practice data was largely different from the actual data. It was lacking in 

depth and nuances. This observation is undermined in that negotiations in the practice data 

were much shorter (on average 32 utterances) than data in the final sample (on average 55 

utterances). Furthermore, the logs within the practice data showed much less variation in 

terms of the range of scenarios they presented. This became obvious in the pace of the 

negotiations as well as formulations used and the repetition of sequences of interactions. For 

an example see the figure below. Meanwhile, during the coding of the actual data, we 

encountered a diverse range of interactions. Hence, the training might have been relatively 

ineffective. For future research it is recommended to check whether the practice data closely 

resembles the actual sample. Although, this might come with an introduction of bias since the 

actual data would need to be thoroughly viewed before generating practice data.  

Future Research  

While small suggestions are already made above, I want to outline relevant avenues 

for future research.  

First and foremost, to address the sample limitations stated above, it would be advised 

to try and collect ransomware log from a primary source. Either, by getting in contact with 

victims or threat actors. This could be challenging since many victims do not publicly speak 

out about their involvement in ransomware attacks and finding a threat actor (group) that is 

willing to share negotiation data is even more unlikely. A different option might be to use 

police reports on ransomware cases (assuming that they include a full transcript of the 

negotiation). 

Furthermore, primary data would allow for more contextual information to be 

included in the analysis. Ryan and colleagues (2022) theorized that influencing behaviour in 

ransomware negotiations is largely dependent on cultural factors. Similarly, research on crisis 
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negotiation also considered this and found that cultural differences impact crisis 

negotiations.(see for example Beune et al., 2010; Giebels et al., 2017; Giebels & Taylor, 

2009). Hence, investigating this empirically in the context of ransomware might be valuable.  

Generally, any empirically supported insight of ransomware negotiations would 

contribute in addressing the gaps that I outlined in this current paper. To do so novel methods 

such as pattern mining can and should be utlitized as I shown in this current research. 

However, cSPADE might not be the most appropriate. Sequential pattern mining requires 

temporal data since it determines which events are likely to occur in successive oder (e.g., A 

is likely to happen before B). However, as in the current sample some ransomware logs might 

not include timestamps. (As outlined in the method section, I used made up time sequences 

for cSPADE to work which did not impact the analysis in any way). However, association 

algorithms (e.g., Apriori) which are a different category of data mining tools might be a better 

alternative. Different from cSPADE they do not use temporal data and the results merely 

imply that events occur closely together (e.g., A and B are associated). This could be an 

alternative analysis for ransomware logs, especially those that do not include timestamps. 

Similarly, another possible method to explore relations between patterns is the computation 

of the proximity coefficients as performed by Beune and colleagues (2010). 

Whichever, method might be employed continuing to identifying reoccurring patterns 

of influencing behaviour should remain a research focus since it will help to further 

understand the influencing dynamics in ransomware negotiations. Similarly, more 

investigations into the (a)symmetry of power are needed to thoroughly understand 

ransomware negotiations.  

Connected to this I suggest that future research which applies the table of ten to 

ransomware negotiations refrains from adopting the approach introduced by Beune and 

colleagues (2010) to code silence. Beune and colleagues (2010) when investigating influence 
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strategies within police interviews introduced an additional code <Refusing to give 

information= whenever the threat actor (i.e., suspect in the context of police interviews) 

remained silent in response to a question or a request. As a result, their approach effectively 

balanced the ratio of coded behaviours between both parties within their study (Beune et al., 

2010), eliminating the need to look for unequal utterance contribution.  

They based this approach on the context of police interviews, particularly, 

considerations regarding the suspect9s right to remain silent (Beune et al., 2010). As noted 

police interviews are known to be asymmetric in terms of power dynamic, including the 

allocation of speaker versus listener role (Momeni, 2011). Hence, in the study of Beune and 

colleagues (2010), their approach, was justified within the specific context (Beune et al., 

2010)). However, in the current context of ransomware negotiations it was deemed more 

appropriate to exclusively code explicit utterances, allowing for the identifications of 

imbalance in the utterance ratio. This is especially important since utterance ratios can give 

some indication of who is leading the negotiation.  

Conclusion 

The current study contributed insights into the dynamics of ransomware negotiations. 

Specifically, it identified the threat actor being credible as the most frequent influencing 

behaviour within ransomware negotiations, which empirically validates previous theoretical 

research. Furthermore, it can be noted that the victim primarily, employs a mix of two 

influencing behaviours being credible and exchanging. It was also noted that threat actors 

contribute more to ransomware negotiations. Additionally, by using cSPADE pattern mining I 

was able to identify frequently occurring patterns of influencing behaviours.  

This research marks a first attempt at understanding influencing behaviours within 

ransomware negotiations. While, more empirical research is needed, the current study might 

inspire future explorations both in terms of research focus and method.  
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 Appendix A 

R Markdown for cSPADE Pattern Mining Analysis  

loading necessary packages 

library(tidyverse) # data manipulation
library(arulesSequences) # run the sequence mining algorithm

df <- read.csv(file = 'cSPADE_input.csv')
options(scipen=999)

data cleaning 

df1 <- df %>% 
  group_by(customer.identifier) %>% 
  arrange(purchase.date) %>% 
  #Next line: removes Instances where the same product appears repeatedly
  #distinct(customer.identifier, product, .keep_all = TRUE) %>%
  #Create Item ID Within Customer ID
  mutate(item_id = row_number()) %>% 
  select(customer.identifier, purchase.date, item_id, product) %>% 
  ungroup() %>% 
  #Convert Everything to Factor
  mutate(across(.cols = c("customer.identifier", "product"), .f = as.facto
r))

df1 <- df1[order(df1$customer.identifier),] # descending order

c-spade pre-process 

sessions <-  as(df1 %>% transmute(items = product), "transactions")
transactionInfo(sessions)$sequenceID <- df1$customer.identifier
transactionInfo(sessions)$eventID <- df1$item_id
itemLabels(sessions) <- str_replace_all(itemLabels(sessions), "items=", ""
)
inspect(head(sessions,10))

cSPADE 

itemsets <- cspade(sessions, 
                   parameter = list(support = 0.2, maxgap = 1), 
                   control = list(verbose = FALSE))
inspect((itemsets))
df2 <- itemsets

df2 <- as(df2, "data.frame") %>% as_tibble()
df2$pattern <- (str_count(df2$sequence, ",") + 1)
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df2 <- df2[order(-df2$support),] # descending
write.csv(x=df2, file="all_results.csv", row.names=FALSE)

c <- df2 %>% group_by(pattern) %>% slice_max(order_by = support, n = 20)
write.csv(x=c, file="top_results.csv", row.names=FALSE)

 

Note. The original R script (Wan, 2022/2022) there is a line of code in the data 

cleaning section, which removes instances where the same influencing behaviour appears 

repeatedly (e.g., threat actor being credible followed by threat actor being credible). As 

reported, the descriptive analysis and face value observations revealed such instances of 

repeated behaviours in the current dataset.  

Initially, I ran the R script including the function to remove repeated values, 

distinct(customer.identifier, product, .keep_all = TRUE).  However, for 

the results reported here, I chose to exclude this line of code (indicated by the respective line 

starting with # in the markup above) and allowed repeated behaviours to be identified as 

patterns. I believe there is value in identifying these repeated behaviours. It should be further 

noted, though, that omitting this step in the data cleaning process increased the computational 

time slightly. 
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Appendix B 

Additional cSPADE Output 

Figure B.1 

cSPADE Output: Most Frequent Three-Behaviour-Patterns 
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Figure B.2 

cSPADE Output: Most Frequent Two-Behaviour-Patterns  

 


