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Abstract: As the number of small and medium enterprises (SMEs) rises

in the world, the amount of sensitive data used also increases, making

them targets for cyberattacks. SMEs face a host of issues such as lack of

resources, and poor cybersecurity talent, resulting in multiple vulnerabili-

ties which increases overall risk. Cybersecurity risk assessment frameworks

have been developed by multiple organisations such as the National Insti-

tute of Science and Technology (NIST) and the International Organization

for Standardization (ISO), but they are complicated to understand, and

challenging to implement. This research aimed to create an effective cyber-

security risk assessment framework specifically for SMEs, while considering

their limitations. This was achieved by first identifying common threats and

vulnerabilities and categorizing them according to their importance, and

risk. Secondly, popular frameworks like the NIST CSF and ISO 27001/2 were

analyzed for their proficiencies and deficiencies while identifying relevant

areas for SMEs. Finally, novel techniques catered to SMEs were explored and

incorporated to create an effective framework for SMEs. This framework was

also developed in the form of a tool, providing an interactive and dynamic

environment. The tool was effective and the framework is a promising start

but requires more quantitative analysis.

Additional Key Words and Phrases: SMEs, cybersecurity risk assessment

framework, NIST, ISO

1 Introduction

Over the past few years, the number of cyberattacks has skyrock-

eted, with around 62% of Australian small and medium enterprises

(SMEs) being victims of cybercrimes [6]. SMEs are incredibly vul-

nerable due to several constraints. Many SMEs do not possess the

financial capability to invest in cybersecurity, with their main fo-

cus being revenue. This limitation is complimented by the lack of

cybersecurity talent available [13].

However, there are a number of cybersecurity frameworks that

aim to provide a structure for firms to protect themselves from

cyberthreats. Examples of such frameworks include the NIST Cy-

bersecurity Framework, ISO27001/2, Essential Eight, and PCI-DSS.

Each of these frameworks has advantages and disadvantages, but

do not completely cater to SMEs, since they can be notoriously

difficult to implement and understand. [1].

Due to this complexity, a large number of SMEs tend to ignore

parts of the framework, and employ a ’fail-safe’ approach, where

they attempt to cover most bases to avoid critical errors [4]. More-

over, there are numerous threats to SMEs which can be categorized

as physical, psychological, and technical [26]. It has been reported

that 1 in 3 startups that are affected by a cyberattack, end up shut-

ting down due to financial loss and the inability to recover [26].
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This grim statistic reflects the need for a framework that can better

protect SMEs while being easy to implement.

The research paper discusses some challenges with SMEs in the

problem statement section by identifying research questions to

guide the development of the framework and tool. A literature

review was conducted to gather information about current vul-

nerabilities with SMEs, issues with established frameworks, and

promising solutions. Further, the framework and corresponding

tool are discussed with a clear focus on potential limitations and

future work. An extension to the research has also been discussed

with a proposed pilot assessment.

2 Problem Statement

This section provides a short description of the problems that SMEs

are facing, along with an introduction to the research questions.

2.1 Problem Introduction

SMEs are incredibly important since they can represent 90% of

companies in some regions, creating economic opportunities for

many individuals [11]. A survey conducted by Heikkilä et al. (2016)

discovered that only 40% of companies have an employee directly

responsible for security issues, meaning that the majority of busi-

nesses are largely underequipped, increasing vulnerability. Main-

stream cybersecurity frameworks have international recognition

and are used by various large enterprises, but lack scalability for

SMEs. Despite their large attack surfaces, large enterprises have the

resources to better equip themselves with the necessary defenses

[6]. Therefore, it is clear that the frameworks mostly cater to these

larger enterprises.

The disparity in resources between small and large firms leads to

a poorer comprehension of these frameworks, resulting in a lower

motivation to properly implement good cybersecurity posture [32].

Cybersecurity posture can be defined as the strength of cyberse-

curity protocols for preventing, predicting, and handling attacks

while they are happening, and their aftermath [7]. The frameworks

largely provide ideas of good practices and structures that could

be set in place to counter certain threats. Based on these threats,

it is prudent to combine elements of established frameworks with

promising ideas for adaptability.

2.2 ResearchQuestions

Based on the problem statement defined in section 2.1, the main

goal of this research paper is to answer the four research questions

below.

(1) RQ1: How are SMEs susceptible to common cybersecurity

threats such as malware, web-based attacks, and phishing?

(2) RQ2: How do existing cybersecurity frameworks such as NIST

CSF, and ISO 27001/2 address the specific challenges and

limitations encountered by SMES?
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(3) RQ3: What techniques or approaches can be implemented to

tailor cybersecurity risk assessment methodologies, specif-

ically for SMEs, considering their resource constraints and

unique operating environments?

(4) RQ4: How can the effectiveness of the developed framework

and tool be evaluated and validated in real-world SME envi-

ronments?

3 Background

This section aims to provide an overview of the literature review

exploring RQ1 and RQ2. This will provide knowledge to develop the

framework, by considering specific vulnerabilities faced by SMEs,

and examining the advantages and disadvantages of popular frame-

works.

3.1 Common Threats and Vulnerabilities Faced By SMEs

The European Union Agency for Cybersecurity (ENISA) releases

reports for threat landscapes in cybersecurity. Their most recent

report in 2020 detailed the top 15 cybersecurity threats to busi-

nesses around the European Union and the globe. The top three

threats discussed were malware, web-based attacks, and phishing

[17]. These threats can be further placed into categories. Malware

and web-based attacks represent a technical threat, through the use

of software. Malware can represent any hardware or software that

is intentionally placed into a system for a harmful purpose, such

as stealing sensitive data [23]. Web-based attacks revolve around

finding weaknesses and vulnerabilities in the web-applications that

SMEs use like servers [29]. Phishing can be categorized as a psycho-

logical threat, where an attacker uses social engineering techniques

to steal personal data through different means, commonly e-mail

or SMS, while posing as a legitimate entity [22].

These three threats can have serious consequences for SMEs,

since ENISA has also reported that the frequency of such attacks

will rise over time [17]. Each of the threats also corresponds to com-

mon vulnerabilities that SMEs face, such as a lack of expertise in

cybersecurity and poor cybersecurity posture. The technical threats

are a direct result of having poor security throughout their sys-

tem by failing to implement a framework. Phishing directly targets

employees lacking proper training, and can cause data breaches

through links, presenting a serious challenge [22]. Section 3.1.1

highlights one of the most important vulnerabilities for SMEs.

3.1.1 Employee Attitudes Robust security is essential for busi-

nesses, but is useless in the event of human error or apathy. There-

fore, another threat to SMEs is the attitude of their employees and

their work environment. Employee attitudes are important to under-

standing how cybersecure a business is. A study done by Pugnetti

and Casián (2021) found that a majority of employees felt helpless

when protecting themselves. They also felt that their company and

assets were not important enough to be targeted. This approach

automatically increases their vulnerability, since this mindset can

lead to lax security measures. This idea indicates that individuals

would rather leave security with security specialists, not realising

that they also have a large role in protecting the attack surface of

the company through their actions [25]. The feeling of helplessness

is also a massive concern, since it decreases motivation towards

training, and reduces engagement with security policies [25].

Recommendations from this study include raising awareness, em-

powering employees, and helping them understand how to recover

lost information or reset systems [25]. These recommendations

are crucial for the framework, since a firm can have a high degree

of security, but can be susceptible due human error which is pre-

ventable. By improving the work environment and the attitudes of

employees, they can collectively become better at maintaining a

functional security level. Table 1 provides a general overview of the

three threats and the corresponding vulnerabilities at SMEs. It is

important to note that there are more threats than those mentioned

in Table 1, and that many vulnerabilities overlap.

Attack Common Types SME Vulnerabilities

Malware

Ransomware.

Adware.

Spyware.

Lack of awareness.

Lack of security professionals

[10].

Cyberslacking [18].

Phishing
Deceptive Phishing [5].

Malware-based Phishing [5].

Lack of training.

No warning systems for flag-

ging [25].

No reporting mechanism or

verification.

Web-based

Cross-site scripting (XSS).

SQL Injection.

Distributed Denial of Service

(DDoS).

No input sanitization.

Lack of firewalls.

Poor coding practices.

Table 1. Overview of Threats and Vulnerabilities

3.2 Review of Popular Frameworks

Many cybersecurity frameworks have been credited with devel-

oping strong defenses for firms. However, Marican et al. (2023)

conducted a study that researched multiple articles, and concluded

that there was no framework that assessed the cybersecurity matu-

rity level for startups. Evidently, this is damaging for startups, since

they cannot verify their cybersecurity posture, opening themselves

up to vulnerabilities [19]. However, it is still important to discuss

frameworks and understand their limitations for SMEs.

The NIST CSF is a voluntary framework built upon industry stan-

dards and government information, providing five main functions

namely, identify, protect, detect, respond, and recover [2]. Each of

these functions corresponds to processes that businesses take to

protect themselves, such as risk assessment and response planning

[6].

Another commonly used framework is the ISO 27001/2, which

provides specifications for firms to create an Information Security

Management System (ISMS) to protect their information [12]. ISO

27002 extends the previous framework by adding more details for

security controls [6]. This makes it a technical and detailed frame-

work, but one which can clearly help establish appropriate defenses.

Table 2 shows an overview of the frameworks with their advantages

and disadvantages for SMEs.

3.3 Key Findings

The literature review has provided a foundation by answering the

first two research questions. The vulnerabilities that SMEs possess
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Framework Advantages Disadvantages

NIST CSF

Flexible.

Common terminology.

Reduces confusion [6].

55 page manual.

Relatively new terminology

for SMEs.

Forces businesses to rate

themselves (no clear stan-

dards) [3].

ISO 27001/2

Robust.

Creation of an ISMS.

Effective security measures

for structure [6].

Extremely technical.

Large knowledge gap

between technicality and

implementation.

Complicated process for

adoption [9].

Table 2. Overview of Frameworks

for specific attacks have been explored and identified. It is evident

that a lack of structure, training, and focus lead to vulnerabilities.

Phishing is commonly used as a precursor for these attacks. In terms

of frameworks, the strengths and weaknesses of both the NIST CSF

and IS027001/2 have also been explored, mentioning that despite

their detailed structure, their complexity can pose challenges for

SMEs.

4 Related Work

This section specifically covers academic research that concerns the

design of a new cybersecurity risk assessment framework for SMEs.

These solutions take into account the resource constraints faced by

SMEs. It is crucial to explore solutions that have been developed,

to combine their advantages and build upon their limitations.

4.1 Promising Solutions for SMEs

Firstly, a solution that extends the NIST CSF was proposed by Benz

and Chatterjee (2020), where a cybersecurity evaluation tool (CET)

was created, which draws upon 35 standards in the NIST CSF. The

CET uses current academic literature and industry experience from

experts to provide a platform for organizations to rate themselves,

after which they receive receive a recommendation for a certain

standard with costs and benefits. [3].

Another solution proposed by van Haastrecht et al. (2021) uses

employee motivation through self-determination theory (SDT) to

create a threat-based risk assessment framework, in an app. A

threat-based risk assessment framework identifies potential threats

for systems, while making a plan to counter them. It focuses on

identifying areas with the highest risk in terms of potential impact,

and consequently developing a solution. SDT is used to motivate

individuals through an interface displaying potential threats, to

implement defensive strategies [32]. With this approach, employ-

ees can be more proactive with security, trying to be more secure.

A data model was used to correctly evaluate threats and provide

recommendations with the GEIGER app that was developed by a

European Union funded Horizon group [32]. However, the appli-

cation is a prototype and requires further testing to be used by

SMEs.

Pawar and Palivela (2022) explore the use of Least Cybersecurity

Controls Implementation (LCCI), a framework using the Confiden-

tiality, Authentication, and Integrity (CIA) triad to help businesses

in identifying their mission critical assets (MCAs), while simultane-

ously providing recommendations. The framework creates different

security levels based on which principles of the CIA triad have been

implemented. For example, Level 1 has been reached if only con-

fidentiality has been integrated, and reaching Level 3 means that

all three principles of the CIA triad have been implemented. By

condensing the idea of security into three easily definable terms,

security can be simplified for SMEs. A useful part of the framework

is that it is specifically built for SMEs, therefore, there are different

levels of basic security that SMEs can implement, according to their

resource constraints [24]. However, it is a relatively new framework

and needs quantitative feedback to determine whether it can be

used by SMEs.

Finally, Carías et al. (2020) propose using amore holistic approach

to securing SMEs, through the lens of a cyber-resilience framework.

Cyber-resilience moves away from the traditional cybersecurity

aspect of ’fail-safe’ methodologies where all errors are avoided to

protect the system, and instead moves towards ’safe-fail’ method-

ologies to maintain business systems, regardless of attacks [4]. Most

SMEs use the ’fail-safe’ methodology since cyber-resilience requires

more investment, therefore making them more reactive which can

lead to issues when facing an unknown attack. However, this is a

relatively new concept, and the framework has only been evaluated

in a qualitative manner, thus suggesting a need for quantitative

analysis.

4.2 Techniques for the Framework

Building upon these promising solutions can aid the development

of a cybersecurity risk methodology that is tailored to SME re-

source constraints. For example, the solution proposed by van Haas-

trecht et al. (2021) directly considers these contraints, suggesting

that using threat-based risk assessment in conjunction with self-

determination will motivate employees to research threats on their

own, and work harder to protect their systems. The LCCI frame-

work developed by Pawar and Palivela (2022) creates a system of

three levels of security that SMEs can implement based on their re-

sources. The levels also have descriptors verify whether the security

requirement for a certain level has been met.

Therefore, after considering these solutions for RQ3, the frame-

work described in this research utilises a combination of SDT, threat-

based risk assessment, and LCCI. This results in a detailed and

specific framework for SMEs, which can be used to target specific

threats, and create a reasonable cybersecurity posture. This can

mitigate certain threats, preventing unnecessary consequences.

5 Framework

This section of the research covers all aspects of the framework that

was constructed on the basis of the literature review about SME

vulnerabilities, established frameworks, and promising solutions. It

provides a brief overview of the framework, later diving into each

section and explaining their rationale. Figure 1 shows the start of

the framework.
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Strengths Weaknesses

• Modular structure.

• Tier-based security solu-

tions based on resources.

• Focus on practical em-

ployee training.

• Focus on common threats.

• Encourages creation of sup-

port network for SMEs.

• Offers legal information.

• Untested with SMEs about

utility.

• Focused on three common

threats.

• Dependence on compliant

and consistent employees.

• Still technical for readers

without background knowl-

edge.

• Higher tier solutions can be

resource intensive.

Opportunities Threats

• Large market of SMEs for

potential use.

• Can be scalable for busi-

nesses.

• Tool offers a practical use

of the framework.

• Integration with other

tools opens more path-

ways.

• Continuous evolution of

threat landscape.

• Need for periodic review

and updates to prevent ob-

solescence.

• Competition with estab-

lished frameworks.

• SMEs may not be com-

fortable shifting frame-

works/policies.

Table 3. SWOT Analysis

The rationale behind the framework was discussed, emphasizing

the need for specific techniques for SMEs.

7.3.1 Advantages The detailed inclusion of the fundamentals of

information security and focus on employee training were positives.

The tier-based system for threats was also highlighted as a positive.

The structure of the framework with interconnected sections and

the use of a practical tool were also positives, since it could be used

by employees throughout a business.

7.3.2 Disadvantages However, as with any novel framework, clear

disadvantages were also noted. Limiting the framework to three

threats provides a narrow focus, since businesses can face threats

outside this domain, leading them to be potentially unprepared.

The need for quantitative analysis further emphasized the need

for a pilot assessment with SMEs. Finally, the dependence on em-

ployee compliance and training can be a pitfall without the proper

procedures to facilitate SDT and intrinsic motivation.

7.3.3 Recommendations Properly motivating employees to be cy-

bersecure can be achieved through incentivisation using quizzes or

gameifying cybersecurity training. By motivating employees with a

reward, they may attain more knowledge and make an extra effort

in learning principles from the framework.

7.4 Usability Testing

To gain a better understanding of the framework, usability testing

was performed. Participants were asked to read the framework

and then review its different traits to measure effectiveness. The

framework was reviewed for four different traits, which were clar-

ity, scope, utility, and practicality. Each of these were defined in

the scope of SMEs. Clarity is a measure of how easy it was to go

through the framework and understand the technical language.

Scope is a measure of how the framework covered essential aspects

of cybersecurity. Utility is a measure of how useful the framework

was in terms of tips and solutions. Finally, practicality was a mea-

sure of how achievable the processes and solutions were in the

framework; did they consider resource constraints? Figure 6 shows

the distribution of responses. The closer a number is to 5, the better

the score for each aspect. The closer a number is to 0, the worse

the score for the aspect.

Clarity Scope Utility Practicality

0

1

2

3

4

5

3

2.5

3.5

3

Trait

M
ea
n
S
co
re

Fig. 6. Mean Scores for Framework Traits.

7.5 Proposed Pilot Assessment

The following section discusses a proposed experiment for a pilot

assessment of the framework. The pilot assessment would take

place over a duration of between 6-8 months in which a number

of SMEs from various industries would be selected. It is vital that

they are inherently different, in terms of size, focus, and number of

employees, allowing for a diverse dataset.

7.5.1 Setup: During this phase, SMEs selected for the assessment

would be provided the framework and documentation to familiar-

ize themselves with it. In this way, they have a foundation upon

which they can implement the framework, while simultaneously

creating a plan of action for execution. Their initial setup will also

be documented.

7.5.2 Implementation and Monitoring: During this phase, the SMEs

will implement the framework according to the plan that they made,

while monitoring their process and collecting data. During this

phase, incidents related to cybersecurity will also be observed and

correlated to parts of the framework. Data will also be gathered

using a combination of qualitative and quantitative techniques such

as surveys, interviews, and reports to gather information about the
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effectiveness of the framework.

7.5.3 Evaluation: During this phase, the data gathered will be

evaluated on different metrics such as security incidents faced by

the SMEs, employee awareness on cybersecurity, and the SMEs

feedback on the framework itself. At the end of this phase, the

framework’s effectiveness in a real-world situation can be evaluated,

and can be improved based on the feedback received.

8 Discussion

8.1 Framework

The framework was developed by combining promising solutions

from academic literature with basic structures employed by estab-

lished frameworks. Nevertheless, it was important to verify it’s

effectiveness objectively to see if it possesses valuable informa-

tion for SMEs. The SWOT analysis shows that the structure of the

framework provides multiple advantages, since it focuses on the

fundamentals of cybersecurity, and emphasizing employee training

as a big part. However, it does have weaknesses such as a depen-

dence on employee training, a narrow threat focus, and technical

language associated with cybersecurity. There is a need for peri-

odic review as the threat landscape is ever evolving, so that the

framework is not rendered obsolete.

The usability report also indicated that although the framework

has practical and useful information, participants found the techni-

cal language and lack of depth challenging. The lack of depth was

due to the focus on three threats and the need for more descriptions.

However, these results are qualitative, and quantitative analysis

could provide a more tangible interpretation of the effectiveness of

the framework. Therefore, the proposed pilot assessment can be a

good method to quantitatively measure its effectiveness.

8.2 Tool

The tool was developed using Flask with a pre-trained model on

the back-end. When a user attempts to classify a URL, a request

is made to the back-end to make a prediction on the URL, after

which it is displayed on the front-end. The model had an accuracy

of 98% in properly classifying URLs into different categories. Figure

4 shows that the model has a reliable performance across different

categories, meaning that it can be used by SMEs.

However, SMEs will have to adjust the model and its dataset

depending on the URLs they encounter. For example, this model

will have difficulty in recognising the top-level domains of some

countries because of the sampled dataset. This means that the

model will have to be adjusted based the data used by the SME.

The tool has also focused on combating phishing, which is not the

only threat that is faced by SMEs. The reason to focus on phishing

is that it is a precursor to the other two attacks, and reducing

the probability of human error leading to an attack can be a good

approach to improving security.

9 Limitations and Future Work

9.1 Limitations

Firstly, the framework focused on SMEs and is not completely ap-

plicable to larger enterprises, which have a larger attack surface.

Solution scalability may be an issue, but the information should

not be disregarded. Companies can still verify their existing cyber-

security structure.

Secondly, this framework focuses on the top three threats listed

by ENISA, which were malware, web-based attacks, and phishing

[17]. However, this list contained 15 threats, meaning that the

framework can be expanded to include these threats. However, this

can lead to the problem of high complexity. An issue with the NIST

CSF and ISO 27001/2 was their high technical complexity, leading

to a lack of understanding and motivation. Therefore, it is necessary

to ensure the framework maintains the same level of simplicity.

This research also focused on two frameworks, the NIST CSF

and ISO 27001/2. However, with the large number of frameworks

available which may possess better techniques for certain threats,

emphasizing a need for periodic review.

9.2 Future Work

This research is highly valuable for SMEs since it can aid them in

creating appropriate defenses against cyber-attacks. However, the

limitations mentioned above can be expanded upon.

Future work can be done to develop more quantitative feedback

for the framework and the tool. The main issue with developing

solutions for SMEs is that they are mainly qualitative without a

metric of effectiveness. Most of these solutions have been tested

qualitatively through user testing and expert testimonials. Quan-

titative feedback is yet to be implemented, but needed to identify

whether there is a positive or negative effect. This is why a pro-

posed pilot assessment was discussed. The tool could have more

checklists to improve its customization and more practicality such

as a passport strength checker and IP assistance.

10 Conclusion

This research examined the vulnerabilities associated with SMEs,

and how popular frameworks like the NIST CSF and ISO 27001/2 fail

to assist them. Vulnerabilities for phishing, malware, and web-based

attacks were explored and identified. Based on these weaknesses, a

specialized cybersecurity risk assessment framework was created

along with a practical tool for SMEs utilization. This framework

was created using promising solutions like SDT and LCCI, with

an additional focus on employee training. The effectiveness of this

framework and tool can further be analyzed through the proposed

pilot assessment.
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