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Abstract

Background: Recent studies highlight that the lack of security and privacy policies disrupt healthcare
operations, causing inefficiency and operational issues. Healthcare providers are mandated by laws
like the GPDR to maintain the privacy, confidentiality, and security of patients’ data, but caregivers’
awareness may be insufficient. This research focuses on ECRs used for tracking the well-being of
individuals. SMEs in healthcare struggle with cyber risks due to limited budget and staff. This
research aims to define vigilant working and provide recommendations for SMEs to enhance
employee awareness and organizational security. This research question contributes to literature and
practice with a definition of vigilant working with ECRs, and eventually more secure, private, and safe
SMEs in healthcare.

Method: This research used a mixed-method approach, combining a literature study with a case
study. Using Wolfswinkel et al.’s grounded theory method, relevant topics for interviews were
identified fromthe literature: Security, Privacy, Policy, Ethics, Trust, Confidentiality, and Safety. Semi-
structured interviews were conducted with seven employees from WOPIiTto explore these topicsin a
healthcare SME context. The interviews were recorded and transcribed, and that was followed by
step-wise inductive coding, which identified eight themes.

Results: From the interviews, eight themes are determined. Security, Privacy, Trust, Policy, Data
breach, Confidentiality, Ethics, and Safety. Participants acknowledge the importance of privacy and
security, but the knowledge is often insufficient. The policy is not known thoroughly, particularly
regarding data breaches. Employees maintain honesty with members in managing ECRs and
confidentiality. WOPIT fosters a supportive environment where employees feel competent, trusted,
and open to discussing issues, though there is room for improving knowledge.

Conclusion: Vigilant working should be defined as a way of handling patient’s data where legal and
organizational privacy, security, confidentiality, and ethical rules and procedures are taken into
account. Despite recognizing the importance of privacy and security, employee knowledge on these
topics is insufficient. Comprehensive policies, developed with a DPO, should be clearly outline duties,
rights, and penalties. Strict access control measures must be implemented to prevent unauthorized
access. Continuous and interactive employee training on privacy and security is essential, reinforced
by occasional testing. Anonymization and pseudonymization techniques should be used to protect
patient data. Transparency and honesty with patients build trust and enhance the work environment.
By adapting and implementing these areas, SMEs like WOPIT can ensure the privacy and security of
patient data while maintaining a supportive and open working environment.
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Introduction

Recentstudies have shown that the lack of standardized security and privacy policies have resultedin
disruptions in healthcare [1]. These disruptions are for example, working inefficient, operational
feasibility issues, and usability issues [2]. Laws and regulations, as the General Data Protection
Regulation (GPDR) [3] force healthcare providers to keep patients’ data private, confidential and
secure. But the awareness of caregivers about, for example, the code of ethics, policies, laws and
regulations may be not sufficient to maintain the integrity of the patients’ data [4].

Knowledge and awareness in healthcare informatics, federal law and EHR data integrity will allow
caregivers to provide advice to patients and other providers on best practices to maintain data
integrity and build ‘a safer system for better care’ [5]. According to Platt et al. integrity, defined as
honesty, captures confidence in upholding the principles of non-deception [6]. Ideally, healthcare
allows for complete patient privacy as patients have the authority to allow or deny anyone to have
access to their electronic health record (EHR) [1].

Electronic health records are online records where personal and clinical health-related information
about a patient is stored [7]. EHRs improved healthcare in for example, fewer medication errors,
improved clinical outcomes and data is more accessible. But there are also issues with the
digitalization of patients’ data related to integrity and patient safety [8]. For this research, the term
electronic care record (ECR) is more suitable, because the scope of this research is on people with a
psychiatric vulnerability who need a form of coaching or guidance. The coaching and or guidance is
focused on, the individual not the psychiatric vulnerability, it is care instead of cure [9]. An EHR is
more applicable in the cure-sector and an ECR is more applicable in the care sector [10,11]. The ECR
is a record used to track the wellbeing and development of these persons and not only the medical
status of the person.

SMEs in healthcare

Despite the growth of small and medium enterprises (SMEs) in Europe, innovative healthcare SMEs
have struggled to get traction [12,13]. SMEs are enterprises with around, or less, than 50 employees
[14]. Despite theireconomic importance, they seem to struggle with cyber risks. Limited budget and
staff make it hard to mitigate those risks, as it is also not their core business [15,16]. Risk awareness
and risk mitigation are important on an individual level as on an organizational level. Individual
employees need to be made aware of the risks and how to mitigate risks, while on an organizational
level it must be explained to the individual why and what must be and is done [13].

Mixing up terms like privacy and security is a common phenomenon [17]. Although these topics are
intertwined, it is necessary to be able to keep them apart as well. This is hard, e specially for SMEs
where as said there is often not an expert employee for non-core business tasks [16].

In current literature, there is much information about topics as privacy, security, and policies on
those topics, for example studies of Sahi et al. and Bani Issaet al. [1,5]. But the current literature fails
to describe how SMEs, especially in healthcare, must handle working with their ECRs to make sure
the information is private and secure, given their lower levels of budget and staff. To maintain
security, privacy, and safety it is necessary to work vigilantly. Vigilance is defined as; “more careful
attention, especially in order to notice possible danger” [18]. In literature, a fitting definition of
vigilance in the context of this research is missing. Therefore, this research aims to investigate what
vigilant working s, define what vigilant working with ECRs is, and how SMEs in healthcare can ensure
vigilant working with ECRs whilst dealing with limited expertise and budget.



Research question

This leads to the following research question: “How to ensure vigilant working with electronic care
records at SMEs in care?”

The goal of this research is to on one hand describe what vigilant working with ECRs is and on the
other hand help SMEs in healthcare with recommendations on how to improve their employees’
awareness and hereby keeping their organization safe and secure. Answering this research question
contributes to literature with a definition of vigilant working with ECRs and how SMEs can ensure
vigilant working. In practice, this will lead to more secure, private, and safe SMEs in healthcare.



Method

This research used a mixed-method approach consisting of a systematic literature study and a case
study. First a literature study was conducted to identify relevant topics for the interview scheme and
define vigilant working with ECRs. After that a case study, where semi-structured interviews were
conducted, was performed to identify how these topics apply in an SME in healthcare.

Research design

For the literature study, the grounded theory method of Wolfswinkel et al. was used [19]. In
Appendix 1the search terms can be found in chronological order. Table 1 provides the search matrix
in order of most topics discussed. The best search was: care AND record AND privacy AND psych*
AND trust. This search had 36 hits and includes four articles that can be found in the search matrix.
The other articles were found in an earlier search or with the back and forth referencing method
[19]. Figure 1. displays the search process. Initially, six topics were identified through a thematic
analysis [20]: security, privacy, policy, trust, confidentiality, and control. When delving deeper into
the articles, ethics and safety were also identified as relevant topics. Control is removed as
standalone topic, as access control is a major part of security. This made the final set of seven topics.

For the interviews, a case-study is performed. A case-study helps to delve deeper into a certain
phenomenon, issues, and events in a real-life setting, as needed in this research [21]. Also, a case-
study is useful attitudes and experiences with policies [21]. Through semi-structured interviews the
view and knowledge of employees at a SME in care on privacy and security related topics, gathered
from the literature study, were investigated. To ultimately answer the following research question:
“How to ensure vigilant working with electronic care records at SMEs in care?”.

The Ethics Committee of the Faculty of Behavioural, Management and Social Sciences at the
University of Twente has approved this research (application nr, 240431). Prior to the interviews, the
participants were informed about the goal of this research, the duration of the interview and the use
and storage of their personal data.

Article | Topic Security Privacy @ Policy @ Ethics @ Trust Confidentiality @ Safety
BaniIssa et al., 2020 X X X X X X X
Sahiet al., 2017 X X X X

Lee, 2017 X X X X

Platt et al., 2015 X X X

Fernandezetal., 2013 X X X

Blobel et al., 2017 X X X

Benefield et al., 2006 X X X

Table 1. Search matrix

Interview framework

The topics from the literature study form the basis of the interview scheme, appendix 4. Per topic
guestions will be asked during the interviews. For security, privacy, and confidentiality, the study of
BaniIssa et al. provides an example question. ‘Based on yourworking experience, tell me about your
concerns, if any, regarding the privacy of information in EHRs’ [5]. Which is tailored to privacy,
security, and confidentiality in daily practice for this interview scheme.

For the topic trust, the definitions of the four dimensions, fidelity, integrity, competency, and global
trust are used to form questions [6]. For example competency, which refers to the ability and



expertise to minimize errors and achieve goals [6]. Which translates to [ Initial search: care AND record ]

. . . . L . AND privacy AND communication
the following question for the interview; ‘Are you confident that you AND psych®

are doing your work well? (Minimize chances on errors?)’.

Furthermore, questions are asked to see if participants are familiar d 116 articles
with the topics and how these topics come back in daily practice. For

example, ‘To what extent are you aware of the policy?’. Change searchterms

For the topic ethics an example situation is described, in which ethical

considerations come into play. Questions about how the participant 15 times
handles the situation and which considerations are taken into account \ 4

are asked. Best search: care AND record AND

privacy AND psych* AND trust

Research population

The participants forthe interviews are recruited at Stichting Wonen en I y 96 artlcles\
Psychiatrie in Twente (WOPIT) [22]. WOPIiT is founded as a parent Select articles based on abstract
initiative for people with a psychiatric vulnerability. Since the start in and full-laxt

2006 WOPIT has grown to a SME in healthcare with six complexes and b ’
around 50 employees. The people with a psychiatric vulnerability live ' 7 articles

in one of the six small-scaled residential complexes. WOPIT also offers ( B
outpatient guidance. Everyone who is part of WOPIT, resident or Final set of articles
employee, is seen as a member. In this way they strive for equality. \ J
Members live as far as possible independently in their homes in the Figure 1. Display of Search Process

residential complexes, with access to the communal facilities as the
living room and garden. To create responsibility and autonomy the coaching is based on the
member’s initiative. The ECR that WOPIT uses is ONS of Nedap Healthcare [23].

The targeted participants were employees who are, recovery coaches/supervisors, recovery support
worker, and office workers. These participants were recruited through quota sampling [24]. From all
WOPIT’s locations, including the office, one participant was recruited. The participants were included
based on their employment status and their availability to facilitate a smooth data collection. The
participants needed to sign the informed consent form (Appendix 2) to be included in this research,
participants that did not sign the informed consent were excluded from this research.

The possible participants were contacted through an e-mail message. This e-mail message contained
a brief explanation of this research, an information form (Appendix 3), the informed consent form
(Appendix 2), and the invitation to participate in this research. If the targeted participant was positive
about participating, an appointment for the interview was made by e-mail or phone. Eventually
seven participants have participated in this research. Seven participants is considered sufficient,
because the later interviews were not giving new insights, theoretical saturation was reached [25].
With signing the informed consent, the participant agreed to record the audio of the interview, and
the use of the gathered data.

The gathered data was stored on the cloud of the University of Twente. The raw data was stored
there until this research is finished and approved. After that, the data was destroyed. In the master
thesis the data is not traceable to individual participants.

The characteristics of the participants are displayed in Table 2. The participants were all female, and
the mean age was 40.9 with a standard deviation of 15,3.



Characteristics Participants (N=7)

Age 40.9 (sd. = 15,3)

Female gender 7 (100%)

Education Social Work (N=4), Applied Psychology, Nursing, Business Economics
Job Recovery coach (N=6), Financial administrator

Work experience at WOPIT 1.7 years (sd. =1,1)
Table 2. Demographics study population

Procedure

The interviews are based on voluntary participation and participants had the opportunity to end the
interview at any moment and withdraw from this research. Consent to participate in the interview
was obtained through the informed consent form (Appendix 2), in which participants also gave
permission for audio recording. There were no risks associated with this research.

The interviews were conducted using a semi-structured interview scheme (Appendix 4), based onthe
topics from the literature study (security, privacy, policy, ethics, trust, confidentiality, and safety), and
the analysis. These interviews were done on location. The interviews were semi-structured because
following the interview scheme ensured that the interviews contained the same questions and had
similar content, and it gave the opportunity to delve deeper into the topics when necessary. The
topics are based on the literature search, see Table 1. In addition, demographic data (age, gender,
job) were gathered.

Prior to the data collection the interview was reviewed by the deputy director at WOPIT and tested
as pilot ona fellow student. This provided feedback to optimize the interviews and/or interview style
before data collection. Before interviewing participants, the feedback on the interview style and brief
explanation of certain topics had been processed.

Data analysis

The interviews were recorded with approval of the participant and were transcribed. For
transcription the transcription function, and the dictation function of Word were used. The
researcherimproved the generated transcriptions. Names of participants were not used in this
research; participants are referred as participant [A].

The transcripts were analyzed through stepwise inductive coding [26]. Open coding is the first step,
the transcripts were divided into fragments and got a belonging code. There were 31 codes identified
in this step. The nextstep s axial coding, during this step the made-up codes were being reviewed on
describing the gathered data, the fragments were compared, and possible new codes were made.
The initial 31 codes were brought down to 27 codes in this step. Lastly there is selective coding, this
step gave further structure within the codes with the focus on answering the research questions [26].
In this last step the 27 codes were structured, and eight themes were identified in which the codes
are displayed.

Initially, the topics from the literature study were disregarded while coding the interviews. These
topics were the basis of the interview scheme, but while coding the interviews it became clear that
the obtained knowledge from the literature study was used to code individual fragments and identify
themes. There was one theme identified, that was not in the literature study. Other fragments and
belonging codes were fitting within the topics derived from the literature study.



Literature study results

Security
Securing personal health information is crucial. According to Kruse et al. and Sahi et al. security has
three pillars, access, administrative and physical safeguards [1,27].
1. Technical safeguards prevent or limit access to, in this case, digital personal health
information and contain measures like data encryption [6], firewall [6], and access control.
2. Physical safeguards prevent or limit physical access to resources and contain measures like
physical access control, workstation security, and assigned security responsibility.
3. Administrative safeguards contain measures that are both physical and technical, like risk
analysis and management, having a Chief Information Security Officer (CISO), and system
security evaluation.

There are concerns about unauthorized access to patient’s data [5]. Who has access to what
information, not every employee needs access to all patients but only their own [27]. Therefore,
organizations should have clear policies on who has access to what information. Also, it means that
security measures should be fitting per role in the organization [1].

Blobel et al. and Sahi et al. stated that communication and information security includes
authentication on both ends of the line and accountability of principals involved, integrity,
confidentiality and availability [1,28]. Without these principals privacy cannot be ensured and with
the use of the three safeguards organizations gain patient’s trust [1].

Every layer of an organization must be secure to limit security threats. Management must develop or
follow strong policies on use of information, communication, and access control [1,29]. Furthermore,
the most effective non-technical measures to promote security are education, training and
awareness [7,29].

Privacy

According to Benefield et al. maintaining security is the first step to protecting patients’ rights to
privacy [30]. Privacy is the patient’s personal right to have full control of their personal data
according to Bani Issa et al. [5]. Lee defines privacy in a more extensive way as ‘“the claim of
individuals, groups, or institutions to determine for themselves when, how, and to what extent
information about them is communicated to others’’ [7]. Sahi et al. defines privacy more precise and
on the individual as: “Health information privacy is an individual's right to control the acquisition,
uses, or disclosures of his or her identifiable health data.” [1].

Furthermore, privacy is also a more challenging issue and is seen as one of the biggest obstacles in
healthcare due to the sensitive nature of the collected data and the data is not only of physiological
nature but also habitual nature [1]. All clinical records must stick to the current law and regulations,
but due to the fast development of EHR systems and changing laws and regulations, there are
concerns about privacy [30]. Addressing these privacy concerns requires addressing the security
safeguards. Pseudonymization, anonymization, and access control are ways to preserve privacy [1].

Privacy, and the feeling of privacy has a substantial influence on trust. Therefore, healthcare
providers need to address these concerns with patients. In this way patients can understand how



their health information is used and negotiate the terms of such use [6]. This relates back to the
definition of Sahi et al. with the individual’s right to control their health information.

Health information is furthermore seen among the most confidential types of personal information.
For maintaining privacy it is essential to protect this confidentiality [7].

Policy and standardization

To ensure that healthcare providers handle patients’ data correctly policies need to be made.
According to Blobel policies describe “the legal framework including rules, regulations and ethical
aspects, the organizational and administrative framework, functionalities, claims and objectives, the
principals involved, agreements, rights, duties, and penalties defined as well as the technological
solution implemented for collecting, recording, processing and communicating data in information
systems.” [28].

Standards from the International Organization for Standardization (1SO) [31] and the Stichting
Koninkrijk Nederlands Normalisatie Instituut (NEN) [32] can form the basis of these policies,
especially the standards that are made specifically for healthcare [29]. Next to that constant users,
healthcare providers, need to be involved when developing policies for EHR-usage to ensure that the
policy reflects the best practice and preservesintegrity [5]. Existing policies need to be evaluated in a
continuous cycle to ensure that they still obey the current law and regulations and to limit the
chances data breaches [1].

All employees of healthcare organizations should be trained and be aware of the importance of data
security, along with an understanding of their and patient’s rights and responsibilities in the context
of privacy, confidentiality, integrity and availability of EHRs [1]. EHR policies and systems contain
many techniques, including legal requirements, encryption, access control and logs in order to
protect patients’ data and maintain privacy [7].

Ethics

Healthcare providers should have ethical codes of conduct based on standards, for example set by
the Internation Council of Nurses (ICN) [33]. These ethical codes clearly describe the ethical and legal
obligations towards everyone involved in the healthcare process [5]. These codes of conduct,
together with data protection legislation are a big component for access control in health
information systems [28]. For ethical optimization of electronic health information data security is a
necessity. The main risk of EHRs is that unintentional mismanagement will bring harm to individuals
or communities [7].

Lee states that it is a professional’s duty to investigate the benefits and minimize risks in working
with EHRs based on ethical principles. If patients allow their EHR data to be used to benefit the care
of others, then the minimalization of risks must be build-in [7].

Trust

One of the primary aspects of operational healthcare organizations is patient trust. As mentioned
before, privacy is one of the biggest influences on winning trust in healthcare [1]. Trust is the basis of
benefittingand secure handling of EHRs. Public trust is that the patients trust the caregiver to use the
patient's data in a properand secure manner. Trust s also trusting yourself and colleagues to use the
patient's data in a proper and secure manner [5].



According to Platt et al. trust is defined as “a cognitive expectation or willingness to impart authority
and accept vulnerability to another in the fulfillment of a given set of tasks. Trust contains four
dimensions, fidelity, competency, integrity, and global trust [6].

According to Sahi et al. trust is intertwined with issues like confidentiality, integrity, accountability,
authenticity, identity, and data management. To overcome trust issues, security and control
measures must be taken, and patients must gain control over their personal health data, which
complies to the definition of privacy [1]. Knowledge and privacy concerns are key factors in lower
levels of trust. Trust may increase if someone is confident in the system’s ability to protect their
privacy. Furthermore, the quality, length and nature of the patient-provider relation has an effect on
trust [6].

In policies, ways to effectively build or sustain trust should be described to develop patient-providers
relationships, because no change may be the most risky proposition [6].

Confidentiality

According to Praterand Bani Issa etal. confidentiality is “an extension of privacy and mainly refers to
protection of information, especially sensitive clinical information. Difference with privacy is there is
an agreementortrusted communication between provider and patient.” [5,34]. According to Sahi et
al. confidentiality is “closely related to privacy and refers to the obligations of those who receive
information to respect the privacy interests of those to whom the data relate.”[1].

Patients may also request more confidential communication by designating a specific location be
used forsharing and using of information [30]. As mentioned earlier health information is one of the
most confidential types of personalinformation. Protecting this confidentiality is essential for privacy

[7].

Safety

According to Virginio et al. safety refers to freedom from harm caused by medical management, as
opposed to harm caused by the natural course of a patient’s illness [35]. Factors that influence
patients’ safety in EHR context are interactions between the digital system and human-related
factors, for example, typing errors. Maintaining patient safety is multifaceted procedure, that
incorporates rules and addresses technological and non-technological factors [5].

According to Benefield et al. it may be the best practice for psychiatric patients to limit patientaccess
to their EHR and provide patient access to their EHR when their mental health practitioner is
available to provide support or answer questions [30].

Literature study analysis

From the literature, vigilant working with ECRs can be defined as; “a way of handling ECRs where
legal and organizational privacy, security, confidentiality, and ethical rules and procedures are taken
into account.”

One thing that stands out from this literature study is that all topics are intertwined with each other,
evenmore at SMEs [16]. As described, maintaining security is the first step to protecting privacy [30].
Whereas confidentiality is seen as an extension of privacy [5,34]. How to maintain security, privacy,

and confidentiality should then be described and captured in the policy of the organization [28]. The



policy is also where the ethical codes of conduct should be addressed. Furthermore, privacy is a big
influence on patient’s trust [6]. Safety is a more separate topic in this case, which is more based on
human or system’s errors. How to handle such errors, as data breaches, should then be part of the
policy. In short, it means that good and extensive policies should cover all these concepts for the
organization. Covering all the concepts in the policy means; defining privacy, security, and
confidentiality in a understandable way, describe what is covered by who, elaborate on what
possible data breaches are, and how to handle them as an employee, and how the management
team will handle these kind of situations, and explain the importance of vigilant working with ECRs
[28].

Policies that are this extensive and well-written should provide transparency in the organization.
When an organization is open and transparent, it is more likely to have trusty working environment.
But, without sufficient knowledge on the topics described above, trust is more naivety or unjustified
trust. Which allows privacy, and security risks into the organization. Therefore, the management
should find a balance between trust and control.

The articles from the literature study mainly focus on bigger organizations, and mostly medical care.
Whereas this research focuses on a small organization that provides coaching and guidance for
people with psychiatric vulnerability. It is interesting to investigate if or to what extent these topics
are of importance for smaller organizations. Ether way, there are several laws and regulations that
needto be obeyed, such as, the GDPRand all employees sign a non-disclosure agreement [36]. Next
to that, healthcare organizations in the Netherlands need to have a data protection officer (DPO)
which helpsand monitors the application and compliance of privacy legislation [37], which is hard for
SMEs [38]. Using the specific expertise of a DPO is an opportunity for SMEs to develop their policy
and organizational culture in the right secure way. Furthermore, the ISO and NEN provide standards
about information security [39], but also standards specifically for healthcare like the NEN 7510 [40].
Furthermore, it is expected that trust plays a bigger role in SMEs and that policies are less extensive
and less all-encompassing. In big organizations there is an expert-employee for everything and in
small organizations employees are doing it on the side or as a part of the job [38].

Therefore, it is good to keep an eye on what is really required for a small organization to be working
vigilant. Because they presumably do not have the workforce to cover everything into detail. Itis
worth looking at employees’ knowledge and view on these topics and then see where the
organization can improve, for example, their policy or personnel training.



Results

From the codes eight themes are determined. The eight themes are: Security (n=44), Privacy (n=39),
Trust (n=35), Policy (n=32), Data breach (n=30), Confidentiality (n=11), Ethics (n=11), and Safety
(n=11). Table 3 shows how often the themes have occurred in the data analysis. An overview of the
themes with corresponding codes can be found in appendix 5. ‘n” shows the number of fragments
and ‘N’ shows how many participants have mentioned it. By using citates the themes are being
described and possible differences within codes are being displayed.

Themes Fragments (n=213) Participants (N=7)

Security 44 7
Privacy 39 7
Trust 35 7
Policy 32 7
Data breach 30 7
Confidentiality 11 6
Ethics 11 6
Safety 11 6

Table 3. Overview themes

Security (n=44)
Within the theme ‘Security’ the following codes were identified: ‘Technical safeguard’ (n=19),
‘Physical safeguard’ (n=12), ‘Concerns’ (n=7), and ‘Opinion’ (n=6).

Technical safeguards that the participants mentioned were access control, secure mailing, 2-Factor
authentication, and i-recognition. Within access control they mentioned the lack of access controlin
the old administrative system and that it is done well in the new administrative system. Secure
mailing is their standard way of communication. 2-Factor authentication and i-recognition are
needed to access certain programs.

“Especially with ONS later, that not all records are open access for everyone, unlike now.”
#ParticipantU.

Physical safeguards that the participants mentioned were locks and the shredder. Locks are used on
every filing cabinet, laptops and the office get locked when they are left. The shredder is used after
papers are digitalized.

“If we print something and do not use it anymore, we have to shred it. And to add, we have normal
security here. Everything is locked ... when nobody is in the office, lock the door.” #ParticipantX.

The participants mentioned that overall they are not very concerned about the security. They
mentioned that they are aware of security and that with ONS it only gets better. Although they do
not say they do not make mistakes.

“I think we are doing pretty well. Yeah, sometimes someone will forgetto lock a certain door, but that
is sporadically.” #ParticipantZ.

Also, the participants gave their opinion about security. They think it is sometimes cumbersome, but
necessary.



“I think it is necessary. ... | don’t want my personal information on the streets, so | also don’t want it
forour members.” #ParticipantY

Privacy (n=39)
Within the theme ‘Privacy’ the following codes were identified: ‘Pseudonymization’ (n=16),
‘Awareness’ (n=13), ‘Opinion’ (n=5), ‘Concerns’ (n=4), and ‘Consent form’ (n=1).

The participants mentioned that pseudonymization occurs when mentioning people in care records,
in the incident reports, in the daily reports, on the planning board and in messages. Forms they use
are, initials, descriptions, and (house) numbers instead of names.

“In the record, when talking about another person | use a description of that person, like upstairs or
downstairs neighbor. That you don’t use names explicitly.” #ParticipantV.

Awareness is mentioned by all participants. They describe that they take into account where and
when they have certain conversations with members.

“The mirrors of the office are taped off. But | notice that | want to double check sometimes, to see if
someone is trying to hear the conversation.” #ParticipantT.

Participants also gave their opinion about privacy measures. They all think it is a necessity because
they also want privacy for themselves. But sometimes it feels like too much.

“It is a necessity, you don’t want it for yourself and therefore also not for another” #Participanty.
“Once a colleague got sick, and they did not know where that colleague lived. So they asked for their
address to send a card and flowers, but we are not allowed to give that. ... | think that goes too far.”

#ParticipantW.

Participants had slight concerns about privacy. They said that you can not always protect privacy and
had concerns about everyone’s access to all records.

“You can’t always protect members’ privacy. They have things between themselves and that can be
shared with others” #Participanty.

One participant mentioned that they use consent forms for special occasions.

“We had an audit a while ago ... two members signed a consent form that their records can be used
for the audit.” #ParticipantW.

Trust (n=35)
Within the theme ‘Trust’ the following codes were identified: ‘Colleague trust’ (n=14), ‘Competency’
(n=14), and ‘System trust’ (n=7).

All participants described that they trust their colleagues and that it also the other way around.
There is an open environment to give feedback on each other.



“Within the team we are critical, but not in a way that you feel attacked.” #ParticipantX.

The participants are all confident that they do their job well. That confidence comes from experience
and the collaboration with colleagues and members.

“I think what you get back from contact with members and colleagues ... | feel my confidence
growing.” #ParticipantU.

The participants have systemtrust and think that the security and privacy regulations have a purpose
for the system. However, not always necessarily for the care.

“That is a tricky question. Privacy is not always the best for care, but eventually it is for the system.”
#ParticipantV.

Policy (n=32)
Within the theme ‘Policy’ the following codes were identified: ‘Handling’ (n=11), ‘Training period’
(n=10), ‘Knowledge’ (n=6), and ‘Recurring theme’ (n=5).

The participants described their way of handling when not knowing the policy. At first, participants
tended to ask the management team, but later they came back on that and mentioned asking their
colleagues or looking into the manual as the first step.

“The step to the management team is not that big, so it is easy to ask them. But they will refer to the
manual. ... | think that | will check the manual myself at first.” #ParticipantT

During the training period topics as vigilant working with IT are a part of the process, but the
participants do not know if it is enough for everyone.

“Good, there was a training period checklist and buddy ... but those topics could be a greater part.
Due to staff shortage during my training period, it was a bit less.” #ParticipantZ

The participants also made comments about their knowledge of the policy. They stated that they do
not know the policy by hard but know where to find it.

“l know where to find the manual, but | have not looked it up lately.” #Participanty.
If vigilant working with IT is a recurring theme depends per participant. It is not a recurring theme
due to the management’s actions, but by team’s own criticism on each other. One thinks it is already

such a part of WOPIT’s culture that it is not necessary to make it a recurring theme.

“I don’t think it is a recurring theme, | don’t experience it that way. We are not reminded by the
management team or anything like that.” #ParticipantZ



Data breach (n=30)
Within the theme ‘Data breach’ the following codes were identified: ‘Handling’ (n=15), ‘Meaning’
(n=8), ‘Policy’ (n=6), and ‘Opinion’ (n=1).

The participants described how they would handle a situation where there is a data breach. At first,
they would search for ways to undo it. Afterthat, they would report it to the management team and

both involved parties.

“You havetoreportit! ... alsoreportit to the personit’s about and the person where the information
does not belong to.” #ParticipantW.

The participants also gave their meaning of a data breach. Which is, personal information that is
shared with the wrong person/organization.

“I think information that is shared with the wrong persons and in particular sensitive information.”
#ParticipantT

Also, participants mentioned that they are not aware of the data breach policy of WOPIT.
“At this point, no totally not. It should be in the manual, but | haven’t read it.” #Participant X
One participant had a strong opinion about data breaches.

“When all big organizations, even the Pentagon, get hacked ... how are we as a small organization
supposed to prevent it.” #ParticipantW

Confidentiality (n=11)
Within the theme ‘Confidentiality’ the following codes were identified: ‘Honesty’ (n=6) and ‘Sharing
at home’ (n=5).

The participants mentioned that they are honest to the members. If members ask for something to
be confidential, they will obey, but if that is not possible they will tell the member that they have to
share it for certain reasons.

“In cases where a members does worrying statements and says | don’t want you to anything with it. |
know that colleagues are honest and say sorry | have to do something with it.” #ParticipantT.

Also, the participants mentioned that sometimes they need to ventilate their experiences at home.
Which is allowed, but not with names or any personal information.

“How do you handleit? Can | share with my partner? We talked about that with the team and agreed
that you can share your experiences with your partner” #ParticipantY



Ethics (n=11)
Within the theme ‘Ethics’ the following code was identified: ‘Handling’ (n=11).

The participants described their way of handling a situation where ethical considerations come into
play. A few mentioned there are signaling plans for every member to justify their actions. And they
mentioned that in hindsight they will always discuss their handling with the member.

“Everyone has a signaling plan ... these are the steps that we agreed on to take when the member is
behaving like this.” #ParticipantU

Safety (n=11)
Within the theme ‘Safety’ the following code was identified; ‘Member access’ (n=11).

The participants described their considerations about safety when the members get easier access
with ONS. They will not twist the truth but have question if they should express thing differently.

“We discussed with colleagues yesterday ... if they want to read it, it is okay. We maybe have to adapt
another writing style, but never hide or twist the truth.” #ParticipantU



Interview results analysis

From the interviews, it became clear that the discussed topics are intertwined with each other. As
participants noticed that when, for example, they criticize each other on privacy-related issues
working with ECRs, they are doing the same when it comesto security-relatedissues etcetera. Which
means that trust, and the open working environment are important factors in vigilant working with
ECRs at WOPIT.

WOPIT has a good, open, and transparent working environment, employees feel competent, trusted,
and feel there is room to discuss things with colleagues and the management team. Itis
acknowledged that maintaining privacy and security is an important part of the job, as personal data,
for an employee as well as a patient, must not be public. However, sometimes these measures are
cumbersome, as it can feel like it is standing in the way of caregiving. And knowledge about privacy
and security, and their additional measures seems not always sufficient. That knowledge can be
improved by reading the manual/policy, as it is known where it can be found, but it is not read
thoroughly. This lack of knowledge is also the case for data breaches. WOPIT has a policy in the
manual, but it is not known by the employees, which can lead to handling data breaches wrong.

Also, in contact with members employees are honest in what they must share or note in the ECR. If
the memberasks for some things to be confidential, the employee is honest about if that is possible.
WOPIT has made signaling plans for every member to capture what to do when a member is not
approachable. Safety is a minor topic at WOPIT, which is mainly if they will change their way of
administration if members have access to their record.

WOPIT has, and uses the knowledge of, a DPO and has the ISO 9001:2015 certification a standard for
guality management with a focus on memberand employee experience [41]. Also, there is an online
manual where the ICT, GDPR, and data breach policy, among other things, can be found. Through the
organizational structure with self-organizing teams, employees feel, and are trusted. But the
management team needs to make sure that adequate knowledge is present.

In practice, how to obtain and maintain adequate knowledge should be captured in the policy of a
SME. The application of this knowledge together with the open working environment, should
validate trust.



Discussion

The goal of this research was to describe what vigilant working with ECRs is and on the other hand
help SMEs in healthcare with recommendations on how toimprove their employees’ awareness and
hereby keeping their organization safe and secure. From the interview analysis these eight themes
emerged: Security, Privacy, Trust, Policy, Data breach, Confidentiality, Ethics, and Safety.

Key findings

From this research it is clear that all factors for vigilant working with ECRs are intertwined with each
other. As mentioned in the literature analysis, that is even more the case in SMEs [16]. While
performingthe interviews this became even more clear. Therefore, it is suggested to make a careful
explanation for privacy and security that fits the type and scope of the organization [17,42]. As these
terms are often mixed up, due to their symbiotic nature [30]. According to J.J. Horning mixing up
these termsis a common phenomenon, many people mean different things when using these words
[17]. Also, knowledge about security and privacy seems limited. A fitting explanation, as mentioned
above, should be in the policy together with all the rules, agreements, and procedures [28].
Therefore, employees should know what is in the policy. Now, employees are aware that the policy
exists but not aware of the content while that is beneficial to mitigating security risks [43].

The proceduresin the policy should describe how to maintain security and protect privacy by writing
elaborately what employees’ duties, rights and possible penalties are [28]. For example, what are an
employee’s duties and rights if a data breach occurs, and what are possible penalties. Next to that, it
should be made clear whatthe employer, managementteam, does to support theiremployees to get
adequate knowledge [1]. Adequate knowledge can be achieved during the training period and should
be maintained by, for example, occasionally repeating tests [7,29]. Defining what this adequate
knowledge is, and how to communicate that to the employees should be done in collaboration with
the DPO. As the DPO is a helping hand for the application and compliance of privacy legislation [37].
As mentioned before, the specific expertise of a DPO is a major opportunity for SMEs to develop
their policy and organizational culture in the right secure way.

From the interviews it became clear that access control is underdeveloped but improving. Access
control plays an important in maintaining security [1,27]. The management team should prevent the
possibility that employees have access to records of other patients than their own. This can, again, be
done by developing strong policies on use of information, access control [1,7,29]. Per function in the
organization, it should be described to which records, systems, and files access is required. If access
is needed to another patient’s record, it should be possible, but only with an explanation. In that
way, the management can control if it was really necessary.

SMEs deal with similar security threats as large enterprises, butthe budget constrain for SMEs makes
it harder to deal with those threats. There is limited budget and expertise for adequate security
policies, which makes SMEs an easier target [15]. Making a security policy that is in line with the type
of organization, and making employees aware of that policy is the most important to manage risks
[15,17].

Privacy at WOPIT is being preserved in the ECRs and collaborating systems through
pseudonymization and anonymization. Names of members, employees, neighbors, and family
members become initials, numbers, descriptions, and house numbers for example. The person’s



identity is not directly known. This aligns with literature, pseudonymization and anonymization are
common ways to preserve data privacy [1].

WOPIT’s employees are very transparent and honest with theirmembers. Which relates back to their
identity and the open work environment [22]. This transparency leads to a more trusty environment
with their members, but also between colleagues [6]. If possible, the employees communicate with
the members what is done with their information. A lot of scenarios are talked through and a
signaling plan is made for preventing and/or handling escalations [28]. In this way, they sealed the
override of privacy laws and regulations as best as they could. And even after the escalations, the
taken actions are evaluated within the team and also with the member in question. Although when
asked about memberaccessto the ECR, it became clear thatemployees change their mind a little bit.
They will not twist the truth, but they might phrase it differently. G. Davidge et al. stated that there
are some concerns regarding integrity and safety when patients have access to their personalrecords
[30,44]. There are also potential benefits, which can be achieved with additional training and support
[44].

Also, WOPIT’'s employees considered themselves competent in working with IT. That confidence
mostly came from working with colleagues and members. Employees mentioned their satisfaction
with WOPIT’s open working environment where everyone is valued and approachable for criticism.
Furthermore, the level of trust from and towards colleagues is very high because of the open
environment. But because there seems limited knowledge about security, privacy, and related to pics,
it is the question if they are doingwell or are they not aware and therefore think that they are doing
well. In short, is the trust justified? If this trust is based on affective trust, which is based on
emotional ties between two, that does not say much about someone’s capabilities. If this trust is
based on cognitive trust, which is based on someone’s integrity, competence, qualifications, and
abilities, it is more justified [45]. During the training period, an employees’ knowledge should be
tested and/ortrained. To finish the training period an adequate knowledge level should be required,
as mentioned before. This adequate knowledge level ensures more cognitive trust. However,
affective trust’s importance can not be downplayed [46]. That is a big part of WOPIT’s identity.

From the literature study and interviews, it appears that vigilant workingis broaderthan just working
with the ECR. Vigilant working with IT of digital vigilant working seems to be a more appropriate
term. As mail, message applications, incident reports, daily reports, and other administrative systems
for office workers also deal with patient’s data and therefore need to be handled in a private and
secure manner. Vigilant working with IT should be a dimension of vigilant working with patient’s data
as there is also a big physical part in maintaining security and privacy. For example, paperwork,
planning boards, and locks on cabinets and doors. The definition for vigilant working with patient’s
data should be “a way of handling patient’s data where legal and organizational privacy, security,
confidentiality, and ethical rules and procedures are taken into account.”



Limitations

One limitation of this research is that the participants’ mean duration of stay at WOPIT is 1.7 years.
This can be explained by the growth that WOPIT is experiencing. They hired a lot of new employees
over the last couple of years. Interviewing more experienced employees could maybe give a better
view on WOPIT’s development of the policy, handling data breaches, training period now and then,
and if security etcetera has been a recurring theme over the years.

Furthermore, during the interviews it became clear that the terms used were not always clear, or the
participants were not familiar with it. This made it hard to answer the questions before these terms
were explained. With sort of helping the participants, they gave useful answers. But maybe they
were slightly steered towards those kind of answers by the explanation and examples. In hindsight,
guestions like, What does ... mean?, should be asked to get insight in their knowledge and after that
a given definition should be used during the rest of the interview. In that way, it should be clearer for
the participant and the researcher.

Confidentiality as stand-alone topic was difficult to discuss as it is seen as an extension of privacy
[5,34]. Participants struggled to properly answer the question, because they felt that it was a
repetition of earlier asked questions. Confidentiality could have been a sub question of privacy, if
participants did not mention confidentiality at all. And if they did mention confidentiality, it creates a
more natural opportunity to delve deeper.

It was difficult to talk about concerns during the interviews. This expressed itself in two ways. One,
they are convinced that they are it right and secondly theirseemingly limited knowledge of the terms
and topics. As mentioned earlier, this could be prevented by asking a knowledge question and after
that work with a given definition.

Afterseveninterviews with roughly the same tenorin terms of answers, theoretical saturation seems
to be reached. Therefore, the results of this research are of use for WOPIT. However, the question is
if this also applies for other SMEs in (psychiatric) healthcare. In further research, it is suggested to
compare multiple SMEs to have a greater generalizability.



Recommendations

As mentioned before, in further research it is suggested to ask knowledge questions during the
interviews, after researchers should work with a given definition of terms like privacy and security,
and it is advised to compare multiple SMEs for generalizability.

Furthermore, itis recommended thatthe management team creates a policy with fitting definitions,
description of procedures, raise awareness on these topics and this extensive fitting policy. This can
be achieved by using the DPQO’s knowledge and expertise. The DPO can help finding a fitting
definition, evaluating the policy, and recommend further steps [37]. It is also recommended to use
data protection assessments (DPIA) when making decisions that involve high risk privacy issues. The
DPO is obliged to give advice when performing a DPIA.

Having strict access controlis recommended for SMEs. SMEs have a trusting nature, but there are
employees that have unnecessary access to certain patient records. Access control is important for
maintaining security, and proving that everything is done to maintain security [1,27]. It is advised to
implement standardized strict access control.

During the training period it is recommended to include privacy and security issues in a way that
employees know what itis and how to handle certain situations. It is recommended to provide clarity
about the, for example, data breach procedures in the policy. Elaborate what employees’ and
employer’s duties, rights, and possible penalties are [28]. That transparency should give employees
the justified confidence that they know what to do in certain situations. Clarity creates unity in the
way of handling. This can be achieved via an interactive training where definitions are learned and
applied. After successfully finishing the training, the employee has the required knowledge to
function well. This knowledge should be maintained overthe duration of the contract, and therefore
it is suggested to, forexample, send fake phishing mails and/or occasionally repeating tests. When an
employee clicks on the link in a fake mail, they are directed to a mandatory refresher course or
something like that. This ensures that employees are keen on security threats and handle these
situations in the right way.

For WOPIT it is recommended to develop their policy in collaboration with the DPO, implement
standardized access control, train their employees to work vigilant with IT, and keep their trusty, and
open working environment. In this way, WOPIT can ensure privacy and security.



Conclusion

The goal of this research was to answer the following research question: “How to ensure vigilant
working with electronic care records at SMEs in care”. To understand what, and how to, ensure
vigilant working, eight themes were identified: Security, Privacy, Trust, Policy, Data breach,
Confidentiality, Ethics, and Safety.

Privacy and security are acknowledged as an important part of the job. However, knowledge about
this topics is seemingly insufficient. A clear understandingis essential. Improved knowledge benefits
the justification of trusting yourself, as an employee, and your colleagues. Through comprehensive
policies that include fitting explanations and detailed procedures. Policies should outline an
employee’s duties, rights, and potential penalties. The policy should be developed with the expertise
of a DPO. Whilst WOPIT is a well-performing SME, it still has limited expertise and budget to manage
these issues, which is the main difference in comparison with bigger organizations. A DPO can
provide the required assistance for SMEs, because the DPO is already familiar with the organization
as a healthcare organization is obliged to have a DPO.

The importance of access control is currently overlooked in SMEs. Implementing strict and
standardized access control measures is necessary to prevent unauthorized access. This includes
defining access requirements per function in the organization.

Employee training is critical. Employees should be trained on privacy, security, and the policy during
the training period and continuously through their contract at the organization. This training should
include interactive elements. Occasional testing should maintain knowledge and awareness. Fake
phishing mails can reinforce these practices.

Moreover, anonymization and pseudonymization techniques should be applied to protect patient
data. Transparency and honesty with patient about their data builds trust and improves the overall
work environment.

For SMEs, like WOPIT, to work vigilantly with ECRs need to:
1. Develop clear and comprehensive policies with the assistance of a DPO.
2. Implement standardized and strict access control measures.
3. Provide thorough and ongoing training for employees on privacy and security issues.
4. Foster atransparent and trusting work environment

If these things are adopted and implemented, SMEs can ensure the privacy and security of patient
data while maintaining a supportive and open culture at work.
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Appendix

Appendix 1. Search logbook literature study

Search terms Results | Valuable? | Search
care AND record AND privacy AND communication AND psych* 116 Yes 1
care AND record AND privacy AND communication AND psych* 12 No 2
AND outpatient

care AND record AND privacy AND internal AND communication 4 No 3
AND psych*

care AND record AND privacy AND communication AND psych* 0 No 4
AND independent AND living

care AND record AND privacy AND communication AND psych* 3 No 5
AND independent

care AND record AND privacy AND sharing AND psych* 48 Yes 6
care AND record AND security AND sharing AND psych* 21 No 7
care AND record AND security AND communication AND psych* 83 Yes 8
care AND record AND security AND communication AND psych* 0 No 9
AND independent AND living

care AND record AND security AND communication AND psych* 7 No 10
AND outpatient

care AND record AND security AND psych* AND outpatient 27 No 11
care AND record AND privacy AND communication AND psych* 28 No 12
AND security

care AND record AND privacy AND communication AND psych* 14 No 13
AND safety

care AND record AND privacy AND communication AND psych* 16 Yes 14
AND trust

care AND record AND privacy AND psych* AND trust 36 Yes 15
care AND record AND privacy AND psych* AND control 58 Yes 16
care AND record AND privacy AND communication AND psych* 26 Yes 17

AND control




Appendix 2. Informed consent

Consent form for interview — Master Thesis
YOU WILL RECEIVE A COPY OF THIS SIGNED CONSENT FORM

You are kindly invited to participate in an interview as part of my master thesis at WOPIT. Before you
decide whetherto participate, it is important to understand why the research is being conducted and
what it entails. Please take the time to carefully read the following information before deciding to
participate and consult with others if desired.

ABOUT THE RESEARCH

This researchis conducted by Jesper Walinga under the supervision of dr. ir. Ton Spil from the Faculty
of Behavioural Management and Socials Sciences and Industrial Engineering & Business Information
Systems at the University of Twente. The aim of this research is to map out the knowledge and views
on privacy and data security within WOPIT. The research has been approved by the Ethics Committee
of HSS at the University of Twente.

WHAT WOULD MY PARTICIPATION INVOLVE?

If you decide to participate, you will take part in an interview that will take approximately 30
minutes. In this interview, questions will be asked on various topics related to privacy and data
security.

Your participation in this research is entirely voluntary, and you can withdraw at any time. You are
free notto answerany questions. We believe there are no known risks associated with this research.
Your responses in this research will be kept confidential to the best of our ability. We will minimize
any risks by securely storing the data on UT servers and removing unnecessary personal data.

However, it is not possible to remove your data from the project after it has been anonymized
because we will no longer be able to identify your specific data. This does not affect your data
protection rights. If you decide not to participate, you do not need to take any further action.

DATA PROTECTION AND CONFIDENTIALITY
To participate in this research project, we need to collect information that could identify you, known
as “personally identifiable information”. Specifically, we need the following data:

e Yourgender

e Yourage

e Educational level

e Employment status

e Duration of employment

All data collected during the interview is only available to the researcher (Jesper Walinga) and the
supervisors (Ton Spil and Maarten Renkema) involved in this project. The data will only be used for
academic purposes. It contributes to the writing of my master thesis and other research publications
that may arise from it. Any publications resulting from this research will not identify you as a source
of information. A copy of the research results is available to you if you wish.



CONTACT DETAILS

If you have questions about the research or if you are interested in participating, please contact the
researcher:

JESPER WALINGA, e-mail: j.p.walinga@student.utwente.nl

Or the supervisor:
TON SPIL, e-mail: a.a.m.spil@utwente.nl



mailto:j.p.walinga@student.utwente.nl
mailto:a.a.m.spil@utwente.nl

Consent form for interview — Master Thesis
YOU WILL RECEIVE A COPY OF THIS SIGNED CONSENT FORM

Tick the right boxes Yes No
Participation in the research

| have read and understood the study information dated [dd/mm/yyyy] or it has been O- O-
read to me. | have had the opportunity to ask questions about the research, and my
guestions have been answered satisfactorily.

| voluntarily agree to participate in this research and understand that | can refuse to o O
answer questions and that | can withdraw from the research at any time without giving
areason.

| understand that participating in the research involves being interviewed. o O

Use of information in the research
| understand that the information | provide will be used for writing a master thesisand O- O-

other research publications that may result from it.

| understand that personal information collected about me that can identify me (e.g., O+ O-
my name or where | live) will not be shared outside the research team.

| agree that my information can be cited in research results. O O
Signature
Name:

Signature:

Study contact details for more information:
Jesper Walinga, j.p.walinga@student.utwente.nl or Ton Spil, a.a.m.spil@utwente.nl

Contact details for questions about your rights as a research participant:

If you have questions about your rights as a research participant, would like to obtain
information, ask questions, or discuss concerns about this research with someone other
than the researcher(s), please contact the secretary of the Ethics Committee of the
Faculty of Behavioural, Management and Social Sciences at the University of Twente.
You can reach them via the following email address: ethicscommittee-hss@utwente.nl



mailto:j.p.walinga@student.utwente.nl
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Appendix 3. Information form
Information form for participation in Medical-Scientific research

Dear Sir/Madam,

We are asking if you would like to participate in a scientific research study. Participation is entirely
voluntary; you decide whether you want to participate. Please read the information carefully, and if
you have any questions, you can contact the researcher. By participating in this research, you
contribute to science and the development of WOPIT. This letter contains information about this
research.

What is the aim of the research?

The aim of this research is to map out the views and knowledge of employees on privacy and data
security-related topics. Afterwards, WOPIT will receive advice or a tool that improves or maintains
awareness of these topics. Your input is therefore incredibly important to provide the most
appropriate follow-up to this research.

What does you participation involve?

If you decide to participate, the researcher will conduct an interview with you. The interview will last
approximately 30 minutes. During this interview, questions will be asked about privacy and data
security-related topics. The audio of the interview will be recorded. Your name will be known to the
researcher at the time of the interview but will not be part of the data collection. During the
recording, your name will notbe mentioned sothatthe interview cannot be traced back to you. Also,
in reports and any publications of this research, the results of the interview cannot be traced back to
you. If you have any questions or complaints about this, we ask you to contact the researcher.

If you do not want to participate or wish to stop the research

You decide whether you participate in the interview. If you participate, you can always change your
mind and stop, even during the interview. You do not need to provide reasons for ending the
interview. The answers collected up to that point will be used for the research without your
objection. If you object, the collected data will be destroyed

Thanks for your attention.

Researcher: Jesper Walinga, j.p.walinga@student.utwente.nl
Supervisor: Ton Spil, a.a.m.spil@utwente.nl



mailto:j.p.walinga@student.utwente.nl
mailto:a.a.m.spil@utwente.nl

Appendix 4. Interview scheme

General information
Respondent number:
Date:

Start time:

End time:

Introduction

Good morning/afternoon, my name is Jesper Walinga, and | am studying for a master’s degree in
Health Sciences at the University of Twente in Enschede. | am currently working on my graduation
research, and this interview is part of it. The research is about the views and knowledge of
employees regarding privacy and data security-related topics within WOPIT.

The purpose of this interview is to map out the views and knowledge of employees on privacy and
data security-related topics. Afterwards, WOPIT will receive advice or a tool that improves or
maintains awareness of the topics. Your input is therefore incredibly important to provide the most
appropriate follow-up to this research.

The information collected from this interview is confidential and processed anonymously. This means
that no information can be traced back to you in the final report. Before we begin, | would like to ask
your permission to record this interview. | will use the recording to listen back for my analysis. Do
you agree to the recording? | will also ask this after the recording has started so that it is included in
the recording. | hereby hand you the consent form.

*Sign consent form*

In this interview, | will ask various questions where there are no right or wrong answers. At any time,
you have the optionto stop the interview or not answer a specific question. If you do notunderstand
a question, please ask for clarification. During the interview, | may take notes. The interview will last
approximately 30 minutes.

Do you mind if | address you informally?
Do you have any further questions before we start the interview?

| will now start the recording.
*start recording*
Do you agree to the recording of this interview?

Personal information
First, | would like to ask you for some personal information.
- Whatis your age?
- Whatis your gender?
- Whatis your educational level?
- Whatis you employment status and duration?



Topics

| will ask questions about different themes which are important for this research about privacy and
information security at WOPIT.

Security (informatie security)
- Based on your working experience, tell me about your security-related concerns, if any,
within your daily work at WOPIT?
o Where do these concerns come from?
o What is done with your concerns?

- What security measures do you encounter in your daily work?
o Think of passwords, access to information only by members of you own location, etc.
o What do you think of all these measures?

- What constitutes a data breach?
o How do you handle a data breach? Or if you find out there is a data breach?
Why do you handle it this way?
What is WOPIT’s policy on a data breach?
Does the policy influence your actions? And in what way?
How do you think such situations are handled?
n data lek? Of als u er achter komt dat er een data lek is

0O O O O O

Privacy
- Basedon yourworking experience, tellme about your privacy-related concerns, if any, within
your daily work at WOPIT?
o Where do these concerns come from?
o Whatis done with your concerns?

- What privacy measures do you encounter in your daily work?
o Think of whether or not to use names, e.g. incident reports.
o What do you think of all those measures?

Policy
- What steps do you take if you have a question or encounter a situation where you do not
know WOPIT’s policy?
o Why these steps? (instinct, trained, policy)

- To what extent are you aware of WOPIT’s policy?
o Do you know where to find it?
o Do you know what it says?

- How much attention is given to vigilant working during the training period?
o What do you think of that amount of attention to this topic?
o Are these recurring topics even after the training period? In other words, is
knowledge/awareness maintained?
= [fyes, in whatform?
= If no, what do you think of this?



Ethics

Throughout you career, you have to make various ethical considerations, and you may sometimes
have to break agreed rules. Sometimes you weigh whether you MUST share information in the
interest of WOPIT, member in question, or other members. (Provide an example if necessary)

- How do you handle issues like the ones described above?
o What considerations do you make?
o  With whom do you make the final decision, and do you share your thinking?
o How do you prioritize?

Trust
| am now going to ask some questions about trust. Both trust in your own ability and trust from and
towards others. You may answer the question in the context of privacy, etc.

Do you trust that you do your job well? (minimize mistakes)
o Where does that trust come from? (Aware of rules, well-trained, never heard it was
not good)

- Towhat extent do you feel the trust of your colleagues that you do your job well?
o What shows this?

- Towhat extent do you trust your colleagues to do their job well?
o If you have doubts, what steps would you take?

- Towhat extent do you trust that the rules ultimately benefit the care and the care system?
o Where does that come from?

Confidentiality
As you know, the information you collect about members during your work is confidential. You
should not share information without permission.

- Based on your working experience, tell me about your confidentiality-related concerns, if
any, within your daily work at WOPIT?
o Where do these concerns come from?
o What do you do with your concerns?
o Whatis done with your concerns?

Safety (member safety)
- Towhat extent do you consider the safety of members when you record in the file?
o Think about wording things less severely than they might be.
o Would you write thing differently if the member did not have access?
=  Why?

- To what extent do you consider your own safety when you record in the file?
o Think about wording things less severely than they might be.
o Would you write thing differently if the member did not have access?
=  Why?



Conclusion

| have reached the end of the interview. Is there anything that has not been covered that you would
like to mention? Do you have any questions for me?

Thank you for your participation. | will now stop the recording. If you have any questions or

comments later, you can reach us at the contact details provided in the information letter for this
research.



Appendix 5. Overview themes with corresponding codes
Themes and corresponding codes

Security

Technical safeguard
Physical safeguard

Concerns
Opinion

Privacy

Pseudonymization

Awareness
Opinion
Concerns
Consent form

Trust
Colleague trust
Competency
System trust

Policy

Handling
Training period
Knowledge
Recurring theme

Data breach
Handling
Meaning
Policy
Opinion

Confidentiality
Honesty
Sharing at home

Ethics
Handling

Safety
Member access

Fragments (n=213)

44
19
12

39
16
13

35
14
14

32
11
10

30
15

= O

11

11
11

11
11

Participants (N=7)
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