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Abstract

Content Delivery Networks (CDNs) play a crucial role in optimizing web performance and
ensuring content security. This thesis provides a comprehensive analysis of CDN usage,
focusing on market distribution, feature adoption, and security configurations. The study
aims to fill the research gap in understanding the market dynamics of CDN services and
their implications for security and privacy. By employing a robust methodology that in-
cludes data collection, statistical analysis, and automated detection methods, the research
identifies major CDN providers and examines their paid features and Web Application Fire-
walls (WAF) across different website rankings and industry sectors. The findings reveal
that 34% of the measured websites use detectable CDNs, with Cloudflare dominating the
market, showing significant usage among both high-ranking and lower-ranking websites.
Furthermore, 22% of the measured websites utilize at least one detectable paid feature,
with Fastly and Amazon CloudFront showing higher proportions of paid feature usage
among high-traffic websites. The study also uncovers the extensive use of WAF solutions,
particularly among high-ranking websites, emphasizing the importance of security features
in the CDN landscape. This research provides valuable insights for website operators and
security professionals, aiding in informed decision-making regarding the selection and de-
ployment of CDN services to enhance web performance, security, and user experience.
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Chapter 1

Introduction

1.1 Motivation

In today’s digital landscape, the importance of Content Delivery Networks (CDNs) is
becoming increasingly evident. According to Cisco’s report, by 2022, Content Delivery
Networks (CDNs) will handle 72% of internet traffic, up from 56% in 2017 [3]. Addi-
tionally, the COVID-19 pandemic further highlighted the essential role of CDNs as online
availability became increasingly important, with the rise in remote work, online education,
and digital entertainment driving a unprecedented demand for reliable and fast content
delivery[14]. The CDN market is expected to grow steadily during the forecast period, as
the volume of data exchanged over the internet continues to increase with the ongoing roll-
out of high-speed networks [29]. According to recent market insights, the Content Delivery
Network market size was valued at USD 18.6 billion in 2022, and is projected to grow from
USD 21.67 billion in 2023 to USD 94.98 billion by 2030, with a compound annual growth
rate of 23.5% during 2023-2030 [21]. CDNs play a critical role not only in cyber security
but also directly impact user experience, they effectively distribute content globally, and
help to defend against various cyber threats.

However, the CDN features and protection configurations used by backend servers are
often opaque to end-users and may vary based on different plans and settings. Some CDN
providers offer free options while charging for additional features or products, but data
regarding the proportion of paying customers and the specific features or products they
use typically remains obscure. This lack of transparency presents challenges for researchers
and analysts aiming to understand the CDN market and its implications for security and
privacy from a security economic perspective. Therefore, gaining a deeper understanding
of the market distribution, usage patterns, and preferences of different websites for CDN
services holds significant theoretical and practical value.

Current research on CDN services predominantly focuses on technical performance and
single case studies, lacking systematic studies on overall market distribution and usage
patterns. Additionally, the demands and usage patterns of CDNs vary significantly among
different websites. This study will identify, analyze, and evaluate CDN service providers
and their paid features, as well as protection configurations such as Web Application Fire-
walls (WAF) and bot management, aiming to fill this research gap.

Understanding the distribution and usage characteristics of CDN features and protection
configurations is crucial. It enables website operators and security professionals to make
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informed decisions regarding the selection and deployment of CDN services and protective
measures. By investigating websites across different ranking intervals and industry cate-
gories and analyzing the adoption rates and usage characteristics of the CDN features they
utilize, organizations can optimize their defense strategies and resource allocation, thereby
enhancing website performance, security, and overall user experience.

1.2 Research Objective

The primary objective of this research is to identify, analyze, and evaluate the Content De-
livery Network (CDN) services and their paid features employed by websites. Specifically,
the study aims to determine the most commonly used CDN service providers and assess the
market distribution and usage patterns of these providers across different website ranking
intervals and industry sectors. The research will investigate the various types of paid CDN
features, such as Web Application Firewalls (WAF) and Bot Protection, and analyze their
adoption rates among websites. Additionally, this study will explore the characteristics of
websites utilizing CDN services, focusing on their business models and industry classifi-
cations. By correlating CDN usage with website categories, the research aims to uncover
patterns and preferences in the adoption of CDN services and features.

Through detailed data collection, statistical analysis, and the development of automated
detection methods, this research seeks to provide valuable insights into the CDN ecosys-
tem. The findings will aid businesses in understanding the competitive landscape of CDN
providers, the usage patterns of different CDN features, and the strategic decisions involved
in selecting and optimizing CDN services. Ultimately, the study aims to help businesses
enhance their web performance, security, and overall user experience through informed
investment in CDN solutions.

1.3 Research Questions

Based on the research motivation, objectives, and current State-of-the-art outlined above,
the key question of this study is: How many websites are using paid features? To
better address this key question, multiple methods and steps need to be designed and
executed. Therefore, we have divided it into several sub-questions:

1. How can we identify the CDN service providers used by the origin server?

We begin by analyzing publicly available statistical data to identify the most pop-
ular CDN service providers, accounting for over 80% of the market share. Subse-
quently, we conduct a comprehensive literature review and refer to relevant materi-
als and projects to design a methodology for accurately detecting these CDN service
providers.

2. What are the usage distributions of different CDNs across most popular websites?

Initially, we employ the devised methodology to detect CDN usage across the top
10K ranked websites and a random sample of 10K websites from the Tranco as test
datasets. Then we refine the methodology based on initial findings, adjusting fea-
tures as necessary. Finally, we perform large-scale measurements to analyze CDN
provider distributions among the top 1 million Tranco-ranked websites.
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3. What methods are available to profile the CDN features and protection configura-
tions employed by backend servers?

First, we create accounts of relevant CDN service providers based on requirements
and refer to their technical documentations and specifications to understand the pro-
tection features they offer. Then, we categorize the features and products based on
their types, and for each category, we refer to relevant materials and projects to de-
sign a method for detecting whether websites are using these features and products
or have enabled corresponding protection configurations.

4. To what extent are these detection measures reliable? (How accurate are these de-
tection methods?)

We conduct sample testing and manually validate results in real-world scenarios,
iteratively improving detection methods for enhanced reliability. Additionally, we
may consider purchasing protection features from CDN service providers for self-
hosted servers to establish a ground truth dataset, optimizing detection methods
based on test results.

1.4 Thesis Organization

This thesis is structured into several chapters to systematically address the research ob-
jectives and questions outlined. The remainder of the thesis is organized as follows:

Chapter 2 delves into the foundational concepts related to CDNs, including their architec-
ture, functionality, and significance. It also reviews related work in the field, highlighting
the existing literature on CDN security, privacy, and identification methods. Chapter 3
first describes the research design and methods used to conduct the study. It details the
approaches for CDN identification, feature identification, and the detection of Web Appli-
cation Firewalls (WAF) and bot protections, as well as the identification of paid Cloudflare
WAF and bot users. Then, it covers the practical steps taken to implement the research
methods. It includes data collection and correlation from Tranco-ranked websites and
domain categorization. Chapter 4 presents the findings of the research. It provides a com-
prehensive analysis of CDN usage distribution, feature adoption, and the implementation
of security configurations across various websites and industry sectors. Chapter 5 summa-
rizes the key findings of the research, discusses their implications, and suggests areas for
future study to further enhance the understanding and management of CDN services.
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Chapter 2

Background

2.1 CDN

2.1.1 CDN Introduction

Content Delivery Networks (CDNs) are a critical component of modern internet infras-
tructure, designed to enhance the speed and stability of content delivery and optimize user
experience through their globally distributed network architecture and advanced caching
technology.

The architecture of CDNs consists of globally distributed proxy servers that cache and
distribute static content to Internet Data Center (IDC) servers located in various geo-
graphic locations. The caching strategies of CDN edge servers typically follow the HTTP
protocol, using the "cache-control" header field in HTTP response packets to set cache
durations and other configurations. When a user requests data, the CDN node determines
whether the cached data has expired. If the cache is still valid, the cached data is returned
directly; if expired, the server fetches the latest data from the origin, updates the local
cache, and then returns the data to the user. This mechanism not only improves content
delivery speed but also significantly enhances network reliability.

Static content distributed by CDNs refers to files stored on servers that remain unchanged
with each user request. Typical static content includes images, videos, frontend resources
(such as HTML, CSS, JavaScript), software packages, APK files, and compressed files. The
fixed nature of static content allows caching technology to greatly improve transmission
efficiency and reduce server load. By caching static content on globally distributed proxy
servers, CDNs enable users to access these resources from nearby locations, thereby reduc-
ing network latency and bandwidth consumption. In contrast, dynamic content changes
based on specific user factors (such as access time, location, and device), including website
files (such as ASP, JSP, PHP, Perl, CGI), API requests, and database interactions. When
a user accesses dynamic content, the CDN edge server fetches the request from the ori-
gin server, which dynamically generates real-time data and returns it to the edge server,
which then forwards it to the user. Additionally, CDNs accelerate dynamic content access
through edge computing technology. Data sent by users is processed in the cloud, and
the results can be directly returned to the user, reducing response time and improving ac-
cess efficiency. Edge computing, combined with CDN caching mechanisms, optimizes static
content distribution and significantly enhances dynamic content processing capabilities[12].
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Through its globally distributed network architecture and advanced caching and load bal-
ancing technologies, CDNs provide fast, stable, and efficient content delivery services to
internet users. Firstly, CDNs significantly improve website load speeds. Caching tech-
nology and proximity access reduce transmission latency, enhancing the user experience.
Secondly, CDNs effectively lower bandwidth costs. By distributing cached content, they re-
duce bandwidth consumption on origin servers, thus lowering overall bandwidth expenses.
Additionally, CDNs increase content availability and redundancy. Their distributed archi-
tecture and caching mechanisms ensure that even if one node fails, users can still access con-
tent from other nodes, improving content availability and redundancy. Finally, CDNs en-
hance website security. With features such as Distributed Denial of Service (DDoS) attack
protection and Web Application Firewall (WAF), they improve overall website security[11].

CDNs demonstrate broad applicability and significant advantages across various appli-
cation scenarios. They are widely used in video-on-demand and audio streaming, live
streaming, online marketplaces, government and healthcare websites, news forums, and
blogs. By accelerating content delivery, reducing buffering time, improving access qual-
ity, and ensuring information security, CDNs greatly enhance user experience and service
quality[27].

2.1.2 CDN WAF & Bot

CDN Web Application Firewall (WAF) and Bot Protection products play a crucial role in
modern network security. These products are designed to protect web applications from
various cyber-attacks, including SQL injection, Cross-Site Scripting (XSS), Distributed
Denial of Service (DDoS) attacks, and malicious bot activities[2]. By leveraging globally
distributed server nodes, CDNs provide users with fast and reliable content delivery while
filtering and inspecting traffic before it reaches the origin server, thus blocking malicious
traffic at the source[10].

CDN WAFs utilize multiple detection techniques to identify and block attack traffic, includ-
ing signature-based detection, behavioral analysis, and machine learning. Signature-based
detection matches traffic against predefined attack patterns, while behavioral analysis mon-
itors traffic behavior to identify anomalies. Machine learning algorithms further enhance
detection capabilities by continuously improving detection models through self-learning,
allowing for the identification of unknown attack patterns. CDN Bot Protection products
focus on identifying and managing bot traffic, distinguishing between benign bots (such as
search engine crawlers) and malicious bots (such as content scrapers and credential stuffing
attacks). These products employ techniques such as fingerprinting, behavioral analysis, and
challenge-response tests (like CAPTCHA) to detect and block malicious bots. By utilizing
a global network of edge servers, these WAF and Bot Protection products can monitor and
filter web traffic in real time, effectively blocking various cyber-attacks and ensuring the
security and stability of web applications.

CDN WAF products typically employ multi-layered protection mechanisms to address
evolving cyber threats. Their core principles include the real-time analysis of HTTP/HTTPS
traffic utilizing predefined security rules and policies. These rule sets, maintained and up-
dated by security experts based on the latest threat intelligence and attack patterns, cover
common attack types such as SQL injection, XSS, and Remote Code Execution (RCE).
Combining machine learning and behavioral analysis allows CDN WAFs to detect abnor-
mal traffic patterns[34]. For instance, by analyzing the differences between normal user
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behavior and anomalous activities, WAFs can identify malicious bot traffic and DDoS at-
tacks. This approach allows for effective defense against even unknown attack methods
through behavioral anomaly detection mechanisms. Moreover, CDN WAF products pos-
sess adaptive learning capabilities. Through continuous learning and optimization, WAFs
can dynamically adjust their security strategies to address emerging threats, ensuring ef-
ficient protection in a constantly changing attack environment.

Despite the robust security features provided by CDN WAF products, attackers may still
attempt to bypass these defenses. For example, attackers might fragment malicious re-
quests into smaller pieces to evade rule-based detection. This can be achieved by inserting
harmless characters or using obfuscation techniques to bypass specific security rules. Ad-
ditionally, attackers can employ various encoding or encryption methods, such as Base64
encoding, URL encoding, or double encoding, to hide malicious payloads within seemingly
harmless requests, evading WAF detection. Furthermore, attackers can simulate normal
user behavior or use legitimate traffic patterns to mask their malicious activities. Tech-
niques such as rate limiting and delaying requests can reduce the suspiciousness of their
actions, thereby bypassing WAF defenses[26].

CDN Bot Protection systems, such as Cloudflare, employ a variety of sophisticated detec-
tion methods to distinguish between legitimate users and automated bots[9]. IP address
analysis is a key method, assigning trust scores by distinguishing between residential, mo-
bile, and data center IP addresses to detect the suspiciousness of high-frequency requests.
TLS handshake fingerprinting (JA3) is used to identify non-browser clients through unique
fingerprints generated during the handshake. HTTP header analysis detects anomalies or
inconsistencies in HTTP headers (such as User-Agent, Accept-Language, and Cookie), in-
dicating bot activity. JavaScript fingerprinting involves executing JavaScript challenges
to gather information about the client’s runtime environment, browser capabilities, and
hardware, which helps identify automation tools. Behavioral analysis monitors browsing
patterns and request frequency to detect abnormal behavior, where high-frequency page
requests can lower the trust score, leading to potential blocking[30].

Attackers also employ various evasion techniques to bypass these detection methods. Using
high-quality proxies is a common tactic, selecting high-trust residential or mobile proxies
and rotating them regularly to evade IP-based detection. Mimicking the TLS handshake
and HTTP headers of popular browsers reduces the likelihood of detection. In response
to JavaScript fingerprinting, attackers utilize headless browsers (such as Puppeteer, Sele-
nium) to automate browser operations and solve JavaScript challenges, using plugins like
puppeteer-stealth to hide automation behavior. Session management techniques combine
headless browsers with HTTP clients (such as FlareSolverr) to reuse session values, reduc-
ing the need to repeatedly solve JavaScript challenges. Additionally, attackers simulate
natural browsing patterns, including randomizing time intervals between requests, chang-
ing viewport sizes, and mimicking user interactions to maintain a high trust score and
reduce the risk of detection[36].
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2.2 Related Work

2.2.1 CDN Security and Privacy

There is relatively little research on CDN security at present. Understanding the com-
mon security challenges faced by CDNs and potential countermeasures can help compre-
hend CDN security configurations and optimize defense strategies against emerging cyber
threats.

Ghaznavi et al. [16] provide the first comprehensive survey on security challenges fac-
ing CDNs, along with their attack detection and mitigation approaches. The authors
categorize CDN security challenges per CDN infrastructure component, discuss possible
countermeasures and their effectiveness, and describe future research directions. This pa-
per aims to highlight the state of CDN security and identify important research challenges
in this area. In their work, the authors categorize CDN security challenges into three sec-
tions by CDN components: i.e., edge server, request routing, and origin server, respectively.
See the figure below:

Figure 2.1: Categorization of CDN security challenges(Ghaznavi, et al, Content
delivery network security: A survey., 2169)
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Zolfaghari et al. [38] extract the lifecycle of a CDN as suggested by the existing research,
and then investigate previous relevant works on each phase of the lifecycle to clarify where
the research is currently located and headed. They summarize relevant research and cat-
egorize them into four domains: i.e., ownership claiming, intrusion detection, penetration
testing and privacy. A comparison between security research in CDN and other technolo-
gies shows a clear need for more focus on CDN security. For example, protecting against
Distributed Denial of Service (DDoS) attacks requires serious attention as CDNs closely
interact with users. However, it is not just CDNs that need protection: Users and busi-
nesses should also be shielded from harmful CDNs. Privacy concerns, like managing user
consent and safeguarding behavioral information, need more effort. Recent advances like
homomorphic encryption offer promise in improving CDN privacy by allowing encrypted
data to be processed as if it were decrypted, processed, and re-encrypted. Although ho-
momorphic encryption is mature enough for some services like content search, integrating
it into CDN privacy requires interaction between users and content owners/providers. Ad-
ditionally, copyright measures such as watermarking, explored in fields like digital cinema,
should be further researched and standardized to protect the business value of content
shared over CDNs. Security considerations should be integrated into every phase of the
CDN lifecycle.

2.2.2 CDN Identification

Detecting and identifying the CDNs used by websites is an important part of this research,
they provide an important approach to measure and understand CDN market dynamics.
Various methods and techniques have been proposed to pinpoint the CDN behind domains.
However, to date, we have been unable to find studies focusing on detecting the protec-
tion configurations of CDNs or distinguishing between sites utilizing free and paid services.
Hence, this study aims to shed light on this subject and provide insights into these aspects.

Zhou et al. [37] propose a new method "MultiFinder" for detecting CDNs, including
multiple-CDN deployments, behind domains using a combination of DNS and HTTP-based
measurements. Key elements of MultiFinder include sending DNS queries with EDNS0
Client Subnet prefixes to open DNS resolvers, analyzing CNAME, HTTP(S) headers, TLS
certificates and RDAP(ipwhois) information.

Another method to discover CDNs behind the hostname is to convert IPs to AS and
then perform a regular expression search on the name field in the AS2Org database to
identify the CDNs. This method is widely used in academic works [32, 7].

Sosnowski et al. [33] propose an active measurement-based methodology for acquiring
Transport Layer Security (TLS) metadata from servers and leverage it for their finger-
printing. The fingerprints capture the characteristic behavior of the TLS stack primar-
ily caused by the implementation, configuration, and hardware support of the underlying
server. Using an empirical optimization strategy that maximizes information gain from ev-
ery handshake to minimize measurement costs, they generated 10 general-purpose Client
Hellos used as scanning probes to create a large database of TLS configurations used for
classifying servers. This approach can be used for CDN detection. CDNs provide large
number of verifiable data samples. For this measurement, they combined Autonomous
System (AS), HTTP header, and x509 certificate data to generate a ground truth. Then
they assigned a server to a CDN if it had a previously observed fingerprint. This assign-
ment was unambiguous because the fingerprints did not overlap.
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Shobiri et al. [31] describe a methodology for identifying CDNs used by websites through
feature extraction which is also used in previous studies [17, 18]. Key components of
this process include reverse DNS, HTTP headers, CNAME records, and TLS certificates.
Modifications and updates to previous feature sets are made due to changes in certifi-
cate extensions, privacy policies, and security concerns. They developed Python scripts to
extract features from websites in the Alexa top 1 million, with features stored for analy-
sis. Known CDN features are used to identify CDNs, while unknown CDNs are identified
through feature clustering and manual verification. Various techniques, such as reverse
DNS queries and examination of HTTP headers and CNAME records, are employed to
detect CDN usage. However, TLS certificates are not utilized due to the widespread adop-
tion of Server Name Indication (SNI) by most CDN providers, rendering them less useful
for front-end scanning.

2.2.3 CDN Bot Protection

CDN Bot protection is also an essential component of CDN protection configurations.
Detecting and identifying whether websites have implemented bot protection features or
products is crucial for this study. Therefore, we conducted a literature review to under-
stand the current research status and technological advancements in anti-bot services, as
well as common evasion and bypass methods. However, to date, we have not found litera-
ture focusing on detecting the bot protection services used by websites.

Amin Azad, et al. [1] investigate the design and implementation details of commercial
anti-bot services in an effort to understand how they operate and whether they can ef-
fectively identify and block malicious bots in practice. Since malicious bots can lie about
their identity, prior research has proposed a number of methods for bot detection, includ-
ing behavior-based detection (based on the premise that bots browse websites differently
than real users [22, 25]), detection based on accessing content that is invisible for regular
users [28, 35] and more recently, based on browser fingerprinting [5]. Once a visitor is
suspected to be a bot, the website can request the solving of CAPTCHAs, rate-limit the
user, or altogether block traffic from the offending IP address.

Li, et al. [24] outline methods for detecting and categorizing bots, including browser finger-
printing, TLS fingerprinting, behavioral analysis, and tracking browsing sessions. Browser
fingerprinting involves identifying unique browser configurations and behaviors, while TLS
fingerprinting detects discrepancies between declared and actual connection characteristics.
Behavioral analysis examines factors such as request rates and interactions with critical
endpoints, while tracking browsing sessions helps group requests from the same bot for
analysis and identification purposes.

Chiapponi, et al. [6] discuss the evolution process of CDN bot protection in their work.
Initially, techniques such as IP reputation, HTTP-based rate-limiting, and HTTP header
anomaly detection were used. Browser fingerprinting became popular, followed by JavaScript
and cookie challenges to deter bots. As bots evolved, methods like automated browser de-
tection and human interaction checks were introduced, including CAPTCHAs and machine
learning algorithms. Recently, strategies focus on wasting bot time and introducing crypto
challenges. Anti-bot solutions now employ two main detection approaches: knowledge-
based, which recognizes scraper fingerprints through HTTP headers and specific parame-
ters, and behavior-based, which uses machine learning to detect outliers in HTTP headers
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and payloads, classifying them as bot traffic and implementing countermeasures. Corre-
spondingly, bot evolution progresses from simple scripts to browser emulation frameworks
like Scrapy and PhantomJS, employing automated browsers such as Selenium with cookies
and JavaScript support. Bots now tackle CAPTCHAs by using infrastructures like captcha
farms or redirecting them to unwitting users. Additionally, scrapers utilize Residential IP
providers, offering anonymity and reputational advantages, eliminating the need for private
distributed infrastructures.
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Chapter 3

Methodology

3.1 Identification

This section outlines the method for identifying the CDN service providers used by origin
servers. The process involves a combination of data collection, statistical analysis, and
literature review to ensure the accuracy and comprehensiveness of CDN identification.
The following steps detail our approach:

3.1.1 CDN Identification

To identify the currently popular CDN service providers, we gathered industry reports,
market research company data, reports from technical analysis platforms, and publicly
available statistics to determine the major CDN service providers with over 80% market
share. We mainly consulted three following sources:

• Gartner

• IDC

• Built With

Gartner defines a "Content Delivery Network" (CDN) as a highly distributed, edge-based
cloud delivery platform that provides content acceleration, API caching, image optimiza-
tion, streaming video delivery, web application and perimeter security, as well as edge
computing and storage capabilities. We referred to the Gartner Global CDN Reviews and
Ratings [15].

The IDC MarketScape report evaluates the market performance and capabilities of global
commercial content delivery network service providers, categorizing them into different
leadership tiers. We referred to the IDC MarketScape: Worldwide Commercial Content
Delivery Network Services 2022 Vendor Assessment statistics [20].

Built With provides data on the distribution of CDN technologies used by the top one
million websites globally and ranks CDN service providers by usage. We also referred to
Built With’s Verified CDN Usage Distribution in the Top 1 Million Sites publicly available
statistics [4].
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Figure 3.1: Top In Verified CDN Usage Distribution in the Top 1 Million Sites

TABLE 3.1 lists most popular CDNs presented in each data source. By synthesizing these
three data sources, we also determined the CDN service providers we will include in this
study, listed in alphabetical order as follows:

• Akamai

• Amazon CloudFront

• Cloudflare

• Fastly

• Google Cloud CDN

• Microsoft Azure CDN

Table 3.1: Most Popular CDNs Presented in Data Source

Gartner IDC Built With
Cloudflare Y Y Y

Amazon CloudFront Y Y Y
Akamai Y Y Y

Google Cloud CDN Y N Y
Microsoft Azure CDN Y N Y

Fastly Y Y Y

To identify the CDN service providers used by websites, we conducted a literature review
and referenced the CDN identification methods used in related research, making improve-
ments to suit our study.

As mentioned in the related work, the currently popular CDN detection methods include
DNS records (CNAME, PTR, etc.), HTTP Headers, and mapping IP addresses to ASNs.
Some studies also used TLS certificates and TLS fingerprint data; however, these methods
have certain limitations and are therefore less commonly applied.

Based on the identification methods utilized in related research, we have adopted, im-
proved, and proposed the following identification methods:
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• CNAME: Some CDN service providers use CNAME records to redirect requests
from the origin domain to a CDN provider-specified (sub)domain. For instance,
websites using Fastly typically have CNAME records ending in "fastly.net".

• ASN: Edge servers used by CDN providers are generally located within their corre-
sponding Autonomous Systems (AS). Hence, domains using CDN services often have
IP addresses associated with the AS Numbers(ASN)s of the CDN providers. For
example, websites using Akamai typically have IP addresses associated with ASNs
"16625" or "20940". Note: We did not use ASN to detect Amazon CloudFront,
Google Cloud CDN, and Microsoft Azure CDN because these providers also offer
cloud computing services. These services share the same ASN as the CDN edge
servers, which could lead to inaccurate results.

• PTR: PTR records provide the domain information corresponding to an IP address.
Some CDN providers choose to disclose reverse domain name resolution records to
indicate the IP owner. For instance, websites using Amazon CloudFront often have
reverse resolution records ending in "cloudfront.net".

• HTTP Headers: Many CDN providers return unique HTTP headers in responses.
For example, websites using Cloudflare often include headers such as "Server: Cloud-
flare" and/or "CF-RAY".

More detailed identification methods are illustrated in TABLE 3.2.

Table 3.2: CDN Identifiers

CDN Provider CNAME ASN PTR Headers

Cloudflare cdn.cloudflare.net 13335, 209242 /
Server: Cloudflare
CF-Cache-Status
CF-RAY

Amazon CloudFront cloudfront.net / cloudfront.net

Server: CloudFront
Via: CloudFront
x-amz-cf-id
x-amz-cf-pop

Akamai

edgekey.net
edgesuite.net
akamaized.net
akamaihd.net

16625, 20940 akamaitechnologies.com

Server: AkamaiGHost
X-Akamai-Transformed
X-Akam-SW-Version
Akamai-GRN
X-Akamai-Request-ID
Akamai-Mon-Iucid-Del
Akamai-True-TTL

Google Cloud CDN / / googleusercontent.com /

Microsoft Azure CDN azureedge.net
azurefd.net / /

X-Azure-Ref
x-fd-int-roxy-purgeid
X-Azure-Ref-OriginShield

Fastly fastly.net 54113 /

X-Fastly-Request-ID
Fastly-Restarts
Fastly-Client-IP
fastly-request-id
Fastly-Drupal-Html

3.1.2 CDN Features Identification

To identify the paid CDN features used by websites, we first visited the websites of various
CDN service providers to understand the paid features each provider offers. Secondly, we
referenced relevant documentation to understand their feature characteristics and proposed
possible detection methods. We focused on the following attributes to identify the paid

13



CDN features used by websites. We explain some of used attributes below. For more
detailed identification methods please refer to appendix A.

• CNAME: CNAME records can indicate the CDN features used by a website. For
example, websites with CNAME records ending in "elb.amazonaws.com" suggest the
use of Amazon Classic Load Balancer.

• PTR: PTR records can indicate the CDN features used by a website. For instance,
websites with reverse domain name resolution results ending in "awsglobalaccelera-
tor.com" suggest the use of Amazon Global Accelerator.

• ASD / ASN (Autonomous System Description / Number): Some CDN features
might have specific ASD / ASN info. For instance, the IPs used by Cloudflare Spec-
trum corresponds to the AS information: CLOUDFLARESPECTRUM Cloudflare,
Inc. / 209242.

• Headers (HTTP Headers): HTTP response Headers can also indicate the CDN
features used by a website. For example, the Header "X-Azure-Ref-OriginShield"
suggests the use of Azure Origin Shield.

• NS: NS records indicate the authoritative name servers used by a domain. Many
CDN providers also offer paid DNS services. For instance, websites using Akamai
Edge DNS typically have NS records containing "akam.net".

• CERT-issuer (TLS Certificate Issuer): Many CDN providers restrict the Certificate
Authorities (CAs) from which a website can obtain TLS certificates. For example,
only paid Fastly users can use CAs other than Let’s Encrypt and Certainly.

• CERT-san (TLS Certificate Subject Alternative Name): SAN indicates the do-
mains, IP addresses, and email addresses covered by a single TLS certificate. Many
CDN providers restrict the scope of TLS certificates for websites but offer paid ad-
vanced certificates. For example, Amazon CloudFront provides paid dedicated IP
certificates.

3.1.3 WAF&Bot Identification

Additionally, we also identified CDN WAF (Web Application Firewall) and Bot Protection
features. However, it is important to note that the detectability of WAF and bot protection
features may vary depending on website settings. We only made ethical modifications to
HTTP requests and did not send any requests containing malicious code to the websites.
This means that for some websites that prioritize user experience over security, or those
using low-security configurations, our probing might not be detected as malicious behavior
by the WAF, thus not triggering protective measures. Consequently, the identification
results represent a lower bound, and it is possible that some websites may be using these
features without our detection. We explain some of used attributes below, and identifica-
tion methods are shown in TABLE 3.3-3.5.

Note: Since the functionality of CDN WAF and Bot Management features sometimes
overlap and cannot be completely distinguished from the client side, we have unified the
terminology in this study, referring to both features collectively as WAF.

• HTTP Title: Many CDN providers’ WAF and Bot features return default error
pages. For instance, websites using Cloudflare WAF might have error pages with
titles such as "Attention Required! | Cloudflare".
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• HTTP Body: To increase identification accuracy, we also examine the body content
of error pages. For example, websites using Akamai WAF may return an error page
with the title "Access Denied". However, since this title is similar to those returned
by some HTTP servers for 403 errors, we also review the body content. If it contains
"errors.edgesuite.net", it is typically indicative of Akamai WAF usage.

• HTTP Headers: Headers are also part of the detection mechanism. For example, if
the "x-amzn-waf-action" header is present in an HTTP response, it typically indicates
the use of AWS WAF.

Table 3.3: WAF&Bot Identifiers - Cloudflare

Title Body Headers Feature
Just a moment... / CF-RAY Cloudflare WAF

Attention Required! | Cloudflare / / Cloudflare WAF
Access denied Cloudflare Ray ID CF-RAY Cloudflare WAF

/ /
one of the following:

cf-chl-out
cf-mitigated

Cloudflare WAF

Table 3.4: WAF&Bot Identifiers - CloudFront

Title Body Headers Feature
ERROR: The request could not be satisfied Generated by cloudfront (CloudFront) / AWS WAF

Human Verification awswaf.com / AWS WAF
/ / x-amzn-waf-action AWS WAF

Table 3.5: WAF&Bot Identifiers - Akamai

Title Body Headers Feature
Access Denied errors.edgesuite.net / Akamai WAF

3.1.4 Cloudflare WAF&Bot Paid User Identification

In contrast to other CDN service providers, where access to WAF and Bot services typically
requires paid subscriptions, Cloudflare offers partial functionalities to its free users. To
distinguish between free and paid users of Cloudflare’s WAF & Bot features, we utilized
the following criteria:

• Custom Pages (Error and Challenge): This rule matches domains that return
a custom error page, a feature available only to paid users.

• Cloudflare 1XXX Errors: This rule matches domains that return 1xxx errors,
with restrictions applicable only to paid users.

• TLS Fingerprint Detection: This rule matches domains that have enabled the
advanced Bot detection mechanism, a feature available only to paid users.

For the TLS fingerprint detection rule, we aim to determine whether a website employs
this technique as a bot protection measure. Our methodology is as follows:
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Initially, we send a request to the website using typical legitimate browser headers (in-
cluding User-Agent) via the Ruby net/http library’s TLS fingerprint. We then observe
whether the request is challenged or blocked. If the request is challenged or blocked, we
resend the same request headers but spoof the browser’s TLS fingerprint to that of Chrome
116 or Safari 15.5. We then re-evaluate if the request is challenged or blocked. If the re-
quest is still challenged or blocked, this suggests that the protection mechanism is not due
to TLS fingerprint detection. Conversely, if the request is accepted, this indicates that the
website utilizes TLS fingerprint detection as a bot protection technique, implying that the
corresponding Cloudflare WAF & Bot user is a paid user.

3.2 Measurement and Correlation

This section outlines the process for collecting and correlating data related to CDN usage,
CDN feature usage, and domain categorization. By applying the detection and identifica-
tion methods described in the previous section, we performed large-scale measurements.
We then obtained domain categorization data and correlated it with our findings to gain
deeper insights. The following steps detail our approach:

3.2.1 Tranco-ranked websites

To detect the CDN, paid CDN features, and CDN protection configurations (WAF &
Bot) used by websites, we implemented automated ruby scripts based on the detection
methods designed in our methodology. First, we categorized the required attributes into
the following three categories:

1. DNS records, including: CNAME, NS, A, AAAA, PTR

2. AS information, including: AS-Country, AS-Description, and ASN

3. HTTP response, including: HTTP Code, HTTP Headers, HTTP Body, and TLS
Certificate

We used Unbound configured as a local DNS Server for DNS queries, and the datebase
from iptoasn.com to resolve IP-to-AS information, then sent HTTP requests to websites
to retrieve HTTP responses and corresponding TLS certificate information. After obtain-
ing the necessary information, we cross-matched it based on the identification methods
outlined in our methodology to determine the CDN and paid CDN features used by the
websites.

We developed a Ruby script, measured the top 10,000 websites ranked by Tranco[23].
We utilized multithreading to reduce runtime. It takes approximately 3 minutes on a
system running Debian 12 with an AMD EPYC 9534 16-core processor and 32GB RAM.
We manually sampled and analyzed the scan results, which were accurate and met our
expectations. Consequently, we conducted large-scale measurements on the top 1 million
websites ranked by Tranco.

To further improve the script’s efficiency, we analyzed the measurement results and found
that most websites’ CDNs could be identified using CNAME, PTR, and ASN records.
Websites identified as using CDNs via HTTP Headers accounted for only 0.41%, as shown
in FIGURE 3.2. Therefore, we decided to send HTTP requests only to websites identified
as using CDNs to further detect the paid CDN features, thereby reducing runtime. The
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optimized execution time was approximately 5 hours on the same system. To verify data
stability, we also did daily measurement of the top 1 million websites ranked by Tranco.
The analysis of the results showed stable measurement data.

Figure 3.2: Percentage of Domains Identified by Header

Note: We used the Tranco ranking list with subdomains for measurement because different
subdomains and top-level domains may use different CDNs or CDN features. Therefore,
we used the list with subdomains to improve the accuracy of the measurement results.
Additionally, for domains that require sending HTTP requests, some domains may redirect
the request to a subdomain or another domain. We only follow redirects within the same
FQDN to obtain accurate HTTP response and TLS certificate information, thus enhancing
the accuracy of the measurement results.

3.2.2 Domain Categorization and Correlation

To analyze the industry distribution of websites using CDNs and their paid features, We
obtained domain classification information from the IBM X-Force Exchange API[19]. This
API provides comprehensive domain categorization data, classifying websites into various
industry categories such as technology, finance, healthcare, retail, and more. New users
can access a 30-day Standard trial with 1 million API calls, and the rate limit is set at
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3000 requests per minute. As an alternative, the Cloudflare API is available, but with lim-
itations for free tier users who can retrieve information on up to 100 domains per month,
insufficient for our research needs.

We then correlated the classification data from the IBM X-Force Exchange API with our
previously collected measurement results. This integration involved aligning each domain’s
classification with the identified CDN and its associated features, enabling further detailed
analysis.
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Chapter 4

Results

The Results section provides a comprehensive analysis of the data collected on CDN usage
distribution, focusing on different aspects of the market and the characteristics of various
CDN providers. This section is structured as follows:

1. CDN Usage Distribution:

• Overall Usage: This part shows the market share of various CDN providers
from July 1st to July 7th, highlighting Cloudflare’s dominance. FIGURE 4.1
and 4.2 visualizes the usage proportions among the top one million websites.

• Ranking Distribution: Using ECDF charts (FIGURE 4.3 and 4.4), this sub-
section examines how different CDN providers are utilized across various website
rankings, revealing distinct market strategies and user preferences.

• Categorized Usage: This analysis correlates CDN usage with domain clas-
sification data, illustrating the distribution of CDN providers across different
industries in FIGURE 4.5-4.7, and Appendix B.

2. CDN Features:

• Overall Usage: This subsection provides insights into the overall usage pro-
portions of paid CDN features. FIGURE 4.8 and 4.9 shows the market share of
paid features among different CDN providers.

• Ranking Distribution: FIGURE 4.10 and 4.11 depict the distribution of paid
feature usage across different website rankings, highlighting the preferences of
high-traffic websites.

• Detailed Usage: This part provides a deeper analysis of CDN feature usage
for each CDN provider, as shown in Appendix C.

• Feature Combinations: FIGURE 4.12 presents a heatmap illustrating the
popularity of various CDN feature combinations among different CDN providers.

• Categorized Usage: This part analyzes the usage of CDN features across
various website categories, as shown in FIGURE 4.13-4.15.

3. WAF & Bot:

• Overall Usage: This subsection examines the distribution of Web Applica-
tion Firewall (WAF) features among different CDN providers. FIGURE 4.16
provides a detailed view of WAF usage.
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• Categorized Usage: FIGURE 4.17-4.19 show the distribution of WAF fea-
tures across different website categories.

• Ranking Distribution: The ECDF charts (FIGURE 4.20-4.22) illustrate the
usage of WAF features among websites of various rankings.

Throughout this section, each figure provides visual representation and detailed analysis
to support the findings, offering a comprehensive understanding of the CDN market.

4.1 CDN Usage Distribution

4.1.1 Overall Distribution

Based on our measurement data of the Tranco top 1 million websites, we conducted a CDN
Usage Distribution analysis to gain insights of the CDN market. As shown in FIGURE 4.1,
34.38% of the measured websites use detectable CDNs. FIGURE 4.2 shows the CDN usage
distribution. We reviewed the measurement data for the period from July 1st to July 7th.
The data analysis reveals that, aside from minor fluctuations observed in Cloudflare and
Google Cloud CDN, the proportions of other CDN service providers remained consistent
and without any visually perceptible variations. This consistency across different providers
suggests that our measurement methodology is robust and reliable.

As shown in FIGURE 4.2, Cloudflare overwhelmingly dominates the market with a usage
proportion of approximately 70%, significantly surpassing other CDN providers. Amazon
CloudFront and Akamai follow closely behind, but their usage proportions are noticeably
lower than that of Cloudflare. Google Cloud CDN and Fastly rank fourth and fifth, re-
spectively, demonstrating their significant positions in the market. However, the market
shares of these providers remain substantially lower compared to Cloudflare. Microsoft
Azure CDN/Azure Front Door holds a relatively low market share, reflecting its limited
influence in the CDN market.

Figure 4.1: Proportion of Websites Utilizing Detectable CDNs

20



0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7
Proportion

Microsoft Azure CDN / Azure Front Door

Google Cloud CDN

Fastly

Cloudflare

Amazon CloudFront

Akamai

C
D

N
CDN Usage Distribution

Figure 4.2: CDN Usage Distribution of Tranco Top 1 Million Sites

4.1.2 Ranking Distribution

We further analyzed the distribution characteristics of each CDN provider across different
ranking intervals. The empirical cumulative distribution function (ECDF) chart reveals
the usage and ranking distribution characteristics of different CDN providers among the
top one million websites, as shown in FIGURE 4.3 and 4.4. Amazon CloudFront, Akamai,
and Fastly exhibit similar distribution patterns, with higher usage proportions among
highly-ranked websites. This distribution characteristic reflects the specific advantages
and market positioning of these CDN service providers in high-traffic websites. They
likely focus more on meeting the service demands of high-traffic, high-value websites by
providing optimized performance and reliability to meet their stringent requirements. In
contrast, Cloudflare and Google Cloud CDN display a more uniform ranking distribution,
with widespread usage across all ranking intervals. This uniform distribution indicates
that Google Cloud CDN and Cloudflare have adopted more universal strategies in the
market, serving not only high-ranking websites but also a substantial number of mid- to
low-ranking websites. This reflects their attractiveness and competitiveness across different
market tiers. Microsoft Azure CDN/Azure Front Door, on the other hand, shows a distinct
distribution characteristic. Its usage proportion is relatively low in the overall market but
highly concentrated among websites ranked after the 75th percentile. This may indicate
that Azure primarily attracts small to medium-sized websites, possibly due to its pricing
strategy, service characteristics, or market promotion strategies that better align with the
needs of these websites.
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Figure 4.3: CDN-Rankings ECDF
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4.1.3 Categorized Distribution

To further analyze CDN usage across different categories of websites, we correlated the
measurement results with domain classification data. This enabled us to better under-
stand the market penetration and usage patterns of different CDN providers in various
industries. FIGURE 4.5-4.7 illustrate the usage distribution of each CDN provider across
different website categories, revealing their market strategies and user preferences.

As shown in FIGURE 4.5, Cloudflare dominates across all categories, particularly in the
"General Business" category, where its usage far surpasses that of other CDN providers.
This further demonstrates Cloudflare’s broad applicability and widespread recognition, in-
dicating its strong appeal among a wide range of commercial websites. This might be
attributed to the attractiveness of its free plan. Notably, Akamai has the highest usage
in the "Cloud" category, suggesting its greater popularity among technology-intensive and
cloud computing-related websites. Additionally, Cloudflare’s usage in the "Pornography"
category is significantly higher than in other categories.

To more accurately analyze CDN usage among other categories, we excluded Cloudflare
and the "General Business" category, as shown in FIGURE 4.6. It reveals some significant
differences in CDN usage across various categories. For example, Amazon CloudFront has
a higher usage in the "Education" category, likely due to the adoption of AWS by various
third-party learning management system solutions, such as Instructure Canvas and Black-
board; Akamai holds a larger market share in the "Cloud" and "Shopping" categories.
However, no single CDN provider dominates all categories. It is also noteworthy that,
although Microsoft Azure CDN/Azure Front Door has a relatively low market share across
categories, it maintains a presence in the "Banner Advertisements" category.

FIGURE 4.7 further clarifies the proportions of different website categories across vari-
ous CDN providers. The separated CDN Usage Distribution of different website categories
are shown in Appendix B.
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Figure 4.7: CDN Usage Distribution Categorized

4.2 CDN Features

4.2.1 Overall Usage

In the analysis of the usage of CDN paid features, we can observe the market strategies
of various CDN providers in offering value-added services and advanced functionalities,
as well as the distribution characteristics of their user bases. As shown in FIGURE 4.8,
22.44% of the measured websites utilize at least one detectable paid feature offered by
CDNs. FIGURE 4.9 shows the distribution of paid CDN users, We reviewed the mea-
surement data for the period from July 1st to July 7th. The data analysis reveals that,
aside from minor fluctuations observed in Google Cloud CDN, the proportions of other
CDN users using paid features remained consistent and without any visually perceptible
variations. The stability of the data further confirms the reliability of our approach in
capturing accurate and representative measurements of CDN paid features.

As shown in FIGURE 4.9, significant differences in market share for paid features among
CDN providers are evident. Fastly and Amazon CloudFront exhibit higher proportions of
paid feature usage, particularly Fastly, where over 75% of its users utilize paid features.
This indicates that Fastly and Amazon CloudFront have a significant market advantage in
offering certain advanced features and services, likely due to their ability to meet the high
traffic and performance demands of websites. Additionally, Google Cloud CDN also shows
a notable market share in paid feature usage, highlighting its attractiveness for advanced
feature needs. Cloudflare and Akamai have relatively lower proportions of paid feature
usage. Despite Cloudflare’s market dominance, a large portion of its users may prefer its
free basic features, which aligns with its market strategy and broad user base. For Akamai,
the lower usage of paid features might be due to its comprehensive basic offerings, reducing
the need for additional paid features. Microsoft Azure CDN/Azure Front Door has the
lowest proportion of paid feature usage, consistent with its lower overall market share.
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Figure 4.8: Proportion of Websites Utilizing Detectable Paid Features
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Figure 4.9: Distribution of CDN Users Using Paid Features

4.2.2 Ranking Distribution

FIGURE 4.10 provides an overall comparison of all CDN providers. Akamai distinctly
shows a higher proportion of paid feature usage among high-ranking websites, with the
steepest curve indicating that its paid features are primarily adopted by high-ranking,
high-traffic websites. Fastly, Amazon CloudFront, and Google Cloud CDN follow, with
notable usage of paid features in mid-to-high-ranking websites. Cloudflare’s paid feature
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usage curve fluctuates more, with coverage across websites of various rankings, showing
a more pronounced presence in mid-to-high-ranking websites but with an overall lower
proportion compared to the aforementioned CDN providers. Due to the minimal number
of Microsoft Azure CDN/Azure Front Door users using paid features, it is omitted from
the chart.

Finally, FIGURE 4.11 further illustrates the usage of paid features by different CDN
providers across various ranking intervals. Akamai’s paid features show the highest con-
centration among high-ranking websites compared to other CDN providers. Its Edge DNS
and Global Traffic Management features are significantly used in high-ranking websites.
Amazon CloudFront, Fastly, and Google Cloud CDN also exhibit high usage proportions
of paid features in mid-to-high-ranking websites. Cloudflare offers a range of paid features,
such as Advanced/Custom Certificates, Partial (CNAME) setup, and Secondary DNS,
with usage distributed across different ranking intervals but showing some concentration
in mid-to-high-ranking websites. Notably, Cloudflare’s Spectrum feature is predominantly
used by mid-to-low-ranking websites, possibly due to our ASN-based identification method,
which may overlook high-ranking websites that use their own IP addresses, which may not
be announced in the same ASN, as explained in Cloudflare Spectrum – BYOIP[8]. Due to
the minimal usage of paid features by Microsoft Azure CDN/Azure Front Door users, its
result is omitted from the chart.
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Figure 4.11: CDN-Features ECDF

4.2.3 Detailed Usage

Next, we detailed the usage proportions of paid features for users of each CDN service
provider. Based on the six charts in Appendix C illustrating the usage of paid features by
different CDN users, we can observe that Akamai’s paid features usage primarily concen-
trates on Edge DNS and Global Traffic Management. These two features are evidently the
most popular advanced services among Akamai users. However, most users still opt not
to use any additional paid features that we can detect, indicating that its core user base
may rely more on its robust basic services. For Amazon CloudFront, Route 53 is the most
commonly used paid feature, occupying a large proportion. In contrast, the usage rates
of other paid features are almost negligible. This suggests that Route 53 has a very high
acceptance and usage rate among Amazon CloudFront users, likely due to its advantages
in DNS management and traffic routing. Cloudflare’s chart shows frequently used paid fea-
tures, including Advanced/Custom Certificates, Partial (CNAME) Setup, and Spectrum.
However, the vast majority of users still do not use any detectable paid features, consistent
with Cloudflare’s strategy of offering a wide range of free services in the market. A signifi-
cant proportion of Fastly users choose to use paid certificate features, with Amazon Route
53 also having a notable usage proportion. For both Cloudflare and Fastly, paid certificates
are the most commonly used paid feature, occupying the majority proportion. This may be
due to the need for managing multiple domains/subdomains, with paid certificates allow-
ing them to choose more certificate authorities, use dedicated IP certificates, and benefit
from automatic renewals. Google Cloud CDN users primarily utilize paid features such as
Google Cloud Load Balancing and Google Cloud DNS. These two features are evidently
the most popular advanced services among Google Cloud CDN users, likely due to their
advantages in load balancing and DNS management. It is noteworthy that Amazon Route
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53 still has a certain proportion among its user base, slightly lower than Google Cloud
DNS. Other paid features have lower usage rates but still show some diversity. Microsoft
Azure CDN/Azure Front Door’s chart shows that its users almost do not use any paid
features. This might reflect Azure’s weaker competitiveness in the CDN market or that its
users rely more on basic services.

4.2.4 Feature Combinations

To further analyze websites using the combination of CDN paid features from multiple dif-
ferent CDN service providers, we created a corresponding heatmap. This heatmap allows
us to visually observe the popularity of various CDN feature combinations. As shown in
FIGURE 4.12, Amazon Route 53 is one of the most popular DNS services, especially for
users of Fastly’s paid TLS certificates. The number of users utilizing Amazon Route 53
far exceeds those using other DNS services. Upon reviewing Fastly’s documentation, we
found that Fastly uses Amazon Route 53 as the default DNS service provider for CDN
configuration in its official documentation[13]. This likely explains the high popularity of
this combination in the heatmap. Additionally, Fastly does not offer paid DNS services,
which may indirectly lead users with advanced DNS service needs to choose other DNS
providers. The combination of Amazon Route 53 and Cloudflare Spectrum is also quite
popular, surpassing other combinations of Cloudflare’s paid features. However, we could
not find a reasonable explanation for this result. The combination of Google Cloud Load
Balancing and Google Cloud DNS is more popular compared to its combination with Ama-
zon Route 53, indicating Google Cloud CDN’s competitiveness in providing an integrated
solution and its users’ reliance on load balancing and DNS services.
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Figure 4.12: Popularity Heatmap of CDN Feature Combinations

4.2.5 Categorized Usage

FIGURE 4.13-4.15 illustrate the proportions of CDN features by corresponding website
categories, we can gain deeper insights into the usage of each CDN provider’s features
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across different website categories. As shown in FIGURE 4.13, Amazon Route 53 is the
most popular among all identified features. Websites in the General Business category
make up the majority of users utilizing CDN paid features.

As shown in FIGURE 4.14, after removing the General Business category, we can more
clearly see the specific usage in other categories. Amazon Route 53 shows a high usage
rate across multiple categories, particularly in the Education category, where its usage
far exceeds other categories. This indicates a high acceptance of Amazon Route 53 in
technology-intensive fields. Additionally, it is evident that educational websites have a
significantly higher number of paid feature usages compared to other categories. This may
be due to the complex domain setups, intricate network structures, and numerous infras-
tructures of educational websites, leading to a higher demand for paid CDN features.

FIGURE 4.15 further clarifies the proportions of different website categories across various
CDN feature users.
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Figure 4.13: CDN Features Categorized
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Figure 4.14: CDN Features Categorized(no general business)
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Figure 4.15: Distribution of CDN Features Categorized

4.3 WAF & Bot

4.3.1 Overall Usage

We also did separate analysis on CDN WAF and Bot Features. FIGURE 4.16 show the
usage distribution of CDN WAF features, from which we can draw the following key con-
clusions: Cloudflare’s WAF (including paid WAF) dominates overall usage, accounting for
over 90% of the detectable WAF products. The usage rates of AWS WAF and Akamai
WAF are similar, with Akamai WAF having a slightly higher user proportion than AWS
WAF, but both fall far behind Cloudflare.
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Figure 4.16: CDN WAF Distribution

4.3.2 Categorized Usage

FIGURE 4.17 provides a more intuitive view of the usage of various WAF features across
different categories. Including the General Business category, Cloudflare WAF and Cloud-
flare WAF (Paid) have significantly higher user numbers in the General Business category
compared to other categories. Moreover, the General Business category websites also dom-
inate the overall market, particularly evident in the usage of Cloudflare’s WAF features.

After removing the General Business category, as shown in FIGURE 4.18, we can more
clearly see the specific usage in other categories. Cloudflare WAF and Cloudflare WAF
(Paid) continue to dominate most categories, particularly in Education, Shopping, and
Sports. Akamai WAF has higher user numbers across categories than AWS WAF, espe-
cially in the Shopping category. Additionally, Cloudflare WAF (Paid) has higher usage
numbers in all categories compared to the free version. Notably, Education and Shopping
websites show significantly higher usage of WAF products than other categories, indicating
a higher demand for advanced security features in these categories. For instance, Shopping
websites often require protection against bots and complex web attacks, making them more
likely to pay for advanced WAF features.

FIGURE 4.19 further clarifies the proportions of different website categories across various
CDN WAF products.
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Figure 4.17: Distribution of CDN WAF Categorized
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Figure 4.18: Distribution of CDN WAF Categorized(no general business)
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Figure 4.19: CDN WAF Distribution Categorized

4.3.3 Ranking Distribution

To gain a deeper understanding of the usage of WAF products by different CDN providers
across various website rankings, we created an ECDF chart for CDN WAF products. As
FIGURE 4.20-4.22 illustrate, the higher the website ranking, the higher the proportion
of paid WAF usage. These high-ranking websites are likely more concerned with security
and opt for paid WAF products. This is particularly evident in Cloudflare’s chart, where
the curve for Cloudflare’s paid WAF shows a significantly higher user proportion among
the top 300,000 websites compared to the free Cloudflare WAF. Paid WAF usage holds a
larger market share among high-ranking websites, while the free WAF is more widely used
among mid- to low-ranking websites. This also indicates that high-ranking websites tend
to choose paid WAF services to enhance security, whereas mid- to low-ranking websites
more often opt for free or basic WAF services.
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Figure 4.20: CDN WAF ECDF-Akamai
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Figure 4.21: CDN WAF ECDF-AWS
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Figure 4.22: CDN WAF ECDF-Cloudflare
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Chapter 5

Conclusion and Future Work

5.1 Conclusion

In this thesis, we have conducted a detailed study of Content Delivery Networks (CDNs),
focusing on their usage distribution, features, and security configurations. Through our
methodology, we identified and analyzed the major CDN service providers and their market
shares, investigated the adoption rates of paid CDN features, and evaluated the protection
configurations such as Web Application Firewalls (WAF) and bot management mecha-
nisms.

Our findings provide valuable insights into the CDN ecosystem. Cloudflare emerged as
a dominant player in the CDN market, with a substantial share among both high-ranking
and lower-ranking websites. Other major providers like Amazon CloudFront, Akamai,
Google Cloud CDN, Fastly, and Microsoft Azure CDN also demonstrated significant pres-
ence, each with unique distribution patterns and feature adoption rates.

The analysis of paid CDN features highlighted the varying strategies and offerings of differ-
ent providers. Fastly and Amazon CloudFront showed higher proportions of paid feature
usage, particularly among high-traffic websites. Cloudflare, despite its widespread free
service adoption, also had notable usage of advanced features among mid-to-high-ranking
websites. The popularity of certain features, such as Amazon Route 53 and Fastly’s TLS
certificates, underscored the importance of DNS and certificate management services in
the CDN landscape.

Our examination of WAF and bot protection configurations revealed that Cloudflare’s
WAF solutions are widely used, with a significant proportion of websites employing these
features to enhance security. The use of paid WAF features was particularly prevalent
among high-ranking websites, indicating a greater emphasis on security and performance
optimization in these domains.

Overall, this research contributes to the understanding of the CDN market, highlighting
key trends, usage patterns, and the significance of advanced CDN features. These insights
can help website operators, security professionals, and businesses make informed decisions
regarding the selection and deployment of CDN services to optimize web performance,
security, and user experience.
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5.2 Future Work

While this thesis has contributed valuable insights into the understanding of CDN usage
and security, there are several areas for future research that can enhance our knowledge
and address some limitations encountered in this study.

• Improvement of Detection Methods: Future work should aim to refine and en-
hance the detection and identification methods used in this study. This could involve
developing more sophisticated algorithms and techniques to improve accuracy and
reliability in identifying CDN usage, paid features, and security configurations. En-
hanced detection methods would provide a clearer and more detailed understanding
of the CDN landscape.

• Extended Measurement Period: Future studies could benefit from conducting
measurements over an extended period to provide more robust data and allow for the
observation of temporal trends and fluctuations in CDN usage and feature adoption.
This would help in understanding the dynamic nature of the CDN market more
comprehensively.

• Large Scale Measurement: Conducting measurements on a larger scale would
provide a more comprehensive picture of CDN usage patterns. Specifically, analyz-
ing CDN usage across different top-level domains (TLDs), such as .com, .net, .org,
and country-specific TLDs, could reveal variations in CDN adoption and feature
utilization across different types of websites.

• Security Threat Analysis: Conducting an in-depth analysis of emerging security
threats and attack vectors targeting CDNs. Future research could evaluate the effec-
tiveness of current WAF and bot protection mechanisms and explore new approaches
to enhance CDN security. This would help in developing more robust defenses against
evolving cyber threats.

By addressing these areas, future research can build on the foundation laid by this thesis,
providing deeper insights and practical recommendations for the effective use and manage-
ment of CDN services in today’s digital landscape.
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Appendix A

CDN Features Identification
Methods

A.1 Akamai

Table A.1: CDN Features Identification - Akamai

Attribute Value Feature
CNAME akadns.net Akamai Global Traffic Management
NS akam.net Akamai Edge DNS

A.2 Amazon CloudFront

Table A.2: CDN Features Identification - Amazon CloudFront

Attribute Value Feature
CNAME elb.amazonaws.com Amazon Classic Load Balancer
PTR awsglobalaccelerator.com Amazon Global Accelerator

NS

one of the following:
awsdns-[0-9]*.com
awsdns-[0-9]*.net
awsdns-[0-9]*.org
awsdns-[0-9]*.co.uk

Amazon Route 53

CERT-san IP address Amazon CloudFront Dedicated IP Custom SSL
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A.3 Cloudflare

Table A.3: CDN Features Identification - Cloudflare

Attribute Value Feature
CNAME cdn.cloudflare.net Cloudflare Partial (CNAME) setup (Business or Enterprise only)
ASD / ASN CLOUDFLARESPECTRUM Cloudflare, Inc. / 209242 Cloudflare Spectrum
NS secondary.cloudflare.com Cloudflare Secondary DNS

CERT-issuer

not one of the following:
Let’s Encrypt
Google Trust Services
Sectigo
DigiCert(Cloudflare)

Cloudflare Advanced / Custom Certificates

CERT-san

one of the following:
multiple domain apexes
multi-level subdomains
IP address

Cloudflare Advanced / Custom Certificates

A.4 Fastly

Table A.4: CDN Features Identification - Fastly

Attribute Value Feature

CERT-issuer
not one of the following:
Let’s Encrypt
Certainly

Fastly-managed TLS subscriptions / Self-managed certificates

CERT-san more than two domains Fastly-managed TLS subscriptions / Self-managed certificates
CERT-san IP address Fastly TLS Dedicated IP addresses

A.5 Google Cloud CDN

Table A.5: CDN Features Identification - Google Cloud CDN

Attribute Value Feature
Headers Via: 1.1 google Google Cloud Load Balancing
NS googledomains.com Google Cloud DNS

A.6 Microsoft Azure CDN

Table A.6: CDN Features Identification - Microsoft Azure CDN

Attribute Value Feature
CNAME trafficmanager.net Azure Traffic Manager
Headers X-Azure-Ref-OriginShield Azure Origin Shield

NS

one of the following:
azure-dns.com
azure-dns.net
azure-dns.org
azure-dns.info

Azure DNS
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Appendix B

CDN Usage Distribution Categorized

B.1 Akamai
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B.2 Amazon CloudFront
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B.4 Fastly
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B.5 Google Cloud CDN
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B.6 Microsoft Azure CDN
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Appendix C

CDN Features Separated
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C.2 Amazon CloudFront
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C.4 Fastly
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C.5 Google Cloud CDN

0.0 0.2 0.4 0.6 0.8 1.0
Proportion

Akamai Edge DNS

Akamai Global Traffic Management

Amazon Global Accelerator

Amazon Route 53

Cloudflare Secondary DNS

Cloudflare Spectrum

Google Cloud DNS

Google Cloud Load Balancing

Microsoft Azure DNS

Microsoft Azure Traffic Manager

None

Fe
at

ur
es

Google Cloud CDN

C.6 Microsoft Azure CDN

0.0 0.2 0.4 0.6 0.8 1.0
Proportion

Microsoft Azure Origin Shield

None

Fe
at

ur
es

Microsoft Azure CDN / Azure Front Door

51


	Introduction
	Motivation
	Research Objective
	Research Questions
	Thesis Organization

	Background
	CDN
	CDN Introduction
	CDN WAF & Bot

	Related Work
	CDN Security and Privacy
	CDN Identification
	CDN Bot Protection


	Methodology
	Identification
	CDN Identification
	CDN Features Identification
	WAF&Bot Identification
	Cloudflare WAF&Bot Paid User Identification

	Measurement and Correlation
	Tranco-ranked websites
	Domain Categorization and Correlation


	Results
	CDN Usage Distribution
	Overall Distribution
	Ranking Distribution
	Categorized Distribution

	CDN Features
	Overall Usage
	Ranking Distribution
	Detailed Usage
	Feature Combinations
	Categorized Usage

	WAF & Bot
	Overall Usage
	Categorized Usage
	Ranking Distribution


	Conclusion and Future Work
	Conclusion
	Future Work

	Bibliography
	CDN Features Identification Methods
	Akamai
	Amazon CloudFront
	Cloudflare
	Fastly
	Google Cloud CDN
	Microsoft Azure CDN

	CDN Usage Distribution Categorized
	Akamai
	Amazon CloudFront
	Cloudflare
	Fastly
	Google Cloud CDN
	Microsoft Azure CDN

	CDN Features Separated
	Akamai
	Amazon CloudFront
	Cloudflare
	Fastly
	Google Cloud CDN
	Microsoft Azure CDN


