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Abstract

Cyber attacks are considered a big threat to the business continuity of organizations.
Preparing and testing systems and people for these situations to take place is challeng-
ing due to their disruptive effect on business operations. This makes the preparation for
realistic cyber resilience scenarios difficult to achieve. This study shows the possibility of
using a Digital Twin-like solution to support and improve system capabilities for business
continuity management processes and how it can enhance the cyber resilience of organi-
zations. More specifically, a literature review was conducted on the topic from which the
insights initiated a design study to develop a conceptual digital model architecture which
can improve and integrate with three business continuity management processes: disaster
recovery, disaster recovery test and business impact analysis. We call this conceptual so-
lution the Resilience Digital Model Architecture (RDMA), which we have described using
Enterprise Architecture models. By implementing the RDMA, organizations can get more
insights into their IT interdependencies and reduce disaster recovery time in a disrupting
cyber-attack scenario.

Keywords: Digital Twin, Digital Model, Business Continuity Management, Cyber Re-
silience, Cyber Security, Rapid Review, Literature Review
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Chapter 1

Introduction

With the rise of Industry 4.0, new technologies enable increased automation, efficiency, and
productivity in manufacturing operations |70]. The interconnectedness of cyber-physical
systems continues to create new opportunities for businesses and industries but also in-
creases the threat landscape of organizations leading to increased vulnerabilities to cyber-
attacks [70]. As organizations embrace transformative technologies and digital advance-
ments, they must also become more cyber-resilient and prepare for incidents to occur.
One of the prime technologies Industry 4.0 offers is the Digital Twin (DT). Consequently,
research into this field has expanded greatly in recent years. In this study, we want to ex-
plore how this technology can enhance cyber resilience in the context of business continuity
management.

Preparation for and recovery from cyber incidents have always been core topics within
cybersecurity. There is no assurance that organizations will not suffer major cyber attacks,
as the field of information systems is constantly evolving and vulnerabilities and exploita-
tions are continuously being discovered. By preparing for cyber incidents, organizations
can minimize the impact of these incidents and recover more effectively. Business Continu-
ity Management (BCM) governs the steps that need to be taken to ensure resilience within
an organization and especially focuses on minimizing the impact of an adverse situation
by preparing for adverse situations to happen. BCM assures this by developing a Business
Continuity Plan (BCP) as a preparation method that states procedures, roles, responsibil-
ities, recovery methods, and tasks that must be taken after an incident or discontinuity.
Within cyberspace, BCM enhances cyber resilience (CR) to deal with cyber attacks. As
the number of malware attacks increases across various fields [64], BCM is starting to
receive more attention in the context of cybersecurity. The new European Union guide-
lines for countermeasures against cyber threats, the NIS 2 directive [20], also emphasizes
the importance of business continuity and incident handling as minimal countermeasures
against potential threats [20]. Organizations are constantly looking for ways to improve
their CR with new technologies.

One such technology that has been at the centre of attention is the Digital Twin (DT).
This is one of the prime technologies Industry 4.0 offers. DTs and comparable solutions offer
real-time insights into the behaviour and performance of physical objects or processes and
have been popularized in recent years. D'Ts are seen as virtual representations of real-world
counterparts, which can be an object, system, or process [11]. This technology reaches
across a broad spectrum of industries, including manufacturing, healthcare, aerospace,
automotive, networking, and education. As businesses implement this technology, they are
not only confronted with the associated cyber threats due to the increased threat landscape
but can also explore the potential of leveraging the DT to enhance their cybersecurity [34].



To create a distinction between types of DTs, Kritzinger et al. [42] classifies three types. A
fully operational DT is defined by a bi-directional automatic data flow between the system
of interest and the digital virtualization environment [39]. A Digital Shadow (DS) is only
connected through a one-way automatic information flow from the system of interest to
the digital virtualization environment [42|. Lastly, a Digital Model DM does not have any
automatic data flow between the systems, and can also be seen as a simulation environment
[42]. This research will explore the capabilities of the DT, DS and DM in the context of
BCM and CR.

Northwave Cyber Security (hereafter: Northwave) is a company that aims to aid
medium to large-size organizations with intelligent cybersecurity services to protect them
against malicious actors, including CR services. The CR services guide companies to eval-
uate their cyber risks, implement plans in case of an incident and provide various exercises
based on the recovery plans to make employees more skilled in dealing with adverse sit-
uations. The team offers a wide variety of exercises and tests from plan walkthroughs
to semi-live exercises. Northwave also maintains a Computer Emergency Response Team
(CERT) that provides round-the-clock support for European customers who experience a
cyber crisis.

In this study, we initially aimed to understand how a DT, DM, and specifically a DS
can be integrated with BCM processes to enhance cyber resilience. This motivated us to
conduct a literature review on the key contributions that have been made in literature on
this topic. Note that the review will focus on the DS specifically, as a DT poses security
vulnerabilities itself [34] due to the direct ability to adjust the real-world system through
the DT. This is something that Northwave finds important to consider. As we want to
mitigate these concerns, the DS can be considered safer as it doesn’t need a direct ability
to adjust the real-world system. However, as these classifications are currently not adopted
by all researchers as later will be explained in chapter 4.1, all DT-related technologies will
also be considered to enhance the contribution of this research. This can be seen as the
first phase of the study. In the analysis of the results of this review, some research gaps
were found. These gaps were then used for the second phase of this study. It also became
clear from the literature review results that the DM has the best potential to improve BCM
processes. In the second phase, one research gap was chosen to investigate in more depth.
The chosen gap indicated that there were no studies found in the literature review that
showed the integration of one DM with multiple BCM processes. While taking stakeholder
goals into account and considering the time constraints of the researchers, we utilized the
identified research gap to initiate another research involving the integration of a DM with
three specific BCM processes instead of BCM as a whole. These three processes are the
business impact analysis (BIA), disaster recovery and disaster recovery test. In each of
the processes, a problem investigation was executed with the help of Northwave and their
knowledge and experience with real-world cases.

1.1 Problem statement

Now that we have discussed the research context, we can describe the problem in more
depth. Considering the first phase of the study, we want to investigate the state-of-the-art
on how a DT-related technology can enhance CR in the BCM. Related work has been done
to explore this work in a more general approach. General opportunities and challenges of
the DT for cybersecurity have been identified by Holmes et al. [34]. Allison et al. [1] takes
a deeper dive into Incident Response (IR) and has proposed an integration of the DT capa-
bilities into the National Institute for Standards and Technology (NIST') incident response



life-cycle and framework for cyber-physical systems. This covers a great amount of work
delving into technical implications that can be considered as a sub-discipline of BCM but
does not cover BCM as a whole. As such, the framework does not include risk assessments,
business impact analysis, or defining alternatives to critical functions as preparation meth-
ods for discontinuities. Another study by Cali et al. [13| examines the benefits of DT for
smart cities and energy systems, including benefits towards cybersecurity and CR. Lastly,
Faleiro et al. [24] explores the literature on the use and concerns of DT for cybersecurity,
and proposes challenges and future directions toward the topic. These articles give a great
understanding of the possibilities and challenges that DT technology presents. However,
with the rapid development of the technological field and the importance of BCM, the
literature lacks a holistic view of the possibilities of utilizing the DT or DS to enhance CR
through BCM as a whole. A theoretical framework on the scope of this study and the
relation between these concepts can be found in section 2.5. Considering the research gap,
the first phase of this study aims to understand the current literature on the possibilities of
using a DS to enhance CR in the context of BCM with a Rapid Review (RR) and additive
Semi-Structured Interviews (SSI).

Now transitioning to the second phase of the thesis, we want to explore the opportunity
to improve BCM processes with a single DM design. In this design science study, we
chose three specific processes as mentioned before. These three specific BCM processes
were chosen due to the insights from Northwave on the possibility of improving certain
aspects with a DM. To explore the problems behind these improvement possibilities, we
investigated the problem context in more detail. Meaning that we wanted to understand
the process in more detail and what the exact problem is. We will explain each of the
problems briefly.

1.1.1 Disaster Recovery

The purpose of disaster recovery in the context of cybersecurity is to restore critical IT
infrastructure and operations following a major disruption or disaster to ensure business
continuity. The primary challenge that organizations face in this process is the time re-
quired to set up an isolated environment for the application recovery process. This envi-
ronment is required to eradicate the threat actor from a specific application while being
able to run applications that have already been through this process in the production
environment. Reducing the amount of time needed to set up this environment is critical,
especially in a ransomware scenario where every hour counts. Organizations struggle with
the implementation of repressive measures to speed up the recovery process. Additionally,
organizations often lack a clear understanding of which IT systems are needed to enable
critical business functions, leading to delays in recovery as this can take time to figure out.

1.1.2 Disaster Recovery Test

In a disaster recovery test, the main goal is to ensure that the recovery of critical business
operations aligns with the organizational objectives of this process after a disruptive event.
The test can be considered a success or failure, based on the specific objective of the test. In
either case, the evaluation can point out improvement steps that can be taken in the future
to further improve the capability to deal with disruptions. In a cyber security context, a
separate realistic testing environment needs to be created based on script requirements to
leave the production environment unaffected. This process is time-consuming and resource-
intensive, often resulting in tests that are not fully realistic. The limited resources available
mean that only small parts of procedures are tested, which diminishes the effectiveness of



the tests. A more accurate and realistic test could improve the capabilities to reduce the
recovery time in a real-world scenario.

1.1.3 IT Inter-Dependencies

The main objective of the business impact analysis is to understand the dependencies of
critical business functions and to specify organizational business continuity requirements
for these functions. The challenge within the business impact analysis centres around the
complexity of identifying dependencies within the I'T infrastructure. As many IT systems
can be dependent on each other, it is a complex process to accurately assess them which
creates potential knowledge gaps in disaster recovery procedures and risk assessments. Or-
ganizations often lack a comprehensive database of their IT infrastructure dependencies,
making it difficult to understand vulnerabilities and recovery requirements. This lack of
understanding can delay recovery times and makes evaluation of risks less accurate.

To try and improve these problem contexts, our objective is to design a conceptual digital
model architecture with enterprise architecture models.

1.2 Research Goals

To solve the problems that we just defined, we first need to define the goals of the research.
In this section, we take into regard both phases of the research. To understand what has
been done in literature, we need to investigate the state-of-the-art in this domain. Next,
as mentioned in section 1.1, we will investigate the possibility of designing a generalized
digital model to enhance various BCM processes. Specifically, this model will be evaluated
for its use as a recovery measure, a business continuity testing environment, and a tool to
enable more accurate BIA by assessing IT interdependencies. The following research goals
will be addressed:

1. Identify key-trends of digital shadows to bolster business continuity management in
the context of cyber security enhancing cyber resilience.

2. Identify and model the key processes involved in cyber recovery, business continuity
plan testing and business impact analysis.

3. Identify system requirements for a digital model that facilitates and enhances cyber
recovery, business continuity plan testing and business impact analysis.

4. Develop a conceptual digital model architecture that integrates with business conti-
nuity management processes.

5. Design a framework for implementing the digital model into disaster recovery, disaster
recovery testing and business impact analysis processes.

1.3 Research Questions

From the introduction, which provides motivation and justification for the research, a re-
search question can be composed. The main question that we are aiming to answer is the
following.



MQ. How can a digital model support and improve business continuity man-
agement processes to enhance cyber resilience?

Answering the main research question will require us to answer multiple sub-questions.
First, we need to understand what the literature discussed about the use of DT/DS/DM
in the context of BCM and research the state-of-the-art on the subject. Studying all three
types will broaden our knowledge of the subject. This research question is exploratory
in nature and will provide insights into the usefulness of each technology. Initially, the
digital shadow was the main aim of the study, as explained in section 1.1 of this chapter.
However, a transition from DS to DM was made after the results of this first question were
analyzed.

SQ 1. What are the key trends on how a Digital Shadow can enhance Cyber
Resilience in the context of Business Continuity Management for Organiza-
tions?

Next, we are looking to investigate the three specific problems defined in section 1.1 in
more detail.

SQ 2. Why would organizations want to integrate a digital model into busi-
ness continuity management processes?

SQ 3. What are the key processes and components in a disaster recovery,
disaster recovery test and business impact analysis?

Lastly, the following research questions will address the design of the digital model for the
problem context and propose an integration into the problem context.

SQ 4. What are the requirements and key components of a digital model to
enhance business continuity management processes?

SQ 5. How can a digital model improve and integrate with disaster recovery,
disaster recovery test and business impact analysis processes?

1.4 Structure

The report is structured as follows. Chapter 2 provides a detailed background, covering
essential concepts of Cyber Resilience, Digital Twin, Business Continuity Management and
Enterprise Architecture. Chapter 3 describes the methodology employed in the research.
Chapter 4 presents the literature review findings, highlighting general findings, key trends
and research gaps. Chapter 5 dives into the problem investigation, discussing each part
of the problem statement in more depth. Chapter 6 introduces the proposed solution,
detailing the requirements, design choices, functional models, and architectural models to
explain the solution and how it improves the problem context. Chapter 7 validates the
proposed solution through expert opinions. Next, chapter 8 offers a discussion on study-
related topics and study limitations. Lastly, chapter 9 concludes the research by answering
the research questions and giving suggestions for future work.



Chapter 2

Background

Before we can collect, understand, and analyze the articles that we will be studying, we
need to understand the context and define the theories and phenomena that are being
researched. This chapter will dive into three topics of the Digital Twin, Cyber Resilience,
and Business Continuity Management, and end with a conclusion on how these concepts
interact.

2.1 Digital Twin, Digital Shadow and Digital Model

The technology artefact we want to understand in this study is the DT. With the rise of
Industry 4.0, the concept of a real-time virtual representation of a physical object, system,
or process has been popularized. A DT was first described as a virtual representation of a
physical object or system, which is used to simulate, predict, and optimize its performance
in real-time [39]. The technology can be an enabler for organizations to gain insights,
optimize performance, and make informed decisions [39]. This concept was introduced by
Michael Grieves and John Vickers of NASA in 2003, and it has since been widely adopted
in various industries, including manufacturing, healthcare, and transportation [39].

To get a comprehensive understanding of the DT concept, a systematic literature review
was conducted by Jones et al. [39], which identifies 13 characteristics that many papers
have adopted. These include Physical Entity/Twin; Virtual Entity/Twin; Physical Envi-
ronment; Virtual Environment; State; Realisation; Metrology; Twinning, Twinning Rate;
Physical-to-Virtual Connection/Twinning; Virtual-to-Physical Connection/Twinning; Phys-
ical Processes; and Virtual Processes. The rate at which data flows from the physical to
the virtual system or the other way around is called the twinning rate, and the fidelity of
a DT depicts how realistic and trustworthy a DT is to its real-world counterpart. 39|

In recent years, researchers have tried to decompose the DT to distinguish different
types and specify definitions. For example, some papers describe a DT as lacking a con-
nection between virtual and physical components, while other authors do specify this con-
nection [39]. The study by Kritzinger et al. [42] attempted to create a distinction between
these specifications and was later recognized among researchers. To break down the DT,
the concepts of a Digital Model (DM) and a Digital Shadow (DS) emerged as subsets of
the DT based on different levels of integration [42]. Many researchers and practitioners are
not using the subsets as their research topic since the classifications have not been fully
adopted and presumably because the term ’Digital Twin’ is known more publicly. With
this in mind, Kritzinger et al. [42] try to classify the DT as follows:

A DM is a digital representation of a physical object that does not have any automated
data exchange with the physical object. Changes in the physical object do not directly
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affect the DM, and vice versa. The data exchange is done manually. [42]

A DS goes a step further than a DM. It involves an automated one-way data flow from
the physical object to the digital object. Changes in the physical object lead to changes in
the digital object, but not vice versa. As disconnecting the virtual-to-physical connection
can be easily done, the DT can often be adapted to create a DS. [42]

A DT is the most integrated form of these digital representations. It involves fully
automated and integrated data flows in both directions between the physical object and
the digital object as shown in figure 2.1. Changes in the physical object directly lead to
changes in the digital object, and vice versa. The digital object, as shown in 2.1, can
also act as a controlling instance of the physical object. Using the term DT for both the
overarching concept and the automatic bi-directional form can be very confusing. [42]

Gu et al. suggest using the definition Digital Manager instead of DT for this sub-
classification to distinguish these concepts [31]. For this research, the explanation by
Kritzinger et al. [42] will be used as it specifies types of DT better.

In the context of cybersecurity, a frequently used reference within literature written by Di-
etz and Pernul [17] describes how the DT can be used for Industrial Control Systems (ICS)
security. Within this study, they tried to identify different modes of security operations a
DT can have. They did not include the suggested classification types of Kritzinger et al.
[42] to differentiate between types of DT. However, the descriptions imply that the modes
correspond to some classifications. They modeled these modes of operations in figure 2.2
and identified three:

The historical data analytics and optimization mode uses both real-time and stored
historical data for various analytical purposes and optimizations. By using techniques like
machine learning and artificial intelligence, it can detect anomalies, predict maintenance
needs, and forecast system health. It also serves as a tool for security purposes, detecting
potential security threats using historical data analytics. [17]

Simulation mode provides unique security opportunities as it is based on a model of
a real-world asset [17]. They allow for repeated tests, compress time intervals, and reveal
a system’s behaviour under a range of conditions [17]. These simulations can be used to
detect potential vulnerabilities and misconfigurations and test new components in a virtual
environment [17]. Using the categorization by Kritzinger et al. [42], we can identify that
the simulation mode corresponds to a DM as the description does not show an automatic
data flow between the twins.



Analytics/ | o .
Optimization : Simulation . Replication
v TS S S—
= ! Monitoring » Si : {i')))
y gﬂg’;‘iﬂﬁa”- -= T ©  Emulation CPSs Sensors,
T « Data Collection — Specification Data  (Event) Logs
—— _——~‘} ——— Real-World Twin
.| Historical/ Specification
\___ State Data . Data .
Digital Twin
Datal Data Flow Task | i Security
Madel Input Between Systems | ... Operation : Database

FIGURE 2.2: Digital Twin Security Operation Modes by Dietz and Pernul [17]

Replication mode uses specification data and real-world information to emulate the
behaviour and state of the real-world twin [17]. It allows for the detection of threats and
attacks [17]. Identifying divergences between the state of the DT’s replication mode and
the real-world state can reveal possible attacks or system failures [17]. We can classify this
mode of operation as a DS or DM, because it can automatically retrieve and use real-time
data, but does not send any information into the system automatically. However, this is
not always true, as it can also be characterized as a review of historical behaviour, which
would classify it as a DM rather than a DS.

2.2 Cyber Resilience

In this study, we aim to examine the application of a DT in enhancing an organization’s CR.
To identify areas for improvement, it is essential to gain a comprehensive understanding
of CR and explore strategies for enhancement.

Resilience is a broad concept used in various fields. In general, resilience refers to
the ability of a system, whether it’s an individual, a community, or an organization, to
withstand disruptions and return to a stable state after a disruption [9]. It’s closely related
to the capability of an element to adapt to turbulence and discontinuities [9]. However, the
precise definition of resilience varies depending on the scope and context of its application
[10].

Now transitioning towards the digital world, we apply the same way of thinking for
CR. CR, also known as cyber resiliency, is a specific application of the concept of resilience
in the field of cybersecurity [54]. CR is defined by the NIST as:

"The ability to anticipate, withstand, recover from, and adapt to adverse con-
ditions, stresses, attacks, or compromises on systems that use or are enabled
by cyber resources” [54].

This definition needs to be understood and adapted properly, for which frameworks can
offer guidance. The concept has gained attention in the last decade, leading to the de-
velopment of various CR frameworks [60]. NIST Special Publication 800-160 [55] defines
the goals and objectives of CR for guidelines in cyber resilience engineering. These were
adapted by The MITRE Corporation in their Cyber Resiliency Engineering Framework



[10], which illustrates the goals at the top and objectives on the bottom in figure 2.3.
The objectives serve to accomplish the goals. They also described various techniques that
can be employed to fulfil the objectives within their framework, though these details are
beyond the scope of this research.

Recover Evolve

Understand ‘ | Prepare I | Prevent | ‘ Continue | | Constrain | | Reconstitute | | Transform | | Re-architect

FIGURE 2.3: CR goals (top) and objectives (bottom) [10]

The goals are explained as follows:

Anticipate: This involves maintaining a state of preparedness to prevent compromises
to mission/business functions resulting from adversary attacks. The key objectives are
to predict, prevent, and prepare for attacks. This requires organizational capabilities to
obtain and analyze threat intelligence, monitor the mission environment for adversary ac-
tivity, and prevent attacks from being executed. Prevention tactics include basic security
hygiene, system adjustments to reduce the attack surface, and preparing alternate cyber
courses of action conducted by cyber defenders. [10]

Withstand: This goal involves continuing essential business functions despite a successful
attack by an adversary. The goal is to fight through an attack or maintain functionality
amidst adversary actions. This requires maintaining minimal essential capabilities even in
a degraded or alternative mode and working to contain the threat and defeat adversary
activity. [10]

Recover: This goal is about restoring mission/business functions to the maximum ex-
tent possible after a successful attack. The objectives are to determine damages, restore
capabilities, and determine the degree of confidence that can be accorded to the restored
capabilities. Damage determination involves forensic analysis and coordination with exter-
nal organizations if necessary. Restoration can involve rolling back to a known acceptable
state or recreating capabilities. [10]

Evolve: The final goal involves changing missions/business functions and/or the sup-
porting cyber capabilities to minimize adverse impacts from actual or predicted adversary
attacks. This involves transforming existing processes and behaviour and re-architecting
systems in response to changes in the threat environment, the system environment, and



the technology environment. [10]

While this framework provides a thorough explanation of the goals and objectives of CR,
Northwave adapts a different approach. Even though they agree with the CR definition
mentioned above by NIST [55], the Cyber Resilience Team focuses on the ability of orga-
nizations to endure and recover from threats effectively. In contrast with the framework
by NIST [55], Northwave splits CR into two sub-fields: the capability to withstand a cyber
threat and the capability to endure and recover from a cyber incident or crisis (stated as
"weerbaarheid" and "veerkracht" in Dutch) [53]. While Northwave as a company provides
clients with the capability to withstand difficulties and adverse situations [53|, the CR team
focuses on enduring and recovering from a cyber incident. In their white paper about CR,
they define enduring and recovering as the:

"ability to face and cope with adversity, adapt to change, recover, learn, and
grow from cybersecurity incidents and crises”

The major difference is that the framework by the MITRE Corporation [10] puts the goals
in terms of phases in CR (where for example the preparation for recovery is put into the
anticipate phase), while Northwave separates CR into the two subjects of withstanding
and endurance and recovery [53].

Tracking back to the core definition of resilience, two main business goals can be rec-
ognized. The ability to resist or not be affected by an adverse situation, and the ability
to reduce the impact of an adverse situation when it does occur. This logical reasoning
resonates better with the separation of the concept by Northwave, rather than the four
goals of NIST [55] and the MITRE corporation [10].

2.3 Business Continuity Management

To scope down how CR can be improved, this study will focus on the context of BCM.
The use of the term BCM has had a long history of different definitions and implications
[32]. The first task one should answer to understand BCM is the implication of Business
Continuity (BC), which can be broadly addressed in ISO 22301 [36] as the

"capability of an organization to continue the delivery of products and services
within acceptable time frames at predefined capacity during a disruption” [36].

The 2010 study authored by Tammineedi [67], which is often referred to in literature, out-
lines a structured methodology for designing a BCM system offering a consistent approach
for organizations. This paper provides a deeper understanding of the British standard: BS
25999-2 [12], which for a long time was the main standard that was used in the BCM field
[32]. Later on, the International Organization for Standardisation (ISO): ISO 22301 [36]
replaced the original BS 25999-2 [12], and built upon the fundamentals of that the British
Standard Institution started [38]. In the ISO 22301 [36], BCM is defined as the

“the holistic management process that identifies potential threats to an organi-
zation and the impact those threats, if realized, can cause on business opera-
tions, and provides a framework for building organizational resilience with the
capability of an effective response that safequards the interests of key interested
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parties, reputation, brand and value-creating activities” [36].

This definition is very broad and Galaitsi et al. [26] suggest it "seeks to protect against,
reduce the likelihood of the occurrence of, prepare for, respond to, and recover from disrup-
tions when they arise". The inclusion or exclusion of certain phases and areas is disputed
amongst researchers 26|, although this definition or very similar definitions are accepted
and used widely among scholars [47]. In the Good Practice Guidelines (GPG) Edition 7.0
about BCM by the Business Continuity Institute (BCI) [68], they exclude the reduction
of the likelihood of the occurrence of an incident in their description of BCM.

From the perspective of one of the key stakeholders, Northwave, another definition is
given. They define BC as the "ability to survive and restart, or to continue providing
services/products (at a minimum acceptable level) in the face of a serious sudden event".
Northwave illustrates the definitions in figure 2.4, where it also shows the difference and
correlation between IR, Crisis Management (CM), and BC. While these phases are sepa-
rated in this figure, they should be considered highly correlated.

CRISIS MANAGEMENT

USINESS CONTINUITY

INCIDENT

PREPARE . RESPOND .

FIGURE 2.4: Three streams during cyber incidents [53]

According to Northwave, BCM is defined as follows:

"The organization’s ability to have a proper understanding of the impact inci-
dents/crises will have on key processes and to continue the delivery of products
or services at an acceptable, predetermined level after a disruptive incident”

This definition also implies that BCM excludes the reduction of the likeliness of cyber inci-
dents, and is mainly aimed towards the preparation for and recovery from cyber incidents.
BCM ensures awareness and resiliency when an incident takes place, providing personnel
and systems to be prepared for a speedy recovery of the business practices.

Within BCM literature, various frameworks have been developed that provide procedu-
ral guidance for creating plans that prepare for, respond to, manage, and recover a business
from any disruptions [25]. They are designed to be adaptable, usable, and beneficial based
on an organization’s existing asset and process landscape [26]. It is also suggested that re-
searchers mainly focus on the preparation for incidents, rather than the response to them
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[47]. However, few frameworks define the components and activities that take place in
BCM. The ISO 22301 [36] standard offers a framework that describes the key considera-
tions of BCM that need to be taken care of, but it does not provide a holistic overview
of the activities. The paper by Russo et al. (2022) [56] tries to tackle this problem by
developing a framework to describe the BCM components that are relevant to be able to
develop a BCP. Figure 2.5 presents a model including the components and how they in-
teract [56]. Russo et al. (2024) |57] additionally executed a systematic literature review to
develop a comprehensive framework for the multidisciplinary evaluation of organizational
maturity on Business Continuity Program Management to further develop and validate
their initial model. In the systematic literature review, Russo et al. (2024) [57| present
an updated model, including all the main components that were extracted in the review,
which is shown in figure 2.6. This model will be used as a basis which will be used to
describe where technologies can enable the components.

BC Teams
Business Impact Analysis BC Training
Understanding Risk BCP Design and
. the Organization | Assessment | pepa Strategy | Alternatives Implementation | gcp Testing,
to critical Maintenance
functions . and Analysis

ICT Strategy,
Administration Support

Phase 1 Phase 2 Phase 3 Phase 4

F1cURE 2.5: BCM Components in the proposed BCM methodology by Russo et
al. (2022) [56]

The initial phase (that can be found in figure 2.5) involves gaining administrative support
and forming BC teams while developing an understanding of the organization’s structure,
operations, and risks. The second phase identifies BC strategies to enable suitable re-
sponses for each business process or activity. The third phase focuses on developing and
implementing a BCM response, analyzing alternatives to critical functions, and defining a
robust response to manage incidents. The final phase exercises, maintains, reviews, and au-
dits BCM and BCP solutions. This enables the organization to assess the implementation
of its strategies and plans and identify areas for improvement. [56] [57]

These phases are based on the framework by Hiles [3], which describes these phases in
a model for the BCM life-cycle, shown in figure 2.7. One may notice that the life-cycle
includes a step from the fourth phase to the first phase, which is not included in the
framework by Russo et al. (2024) [57] in figure 2.6. The BCP-focused perspective of the
framework could explain this issue. It emphasizes the development of one BCP, which halts
before the creation of a new BCP development cycle. However, the life-cycle by Hiles [3]
does not clarify whether significant organizational change should prompt the development
of a new BCP, or if it should trigger a reassessment of the existing BCP, incorporating
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FIGURE 2.6: BCM Components by Russo et al. (2024) [57]

insights from the organizational change. Some might suggest that the framework by Russo
et al. (2024) [57] should include a process flow from phase four components back to phase
one components. This will not be validated or implemented within the scope of this study.

FIGURE 2.7: BCM lifecycle by Hiles [3]
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Russo et al. [56][57| explained the BCM components in the following way:

Phase 1

Understanding the organization: This involves a detailed analysis of the operational
environment, services, products, and dependencies. By investigating the organization’s
resources, processes, and interdependencies, an understanding of how the organization
functions can be understood. This also shows where potential vulnerabilities may lie,
which can be explored in the risk assessment. [56][57]

Risk Assessment: In the systematic literature review by Russo et al. (2024) [57], the risk
assessment component is found most often in literature. This process involves identifying
potential risks that could interrupt the organization’s operations. analyzing these risks in
terms of their potential impact, and assessing their likelihood is the most used approach.
This component is narrowly related to the business impact analysis component, as they
feed each other to gain more insight. [56]|57]

Northwave noted that they always conduct a risk analysis and a business impact anal-
ysis together, never only one of the two.

Business Impact Analysis: Business impact analysis is a systematic process to identify
and prioritize critical business functions. It also determines the potential impact if those
functions become unavailable due to a disaster or disruption, providing insights into what
resources need to be maintained and within what time frame. [56|[57]

Risk assessment and business impact analysis have a clear relationship as stated by
Torabi et al. [69]. Their results are jointly used to develop business continuity plans to
manage identified risks. In other words, the outputs of business impact analysis, such as
critical business functions (activities essential to business operations), dependencies (among
systems, people, data, access in buildings), risk appetite (how much risk are you willing to
accept), Minimum Business Continuity Objective (how much do you aim to produce during
disruption), and Maximum Tolerable Period of Disruption (how long can a disruption take
before irrecoverable losses), are used together with the results of risk assessment to prepare
the most suitable response plans. These can then be used as guidelines to understand the
impact of risks. [69]

Noticeably, Northwave defines different BC requirements which are based on Good
Practices Guidelines 7.0 by the Business Continuity Institute [68] than Torabi et al. [69].
Although very similar, two other requirements were added. As depicted in figure 2.8, there
are four requirements defined which will be used throughout this research.

e Maximum Tolerable Period of Disruption (MTPD) is the maximum duration of a
disruption to production or service after which the organisation considers the damage
to be unacceptable.

e Maximum Tolerable Data Loss (MTDL) is the maximum acceptable time that data
can be lost before the business is impacted.

e Recovery Point Objective (RPO) is the amount of data which, in a time period,
is acceptable to lose after recovery from an incident. This should be shorter than
MTDL to ensure it is not reached.

e Recovery Time Objective (RTO) is the time period after a disaster in which pro-
duction, services or activity must be resumed, or resources must be restored. This
should be shorter than MTPD to ensure it is not reached.
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FIGURE 2.8: Business Continuity Requirements by Northwave

Phase 2

BCM Strategy: The BCM strategy is defined in many ways. Mostly, it includes defining
a comprehensive set of procedures designed to protect critical business resources. This
strategy is informed by the risk assessment and business impact analysis, and it outlines
which kind of procedures should be set up to enable an organization to respond to and
recover from disruptions. A strategy can outline what kind of plans need to be made like
the Crisis Management Plan, Disaster Recovery Plan, or BCP. The activity also constructs
a high-level recovery and business continuity strategy that guides what kind of I'T strategy
and alternative to critical function will be used to minimize the impact of a cyber incident.
[56][57]

Although not explicitly described in either article by Russo et al. [56][57], we would
also expect this strategy to provide guidelines towards long-term improvements for alterna-
tives to critical functions, how often the BCP should be updated, and an exercising strategy.

ICT Strategy: Given the importance of I'T in organizations, the I'T Strategy is an integral
part of the BCM plan. It ensures that technological development and digitization are
incorporated into the organization’s BCM strategy. It focuses particularly on maintaining
the availability and integrity of critical ICT systems and data. [56][57]

Phase 3

Alternatives to critical functions: This involves identifying and implementing alter-
native solutions to ensure the continuity of critical business processes in the event of a
disruption. This could include designing optional secondary processes, selecting substitute
technologies, or outsourcing certain functions. [56][57]

BCP Design and Implementation: This stage involves drafting a detailed specifica-
tion of the BCP. The BCP contains all the steps and procedures the organization needs
to follow to recover from a disruption. Scenarios of unexpected situations, whether in-
cidents, disasters, or crises, should be described in the BCP. With these scenarios, the
initiation, contingency actions of teams, and use of technological systems should be pre-
defined. These unexpected situations should only be handled when the assessed cost of the
risk is higher than the potential cost it will take to handle this situation. Furthermore, a
BCP should be simple, clear, unambiguous, and comprehensive. [56][57]
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Northwave mentions that the implementation should not be part of this component, as
they argue a BCP is only actually implemented when it is tested and exercised. They define
the implementation as a finalized status of the BCP, where the plan should be designed,
exercised, and adapted.

Phase 4

BC Training: This component involves developing and implementing awareness and
skill-building programs to ensure that all staff members are prepared to execute the BCP
when required. This component focuses more on the capabilities of a staff member to
execute procedures that are required in a BCP, rather than exercising with a BCP or
testing whether certain pre-defined goals can be acquired (like a certain recovery time in
a scenario). [56][57]

Northwave also defines resilience training as the "training of certain skills and be-
haviour".

BCP Testing, Maintenance, and Analysis: This is an ongoing process where the
BCP is regularly tested, updated, and improved to ensure its continued effectiveness and
relevance to the organization’s evolving needs and circumstances. This process is crucial for
identifying gaps in the plan making necessary adjustments and raising awareness amongst
the BC teams. Successful tests will make BC teams confident in their strategy. The
description by Russo et al. also uses the terms exercising, testing, and simulating as ways
to conduct this component. [56][57]

Northwave describes exercising as "the simulation of a situation to let people act within
the scope of the exercise and learn to orient, work together or experiment" and testing
as "the testing of a workflow and/or procedure to evaluate on which components the
participants are sufficiently exercised or insufficiently exercised". Examples within the
context of Northwave are tabletops, simulations, semi-live exercises, and disaster recovery
tests.

2.4 Enterprise Architecture

Enterprise Architecture is a strategic discipline that investigates and models business pro-
cesses, information systems, and enterprise goals. This involves the principles, methods,
and models that guide the design and implementation of enterprise systems. These enable
organizations to respond effectively to changes in business environments and technological
advancements. Primary processes are the visualization, analysis, and documentation of
enterprise structures and processes that facilitate business improvement processes. [62]

To create understandable and insightful representations of these structures and pro-
cesses, various institutions created EA modelling languages. EA modelling languages are
formal notations used to represent enterprise architectures, which can assist with decision-
making [62]. These languages provide the tools to map complex systems and their inter-
dependencies.

Enterprise architecture frameworks provide the methodologies and tools necessary to
create and maintain these blueprints. These frameworks offer a structured approach to
documenting and analyzing an enterprise’s architecture, ensuring consistency, clarity, and
comprehensiveness. They facilitate communication among stakeholders, support decision-
making processes, and promote best practices in architecture management.

One of the most prominent EA modelling languages is ArchiMate. ArchiMate is an
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open and independent modeling language for enterprise architectures, developed and main-
tained by The Open Group. It offers support for a multi-layered approach that addresses
different parts of an enterprise. It is designed to provide a clear and comprehensive way
to describe, analyze, and visualize the relationships among business domains, based on
the TOGAF framework as shown in figure 2.10. In their approach, three main layers and
three main aspects are involved. This is the core framework, where ArchiMate includes
the following core layers according to the specification [5]:

Business Layer: This layer represents the business processes, organizational units, busi-
ness functions, and business objects that make up the operational landscape of an orga-
nization. It captures how the business operates and how different elements within the
business interact with each other.

Application Layer: This layer focuses on the software applications used within the
organization. It maps out the various applications and how they support different business
processes, and it identifies the interactions between different software applications.

Technology Layer: This layer is concerned with the technology infrastructure of the
organization. It details the hardware, communication networks, and software platforms
(like databases and operating systems) that underpin the application layer and facilitate
the business layer.

Across these layers, the framework defines three core aspects that describe the type of a
certain structure according to the specification [5]:

Active Structure Aspect: This describes the structural concept of an organization, in-
cluding the business actors or application components.

Behaviour Aspect: This captures the behaviour of an organization, such as business
processes or application functions.

Passive Structure Aspect: This represents the objects (business, data, or technology)
that the behaviour acts upon.

As an extension to the core framework, ArchiMate added a strategy layer, implementation
& migration layer, and motivation aspect in their full framework, which is depicted in
figure 2.9. In this research, we will mainly be using the complete framework to explain the
processes behind the problem contexts and proposed solution architecture.

The ArchiMate framework has many components that explain a certain behaviour. In-
teraction between these components can also have different meanings, which are explained
by various types of arrows indicating a certain relationship. A detailed explanation of each
component and relationship can be found in their specification [5]. For the purposes of
this report, a summary and overview of these components and relationships can be found
in appendix E.

2.5 Conclusion

Concluding, BCM and CR are interrelated concepts, where the DT might offer enhance-
ments that play a critical role in the era of Industry 4.0. CR, the capacity to withstand,
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endure, recover from, and adapt to cyber threats or incidents can be strengthened using
BCM. BCM focuses on managing the minimization of the impact of business interruptions
using various activities. It does not necessarily focus on prevention or reduction of the
likelihood of incidents but rather focuses on the results in the case of a disruption. To con-
ceptualize these interactions, the theoretical framework shown in figure 2.11 was created.
Understanding these concepts and their interactions is important for the decision-making
process for effective strategies to deal with potential cyber threats. In this study, we will
be focusing on minimizing the impact of a CI. In other words, we want to evaluate how a
DT can enhance BCM activities in a cyber context to enhance CR.

In the theoretical framework, we use the explanation of Northwave on the concept of
CR as mentioned in section 2.2 to explain how this relates to BCM. Although CR can be
explained as a capability to show a certain behaviour, and BCM is aimed towards a process
that manages certain abilities, their goals can be aligned. BCM governs the processes that
need to be taken that enable the ability to endure and overcome discontinuities like cyber
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incidents or for example fire hazards. Differen