UNIVERSITA UNIVERSITY
" DI TRENTO OF TWENTE.

Department of Information Engineering Department of Computer Science
and Computer Science

Master’s Degree in
Computer Science - ICT Innovation Cyber Security

FINAL DISSERTATION

DoOMAIN NAME ANALYSIS WITH MACHINE
LEARNING: ENHANCING EFFICIENCY AND

REDUCING ANALYST STRAIN

Supervisor UniTrento Supervisor UTwente
Roberto Doriguzzi Corin Florian Hahn
Student

Irina Voloshina 247040

Academic year 2023/2024



Acknowledgements

I want to express my deepest gratitude...

...to my dearest friend Nistha Kumari, who supported my motivation and my sanity during this
work;

...to my wonderful professor Roberto Doriguzzi Corin, who dedicated a lot of time to getting me
through this work and ensured its quality;

...to all the amazing people who kept telling me ”You got this” until they got me believing in that
a little bit too: my friends Christian Romeo and Fabian Kriiger, my father Alexandr, my grandmother
Elena, and my sister Viktoria;

...to the great people who made this research possible in the first place: Massimo Giaimo, Si-
mone Cagol, Mirko Ioris, Francesco Pavanello, Giacomo Giallombardo, Beatrice Dall’Omo, Federico
Corona, Lorenzo Bevilacqua, Luca Zeni, Daniel Degasperi, Alessio Paternoster.



Contents

Abstract
1 Introduction

2 Background

2.1 Domain Name System . . . . . . . . . ... L
2.1.1 DNS security iSSues . . . . . . . . ..o e
2.1.2 Domain name analysis . . . . . . . . ... L Lo

2.2 WHOIS and RDAP protocols . . . . . . . . . . . . . . .. e

2.3 Automation methods in cybersecurity . . . . . . ... ... L.

2.4 Human factor in domain squatting . . . . . . .. ... oL oL Lo

3 Related work

3.1 Identification of malicious domains . . . . . . . . . ... ... oL
3.2 Identification of squatted domains . . . . . . . . . .. ... ...
3.3 Machine learning in domain analysis . . . . . . .. ... L L L Lo

3.3.1 Feature engineering . . . . . . . ... L Lo
3.4 Research novelty . . . . . . . . e

4 Research context

4.1 Existing platform . . . . . . .. Lo
4.2 Domain analysis Process . . . . . . . . . it e e e e
4.3 Solution challenges . . . . . . . . . . L

5 Methodology
5.1 Neural network architecture . . . . . . . . . . ...
5.2 Random forest classifier . . . . . . . . ..o

6 Experiment setup

6.1 Evaluation methodology . . . . . . . . . .. L
6.2 Dataset preprocessing . . . . . . . ..o
6.3 Feature identification and preprocessing . . . . . . . . . .. ... ...
6.3.1 Linguistic features . . . . . . . . ..
6.3.2 Extra features . . . . . . . . . ..
6.3.3 Feature importance ranking . . . . . . . . ... L Lo oo
6.4 Hyperparameter tuning . . . . . . . . . ..o e
6.4.1 Neural network . . . . . . . . . . ..
6.4.2 Random forest . . . . . . . . ...
6.5 Model evaluation . . . . . . . . . L e e

7 Experiment results

7.1 Neural network . . . . . . . e
7.1.1 Performance on a random test set . . . . . . . . . ... ..
7.1.2 Performance on the newest datatestset . . . . . . . . .. ... ... ... ...

© 0w oD



7.1.3 Performance comparison . . . . . . . . .. .. Lo o 52

7.2 Random Forest classifier performance . . . . . . .. . ... ... L. 54

8 Conclusion and future work 55
8.1 Further work . . . . . . . . . . e 55
8.1.1 Dataset augmentation . . . . . . .. ... L L 55

8.1.2 Feature engineering . . . . . . . . . . L. L L e 56

8.1.3 Different approach to labeling . . . . . . . . ... ... ... .. .. ... ... 57

8.1.4 Temporal characteristics . . . . . . . . . . . . . ... e 58

8.2 Practical implementation . . . . . . .. ..o L 58
8.3 Discussion . . . . . . . e 60
Bibliography 60



Abstract

In today’s era of unprecedented internet connectivity, domain names have become the digital identities
of individuals, businesses, and organizations. As digital identities, domain names are strongly asso-
ciated with an individual or organization’s brand and reputation. Therefore, protecting the domain
name and its reputation from various kinds of abuse is crucial for a company to function on a digital
platform. As domain names are an integral part of organizational infrastructure, they present an
attractive target for attackers. Attackers have long utilized techniques such as domain squatting to
commit various kinds of fraud and malicious activities. Such activities include misguiding the victims
from a legitimate website to an attacker-owned one to gain traffic or present fraudulent content; alter-
natively, such spoofed domains might be used to disseminate phishing emails to harvest credentials for
further attacks. Thus, proactive recognition of potentially malicious domains that might be utilized
to perform such attacks on customers is an important activity of a threat intelligence service in a
cybersecurity company.

This study aims to shed light on the current state of the domain analysis methodologies and pro-
poses a practical implementation of a machine learning algorithm for the domain analysis to integrate
within threat intelligence activities. The algorithm aims to reduce the workload on threat intelligence
analysts by identifying false positive (i.e. domains that do not present risk for the customers) with
high confidence, leaving only the suspicious domains for further manual investigation, achieving more
efficient time and resource utilization by the cybersecurity analysts. The results obtained in the study
aim to provide insights on the advantages and challenges of such implementation, as well as suggest
further direction for improvement of automated methods in domain name analysis.



1 Introduction

In 2022, the revenues from cybercrime were estimated to be approximately 8.44 trillion U.S. dollars
and are expected to reach 17.65 trillion in 2025 [42]. The increasing prevalence of cybercrime has led
to a growing need for automated methods to combat the ever-increasing volume of cyberattacks. Cur-
rent manual approaches are challenging to scale, motivating the development of automation methods
capable of assisting analysts in handling large volumes of diverse security alerts. The effectiveness of
the automated techniques has been noted by the researchers [8] [42] in various cybersecurity-related
contexts of the organization.

One of the most prevalent threats the cybersecurity industry is trying to combat is phishing.
Phishing is an attack where a threat actor employs various social engineering techniques to perform
identity theft, i.e., spoofing a legitimate entity or individual, to obtain sensitive information [2].
Obtaining this information is not necessarily an end goal; a phishing attack can be the first stage of
a more complex, multifaceted attack. While the consequences of phishing attacks may be significant,
including loss of sensitive information, intellectual property, compromise of business continuity, or even
national security [2], there is no single efficient method for stopping phishing attacks. A multitude of
attack vectors and attack techniques make it challenging for companies to prevent phishing altogether.

Phishing often involves spoofed domains via electronic means, such as emails or websites. These
domains may resemble a legitimate entity or individual and can be used to host fraudulent pages
aimed at gathering information. However, spoofed domains can be used for other purposes that either
are malicious or lie in a grey area. One of the measures to reduce risks associated with such domains
is to preventively block them on a client network perimeter (e.g., with a firewall or IPS) or, if the
domain is proven to be used for malicious activities, request a takedown from its hosting provider. To
determine the legitimacy of the domain, security analysts must investigate the domain properties, often
combining data from multiple sources. While crucial, this task is highly time- and effort-consuming.
Considering the routine nature of the task, it has a great potential for automation.

This study addresses the growing challenge of phishing and other threats to legitimate organizations
that involve the use of spoofed domains, highlighting gaps in current domain analysis methodologies.
As cyber threats continue to evolve, it is increasingly difficult for threat intelligence analysts to effi-
ciently manage the overwhelming volume of potentially malicious domains. To mitigate this problem,
the study aims to develop a machine learning algorithm designed to enhance domain analysis by
reducing false positives, allowing analysts to focus their efforts on truly suspicious cases. This ap-
proach aims to optimize resource allocation and provide practical insights into the feasibility of such
algorithms in a practical context.

This study has been done in collaboration with a medium-sized consulting company offering threat
intelligence services to its clients. Specifically, this study investigates the possibility of automating a
manual domain name analysis process based on the real dataset of the company. Domain name analysis
allows clients to take action against potentially fraudulent communications by blocking suspected
domains at the perimeter, thus preventing communication between client employees and the suspicious
domain. This approach is one of the many preventive measures that clients use against phishing
attacks.

For automation, the proprietary dataset of the company’s client data was used to build and train
a machine-learning model that closely simulated the analyst’s decision-making process. The dataset
includes domain name features, such as string characteristics and registrant information, which are
highly varied (e.g., numerical, categorical, ordinal). Additionally, the dataset was imbalanced, requir-
ing preprocessing steps to enhance model performance. One of the unique characteristics of the given
dataset is the presence of both the legitimate client domain names and the corresponding suspected
domains, making it possible to extract features based on the comparison between these pairs of domain
names. In contrast, previous studies in the field relied on the characteristics extracted from separate
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benign and malicious datasets, which had no connection between them. The main shortcoming of this
approach is its failure to account for the specific relationships or similarities that may exist between
pairs of domains. In real-world scenarios, domain squatting typically involves creating domains that
are deliberately similar to legitimate ones. By treating benign and malicious domains as entirely dis-
tinct entities without comparing them directly, this method loses valuable contextual information that
could help in detecting subtle patterns of squatting for the lesser-known domains typically not present
in such datasets. By contrast, extracting more nuanced features based on their direct comparison in
a dataset where benign and suspicious domains are paired becomes possible.
The contributions of this work are summarized as follows:

e A novel approach was applied to domain classification using a dataset that captures the relation-
ships between paired legitimate and suspicious domains, relying on the features extracted from
their comparison. This comparison provides new insights into identifying squatted domains and
automating this process to reduce the manual work for analysts.

e Several machine learning techniques, namely a random forest and a neural network, were com-
pared to identify the most effective approach for this task. The models were tuned using a
two-stage approach to optimize their performance on an imbalanced dataset.

e The project contributes practical insights into real-world applications of machine learning in
cybersecurity by addressing the challenges posed by evolving domain squatting techniques and
the varying practices across different businesses.

e The system is evaluated in real-world settings through temporal dataset splitting, simulating
how the model would perform when deployed in a live environment on previously unseen data.

e The workflow developed in this research provides an example of integrating machine learning
models into existing analyst workflows, reducing manual effort while maintaining high levels of
accuracy and security.

To demonstrate the decision-making process of the machine learning model, the features of the
dataset were ranked according to their importance, i.e., their contribution to the decision-making. This
serves as an illustration of how closely the machine can mimic a human operator’s thinking process.
Additionally, the feature importance classification was used to identify noisy or irrelevant features
that, while correlated to the result of the machine prediction, did not align with the decision-making
process of a human operator.

The results indicate the potential of machine learning techniques in this domain, suggesting that
higher accuracy and reliability could be attained with further data and model refinement. This study
contributes to the ongoing development of automated cybersecurity threat detection and analysis
tools as it showcases the applicability of neural networks and advanced hyperparameter optimization
in identifying potentially malicious domains.

Moreover, establishing clear and systematic processes in domain classification, including prepro-
cessing methods and feature engineering strategies, could further streamline the model training process.
Such processes would not only aid in improving current models but also facilitate the development
of future models in this domain, ultimately contributing to more effective and reliable cybersecurity
solutions.

The remainder of this paper is structured as follows. Section 2 provides background information on
the DNS and WHOIS protocols, the application of automation in cybersecurity, and the importance
of human behavioral factors in applying these methods. Section 3 covers the current state-of-the-
art research in phishing prevention and the application of machine learning methods for domain
name analysis. Section 4 provides a company-based scenario and an overview of the initial state of
the domain name analysis workflow in the given scenario, as well as the challenges in potentially
improving this workflow. Section 5 describes the methodology of this research, with emphasis on the
architectural structures of the created models. Section 6 details the experiment setup, including the
dataset information, feature engineering, and evaluation metrics. In Section 7, the experiment results
are described and interpreted. Finally, Section 8 provides suggestions for improvement and outlines
the direction for future work in the field.



2 Background

2.1 Domain Name System

The core functionality of DNS is to translate IP addresses and domain names and navigate users to the
requested resources efficiently. Without this navigation, clients of any type (human users and servers
alike) could not reach their requested resources [18]. The term DNS refers to the Domain Name System
and the protocol this system utilizes. Essentially, the DNS components form a distributed database
containing information about domain names and other corresponding data, such as associated IP
addresses or hosts [26]. A domain name is a string of alphanumeric characters used to identify a
particular resource hosted on the Internet. The structure of the DNS name is depicted in the figure
2.1.

Domain name
e

r N
http://subdomain.domainexample.co.uk/
( J L — J L - J L J
Protocol Subdomain Second-level domain (SLD)  Top-level domain (TLD)

Figure 2.1: Domain name structure.

Disclaimer: All URLs and IP addresses used in this document have been defanged by replacing
dots with square brackets (e.g., example[.]com instead of example.com). This practice prevents acci-
dental access to potentially malicious domains or IPs. Defanging ensures that links remain inactive
when the document is rendered by any software.

2.1.1 DNS security issues

The DNS (Domain Name System) is a complex infrastructure that initially had no built-in security
measures and served the single purpose of translating the DNS names and IP addresses between
each other [27] [18]. However, with the increased interconnectedness of the current digital landscape,
the role of DNS has become crucial in ensuring the functioning of the Internet as a whole. At the
same time, the DNS system has become an attractive target for attackers seeking to disrupt digital
communications or perpetuate other forms of harm to organizations and individuals [31].

As a protocol, DNS suffers from a lack of security measures and thus is vulnerable to various
threats. While some threats can compromise the security and privacy of the end users, specific threats
can disrupt the performance of the Internet services that rely on DNS for their functioning [16][31].
The vulnerabilities of DNS include, among others, man-in-the-middle attacks, cache poisoning, DDoS
attacks, registrar hacking, and domain squatting [27]. The following security issues of DNS are ex-
cluded from the scope of this study:

e Man-in-the-middle attacks are perpetuated by the absence of any mechanism for DNS server
authentication, allowing the server reply packets to be modified by any third party able to sniff
the unencrypted DNS traffic [27].

e DNS cache poisoning attacks occur because the current DNS protocol does not provide a fast and
secure way to push new information to DNS caches. Therefore, an attacker can insert malicious
domain names or IP addresses in the DNS cache, which may result in spreading malware and
spam, among many other consequences [16] [27].

e Amplification and (Distributed) Denial-of-Service attacks impact the availability of Internet
services relying on DNS for their operation [27]. The amplification attacks typically occur when
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the response from the DNS server is significantly larger than the request, allowing the attacker
to bombard their victim with a large quantity of DNS messages, causing a delay in performance
or, in the worst-case scenario, a complete outage of the service. [17][31]

e Domain Generation Algorithms (DGA) allow attackers to generate and register a virtually unlim-
ited number of domain names. The DGA domains are typically used in malicious infrastructure,
such as for the CnC communication between the bots and the control center inside a botnet.

e Malicious domains. Multiple domains in the DNS infrastructure are associated with known
malicious activity. These domains are associated with phishing campaigns, botnet management,
spam, and malware distribution. Due to the fluid nature of the DNS system, new domains
emerge fast while old domains are being taken down or abandoned. This fluidity makes static
methods (such as blacklists) ineffective, and alternative methods are being developed in this field

[2].
In the scope of this study, the following vulnerabilities related to DNS are considered:

e Phishing attacks. Phishing refers to the attack aiming to get sensitive information, such as
personal, financial, or technical (such as organizational credentials) through impersonation as a
form of deceit [2]. These attacks are not restricted purely to internet-based methods (such as
emails); phishing attacks can also be conducted through phone calls or text messages, among
other means. Phishing attacks are one of the rising trends not only by the volume of the
attacks but also by the rate of the successful attacks [11]. As phishing attacks heavily rely
on impersonation, domain names play a crucial role in attacks where threat actors mimic a
legitimate organization or resource to misguide the victims. Despite an extensive research body
in the area of phishing detection and prevention [17][16][29], there is no uniform solution for the
organizations to combat phishing with 100% effectiveness [16].

e Domain squatting. Domain squatting is a technique attackers utilize to pose as a legitimate
online entity of a known brand through domain names that closely resemble legitimate ones
and, therefore, can be mistaken as belonging to a legitimate entity [16]. In phishing attacks,
squatted domains can host websites resembling the ones belonging to a legitimate company. The
purpose of these websites is to trick the victims into revealing their credentials as they believe
they are entering them into a legitimate website. These credentials can be leveraged to gain
unauthorized access to the company’s information systems and perpetuate further harm [40]. In
other scenarios, squatted domains can be monetized by exploiting user typos to capture some
traffic for legitimate websites. To combat the problem of domain squatting, organizations often
perform so-called defensive registration. In other words, companies register the domains that
otherwise could have been used for squatting, and the traffic from these sites is redirected to
the actual company-owned page. However, this approach is practical only for a limited subset
of squatted domains, as it usually encompasses only users’ most popular typos [40].

The attacks exploiting domain squatting occur due to virtually unlimited possibilities to register
domain names similar to known legitimate domains, as there is no technical mechanism to pre-
vent these registrations. In some countries, typosquatting is considered illegal and is prosecuted.
Under the 1999 Trademark Cyberpiracy Prevention Act, it is unlawful to misdirect consumers to
fraudulent websites if the original domain name is associated with a trademarked business [24].
If such a website is discovered that meets the domain squatting criteria, it will be taken down
by the registrar. However, domain squatting remains a severe issue in other situations. Not
all squatted domains can be proven to have a fraudulent purpose, and not all have an asso-
ciated website. Therefore, it remains the responsibility of the companies to monitor possible
typosquatted domains and prevent potential exploitation of a brand name and reputation.

e Parked domains and their monetization. The term ”parked domain” refers to a domain name
registered but not actively used for website hosting. Instead, it is often "parked” on a simple
placeholder page, typically displaying advertisements. The primary goal of parking a domain is
monetization, where the domain owner earns revenue through ad clicks or affiliate links displayed
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on the parked page. Parked domains can generate passive income if the domain name attracts
significant traffic. This traffic can be generated by utilizing a typosquatted version of a legitimate
domain so users can visit it through accidental typos in the domain name. Although parked
domain monetization is technically a legitimate business practice, it frequently overlaps with
other activities, such as click fraud, traffic spam, and hijacking. These activities can often
distribute malicious content, including malware and spam [40][16].

2.1.2 Domain name analysis

Domain name analysis is one of the crucial tasks performed by cybersecurity analysts on the threat
intelligence team. Identifying potentially malicious domains serves as a proactive approach for pro-
tecting clients from a wide range of threats, including:

e Incoming fraudulent communications. By blocking the suspicious domains at the organization’s
outer network perimeter, the clients can prevent incoming communications (such as emails) and
protect their employees from phishing attacks. Phishing attacks are crucial to control as they
often serve as a first step in a more sophisticated attack. Additionally, phishing attacks can lead
to spam and malware distribution in the company network.

e Identity/brand spoofing. By identifying malicious domains that attempt to impersonate the
organization, the clients can request the domain takedown and initiate legal actions in more
severe cases [3].

e Other threats. A spoofed domain name reflects the potential for an attack, for instance, if several
such domains are found in a short period with similar registration information. Monitoring for
these domains can act as a proactive defense measure, flagging potential threats before they are
launched. In threat intelligence terms, such domain name is considered an Indicator of Attack

(IoA) [31].

Analysts can analyze the full DNS record associated with the domain from the domain name. The
common types of the DNS records are [13]:

e A records are the most common DNS records, establishing a direct link between an IPv4
address and a domain name. An example of an IPv4 address is: 90.180.21[.]14.

e AAAA records connect domain names to IPv6 addresses with a longer format. IPv6 addresses
are becoming more prevalent as IPv4 addresses are running out.

¢ CNAME records direct an alias domain to a canonical domain, typically linking subdomains
to the domain’s A or AAAA records. This allows changes to the root domain’s IP address to
update all linked CNAMESs automatically.

e MX records direct emails to the domain’s mail server, enabling the setup of email accounts
(e.g., user@example[.|com) linked to the domain.

e NS records indicate which DNS server is the authoritative nameserver for a domain, pointing
to the domain’s various records. They are essential for users to access the website.

e SOA records hold important administrative information about a domain, including details on
updates and server refresh intervals.

e PTR records work in reverse of A records, mapping an IP address back to a domain name.
They are used to validate legitimate email servers and detect spam.

e TXT records store textual information related to domains, including SPF, DKIM, and DMARC
records for email verification.

Analysts can discover additional attributes associated with the given domain name using publicly
available resources. These attributes help to understand the context of the domain usage and, with
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sufficient confidence, determine whether the domain is malicious or can potentially be used for mali-
cious purposes. It is important to note that the DNS infrastructure is fluid and changes constantly.
Therefore, the same domain name can be reused for different purposes after a specific time. Thus, the
domain analysis is not a one-time activity; the same domain needs to be rechecked with sufficient fre-

quency for any changes. Discovering information from public sources is called open-source intelligence
(OSINT).

2.2 WHOIS and RDAP protocols

The domain name space is managed by registries and registrars in a hierarchical structure. The
Internet Corporation for Assigned Names and Numbers (ICANN) is responsible for creating Top-
Level Domains (TLDs), such as .com, and delegates their operation to registries that manage the
TLD zones. These registries, in turn, delegate customer service responsibilities to registrars, such
as GoDaddy, who sell domain names to registrants or domain holders. All registrars and registries
that manage generic TLDs (gTLDs) are contracted with ICANN through the Registrar Accreditation
Agreement (RAA) and the Registry Agreement (RA) [21]. The figure 2.2 reflects the workings of the
WHOIS ecosystem.

Accredit @ Delegate TLD

Technical information ICANN ;
(e.g., nameservers) v T

= . Delegate customer service L
Contact information Registrar 3355 5838 R AR Registry

(e.g., name, address)

k J

@GODﬂddy' Registration data R 9 VERISIGN
Registrant Registration fee ] _

Registrar identity

{ maintain maintain

LJ WHOIS request JETE e, T ................ T T ................

L - E}j WHOIS | EQ WHOIS
WHOIS ; ;
WHOIS client < fesporse |, === Server i == Semver |

Figure 2.2: WHOIS ecosystem and its processes [21].

Having the domain name, it is possible to infer the following information through an additional
OSINT investigation:

e Registration information: registrar, hosting, registrant (if not anonymized).
e IP history: any previous and current IP addresses associated with the domain.
e Certificate information: any certificates associated with the domain.

e Detected malicious activity: the domain name and associated IP addresses can be checked
against known threats.

e Domain name reputation.

The registration information is typically retrieved from the WHOIS database. WHOIS is a protocol
used to query the information about the registrant of a domain name. It operates on TCP port 43 and
is officially documented in RFC 3912 [7]. The information provided includes the name and company
of the individual or entity that registered the domain, as well as details regarding the DNS servers
associated with that domain and the operators of those servers.

Although WHOIS offers valuable information, it is a poorly designed protocol. There are numerous
WHOIS servers globally, each containing a portion of the total Internet domain names [30]. From a
domain name, it is impossible to determine which particular WHOIS server holds the registrant
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information for that domain name. Additionally, the format of WHOIS responses is not correctly
standardized, making it challenging to parse the replies effectively [21][34].

Most countries maintain their own WHOIS server for their respective top-level domains (e.g.,
.co.uk, .ie), while international top-level domains like .com, .net, and .org are divided among large
WHOIS servers or allocated by central servers across different regions. Some well-known WHOIS
servers include whois.networksolutions.com, whois.crsnic.net, and whois.ripe.net [34]. When a domain
is registered, data such as the registrant’s contact information, domain creation and expiration dates,
nameservers, and the registrar are stored in a publicly accessible WHOIS database. This information
can be freely queried using the WHOIS protocol to identify the entity or individual behind a domain
name. While WHOIS is a valuable tool for transparency, privacy concerns and the introduction
of GDPR have led to data protection regulations and privacy services that anonymize some of the
information in WHOIS records [21].

RDAP (Registration Data Access Protocol)[30] is a protocol designed as a successor to WHOIS
with the goal of addressing multiple shortcomings of the WHOIS protocol. It utilizes a RESTful
interface over HTTP to query and retrieve information. The data from an RDAP query is provided
in a standardized JSON format (as opposed to non-standardized WHOIS), which can easily be parsed
by scripts and tools while remaining readable for human operators. The HTTP interface can also
be encrypted using TLS, ensuring data integrity. This is especially crucial in ongoing investigations
where sensitive or confidential information should not be transmitted openly [30].

RDAP also supports authenticated and controlled access to its data, depending on the web server
in use. The amount of information returned from an RDAP query can vary based on the user’s
authentication status. For instance, authenticated users may access more WHOIS data fields than
unauthenticated users. This feature introduces the possibility of granting special investigative access
to additional registry data without requiring a separate legal framework [30]. This approach should
address the privacy issues around WHOIS without hindering any possible cybercrime investigations
reported after introducing privacy regulations around WHOIS [21]. However, despite the increasing
popularity of RDAP, WHOIS still is the most popular protocol for registration data retrieval, and
replacing WHOIS with RDAP is a lengthy process [21].

While RDAP successfully addresses some of the challenges of WHOIS protocol, both WHOIS and
RDAP share the common issue of inaccurate data. The registrant submits the registration informa-
tion, and the quality of this data depends on the validation checks done by each registry provider
[30][21]. The information retrieved via either of these protocols can serve as a source for domain name
classification and ranking, leading to an analyst’s ultimate verdict on the level of risk the domain
presents for a client organization. Inaccurate information may hinder the investigation or lead to an
incorrect verdict altogether.

2.3 Automation methods in cybersecurity

Due to the constantly increasing rates of cybercrime worldwide [8][11], the need for automation meth-
ods is felt firmly in the cybersecurity industry [42]. Automation methods are already used in areas such
as automated threat detection, security management, and threat response [42]. By leveraging machine
learning algorithms, cybersecurity systems can reliably detect potential threats in an organization’s
ecosystem and manage the organization’s security perimeter. Additionally, through automating repet-
itive and mundane tasks, cybersecurity professionals are released to focus on more challenging and
sophisticated tasks, thus increasing efficiency and reducing overall costs. [42].

Security Information and Event Management (SIEM) and Security Orchestration, Automation,
and Response (SOAR) systems are the most popular use cases for automation in cybersecurity. SIEM
systems are designed to collect, aggregate, and analyze data from various sources across a network,
providing centralized monitoring for security events. SIEM systems offer a comprehensive view of
an organization’s security environment, helping detect threats that might go unnoticed if individual
systems were monitored separately. However, the large volume of alerts produced, including false
positives, can overwhelm security teams, leading to alert fatigue. SOAR systems are designed to
enhance the efficiency of security operations by automating response workflows and coordinating
security tools. SOAR systems help automate the investigation and response to threats, reducing
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manual intervention and improving the speed of incident resolution.

However, challenges are associated with introducing the automated methods into the cybersecurity
operations. First, automation can be complex and require a lot of investment, which can be off-
putting to some organizations despite the evident benefits (including economical) [42]. Additionally,
implementing automation requires specific skills that may be limited in the organization. Even when
those skills are available, allocating a portion of the workforce to the development of an automation
system might be considered wasteful by an organization despite long-term cost savings.

In particular, the complexity of the automation and lack of required data can impede the develop-
ment and adoption process for machine learning models. Inaccurate machine learning models provide
little to no value for an organization. Therefore, the quality of the implementation of any automation
must be assessed thoroughly before introducing it as an integral part of a company’s operations.

The increasing sophistication of the attacks makes implementing automated methods in certain
areas challenging. The recent onset of Generative Al technology increased the volume and complexity
of phishing attacks as they benefit heavily from automation [35]. Al-powered automation systems
are finding their way into the cybersecurity industry; however, human operators are still vulnerable
to phishing attacks, and their increased volume and success rate make it crucial to prevent phishing
attacks from reaching human operators altogether. This study considers domain analysis as one field
that could benefit from automation.

2.4 Human factor in domain squatting

When researching domain squatting, a distinction should be made between active and passive user
roles when interacting with a domain. User role is defined as active when the user manually enters the
domain name in the browser and, therefore, might misremember the domain name or make a typo. In
contrast, the passive user role implies that the user does not manually enter the domain name; instead,
the user interacts with a prepared domain name link crafted by another party. In other words, the
user copies the existing domain link or clicks on an existing link. When considering phishing, the user
typically assumes a passive, i.e., receiving role. As this research primarily focuses on the phishing case
of squatted domains, the user typos lie outside this scope.

Phishing is a special case of the application of squatted domains. Threat actors utilizing phishing aim
to use domains that are difficult to distinguish from legitimate ones. In other words, a user must not
be able to spot the difference easily between a legitimate domain and a squatted one. This effect can
be achieved by applying techniques such as:

e Insertion of an extra character inside a domain name, with several special cases:

— Added hyphenation (e.g., compare example[.]Jcom vs. ex-ample[.]com)
— Repetition of a character inside a domain name (e.g., compare hello[.]Jcom vs. helllo[.]com)

— Subdomain - when the domain name is ”broken” by a dot in the middle of a domain name,
resulting in an added subdomain (e.g., compare hello[.]com and h[.]ello[.]com)

e Addition of a character at the end of a domain name, with the plural being treated as a special
case (e.g., step[.]com versus steps[.]com)

e Transposition - when the two consecutive characters in a domain name are swapped (e.g., com-
pare example[.|com vs. exmaple[.]Jcom)

e Changed order - when a character of the domain name is misplaced into a different position
(e.g., compare example[.]Jcom vs. exalmpel[.]com)

e Wrong TLD - using the same hostname with a different top-level domain (e.g., compare exam-
ple[.]Jcom vs. example|.|net)

e Omitting a TLD or moving the TLD inside a domain name while using a different TLD (e.g.,
compare hello|.]it and hello-it[.|com)

e Added TLD - using an extra top-level domain (e.g., compare example|.]co and example].|co].]uk)
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o Wrong second-level domain - in the case where the sensible part of the domain name is located on
a subdomain, the second-level domain might be substituted with a different one (e.g., compare
onetwol.]at[.]it and onetwol.]it[.]it)

e Omission of a character from a legitimate domain name, with dot omitting being treated as a
special case of omission (e.g., compare www/[.Jexample[.]com vs. wwwexample[.]Jcom)

e Dictionary, or combosquatting - concatenating the original domain name or sensible part of it
with another word (e.g., google[.]com vs. googlesupports[.]Jcom)

e Replacement of a character with another within the domain name. There are special classes of
replacement techniques:

Homoglyph - replacing a character with a visually similar one, thus representing a higher
chance of a human eye missing a typo (e.g., compare goOgle[.]Jcom vs. google[.]Jcom, where
70" is replaced by 707)

— Vowel swap - when one or more vowels in the domain name are swapped with different
one(s) (e.g., compare example[.]Jcom vs. exomple[.]Jcom)

— Interchanging dots and dashes, often with an addition of extra TLD (e.g., compare mydo-
main|.Jcom vs. my-domain[.]com[.|net)

— Bit squatting - a modification that exploits possible bit-level errors in memory or network
data. These errors can emerge due to hardware issues or data transmission errors. Attackers
register domain names that contain characters that might appear due to such bit flips (e.g.,
compare google[.]Jcom vs. gootle[.]Jcom)

These techniques can be applied separately or in combination. However, the smaller the manip-
ulation, the harder it is for a user to notice the change, arguably. Additionally, when considering
single-character manipulations, the position of a changed character and the length of a domain name
play an essential role in the success of a domain impersonation. Consider the examples in the table
2.1.

Legitimate domain Fake domain
instagram[.]Jcom knstagram|.|Jcom
neteye[.]guide net-eyel.|guide
fivefingerdeathpunch[.]Jcom | fivefingerdeathpunch[.Jcom

Table 2.1: Single-character manipulation examples

Spotting the manipulations in the fake domains is not always trivial, especially if the user does
not remember how the domain name is written. In the example of the neteye[.]guide, the user might
be misled by the extra hyphen in the fake domain if they do not remember the exact spelling of the
domain name since the sensible part of the domain name does not change by adding a hyphen. For
a longer domain name with homoglyph (visually similar) character replacement, the user has an even
smaller chance of spotting the manipulation.

From a phishing perspective, homographic manipulations in the middle of a long domain name are
among the most dangerous. The reason lies in the particularities of human perception of a written
text.

Multiple studies on reading comprehension demonstrate that the human brain does not read text
word by word, let alone letter by letter. Researchers [5] found a striking difference in the reading
speed depending on how predictable the word or sentence is. Higher predictability and commonality
lead to higher reading speed and improved reading efficiency. Another study [41] argues that the word
recognition process is performed by splitting the words into morphemes rather than individual letters
when it comes to complex words. Authors of the framework for language comprehension [20] point
out that, based on measured brain activity during reading, more attention is paid to the beginning of
the phrase or a sentence as it helps to activate the predicting mechanism.
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Another study [12] supports these findings by investigating so-called transposed word effect, when
readers fail to notice grammatical errors in the sentences where two words are switched. Their findings
show that the failure to notice these errors is likely caused by readers’ reliance on prior knowledge and
speedy inference of the intended meaning of the message.

While these studies differ in their approaches, a common conclusion is that the human brain invokes
a prediction mechanism during reading based on a limited input of words as a whole or morphemes
as parts of words rather than individual letters. This is why it can be argued that modifying a single
character at the beginning of the domain name can be far less effective than changing a character in
the middle. This is why the position of the character modification is to be considered as a feature in
this research.

When it comes to phishing, it can be assumed that the threat actors would try to impersonate the
domains that the users expect to see, such as belonging to their organization or a partner organization,
service, etc., therefore the domain name can be considered as moderately or highly predictable for the
user, increasing a chance of missing a modification in the domain name.
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3 Related work

Numerous studies on DNS and DNS vulnerabilities have proposed solutions that address DNS vul-
nerabilities, including the ones perpetuating the phishing problem. Researchers [16] identify multiple
areas in the DNS threat landscape that directly or indirectly link to the utilization of specific domain
names or domain name characteristics. Mainly, the domain names are used for brand impersonation
or traffic diversion with the goal of monetization [16]. Phishing is one of the broadest fields heavily
relying on spoofed or squatted domain names. Overall, squatted domain names can potentially be
involved in the following scenarios:

e Phishing attacks. When attackers register a domain that is similar to a legitimate domain and
host a fraudulent website on this domain, they can attempt to trick users into revealing sensitive
information such as credentials, PII, or financial data [40][2].

e Distribution of malware. Squatted domains can also be used as a delivery mechanism for mal-
ware. Once a user visits the malicious domain, the website may automatically attempt to exploit
vulnerabilities in the user’s browser or operating system to install malware or trick users into
downloading malicious software [16].

e Business email compromise (BEC). Squatted domains can be utilized in BEC attacks, where
attackers register domains that closely resemble a company’s official domain. The attackers can
then impersonate company executives or employees to trick others into making unauthorized
financial transfers, providing sensitive information, or granting access to internal systems [1].
For example, a domain squatter might register a domain like “example-com[.]Jcom” instead of
“example[.]com” and send emails from this domain to deceive recipients.

e Traffic diversion and advertising fraud. Squatted domains may also be used to divert traffic from
legitimate websites. It is commonly done to generate ad revenue through pay-per-click schemes,
where users are redirected to websites that display ads, and the attackers earn money from each
click. In other cases, the goal might be to redirect users to competitor websites or fraudulent
e-commerce sites. [40].

e Domain resale or ransom. Attackers may register domain names to sell them back to the rightful
owner at a higher price. This is especially common with domains similar to well-known brands
or businesses. In some cases, attackers might attempt to extort companies by threatening to use
the domain for malicious purposes unless a ransom is paid. There are several known cases of
such use of a domain; however, the poor intent needs to be proven before making a decision [3].

e Brand damage or reputation attacks. Squatted domains can be used to damage the reputation
of a company or brand. Attackers may host defamatory content or misleading information on
the squatted domain to harm the company’s public image [3]. Sometimes, the squatted domain
may host counterfeit products or services, further damaging the brand’s credibility.

Researchers have been proposing different solutions to simplify and enhance domain name analysis.
The solutions can be clustered into proactive and reactive approaches.

The reactive approach suggests techniques for analyzing the traffic between the target domain
and the client (benign) host, which assumes the presence of a communication attempt from either
the client host or the domain. The works encompassing this approach primarily focus on identifying
malicious domains used as command and control servers, spreading malware, or belonging to the threat
actors identified as APTs (Advanced Persistent Threats). In such scenarios, when the communication
between the client and the malicious domain has already occurred, a domain name serves as an
Indicator of Compromise (IoC) in terms of threat intelligence. It can be used to pivot, i.e., discover
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more information about the attacker and their infrastructure. This approach largely involves traffic
analysis and features obtained from the communications between the client and the malicious domain.

Another group of researchers focuses on identifying malicious domains before any attempted com-
munication between the benign client and a suspicious domain, representing the proactive approach.
This is the same use case for domain analysis as for the company focused on in this research. For this
study, the related works of this group are divided into two categories: works focusing on identifying
and preventing domain squatting attacks and works focusing on identifying malicious domains as a
general category. These categories differ in the applied identification and classification methods. Ad-
ditionally, in the works applying machine learning-based approaches, the features contributing to the
final decision-making differ based on the goal of a study.

3.1 Identification of malicious domains

Researchers have long been interested in finding effective measures to protect legitimate organizations
from various attacks, including measures based on domain analysis and classification. While domain
name analysis has traditionally been performed manually, the growing volume and rate of phishing
attacks and the high fluidity of DNS infrastructure call for more efficient implementations, fully or
partially based on automated methods. The high volume and rate of phishing attacks and spam
communications require effective countermeasures as early as possible, meaning these communications
would be stopped long before they reach a human operator. Traditional approaches to automated
domain classification include domain blacklisting and IP blacklisting.

Blacklisting refers to the process of adding specific domains or IP addresses to a global list that
marks them as untrustworthy or malicious. When a domain or IP is blacklisted, it means that it has
been associated with suspicious activities, such as sending spam, hosting malware, or being part of
phishing attacks. As a result, services like email providers, browsers, and security systems may block
access to these blacklisted domains or IPs to protect users from potential harm. Reputable organi-
zations and entities support several widely known domain blacklists. Examples of such organizations
are MXToolBoz [28] and DNSChecker[15].

While domain blacklisting protects customers from known malicious domains, it does not account
for the domains that exploit the domain squatting techniques. Domain blacklisting does not account
for variations in the domain names and, as a static countermeasure, does not keep up with the
emergence of new domains. Blacklisting IP addresses instead of domain names is even less efficient as
the domains can change the hosting server without significant effort.

Techniques like IP-Fast, Domain-Flux, and advanced Double-Flux evade these conventional detec-
tion approaches. Flux techniques refer to switching between multiple IP addresses or domain names
to avoid blocking and ensure continuous operation of the attacker’s infrastructure [37][38]. This tech-
nique is widely applied to domains that serve as Command-and-Control (C&C) servers in the malicious
infrastructure. The IP addresses typically belong to the bots in the botnet infrastructure controlled
by the malicious actor. Given the low effort needed to create a fast flux network, IP and domain
blacklisting has become a severely outdated approach [44]. Figure 3.1 reflects the fast-flux technique’s
fundamental principle.

Another shortcoming of the blacklisting approach is related to DGA domains. DGA stands for
Domain Generation Algorithm, meaning that these domain names are not composed manually but are
generated in an automated fashion. These domains are mainly used for malicious purposes, such as
C&C servers of an attacker’s infrastructure. Researchers[19] found that only 1.2% of DGA domains
are on blacklists. The automated nature of generating such domains allows to generate new domains
in a very short period, whereas identifying and blacklisting such domains is not a trivial task. This
suggests that traditional malicious domain detection methods, such as firewall blocking and using
blacklists, are largely ineffective against more flexible domain attack techniques.

Finally, maintaining blacklists is a challenging task due to the need for constant updates to reflect
the latest changes in domain registrations and ownership. The dynamic nature of DNS can lead
to legitimate domains being blacklisted by mistake (false positives), or malicious domains escaping
detection (false negatives), complicating security efforts [19]. New domain registrations happen daily,
adding to the globally stored DNS records and necessitating constant updates. Domains often change
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Figure 3.1: The basic principle of fast-flux technique.

ownership due to business transactions or expired registrations, each change requiring updates in DNS
records and potentially in blacklists. The limited number of IPv4 addresses further complicates this
scenario, as these addresses are frequently reassigned by ISPs (Internet Service Providers), causing
frequent changes in DNS mappings. Once legitimate domains are hijacked or sold, they can be used
for malicious activities like phishing, spreading malware, or hosting fraudulent websites.

These complexities in managing DNS highlight the need for more advanced and adaptive security
measures to ensure the effectiveness of blacklists, as well as the need for measures beyond blacklists.

Another study [39] proposed graph-based identification that employs graph theory to discover as-
sociations between IP addresses, domain names, hosting providers, and registrars. In this approach,
pieces of information (an IP address, a domain name, etc.) are represented by graph nodes, and their
relationships are defined by graph edges. When combined with novel technologies such as machine
learning techniques for domain classification [39], this approach can provide reasonable results on
malicious domain identification. However, there are several drawbacks to such an approach. First,
graph-based identification implies an association-based approach, meaning associations and relation-
ships must exist with other domains. Newly registered domains with few relations with others might
be identified by such a system with less certainty as the identification would be performed based
on weaker features [39]. Second, the associations and relationships must be meaningful to provide
valuable features for domain identification and classification. Depending on the sources of informa-
tion, coincidental relationships (such as malicious and benign domains residing on the same hosting
provider) could interfere with identification accuracy.

Researchers [32] also attempted to use lexical, DNS-based, and web-based domain features to
train a logistic regression ML model for domain classification. Using web-based features related to
web traffic, content category, and time spent by website visitors brought novelty to the field; previously,
DNS-based data was the primary source of information. However, the study only used accuracy as a
measurement metric, which does not provide a comprehensive insight into the model’s performance.
Additionally, the proportions of the benign and malicious domains in the dataset are unknown. The
study reported 60% accuracy, which leaves potential for improvement.
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3.2 Identification of squatted domains
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Figure 3.2: The typosquatting ecosystem.

To assess the scale of domain squatting issue, researchers [40] attempted to identify existing squat-
ted domains, particularly the ones used for malicious purposes. Their methodology consists of several
consecutive steps. First, the dataset of benign domains is obtained from Alexa’s top 1 million sites.
Then, this dataset is used to generate the possible variations of the benign domains, using common
operations such as character addition, deletion, substitution, etc., to obtain a set of potential squatted
domains. The existence of these domains is verified using additional information from DNS records,
WHOIS records, and web crawlers. Finally, this information categorizes the domains according to their
monetization strategy. The monetization strategy 3.2 can be divided into the following categories:

e 1) Serving third-party advertisements

e 2) Impersonating legitimate domain with the purpose of phishing
e 3) Serving malware

e 4) Redirection to another (landing) domain

e 5) Redirecting to competitor domains

e () Affiliate marketing

7) Defensive registrations by the domain owner, redirecting to the target domain. The study
[40] indicates that less than 2% of typo-ed domains belong to this category.

8) Unrelated content, typo is coincidental

17



Additionally, these domains are checked against known blacklists to discover the domains that are
referred to as ”true malicious” domains.

The study [40] has discovered that most squatted domains do not appear to have a malicious
purpose; instead, these domains are used for various monetization strategies. However, this type of
monetization is not legal as it exploits the legitimate name of a company or a brand. Additionally, the
study has identified typosquatting domains’ use in malicious campaigns for quiz scams, spam survey
sites, offering deceptive downloads or serving adult content, and other illegitimate purposes. The
researchers also argue that the extent of typosquatting varies as it depends on the popularity of the
domain, i.e., there would be more typosquatting attempts (typosquatted domain names) for a domain
such as facebook|[.]Jcom compared to someunknowndomain|.]com.

While the researchers managed to develop a domain classification tool that produced reasonable
results, their research encompassed only domains within the [.Jcom TLD (top-level domain), focusing
on the domain names obtained through single-character modifications (addition, deletion, substitution,
transposition). However, domain squatting can be performed using other methods, such as replacing a
top-level domain or performing more than one single-character modification. Additionally, the authors
acknowledge the difficulties in the definitive identification of squatted domains since the linguistic
properties of the domain alone are not always enough to reliably identify the purpose of the domain
name registration.

Another study [27] focused on implementing a machine-learning approach to the issue of domain
squatting. The authors propose an ensemble learning classifier composed of five classification algo-
rithms for detecting suspicious domains. One of the methodologies considered in this study outlines
the features of the domain name that are not related to the features derived from traffic analysis. These
features include, for instance, the percentage of numerical characters within the domain name, the
number of unique characters in the domain name, the length of a domain name, and registrar informa-
tion. The authors used a supervised machine learning-based classifier to detect malicious/suspicious
domains. They selected decision trees (C4.5), K-nearest neighbors (K-NN), logistic regression (LR),
Naive Bayesian (NB), and Support Vector Machines (SVM) to combine into a majority-voting en-
semble learning classifier. This classifier was trained on a dataset consisting of legitimate domains
as benign and DGA domains as malicious samples. The study identified the differences in linguistic
features between legitimate and DGA domains, allowing the classifier to perform well on the unlabeled
dataset. However, the typosquatted domains, by their lexical composition, are usually close to legiti-
mate domains (for instance, via single-character modification). Therefore, typosquatted domains are
highly likely to have features nearly identical to those of legitimate domains, unlike DGA domains.

3.3 Machine learning in domain analysis

Machine learning has been applied in multiple use cases related to domain analysis, including attempts
to detect typosquatting. Some researchers use machine learning to identify the DGA (algorithmically
generated) domains that benign hosts might communicate with [44]. The reasoning behind this use
case is the vast usage of DGA domains as C&C servers in the malicious infrastructure. Therefore,
identifying these domains can help prevent bot infections and other attacks. In identifying DGA
domains, linguistic features of the domain names are prioritized. DGA domain names have different
properties than usual: they have little to no meaningful strings and are a product of a pseudo-random
generator [27]. Automatic generation provides a quick way to register new domains. Through quick
registration, the C&C servers in malicious infrastructure can be replaced with low effort in case of
domain takedown or blocking. By identifying distinctions in features between legitimate and DGA
domains, researchers [27] achieved reasonable results.

Another group of researchers focuses on identifying malicious domains based on the temporal
and spatial features of the traffic between the benign and malicious hosts. This methodology is
applied in the context of APTs (Advanced Persistent Threats), established criminal groups with
known techniques, tactics, and procedures, referred to as TTP. These techniques and tactics have
been linked to DNS exfiltration [25] or C&C communications. The authors argue that the behavior
of DNS domains is persistent across the attacker’s infrastructure and that the domains belonging to
the same strain of malware will display identical or nearly identical behavior. Therefore, identifying
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malicious domains based on their behavior can lead to detecting attacks from known APTs. However,
domain name analysis is less significant in this use case as the approach relies heavily on network
traffic analysis.

The most straightforward approach to malicious domain detection via domain name analysis is
demonstrated by several studies [27][32][45] focusing on the features of the domain name itself, with
extra information coming from the WHOIS’ records and IP information. However, identifying con-
tributing features is a tedious task, and the result largely varies depending on the purpose of the
study. One study [27] evaluates the contribution of various features to the final decision of the domain
classification and highlights the correlation between the features and the domain classes. However,
the study only presents a limited set of features and their correlation to the final result.

Several researchers pinpoint the challenges in applying machine learning techniques to the domain
name analysis procedure. One study [37] identified a challenge of obtaining the ground truth dataset
that could be used for tuning the machine learning algorithms. This challenge arises mainly from the
fluidity of the DNS infrastructure and the constant changes happening within. While blacklists and
whitelists could serve as ground truth data, it is hard to verify their content and origin, as well as their
relevance. Reputation lists can provide a certain degree of insight; however, reputation is irrelevant
if the domain is blacklisted for reasons other than ones related to network security. For instance, a
domain can host unethical or questionable content, yet from the network security perspective, it is
not associated with malicious activity. Another study [40] found it challenging to obtain a labeled
dataset even through manual inspection as the purpose of any given domain name registration cannot
be established reliably in all cases, mainly due to missing or obscured information.

3.3.1 Feature engineering

This section summarizes and categorizes the features proposed by different studies. This summary
further serves as a foundation for feature engineering for the solution used in this paper. As features
contribute differently to the outcome, the usefulness of the features needs to be evaluated according
to the algorithm’s goal. The table 3.1 summarizes the proposed features across related studies. The
features are divided into four categories according to their class:

e Lexical features. These features are retrieved from the domain name itself and encompass
linguistic features of the domain used for textual analysis.

e Web-based features. When a domain has an associated website, it is possible to determine
characteristics relevant to the associated webpage and its traffic.

e [P- and DNS-based features. These features are retrieved from the WHOIS database and include
information about the registration of the domain and associated hosts and IP addresses.

e Other features.

To provide a better overview, similar features are grouped in the same row (e.g., ”Number of
distinct IP addresses” and ”"IP address associated with the domain” are grouped as they contain the
same or very similar information).

Table 3.1: Proposed features

] Feature ‘ Category ‘ Studies ‘
Length of Domain Name Lexical [27] [22] [40]
Number of Unique Characters/Letters/(unique) num- | Lexical [27] [32]
bers
Ratio of Letters/Numbers to Domain Length Lexical [27] [22] [6]
Ratio of Unique Letters/Unique Numbers to Unique | Lexical [27]
Characters
The ratio of consonant characters/special charac- | Lexical [22]
ters/vowel characters in the domain
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Feature

Category ‘ Studies ‘

Presence of strange characters (non-alphanumeric) Lexical [22] [32]
The maximum number of consecutive conso- | Lexical [22]
nants/vowels /numerics/special chars in the domain
Baseline DNS used to enrich data (derive features) Lexical [22]
DNS record type queried DNS [22]
The response from a DNS request for the record type | DNS [22]
MX/TXT
PTR record: reverse lookup, determine domain from | DNS [32]
1P
If the DNS response has Sender Policy Framework at- | DNS [22]
tribute
If the DNS response has Domain Keys Identified Email | DNS [22]
attribute
If the DNS response has Domain-Based Message Au- | DNS [22]
thentication
The IP for the domain / Distinct IP addresses DNS [22] [32] [6]
If the domain is registered in the Alexa DB / Alexa | DNS [22] [32] [40]
rank
If the domain is available for common ports* DNS [22]
The country code associated with the IP(s) of the do- | DNS [22] [32] [6]
main/IP Geolocation
The country code defined in the domain registration | DNS [22]
process (WHOIS)
The creation/expiry date/last update of the domain | DNS [22] [32] [40]
(WHOIS)
The Autonomous System Number for the domain IP [22] [32]
The HTTP/HTTPS response code for the domain Web [22]
The organization name associated with the domain | DNS [22] [32]
(WHOIS)
Registrar: name and contact details DNS [32]
The number of sub-domains for the domain DNS [22]
The Top Level Domain for the domain DNS [22]
The result of the blocklisted search for the IP/domain | Web [22]
Number of webpages Web [32]
Time spent by visitor Web [32]
Web referrals Web [32]
Web traffic Web [32]
Content category Web [32]
Parked / serving ads / Affiliate marketing Web [40]
Number of redirections Web [40]
Illegitimate contents: list of illegitimate words Web [32]
Short life of the domain DNS [6]
Daily similarity in request patterns DNS [6]
The class of the domain (malicious/non-malicious) Other [22]
The Shannon Entropy of the domain name Other [22]
The mean value of the entropy for the sub-domains Other [22]
End of Table

*common ports: 80, 443, 21, 22, 23, 25, 53, 110, 143, 161, 445, 465, 587, 993, 995, 3306, 3389,
7547, 8080, 8888
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3.4 Research novelty

While most studies focus on identifying malicious domains as a general category, the current research
aims to answer the following questions:

e Can the machine learning approach reduce the workload for the analysts by excluding a high
number of false positives, leaving only suspicious domains for investigation?

e Given pairs of legitimate and suspicious domains, is it possible to clearly distinguish between
the domains with coincidental similarity and the domains that aim to exploit domain squatting
techniques?

e Is the implementation of such an algorithm feasible in a real-world scenario where imperfect
samples might lack essential information?

Having a dataset of real-world samples brings the research closer to the industry; however, it also
means that the samples are not ”perfect,” as some features would be impossible to extract due to the
missing information. The final model would need to maintain high performance in these conditions.
Additionally, as new samples are discovered regularly, the guidelines should be placed on regular
retraining and updating the model, as new samples might significantly differ from the ones found
previously. This is especially important as the new legitimate domains are added to the dataset since
different techniques might be employed to spoof these domains (e.g., long vs. short domain names or
domains containing general language words vs. domains containing rare combinations of letters and
words).

21



4 Research context

This chapter describes the operation of the target company’s threat intelligence platform. The do-
main analysis is performed through this platform, and the current practices and policies provide the
foundation for the automated solution in the domain analysis module. In the context of this research,
domain analysis is one of the services offered to cybersecurity company customers. Analyzing domain
names is one of the crucial tasks of cybersecurity analysts in the Security Operations Center (SOC),
and it is part of their daily work routine.

4.1 Existing platform

The company has an automated threat intelligence platform that serves as an information hub for
the operators. The data from different sources is automatically collected, aggregated, filtered, and
visualized for further processing by analysts. The findings provided by the platform are referred to as
evidence. Some evidence is gathered automatically to speed up the investigation process.

An alert is raised if a domain corresponding to the squatting criteria is discovered. In the given
study, the requirements regarding typosquatting are set by software-based tools that automatically
recognize domains that differ insignificantly from the original.

The alerts are produced in batches following the workflow described in figure 4.1. First, the
scheduled research (information gathering) is triggered in the background. This research takes the
client domain name as an input (e.g., newclient/.Jcom and the variations of this domain name produced
by the automated tools such as DNSTwist (e.g., newcliient[.]com, niewclient[.Jcom, etc.). With this
input, the DNS records are queried for the existence of those domains, i.e., if there are registration
records associated with these domain names. If such a domain name is found, the following checks
are performed automatically:

e The domain name already was handled by an analyst (or is in the queue to be handled). If
no previous alerts are associated with the domain name in question, an alert is raised to the
analyst.

e [f there was an alert in the past, the outcome of the alert resolution is checked. If the alert was
handled as other than a false positive (meaning an action was likely taken against this domain
name by a client), the domain name is dismissed from further checks.

e If the alert was handled as a false positive, the new data of the domain is compared to the
previously seen data. If there is a change in the information (e.g., a domain has changed
ownership), an alert is raised. A new alert will also be issued to recheck the information if the
domain name was handled over six months ago.

The process above is performed for each domain name variation the research handled. This ap-
proach eliminates a significant amount of manual work by providing some information associated with
domain names and filtering out the domain names that do not have associated DNS records (i.e., are
not registered and, therefore, do not present any risk at the moment of their discovery). The following
information is gathered automatically for the alerts and stored in the database:

e Fully Qualified Domain Name - the domain name that needs to be investigated

e Type of modification required to transform the customer domain name into the discovered
domain name

e Indication of whether the domain is marked as a phishing domain by reputable organizations

e SHA256 hash of the page content

22



e MX record related to the domain

e Indication of whether the IP address of an A record of the domain is found in known blacklists
e Indication of whether the IP address of an MX record of the domain is found in known blacklists
e Indication of whether the host is found in known blacklists

e The parking man rating - the rating given by the tool evaluating the likelihood of the domain
being parked.

e The date of the last update of the DNS record

e [ull WHOIS information in raw format if available

Check again in the next research

lient domain name (e.g. -
/ newclient.com) /L) 1. Scheduled research started Client dqm_ain name
variations

Automated decision-making process for each variation

Is domain name
variation registered?

Yes

Yes

No action
required

g Yes Was it handled more than 6 months ago N, __NO_ g
or has domain information changed?
Y
N\ N| 2. Raise alert

Figure 4.1: A high-level overview of the alert creation decision-making process.

Cyber security analysts must manually verify whether the discovered domain presents a (potential)
risk for the customer. During this process, analysts aim to discover additional information about the
domain by answering the following questions:

e [s the domain similarity coincidental, i.e., the flagged domain belongs to a legitimate organiza-
tion/individual?

e Is the domain parked or for sale?
e Has the domain been associated with known malicious activity?

e Is the domain name associated with a known malicious IP address?
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However, this task is often resource- and time-consuming as domain analysis requires manual infor-
mation gathering and analysis.

Most alerts are classified as false positives (i.e., the domains in question are benign), and only a
handful of flagged domains require further investigation and monitoring. With many false positives
(around 80% in the given scenario, as the dataset analysis will show), analysts are prone to alert
fatigue, which might result in missing suspicious or malicious activity. Additionally, the limited time
and resources required to investigate every domain, including benign domains, leave less time for
detailed investigation of suspicious domains. As the company grows continuously, and new customers
are constantly being added to the platform, the number of alerts grows, and analysts face the challenge
of allocating sufficient time and resources for the domain name investigation. This problem created
the need for an automated or semi-automated solution to reduce the workload of the analysts in the
context of domain name analysis.

4.2 Domain analysis process

The domain analysis process is a manual task that involves several checks (at the minimum) performed
by the operator. Ultimately, the operator decides whether to escalate the request to the client’s
attention if the domain appears suspicious and might present a risk to a client. The client can take
action against a domain if it is considered reasonable. An example of client action is submitting
a takedown request to the hosting provider if the domain is deemed illegitimate and exploiting the
client’s brand name (such as impersonating the client’s website). However, the client’s decision-making
process is outside the scope of this work.

The platform produces the findings as a result of a scheduled run of various tools for domain
discovery. The tools used to discover the domains and subdomains are DNSRecon[9] and DNSTwist
[10]. Figure 4.2 provides a high-level overview of the analysis process and its outcomes:

1. Incoming alert P Recheckin6émonths ‘

Yes ] N No
- Alert is legitimate?

2.2 Discard alert

2.1 Investigate alert

Yes . - No
Domain suspicious?

I 3.1. Escalate | 3.2. Mark as false positivef-----t--------x--mmmmmmoo oo !

t )

Finished )« /

External software boundary

Figure 4.2: Domain link analysis process.
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e The process begins when an alert is received and requires human evaluation to determine its
legitimacy (1). The operator reviews the findings gathered after a platform run to discard
irrelevant findings, referred to as ”evidence” in the context of the platform operation. The basis
for this decision at this stage is solely the domain name. The evidence is discarded if the domain
name is considered irrelevant (2.2), meaning that the domain name does not represent a possible
risk to a customer. If the domain name cannot be discarded with high confidence at this stage,
the evidence is accepted to be processed at the next stage. The domain name is deemed irrelevant
if it is, by the operator’s judgment, too different from the customer’s domain name and, therefore,
has very little chance of impersonating it. The most common false alerts are generated by the
client domain that uses a general word or a combination of general words. In such a situation, it
is more likely to encounter domains that use the exact words or phrases. For instance, a fictitious
domain such as stop/.Jcom can generate false positives such as marveloustopic/.Jcom where the
domain name coincidentally can be found inside the string, and the domain is unlikely to try to
impersonate the customer.

e The alert is passed to an analyst who conducts a thorough investigation (2.1). This involves
checking various data points related to the alert, such as the domain registration details, web
content, and other relevant indicators. The analyst determines whether the alert is legitimate or
a false positive based on the information available at the time. The analysts evaluate the domains
following practices developed inside the cybersecurity team. These practices consist of various
manual verification steps using publicly accessible reputable tools, such as VirusTotal[43]. The
following attributes of the domain are evaluated:

— Domain lexical similarity. Some domains may appear similar due to coincidences, particu-
larly if the domain name is generic or contains words from (typically) the English language.
For instance, the similarity of the domain datagroup/./com to the domain dategroup/./com
is less suspicious than the similarity of the domain wurth/.Jcom to wurth/.]Jcom as the first
pair of domains contains generic words from the English language. In contrast, the second
pair of domains includes a rare combination of vowels and consonants.

— Domain configuration. An analyst can use tools such as dig to determine if the domain has
associated DNS records, particularly A, MX, NS, and TXT records. These findings help
define the domain’s use and pivot to the subsequent investigation stage.

— Hosting and web features. If the domain name has an associated IP address, the website’s
content can be checked to determine the use of the domain name.

— WHOIS information. The registrant and registrar information contributes to the domain’s
evaluation and registration date.

— Malicious indicators. Both the domain name and (if applicable) associated IP address are
checked against spam blacklists evaluated in VirusTotal. However, in the case of shared
hosting with many domains, the IP evaluation does not necessarily contribute to the overall
domain evaluation.

After these initial steps, an additional investigation might be performed if necessary. For in-
stance, based on WHOIS[34] registrant data, a further check can be performed to verify the
existence of the given organization/individual. Another common situation is the “parked” do-
mains — when the domain name is registered, and a website is hosted but is not actively used
or developed, typically directing the website visitor to a placeholder page or a page with adver-
tisements. In most cases, parked domains are flagged as false positives by analysts.

e If the analyst deems the domain or alert suspicious, it is escalated to the client (3.1) by creating
a ticket. This ticket is a formal notification that further action may be necessary on the client’s
part, such as blocking the domain or investigating the associated activities. An analyst can
manually assign a level of urgency (lowest, low, medium, high, highest) to the ticket. The
client’s decision-making is excluded from the diagram.
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e If the analyst concludes that the alert is not a risk, it is marked as a false positive. However, the
process does not end here. In cases of false positives, the domain is flagged for rechecking in the
future. This step is crucial to account for the possibility that the status or information related
to the domain may change over time. During this recheck, the analyst revisits the domain to
see if any new information has emerged that would alter the initial judgment. The goal is to
ensure that previously dismissed alerts are safe or to escalate them if new evidence of suspicious
activity arises.

Instead of a traditional classification of benign and malicious, this research uses the terms ”suspi-
cious” and "non-suspicious” for the domains. Non-suspicious domains are marked as false positives,
and ”suspicious” are escalated to the customer, according to Figure 4.2. First, the operators are not
required to establish whether the domain is generally malicious. The business need dictates the re-
quirement to gather sufficient basis to classify the domain as suspicious or non-suspicious concerning
a particular customer. Therefore, even if the domain is classified as non-suspicious, some malicious
activity can still be associated with such domain. Vice versa, a suspicious domain does not always
represent malicious activity. Labeling a domain as suspicious merely indicates that additional checks
must be performed to verify the risk status of the domain. Finally, the goal of the classification is
to reduce the number of false positives on the platform. Thus, instead of focusing on identifying
malicious domains with high confidence, the aim is to identify and discard non-suspicious domains so
that analysts can only investigate the domains deemed suspicious.

However, it is important to consider that the reduction in false positives must not be achieved by
introducing significant increase in the number of false negatives. In the given scenario, minimizing
false negatives remains more crucial because missing a critical event could have severe consequences,
while false positives, though undesirable, are more acceptable and manageable.

The following assumptions are made about suspicious and non-suspicious domains:

e Non-suspicious domain: non-suspicious domains can be classified based on specific factors,
such as belonging to a legitimate individual/organization. However, the absence of specific
malicious features is the most critical factor. The reasoning for this definition is that malicious
domains often masquerade as legitimate domains and possess some of the same features as benign
domains.

e Suspicious domain: suspicious domains are classified based on detecting certain malicious
features. The malicious features are assigned different levels of importance. For instance, while
a very recent (few days) domain registration date increases the level of suspiciousness, it does
not alone indicate that the domain is malicious. However, if the domain is present in a known
blacklist or if the website residing on the domain appears to be masquerading as a customer
website while not being owned by the customer, an analyst will report this domain is malicious
with high confidence.

A particular case of suspicious domains is domains belonging to the customer but not monitored
on the platform. Since these domains typically have features very similar to monitored domains,
the system should flag these domains as suspicious for the possibility of impersonation. The
most reliable way to establish the ownership of such domains is to escalate the ticket to the
customer and inquire about the verification.

4.3 Solution challenges

Several challenges are associated with automating the domain analysis process in the given scenario.
Some of these challenges can be tackled on a technical level, while some can be mitigated by setting
clear guidelines for the domain analysis process to ensure consistent results. In the current research,
these challenges are accepted as limitations that could be overcome in the future.

Definition of risk. One of the main challenges associated with the solution for the given use
case is the definition of risk, which is tied closely to the knowledge of the client-owned domains. In
other words, the domain is not classified as benign or malicious; it is classified as non-suspicious and
suspicious, where suspicious does not always equal malicious. In fact, in most cases, the operators do
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not possess sufficient time and resources to research all possible details about the domain to classify
it as malicious, and there is no business need for this activity either. The risk for the customer is
present if the domain:

e could be used to impersonate the webpage of the customer-owned domain

e could be used to attempt a phishing campaign on the customer

e could be used to attempt a phishing campaign on the customer organization’s clients
e could be used to tarnish or exploit the brand reputation

e could be used to divert traffic from the original domain

Missing data. Some features are missing on a larger portion of the domain dataset. Additionally,
while performing assessments, analysts do not solely rely on the information collected by the automated
tools. Instead, they perform extra open-source intelligence gathering, and this process can be too
sophisticated to mimic in a fully automated manner. This reliance on manual intelligence gathering
introduces an additional layer of complexity, making it challenging to ensure the completeness of data
in an automated system. Therefore, compensating for missing data or finding alternative data sources
becomes critical to developing an effective model.

Data imprecision. Some assessments made by automated tools and scripts are not 100% ac-
curate. When a human operator analyzes the domain name, this imprecision can have little effect;
however, imprecise features might significantly degrade the model’s performance when training a ma-
chine learning algorithm. Such features need to be either manually calibrated or excluded from the
dataset. This requirement for manual calibration increases the preprocessing effort and raises the
need for ongoing maintenance to adjust for changes in the data quality over time. Consequently, data
imprecision remains a significant barrier to achieving consistent and reliable model outcomes.

Limited data. The original dataset used for the experiment is highly imbalanced, with the preva-
lence of false positive entries (approximately 80%). While having real, authentic data is advantageous,
the under-representation of the suspicious samples limits the effectiveness of the model training. This
data imbalance can lead to a bias in the model, making it less sensitive to the minority class. Con-
sidering that in the given scenario, suspicious samples are the minority class, this imbalance can have
critical security implications. Techniques like oversampling, undersampling, or synthetic data gen-
eration should be applied to mitigate this imbalance, but these methods have limitations and the
potential to introduce new biases.

Subjective verdict. The verdict given by an analyst may differ based on the experience level
of an analyst and the amount of information available. While junior analysts are encouraged to seek
support from more experienced peers, the accuracy of the verdict can differ, and the reasoning behind
the verdict may also differ between analysts.

Flexibility and wide application. Manual tuning might ensure the model can be applied to
different datasets. In the current experiment, the model is tweaked to mimic the analysis processes
in a given company. This implies that the model must also be updated if new changes are introduced
in the process. Additionally, the model performance is only as good as the process mentioned above
is; in other words, the quality of the model performance is tightly coupled with the performance of
human operators performing the analysis. This dependency on human expertise limits the model’s
scalability to other contexts. It creates a maintenance challenge where the model must continuously
evolve alongside changes in human analysis practices and emerging threats.
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5 Methodology

In this work, a new method of domain classification is explored based on the dataset that contains
verified benign domain names and suspicious domain names with the corresponding labels. Most
researchers in the field of domain analysis attempt to identify the malicious domains based on the
features of benign domains and features of malicious domains, which come from two separate unrelated
datasets - a benign dataset and a malicious dataset. However, in this research, the dataset consists
of labeled rows, each containing a verified benign domain treated as ground truth and a domain
identified as potentially suspicious by the automated tools employed by the platform. Therefore, the
dataset provides a unique opportunity to investigate features based on differences between the verified
legitimate domains and the potential threats instead of relying on separate features of benign and
malicious domains.

Additionally, the dataset in this study is composed of real samples, meaning that the domain names
(both legitimate and suspicious) are actual domains (or have been registered before) registered by
individuals or organizations. This contrasts with synthesized lab samples, which may fail to accurately
reflect the complexity and unpredictability of real-world scenarios. Real samples provide valuable
insights into actual adversarial behaviors, leading to models that are more representative and better
adapted to practical applications, thereby enhancing the reliability of the findings.

Feature identification and preprocessing. The dataset contains multiple features collected
by the automated scripts. Potentially relevant features were grouped into two categories: linguistic
and other. Linguistic features were engineered with the intent to mimic the analysis performed by
the human operator during the alert handling. The identified features rely heavily on the observed
differences between the pairs of original and suspicious domains. Additional (other) features were
extracted from the available data. The full list of features is described in sections 6.3.1 and 6.3.2. A
scaler is used for standardization to compensate for the different scales and ranges used with different
features. The StandardScaler[36] scales the features of a dataset X to have a mean of 0 and a
standard deviation of 1. Given a dataset with features x1,x9,...,x,, the scaling process for each
feature x; can be expressed as:

T — g
gj

where:

x! is the scaled value of the feature x;,

K3
1; is the mean of the feature x;,

o; is the standard deviation of the feature x;.

The transformation ensures that the features are centered around zero with a unit variance. In
mathematical terms, the resulting dataset has:

mean(x;) =0 and std(z}) =1

The primary motivation for using the StandardScaler in the given algorithm is to ensure that
each feature contributes equally to the model’s performance. Features with different scales can dis-
proportionately influence the model. For instance, features such as normalized standard deviation
of character modification position have a range of [-1, 1], while features like a number of character
modifications have a theoretical range of [0, co]. If not accounted for this difference, features with
more extensive numerical ranges might dominate those with smaller ranges, leading to biased results
[4].

Dataset preprocessing. The experiment is repeated over three variations of the dataset:
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e Stratified splitting (unchanged). In this setting, no modification is applied to the dataset.
The dataset is proportionally split between the training, validation, and test set. Let X represent
the dataset, and let y represent the labels. The split is performed in a way that maintains the
proportion of each class in each subset:

KXirain, Xvals Xtest Ytrain, Yval, Ytest = StratiﬁedSplit(X, Y, ratio)

Here, StratifiedSplit ensures that the ratio of class labels in the original dataset y is preserved
in the training, validation, and test sets.

e Undersampling. The dataset is split into the training, test, and validation sets in this setting.
Additionally, the training dataset is undersampled according to the minority class. In the given
scenario, the minority class is the true positive label. Therefore, the size of the original dataset
is reduced to balance the difference between the classes. Mathematically, let Nyinority and
Nmajority be the number of samples in the minority and majority classes, respectively, where
Nuinority < Nmajority- Undersampling reduces the number of majority class samples to match
the number of minority class samples:

/ — . .

majority — 4Yminority
The new training dataset size is 2 X Nyinority. In this work, the RandomUnderSampler from the
imblearn library is used to perform this operation:

Xtrain,resampleda ytrain,resampled = RandomUndersampler(Xtrain7 ytrain)

The undersampling is performed by randomly selecting samples from the majority class without
replacement. The sampling is performed randomly, with the controlled random state parameter
to ensure reproducibility of results. The inner mechanism relies on a uniform random sampling
process, selecting samples from the majority class until the desired balance is achieved.

e Oversampling. The dataset is split into the training, test, and validation sets in this setting.
Additionally, the training dataset is oversampled to artificially increase the number of instances
in the minority class. In the given scenario, the minority class is the true positive label. There-
fore, the size of the original dataset is increased to match the difference between the classes. Let
Nuinority and Najority be the number of samples in the minority and majority classes, respec-
tively. Oversampling increases the number of minority class samples to match the number of

majority class samples:

!

minority — 4Ymajority
The new training dataset size is 2 X Npajority. In this work, the RandomOverSampler from the
imblearn library is used to perform this operation:

Xtrainjesampledy ytrainiesampled = Randomoversampler(Xtrain7 ytrain)

The RandomOverSampler duplicates existing samples from the minority class randomly to reach
the desired number, which is a simple and naive strategy for increasing the number of samples
of the minority class. The replication process ensures that the new samples retain the charac-
teristics of the minority class, with randomness managed through the particular parameter for
reproducibility.

Model building and hyperparameter tuning. The Neural Network (NN) model is built using
Keras Classifier. This phase involves creating the initial structure of the model and further modification
of this structure to discover the structure that yields the best performance. The modification of the
model structure is performed by tuning hyperparameters. Hyperparameters are the parameters in
the model that control the model’s behavior and are determined before the training process. In this
scenario, the following hyperparameters are being adjusted in the neural network:
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e Learning rate. The learning rate indicates the step size during optimization; a higher rate speeds
up learning but might miss the optimal solution, while a lower rate provides precision but slows
the NN convergence.

e Batch size. Batch size influences training stability and speed—Ilarger batches offer smoother
gradients but increase memory usage.

e Dropout rate. The dropout rate affects the generalization ability of the model and its proneness
to overfitting by randomly dismissing a predefined rate of neurons from further calculations.

e The number of layers and the number of neurons impact the model’s ability to capture data
and pattern complexity; networks with more layers and neurons per layer can model intricate
relationships but risk overfitting.

The model training is performed in two stages. First, the initial hyperparameters are discovered
through the randomized search. Then, the grid search is applied to the values near the ones discovered
through the randomized search.

Randomized search explores a wide range of hyperparameter values by randomly sampling com-
binations from a predefined search space. Unlike grid search, which evaluates every possible combi-
nation, randomized search samples a fixed number of hyperparameter combinations, allowing it to
cover a more extensive search space more efficiently. The parameter njterations controls the number of
iterations, which specifies how many random combinations should be tried. Randomized search can
identify promising regions without exhaustive computation by sampling a subset of the hyperparam-
eter space. Additionally, randomized search can explore combinations that grid search might miss,
especially in cases where the hyperparameter space is vast and non-uniform.

Mathematically, if 01, 0s,...,0; represent the hyperparameters to be tuned, randomized search
samples a combination of hyperparameters © = (61, 6s,...,0;) from the search space S randomly:
©; ~ Uniform(S), i =1,...,Niterations

The model is trained and evaluated for each sampled combination, and the combination with the
best performance is selected for further tuning.

Grid search is employed for fine-tuning after the initial exploration with randomized search. Grid
search exhaustively evaluates all possible combinations of a predefined hyperparameter grid. Given
a set of hyperparameters © = {01,0s,...,0;}, where each 6; can take a range of values, grid search
constructs a grid that spans all possible combinations:

Ogrida = {(01,02,...,0k) | 0; € V;}

where V; is the set of values for hyperparameter ;. The total number of combinations is given by
the product of the number of values for each hyperparameter:

k
|Ogrial = [T Vil
=1

The model is trained and validated for each ©giq combination. Grid search fine-tunes the model
by exploring a narrow hyperparameter space identified by randomized search. It ensures that the
entire given space is covered, increasing the likelihood of finding the optimal hyperparameter values.
Overall, the exhaustive nature of grid search complements the broader exploration of randomized
search, ensuring that the model is finely adjusted.

When used independently, the two-stage approach helps overcome each method’s limitations, lead-
ing to a more robust and well-tuned model. The approach is described in diagram 5.1.

The validation set (10% of the original dataset) is used to evaluate the model’s performance
iteratively during training, enabling the adjustment of hyperparameters to optimize performance.
The model is trained on the training set and evaluated on the validation set using the evaluation
metrics described in section 6.1.
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Figure 5.1: Two-Stage hyperparameter tuning process: randomized search followed by grid search.

Model testing and evaluation. The models derived from the previous stage are tested on
two different test sets. A test set is a separate subset of the data not used during the training or
validation phases. It assesses the model’s ability to generalize on previously unseen data. The first
test set contains 10% of the original dataset’s records sampled randomly. The second test set consists
of the newest data, i.e., the latest records from the dataset, also amounting to 10% of all records.
Three models (trained on undersampled, oversampled, and stratified datasets) are tested with their
respective best parameters on each test set. The evaluation metrics (see 6.1) are collected on all the
experiments, and the performance of the models in all experiments is compared. This evaluation and
the comparison of the results present an opportunity to see the impact of the dataset modification
choice and the training set on the quality of the results, as well as hypothesize upon the further
improvement of the model and the dataset.

5.1 Neural network architecture

The neural network architecture comprises multiple fully connected (dense) layers that perform binary
classification. The input layer is structured according to the shape of the dataset features. Between
the hidden layers, dropout regularization is employed to mitigate overfitting by randomly setting a
fraction of input units to zero during training. The network comprises several fully connected (dense)
hidden layers. Each hidden layer consists of multiple neurons and uses the ReLLU activation function.
The final output layer consists of a single neuron with a sigmoid activation function. This layer
outputs a probability score indicating the likelihood of a domain being suspicious. The probability
score p lies in the interval [0, 1]. This type of architecture allows the network to capture complex
representations of the input data. To prevent overfitting, dropout layers are interspersed between the
dense layers. Dropout is a regularization technique that randomly drops a subset of neurons during
training, effectively reducing the co-adaptation of neurons and improving the model’s generalization.
Combining fully connected layers, dropout for regularization, and combined search techniques for
hyperparameter tuning proved an effective strategy for optimizing the neural network. Randomized
search offered a computationally efficient way to calculate the initial hyperparameters, while grid
search allowed for further fine-tuning. Figure 5.2 illustrates the high-level architecture of the neural
network.

Input layer. For a given dataset, the input layer contains neurons corresponding to the dataset’s
number of features. Each neuron in the input layer represents one feature of the data. If the dataset
consists of n features, the input layer will have n neurons. The input to the neural network can be
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Figure 5.2: Neural network architecture: fully connected layers with multiple neurons, ReLLU activa-
tion, dropout layers, and a sigmoid output layer for binary classification.

represented as a vector x of length n:

X = [x1,22,...,Ty]

where z; is the i-th feature of the input data.
Hidden layers. Each hidden layer consists of multiple neurons, where each neuron applies a weighted
sum followed by a non-linear activation function to the inputs it receives from the previous layer.
For a given hidden layer [ with m neurons, the output h®) of the I-th layer can be calculated as:

h®) = o(WORED 4 )

where:

WO is the weight matrix of the I-th layer,

h(—1Y is the output from the previous layer (or the input vector for the first hidden layer),
b® is the bias vector for the I-th layer,

o is the activation function applied element-wise.

Each layer uses the ReLU activation function, which is defined as:

o(z) = max(0, 2)

where z is the input to the activation function.
Output layer. The output layer is the final layer of the neural network and produces the final
predictions. It is represented by a single neuron with a sigmoid activation function to produce the
label probability measured between 0 and 1. The general operation of the sigmoid activation function
is shown in figure 5.3.

For binary classification, the output g is calculated as:

§=o(WOn®) 4 pl)
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g0

where:
W) is the weight matrix of the output layer,
h(®) is the output from the last hidden layer,
b(©) is the bias vector of the output layer,
o is the sigmoid activation function.
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Figure 5.3: Sigmoid activation function output with a threshold.

The threshold plays a critical role in converting predicted probabilities into binary class labels.
This threshold determines the decision boundary that separates the two classes based on the proba-
bility output of the model.

Given a probability p predicted by the model, the final class prediction § is determined using the

threshold 7 as follows:
. J1 itp>T
v= 0 ifp<r
where:

p is the predicted probability of the positive class,
7 is the threshold value.

Adjusting the threshold affects the model’s sensitivity (true positive rate) and specificity (true
negative rate). Lowering the threshold increases sensitivity but decreases specificity, and vice versa.
This trade-off is essential for optimizing the model based on the application’s requirements. While the
goal of the system is to decrease the number of false positives, it should not be achieved by neglecting
the false negatives. In security-specific settings, false negatives generally are deemed more dangerous
than false positives, as missing a critical alert might cause serious consequences. Therefore, the model
should achieve optimal performance in terms of false negatives and false positives.
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5.2 Random forest classifier

In this study, the random forest classifier ranks feature importance and performs predictions in the
domain analysis process as an alternative to the deep learning model. The feature importance ranking
provides a clear overview of the model decision-making process, allowing for easy elimination or
modification of features that overly dominate in the decision-making or are irrelevant or confusing
to the model. The manual analysis process, currently performed by analysts, is taken as a baseline for
the feature importance assessment. For instance, if a model uses a domain registration timestamp as
a dominating feature while analysts don’t consider this feature as important, this feature might need
to be eliminated from the dataset.

In addition to feature ranking, random forest is used as a baseline for evaluating NN model pre-
dictions since random forest, being an ensemble learning classifier, shows low sensitivity to outliers,
which makes it less prone to overfitting.

The basic structure of the random forest classifier is shown in figure 5.4.
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Figure 5.4: Random forest classifier algorithm [46].

The random forest classifier is constructed by generating many decision trees (5.5), where each
tree is trained on a different subset of the data using a random sample of features. This randomization
helps reduce overfitting and improves generalization [33]. Each decision tree makes a prediction, and
the random forest aggregates the predictions through majority voting for classification. The trees
are independently constructed, allowing the model to capture various data patterns. The classifier’s
randomness in selecting data samples and features ensures that the trees are diverse, mitigating the
risk of any single tree dominating the prediction process. The number of individual trees in the forest
can be tuned prior to the model training to achieve a balance between results quality and computation
time.

Let X = {X1, Xo,...,X,} be the training data and Y = {y1,92,...,yn} be the corresponding
labels, where n represents the number of data points. For each decision tree T; (i € {1,2,...,N}):

e Draw a bootstrap sample X; from X.
e Grow the decision tree T; on X; by recursively splitting the data based on a random subset of

features until a stopping criterion is met (e.g., maximum depth or minimum number of samples
at a leaf node).
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X[3] <= 0.8
gini = 0.666
samples = 101
value = [51, 52, 47]

x[3] <= 1.75

gini = 0.499

samples = 70
value = [0, 52, 47]

Figure 5.5: A sample decision tree from a random forest.

During the model tuning, three stopping criteria are considered: maximum depth of the tree,
minimum samples per leaf, and minimum samples to split. All three criteria aim to limit the complexity
of the tree by balancing the generalization ability with the sufficient learning ability of the model. If
the values for minimum samples are set too low or maximum depth too high, the model might learn
more complex patterns. Still, at the same time, it becomes prone to overfitting, while in the opposite
case, the model might not be able to learn enough patterns from data.

The splitting criterion used for each tree is typically based on minimizing the impurity of the
resulting subsets. For a node ¢, the impurity I(¢) can be calculated using measures like Gini impurity
or entropy. For instance, the Gini impurity is given by:

K
k=1

where pj is the proportion of samples belonging to class k£ at node ¢, and K is the number of
classes.

To predict a new input x, each decision tree 7; provides a class prediction h;(x). The final
prediction of the random forest is obtained by aggregating the predictions from all individual trees.
For classification, majority voting is used:

¢ = mode (h1(x), ha2(x),..., An(x)).

One of the benefits of the random forest classifier is the ability to estimate feature importance.
The importance of a feature f; is calculated by measuring the total decrease in impurity due to splits
on f;, averaged over all trees in the forest. Let AI(f;,T;) represent the decrease in impurity for feature
fj in tree T;; then the feature importance FI(f;) is given by:

N
FI(f;) = 5 S0 A, T))
=1
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To ensure consistent results in the feature importance estimation, the feature importance is calcu-
lated on an unmodified dataset (i.e., not under- or oversampled).

Similar to the neural network, the random forest model in this project undergoes two tuning
stages. First, randomized search explores a wide range of initial hyperparameters without extreme
computational overhead. Once a promising set of hyperparameters is identified, grid search refines
the model by exhaustively testing a narrower range. This approach allows the discovery of suitable
hyperparameters more efficiently than a plain grid search.

The following hyperparameters for the random forest are tuned:

e Number of trees. The number of trees controls how many individual decision trees are built in
the random forest. A larger number of trees generally leads to more stable and accurate results
but also increases computation time.

e Maximum depth. The maximum depth limits the depth of each decision tree in the forest. A
larger depth allows the model to learn more complex patterns, but it may lead to overfitting if
the trees are too deep. A shallower tree might prevent overfitting but could result in underfitting
if important patterns are missed.

e Minimum samples per leaf. This parameter specifies the minimum number of samples required
to be at a leaf node. Higher values will force the model to have more generalized leaves, reducing
overfitting, whereas smaller values might allow the model to overfit by capturing noise in the
data.

e Minimum samples to split. This parameter controls the minimum number of samples required
to split an internal node. If set too low, the trees may become very deep and complex, resulting
in overfitting. Higher values make the model more conservative, reducing its ability to learn
from nuances in the data.

The random forest classifier serves as a benchmark for performance comparison with the NN model
in each experiment. Due to its simplicity and robustness to overfitting, random forest provides a reli-
able baseline. It offers straightforward, interpretable performance that can highlight the improvements
achieved by a more complex neural network (or the absence of such). Since random forest does not
require extensive hyperparameter tuning, comparing it to a neural network allows for assessing the
value added by advanced architectures and learning capabilities while ensuring that the benchmark
remains transparent and easy to understand.
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6 Experiment setup

This chapter outlines the procedures used in conducting the experiments for this study. The experi-
ment setup encompasses the configuration of the data preprocessing, model training, hyperparameter
tuning, and evaluation processes. The aim is to ensure that the experiments are reproducible and that
the results are reliable and valid.

6.1 Evaluation methodology
This study evaluates the model’s performance using the following key metrics: accuracy, precision,
recall, F1 score, and AUC (Area-Under-Curve). These metrics collectively enable a robust evaluation of
the model’s classification performance, addressing various aspects of prediction accuracy and reliability
and comparing the models and models with varying parameters. When comparing the overall model
performance, higher importance is given to the F1 score as it reflects the model performance most
accurately, particularly in the case of an imbalanced dataset. Additionally, average inference time is
measured to assess the speed of model prediction. The higher complexity of the model is reflected in
the higher inference time, affecting the practical limitations of the model implementation.
Accuracy. Accuracy is the ratio of correctly predicted instances to the total instances in the
dataset. It is defined as follows:

TP +TN
TP+TN+ FP+FN

Accuracy = (6.1)
where TP is the number of true positives, T'N is the number of true negatives, F'P is the number of
false positives, and F'N is the number of false negatives.

Precision. Precision, also known as positive predictive value, measures the accuracy of the positive

predictions. It is calculated as:

TP
Precision = ———— 6.2
recision = s (6.2)

Recall. Recall, or sensitivity, measures the ability of the model to identify all relevant instances.

It is given by:
TP

Recall = m (63)

F1 Score. The F1 score is the harmonic mean of precision and recall, balancing the two metrics.
It is beneficial when the dataset is imbalanced. The F1 score is defined as:
Precision - Recall

F1 =2. 4
Score Precision + Recall (6-4)

Precision-Recall Curve and AUC. The Area Under the Precision-Recall Curve (PR-AUC)
demonstrates the trade-off between precision and recall metrics over different thresholds. A higher
PR-AUC indicates that the model maintains high precision even as recall increases, which is desirable
in the given scenario as minimizing false negatives is critical. The PR-AUC is calculated as:

1
PR AUC = / Precision(Recall) dRecall
0

This metric is handy in this work, as the goal is to effectively reduce the number of false positives
while also keeping a low number of false negatives. A high PR-AUC implies the model performs
well at distinguishing between legitimate and suspicious domains, even under varying thresholds.
However, the model’s efficiency in decreasing analyst’s manual work decreases if the threshold is too
low, resulting in a higher number of false positives.
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Average inference time. Inference time measures the time the model requires to predict the
test set. In the current study, the inference time is measured as an average of the ten runs of the best
model.

N
1
Tinference - N 5 (tend,i - tstart,i) (65)
=1

, Where:

Tinference: Average inference time for the model.
N: Total number of samples (=10).

tstart,i:otart time for the i-th inference.

tend,i: End time for the i-th inference.

6.2 Dataset preprocessing
The dataset contains 17.829 labeled rows. The labels have been previously assigned by the analysts
who investigated the corresponding alerts. The labels are divided into two groups:

e False positives - the domains classified as not presenting a risk, further referred to as Class 0,
e Escalated - the domains classified as potential risk are referred to as Class 1.

The distribution between the class labels labels is shown in table 6.1.

Record type | Number of records | % of the total records
Class 0 13933 78,15%
Class 1 3896 21,85%
Total 17829 100%

Table 6.1: Dataset labels proportion.
Test set separation. The test set is extracted from the original dataset. In different experiments,
a test set is extracted using one of the following approaches:

e Random. The test set is extracted randomly in a stratified fashion to ensure equal class propor-
tions for the training and test sets.

e Newest data. The test set is extracted by selecting the most recent data in the dataset.

The label distribution between the random test set and the newest test set is shown in table 6.2.
As shown in the table 6.2, the number of records in both test sets is the same.

Random test set | Newest data test set
Records, total 1783 1783
Class 0, records 1393 1433
Class 1, records 390 350
Class 0, % 78,13% 80,37%
Class 1, % 21,87% 19,63%

Table 6.2: The proportions of 0 and 1 classes between the random test set and a test set of the newest
data.

The dataset left after the separation of the random test set is split into the training and wvali-
dation sets, where the validation set amounts to 10% of the total number of records in the original
dataset, enabling for the efficient hyperparameter tuning. Three different sets of hyperparameters are
discovered as a model is trained on undersampled, stratified, and oversampled datasets. Separating
a random test set ensures there is sufficient data diversity in the remaining portion of the dataset,
which should help the model discover more suitable parameters for generalization.
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6.3 Feature identification and preprocessing

Feature extraction was conducted to emulate the human evaluation process for domain classification.
Emphasis was placed on incorporating features indicative of domain legitimacy and potential malicious
behavior, reflecting criteria commonly applied in human assessments. The feature set was chosen based
on data availability and practical considerations observed in previous research. This approach aimed
to capture the essential characteristics that human analysts would consider, thereby enhancing the
model’s ability to generalize and perform effectively in real-world scenarios. The features are divided
into two subgroups:

e Linguistic features. Linguistic features encompass various attributes derived from the textual
content of domain names. These features capture semantic and syntactic characteristics that
indicate domain legitimacy or potential malicious intent. These features include the presence
of suspicious keywords, the length of the domain name, and the similarity between the domain
names. These features can reflect patterns and anomalies indicative of human-like evaluations
of domain names. The section 6.3.1 presents a detailed list of linguistic features used in the
experiments.

e Extra features. Extra features include a diverse range of attributes that do not fall under
linguistic analysis but are equally crucial for domain classification. These features provide a
comprehensive view of the domain’s background and registration attributes, contributing to
a more well-rounded classification process. The section 6.3.2 presents a detailed list of extra
features used in the experiments.

6.3.1 Linguistic features

To mimic the evaluation process performed by the analysts, multiple features were extracted from the
properties of the domain names and the perceived differences between the known, customer-owned
domain names and suspicious domains. This step focuses primarily on the linguistic features of the
domain names, i.e., the differences and particularities that human analysts would notice and apply
during the evaluation process. Table 6.3 describes the features retrieved from the domain name in
this step.

Table 6.3: Features extracted from the domain name.

] Feature ‘ Acronym ‘ Definition ‘
Punycode in the origi- | puny_orig* Binary value indicating whether the orig-
nal domain* inal domain uses Punycode in the domain
link*

Punycode in the suspi- | puny_link Binary value indicating whether the orig-

cious domain inal domain uses Punycode in the domain
link

Domain length length_full The length (in characters) of the
(subdomain fqpe.domain fape. TLD fope)

Domain name length length_dname The length (in characters) of the
(subdomain fqje.domain ¢4

Levenshtein distance 1 | lev_dist_dname Levenshtein distance between
(subdomain,;g.domaing;g) and
(subdomain fqje.domain ¢4

Levenshtein distance 2 | lev_dist_full Levenshtein distance between
(subdomain,;g.domaing.;g. TLD,yg) and
(subdomain fqp,e.domain ¢ope. TLD fope)

Minimal  Levenshtein | lev_min Smallest Levenshtein distance among Lev-

distance enshtein distance 1 and 2
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] Feature Acronym ‘ Definition
Jaro similarity 1 jaro_sim_domain | Jaro similarity between
(subdomain,;q.domain,;q) and
(subdomain fqpe.domain ¢, )
Jaro similarity 2 jaro_sim_full Jaro similarity between

(subdomain,;g.domaingig. TLDrig) and
(subdomain fqpe.domain fope. TLD fope)

Different TLD diff_tld A binary value indicating whether the
original and fake domain have different
TLD

TLD modification type | tld_mod Numerical value indicating the type of

TLD difference (or its absence)

Subdomain  modifica-

tion

subdomain_mod

A binary value indicating whether a ma-
nipulation with subdomains was used to
mimic the original domain (e.g., traf-
fic[.]light].Jcom to mimic trafficlight[.Jcom)

Character modifications
in the domain name

char_num_mods

Number of the single-character modifi-
cations (insertion, deletion, replacement)
to transform (subdomaing,;q.domaingg)
into (subdomain ¢qxe.domain gz

Mean modification posi-
tion

char_mean
_mod_pos

Mean character modification position
to transform (subdomaing,;q.domaingg)
into (subdomain ¢qxe.domain fqpc)

Standard deviation of
modification position in
the domain name

char_std_mod_pos

Standard deviation of  character
modification  position to transform
(subdomain,;g.domaing;q) into
(subdomainfake.domainfake) in case

of more than 1 modification

Character modifications
in the domain link

char_num
_mods_full

Number of the single-character
modifications (insertion, dele-
tion, replacement)  to  transform

(subdomaingy;g.domaingig. TLDrig) into
(subdomainfake .domainfake .TLDfake)

Mean modification posi-
tion

char_mean_mod
_pos_full

Mean character modifica-
tion position to transform
(subdomain,;g.domaingig. TLDrig) into
(subdomain fqpe.domain fape. TLD fope)

Standard deviation of
modification position in
the domain link

char_std_mod
_pos_full

Standard of

modification to

character
transform

deviation

position
(subdomaingy;g.domaingig. TLDyrig) into
(subdomainfake.domainfake.TLDfake) in
case of more than 1 modification

Added word length

combo_added
_part_length

The value indicating the length of an
added part to the domain name (more
than two characters) as an attempt to de-
tect combosquatting

Added word position

combo_norm
_add_pos

The value indicating the position of an
added part to the domain name (more
than two characters) as an attempt to de-
tect combosquatting
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] Feature Acronym ‘ Definition ‘

Suspicious words sus_words Binary value indicating the presence of the
words that increase the possibility of an
intentional attempt to spoof the domain
(e.g., "auth”, ”support”, ”identity” etc.)
* this feature was excluded from the algorithm since the given dataset had no client
domains using Punycode. Included for informational purposes.

End of Table

While the domain name characteristics are important for the analysis, the analysis process typically
includes information beyond these characteristics, such as registration data and DNS records. Consider
the hypothetical pairs of the legitimate and corresponding suspicious domains as shown in table 6.4.
The domains in pairs (1) and (2) have the same kind of linguistic difference - a single-character
manipulation named substitution in the same position. However, this does not guarantee that the
labels for these records are the same. For instance, an analyst could have checked that the suspicious
domain in pair (2) has a website related to a different business or another activity. Therefore, the
similarity is merely coincidental, leading to the analyst verdict of a benign domain (i.e., not a risk for
the customer).

On the contrary, in the hypothetical pair (1), an unknown party could have registered the suspicious
domain and had an MX record configured with a suspicious email provider. The MX record is typically
used to evaluate whether the domain registrant might have potential phishing activity associated
with them. The domain name previously associated with malicious activity could also be flagged on
VirusTotal. Given these factors, an analyst would likely mark the suspicious domain in the pair (1)
as suspicious and raise an alert.

In pair (3), the single-character manipulation in the middle of the word is used: a homoglyph. From
the analyst’s perspective, in this case, the linguistic features of the domain are the most prominent
reason for raising the alert since the suspicious domain name appears to be purposefully mimicking
the legitimate domain. Unless strong counterproof is found, an analyst would mark this domain as
suspicious. This example serves as an illustration of the overbearing importance of linguistic features
in specific scenarios.

# | Legitimate domain Fake domain

1 basicword].Jcom basicworp|.|com

2 basicword].Jcom basicwork|.]Jcom

3 | normaldomain[.Jcom | normaidomain[.Jcom

Table 6.4: Domain names and linguistic characteristics.

6.3.2 Extra features

These features are not related to the linguistic properties of the domain name; instead, they are
collected from different sources to provide more comprehensive information about the domain. The
extra features are listed in the table 6.5.

Table 6.5: Extra features of the domains.

] Feature ‘ Acronym ‘ Definition ‘

Registrar registrar_cluster This feature describes a particular registrar used
by the registrant for the domain.

Status status_cluster The status of the domain retrieved from the reg-
istry.

MX record record_mx_cluster | This feature describes a particular MX record
assigned to the domain or an absence of such
record.
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] Feature Acronym ‘ Definition ‘

Privacy service priv_service This feature evaluates whether the registrant of
the domain uses anonymizing services to hide
their personal information.

Blacklisted A record blacklist_ip_a This binary feature indicates whether the IP ad-
dress associated with the domain is found in a
known blacklist.

Blacklisted MX record | blacklist_ip-mx This binary feature indicates whether the MX
record associated with the domain is found in a
known blacklist.

Blacklisted MX host blacklist_host_mx | This binary feature indicates whether the host
from the MX record associated with the domain
is found in a known blacklist.

End of Table

6.3.3 Feature importance ranking

After compiling the initial list of features, they are ranked by importance using the Random Forest
classifier. This approach is crucial in identifying the most contributing features and removing the
confusing or irrelevant features. Random Forest classifier quantifies the contribution of each feature in
making predictions, helping to interpret and understand the model’s behavior. Feature importance is
computed by evaluating the contribution of each feature to the reduction in impurity across all trees
in the forest. The importance of a feature is derived from its ability to decrease the impurity measure
(e.g., Gini impurity or entropy) when used to split nodes in the decision trees.

For a given feature j, the importance can be computed as follows:

T
1
Importance; = T Z Impurity Reduction;,
t=1

where:
T is the total number of trees in the random forest.
Impurity Reduction;, represents the total reduction in impurity attributed to feature j in tree ¢.
This study calculated the importance of features by running the random forest algorithm 100 times
with different random seeds. The average importance score for each feature was determined by aggre-
gating the importance scores from these 100 runs.
Let Importance;, denote the feature importance for feature j in run r, where r ranges from 1 to R
(the total number of runs). The average importance across R runs is computed as:

R
Average Importance; = % Z Importance; .

r=1
Averages across multiple runs help to ensure that the reported importance of features is not entirely
influenced by any single run, therefore providing more stable and generalizable results. A more
accurate and reliable measure of feature contribution is obtained by averaging importance scores
across multiple runs, leading to better model interpretation. The feature contributions are reflected
in figure 6.1.

The prevalence of the linguistic features in the top part of the graph indicates that the model
generally follows a similar analysis pattern as a human operator. Since operators do not have a strict
ruleset for the analysis process, operators might judge the importance of a certain feature differently.
Nevertheless, all operators follow a similar procedure, and the linguistic features of the domain are
usually the decisive factor for the domain evaluation.
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Figure 6.1: Average feature importance across 100 runs.

6.4 Hyperparameter tuning

This section describes the approach used for tuning the neural network model and random forest. In
both cases, a similar two-stage tuning approach is applied to optimize computations and balance the
performance of these models.

6.4.1 Neural network

The hyperparameters considered for tuning were the number of hidden layers, the number of neurons
per layer, the learning rate, batch size, and dropout rate. Randomized search was configured to sample
from these parameter distributions over a predefined number of iterations. A KerasClassifier was
used as the model estimator, and the RandomizedSearchCV from scikit-learn library was employed
to execute the first stage of the tuning process. Farly stopping was incorporated during the model
training to ensure that the training process would halt once validation performance stopped improving
over a specified time interval. This approach helps avoid unnecessary epochs and minimizes overfitting
risks by retaining models that demonstrate the best validation performance according to the F1 score.
Table 6.6 describes the parameter distributions used for the hyperparameter tuning.

Following the randomized search, a more focused grid search was performed on the identified hy-
perparameter configurations. The grid search allowed for an exhaustive evaluation of specific combina-
tions of hyperparameters, facilitating fine-tuning to enhance model performance. The hyperparameter
tuning was conducted separately on undersampled, oversampled, and stratified (unmodified) datasets
and evaluated with a validation set (10% of the original dataset).

The final parameters for each of the experiments are shown in table 6.7. For the model trained on
the undersampled dataset, the hyperparameter set is denoted as HP,, and this set is applied to all
experiments involving an undersampled dataset. For the model trained on the oversampled dataset,
the hyperparameter set is denoted as H P,. Finally, for the model trained on the unmodified stratified
dataset, the hyperparameter set is denoted as H P.

A single hyperparameter can affect the performance of the model as demonstrated in figure 6.2
where model performance on a validation set is plotted for different dropout rates. With the best
parameters configured for each of the Under, Over, and Strat models, the effect of dropout rate value
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Hyperparameter

Definition

Min value

Max value

Number of layers

The number of dense layers in the
model. The number of the dropout lay-
ers corresponds to the number of dense
layers

5

20

Number of neurons

The number of neurons per layer (ex-
cept input layer and output layer)

50

300

Learning rate

The floating point value that controls
how much to adjust the model in re-
sponse to the error, affecting the speed
and precision of convergence

0.001

0.01

Batch size

The number of samples processed be-
fore the model is updated during train-
ing

20

300

Dropout rate

The fraction of neurons randomly deac-
tivated during training to prevent over-
fitting

0.6

Table 6.6: Variable hyperparameters of the NN model for randomized search.

HP, HP; HP,
Number of layers 8 8 8
Number of neurons 200 190 138
Learning rate 0.002 0.001 0.0015
Batch size 100 130 154
Dropout rate 0.1 0.15 0.15

Table 6.7:

Final hyperparameters for each NN model.

varies depending on the sampling technique applied to the dataset.
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Figure 6.2: An effect of variable dropout rate on f1 score on a validation set.
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The most severe impact is observed on a model trained on an unmodified imbalanced dataset, while
on oversampled and undersampled datasets, the influence of the dropout rate is less dramatic. Due to
the application of the balancing techniques, the neural network is less sensitive to the hyperparameter
variations without favoring a majority class as opposed to the case of an imbalanced dataset. In other
words, the training on a balanced dataset (under- or oversampled) is more stable and less prone to
overfitting or underfitting.

6.4.2 Random forest

Similarly to the approach in neural network tuning, randomized search was used initially to efficiently
explore a wide range of possible hyperparameter values.

After determining the initial hyperparameters through randomized search, a more fine-tuned opti-
mization was performed using grid search. Grid search systematically tests every possible combination
of the specified hyperparameter values within a predefined range. This approach is more exhaustive
compared to randomized search and helps achieve more precise optimization of the hyperparameters.
Table 6.8 describes the parameter distributions used for the hyperparameter tuning.

Hyperparameter Definition Min value Max value
Number of trees The number of individual decision | 10 200

trees in the model.
Maximum depth The depth of each decision tree in | 5 30

the forest. A larger depth allows the
model to learn more complex pat-
terns but may lead to overfitting.

Minimum samples per | The minimum number of samples | 2 10
leaf required to be at a leaf node

Minimum samples to | The minimum number of samples | 5 10
split required to split an internal node.

If set too low, the trees may become
very deep and complex, resulting in
overfitting.

Table 6.8: Variable hyperparameters of the random forest model for randomized search.

By first using randomized search to narrow down potential values and then grid search to precisely
fine-tune the model, a more efficient and thorough approach was taken to achieve optimal performance.

The final parameters for each of the experiments are shown in table 6.9. For the model trained on
the undersampled dataset, the hyperparameter set is denoted as H P,, and this set is applied to all
experiments involving an undersampled dataset. For the model trained on the oversampled dataset,
the hyperparameter set is denoted as H P,. Finally, for the model trained on the unmodified stratified
dataset, the hyperparameter set is denoted as H P.

HP, HP; HP,
Number of trees 145 155 147
Maximum depth 20 20 20
Minimum samples per leaf 6 6 6
Minimum samples to split 5 ) )

Table 6.9: Final hyperparameters for each random forest model.

6.5 Model evaluation

The results presented in the table 6.10 and the table 6.11 are obtained using the validation set during

the hyperparameter tuning stage from the neural network and random forest models.

After hyperparameter tuning and model training were completed, the models were tested on two
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Metric/H-parameter set | HP, | HP; | HF,
Accuracy 0.84 | 0.91 | 0.86
Precision 0.78 | 0.88 | 0.80

Recall 0.86 | 0.85 | 0.89
F1-Score 0.80 | 0.86 | 0.82
Average inference time 0.140 | 0.138 | 0.143
PR-AUC 0.75 | 0.82 | 0.78

Table 6.10: Tuning results from the NN models trained on differently resampled datasets.

Metric/H-parameter set | HP, | HP; | HF,
Accuracy 0.82 | 0.91 | 0.88
Precision 0.77 | 0.91 | 0.82

Recall 0.86 | 0.91 | 091
F1-Score 0.78 | 0.91 | 0.85
Average inference time 0.056 | 0.067 | 0.044
PR-AUC 0.75 | 0.80 | 0.81

Table 6.11: Tuning results from the random forest models trained on differently resampled datasets.

test sets: a random test set (UnderRand, OverRand, and StratRand experiments) and the newest data
test set (UnderNew, OverNew, and StratNew experiments).

A comparison of these experiments provides an opportunity to observe the differences likely stem-
ming from the dataset’s temporal characteristics. Additionally, differences between the models trained
on differently sampled datasets provide insight into the importance of data quality.

While a random test set is likely to reflect the dataset diversity more accurately, in real-world
scenarios, the model would be evaluating the data that might possess slightly different characteristics
than previously seen. For instance, the model should be able to generalize on the pairs of domains it
previously hasn’t seen (e.g., if new client domains are added to the platform). By testing the model
on the newest data test set, it is possible to get results that are very close to the ones that could occur
in the scenario of a model implementation as part of the domain analysis process.

The simplified description of the evaluated experiments is presented in the table 6.12.

Experiment Dataset modification | Test set Hyperparameter set
UnderRand Undersampled Random HP,
OverRand Oversampled Random HP,
StratRand Unchanged Random HP,
UnderNew Undersampled Newest data HP,
OverNew Oversampled Newest data HP,
StratNew Unchanged Newest data HP,

Table 6.12: Description of the experiments.
The experiments are conducted using different sampling techniques to address the class imbalance:

e UnderRand. This experiment involves using previously discovered hyperparameters H P, and a
randomly extracted test set for the model performance assessment. The performance of the NN
model is compared accordingly to that of a random forest model trained on the same sampling
type of dataset (undersampled).

e OverRand. This experiment involves using previously discovered hyperparameters H P, and a
randomly extracted test set for the model performance evaluation.

e StratRand. This experiment uses previously discovered hyperparameters H Py and a randomly
extracted test set to evaluate model performance.
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UnderNew. This experiment involves retraining the model on an undersampled dataset using
previously discovered hyperparameters H P, and the test set consisting of the newest data. Since
the test set is extracted differently in this experiment, the model needs to be retrained on the
remaining training set. When the test set is extracted randomly, it is likely to contain samples
from the newest data and the older data alike, meaning that the training set is likely to include
some samples of the newest data. Since the data of the test set must not be previously seen
by the model, the model needs to be retrained to exclude the possibility of having seen certain
samples during the hyperparameter tuning stage as part of either the training or validation set.
The same process applies to OverNew and StratNew experiments.

OverNew. This experiment involves retraining the model on an oversampled dataset using
previously discovered hyperparameters H P, and the test set consisting of the newest data.

StratNew. This experiment involves retraining the model on an unchanged stratified dataset
using previously discovered hyperparameters H P; and the test set consisting of the newest data.

Threshold tuning. To increase the model’s sensitivity and reduce the number of false negatives,

the default threshold was lowered to 0.4 instead of 0.5, and the same threshold was used across all
the experiments. Additionally, the PR-AUC metric is employed to evaluate the effect of different
thresholds on the F1 score of the model. The effect of threshold selection is reflected in figure 6.3.
There is a dramatic difference in the threshold effect between the model trained on a stratified dataset
and the other modules. While 0.4 appears to be the reasonable threshold for the models trained on
undersampled and oversampled datasets, the only threshold with similar performance in terms of TPR
and FPR for the stratified model is 0.1; however, to ensure consistency, the same threshold of 0.4 is
applied to all three models.

True Positive Rate (TPR)
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Figure 6.3: The effect of a threshold on a validation set for different NN models.

To ensure consistency across all experiments, the same threshold of 0.4 is applied to the random
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forest classifier results. The effect of the threshold selection for the random forest models is reflected
in figure 6.4.
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Figure 6.4: The effect of a threshold on a validation set for different random forest models.
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7 Experiment results

This section outlines the results obtained from the models trained on undersampled, oversampled,
and stratified datasets. The model is tested on two different test sets (random and newest data) with
corresponding sets of hyperparameters to evaluate its applicability in real-world scenarios. Assessing
the model’s ability to correctly identify true negatives while maintaining a reasonable rate of false
negatives is crucial in understanding the model’s capability to reduce an analyst’s workload by marking
a limited number of alerts as positive.

7.1 Neural network

The neural network’s performance results are collected across all experiments and compared by their
performance within the same test set type (random vs. newest data) and according to the dataset
sampling technique used for training (undersampled vs. oversampled vs. unmodified).

7.1.1 Performance on a random test set

The random test set consists of 1783 records, with 1393 negatives and 390 positives. This proportion
reflects the label proportion of the dataset.

The results of the experiments were evaluated and compared with each other to investigate the
effect of the dataset balancing techniques on the final result, as well as the effect of the test set
selection. The comparison between these experiments can be summarized as follows:

e The model performed notably better when trained on the oversampled dataset regarding the
lower number of false positives when compared to a model trained on an undersampled dataset.
While both models had a similar number of false negatives, the model in the OverRand ex-
periment was able to classify true negative labels more accurately. This difference led to the
OverRand model’s higher performance on the F1 score metric.

e The model in the StratRand experiment performs better across all metrics than the model in the
UnderRand experiment. The UnderRand model training yields around 20% of false positives,
whereas StratRand model has only 5% of false positives and OverRand model has around 14%
of false positives. However, the StratRand model performs somewhat worse with class 1 (20%
false negatives as opposed to 9% on UnderRand and OverRand experiment). While decreasing
the number of false positives is important for the model’s effectiveness, it should not be achieved
by increasing the number of false negatives.

e Asseen from the previous comparisons, the OverRand model has overall better performance than
the UnderRand model, and the UnderRand model has more acceptable performance in terms
of false negatives than StratRand model. However, the model from the StratRand experiment
has the best overall performance across the experiments using a randomized test set due to its
ability to distinguish best between benign and suspicious samples. This result is reflected in
figure 7.1. Presumably, this model performance could be improved by adjusting the threshold
to a lower value to increase its sensitivity to suspicious samples.

When the undersampling technique is applied, the number of benign samples is reduced, which
might lead to the loss of information that the model could use to perform the classification of true
negative samples more efficiently. Therefore, the model trained on an unmodified or oversampled
dataset is able to reduce the number of false positives notably more than the model trained on the
undersampled dataset. However, balancing the false positive rate (FPR) with the true positive rate
(TPR) becomes more challenging on a stratified dataset. The model trained on a stratified dataset
has somewhat worse TPR than other models. This difference presumably stems from the imbalance
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Figure 7.1: Model performances on a random test set.

of the information the model has on benign and malicious samples since no balancing technique is

applied to the dataset. The relation between TPR and FPR for these experiments is reflected in figure
7.2.
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Figure 7.2: TPR vs FPR on the models assessed on different test sets with threshold 0.4.

In the real-world scenario, the analyst has to investigate each alert manually. Implementing a
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model with any of the hyperparameter sets HP,, HP,, and H P, provides a reduction in the false
positives for around 80% on a random test set. Adjusting the threshold can significantly decrease this
value; however, even a 50% reduction in false positives would be an acceptable result when compared
with a situation when an analyst has to investigate 100% of alerts. In the case of the random test set,
the model has the advantage of accessing the full diversity of data, which may not be the case with
the newest data test set.

7.1.2 Performance on the newest data test set
In the second step of the experiment, the best models from the UnderRand, OverRand, and StratRand
experiments are retrained on the training set left after the separation of the test set and a validation
set. This step is required to exclude the overlap between the test set and training set since the test
set is extracted in a different way. Next, the models are tested on a test set which consists of the
newest data. Since the test set was extracted using a different method, the proportions of the classes
are evaluated in the table 6.2. This evaluation demonstrates no significant difference between the
proportions of the 0 and 1 classes.

The performance metrics for the experiments over the newest data test set are summarized in
figure 7.3.
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Figure 7.3: Model performances on the newest data test set.

The comparison between these experiments can be summarized as follows:

e The model trained on the undersampled dataset demonstrates the highest F1 score and the best
sensitivity to the threshold tuning, and it demonstrates the best recall, i.e., the ability to identify
the highest number of suspicious instances. However, the model is only able to identify around
30% of the total number of suspicious instances correctly. This hints at the model’s limited
ability to generalize on data, which can either stem from overfitting or significant differences
between the training and test sets.

e All three models demonstrate similar results when it comes to the identification of the true
negative instances. The model in the UnderNew and OuverNew experiments identify 14% of
non-suspicious instances as suspicious (i.e., false positive rate). In contrast, for the StratNew,
the false positive rate is 8.7%.

e While StratNew model demonstrates the best false positive rate, its true positive rate remains
the lowest (18.6%). In contrast, the model in OverNew experiment was able to identify 23.4%
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of all suspicious instances, and the model in UnderNew experiment was able to identify 30.6%
of total suspicious records.

The undersampling approach reduces the number of majority class instances, which could cause
the model to learn more effectively from the minority class. This is why the undersampled model has
the highest true positive rate but also suffers from a relatively high false positive rate, indicating that
it is oversensitive to features associated with the minority class. Reducing the majority class instances
might remove some of the essential information needed for the effective identification of true negative
instances.

7.1.3 Performance comparison

The overall comparison of the metrics performed in all six experiments is reflected in figure 7.4.
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Figure 7.4: Experiment metrics.

All three models demonstrate notably worse performance across all metrics on the newest data
test set when compared to the performance on the random test set. This discrepancy can be partially
explained by the difference in the feature distributions across different test sets. In particular, the
Jensen-Shannon Divergence (JSD) [23] was computed between the training set and both the most
recent data set and the random test set, as shown in 7.5. The JSD value between the random test set
and the training set is denoted as JSD_random, and the JSD between the newest data test set and
the training set is denoted as JSD_newest.

The Jensen-Shannon divergence (JSD) measures the similarity between two probability distribu-
tions. It is symmetric and finite and provides a way to quantify their differences.

Given two discrete probability distributions P and @, the JS divergence is calculated in two steps.

First, the average distribution is computed:

M= (P+Q)

where M is the average of P and Q.
Next, the Jensen-Shannon divergence is calculated by the following formula:

IS(P|Q) = 5 (D(P||M) + D(Q[|M))

N =

where D(P||M) and D(Q||M) are measures of how much P and @ differ from M, respectively.
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Figure 7.5: Jensen-Shannon divergence between the training and the most recent data sets.

The JSD value is symmetric, meaning that JS(P||Q) = JS(Q||P), and it ranges from 0 to 1, where
0 indicates that the distributions are identical, and 1 indicates maximal divergence.

To assess the JSD between the training set and a test set, the JSD value for each feature was
computed. As indicated in figure 7.5, the JSD values for multiple features are notably higher between
the training set and the most recent data set than those observed between the training and random
test sets. The JSD measures the dissimilarity between two probability distributions, and higher
values indicate a more significant divergence between the feature distributions in the datasets. This
divergence suggests that the statistical properties of the features in the most recent data set differ
substantially from those of the training set, which likely contributes to the observed drop in model
performance.

To compute the overall JSD value for each of the test sets, the weighted average of feature JSD
values is computed where feature importance serves as a weight parameter:

n .. JSD;
Weighted Average JSD = w

where
w; is feature importance of the i-th feature,

JSD; is Jensen-Shannon Divergence for the i-th feature,
n is the total number of features.

The overall JSD_newest value is 0.379, whereas the JSD_random value is 0.312, which shows a
higher feature distribution difference between the training set and the newest data set.

The model was trained on the training set, assuming the feature distributions remain consistent.
However, the significant divergence in feature distributions between the training and the newest data
set, as reflected in the high JSD values, violates this assumption. As a result, the model’s learned
patterns from the training data may not be effective in generalizing the newest data set. In contrast,
the relatively lower JSD between the training set and the random test set indicates a closer alignment
in feature distributions, which explains the model’s relatively better performance on this set.

This discrepancy highlights the importance of monitoring changes in data distributions over time,
as distribution shifts can lead to degraded model performance. In this case, retraining the model with
more recent data or incorporating techniques such as domain adaptation may be necessary to improve
performance on the newest data set.

Additionally, when considering individual metrics, models trained on stratified datasets show
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higher results on accuracy and precision metrics but lower recall metrics, which allows us to hy-
pothesize that the models trained on this dataset raise fewer false positives but are more likely to have
more false negatives. In other words, the model is able to identify true negatives with more certainty
but is more likely to miss suspicious instances. This scenario reflects the imbalance of the dataset,
where the number of suspicious samples is significantly lower than the number of benign samples.
The large disparity in the results obtained from the random test set and the newest data test set
leads to the hypothesis that the temporal characteristics of the newest test set, in combination with
the higher JSD value, cause significant deviation in the models’ prediction and generalization ability.

7.2 Random Forest classifier performance

The random forest classifier showed overall similar performance in all cases of oversampled, under-
sampled, and stratified datasets when tested on both test sets. When it comes to the FPR and TPR
rates, random forest demonstrates nearly identical tendencies across all experiments, with the per-
formance difference fluctuating within 4%, and this difference could be attributed to the particular
sample differences in the dataset. The TPR and FPR rates are reflected in table 7.1, where TPR and
FPR for the neural network are denoted TPR,,,, and F'PR,,,,, respectively, and TPR and FPR for the
random forest are denoted TPR,; and F'PR, ;.

Experiment | TPR,, | TPR,; | FPR,, | FPR,;
UnderRand 91% 93% 20% 23%
OverRand 91% 95% 14% 14%

StratRand 79% 79% 5% 5%

UnderNew 30% 39% 14% 19%
OverNew 23% 26% 14% 13%
StratNew 19% 22% 9% 6%

Table 7.1: Description of the experiments.

Several conclusions can be drawn from the performance levels of the random forest and the neural
network. First, the data patterns are likely to have low complexity since the neural network, being
a more advanced structure, fails to show better results than the random forest model. This suggests
that a more complex feature engineering approach could be explored that would show less obvious
patterns in data, and these patterns could be discovered by the neural network more effectively.
Next, similar performance suggests high consistency across feature importance ranking. While the
feature importance ranking appears to be consistent with the manual analysis performed by the human
operators, further detailed investigation is needed to fine-tune the feature importances. While both
models seem to achieve decent performance on the random test set, which is likely to contain more
diverse data than the newest data test set, further inspection is needed to understand the reasoning
behind their failure to achieve similar results on the newest data test set.
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8 Conclusion and future work

This chapter discusses the experiment’s findings and proposes the direction of future work to improve
the automated domain analysis capability. The findings demonstrate that a machine learning approach
has the potential to reduce analysts’ manual workload significantly, provided that the models can effec-
tively capture complex data patterns. The results indicate that the performance of machine learning
networks largely depends on the diversity and quality of the dataset used for training and consistency
of the feature distributions, as well as the balancing techniques used for dataset preprocessing.
Specifically, the model showed acceptable performance for balancing false positives and false nega-
tives when tested on a randomly selected dataset, suggesting its capability to generalize when exposed
to data with sufficient diversity, which is consistent with training and testing sets. The neural network
was able to minimize the number of false positive alerts by 80-95% while having a 91% true positive
rate in two out of three experiments. However, its performance was notably poorer when evaluated on
the newest, unseen data, highlighting limitations in adapting to recent changes or novel patterns. The
best true positive rate obtained from the newest data test set did not exceed 31%, while false positives
were reduced by the same 80-95%. This discrepancy emphasizes the importance of training models
with adequately diverse and representative datasets to achieve consistent accuracy. This performance
drop can be justified by the notable difference in feature distributions across the training and test sets;
the feature distribution in the newest data test set differs from the training set more than the feature
distribution in the random test set. In other words, the random test set feature distribution is more
consistent with the training set, and the test set consisting of the newest data diverts more from the
training set, and this difference is captured in the Jensen-Shannon Divergence (JSD) metric.

8.1 Further work

Various strategies can significantly enhance the effectiveness and performance of the machine learning
model. This section outlines potential improvements to both the model and the dataset. These
suggestions include dataset augmentation, feature engineering, a different approach to labeling, and
accounting for temporal characteristics.

8.1.1 Dataset augmentation

It could be beneficial to augment the dataset to increase the number of instances representing the
minority class through techniques other than the naive replication of minority entities. This can be
achieved through generating synthetic data points using methods like the Synthetic Minority Over-
sampling Technique (SMOTE). Given a sample z; from the minority class, SMOTE selects one of its
k nearest neighbors x; and generates a new synthetic instance by interpolation:

Tnew = & + Mz —x;), Ae|0,1]

, where X is a random number between 0 and 1, and ey is a synthetic sample that lies on the line
segment joining x; and x;. This approach helps to create synthetic samples that introduce variability
into the minority class, thereby improving the model’s generalization capability.

SMOTE’s primary advantage is that it generates new, diverse samples, reducing the risk of overfit-
ting prevalent in random oversampling. This approach helps balance the dataset, allowing the model
to learn better from underrepresented classes. In the given scenario, the simplest approaches—random
oversampling and random undersampling—were used. The main drawback of random oversampling,
however, is that duplicating the same instances may lead to overfitting in the model. While this
technique helps balance the dataset, it may limit the model’s ability to capture nuanced patterns
within the minority class. Likewise, while random undersampling can mitigate overfitting by reducing
the amount of redundant data in the majority class, it also risks discarding helpful information that
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could contribute to model learning. In scenarios where the majority class contains diverse patterns,
removing samples can lead to a loss of valuable data.

A given application scenario contains multiple interconnected features. Therefore, the dataset
augmentation has to be performed carefully, considering the complex patterns of data in the dataset.

Another approach to avoid synthetic samples is to expand the dataset through the same process
as already used by the existing intelligence platform. The dataset could be enriched through the use
of popular legitimate domains (such as google|.Jcom or facebook[.Jcom) as the baseline for producing
potential squatting domains through the same modifications as already performed on the platform.
The reason for selecting popular domains is the high probability of the existence of lookalike domains
since the attackers are more likely to attempt to spoof well-known domains. Therefore, there is a high
potential for discovering a large number of domain pairs. This approach is similar to that used in
existing research [40].

8.1.2 Feature engineering

Linguistic features were extracted from the domain names to capture the syntactic and semantic
patterns indicating whether a domain is legitimate or malicious. These features included simple
attributes such as the length of the domain name, the number of digits or special characters, and
the use of common words or phrases. Such basic linguistic features are often correlated with the
legitimacy of a domain. However, the potential for more complex linguistic features exists, and
incorporating them could significantly enhance the model’s predictive power, benefitting from the
advanced potential of a neural network. For instance, domain names could be analyzed using natural
language processing (NLP) techniques to infer deeper linguistic patterns. Some possible advanced
linguistic features include:

e N-grams and word embeddings. Domain names can be tokenized into n-grams (sequences of
n consecutive characters or words). Applying word embeddings makes it possible to capture
semantic similarities between domain names that appear different but functionally related. This
technique is used in numerous domain name analysis studies as a feature extraction method.

e Phonetic features. Phonetic algorithms could be applied to domain names to capture similarities
in pronunciation. This could be particularly useful for detecting homophone-based attacks, where
a malicious domain mimics the sound of a legitimate one. By identifying domains that sound
similar to the client domains, the model could flag domains that might otherwise evade detection.

Furthermore, integrating additional data sources could enrich the dataset, providing more signif-
icant feature extraction and engineering potential. For instance, extracting website content analysis
could provide additional signals about a domain’s trustworthiness. Advanced NLP techniques, such
as sentiment analysis, could assess the tone and language of the associated website content, offering
further insights into the domain’s legitimacy.

Recall that certain features were excluded from the dataset due to their unreliability. Improving
the reliability of the sources of these features (e.g., automated scripts used for data collection) could
significantly expand the model performance as those features could be used.

Regular updates and retraining of the model are also essential to maintain its effectiveness. As new
data becomes available, the model should be periodically retrained to incorporate recent trends and
patterns. This approach ensures that the model adapts to changes in the underlying data distribution,
enhancing its predictive capabilities. Figure 8.1 shows an example of such a process. The steps of the
workflow, as depicted in the diagram, are explained below:

e At stage (1), the alert is received as usual. After the initial screening by an analyst for legitimacy
(as in the original analysis process), the domain is fed to the model for analysis (2).

e Regardless of the model’s output, an analyst is tasked with manually investigating (3) the alert.
This step ensures that human oversight remains a part of the process. The manual investigation
serves two primary functions: verifying whether the alert was labeled correctly and identifying
possible cases where the model might have misclassified the alert.
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e The alert is added to the training set if the analyst confirms that the model’s label is accurate
(5). This reinforces the model’s understanding of similar alerts as the training set grows with
verified examples of both legitimate and non-legitimate cases.

e If the analyst finds the model’s label is incorrect, the alert is added to the training set with
a corrected label(4.2). This allows the model’s performance on incorrectly labeled data to be
tracked and analyzed. Misclassifications offer critical insights into the model’s weaknesses, and
adding these cases to the test set ensures that they will be specifically targeted during the
next round of model evaluation. These misclassifications can be used during the model tuning
(5) procedure to understand the reasons behind the incorrect labeling, allowing for a better
adjustment of the model structure and hyperparameters.

This workflow integrates human oversight with machine learning, promoting continuous improve-
ment and ensuring that correct and incorrect classifications are systematically used to refine the model.

l 1. Incoming alert I(___B?‘?D?E'flf),@!‘?,O,f,‘ihs, _______ .

Alert is legitimate?
Yes No

2.1 Feed alert to the 2.2 Discard alert

model
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|3. Manual investigation} ------------------------------------- N

Label correct?
[ 4.1. Correct the label I
5. Add to the training set F—J ' N

3.1. Escalate I3.2. Mark as false positive} ....................... g

Yes No

External software boundary

. »( Finished ,‘4

Figure 8.1: Possible workflow for model tuning and retraining.

8.1.3 Different approach to labeling

The research used binary classification for the machine learning training. Alternatively, a multiclass
labeling technique could be applied, consisting of five classes that represent the level of urgency associ-
ated with the verdict provided by analysts during the evaluation process. The level of urgency ranges
from lowest to highest, and it could potentially offer greater insight into the features contributing to
the final decision. Several thresholds could be introduced, indicating a separation between the classes.
This multiclass approach would enable a more nuanced analysis of the data, capturing variations in
urgency and enhancing the model’s interpretability and utility. The thresholds could be fine-tuned to
reflect distinct decision boundaries, allowing the classification model to better differentiate between
cases with different priorities. Moreover, training the model with multiple classes would provide ana-
lysts with a clearer understanding of how certain features impact various levels of urgency. This could
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help in making more informed decisions and effectively allocating resources based on the predicted
urgency level.

8.1.4 Temporal characteristics

In certain situations, multiple semi-suspicious domain names may be registered by the same individual
or have other notable commonalities. Upon noticing numerous related records, an analyst might
infer that these registrations indicate a coordinated effort, potentially aimed at a phishing attack or
other malicious activities. However, the current model evaluates each domain individually, limiting
its ability to detect such connections. Typically, these suspicious registrations may occur within a
relatively short timeframe, making it feasible to detect such patterns through temporal analysis. A
more advanced system should be capable of identifying such correlations autonomously, even in cases
where data is randomized. By incorporating this capability, the detection framework could significantly
improve its ability to recognize coordinated campaigns and provide timely alerts, thereby enhancing
its effectiveness in preempting security threats.

8.2 Practical implementation

The analysis of the model’s performance highlights a critical distinction between false positives and
false negatives. While false positives may indicate reduced system effectiveness, leading to an increased
workload for analysts, the implications of false negatives are more alarming from a security standpoint.
False negatives can allow potentially malicious activities to go undetected, posing significant threats
to the organization and its stakeholders.

The current model is tailored to align with the specific analysis processes employed by the com-
pany’s analysts. However, it is essential to note that different organizations may adopt varying prac-
tices, necessitating additional tuning and re-evaluation of feature importance. Such adjustments would
ensure that the model remains effective across different operational contexts.

Moreover, the system’s performance could be enhanced by incorporating additional uncollected
and critical features for comprehensive evaluations. Examples of these features include the content
of web pages and the email addresses of registrants, when available. It is acknowledged that these
features may not always be accessible for automatic collection. For instance, while a registrant’s email
address may provide little information in some cases, it could also reveal valuable insights in others. An
analyst might discover that a registrant’s email address is associated with multiple squatted domains,
which raises suspicions about the registrant’s intentions to gather illegitimate traffic or engage in
spam campaigns. Conversely, a registrant’s email address might be identified as a domain reseller on
a dubious, country-specific forum, indicating potential malicious intent.

The complex nature of this information, derived from various sources, makes it inherently unpre-
dictable and unsuitable for automatic collection. Ideally, the system should be able to recognize other
potential issues within the records and prompt analysts for manual investigations. However, a single
uncollectable feature raising suspicion could lead to a false negative if not adequately handled. One
proposed solution would be to flag such records as “requiring more information.” For example, if a
registrant’s email address is available (indicating that a privacy service is not utilized), the system
could recommend that an analyst conduct a manual investigation into this feature.

While achieving full automation remains unlikely due to data limitations, the system can be refined
to identify features requiring manual review and alert analysts accordingly. This adjustment would
enhance the model’s overall performance and empower analysts with actionable insights. Figure 8.2
reflects the potential implementation scenario.
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Figure 8.2: Possible workflow for model implementation in practice.

o At stage (1), the alert is received as usual. After the initial screening by an analyst for legitimacy
(as in the original analysis process), the domain is fed to the algorithm for analysis (2.1) to find
flagged (i.e., requiring manual review) features in the alert.

e If no flagged feature is found, the alert is fed to the model (2.3) for evaluation and labeling (3.2).
Otherwise, a manual investigation is required by the analyst (3.1)

e If a flagged feature is found or a model has labeled the alert as positive (suspicious), an analyst is
tasked with manually investigating (4) the alert. To simplify the manual investigation, a technol-
ogy such as explanatory Al (XAI) could be implemented after the labeling stage. The term XAI
applies to a set of processes and methods that allows human operators to understand the results
produced by machine learning algorithms in a user-friendly way [14]. Since the decision-making
process of neural networks is not transparent, XAl could provide human-readable insights into
how the model predictions are made, adjusting for further adjustment of the model if necessary.
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Therefore, using XAI, manual investigation could be significantly improved since only partial
investigation might be needed.

e The alert is processed as usual in the external software, either escalated (5.1) or marked as false
positive (5.2) according to the analyst verdict.

e The alert is added to the training set (6). If the analyst finds the model’s label is incorrect,
the alert is added to the training set with a corrected label. After a sufficient number of new
samples is added to the dataset or a certain period has passed (for instance, 500 new samples
added or six months passed), the model should be retrained to maintain the data diversity and
enhance the robustness of the model.

8.3 Discussion

In conclusion, this research has demonstrated the feasibility of implementing machine learning for the
automation of data analysis, significantly reducing manual workload by correctly identifying benign
instances (thus reducing the number of false positive alerts) if certain adjustments and improvements
are implemented. However, the evolving nature of the underlying data creates a need for a continuous
learning process to maintain model relevance and accuracy. Establishing clear guidelines for domain-
specific analysis is crucial to ensure consistent and effective model performance that would accurately
reflect the decision-making process of analysts.

The results of the experiments demonstrate that the models are able to identify the true negatives
(i.e., benign instances) but struggle to recognize true positives (i.e., suspicious instances) when given
a dataset with different feature distribution diversity. This prompts the conclusion that the model
needs more diverse samples of the suspicious domains to improve the learning. Currently, the models
tend to dismiss the majority of suspicious domains as false negatives, leading to the conclusion that
the model can’t distinguish between suspicious and non-suspicious domains with sufficient precision
when given samples that reflect real-world conditions.

The transparency of machine learning decisions is imperative to establish trust and enable analysts
to interpret model outputs meaningfully. While the results are promising, further investigation is
essential to refine the methodologies, improve model efficiency, and ensure the reliability of the findings.
This work highlights the potential of machine learning in data-driven environments, emphasizing the
importance of adaptability, transparency, and ongoing research for practical implementation. Such
implementation is feasible if the needs for model update and retraining are taken into account during
its lifecycle.
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