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Abstract

Blockchain technology has ushered in a new era of financial autonomy, offering users the unprecedented ability
to manage assets without intermediaries. This shift towards self-custody solutions potentially democratizes finance,
fundamentally altering the role of traditional financial institutions. As digital finance evolves, rapidly supplanting
conventional financial instruments including physical currency, understanding the adoption of self-custody wallets
becomes crucial.

Despite its importance, the adoption of self-custody solutions remains understudied, particularly from a quanti-
tative perspective. This study addresses this critical gap by exploring user adoption of self-custody cryptocurrency
wallets, a cornerstone of blockchain technology. Focusing on the Bitcoin network, we extend the Unified Theory of
Acceptance and Use of Technology (UTAUT) by incorporating Personal Innovativeness in IT (PIIT) and Perceived
Control (PC). Additionally, recognizing that users’ awareness and understanding are crucial for effectively utilizing
complex technologies, we integrate Technology Awareness (TA) into the Facilitating Conditions (FC) construct to
capture the role of informed awareness in promoting adoption.

Our analysis of 131 diverse respondents reveals that Facilitating Conditions (FC), enhanced by the inclusion
of Technology Awareness (TA), along with Personal Innovativeness in IT (PIIT) and Social Influence (SI), signifi-
cantly influence the intention to adopt self-custody cryptocurrency wallets. This underscores the importance of a
supportive environment and user awareness in the adoption of complex technologies like blockchain. Interestingly,
traditional predictors such as Performance Expectancy (PE) and Effort Expectancy (EE) were not significant, chal-
lenging conventional technology adoption models. These findings not only advance our theoretical understanding of
blockchain adoption but also provide critical insights for developers, policymakers, educators, and blockchain enter-
prises to foster the adoption of self-custody solutions. As self-custody continues to reshape the financial landscape,
this study lays a foundational framework for understanding and promoting the adoption of this transformative
technology, paving the way for future research in this rapidly evolving field.

Keywords: blockchain, self-custody, UTAUT, technology awareness, facilitating conditions, personal innova-
tiveness, cryptocurrency, decentralized finance
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1 Introduction

Blockchain innovation marks a significant evolution in fi-
nance, offering billions the autonomy to manage their
assets, liberated from traditional banking constraints
(Nakamoto, 2009). This innovation is rooted in the his-
torical progression of money, which has always been cen-
tral to economic development by facilitating trade and
acting as a store of value, reducing transaction costs com-
pared to barter systems (Davidson, 1972; Kiyotaki and
Wright, 1989).

The rise of mobile payments and technological disrup-
tions, while important, have spotlighted the limitations
of traditional banking, such as high remittance costs,
KYC barriers, potential monopolization, and transac-
tional inefficiency, particularly in cross-border scenarios
(Adrian, 2022; Ondrus and Pigneur, 2006; Pal et al.,
2019; Rochet and Tirole, 2006). Additionally, traditional
systems expose users to risks such as bank failures, man-
agerial misconduct, and systemic crises, making financial
transactions cumbersome and less user-friendly (Bitar et
al., 2016; Edwards and Mishkin, 1995; Iqbal and Vähä-
maa, 2019).

In response, blockchain technology, introduced in 2009
with Bitcoin, promises a disintermediated financial land-
scape where users can conduct secure, peer-to-peer trans-
actions without centralized institutions. This innovation
not only reduces monopoly and verification costs but also
solves the fundamental problem of digital money - pre-
venting the same digital funds from being spent multiple
times (the double-spending problem), thereby enhancing
the efficacy and efficiency of financial transactions (Chen
and Bellavitis, 2020; Nakamoto, 2009). With 400 million
verified crypto asset users globally (“Crypto users world-
wide 2016-2022”, 2022), blockchain-based payments rep-
resent a borderless, permissionless system conducive to
financial empowerment.

Self-custody, a fundamental aspect of blockchain, en-
ables users to manage their digital assets securely with-
out relying on intermediaries like banks. Emphasizing
the principle "your keys, your assets," this approach
grants users complete control over their funds, contrast-
ing sharply with traditional banking systems, where
funds are often under institutional control and subject
to constraints like holding only a fraction of deposits
in reserve (the fractional reserve system) (Huang, 2023;
Lesavre et al., 2021; Moniruzzaman et al., 2020; Pimentel
et al., 2021).

The values of blockchain and self-custody drive a trans-
formation, supported by the increasing societal accep-
tance of blockchain technology. This shift is fueled by
significant interest from various industry sectors that an-
ticipate digital currency payments will become standard
practice within the next few years (Aron and Billa, 2022).

Furthermore, the inherent features of blockchain, such as
distributed consensus and the ability to transact across
borders swiftly and securely, align well with the evolving
needs of a global consumer base. This alignment helps
reduce the traditional barriers experienced in financial
transactions.

Moreover, the structural design of blockchain facili-
tates conditions that promote its adoption by enhanc-
ing user experience through features that provide secu-
rity, transaction speed, and autonomy. These attributes
are increasingly recognized as essential by both users
and industry leaders, pointing towards a future where
blockchain technology not only meets but anticipates
consumer demands in a rapidly evolving digital economy
(Zhang et al., 2020; Habib et al., 2022).

Thus, the shift towards blockchain and self-custody is
not only a technological evolution but also a fundamental
movement toward democratizing financial security and
operational efficiency. This transition addresses critical
inefficiencies in traditional financial infrastructures and
lays the groundwork for a more inclusive and empowered
financial future.

While the path toward widespread adoption of
blockchain technology and self-custody solutions is
clear, it is not without challenges. The complexity of
the technology, coupled with practical factors such as
technology acceptance, user readiness, and ease of use,
significantly influences adoption rates. Additionally, a
lagging regulatory framework adds to user uncertainty,
particularly affecting the field of payments where
self-custody benefits are prominent (Böckel et al., 2021;
Dehghani et al., 2022; Rugeviciute and Mehrpouya,
2019; Sagheer et al., 2022). It is essential to address
these challenges to ensure the responsible and effec-
tive blockchain integration into the global financial
landscape.

Security and Privacy Concerns are critical bar-
riers to adoption. The risk of losing access to funds
due to lost private keys presents a significant obstacle to
self-custody adoption. Innovations like multi-signature
wallets, social recovery mechanisms or recovery services
provided by companies like Ledger offer potential solu-
tions, though they may introduce reliance on interme-
diaries or new vulnerabilities (Buterin, 2021; Kubach et
al., 2020; “Restore your Ledger accounts with your re-
covery phrase”, n.d.; sCrypt, 2023). Additionally, while
blockchain’s pseudonymity can enhance privacy, it may
also facilitate illicit activities such as money launder-
ing (Foley et al., 2018). However, advancements in
blockchain analytics and increased compliance measures
are reducing illicit usage. For example, the proportion
of crypto-asset companies not conducting Know Your
Customer (KYC) checks decreased from 48% to 13% be-
tween 2018 and 2020 (Blandin et al., 2020), and improved
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tracking technologies are deterring illegal activities (Al-
Mughrabi, 2023).

Regulatory Uncertainties present another signifi-
cant challenge. The lack of clear and consistent regu-
lations can undermine user trust and hinder adoption
(Hashemi Joo et al., 2020). Efforts by governments,
such as the European Union’s regulatory framework for
crypto-assets (of the EU, 2023) and similar initiatives
in Dubai and Switzerland (Huertas et al., 2022), aim to
enhance transparency, protect investors, and promote re-
sponsible growth in the blockchain ecosystem.

Scalability is a prominent issue affecting blockchain
networks. For instance, the Bitcoin network can process
only a limited number of transactions per second, with
average confirmation times reaching up to 60 minutes,
undermining practicality for everyday transactions (Haz-
ari and Mahmoud, 2019). Advancements like the Light-
ning Network and faster blockchains like Solana aim to
improve transaction speeds, reducing confirmation times
to fractions of a second (Duffy et al., 2021; Seres et al.,
2020). However, these solutions may introduce complex-
ities and may not always be fully self-custodial, poten-
tially compromising user autonomy.

The Energy Consumption of blockchain networks,
especially in proof-of-work systems like Bitcoin, raises
environmental concerns due to substantial electricity us-
age. As of November 2018, Bitcoin’s annual electricity
consumption was estimated at 45.8 TWh, with annual
carbon emissions ranging between 22.0 and 22.9 MtCO2
(Stoll et al., 2019). Some scholars argue that Bitcoin’s
energy consumption is proportionally less than that of
traditional monetary systems, suggesting its environmen-
tal impact may be comparatively minimal (Khazzaka,
2022). Furthermore, studies indicate that Bitcoin mining
can support renewable energy development and climate
action. Integrating mining operations with demand re-
sponse strategies has the potential to increase renewable
energy penetration, eliminate the need for gas peaker
plants, significantly reduce renewable energy waste, and
aid in decarbonizing power production. Additionally, the
flexibility of mining loads in demand response mecha-
nisms can mitigate market disruptions and enhance grid
reliability and stability (Kapengut and Mizrach, 2023;
Lal et al., 2023; Hajiaghapour-Moghimi et al., 2024;
Menati et al., 2023). Despite these potential benefits,
the environmental impact of Bitcoin mining and the en-
ergy consumption of other blockchain networks remain
topics of ongoing discussion within academic and envi-
ronmental circles.

The increasing societal acceptance of blockchain sug-
gests that its challenges can be managed with careful
planning and adaptation. While traditional and mobile
banking systems offer convenience, blockchain payments,
especially self-custody solutions, provide additional ad-

vantages by giving users more control over their financial
assets. This diversification enhances financial empow-
erment and broadens the available financial tools. As
blockchain technology develops, the path to wider adop-
tion becomes clearer, positioning self-custody and digital
payments as key players in the future financial landscape.

However, despite rising interest tied to Bitcoin’s value,
the widespread understanding of blockchain remains lim-
ited (Bumin Doyduk, 2019). Self-custody, crucial for user
autonomy, remains under-researched and under-utilized,
presenting significant barriers to its integration into ev-
eryday financial transactions. Community influence and
market leaders are also vital in promoting its adoption.

This research seeks to address these multifaceted bar-
riers, focusing on user perceptions and interactions with
blockchain technology, particularly in transitioning to
self-managed financial transactions. Unpacking these dy-
namics will highlight the nuanced factors that either fa-
cilitate or impede the broader acceptance and effective-
ness of blockchain, paving the way for a more inclusive
and secure financial future.

While Blockchain technology offers a decentralized ap-
proach to financial transactions, reducing risks linked
with traditional banking, this research focuses on un-
derstanding how users perceive and are willing to adopt
self-custody within blockchain payment networks. The
study’s primary aim is to determine the factors influ-
encing the adoption of self-custody crypto wallets. It
will examine user attitudes and motivations towards
blockchain’s self-custody feature.

Consequently, the central research question is: "What
are the key drivers for end-users behind the adop-
tion of self-custody crypto wallets?"
The research will explore user perceptions and the factors
influencing their decisions to adopt self-custody wallets.

This study investigates the adoption of self-custody
crypto wallets, applying the Unified Theory of Accep-
tance and Use of Technology (UTAUT). The UTAUT
framework is expanded to include Personal Innovative-
ness in the Domain of Internet Technology (PIIT), Per-
ceived Control (PC), and particularly Technology Aware-
ness (TA) as a Facilitating Condition, to capture nuances
specific to blockchain technology (Alomari and Abdullah,
2023; Lampo, 2022). This expansion is further justified
in the following sections. Recognizing TA as a Facilitat-
ing Condition suggests that a higher degree of technologi-
cal awareness can significantly enhance the usability and
integration of blockchain technologies, thus facilitating
adoption.

The enhanced framework informs product develop-
ment and interface design, helping developers create
more user-centric blockchain solutions. Insights from this
research can also guide educational and regulatory initia-
tives, adapting to the evolving needs of technology adop-
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tion and ensuring user protection (Chang et al., 2022;
Kabir et al., 2021; Queiroz and Fosso Wamba, 2019).

Furthermore, by operationalizing and adapting exist-
ing constructs, this study applies validated scales to new
technological contexts. This approach not only addresses
theoretical gaps but also enhances the robustness of re-
search frameworks for future investigations into emerging
technologies.

As cryptocurrencies and blockchain technologies
evolve, the findings of this study will be crucial for poli-
cymakers, helping to develop balanced regulations that
foster innovation while protecting users. This research
not only enhances our understanding of blockchain
adoption dynamics but also contributes to the practical
discourse on empowering users through self-custody
solutions.

The next sections will detail the methodology and hy-
potheses, grounding the study in a robust research frame-
work that aligns theoretical insights with practical out-
comes, ultimately shaping the future of digital finance in
a democratized financial landscape.

2 Theoretical Background
This thesis adopts the Unified Theory of Acceptance and
Use of Technology (UTAUT) as its theoretical framework
to understand end-users’ intentions to use self-custody
wallets (Fig. 1). It leverages UTAUT’s ability to in-
tegrate essential constructs from eight foundational the-
ories on technology adoption, including the Theory of
Reasoned Action (TRA), Technology Acceptance Model
(TAM), Model of PC Utilization (MPCU), Diffusion of
Innovation (DOI) Theory, Theory of Planned Behav-
ior (TPB), Motivational Model, Social Cognitive Theory
(SCT), and the combination of the TAM with the TPB
(Queiroz and Fosso Wamba, 2019).
UTAUT’s relevance is underscored by its frequent ap-
plication in emerging technologies research, such as
blockchain (Lampo, 2022) and particularly in studies re-
lated to cryptocurrency transactions (Alomari and Ab-
dullah, 2023; Radic et al., 2022; Siddiqui and Ali, 2022),
which closely align with the current study on self-custody
crypto wallets. The UTAUT model, along with its exten-
sion, UTAUT2, are known for their robust explanatory
power, accounting for 56% and 72% of the variance in
behavioral intention, and 40% and 56% in technology
use, respectively (Venkatesh et al., 2012). The selection
of UTAUT for this study is particularly due to its opti-
mal balance between comprehensiveness and simplicity,
distinguishing it from successors such as UTAUT2 and
TAM3, despite the latter’s potentially higher explana-
tory power (Lampo, 2022).
By applying UTAUT to the domain of self-custody wal-
lets—a key aspect of financial system digitization that

promotes peer-to-peer interactions without intermedi-
aries—the thesis is positioned to dissect the factors pro-
pelling technology adoption. As mentioned earlier, this
research follows in the footsteps of recent studies that
have expanded UTAUT to include additional constructs
relevant to blockchain technology adoption, thereby en-
riching the model’s predictive capability in this field
(Alazab et al., 2021; Arias-Oliva et al., 2021; Ferri et
al., 2021; Khazaei, 2020; Liang et al., 2021; Queiroz
and Fosso Wamba, 2019; Queiroz et al., 2021; Tran and
Nguyen, 2021; Wong et al., 2020).

Before proceeding with a comprehensive literature re-
view, it is beneficial to delve deeper into the definitions
and technical aspects of blockchain and its applications.
This foundational understanding provides crucial context
for analyzing user adoption factors and focusing on self-
custody in blockchain-based payments. By elucidating
these technical dimensions, we can better appreciate the
innovative mechanisms driving blockchain technology as
a transformative financial solution.

2.1 Blockchain Technology and Its De-
velopment

The introduction of Bitcoin in 2009 marked the ad-
vent of cryptocurrencies as a viable means of payment
Nakamoto, 2009. Following Bitcoin, other blockchains
such as Ethereum, XRP, and Binance Coin emerged,
each with unique governance models and consensus
mechanisms. At its core, blockchain technology is char-
acterized by several major features underpinning its revo-
lutionary potential in the financial sector. Permissionless
blockchain ecosystems, such as those exemplified by Bit-
coin, are notable for their properties of distributed con-
sensus, immutability, and irreversibility (Moniruzzaman
et al., 2020). These features ensure that once consensus
among all participants is met, transactions are recorded
on the blockchain and cannot be altered or deleted,
thereby providing a secure and transparent ledger of all
activities.

The importance of decentralized governance, closely
tied to the consensus mechanism, cannot be overstated
in blockchain technology. Central to this is whether there
is a single point of failure or a centralized authority that
can unilaterally make decisions for the entire network.
Most prominent blockchain networks adopt the follow-
ing governance models: on-chain governance, character-
istic of Bitcoin (BTC); off-chain governance, as seen in
Ethereum (ETH); or a combination of off-chain and on-
chain governance mechanisms, as characterized by Bi-
nance Coin (BNB) and XRP (“Ethereum Governance”,
2023; “Governance of BSC | BNB Chain Documentation”,
2023; Lee, 2023; Rochard, 2020). Off-chain governance
operates through an informal process of social discus-
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Figure 1: Original UTAUT Model

sion, whereas on-chain governance relies on the consensus
among blockchain validators.

Regarding consensus mechanisms, in permissionless
blockchains like Bitcoin and Ethereum, any individual
can validate transactions under common conditions, sig-
nifying a higher degree of decentralization. This stands
in contrast to networks like XRP and Binance Coin,
where a central authority selects validators, indicating
a potential for greater centralization.

The original blockchain consensus mechanism, known
as the Nakamoto consensus protocol, assumes that par-
ticipants will act in their own best interest. It uses a
reward and punishment system to encourage good be-
havior. Following the rules earns rewards, while break-
ing them costs money. This makes it more profitable for
participants to be honest than to cheat, ensuring the net-
work’s integrity without needing to trust each individual
(Wang et al., 2019). This approach not only preserves
the integrity of the system but also enhances its resis-
tance to various threats. The transparency and inclusiv-
ity of Bitcoin’s Proof of Work (PoW) mechanism make
its governance highly decentralized, as miners effectively
vote on proposed changes by choosing to install or with-
hold new software features. This decentralized approach
is critical to maintaining the security and integrity of the
blockchain (Rochard, 2020).

The immutability of blockchain is ensured by its con-
sensus mechanism, where all participants hold an exact
copy of the same ledger, making it impossible to alter
any single record without majority agreement. This fea-
ture guarantees that the data recorded on the blockchain
is accurate and trustworthy.

The distributed ledger, called a blockchain, typically
constitutes a chain of blocks of transaction data. Each
block contains valid transaction records for a specific pe-
riod and their attributes, including a key attribute: the
timestamp. Blocks are chained together by incorporat-
ing a digital fingerprint of the previous block (a hash)
into the current block. Any change in the transaction
information in a specific block would alter this finger-
print, irreparably breaking the chain of consensus link-
ing that block with all subsequent ones. Consequently,
a blockchain functions as both a large-scale, distributed
database and an immutable audit trail, where the DNA
of each block is incorporated into all following ones,
making it impossible to alter history without detection
(Catalini and Gans, 2019).

Irreversibility in blockchain means that once data is
written on the ledger, it cannot be overwritten. This
permanence ensures that the historical record remains
intact and unchangeable, as any attempt to alter past
records would require altering all subsequent blocks,
which is practically infeasible due to the need for con-
sensus among all participants (Maurer et al., 2013).

Additionally, blockchain transactions can be con-
ducted peer-to-peer within seconds or minutes, re-
gardless of geographical location, provided there is an
internet connection (Wust and Gervais, 2018). This
capability significantly enhances the speed and efficiency
of financial transactions, bypassing the delays and costs
associated with conventional banking systems.

Bitcoin’s blockchain integrates security techniques
such as hash chains, Merkle trees, and digital signatures
with consensus mechanisms. This combination prevents
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double spending and inhibits the retrospective modifi-
cation of transaction data once a block is added to the
blockchain. Furthermore, blockchains like Bitcoin are
tamper-resistant and resistant to Distributed Denial-of-
Service (DDoS) attacks (Zhang et al., 2020). However,
utilizing blockchain for secure distributed storage
demands additional security and privacy measures.

Permissionless blockchains also mitigate privacy risks
because no single entity has preferential access to or visi-
bility over network-generated information. In traditional
platforms, intermediaries often access and monetize con-
sumer data, which is increasingly relevant due to its use
in AI algorithm training. While blockchain protocols can
be designed to offer participants a high degree of privacy
(e.g., Zk-Stark, Zcash, Monero), users can also take mea-
sures to protect their privacy, such as using mixing ser-
vices or not reusing addresses. However, shared ledgers
like Bitcoin are pseudonymous, allowing third parties to
deanonymize transactions over time (Catalini and Gans,
2019).

Together, abovementioned features enable self-custody
or independent ownership, where users can manage and
safeguard their digital assets without relying on third
parties.

2.2 Self-Custody in Blockchain Technol-
ogy

Self-custody is a fundamental aspect of blockchain tech-
nology, allowing users to directly own and manage
their digital assets without relying on intermediaries
such as banks, exchanges, or other financial institu-
tions (Pimentel et al., 2021). This capability grants
users enhanced control, security, privacy, and finan-
cial sovereignty over their digital assets. Control over
funds in self-custody wallets is ensured by asymmetric
or public-key cryptography. In blockchains like Bitcoin,
to spend bitcoins, the owner must prove ownership of
the private key by digitally signing the transaction. This
process guarantees that only the person with the pri-
vate key can generate a specific signature (Fernandez-
Carames and Fraga-Lamas, 2020).

Self-custody provides users with full ownership of their
digital assets, granting them financial sovereignty. Users
are not subject to the policies and restrictions of tradi-
tional financial institutions. Blockchain’s decentralized
design protects users from monopoly pricing, as compe-
tition among service providers and free entry prevent any
single entity from controlling transaction fees. Instead,
a market for transaction processing determines the fees
users pay to prioritize and avoid delays (Huberman et al.,
2021).

However, self-custody also necessitates a thorough
understanding of the technology and associated risks,

affirming the adage that with greater freedom comes
greater responsibility. This responsibility manifests in
several key challenges. As it was noted before, users bear
sole accountability for managing their private keys, risk-
ing permanent loss of assets if keys are lost or forgotten
(Eskandari et al., 2015). The absence of traditional cus-
tomer support means users must rely on community re-
sources and self-education to resolve issues (Conti et al.,
2018). Those lacking technical knowledge may be vul-
nerable to security risks like hacking and phishing, which
also apply to other digital services such as mobile and in-
ternet banking (Li et al., 2020). Moreover, self-custody
complicates estate planning and asset inheritance (Katuk
et al., 2023).

The characteristics and core values of blockchain and
self-custody pave the way for exploring the adoption of
self-custodial solutions. By considering factors related to
these specificities, we aim to analyze the factors influenc-
ing users’ adoption of self-custodial solutions using the
UTAUT framework.

2.3 Extended UTAUT Model for Self-
Custody Adoption

A literature review was conducted to establish the em-
pirical foundation for this UTAUT-based study. The
search parameters included scientific articles’ abstracts,
keywords, and titles containing the phrases "technol-
ogy acceptance" and "blockchain," "technology accep-
tance" and "crypto," "technology acceptance" and "self-
custody," as well as "technology acceptance" and "bit-
coin," to determine the relevance of UTAUT constructs
for blockchain and self-custody contexts. From 161
articles identified, 10 empirical studies employing the
UTAUT framework in the blockchain context were se-
lected for in-depth analysis (see Appendix A). These
studies consistently confirmed the significance of the core
UTAUT constructs in influencing Behavioral Intention
(BI) toward blockchain adoption.

However, scholars have noted that traditional technol-
ogy acceptance models, including UTAUT, may not fully
capture the complexities inherent in adopting highly in-
novative and decentralized technologies like blockchain
(Alomari and Abdullah, 2023; Lampo, 2022). Specifi-
cally, self-custody introduces unique challenges and re-
sponsibilities for users, as outlined in 2.2, which existing
constructs may not fully address. Therefore, extending
the UTAUT model with additional constructs could help
enhance its explanatory power and offer a more nuanced
understanding of self-custody and blockchain adoption
(Chang et al., 2022; Ng and Siew Hoong Lee, 2021).

From the analyzed articles, it became evident that
Trust and Security were frequently included alongside
original UTAUT constructs in the studies reviewed. De-
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spite identifying five studies in our literature review
that emphasize the role of Trust in technology adoption
(Aranyossy and Recskó, 2021; Baltruschat et al., 2023;
Chang et al., 2022; Kabir et al., 2021; Kumari and Devi,
2022), and three articles highlighting the significance of
Security (Baltruschat et al., 2023; Chang et al., 2022;
Radic et al., 2022), we have decided not to include these
constructs in our research on self-custody adoption in
blockchain technology for reasons explained in the fol-
lowing sections.

Trust is a multifaceted concept that spans various
dimensions, including interpersonal trust, institutional
trust, and trust in technology (Mayer et al., 1995; Gam-
betta, 1988; Rheu et al., 2021). Exploring Trust com-
prehensively requires significant depth, given its various
roles and types, which fall beyond the scope of our cur-
rent study. For instance, Aranyossy and Recskó (2021)
analyzed Perceived Trust across diverse entities like tech-
nology and organizations, emphasizing context-specific
interpretations of Trust. Similarly, Baltruschat et al.
(2023) examined Trust within centralized banking sys-
tems, which is less applicable to decentralized blockchain
self-custody.

Trust also plays a central role in the adoption of
various technologies, such as mobile banking and dig-
ital payment platforms (Alalwan et al., 2017; Chan-
dra et al., 2010; Khalilzadeh et al., 2017; Liu and
Zhou, 2017). However, its inclusion may not add sig-
nificant explanatory power in the context of self-custody
adoption, as blockchain operates on a trust-minimized
framework that fundamentally differs from these sys-
tems. Blockchain shifts trust from centralized entities to
cryptographic proofs and decentralized consensus mecha-
nisms (Nakamoto, 2009; Auinger and Riedl, 2018; De Fil-
ippi et al., 2020). For example, Chang et al. (2022) con-
flated the concepts of Trust and Transparency, defining
the former as the extent to which an individual believes
that blockchain-based data and services are accurate, se-
cure, and conducted with full visibility — a perspective
that contrasts with the "trustless" nature of blockchain
self-custody.

Additionally, trust in technology or code, though rel-
evant, applies universally to digital systems and is not
unique to blockchain self-custody. While users need con-
fidence in cryptographic protocols, these are designed to
operate without conventional Trust.

Given Trust’s broad applicability and complexity, in-
cluding it may dilute the focus on constructs uniquely
relevant to self-custody. Therefore, we have opted not
to include it in our model, recognizing it as a complex
construct meriting independent study. By focusing on
self-custody-specific factors, we provide clearer insights
into adoption behaviors in the decentralized blockchain
context.

Furthermore, the Security construct is not included in
the current study for two primary reasons. First, the lit-
erature review did not reveal any studies that link Secu-
rity directly to BI; instead, they associate it with various
other constructs (Baltruschat et al., 2023; Chang et al.,
2022; Radic et al., 2022). Second, Security is undoubt-
edly important, but like the Trust construct it is not a
differentiating factor for blockchain and self-custody. It
might divert attention from concepts that are particu-
larly relevant to self-custody. Implications of Security
are critical across all digital technologies (Cimperman et
al., 2016; Khalilzadeh et al., 2017; Widyanto et al., 2022).
The focus is to unravel constructs that specifically high-
light and accentuate how blockchain and self-custody dif-
ferentiate digital money within the realm of blockchain
from traditional mobile payment systems, thus offering a
more nuanced understanding of blockchain technology’s
unique adoption factors.

Therefore, the current study focuses on established
UTAUT constructs and incorporates additional ones that
may play a role in self-custody adoption. Building on the
fundamental principles, features, and challenges of self-
custody discussed in previous chapters, it is reasonable
to assume that decision-making related to self-custody
usage stems from these elements. Furthermore, such
decision-making likely hinges on users’ technical aware-
ness and confidence in their ability to manage digital
assets independently.

First, Technology Awareness (TA) is integrated
within the broader construct of Facilitating Conditions
(FC), as it considers the users’ ability to comprehend
the technical intricacies of blockchain systems and effec-
tively manage self-custody wallets (Abubakar and Ah-
mad, 2013). Given the complexity of private key manage-
ment and the absence of third-party support, users must
possess a high level of TA to navigate self-custody sys-
tems securely. Kaal and Howe (2021) and Jaroucheh and
Ghaleb (2023) highlight the complexity and responsibil-
ity of self-custody, noting the necessity of user control
over their digital assets, which reduces reliance on third-
party custodians. This study proposes incorporating TA
into FC, emphasizing its importance in enhancing secu-
rity, managing digital assets efficiently, and potentially
boosting adoption rates.

Next, the study includes Personal Innovativeness
in the Domain of Internet Technology (PIIT) to
gauge how individual openness to new technologies in-
fluences the acceptance of self-custody wallets (Agarwal
and Prasad, 1998). Users who are more innovative and
comfortable with technology are more likely to embrace
the responsibility and control that self-custody demands.
Within the realm of blockchain, particularly self-custody
in permissionless networks, the technology’s complexity
necessitates a profound understanding and active engage-
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ment from its users. Individuals with elevated levels
of PIIT may be more inclined to embrace and utilize
innovations like blockchain technology (Boateng et al.,
2023; Panjaitan et al., 2023). This construct reflects an
individual’s openness toward new technological experi-
ences (Mani and Chouk, 2018) and is speculated to be
instrumental in the diffusion and acceptance of nascent
technologies (Khazaei, 2020). Such innovators and early
adopters, characterized by their personal innovativeness,
could be instrumental in amplifying blockchain’s advan-
tages and propelling its acceptance across a broader au-
dience (Salcedo and Gupta, 2021).

Lastly, Perceived Control (PC) is introduced to ex-
amine how users’ belief in their ability to control out-
comes impacts their willingness to adopt self-custody so-
lutions (Skinner, 1996). In a system where users are
solely responsible for their digital assets, PC plays a crit-
ical role in shaping confidence in managing these assets
effectively. The concept of holding private keys, as artic-
ulated by Kaal and Howe (2021), is a direct expression of
PC, providing users with agency over their digital wallets
and assets. Vadlamani and Sharma (2023) suggest that
the increasing preference for self-custodial wallets within
the DeFi sphere could be due to their promise of height-
ened privacy, usability, and control, potentially reinforc-
ing the sense of PC among users. Similarly, Jaroucheh
and Ghaleb (2023) posit that self-custody offers users the
advantage of transacting without intermediaries, further
solidifying their control over digital assets.

The current Thesis proposes that the TA incoporated
in FC, PIIT, and PC constructs may significantly impact
the adoption of self-custody blockchain wallets. These
constructs represent the users’ propensity to engage with
new technologies, their understanding of the security
and management of digital assets, and their sense of au-
tonomy over blockchain transactions. The investigation
seeks to validate the theoretical assumption that these
constructs are critical influencers, hypotheses that will
be examined in depth in the following sections.

Building upon the UTAUT framework and the addi-
tional constructs (TA, PIIT, and PC), this study focuses
solely on Behavioral Intention (BI) as the dependent vari-
able, measuring users’ likelihood of adopting self-custody
wallets. This approach aligns with recent UTAUT-based
blockchain studies (Chang et al., 2022, Queiroz and Fosso
Wamba, 2019) that emphasize BI as a key indicator of
technology acceptance, treating actual Use Behavior as
a downstream effect rather than a primary focus.

Besides, this research includes traditional UTAUT
moderators of gender and age, while omitting experi-
ence and voluntariness of use. This selective approach to
moderators is supported by Dwivedi et al. (2019), who
noted that most UTAUT studies employ only a subset of
moderators based on their contextual relevance. The ex-

clusion of voluntariness of use is justified by the nature of
self-custody adoption, which is inherently an individual
choice rather than a mandated technology implementa-
tion. Given the nascent nature of blockchain technology,
where users might have experimented with and discon-
tinued usage of self-custody solutions, traditional expe-
rience measures may be less relevant. Therefore, experi-
ence as a moderator was substituted with direct measure-
ment of blockchain knowledge, providing a more precise
assessment of users’ technological understanding.

In summary, the proposed research model comprises
BI as the dependent variable, with the core UTAUT
constructs (PE, EE, SI, FC) and the additional con-
structs (PIIT, TA, PC) serving as independent variables.
This tailored approach aims to provide a more focused
and context-specific understanding of self-custody wallet
adoption in the blockchain domain.

2.3.1 Performance Expectancy (PE)

PE is a construct that measures an individual’s belief in
the performance gains from using a system. Arias-Oliva
et al. (2021) and Ferri et al. (2021) have identified PE
as a significant factor in the acceptance of cryptocur-
rencies and blockchain usage in auditing, respectively.
Queiroz and Fosso Wamba (2019) also recognized PE’s
influence on blockchain adoption within supply chain
management. Based on these insights, the following hy-
pothesis is proposed:

H1: PE positively influences the BI to adopt
self-custody wallets.

2.3.2 Effort Expectancy (EE)

EE gauges the perceived ease associated with the use
of a system. As evidenced by studies across multiple
sectors, it has emerged as a significant factor influencing
technology adoption. Queiroz et al. (2021) highlighted
its criticality in the context of Brazil’s operations and
supply chain management, Ferri et al. (2021) noted its
significance in the adoption of blockchain for auditing,
and Arias-Oliva et al. (2021) identified it as influential in
the intention to use cryptocurrencies. Accordingly, the
following hypothesis is proposed:

H2: EE positively influences the BI to adopt
self-custody wallets.

2.3.3 Social Influence (SI)

SI measures the degree to which an individual per-
ceives that important others believe she or he should use
the new system. Kabir et al. (2021) and Queiroz and
Fosso Wamba (2019) identified SI as a crucial factor in
blockchain-based supply chain management. Addition-
ally, Ferri et al. (2021) recognized SI as a key predictor
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Figure 2: Research Model

of auditors’ intention to use blockchain. SI also signifi-
cantly influences the intention to adopt cryptocurrency
payments, especially in South Korea and China, as noted
by Radic et al. (2022). Based on these findings, it is pro-
posed:

H3: SI positively influences the BI to adopt
self-custody wallets.

2.3.4 Facilitating Conditions (FC)

FC describe the degree to which an individual believes
that adequate support is available for using a system.
In the blockchain context, the influence of FC has been
highlighted in several studies. Chang et al. (2022) iden-
tified FC as key to promoting blockchain acceptance
among Jeju’s residents and visitors. Queiroz et al. (2021)
and Queiroz and Fosso Wamba (2019) found FC to be
crucial in the adoption of blockchain within supply chain
operations. Furthermore, Radic et al. (2022) affirmed
that FC significantly influences intentions to use cryp-
tocurrency payments.

We extended the Facilitating Conditions construct to
include Technology Awareness (TA). This integration is
based on the premise that a deeper understanding of
the technology not only facilitates its usage but also
enhances the overall conditions that support its adop-
tion. TA specifically contributes to FC by providing
users with the knowledge and insights necessary to ef-
fectively manage and utilize technology, thereby reducing
barriers to adoption (Abubakar and Ahmad, 2013). This
approach acknowledges that users who are more aware
of and knowledgeable about the specifics of blockchain

and self-custody are better equipped to leverage these
technologies to their full potential. By incorporating TA
into the FC construct, we aim to capture the role of
informed awareness in promoting an environment con-
ducive to adopting new technologies.

Based on these insights, the following hypothesis is
proposed:

H4: FC positively influences the Behavioral In-
tention (BI) to adopt self-custody wallets.

2.3.5 Personal Innovativeness in the Domain of
Internet Technology (PIIT)

UTAUT has been instrumental in evaluating technology
adoption within organizational contexts. However, its
application can be limited regarding individual consumer
behavior in non-organizational settings. This is particu-
larly relevant in scenarios where technology adoption is
a matter of personal choice rather than an institutional
directive (Venkatesh et al., 2012). Dwivedi et al. (2019)
further critiques the UTAUT model for its lack of consid-
eration for individual traits like personal innovativeness,
which can significantly sway an individual’s decision to
accept and use new technologies.
Self-custody wallet adoption is largely an individual’s de-
cision, necessitating a more tailored approach than the
UTAUT model traditionally offers. To better capture
this individual adoption behavior, PIIT is introduced
into the model. PIIT measures how open or inclined a
person is towards adopting new IT innovations, indepen-
dent of the specific organizational context in which the
individual operates (Agarwal and Prasad, 1998). PIIT
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is vital for understanding the adoption of self-custody
solutions, where individuals independently manage their
digital assets. The relevance of such a construct is sup-
ported by findings from Ng and Siew Hoong Lee (2021),
who demonstrated that innovativeness is a pertinent fac-
tor in understanding how individuals, such as buyers and
sellers in the real estate sector, accept blockchain tech-
nology. Therefore, the following hypothesis is posited:

H5. PIIT positively affects the BI to adopt self-
custody wallets.

2.3.6 Perceived Control (PC)

To further refine the adaptation of the UTAUT for study-
ing self-custody wallet adoption, Perceived Control (PC)
was introduced as an additional construct. Skinner
(1996) highlighted control as the individuals’ belief in
their ability to achieve desired outcomes, a critical driver
in technology adoption. Specifically, individuals who per-
ceive a high degree of control over technology are more
likely to hold positive attitudes toward its use (Ajzen,
2002). Shuhaiber (2018) demonstrated this in a study in
Jordan, which showed that the intention to adopt smart
meters was influenced by providing users with control
over their electricity consumption data. This factor is
particularly relevant in the context of self-service tech-
nologies (SSTs), where the perception of control can de-
cisively influence continued use or abandonment after a
service failure (Le et al., 2022).
Lin et al. (2020) emphasize the importance of PC over
outcomes in the marketing and consumer behavior fields,
particularly regarding new product adoption. Liu and
Zhou (2017) found that PC influenced the continued in-
tention to use Apple Pay, while Cabinakova et al. (2019)
noted its stronger impact on users of blockchain-based
decentralized identity management systems compared to
centralized ones.
By integrating PC into the model, this study aims to
assess how the sense of control over self-custody affects
the adoption of blockchain wallets, providing deeper in-
sights into the drivers of technology acceptance. Hence,
the hypothesis is:

H6. PC positively affects the BI to adopt self-
custody wallets.

3 Methodology

Building on the Unified Theory of Acceptance and Use
of Technology, the research seeks to understand the fac-
tors driving the adoption of self-custody crypto wallets.
The study serves an exploratory function by investigat-
ing a relatively new phenomenon while also employing
an analytical approach to examine the relationships be-
tween well-defined variables. The choice of UTAUT as a

foundation is deliberate, given its comprehensive nature
and proven efficacy in technology adoption studies. By
integrating constructs like PIIT, PC, and TA the aim is
to provide a more holistic view of the adoption dynam-
ics, especially in the context of self-custody. To achieve
this, the ways of selecting participants, gathering infor-
mation, and analyzing the data are carefully designed to
match the study’s framework. Furthermore, research in-
struments from prior studies are adopted, modified, and
tailored to fit the research model, ensuring their relevance
and effectiveness in the specific research context.

3.1 Research Design
The research design serves as a roadmap for the study,
guiding the selection of the blockchain network, the de-
velopment of the research instrument, and the choice
of analytical approach. Given blockchain technology’s
nascent and dynamic nature, selecting a network that
epitomizes decentralization, acceptance, and practical-
ity is imperative. As detailed later, the preliminary
analysis zeroes in on the Bitcoin network, which aligns
with the research model’s focus on decentralization and
widespread adoption.

3.1.1 Selection of Blockchain Network for Re-
search Analysis

Given the varying attributes of blockchains, the current
research focuses on the network that offers the utmost
decentralization, widespread acceptance, significant cap-
italization, and reasonable fees. A preliminary analysis
was conducted on five leading networks by market cap-
italization: Bitcoin (BTC), Ethereum (ETH), Binance
Coin (BNB), Tether (USDT), and XRP (XRP), based
on market data from CoinMarketCap as of August 23,
2023. However, Tether was excluded due to its reliance
on other networks. The evaluation criteria encompassed
the degree of decentralization, market capitalization, ac-
ceptance, and transaction fees.
The governance models and consensus mechanisms were
identified as significant determinants of a blockchain’s de-
centralization level (“Ethereum Governance”, 2023; “Gov-
ernance of BSC | BNB Chain Documentation”, 2023; Lee,
2023; Rochard, 2020). Among the evaluated networks,
Bitcoin and Ethereum emerged as more decentralized,
being permissionless blockchains, compared to BNB and
XRP. Transaction fees were also a notable factor (“Bit-
coin Vs Ethereum Charts”, 2023; “Bitcoin, Ethereum
Avg. Transaction Fee Chart”, 2023), with BNB and XRP
offering lower fees (“Binance Smart Chain Average Trans-
action Fee”, 2023; “XRP (XRP) statistics - Price, Blocks
Count, Difficulty, Hashrate, Value”, 2023), but at the po-
tential cost of centralization (Christodoulou et al., 2020;
Maksymyuk et al., 2022; Thomas, 2017).
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A detailed comparative analysis (refer to Appendix B)
revealed Bitcoin as the most suitable network for the
research, given its unparalleled decentralization, market
dominance, and reasonable transaction fees (Davis et al.,
2023; Flynn, 2022; Mallqui and Fernandes, 2019; Ve-
jačka, 2014). Despite Ethereum’s decentralization and
versatility, its higher transaction fees made it less prefer-
able. The centralization concerns of BNB and XRP ren-
dered them less suitable for the current decentralization-
focused research.
Considering Bitcoin’s global acceptance and its em-
bodiment of a decentralized blockchain network, the
study will primarily focus on the Bitcoin network as the
archetypal blockchain-based payment system.

3.1.2 Sampling design and data collection

The research employs a quantitative approach, utiliz-
ing an online survey methodology. The target de-
mographic encompasses individuals from diverse back-
grounds, including public and private sector employees,
students, and current or former users of self-custody
blockchain wallets. The survey will be distributed us-
ing several channels, including LinkedIn, Telegram, Red-
dit posts, Twente University Startup Community Slack
Channel, X (former Twitter) tweets, Nostr notes, and
among Technical University Berlin student WhatsApp
groups. To further enhance the reach and diversity
of respondents, specialized survey exchange platforms
such as www.surveyswap.com and www.surveycircle.com
will also be utilized. These platforms facilitate recipro-
cal survey participation among researchers and partici-
pants, potentially broadening the demographic scope of
the study.

This multi-platform distribution ensures a diverse re-
spondent pool and mitigates potential biases. The strat-
egy aligns with Convenience Sampling, a non-probability
sampling method that selects participants based on ac-
cessibility and convenience (Battaglia, 2008). While this
method facilitates efficient data collection, it may intro-
duce biases related to the self-selection of participants
and the non-randomness of the sample, which are ac-
knowledged and will be considered in the analysis.

Furthermore, as participants in the initial sample
might share the survey within their networks, a Snow-
ball Sampling effect is expected, where new participants
are continuously referred. This method is often used in
studies with specific target groups (Goodman, 1961).

By employing these sampling methods, the aim is to
gather insights from a wide array of participants engaged
with blockchain technology, while being mindful of the
limitations and potential biases these methods introduce.
The analysis will consider these factors, aiming to pro-
vide a balanced and comprehensive understanding of the

adoption of self-custody blockchain wallets.

3.1.3 Instrument Development

The survey instrument, detailed in Table 1, is developed
based on previous literature to measure seven distinct
constructs through a total of 25 items, ensuring that the
content domain of each construct is thoroughly covered
(Agarwal and Prasad, 1998; Albayati et al., 2020; Cab-
inakova et al., 2019; Dinev and Hu, 2007; Leong et al.,
2013; Queiroz and Fosso Wamba, 2019; Taylor and Todd,
1995; Venkatesh et al., 2003, 2012; Wong et al., 2020).
Besides the latent constructs from UTAUT, the model
uses additional variables such as PIIT and PC.

PE measures users’ perceived benefits of self-custody
Bitcoin wallets through four items, drawing from Queiroz
and Fosso Wamba (2019) and Venkatesh et al. (2003,
2012). EE evaluates the ease with which users can learn
and use these wallets based on four items from Venkatesh
et al. (2003, 2012) and Wong et al. (2020). SI captures
the effect of influential individuals and community con-
sensus on users’ adoption decisions, adapted from Albay-
ati et al. (2020), Queiroz and Fosso Wamba (2019), and
Venkatesh et al. (2003), via four items.

FC evaluates the accessibility of resources, knowledge,
and support necessary for utilizing the wallets, as defined
by Queiroz and Fosso Wamba (2019) and Venkatesh et al.
(2003, 2012). In our study, we combined FC with Tech-
nology Awareness (TA) (Dinev and Hu, 2007) to capture
a more comprehensive view of the facilitating factors spe-
cific to blockchain and self-custody wallet adoption. This
adaptation, consisting of four items, aims to assess not
only the availability of resources and support but also
the user’s awareness and understanding of the technol-
ogy, which we hypothesized to be crucial in the context
of self-custody wallets.

PIIT possibly offers insights into individual tendencies
to adopt new technologies. Agarwal and Prasad (1998)
and Ng and Siew Hoong Lee (2021) both accentuated
the significance of PIIT in identifying early adopters and
understanding technology acceptance dynamics.

In the current context, PC feasibly plays a pivotal
role in technology adoption. As delineated by Taylor
and Todd (1995). PC is bifurcated into two primary di-
mensions: self-efficacy, representing an individual’s con-
fidence in executing a behavior, and conditions repre-
senting resources availability to engage in behavior. In
the study, these dimensions are encapsulated by indica-
tors PC1 and PC2. This approach ensures a comprehen-
sive representation of PC while also maintaining survey
brevity and respondent engagement.

As already mentioned, the focus on BI sidelining Use
Behavior is in sync with blockchain-centric studies like
Radic et al. (2022), Chang et al. (2022), and Queiroz
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Table 1: Survey Instrument (latent variables)

Construct Code Indicators Adapted from

Performance
Expectancy

PE1 How useful do you find using a self-custody Bitcoin wallet for managing
your Bitcoin transactions?

Venkatesh et al. (2003,
2012)

(PE) PE2 Do you believe using a self-custody Bitcoin wallet can help you accom-
plish tasks more effectively when storing and transacting your Bitcoin?

Queiroz and Fosso Wamba
(2019)

PE3 In your opinion, can using a self-custody Bitcoin wallet improve your
productivity in storing and transacting your Bitcoin?

PE4 How strongly do you agree that using a self-custody Bitcoin wallet will
enhance your financial performance?

Effort Ex-
pectancy

EE1 How strongly do you agree that interacting with a self-custody Bitcoin
wallet is clear and understandable?

Venkatesh et al. (2003,
2012)

(EE) EE2 How strongly do you agree that becoming skillful at using a self-custody
Bitcoin wallet is easy for you?

Wong et al. (2020)

EE3 How strongly do you agree that you find a self-custody Bitcoin wallet
easy to use?

EE4 How strongly do you agree that learning how to use a self-custody
Bitcoin wallet is easy?

Social Influ-
ence

SI1 People who influence my behavior believe I should use a self-custody
Bitcoin wallet.

Albayati et al. (2020)
Venkatesh et al. (2003)

(SI) SI2 People who are important to me think I should use a self-custody Bit-
coin wallet.

Queiroz and Fosso Wamba
(2019)

SI3 Influential figures in the cryptocurrency community endorse using self-
custody Bitcoin wallets.

SI4 The widespread adoption of self-custody Bitcoin wallets in my commu-
nity would influence my decision to use one.

Facilitating FC1 I read news and other resources about self-custody Bitcoin wallets. Dinev and Hu (2007)
Conditions
(FC)(+TA)

FC2 I discuss the security and technical aspects of self-custody Bitcoin wal-
lets with peers or within my network.

Venkatesh et al. (2003)
Queiroz and Fosso Wamba

FC3 Self-custody Bitcoin wallets are not compatible with other systems I
use. (This is a reverse-coded item)

(2019)

FC4 I can obtain assistance from others when I encounter difficulties with a
self-custody Bitcoin wallet.

Personal
Innovative-

PIIT1 When new technologies become available, I seek ways to experiment
with them.

Agarwal and Prasad (1998)

ness in IT
(PIIT)

PIIT2 I am often the first among my peers to use new technologies like self-
custody Bitcoin wallets.

Leong et al. (2013)

PIIT3 I am generally reluctant to use new technologies such as self-custody
Bitcoin wallets. (This is a reverse-coded item)

PIIT4 I actively engage in exploring new technologies like self-custody Bitcoin
wallets.

Perceived
Control

PC1 I feel I have control over managing and securing my Bitcoin when using
a self-custody wallet without interference from third parties.

Taylor and Todd (1995),
Cabinakova et al. (2019)

(PC) PC2 Using a self-custody Bitcoin wallet, my Bitcoin is within my control.

Behavioral BI1 I intend to use a self-custody Bitcoin wallet in the future. Venkatesh et al. (2003,
Intention BI2 I will always try to use a self-custody Bitcoin wallet in my daily life. 2012)
(BI) BI3 I plan to use a self-custody Bitcoin wallet frequently.
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and Fosso Wamba (2019), all of which prioritize inten-
tion over actual use. Venkatesh et al. (2003, 2012) fur-
ther consolidate the importance of BI, emphasizing its
role as a determinant in the UTAUT framework. In this
research, BI, represented by BI1 and BI2, captures the
intent of users toward the adoption of self-custody Bit-
coin wallets.

The survey employs a 7-point Likert scale for twenty
five questions, ranging from ’strongly disagree’ to
’strongly agree.’ Additionally, four demographic and
two knowledge questions are incorporated to categorize
the criteria (Table 2).

Table 2: Demographic and Knowledge indicators (control
variables)

Item Value
Gender Female

Male
Non-Binary/Other
I prefer not to say

18-25
26-33

Age 34-41
42-49
50+

No formal education
Primary
Secondary

Highest Educa- Diploma / Polytechnic
tion Level Bachelor’s degree

Postgraduate degree (Master’s/Ph.
D.)

Banking
Financial Institutional
IT Related
Manufacturing

Industry Retail
Telecommunication
Tourism
Education
Other

Who has access Only the Wallet Provider
to the funds Only the Wallet Owner
stored in a self- The Wallet Provider and Owner
custody wallet? Bank

I don’t know

Demographic Questions could be essential as they pro-
vide context to the responses and allow for segmenta-
tion during data analysis. The questions on Gender,
Age, Highest Education Level, and Industry are compre-
hensive and will help understand the respondents’ back-

ground.
Knowledge Question may provide crucial insight into

respondents’ understanding of self-custody wallets, par-
ticularly regarding control and access to funds. This ap-
proach may offer a more precise evaluation of users’ tech-
nological comprehension than mere usage duration, espe-
cially relevant for emerging technologies like blockchain
where actual understanding may vary regardless of ex-
perience.

The chosen sample and method align with the re-
search goal and question. The sample, comprising indi-
viduals from diverse backgrounds, ensures a broad spec-
trum of perspectives, capturing the multifaceted nature
of blockchain adoption. This diversity is crucial, given
the universal appeal and applicability of blockchain. The
method, rooted in the UTAUT model, is tailored to delve
deep into the intricacies of technology adoption, making
it apt for the study. Including constructs like PIIT and
PC, along with extending FC to incorporate TA, further
aligns the method with the research goal, ensuring a com-
prehensive exploration of the factors driving blockchain
adoption.

A small-scale pilot survey will be conducted using the
initial version of the questionnaire. This pilot phase is
crucial in gathering feedback to ensure the reliability and
relevance of the questions (Brace, 2004). Based on the
insights gained from this pilot survey, necessary adjust-
ments will be made to improve clarity and effectiveness.
The questions will be carefully crafted to avoid bias and
guarantee respondent anonymity. Following these refine-
ments, the final questionnaire will be distributed to a
broader audience for data collection. After gathering
the data, a demographic analysis will be performed to
assess the representativeness of the sample, and any po-
tential limitations in the findings will be transparently
discussed.

3.2 Data analysis

The analysis employed multiple regression, specifically
an ordinal logistic regression to explore the relationships
between the independent variables and the dependent
variable (Behavioral Intention to adopt self-custody wal-
lets), alongside demographic and background variables.
This method, as outlined by Cohen and Cohen (2003),
allows for the assessment of the relative impact of each
predictor on end-users adoption intentions. The ordinal
logistic regression model, also known as the proportional
odds model, is particularly advantageous for our study
for several reasons. Firstly, unlike linear regression, it is
robust to non-normal distribution, which makes it suit-
able for our non-normally distributed data. Secondly,
it effectively handles ordinal data, respecting the ordi-
nal nature of our Behavioral Intention (BI) construct,
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which is composed of 3 Likert-scale indicators. Lastly,
this model doesn’t assume equal distances between ordi-
nal categories, which is appropriate for Likert-scale data.
(Cohen and Cohen, 2003; Hair, 2019)

The conceptual model underlying our analysis can be
represented by the following equation:

BI =β0 + β1(PE) + β2(EE) + β3(SI) + β4(FC)

+ β5(PIIT) + β7(PC) + β8(Gender) + β9(Age)
+ β10(Education) + β11(Industry)
+ β12(Knowledge) + ϵ (1)

Where:

• BI = Behavioral Intention to adopt self-custody
wallets.

• PE = Performance Expectancy.

• EE = Effort Expectancy.

• SI = Social Influence.

• FC = Facilitating Conditions.

• PIIT = Personal Innovativeness in the Domain of
Internet Technology.

• PC = Perceived Control.

• Gender, Age, Education, Industry, and Knowledge
represent the demographic and background vari-
ables, encoded appropriately.

• β0 = Intercept.

• β1 to β12 = Coefficients for each predictor, indicat-
ing the size and direction of the relationship between
the predictor and the dependent variable.

• ϵ = Error term, capturing the variation in BI not
explained by the model.

In this equation, BI represents the Behavioral Inten-
tion to adopt self-custody wallets (composite score from
3 indicators), β0 is the intercept, β1 to β12 are the coeffi-
cients for each predictor, and ϵ is the error term. PE, EE,
SI, FC, PIIT, and PC are the main predictor variables,
while Gender, Age, Education, Industry, and Knowledge
represent the demographic and background variables, en-
coded appropriately.

3.3 Addressing bias and validity issues

Mitigating potential biases and confirming the validity of
the findings are crucial steps in ensuring the integrity of
the research. A series of preliminary checks and analyses
will be conducted to ensure the quality and appropriate-
ness of our data and measures. First, we will perform
a reliability analysis, calculating Cronbach’s alpha, and
ensuring consistent measurement across items (Eisinga
et al., 2013). This will be followed by an Exploratory
Factor Analysis (EFA), as recommended by Costello and
Osborne (2005), to clarify the data structure and provide
insights into the constructs’ interrelations. We will then
examine the correlation matrix to understand the rela-
tionships between variables and check for potential mul-
ticollinearity issues. To further address multicollinear-
ity concerns, we will calculate Variance Inflation Factors
(VIFs) for all predictor variables (Mukaka, 2012). These
preliminary steps will ensure the robustness of our sub-
sequent analysis and help in interpreting the results ac-
curately.

4 Results

This section presents a comprehensive analysis of our re-
sults on the adoption of self-custody crypto wallets. We
begin with an overview of the sample characteristics, fol-
lowed by a detailed examination of the measurement val-
idation process. Subsequently, we present the findings
from our regression model, which investigates the factors
influencing the behavioral intention to adopt self-custody
wallets.

4.1 Descriptive Statistics

Our study encompassed a diverse sample of 131 respon-
dents, providing a rich dataset for analysis (Table 3).
The sample demographics reveal a balanced gender dis-
tribution, with a slight male majority (50%, n=66). No-
tably, the educational background of the participants
was skewed towards higher education, with 80% hold-
ing at least a Bachelor’s degree, including a substan-
tial proportion (40%, n=53) with postgraduate qualifi-
cations. These findings may be particularly relevant for
understanding self-custody wallet adoption among edu-
cated professionals and early adopters (Van Rijnsoever
and Donders, 2009) but should be cautiously generalized
to broader populations with diverse educational back-
grounds.

In terms of professional background, Information Tech-
nology (IT) roles were the most common specified field,
accounting for 27% (n=34) of the sample. However,
the largest group (38%, n=48) identified their field as
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Table 3: Descriptive Statistics

Item Values Freq. Perc.

Source of Facebook 8 6%
Questionnaire Flyers 1 1%

LinkedIn 7 5%
Nostr 2 2%
Reddit 17 13%
Survey Platform 38 29%
Telegram 3 2%
Viber 1 1%
WhatsApp 53 40%
X 1 1%

Gender Female 62 47%
Male 66 50%
Non-binary 3 2%

Age 18-25 44 34%
26-33 55 42%
34-41 14 11%
42-49 12 9%
50+ 6 5%

Education Secondary 13 10%
Diploma / Polytechnic 13 10%
Bachelor’s degree 52 40%
Postgraduate (Master/Ph.D.) 53 40%

Field of Work Banking 8 6%
Education 8 6%
Financial Institution 8 6%
IT Related 33 25%
Manufacturing 7 5%
Other 53 40%
Retail 9 7%
Telecommunication 2 2%
Tourism 3 2%

Knowledge Question Bank 4 3%
Who has access I don’t know 44 34%
to the funds stored Only the wallet owner 69 53%
in self-custody wallet? Only the wallet provider 4 3%

Wallet provider and owner 10 8%

’Other’, indicating a wide variety of industries not specif-
ically listed.

Regarding knowledge about self-custody wallets, 53%
(n=69) correctly identified that only the wallet owner has
access to the funds. However, a significant portion (34%,
n=44) were unsure about access to funds in self-custody
wallets.

WhatsApp proved to be the most effective platform
for survey distribution, accounting for 40% (n=53) of
responses, followed by dedicated Survey Platforms (29%,
n=38) and Reddit (13%, n=17).

This diverse sample provides a broad perspective on
the adoption of self-custody crypto wallets, with a par-
ticular emphasis on young, educated professionals across
various fields, notably in technology-related industries.

4.2 Measurement Validation
The reliability analysis conducted through R statisti-
cal computing environment showed that most constructs
demonstrated strong internal consistency, with one no-
table exception. Constructs such as EE, PE, BI, and

PC exhibit high reliability, each with a Cronbach’s al-
pha above 0.8. Specifically, EE has a Cronbach’s alpha
of 0.884, with item-total correlations ranging from 0.732
to 0.765, indicating strong internal consistency. PE sim-
ilarly shows a Cronbach’s alpha of 0.84, with item-total
correlations between 0.616 and 0.804, confirming the ro-
bustness of the scale. BI also demonstrates strong reli-
ability, with a Cronbach’s alpha of 0.878 and item-total
correlations ranging from 0.683 to 0.820. PC exhibits
a Cronbach’s alpha of 0.802, with very high item-total
correlations, further underscoring its reliability.

In contrast, constructs such as SI and PIIT demon-
strate moderate reliability, with Cronbach’s alpha val-
ues between 0.7 and 0.8. SI has a Cronbach’s alpha of
0.797, though it is worth noting that item SI4 had a lower
item-total correlation. PIIT shows a Cronbach’s alpha of
0.735, with generally good item-total correlations. How-
ever, PIIT3 exhibited a weaker correlation, which may be
attributed to the fact that this item was reverse-coded.

Table 4: Comparison of Cronbach’s Alpha and Item-
Total Correlations Before and After Excluding FC3

Scale Item Original Revised Original Revised Change
α α rcor rcor in rcor

PE PE1 0.840 0.840 0.688 0.688 0.000
PE2 0.889 0.889 0.000
PE3 0.830 0.830 0.000
PE4 0.581 0.581 0.000

EE EE1 0.884 0.884 0.777 0.777 0.000
EE2 0.817 0.817 0.000
EE3 0.814 0.814 0.000
EE4 0.779 0.779 0.000

SI SI1 0.797 0.797 0.915 0.915 0.000
SI2 0.892 0.892 0.000
SI3 0.594 0.594 0.000
SI4 0.416 0.416 0.000

FC(+TA) FC1 0.534 0.730 0.756 0.772 +0.016
FC2 0.768 0.764 -0.004
FC3 (Excluded) -0.097 (Excluded) –
FC4 0.454 0.441 -0.013

PIIT PIIT1 0.735 0.735 0.665 0.665 0.000
PIIT2 0.786 0.786 0.000
PIIT3 0.287 0.287 0.000
PIIT4 0.805 0.805 0.000

PC PC1 0.802 0.802 0.747 0.747 0.000
PC2 0.747 0.747 0.000

BI BI1 0.878 0.878 0.717 0.717 0.000
BI2 0.867 0.867 0.000
BI3 0.885 0.885 0.000

Note: Only the Facilitating Conditions scale was modified by
excluding item FC3. All other scales remain unchanged.

This issue is even more pronounced in the FC scale,
which presents significant reliability concerns with a
Cronbach’s alpha of only 0.534. Notably, item FC3, also
reverse-coded, showed a negative item-total correlation
and a negative correlation with the first principal com-
ponent. This suggests that FC3 may not align well with
the overall construct.
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Table 5: Means, Standard Deviations, and Correlations of the Variables

Variable Mean S.D. PE EE SI FC PIIT PC BI

PE 4.66 1.29 1.00
EE 4.36 1.31 0.59 1.00
SI 4.35 1.37 0.67 0.57 1.00
FC(+TA) 3.64 1.51 0.47 0.49 0.61 1.00
PIIT 4.04 1.30 0.44 0.51 0.45 0.54 1.00
PC 4.83 1.54 0.55 0.64 0.53 0.57 0.57 1.00
BI 3.99 1.62 0.61 0.59 0.67* 0.69** 0.60** 0.55 1.00

** Correlation is significant at the 0.01 level (2-tailed).
* Correlation is significant at the 0.05 level (2-tailed).

Given these findings, we decided to conduct a compar-
ative reliability analysis of the FC scale with and without
FC3. The results of this analysis are presented in Table
4, allowing for a clear assessment of the impact of FC3
on the scale’s overall reliability.

Exploratory Factor Analysis (EFA) was conducted to
assess the dimensionality of the measurement scales.
While parallel analysis suggested a three-factor solution,
we also examined a seven-factor solution to align with our
theoretical constructs. In both solutions, item FC3 from
the Facilitating Conditions scale demonstrated problem-
atic characteristics.

In the three-factor solution, FC3 did not load signifi-
cantly on any factor (all loadings < 0.3), indicating that
it does not align well with the overall factor structure.
In the seven-factor solution, FC3 showed only a weak
negative loading (-0.324) on one factor.

These EFA results corroborate the earlier reliability
analysis, where FC3 was found to have a negative item-
total correlation within the Facilitating Conditions scale
(Cronbach’s alpha = 0.534). The negative loading and
correlation suggest that FC3 may be conceptually op-
posite to what the Facilitating Conditions scale aims to
measure. This aligns with findings from Queiroz and
Fosso Wamba (2019), who also reported lower outer load-
ings for this item (0.685).

Given these consistent indications across multiple
analyses, we decided to remove item FC3 from further
analysis. This decision is expected to improve the overall
reliability and validity of the Facilitating Conditions
construct, as well as enhance the clarity of the factor
structure in our measurement model.

The correlation matrix (Table 5) reveals key insights
into the relationships between constructs influencing the
Behavioral Intention (BI) to adopt self-custody crypto
wallets. All correlations are positive, with the strongest
being between FC and BI (0.69), followed by SI and BI
(0.67). PIIT also shows a strong correlation with BI
(0.60). PE and EE have moderately strong correlations

with BI (0.61 and 0.59 respectively). Among indepen-
dent variables, PE and SI show the highest correlation
(0.67). No correlations exceed 0.7, reducing concerns
about severe multicollinearity.

Additionally, Variance Inflation Factors (VIFs) for all
predictors in our ordinal regression model were calcu-
lated. VIF values greater than 5 are often considered
concerning, while values above 10 indicate severe multi-
collinearity issues (Cohen and Cohen, 2003).

Most of our predictors show VIF values well below the
threshold of concern, ranging from 1.48 (PIIT) to 2.52
(PC) for our main constructs. This suggests that multi-
collinearity is not a major issue for these variables. How-
ever, two categorical variables show elevated VIF values:
Age (VIF = 5.52)and Industry (VIF = 5.78). The GVIF
values, which adjust for the degrees of freedom of each
variable, are all below 1.6, further suggesting that mul-
ticollinearity is not a severe issue in our model.

4.3 Regression Model

Using R for statistical analysis, an ordinal logistic re-
gression was conducted to examine factors influencing
Behavioral Intention (BI) to adopt self-custody wallets
(Christensen, 2023; Venables and Ripley, 2010). The
model demonstrated a strong overall fit (χ2 = 162.225,
df = 27, p < 0.001; Table 6), meaning that the proba-
bility of getting such a good fit by chance alone is very
small. The deviance value was 322.92. The model’s ex-
planatory power is evidenced by multiple R² measures:
McFadden’s R² (0.334) indicates a reasonable fit; typi-
cally, values between 0.2 and 0.4 suggest that the model
is performing well in explaining the data. Additionally,
Nagelkerke R² (0.728) and Cox & Snell R² (0.710) sug-
gest strong predictive capability. The model achieved a
classification accuracy of 48.1%, substantially exceeding
the random chance for a seven-point ordinal outcome.

The analysis proceeded in two stages. First, a baseline
model incorporating only demographic and background
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variables was estimated. Second, theoretical predictors
were added both individually and collectively to assess
their incremental contribution.

Table 6: Model Fit Statistics for Full Model

Statistic Value
Log-Likelihood -161.459
AIC 388.918
BIC 483.799
McFadden R² 0.334
Nagelkerke R² 0.728
Cox & Snell R² 0.710
Classification Accuracy 0.481
Likelihood Ratio χ2 (df = 27) 162.225***
Note: ***p < 0.001

The model estimated six threshold parameters (zeta)
for the ordinal outcome levels: 1|2 (4.39), 2|3 (6.67), 3|4
(8.37), 4|5 (10.60), 5|6 (12.54), and 6|7 (14.45), all show-
ing statistical significance (p < 0.001), meaning that the
model successfully distinguishes between different levels
of intention, further validating its fit.

The Baseline Model, incorporating only demographic
and background variables, revealed several significant
predictors of behavioral intention (BI) to adopt self-
custody crypto wallets (Table 7). Age emerged as a sig-
nificant factor, with the 42-49 age group showing a neg-
ative association (B = -1.53, p < 0.05) and the 50+ age
group demonstrating a positive relationship (B = 2.01,
p < 0.05) with BI.

Education level also played a role, with postgraduate
degree holders exhibiting a significant negative associa-
tion (B = -1.20, p < 0.01) compared to other education
levels. Industry affiliation showed mixed effects, with
participants from the education (B = -2.94, p < 0.01)
and manufacturing (B = -2.90, p < 0.01) sectors demon-
strating significantly lower BI compared to other indus-
tries.

To assess the incremental explanatory power of each
theoretical construct, we added individual independent
variables (IVs) to the baseline model. All six IVs demon-
strated significant positive associations with BI when
added individually to the baseline model. Facilitating
Conditions (FC) exhibited the strongest effect (B = 1.18,
p < 0.001), followed by Personal Innovativeness in IT
(PIIT) (B = 1.13, p < 0.001), Social Influence (SI) (B
= 1.05, p < 0.001), Performance Expectancy (PE) (B =
1.00, p < 0.001), Effort Expectancy (EE) (B = 0.96, p
< 0.001), and Perceived Control (PC) (B = 0.77, p <
0.001).

Notably, the inclusion of individual IVs generally main-
tained the significance of demographic factors identified
in the baseline model, particularly age and industry ef-

fects, but remarkable changes occurred with some IVs.
Both PE and EE, while highly significant in their indi-
vidual models (p < 0.001), lost their significance in the
full model (PE: B = 0.38, p > 0.05; EE: B = 0.32, p
> 0.05). This suggests that their effects might be medi-
ated by other variables, particularly FC and PIIT, which
maintained their significance in the full model.

Perhaps the most striking transformation occurred
with Perceived Control (PC). While PC showed a sig-
nificant positive effect when tested individually (B =
0.77, p < 0.001), it not only lost significance but also re-
versed direction in the full model (B = -0.20, p > 0.05).
This unexpected reversal suggests that PC’s influence on
adoption intention may be conditional on other factors,
particularly FC, TA and PIIT. When technical support
(FC), technical (TA) and individual capability (PIIT)
are accounted for, PC may become redundant or even
counterproductive in predicting adoption intentions.

The full model revealed varying effects of theoreti-
cal predictors on adoption intention (Table 8). Facil-
itating Conditions showed the strongest effect (OR =
2.085, 95% CI [1.429, 3.078], p < 0.001), indicating that
a one-unit increase in FC more than doubles the odds of
higher adoption intention. Personal Innovativeness in IT
demonstrated the second strongest effect (OR = 1.989,
95% CI [1.347, 2.965], p < 0.001), followed by Social In-
fluence (OR = 1.527, 95% CI [1.025, 2.291], p < 0.05).

Contrary to our expectations (H1 and H2), Perfor-
mance Expectancy (OR = 1.466, 95% CI [0.945, 2.278],
p = 0.087) and Effort Expectancy (OR = 1.379, 95%
CI [0.906, 2.113], p = 0.135) did not significantly affect
adoption intention. This suggests that when accounting
for other factors, the perceived usefulness and ease of use
may not be primary drivers of adoption intention.

H3 was supported, as Social Influence (SI) maintained
a significant positive effect on BI (B = 0.42, p < 0.05),
albeit with a reduced coefficient compared to the indi-
vidual IV model, increasing adoption odds by about 53%
per unit increase (OR = 1.527). This indicates that so-
cial norms and peer influence play a role in adoption
decisions, even when controlling for other factors.

The analysis of Hypothesis 4 (H4) supported the sig-
nificant role of Facilitating Conditions (FC), enhanced by
the integration of Technology Awareness (TA) elements.
The odds ratio indicates that improving FC by one unit
more than doubles the likelihood of higher adoption in-
tention. This strong effect suggests that users’ intention
to adopt self-custody wallets is heavily influenced by both
technical support infrastructure and their understanding
of blockchain technology’s fundamental principles.
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Table 7: Coefficients for Different Models

Baseline Model
Baseline Model

+ PE
Baseline Model

+ EE
Baseline Model

+ SI
Baseline Model
+ FC(+TA)

Baseline Model
+ PIIT

Baseline Model
+ PC Full Model

Predictor B s.e. B s.e. B s.e. B s.e. B s.e. B s.e. B s.e. B s.e.

GenderMale 0.486 0.374 0.616 0.369 0.616 0.380 0.334 0.375 0.281 0.394 -0.223 0.404 0.247 0.382 0.038 0.435
GenderNon-Binary 0.932 1.433 1.779 1.429 0.953 1.343 1.868 1.637 -0.038 1.453 0.421 1.182 1.441 1.379 0.523 1.355
Age26-33 -0.459 0.459 -0.159 0.470 -0.348 0.475 -0.613 0.477 0.042 0.506 0.144 0.472 -0.331 0.457 0.211 0.512
Age34-41 0.071 0.665 0.275 0.682 -0.320 0.681 -0.083 0.650 -0.140 0.697 0.277 0.694 -0.503 0.693 0.105 0.733
Age42-49 -1.535* 0.734 -1.460 0.748 -1.806* 0.764 -1.968* 0.790 -1.388 0.812 -1.574* 0.767 -1.669* 0.784 -1.767* 0.828
Age50+ 2.006* 0.856 1.520 0.866 2.561** 0.923 1.046 0.885 1.103 0.903 1.942* 0.909 2.021* 0.858 1.120 0.962
EducationDiploma / Polytechnic 0.826 0.741 1.334 0.773 1.491 0.798 1.240 0.785 1.223 0.785 1.199 0.749 1.194 0.776 1.798* 0.808
EducationPostgraduate degree -1.205** 0.411 -0.899* 0.416 -0.749 0.421 -0.822* 0.419 -0.952* 0.413 -0.984* 0.424 -1.061* 0.415 -0.462 0.436
EducationSecondary -1.101 0.640 -0.537 0.654 -0.461 0.657 -0.383 0.641 0.188 0.672 -0.666 0.640 -0.457 0.635 0.411 0.699
IndustryEducation -2.937** 0.990 -2.862** 0.992 -2.765** 1.001 -2.582* 1.052 -2.585* 1.012 -3.758*** 1.017 -2.141* 1.036 -3.514** 1.083
IndustryFinancial Institution 0.549 0.951 0.304 0.918 -0.005 0.971 -0.047 0.970 -0.113 0.946 0.259 0.935 1.094 0.963 -1.077 1.000
IndustryIT Related -0.017 0.759 0.004 0.740 -0.359 0.768 -0.189 0.758 0.012 0.768 0.294 0.749 0.798 0.803 -0.333 0.790
IndustryManufacturing -2.896** 1.015 -1.314 1.030 -2.850** 1.031 -2.154* 1.047 -1.389 1.046 -2.830** 1.063 -1.322 1.077 -1.571 1.161
IndustryOther -0.893 0.747 -0.907 0.737 -1.016 0.744 -0.899 0.739 -0.367 0.732 -1.085 0.735 -0.379 0.782 -0.980 0.744
IndustryRetail 0.224 0.948 -0.503 0.968 -0.233 0.970 -0.237 0.954 1.164 0.989 0.259 0.941 0.811 0.982 0.120 0.994
IndustryTelecommunication 2.712 1.734 1.818 1.613 1.385 1.665 2.185 1.627 1.194 1.657 1.891 1.626 3.073 1.623 0.444 1.806
IndustryTourism -1.941 1.293 -2.188 1.384 -1.910 1.416 -1.252 1.306 -1.151 1.229 -1.478 1.329 -0.851 1.359 -1.284 1.264
KnowledgeI don’t know -0.519 0.943 -0.436 0.948 -0.235 0.985 -0.391 1.035 0.146 0.933 -0.290 0.940 -1.105 0.965 0.364 1.014
KnowledgeOnly the wallet owner 1.095 0.959 0.529 0.958 0.573 1.000 0.616 1.045 1.536 0.945 0.994 0.954 -0.526 1.024 1.195 1.084
KnowledgeOnly the wallet provider 1.309 1.289 1.119 1.222 0.908 1.297 1.270 1.343 1.030 1.373 1.151 1.220 -0.082 1.355 1.229 1.329
KnowledgeThe wallet provider and owner -0.556 1.163 -0.374 1.161 -0.336 1.231 -0.835 1.240 0.205 1.153 -0.336 1.171 -1.684 1.207 0.227 1.289
PE 1.005*** 0.170 0.383 0.223
EE 0.964*** 0.171 0.321 0.215
SI 1.054*** 0.165 0.424* 0.205
FC(+TA) 1.181*** 0.165 0.735*** 0.195
PIIT 1.131*** 0.179 0.688*** 0.200
PC 0.767*** 0.160 -0.200 0.206

Intercepts

1|2 -4.089** 1.287 0.139 1.497 -0.434 1.469 -0.555 1.482 0.441 1.379 -0.296 1.391 -1.331 1.434 4.391** 1.654
2|3 -2.632* 1.244 1.890 1.482 1.254 1.447 1.333 1.463 2.236 1.358 1.657 1.377 0.387 1.418 6.667*** 1.669
3|4 -1.566 1.232 3.159* 1.493 2.480 1.454 2.698 1.479 3.679** 1.389 2.986* 1.397 1.576 1.421 8.366*** 1.727
4|5 -0.036 1.217 4.951** 1.512 4.222** 1.463 4.525** 1.489 5.638*** 1.433 4.788*** 1.421 3.217* 1.423 10.602*** 1.787
5|6 1.219 1.219 6.457*** 1.549 5.734*** 1.500 6.038*** 1.522 7.291*** 1.485 6.257*** 1.452 4.594** 1.443 12.536*** 1.876
6|7 2.365 1.247 7.843*** 1.610 7.153*** 1.564 7.442*** 1.580 8.964*** 1.594 7.681*** 1.521 5.906*** 1.496 14.454*** 2.011

Note: * p < 0.05, ** p < 0.01, *** p < 0.001
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Table 8: Summary of Hypotheses Testing Results

Hypothesis Path Odds Ratio 95% CI Result
H1 PE → BI 1.466 [0.945, 2.278] Not Supported
H2 EE → BI 1.379 [0.906, 2.113] Not Supported
H3 SI → BI 1.527* [1.025, 2.291] Supported
H4 FC(+TA) → BI 2.085*** [1.429, 3.078] Supported
H5 PIIT → BI 1.989*** [1.347, 2.965] Supported
H6 PC → BI 0.818 [0.545, 1.228] Not Supported
Note: *p < 0.05, ***p < 0.001

Specifically, the modified FC construct captured users’
access to resources and knowledge necessary for wallet
management, along with their awareness of blockchain’s
decentralized nature and self-custody implications. How-
ever, it’s important to note that these results should be
interpreted with caution due to measurement adapta-
tions and reliability concerns, which are addressed in the
study’s limitations.

H5 was also supported, with Personal Innovativeness
in IT (PIIT) showing a significant positive effect on BI
(B = 0.69, p < 0.001) with the second-highest odds ratio
(OR = 1.989). This suggests that individual propensity
to embrace new technologies remains a key factor in pre-
dicting adoption intentions, even in the presence of other
variables.

Contrary to H6, Perceived Control showed a negative,
non-significant effect (OR = 0.818, 95% CI [0.545, 1.228],
p = 0.332). This unexpected reversal from its positive ef-
fect in the individual model suggests that PC’s influence
may become redundant or even counterproductive when
technical support (FC), technical (TA) and individual
capabilities (PIIT) are accounted for.

The full model exhibited improved discriminatory
power across all levels of BI, as evidenced by the high
significance (p < 0.01 or p < 0.001) of all intercepts.

5 Discussion

This study tries to advance our understanding of self-
custody cryptocurrency wallet adoption by extending the
UTAUT model and uncovering novel insights into the
factors influencing users’ adoption intentions. While self-
custody offers significant advantages through complete
asset control and independence from traditional bank-
ing constraints, it also presents unique challenges includ-
ing key management responsibilities, security concerns,
and regulatory uncertainties. Despite these complexi-
ties, blockchain adoption has been studied across vari-
ous domains - from supply chain management (Queiroz
and Fosso Wamba, 2019) to tourism (Radic et al., 2022),
healthcare (Baltruschat et al., 2023), and finance (Ku-
mari and Devi, 2022) - yet research specifically examin-

ing self-custody adoption remains limited. The extension
of UTAUT through additional constructs - Technology
Awareness (TA) operationalized in Facilitating Condi-
tions (FC), Personal Innovativeness in IT (PIIT), and
Perceived Control (PC) - provides a framework for an-
alyzing blockchain technology adoption, particularly in
addressing the balance between user autonomy and im-
plementation challenges.

The empirical findings from 131 respondents look to
challenge traditional technology adoption paradigms in
two significant ways. First, the classical drivers of tech-
nology adoption - Performance Expectancy (PE) and Ef-
fort Expectancy (EE) - demonstrated non-significance,
which can suggest that adoption decisions for complex,
highly innovative technologies like blockchain may de-
pend more on users’ access to supportive resources and
their awareness of the system’s decentralized principles,
rather than on perceived ease of use or performance
enhancements. Second, an unexpected reverse effect
was exhibited concerning Perceived Control (PC): while
showing significant positive influence when tested indi-
vidually, PC became non-significant and slightly nega-
tive in the full model. This reversal suggests an interac-
tion effect where PC’s influence diminishes when techni-
cal support infrastructure and individual capabilities are
accounted for.

The analysis reveals that self-custody adoption is pri-
marily driven by a distinct triad of factors: Facili-
tating Conditions enhanced by Technology Awareness
(FC+TA), Personal Innovativeness in IT (PIIT), and So-
cial Influence (SI). This pattern aligns with the funda-
mental value proposition and unique challenges of self-
custody solutions. The significance of FC+TA indicates
the primacy of understanding and support infrastructure
over perceived usefulness or ease of use. The prominence
of PIIT suggests that individuals with higher technologi-
cal innovativeness demonstrate greater adoption propen-
sity, while SI’s significance points to the role of social
networks in adoption decisions.

The findings demonstrate that successful adoption of
self-custody solutions depends more on building robust
support infrastructure and fostering social networks than
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on emphasizing utility or ease of use. This understanding
carries implications for blockchain technology develop-
ment, implementation strategies, and regulatory frame-
works, particularly in addressing the technical and so-
cial dimensions of self-custody adoption. These results
may provide an empirical foundation for future research
examining the evolving landscape of blockchain-based fi-
nancial solutions.

5.1 Theoretical Implications

Our expanded UTAUT model aimed to offer a more
nuanced understanding of technology adoption in the
blockchain domain. The study shed light on the unique
dynamics of self-custody solutions, where traditional
constructs of usefulness and ease of use give way to
more foundational elements of technological understand-
ing and social support. This shift suggests a more nu-
anced theoretical framework may be needed when exam-
ining technologies that fundamentally alter user-system
relationships, particularly those requiring users to as-
sume greater responsibility and autonomy.

The integration of Technology Awareness (TA) within
Facilitating Conditions (FC) represents a theoretical ad-
vancement in understanding how users approach tech-
nologies that challenge established paradigms. While
traditional UTAUT constructs focus on operational as-
pects, the significance of FC+TA suggests that the adop-
tion of transformative technologies requires a deeper cog-
nitive engagement - users must not only understand how
to use the technology but also grasp its underlying princi-
ples and implications. This finding extends beyond Kabir
et al. (2021)’s work in supply chain financing, suggest-
ing that technological awareness becomes particularly
crucial when the technology challenges fundamental as-
sumptions about trust, control, and responsibility.

The significant role of PIIT in predicting adoption in-
tentions highlights the importance of individual char-
acteristics in technology acceptance, particularly for
innovative technologies. While Ng and Siew Hoong
Lee (2021) proposed incorporating innovativeness into
UTAUT for blockchain adoption studies, it has not been
widely implemented in the field. Our results, however,
suggest that individual propensity to adopt new tech-
nologies is indeed a crucial factor in the context of self-
custody, supporting Ng and Siew Hoong Lee (2021)’s
proposition and demonstrating the value of including
PIIT in blockchain adoption models. Regarding our
study case adoption requires users to embrace not just
new tools, but new paradigms of thinking about owner-
ship, control, and responsibility.

The significant impact of Social Influence (SI) on Be-
havioral Intention (BI) in our study aligns with previous
research in the blockchain domain, such as studies by

Ferri et al. (2021) and Kumari and Devi (2022). Unlike
traditional technologies where SI primarily drives aware-
ness and acceptance, in self-custody solutions, social net-
works may serve as crucial support systems for managing
the increased responsibility and complexity.

Interestingly, the non-significant results for Perfor-
mance Expectancy (PE) and Effort Expectancy (EE)
challenge some traditional assumptions about technology
adoption. This diverges from findings in studies like Bal-
truschat et al. (2023) and Chang et al. (2022), who found
PE to be a significant predictor of blockchain adoption.
The findings suggest that when technologies fundamen-
tally alter user autonomy and responsibility, traditional
utility-based adoption models may be insufficient. This
divergence points to a theoretical gap in understanding
how users evaluate technologies that offer not just func-
tional benefits, but transformative changes in their rela-
tionship with financial systems.

These findings collectively suggest a need to evolve
technology adoption theory beyond its traditional focus
on utility and ease of use, particularly for technologies
that fundamentally reshape user agency and responsibil-
ity. The theoretical framework must expand to account
for the interplay between technological understanding,
individual readiness for paradigm shifts, and social sup-
port systems. This evolution in theoretical understand-
ing may be crucial as technologies increasingly offer not
just new capabilities, but new models of user empower-
ment and responsibility.

5.2 Practical Implications

Building upon our theoretical contributions to the
UTAUT model in the blockchain context, our find-
ings offer valuable insights for the effective adoption
of self-custody wallets across different stakeholders:
organizations, individuals, financial service providers’
customers, and notably, the education sector. The
strong influence of Facilitating Conditions (FC) aided by
Technology Awareness (TA), along with the significant
roles of Personal Innovativeness in IT (PIIT) and Social
Influence (SI), inform a comprehensive approach to
implementation.

Our findings provide actionable insights for imple-
menting self-custody solutions, emphasizing the critical
role of support systems in driving adoption. The signifi-
cant influence of Facilitating Conditions (FC) enhanced
by Technology Awareness (TA), combined with Personal
Innovativeness in IT (PIIT) and Social Influence (SI),
demonstrates that successful adoption requires a com-
prehensive understanding of user behavior and support
needs, beyond mere technological infrastructure.

The strong relationship between FC(+TA) and adop-
tion intentions necessitates prioritizing user education
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beyond basic functionality. For instance, crypto ex-
changes should integrate mandatory or incentivized ed-
ucational modules addressing key management, scam
prevention, and market manipulation awareness into
their onboarding process. Following Di Nicola et al.
(2020)’s findings on multi-signature systems, these mod-
ules should emphasize practical security measures, in-
cluding backup procedures and emergency protocols,
with advanced feature access contingent on demonstrat-
ing security competence.

Our model reveals the crucial role of early adopters
through significant PIIT effects while highlighting the re-
sponsibility to protect these initial users. Following Bu-
terin (2021)’s recommendations on social recovery mech-
anisms, exchanges and wallet providers should imple-
ment graduated access systems, allowing users to prac-
tice with test networks before managing significant as-
sets. This protection ensures early adopters maintain
positive experiences and effectively guides the early ma-
jority through their adoption journey.

The strong effect of SI on adoption intentions under-
scores the importance of community-driven support net-
works. Blockchain stakeholders, including mining pools
and node operators, should actively participate in user
education by providing network security documentation,
incentivizing proper security practices, and maintaining
dedicated support channels.

The unexpected negative correlation between the ed-
ucation sector and adoption intentions points to a crit-
ical gap in blockchain literacy within traditional educa-
tional settings. Rather than relying on centralized or-
ganizational initiatives, this finding suggests a need for
community-driven educational approaches leveraging the
open-source nature of blockchain technology. For in-
stance, educators could engage directly with open-source
documentation, participate in public development dis-
cussions, and contribute to educational resources on plat-
forms like GitHub. This bottom-up approach aligns
with blockchain’s fundamental principles of decentral-
ization and permissionless innovation. Academic in-
stitutions could integrate these community-maintained
resources into their curricula, while educators them-
selves could participate in decentralized autonomous or-
ganizations (DAOs) focused on education, contributing
their pedagogical expertise to improve blockchain liter-
acy. Such grassroots involvement could transform edu-
cators from adoption barriers into active participants in
the blockchain ecosystem, organically catalyzing adop-
tion through their understanding and experience with
the technology’s open-source foundations.

For individual adoption, our findings emphasize the
need for progressive learning paths that align with
blockchain’s open-source nature. Rather than relying
on centralized organizations, the adoption of self-custody

can be facilitated through existing community channels
and network effects. Our finding that Perceived Control
(PC) becomes less significant with proper support in-
frastructure suggests that decentralized knowledge shar-
ing and peer support networks can effectively guide new
users. For instance, blockchain foundations already pro-
vide comprehensive documentation and guides, but their
reach could be amplified through technologically inno-
vative individuals by providing them access to various
social channels (SI), where they can contextualize tech-
nical information for different audiences and demonstrate
practical applications.

Payment infrastructure providers and crypto ex-
changes currently bridge traditional finance and
blockchain technology, but our findings about the
significant role of Technology Awareness (TA) within
Facilitating Conditions (FC) suggest that mere interme-
diation may hinder true adoption. Our data shows that
understanding blockchain’s underlying principles drives
adoption more strongly than perceived ease of use or
performance benefits (non-significant EE and PE).

The recent approval of Bitcoin and Ethereum ETFs,
while expanding institutional access, risks reinforcing
traditional custodial models that prioritize convenience
over technological understanding. Based on our findings
- where technical awareness and direct control prove cru-
cial for adoption - institutional investors should develop
robust self-custody protocols through multi-signature
schemes and dedicated key management systems, rather
than defaulting to third-party custody solutions.

By implementing these strategies, which directly align
with our theoretical extensions to the UTAUT model, all
stakeholders can more effectively navigate the adoption
of self-custody wallets. This multi-faceted approach, em-
phasizing education, gradual implementation, commu-
nity support, and leveraging early adopters, addresses all
key factors identified in our research. Special attention
to the education sector can help overcome the identified
adoption barriers and potentially turn this sector into a
driving force for blockchain literacy and adoption in the
broader society.

5.3 Policy Implications

Our findings offer crucial insights for policymakers re-
garding blockchain and self-custody adoption, particu-
larly in the context of financial democratization and mar-
ket demonopolization. The significant role of Technology
Awareness (TA) in our model suggests that policymakers
must first develop a thorough understanding of how self-
custody empowers individuals by removing traditional
financial intermediaries and returning asset control to
users.

Examples from progressive jurisdictions demonstrate
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how informed policy approaches can foster adoption
while protecting consumers. Switzerland’s Crypto ini-
tiative provides a supportive regulatory environment
for blockchain innovation, particularly encouraging self-
custody solutions through clear legal frameworks and
regulatory certainty. Similarly, El Salvador’s adoption
of Bitcoin as legal tender, despite implementation chal-
lenges, illustrates how government policy can accelerate
financial inclusion through blockchain technology.

Our findings about the significance of Personal Inno-
vativeness in IT (PIIT) and Social Influence (SI) sug-
gest that policymakers should support grassroots inno-
vation and community-driven adoption. Rather than im-
posing traditional financial regulations that may stifle
blockchain’s democratizing potential, policies should cre-
ate spaces for experimentation and peer-to-peer learning.
This could involve:

• Establishing regulatory sandboxes that allow test-
ing of new self-custody solutions while ensuring con-
sumer protection

• Supporting community-led educational initiatives
that enhance public understanding of blockchain’s
empowering features

• Developing frameworks that recognize and protect
individuals’ right to self-custody of their digital as-
sets

• Creating guidelines that prevent traditional finan-
cial institutions from unnecessarily restricting self-
custody options

The strong influence of Facilitating Conditions (FC)
Items in our model suggests that policy frameworks
should focus on enabling infrastructure rather than con-
trolling it. This aligns with successful approaches seen
in jurisdictions that prioritize innovation while maintain-
ing market integrity. Such policies can help prevent the
re-emergence of financial monopolies in the digital as-
set space while ensuring adequate consumer protection
through education and transparency requirements rather
than restrictive regulations.

Furthermore, our finding that Performance Ex-
pectancy (PE) and Effort Expectancy (EE) are
non-significant suggests that policies should focus
less on operational efficiency and more on preserving
blockchain’s fundamental value proposition of financial
autonomy. This insight should guide policymakers
in developing frameworks that protect users’ right to
maintain direct control over their assets while ensuring
adequate support systems exist for safe self-custody
practices.

5.4 Limitations

While this study offers valuable insights into self-custody
crypto wallet adoption, several limitations warrant con-
sideration. Our research design, which utilized a select
set of UTAUT constructs and omitted the Use Behav-
ior component, may have overlooked potentially influen-
tial factors. Although this approach aligns with recent
blockchain studies (Chang et al., 2022; Queiroz and Fosso
Wamba, 2019) by focusing on Behavioral Intention, it
does not capture actual usage patterns, potentially lim-
iting our understanding of the full adoption process.

Methodologically, our use of ordinal logistic regression
with a composite Behavioral Intention score, while suit-
able for our study’s objectives, may not fully capture the
nuanced relationships between predictors and individual
BI components. This limitation is compounded by our
sample size of 131 participants, which, though accept-
able, sits at the lower threshold for a study with six hy-
potheses. A larger sample could have afforded greater
statistical power and potentially uncovered additional
significant relationships.

Our research design’s focus on select UTAUT con-
structs, while omitting the Use Behavior component, re-
flects a common approach in blockchain studies (Chang
et al., 2022; Queiroz and Fosso Wamba, 2019). However,
this focus on Behavioral Intention without capturing ac-
tual usage patterns limits our understanding of the adop-
tion process, particularly in a rapidly evolving technology
landscape where intention may not directly translate to
sustained use.

The adaptation of the Facilitating Conditions (FC)
construct to incorporate technology awareness elements
presented unique challenges. This modification, coupled
with reliability issues that necessitated the removal of
item FC3, may have compromised the construct’s com-
prehensiveness and comparability with studies using the
original UTAUT model.

A significant limitation stems from the inherent char-
acteristics of blockchain technology research. The possi-
ble focus on individuals already familiar with self-custody
concepts, while providing depth, may restrict the gener-
alizability of our findings to the broader population. Ad-
ditionally, the decentralized nature of blockchain systems
makes it challenging to capture the full spectrum of adop-
tion factors, particularly those related to community-
driven development and permissionless innovation.

These limitations underscore the need for future re-
search to employ refined measures, particularly for facil-
itating conditions, in the context of emerging financial
technologies. Subsequent studies would benefit from:

• Larger, more diverse samples that better represent
the potential user base
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• Longitudinal designs that capture actual usage pat-
terns over time

• More sophisticated analytical approaches, such as
Structural Equation Modeling

• Improved measurement instruments that better re-
flect blockchain’s decentralized nature

• Investigation of adoption patterns across different
market conditions and regulatory environments

Such efforts would not only confirm and extend our
findings but also contribute to a more comprehensive un-
derstanding of self-custody wallet adoption in the evolv-
ing landscape of blockchain technology.

5.5 Future Research

This study’s findings open several avenues for future
research in self-custody wallet adoption and broader
blockchain technology acceptance.

The most intriguing finding requiring further inves-
tigation is the shifting role of Perceived Control (PC).
While traditionally viewed as crucial in technology adop-
tion, our study found PC becoming non-significant and
slightly negative when accounting for other factors.
Future research should examine how this relationship
evolves as users gain experience with self-custody, and
how different implementations of self-custody features
affect users’ perception of control. This could lead to
a fundamental reassessment of how control is conceptu-
alized in blockchain adoption studies.

Similarly unexpected were the non-significant results
for Performance Expectancy (PE) and Effort Expectancy
(EE), contradicting previous findings in blockchain adop-
tion studies. This suggests a need for comparative re-
search across different blockchain applications to under-
stand when and why traditional adoption factors become
less relevant. Longitudinal studies could be particularly
valuable in tracking how these relationships evolve as
the technology matures and users become more sophisti-
cated.

The significance of Facilitating Conditions (FC) en-
hanced by Technology Awareness (TA) suggests future
research should examine specific aspects of technologi-
cal support and their impact on adoption. This could
include investigating how different forms of blockchain
education influence awareness and studying the interac-
tion between technical support and user autonomy in
self-custody contexts.

The strong influence of Personal Innovativeness in IT
(PIIT) and Social Influence (SI) indicates the need to
explore how early adopters and community dynamics in-
fluence the broader adoption of self-custody solutions.

Understanding these social and individual factors could
be crucial for developing effective adoption strategies.

The unexpected negative correlation between the edu-
cation sector and adoption intention merits deeper inves-
tigation, particularly regarding barriers to blockchain lit-
eracy in academic institutions and the development of ef-
fective educational approaches for self-custody concepts.

Future studies should also consider more sophisticated
methodological approaches, including mixed-method de-
signs and cross-cultural studies to examine how adoption
factors vary across different contexts. This knowledge
will be crucial as blockchain continues to evolve, poten-
tially reshaping traditional financial systems and user re-
lationships with digital assets.
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A Appendix A: UTAUT Articles Literature Review
Table 9: Summary of Research Articles

Author(s) Prospect Summary Relationship
Aranyossy
and Recskó
(2021)

Individual
Prospect

The article investigates the factors influencing attitudes toward the use of a hypothetical social media cryptocurrency,
utilizing the UTAUT framework. Data analysis was conducted through Partial Least Squares Structural Equation
Modeling (PLS-SEM), particularly applying the consistent PLS method tailored to their research objectives. Key
findings indicate a significant positive relationship between performance expectation (PE) and intention to use (IU),
highlighting PE as the most influential factor, ease of use (EoU) and IU, and perceived trust (PT) and IU.

PE → IU
EE → IU
PT → IU

Baltruschat
et al.
(2023)

Individual
Prospect

The study examines the user acceptability of blockchain technology for exchanging electronic health records (EHRs).
The research analyzed data from 214 participants via a survey and employed partial least squares path modeling
for analysis. Key findings indicate that performance expectancy (PE), social influence (SI) positively influence the
acceptance of blockchain for EHR sharing, while perceived security (PS) positively influences perceived trust (PT),
which in turn positively influences behavioral intention (BI). Practical implications emphasize the need for user
understanding of the system’s purpose and functions, incentives for sharing health data, and the impact of health
personnel on patients’ blockchain solution usage.

PE → BI
SI → BI
PT → BI
PS → PT

Bozkurt
and Akgül
(2022)

Individual
Prospect

The article investigates the motivations and factors influencing individuals’ investments in cryptocurrencies from a
behavioral finance perspective. It utilized Structural Equation Modeling (SEM) to analyze data from 216 partic-
ipants, focusing on the relationships between observed and latent variables within a newly developed model. The
main findings highlight that performance expectation (PE) is the most significant factor affecting investment be-
havior, influencing both the behavioral intention to use blockchain technology and actual investment actions. This
suggests that individuals are likely to invest in cryptocurrencies if they perceive it will enhance their performance.

PE → BI

Chang et
al. (2022)

Individual
Prospect

The study explores the adoption of blockchain technology in Jeju tourism, analyzing the causal relationships be-
tween variables influencing the acceptance of blockchain among residents and visitors. Data were analyzed using a
pretest-posttest design, an online questionnaire, and UTAUT with PLS-SEM. Findings showed that trust & trans-
parency (TT) greatly impacts blockchain performance. Performance expectancy (PE), effort expectancy (EE), and
facilitating conditions (FC) were significant predictors of behavioral intention (BI). Security (Sec) had a smaller but
significant impact on PE and EE. The study emphasizes the importance of TT in blockchain acceptance for tourism,
with PE, EE, and FC as key factors in adoption intention.

PE → BI
EE → BI
FC → BI
TT → PE
TT → EE
TT → FC
Sec → EE

Cordeiro
and Olsen
(2021)

Org.
Prospect

The study applied UTAUT framework to understand stakeholders’ attitudes and intentions towards adopting a
blockchain-based traceability system within the global wine value chain (GVC), focusing on the French Bordeaux
wine market in China. Through qualitative interviews with producers, traders, and governance bodies, the research
explored the perceived benefits (PE), ease of use (EoU), social influence (SI), behavioral intention (BI), usage behav-
ior (BU), and facilitating conditions (FC) regarding the implementation of blockchain for traceability. The findings
indicate a generally positive outlook on the effectiveness of blockchain for enhancing traceability and authenticity
in wine logistics, with varying degrees of enthusiasm based on the size and function of the enterprise.

Continued on next page
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Table 9 – continued from previous page
Author(s) Prospect Summary Relationship
Ferri et al.
(2021)

Org.
Prospect

The study investigated the readiness of the auditing profession in Italy, particularly among Big 4 employees, to
adopt blockchain technology. Utilizing an integrated model combining TAM3 and UTAUT, data from a Likert-
based questionnaire was analyzed using structural equation modeling with partial least square estimation. The
research found that performance expectancy (PE) and social influence (SI) are key predictors of auditors’ intention
to use blockchain, with effort expectancy (EE) also being a significant but lesser predictor. The paper contributes
to the discourse on automation’s impact on accounting and auditing roles and suggests practical implications for
incorporating blockchain in audit firms.

PE → BI
EE → BI
SI → BI

Kabir et al.
(2021)

Org.
Prospect

The article discusses the significance of blockchain technology (BT) in enhancing transparency and accountability in
supply chain financing, focusing on a case study from Bangladesh’s financing sector. By utilizing a Structural Equa-
tion Modeling (SEM) approach, the study tested a model based on UTAUT to analyze the necessity of blockchain
adoption. It confirmed that Performance Expectancy (PE), Effort Expectancy (EE), Trust, and Facilitating Condi-
tions (FC) significantly forecasted blockchain’s acceptance for supply chain financing. The findings suggest BT can
greatly improve financial tracking, performance, and efficiency in supply chain operations.

PE → BI
EE → BI
FC → BI
SI → BI
Trust → BI

Kumari
and Devi
(2022)

Individual
Prospect

The study investigates factors influencing cryptocurrency adoption in the financial sector, utilizing an extended
UTAUT model. Through structural model analysis, it was found that performance expectancy (PE), social influence
(SI), and trust significantly affect users’ behavioral intentions (BI), while personal innovativeness indirectly influences
adoption through PE. Technology awareness (TA) and subjective financial literacy mediate the relationship between
PE and BI. The study highlights the need for increased awareness and understanding of cryptocurrency among users,
suggesting that enhancing these factors could be crucial for improving cryptocurrency acceptance in the financial
ecosystem.

PE → BI
EE → BI
Trust → BI

Queiroz
and Fosso
Wamba
(2019)

Org.
Prospect

This study examines blockchain adoption in supply chain management across India and the USA using an extended
UTAUT model. Structural equation modeling revealed that performance expectancy (PE) significantly influences
adoption intentions in both countries, explaining over 63% of behavioral intention variance. Country-specific differ-
ences emerged: social influence (SI) was significant only in India, while facilitating conditions (FC) mattered only
in the USA. Surprisingly, blockchain transparency and supply chain trust had no significant impact on adoption
intentions. The findings emphasize the need for tailored strategies in promoting blockchain adoption, considering
varying economic contexts and the consistent importance of perceived performance benefits.

PE → BI
SI → BI
FC → BI

Radic et
al. (2022)

Individual
Prospect

The study examines travelers’ intentions to use cryptocurrency payments in tourism across South Korea and China.
The research revealed several significant relationships: Perceived ease of use (pEoU) strongly positively influenced
attitude (At) towards cryptocurrency payments in both countries. Security (Sec) and perceived usefulness (pU)
also showed significant positive relationships with attitude (At). Surprisingly, perceived risk did not significantly
impact attitudes. Attitude (At) emerged as the strongest positive predictor of intention to use (IU) cryptocurrency
payments. Social influence (SI) and effort expectancy (EE) also demonstrated significant positive relationships with
intention to use (IU). Performance expectancy (PE) and facilitating conditions (FC), while significant, had weaker
positive relationships with intention.

pEoU → At
Sec → At
pU → At
At → IU
PE → IU
EE → IU
FC → IU
SI → IU
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B Appendix B: Additional Details on Blockchain Evaluation

B.1 Blockchain Decentralization and Governance

In terms of blockchain decentralization, governance plays an essential role. Central to this is whether there is a
single point of failure or a centralized authority that can unilaterally make decisions for the entire network. Such
decisions might refer to software code modifications or alterations to the data inscribed on the chain. Broadly,
blockchain networks adopt one of two governance models: off-chain governance, as seen in Ethereum (ETH), or
on-chain governance, characteristic of Bitcoin (BTC), Binance Coin (BNB), and XRP (“Ethereum Governance”,
2023; “Governance of BSC | BNB Chain Documentation”, 2023; Lee, 2023; Rochard, 2020).
Off-chain governance operates through an informal process of social discussion. If a protocol change gets approval,
it is subsequently encoded. Conversely, on-chain governance takes into account, to a large extent, the consensus
among blockchain validators. The identity of these validators is dependent upon the consensus mechanism in
place. For instance, XRP employs the Ripple Protocol Consensus Algorithm (RPCA), developed by Ripple Labs,
Inc. Here, a central authority suggests a list of trusted validators, a majority of whom can decide for the entire
community, which can hint at potential centralization (Christodoulou et al., 2020; Thomas, 2017). Similarly, a
central authority selects validators in the Binance Coin network (BNB) (Maksymyuk et al., 2022) employing the
Proof of Stake Authority (PoSA) mechanism, which can indicate even greater centralization.
Contrastingly to XRP and BNB, Bitcoin and Ethereum are permissionless blockchains, signifying a higher degree of
decentralization. Here, any individual can validate transactions under common conditions. In the Bitcoin network,
these validators, termed ’miners,’ sequentially inscribe blocks of information onto the blockchain using computer
devices and special software. The mining process is computationally intensive, requiring miners to identify a specific
number linking it to the preceding block. While generating this number is computationally demanding, verifying
its appropriateness is easy. The consensus mechanism of Bitcoin is called the Proof of Work (PoW). Miners in this
blockchain effectively vote on proposed changes by choosing to install or withhold new software features proposed
by the community and developers (Rochard, 2020). The transparency and inclusivity of the Bitcoin voting process
arguably make its governance the most decentralized.

B.2 Consensus Mechanism and Centralization Risks

While the consensus mechanisms for BTC, BNB, and XRP were already discussed, it is worth mentioning here
that Ethereum employs the Proof of Stake (PoS) mechanism. Here, participants holding significant cryptocurrency
(more than 32 ETH) can earn through transaction validation, provided they stake or lock on the blockchain their
holdings and maintain online servers (“Proof-of-stake (PoS)”, 2023).
The consensus mechanism also plays a crucial role in determining potential centralization and the risk of a 51%
attack, wherein a single entity or coalition gains majority control (more than 50%) of a network’s computational
power. This majority control could potentially allow attackers to double-spend coins and prevent other miners or
validators from completing blocks.
In both Bitcoin and Ethereum, validators tend to join pools to ensure consistent, albeit smaller, rewards. While
these pools address the unpredictability of rewards in both PoW and PoS blockchains, they introduce centralization
concerns. For instance, in Bitcoin, the two dominant pools, Foundry USA and AntPool, accounted for 50.3% of
all blocks in the past year (“Pool Stats - BTC.com”, 2023). Ethereum appears more decentralized, with its four
largest pools holding 52.9% of staked Ethereum (“The Ethereum Shanghai (Shapella) Upgrade Dashboard”, 2023).
However, Ethereum validators face a longer time to withdraw or switch staked ETH from certain pools (one to
eight days) than Bitcoin miners, who can seamlessly switch the pools (“Just How Fast Are Ethereum Withdrawals
Using The Lido Protocol?”, 2023).
It is important to note that both BTC and ETH have measures to counteract the threat of a 51% attack. In
Bitcoin, the enormous computational power required makes such an attack economically unfeasible (Budish, 2022).
Ethereum, on the other hand, has integrated on-chain mechanisms like Slashing to deter fraudulent activities
(“Proof-of-stake (PoS)”, 2023).

B.3 Transaction Fees and Second-Layer Solutions

Examining transaction fees, Ethereum consistently surpassed Bitcoin over the past year. As of 4 September 2023,
Bitcoin’s average transaction fee was $0.825, while Ethereum’s was $3.44 (“Bitcoin, Ethereum Avg. Transaction Fee
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Chart”, 2023). Interestingly, for BNB, it was $0.0857, while for XRP, it was only $0.0011(“Binance Smart Chain
Average Transaction Fee”, 2023; “XRP (XRP) statistics - Price, Blocks Count, Difficulty, Hashrate, Value”, 2023),
which could indirectly point to a trade-off between centralization and transaction value comparing BTC & ETH to
BNB & XRP.

Second-layer solutions like Bitcoin’s Lightning Network and Ethereum’s Polygon Matic have emerged in BTC and
ETH to counteract these elevated fees, offering significantly reduced transaction costs (Bertucci, 2020; “Lightning
Network Statistics | 1ML - Lightning Network Search and Analysis Engine - Bitcoin mainnet”, 2023; Prieto et al.,
2020).

Upon evaluating leading blockchain networks, Bitcoin stands out for its unparalleled decentralization and market
dominance. Ethereum, while also decentralized, has higher transaction fees but offers a robust platform for diverse
applications. BNB and XRP, despite their competitive fees, present centralization concerns. Given these insights,
Bitcoin is identified as the most suitable network for the research, offering a balance of decentralization, acceptance,
and efficiency, with Ethereum as a notable mention for its versatility.

Table 10: Comparative Analysis of Leading Blockchains

Considering the abovementioned factors (Table 10) and given that Bitcoin is the most accepted cryptocurrency
globally (Davis et al., 2023; Flynn, 2022; Mallqui and Fernandes, 2019; Vejačka, 2014), the study will primarily
focus on the Bitcoin network as the archetypal blockchain-based payment system.
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