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Serious games are increasingly employed in educational environments to
enhance student engagement and improve learning outcomes. Research
indicates that these games positively impact holistic understanding and
long-term knowledge retention. Steganography, the practice of concealing
information in plain sight to prevent detection, is a critical topic in cyber-
security. Despite its importance, teaching steganography often relies on
traditional methods such as lecturing and reading books, partly due to the
limited availability of engaging serious games tailored to this subject. This
study aims to design and evaluate an interactive, narrative-based serious
game focused on steganography in order to help teachers enhance their
lessons in an engaging way. To assess the game’s effectiveness, two groups
of in total 54 participants in higher education in the Netherlands have partic-
ipated in its validation: one group has played the designed game, while the
other group has studied the same content through a textual resource. Both
groups then provided feedback on their engagement levels in the User En-
gagement Scale Short Form and completed a knowledge test. The study has
analysed this data and found that there is a significant difference experienced
in engagement between the groups. No significance difference between the
scores on the knowledge test was found. The results from this research could
establish the game as a valuable teaching tool, enriching university curricula
and enhancing students’ learning experiences in cybersecurity education.

CCS Concepts: • Social and professional topics→ Computer science
education; • Security and privacy;

Additional KeyWords and Phrases: Steganography, Cybersecurity Education,
Serious Games, Narrative-based Learning

1 INTRODUCTION
Steganography is the practice of concealing information within an-
other object in such a way that a potential eavesdropper remains
unaware of its presence. A non-digital example is writing a visi-
ble letter while embedding an invisible message between the lines
using lemon juice, which is a common science experiment1. An
interceptor would see only the visible text, oblivious to the hidden
content. Similarly, in the digital realm, steganography involves al-
tering data—such as pixels in an image or bits in a file—minimally to
encode a hidden message. For instance, slight adjustments to pixels
can allow one to conceal information without obvious visual cues.
This technique enables covert communication, historically used by
spies and, alarmingly, by malicious actors. It has been reported that
the 9/11 attacks were planned using steganography to share covert
messages among terrorists [10].

Steganography poses not only a communication threat, but also
a cybersecurity risk. Malicious software can be embedded in data
objects such as images or PDF files, downloaded unknowingly by
1See KiwiCo, SteveSpangler, Little House of Science.com and British Science Week
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users [11]. These risks underline the importance of educating stu-
dents about steganography—what it is, its potential dangers, how it
works, and strategies for mitigating its risks.

Steganography has emerged as a significant concept within the
field of cybersecurity, gaining increasing attention in cybersecurity
education across various institutions [14]. However, the teaching
methods for introducing such concepts vary widely. Traditional
approaches include lectures, videos, or other teacher-provided ma-
terials [23, 26]. While effective, these methods may lack engaging
factors necessary to optimize learning outcomes.

Engagement is critical in education, as it enhances students’ learn-
ing experiences and outcomes [9, 20, 33]. Since serious games are
designed to raise engagement, they allow students to enjoy the
learning process while improving retention and understanding. This
principle may also apply to teaching steganography. An engaging
serious game on this topic could improve both engagement and
learning outcomes.

Although numerous serious games for educational purposes exist,
such as DimensionM, Re-Mission, and Cyber Awareness [13, 15, 40],
to the best of our knowledge, no engaging serious game specifically
designed for teaching steganography is currently available. Further-
more, the level of engagement provided by existing serious games
varies significantly across different implementations [13].

Due to the absence of an engaging serious game on steganography
[35], educators often rely on traditional teaching methods. This
lack of engaging tools may negatively impact students’ learning
experiences and hinder their understanding of the subject.

This research aims to address this gap by designing an engaging
serious game on steganography and testing its impact on test scores
and self-reported engagement. Validation of the game revealed no
significant difference in test scores when compared to a group of
students who learned the material through reading a text. However,
the game demonstrated higher levels of engagement compared to
the traditional text-based approach.

By providing this tool, we think that educators now have access
to a resource that enhances lesson delivery, improves student en-
gagement, and fosters learning outcomes in the domain of steganog-
raphy.

2 RESEARCH GOAL & REQUIREMENTS
The objective of this research is to design and develop a serious game
that gives teachers an interactive and engaging tool for teaching
university students the concept of steganography effectively. This
research is guided by the following research goal (RG):
RG: Design and implement an engaging serious game to teach

students about steganography.
To satisfy the research goal (RG), the requirements of the game

must be clear. As the research goal suggests, the first requirement
RQM1 is: The game must be more engaging than the traditional
teaching method of reading a text about the topic.
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In addition to being engaging, the game is designed to provide
students with an introduction to the fundamentals of steganog-
raphy. To this end, specific learning goals have been established,
focusing on equipping students with foundational knowledge of
steganography. To inform the development of these learning goals,
the article An Overview of Steganography by Kessler (2011) [19] was
reviewed for inspiration. Furthermore, various online resources2
and academic papers [36, 39] were analysed to better understand
the key concepts and teaching approaches related to steganography.
Based on these sources, the following learning goals were developed:

Learning Goals
Steganography & Cryptography:
(1) The student is able to classify example situations of either

cryptography, steganography or a combination of both.
(2) The student is able to formulate an example in which the

usage of steganography is preferred over cryptography.
Image Steganography:
(3) The student is able to adjust pixels in an image to embed a

hidden message.
(4) The student can determine which image from a given selec-

tion of equally sized images could be best used for stegano-
graphic purposes.

(5) The student can give an example of a context inwhich steganog-
raphy can be used for sharing secret messages.

The Big Picture:
(6) The student can give an example of a context inwhich steganog-

raphy is used for embedding malicious software.
(7) The student can identify similarities between image steganog-

raphy and audio steganography.
(8) The student can recite the method of embedding a hidden

message into a medium.
(9) The student knows that a stego key is necessary to uncover

the message in complex algorithms.
StegWare & StegAnalysis:
(10) The student is able to explainwhy attackersmay use steganog-

raphy within their malicious software as opposed to not using
steganography.

(11) The student is able to put a pseudocode in the right order for
an attack with Stegware.

This consideration leads to the second requirement, RQM2: Fol-
lowing the completion of the game, students must demonstrate
knowledge on a test covering the defined learning goals that is at
least equivalent to the performance of students who acquire the
same knowledge by reading a text about steganography.

The final requirement, RQM3, specifies that the game must be ac-
cessible via a web browser. This criterion is critical for a wide range
of educational contexts, as web browsers are universally available
across most operating systems. Furthermore, it eliminates the need
for students or IT staff to download and install additional software,
thereby enhancing accessibility and convenience.
2The following websites were consulted for additional insights: Codementor, EC-
Council, and TechTarget.

3 RELATED WORK
Serious games have been shown to enhance holistic understand-
ing and support long-term retention of knowledge [8]. Addition-
ally, students who participate in serious games often report higher
self-perceived learning outcomes compared to those in traditional
classroom settings [33]. Consequently, serious games are regarded
as highly effective educational tools. This section examines existing
serious games to assess their alignment with the defined research
requirements.
To the best of our knowledge, the only serious game address-

ing the topic of steganography was StegAware, developed by Si-
mon [35]. However, the game did not elicit significant self-reported
engagement—a critical factor in the success of serious games, as
engagement is a key driver of their effectiveness [31]. Simon identi-
fied several areas for improvement, including the need to enhance
the game’s aesthetic appeal, incorporate tools for hands-on image
steganography, and provide clearer explanations of the concept.
Consequently, this serious game does not satisfy RQM1, which
emphasizes the importance of engagement.
While sufficiently engaging serious games explicitly focused on

steganography are not currently available, numerous educational
serious games have been successfully developed in various other
domains, demonstrating their effectiveness in enhancing learning
outcomes [40]. For instance, Virtual Age is a serious game designed
to teach students about evolution [7, 8]. The game employs attrac-
tive graphics, autonomy, clear goals, and competitive elements to
foster immersion [8]. Players must occupy resource areas to repro-
duce more offspring or summon new species. However, as it was
developed in Adobe Flash CS5, it is no longer accessible.

Another notable example is DimensionM, a game that integrates
mathematics questions into its sci-fi storyline. Research indicates
that the game positively impacts student achievement in public high
school settings [18]. DimensionU3 has expanded on this concept
with additional games, such as TowerStorm, Meltdown, and Velocity,
where students are rewarded for correctly answering questions.
However, these games are not freely available.
Re-Mission4 is another example of a serious game, aimed at edu-

cating cancer patients about the disease and its treatment. In this
shooter game, players combat cancer cells and manage side effects.
Studies have shown that Re-Mission can be an effective tool for
health education [4].
The aforementioned games, while successful in their respective

fields, do not pertain to computer science or cybersecurity. Within
the cybersecurity domain, examples of educational serious games
include Cyber Awareness5 and Cyber Mission6. These freely avail-
able games involve players investigating cases, making decisions,
and answering questions to progress through the game. They have
demonstrated exemplary effectiveness in terms of design, delivery,
and game-based learning outcomes [15]. However, steganography
is not a central theme in these games.

Consequently, the games discussed are unlikely tomeetRQM2, as
their primary focus does not align with the topic of steganography.
3https://www.dimensionu.com/
4https://hopelab.org/history/
5https://public.cyber.mil/training/cyber-awareness-challenge/
6https://www.cybermission.tech/
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4 GAME DESIGN
With the requirements established, the game must be designed to
ensure that each requirement is met. The following sections will
detail how the requirements outlined in Section 2 are addressed.

4.1 RQM1: Engagement
Narrative storytelling has been shown to enhance engagement,
immersion, and learning outcomes in serious games [25]. Its effec-
tiveness is not just limited to gaming, it has also been shown to be
effective in adult education [5].
Therefore, the new game was designed as a narrative-driven

serious game, with the story serving as its central focus. Players will
navigate a fictional scenario involving hidden messages and digital
clues, making choices to progress through the narrative. During this
journey, small puzzles are integrated to reinforce learning objectives
[6]. These puzzles include tasks such as identifying steganographic
methods in images and decoding messages by analysing pixel values.
This interactive design ensures that participants not only learn
theoretical concepts, but also practice applying them in simulated
scenarios.
Due to incorporation of interactive and engaging game design

strategies, such as decision-making and narrative elements, which
are known to enhance students’ engagement [5, 25, 33, 40], we
expect to meet RQM1.

4.2 RQM2: Steganography Learning Goals
To meet RQM2, a story has been developed that incorporates the
learning goals outlined in Section 2. The story begins with a prob-
lem related to cryptography, accompanied by an explanation for
students unfamiliar with the topic. Following this, the student in-
vestigates a room to collect evidence. During the investigation, the
student encounters image steganography, which is further explained
and analyzed at the protagonist’s headquarters. Finally, the student
transitions to the computer world, taking on the role of StegWare
to infiltrate the enemy’s system. This task is designed to be chal-
lenging, with the student’s choices directly influencing the outcome
of the story.

Figure 1 illustrates the story as a directed graph, where each node
represents a character speaking a sentence and possibly offering
choices. As shown, players can take various paths, personalizing
their adventure. A full interactive view and more details about each
story node are available at https://stegadventure.femkew.nl/story.
Appendix A outlines how these nodes connect to the learning goals.

Additionally, to meet RQM2, elaborative feedback is integrated
within the game, as it increases higher order learning outcomes
[37]. The feedback given is not exaggerated as that may work in a
negative way instead [2, p. 145].

Finally, jokes were integrated into the game, as humour has been
shown to enhance student performance [34].

4.3 RQM3: Web browser
The game is developed using HTML, CSS, and JavaScript to ensure it
can be hosted on a web server and accessed by users across different
operating systems without requiring downloads. This approach in-
creases availability for participants. The Vue.js framework has been
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Fig. 1. The game story, represented as a directed graph, shows the different
paths players can take in the story (zoom option at https://stegadventure.
femkew.nl/story)

Fig. 2. Screenshot of game showing an interaction with another character

employed for the front-end due to its component-based architec-
ture, which facilitates maintainability and scalability. Implemented
front-end examples can be seen in Figure 2 and Figure 3.
On the back-end, the game uses Laravel, a PHP framework, to

handle tasks such as saving participant data to a database. Laravel is
chosen for its built-in security and database management features,
making it ideal for handling research data.
After the implementation phase, the game was tested by two

individuals to ensure stability and prevent bugs. The game can be
found played at stegadventure.femkew.nl/game and the source code
can be found at https://github.com/fkmke/stegadventure.
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Fig. 3. Screenshot of game showing options for the player to choose what
to investigate

5 METHODOLOGY OF VERIFICATION
Verification is necessary to determine whether the newly devel-
oped game meets the requirements and achieves the research goal.
RQM3 is satisfied, as the game is hosted on a website. However, to
assess whether RQM1 and RQM2 are met, human participants are
required.

The gamewill be evaluated against the traditional teachingmethod
of reading a text [23, p. 2]. Group A will learn through playing the
game, while Group B will learn by reading a text on steganogra-
phy. This setup allows for a comparison between the two learning
methods with regards to engagement and learning.

5.1 Testing RQM1: Engagement
Tomeasure engagement, participants will complete the User Engage-
ment Scale Short Form (UES-SF) to assess their perceived engage-
ment with the game or the text [30]. The short form was selected
for its reliability and time efficiency, minimizing participant burden.
The UES-SF questions were slightly adapted to align with the

experiment’s context and literacy level, as recommended [12]. The
modified questions and changes are detailed in Appendix B.
The results from the User Engagement Scale Short Form (UES-

SF) have been analysed following the guidelines of the original
author [30]. Engagement scores will be compared between Group
A and Group B using independent-samples t-tests, provided the
data is normally distributed. The t-test checks whether there is a
significant difference between the two groups. If the data is not
normally distributed, the Mann-Whitney U test will be used, as
it is suitable for non-normally distributed data. Normality will be
assessed using the Shapiro-Wilk test. The null hypothesis for the t-
test is that there is no significant difference in engagement between
the two groups.

5.2 Testing RQM2: Steganography Learning Goals
Tomeasure whether the learning goals are met, participants will per-
form a test to test their knowledge. This test will include questions
based on the Revised Bloom’s Taxonomy [1], covering cognitive
levels such as Remember, Understand, and Apply. For example:

• A ’Remember’ question may ask participants to recall the
definition of StegWare.

• An ’Apply’ question may involve adjusting pixel values in an
image to encode a message.

This structured approach ensures that understanding is assessed
across different cognitive levels.
The knowledge test yields a score on a scale from 1 to 10 and

consists of 9 multiple-choice questions, each worth 6 points for
a completely correct answer. To discourage guessing, points are
deducted for incorrect answers, and an "I don’t know" option is
included, as described in Method 13 by Kanzow et al. (2023) [17].
Without this, the test score data could be skewed. The "I don’t know"
option enhances test reliability [24, 32], though it introduces more
bias than traditional right-answer scoring [24, 32]. For this research,
reliability is prioritized over minimizing bias.

The scoring formula is as follows:

max(obtained points, 0)
total points available

× 9 + 1

This formula ensures that scores range from 1 to 10. The fi-
nal scores of Group A and Group B will be compared using an
independent-samples t-test to assess any significant difference be-
tween the groups. If the data is not normally distributed, the non-
parametric Mann-Whitney U test will be applied.
The knowledge test is peer reviewed by five people, of which

three have a teaching background, ensuring clarity and validity.

5.3 Time Analysis
The time participants spend reading the text or playing the game is
measured. Correlations between the time spent and the knowledge
test score will be examined to assess learning effectiveness.

5.4 The process
The participants primarily consist of university students in the
Netherlands, aged 17 to 30, as they represent the target audience
for the game. Participants will be randomly assigned to two groups:
Group A (playing the game) and Group B (reading a text), ensuring
minimized selection bias.

The process that participants in both groups undergo is illustrated
in Figure 4, and will be described below in detail.

Both Group A and Group B will begin by completing the consent
form. Group A will then play the serious game on steganography,
designed to take approximately 20 minutes. Group B will read a text
on the same concepts, supplemented with visuals for clarity, also
taking about 20 minutes. Afterward, participants will complete the
UES-SF. Following the engagement survey, participants proceeded
to take the same knowledge test.

At the end of the experiment, both groups are asked for feedback
on the text they read or the game they played, or anything else
that participants want to share, ensuring qualitative insights in the
participants’ thoughts.

If a participant fails to complete the knowledge test or the UES-SF,
they have been excluded from the analysis.

All data collection (game decisions, surveys, and knowledge tests)
will take place on a single online platform, which reduces participant

4
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Start

Fill in consent form
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random group

Play serious game
on steganography

Answer UES-SF
for Group A

Read text on
steganography

Answer UES-SF
for Group B

Take steganography
knowledge test

End

Group A Group B

Fig. 4. The process that participants in this study will follow

burden and ensures ease of access. This approach eliminates the
need for participants to navigate between multiple systems.
The whole process has been implemented as an web applica-

tion which can be found at https://github.com/fkmke/stegadventure.
How to adjust and analyse the game can be found in the readme.

5.5 Minimum Number of Participants
To determine the minimum required sample size before participants
are recruited, we conducted a power analysis [16], focusing on
the means of the knowledge test scores. We assumed an expected
standard deviation of 1.5 points based on prior teaching experience.
A statistical power of 0.8 and a significance level of 0.05 were chosen.
The analysis tested three potential population mean differences: 1
point, 1.5 point and 2 points. The results of the power analysis are
summarized in Table 1.

The preferred mean difference between the test scores is 1 point,
which would reflect a substantial difference in test scores between
the two groups. However, this would require a minimum of 74
participants, which may not be feasible within the scope of the
current study. Therefore, this study will target a mean difference of
1.5 points between the groups, which would still allow us to detect
a significant effect with a minimum of 34 participants, which is
feasible as well within the scope of this research project.

Table 1. Power analysis for two-sided test assuming noncentral t-
distribution and equal group variances, where |𝜇𝐴 − 𝜇𝐵 | is the mean differ-
ence between the test scores of Group A and B

Test As-
sumptions

|𝜇𝐴 − 𝜇𝐵 | = 2 |𝜇𝐴 − 𝜇𝐵 | = 1.5 |𝜇𝐴 − 𝜇𝐵 | = 1

N1 10 17 37
N2 10 17 37
Actual
Power

0.805 0.807 0.808

Power 0.8 0.8 0.8
Std. Dev 1.5 1.5 1.5
Effect Size 1.333 1.000 0.667
Sig. 0.05 0.05 0.05

To ensure adequate statistical power, we plan to recruit additional
participants beyond the minimum required, accounting for potential
dropout or incomplete data.

6 THREAT TO VALIDITY
A primary threat is participant selection. Although participants are
randomly assigned to groups, certain characteristics may dispropor-
tionately appear in one group, particularly with fewer participants.
To mitigate this, participant characteristics that could influence
the experiment will be carefully analysed to assess their potential
impact.

Another threat is the User Engagement Scale, as it measures only
components of engagement rather than all aspects [27]. However,
the scale is widely used, and expected effects have been observed in
previous studies [28–30]. Thus, it is considered reliable enough to
assess engagement differences in this study.

7 RESULTS & DISCUSSION
A total of 54 participants took part in the study, equally divided
between Group A and Group B. First, the participants’ characteris-
tics, such as education level and prior knowledge, are examined to
ensure they are equally distributed across groups. Next, knowledge
test scores and study time are discussed, followed by an analysis
of the User Engagement Scale scores. Finally, the responses to the
open-ended questions are reviewed. A significance threshold of 0.05
is used for all statistical analyses.

7.1 Participant Characteristics
Participants were randomly assigned to groups. To check for any
unintentional skew, statistical analysis was performed, with results
shown in Table 2. For ordered multiple-choice questions (e.g., ’Very
Low’, ’Low’, etc.), the Mann-Whitney U Test was used, mapping
values from ’Very Low’ = 1 to ’Expert’ = 5. The ages of both groups
were also analysed using the Mann-Whitney U Test, as the age
distribution was not normal. A Chi-Square Test was conducted
for Main Expertise, as the categories are independent; however,
some expected frequencies were below 5, which may affect the
validity of the test due to insufficient respondents in certain expertise
categories.

5
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Table 2. Table showing whether statistical differences have been found
between the characteristics of the two groups

Characteristic Test Statistic p-value Differ-
ence

Age Mann-
Whitney U 𝑈 = 391.5 0.6437 no

Education Mann-
Whitney U 𝑈 = 360.5 0.9218 no

Main
Expertise

Chi-Square
Test 𝑋 2 = 4.23 0.2380 no

Gaming
Experience

Mann-
Whitney U 𝑈 = 295.0 0.1783 no

Steganography
Pre-knowledge

Mann-
Whitney U 𝑈 = 312.0 0.3416 no

Cybersecurity
Pre-knowledge

Mann-
Whitney U 𝑈 = 204.0 0.0031 yes

Fig. 5. Knowledge test scores box plot by group

The statistical tests show that there is a statistical difference in
the cybersecurity pre-knowledge between the groups. Group B,
the reading group, has a statistically higher significant number of
participants with better cybersecurity pre-knowledge than Group
A. The other possible characteristics that may influence test score
seem to be evenly distributed amongst the groups, minimising those
influencing factors.

Spearman’s Rank Correlation Coefficient was calculated to assess
whether higher cybersecurity pre-knowledge correlates with higher
test scores. The coefficient of 0.4458 indicates a medium positive
correlation [21, p. 213]. Furthermore, the p-value of 0.0007 confirms
that this correlation is statistically significant.

Since the reading group has higher cybersecurity pre-knowledge,
and higher pre-knowledge is associated with better test scores, cau-
tion is needed when interpreting the test scores.

7.2 Test Scores
The knowledge test scores are shown in the box plot in Figure 5. Ac-
cording to the Shapiro-Wilk Test (Table 3), the scores for both groups
are likely normally distributed, as the p-values for both Group A
and Group B exceed the 0.05 threshold for statistical significance.
Therefore, a t-test was performed. Although the mean and median
scores were lower for Group A, no significant difference was found
between the groups. This is reflected in the p-value from the t-test
(Table 3), which is greater than 0.05, meaning we fail to reject the
null hypothesis that there is no difference in the means. This is
likely because the minimum and maximum test scores are similar
across both groups, with no outliers. Thus, RQM2 has been met, as
students using the game as a learning method performed equally to
those reading the text.

The power of the t-test is 0.3045, with a Cohen’s d of -0.4014. This
indicates that the conclusion of "no significant difference" is not
robust, as the test lacked sufficient sensitivity to reliably detect a
difference. With only about a 30% chance of detecting a true effect,
the test’s power could be improved by revisiting either the test
design or increasing the sample size.

One potential improvement in test design could be to focus on a
single main expertise group, as a statistically significant difference
was found in the means of the test scores from the main expertise
groups according to the Kruskal-Wallis H Test (𝐻 = 12.4985, p-value
= 0.0058). The Kruskal-Wallis Test was used instead of the ANOVA,
as the ‘Professions and applied sciences’ group was not normally
distributed, according to the Shapiro-Wilk Test.
This new test design was applied to the current data, focusing

on the ‘Formal Sciences’ expertise group, as it had the most data
points (Group A: 13, Group B: 16). Since the data for both groups
was normally distributed (Group A: p-value = 0.8030, Group B:
p-value = 0.2251), a t-test was applied, which again showed no
significant difference between the test scores (𝑡 = −1.8926, p-value
= 0.0692). However, the power increased to 45% (with a Cohen’s d
of -0.7066), despite having 25 fewer participants compared to the
previous analysis. This suggests that focusing on participants from
the same field can increase power, though increasing the sample
size is still necessary.
The power could not be analysed for the other main expertise

fields, as ‘Professions and applied sciences’ was not normally dis-
tributed, and ‘Humanities and social sciences’ and ‘Natural sciences’
had too few data points to assess normality. Therefore, it is not
possible to determine if this trend holds for other expertise fields
with the current sample size.

7.3 Time Analysis
The time that participants took to read the text or play the game
has been measured and are shown in Figure 6. According to the
Shapiro-Wilk Test, both groups are likely normally distributed and
therefore a t-test is performed which results in 𝑡 = 7.0524 and p-
value = 4.0824 · 10−9. Cohen’s d is 1.9194 which means that there is
a 97.3% chance that a participant from Group A, the game group,
takes longer than the mean of the study time from Group A [22].
The power of the test, rounded to four decimals, is 1.0000, meaning
that there is almost a 100% chance of detecting a true effect. The
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Table 3. Statistical analysis of the knowledge test scores

Shapiro-Wilk Test Results
Group A B
W 0.9269 0.9295
p-value 0.0581 0.0671

T-Test Results
T-Statistic -1.4472
p-value 0.1539
conclusion no significant difference

Fig. 6. Histogram showing time used to study per group (note: the mixed
colour is overlap)

game groups takes a significantly longer time to complete the game
than the reading group takes to read the text.

If we assume that no significant effect between the test scores of
the two groups is a true effect (Section 7.2), then we can say that
Group B, the reading group, has a higher learning efficiency, since
they have a shorter study time for the same learning outcome.

7.4 User Engagement
The User Engagements Scale (UES) scores given by the participants
are plotted in Figure 7. The scores from both groups are likely nor-
mally distributed according to the Shapiro-Wilk Test and therefore
a t-test is applied (see Table 4). Since Group B contains one outlier,
and the t-test is sensitive to outliers [3], the statistical tests are also
applied without the outlier. However, both with and without the
outlier, the null hypothesis, there is no difference in the means of
the UES scores, is rejected, since the p-values of the t-tests are lower
than 0.05. This means that there is a significant difference in the
UES scores: Group A experiences a higher engagement according
to the UES-SF.

The power of the UES test is 0.7061 (with a calculated Cohen’s d
of 0.6938), which means there is approximately a 71% chance of de-
tecting a true effect. Therefore, we can say with relative confidence
that there is an effect of difference in engagement between the two
groups. Since playing the game is highly likely more engaging than
reading a text, it can be said that RQM1 has been met.

Fig. 7. User Engagement Scale Short From (UES-SF) scores box plot by
group

Table 4. Statistical analysis User Engagement Scores

With outlier Without outlier
Shapiro-Wilk Test Results Shapiro-Wilk Test Results
Group A B Group A B
W 0.9321 0.9343 W 0.9321 0.9625
p-value 0.0779 0.0882 p-value 0.0779 0.4433

T-Test Results T-Test Results
T-Statistic 2.5493 T-Statistic 2.3308
p-value 0.0142 p-value 0.0246

conclusion significant
difference conclusion significant

difference

7.5 Open participant responses
After the experiment, participants had an option to leave a com-
ment. The exact questions that were asked were as follows: "Do
you have any improvements for the game?" or "Do you have any
improvements for the text you read?" and "Anything else that you
would like to share?". Therefore, it should be noted that the amount
of positive comments could be less, since the given questions asked
for improvements, and not explicitly what the participant likes.

The participants’ comments were categorised to facilitate a clearer
understanding of their responses and the frequency of recurring
themes. These categorised comments are detailed in Appendix C.

7.5.1 Comments about the game. Regarding the game’s aesthetics
and overall experience, participants appreciated the game but noted
that its visuals appeared amateurish. Several participants suggested
adding sound effects to enhance the immersive experience. Addi-
tionally, they requested clearer or more detailed explanations on key
topics, such as the distinction between cryptography and steganog-
raphy, selecting appropriate images for steganography, and locating
messages within the Least Significant Bits (LSB) of an image.

7



TScIT 42, January 31, 2025, Enschede, The Netherlands Femke Weijsenfeld

Participants enjoyed the humorous elements and witty responses
in the game but felt that the amount of information presented was
overwhelming and cluttered at times. Overall, however, the game
was positively received and described as "fun" or "good."

7.5.2 Comments about the steganography text. Participants who
read the text primarily requested clearer explanations on locating
messages within the Least Significant Bits (LSB) and understanding
the concept of StegWare. One participant mentioned that the expla-
nation of the stego key was boring. Several participants suggested
including more real-life examples to enhance comprehension.
Some grammar mistakes in the text were noted and described

as distracting. Additionally, one participant remarked that certain
information about steganography, such as references to images
containing scripts, appeared outdated. Despite these issues, the text
was generally well-received and described as "a good read."

7.6 Comparison with StegAware
As presented in Section 3, to our knowledge, only one other serious
game on the topic of steganography has been developed, namely
StegAware by Simon [35]. A detailed comparison of the two studies
is provided in Appendix D. The methodologies and power analyses
reveal significant differences in approach and reliability of findings.
StegAdventure employs established scales and peer-reviewed tests,
ensuring a more objective evaluation of learning outcomes and en-
gagement. In contrast, StegAware relies on self-reported measures
and a smaller sample size, which limits the robustness of its con-
clusions. Consequently, determining which game achieves higher
learning outcomes remains challenging.

8 FINAL CONSIDERATIONS
The game was designed and implemented in a web browser to test
whether this new architecture meets the set requirements. Since the
game is playable in a web browser, RQM3 has been fulfilled.
To assess whether RQM1 and RQM2 have been met, an experi-

ment with human participants was conducted. A total of 54 partic-
ipants were involved in the game validation, equally divided into
Group A (game group) and Group B (reading group). Although par-
ticipants were randomly assigned, individuals with higher cyberse-
curity pre-knowledge were predominantly placed in Group B, which
introduced a potential bias, as those with higher pre-knowledge
scored better on the knowledge test.
There appears to be no significant difference in the knowledge

test scores between the learning methods of Group A and Group
B, which satisfies RQM2. However, the power of the test was only
30%, suggesting a low likelihood that the observed effect is reliable.
The test’s power could potentially be increased by focusing on
participants with the same main expertise.
Moreover, the study time before the knowledge test was taken

is significantly lower for Group B. If we assume that it is true that
there is no significant difference between the knowledge test scores,
then this suggests that Group B had better learning efficiency, as
they achieved the same results with less study time.
However, despite Group B’s higher learning efficiency, Group A

reported significantly higher engagement, according to the User
Engagement Scale, which satisfies RQM1. Ultimately, teachers can

decide whether engagement or study efficiency is more important
when determining whether to use the game in class.

To conclude, all requirements seem to be met and therefore the
research goal RG has been reached. Thus an engaging serious game
to teach students about steganography has been created.

For future work, several avenues can be explored. One limitation
of this game validation methodology is that knowledge retention
was not tested. A follow-up knowledge test could be conducted at a
later stage to assess whether the game leads to higher knowledge
retention than reading the text, due to its higher engagement [8].
Additionally, a study following the same methodology as pre-

sented in this paper could focus on a single main expertise (e.g.,
computer scientists or nurses) with a larger participant pool. This
would likely increase the power of the knowledge test comparison.
Alternatively, a new validation methodology could be developed to
further enhance the power of the knowledge test comparison.

9 RECOMMENDATIONS
Teachers can use the developed game in class as an engaging intro-
duction to steganography by visiting https://stegadventure.femkew.
nl/game or by self-hosting it with possible adjustments via the
code available at https://github.com/fkmke/stegadventure. How-
ever, prior knowledge of binary representation is recommended.
Additionally, individuals can play the game during their free time to
become more familiar with the concept of steganography. However,
it is not advisable to promote the game as a quick learning tool
for steganography via social media, as its playtime typically ranges
from 12 to 25 minutes.
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A LEARNING GOALS INTEGRATION
The learning goals from Section 2 have its main presence in some nodes of the game. How they are related is shown in Table 5.

Table 5. Presence of learning goals from Section 2 in nodes within the story of the game

Learning Goal Node(s) Notes

1 130-135 Basics of cryptography
241-243 Example and definition of both cryptography and steganography

2 502 The student needs to determine whether to use steganography or cryptography to infiltrate
the system

610 The student needs to determine whether to use steganography, cryptography, or nothing
to get sensitive data out of the system

3
333-339 Least Significant Bits (LSB) explanation
345-347 Example how to hide a message within LSB
380-381 The student needs to determine what message is hidden within the LSB of the given image

4 520 The student must choose a suitable image to perform steganography on
521-524 Feedback on the student’s choice at node 520

5
230 Example context of people sharing images containing hidden messages
242-244 Two real-world examples given
400-401 Example context of using social media and steganography to communicate secretly

6 352-362, 365-375 Example malicious software can be embedded in the image
500 The student must infiltrate in the enemy’s system by acting as StegWare

7 302 Example that cover medium does not necessarily need to be an image
610 The student must hide in a PDF, trying to imply more covering media than solely images

can be used

8
220 The student sees a similar diagram
221-231 Explanation of the diagram
300-306 More explanation of the diagram

9 227, 303 Stego key usage explanation
348-350 Explanation what would have happened if the enemy used a stego key

10
356, 369 Relation Intrusion Detection System (IDS) and steganography
502 The student needs to determine whether to use steganography or cryptography to infiltrate

the system
610 The student needs to determine whether to use steganography, cryptography, or nothing

to get sensitive data out of the system

11 406, 407, 410-411 Introduce the term StegWare
412-433 Propose the plan to intrude the enemy’s network, which the player must carry out from

node 500 onwards

10



Serious Game on Steganography TScIT 42, January 31, 2025, Enschede, The Netherlands

Table 6. Modified User Engagement Scale for Group A

UES
sub-scale Question

FA-S.1 I lost myself in this gaming experience.
FA-S.2 The time I spent playing the game just slipped

away.
FA-S.3 I was absorbed in my gaming task.
PU-S.1 I felt frustrated while playing the game.
PU-S.2 I found the game confusing to use.
PU-S.3 Using the game was mentally demanding.
AE-S.1 The game was attractive.
AE-S.2 The game was aesthetically appealing.
AE-S.3 The game appealed to my visual senses.
RW-S.1 Playing the game was worthwhile.
RW-S.2 My gaming experience was rewarding.
RW-S.3 I felt interested in this gaming experience.

Table 7. Modified User Engagement Scale for Group B

UES
sub-scale Question

FA-S.1 I lost myself in this reading experience.
FA-S.2 The time I spent reading the text just slipped away.
FA-S.3 I was absorbed in my reading task.
PU-S.1 I felt frustrated while reading the text.
PU-S.2 I found the text confusing.
PU-S.3 Reading the text was mentally demanding.
AE-S.1 The text was attractive.
AE-S.2 The text was aesthetically appealing.
AE-S.3 The text appealed to my visual senses.
RW-S.1 Reading the text was worthwhile.
RW-S.2 My reading experience was rewarding.
RW-S.3 I felt interested in this reading experience.

B USER ENGAGEMENT SCALE SHORT FORM (UES-SF)
Tables 6 and 7 present the questions asked to Group A and Group B
regarding their engagement with the task they performed. These
questions were adapted for context, following the guidelines of
O’Brien et al. (2018) [30]. Additionally, inspiration was drawn from
Wiebe (2014), who proposes a reliable scale for assessing gaming
experience [38].

Minor adjustments were made for clarity. For instance, the term
"taxing" was replaced with "demanding" to enhance understanding.
Furthermore, to avoid confusion, references to both "the website"
and "the game" in a single UES were removed, as these were present
in the UES used by Wiebe (2014). In this study, the UES-SF consis-
tently uses references to either "the game" or "the text," and does
not mention "the website."

C COMMENTS BY PARTICIPANTS
The received comments about the game and steganography text
have been categorised. The categorised comments about the game

Table 8. Comments made about the game by participants after the experi-
ment (Group A)

Aesthetics and feeling
1 The art was amateurish, but it’s still a nice game (2×)
2 Some fonts were not nice to read (1×)
3 Add sound effects and music (2×)
4 Great story (1×)
5 The visuals were visually pleasing (1×)
Explanation
6 Difference between cryptography and steganography was

not clear (1×)
7 Better advice on which image is the best image to choose

for steganography (1×)
8 How to find the message in the LSB was unclear (3×)
Other
9 It was fun (6×)
10 Some questions could be harder (1×)
11 Game was too long (1×)
12 It was frustrating to not have an option to read back the

text (1×)
13 There was a high information density in a short amount of

time (2×)
14 Fun responses and the jokes were a nice addition (2×)
Bugs
15 Images were not loading (1×)

Table 9. Comments made about the steganography text by participants
after the experiment (Group B)

Aesthetics and feeling
1 Add more visual examples (1×)
2 The images were helpful (1×)
3 Dark mode would be great (1×)
Explanation
4 The part about the stego key was boring (1×)
5 Some topics on the test were not covered in the text (1×)
6 I did not understand StegWare very well (1×)
7 How to find the message in the LSB was unclear (1×)
8 More (real-life) examples would be nice (2×)
Other
9 English improvements would be nice (3×)
10 The text was a good read (4×)
11 Some information was outdated (1×)

can be found in Table 8 and the comments about the steganography
text can be found in Table 9.

D SERIOUS GAMES ON STEGANOGRAPHY
COMPARISON

Both our study and Simon (2023) [35] implemented and validated
a serious game focused on steganography, evaluating user engage-
ment and knowledge acquisition. Table 10 presents a comparison of
the methodologies and conclusions from both studies.
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Table 10. Table comparing two serious games on steganography

StegAdventure (our game) StegAware [35] Notes
Game type Narrative-based serious game. Quiz-based serious game.
Participants 54 participants, primarily higher edu-

cated individuals aged 18–30, with a
small number over 30.

15 university students aged 18–24. StegAdventure includes a slightly
older participant group, with two indi-
viduals aged above 30.

Learning
goals Introduction to steganography, pri-

marily aimed at a classroom setting.
Raising awareness of steganography,
with a focus on attack prevention.

The content covered is largely similar,
but StegAware includes slightly more
advanced topics, such as file types,
which are not addressed in StegAdven-
ture.

User engage-
ment test
methodology

Used the User Engagement Scale Short
Form (UES-SF), and comparing mean
scores with a two-sample t-test against
a control group.

Asked a single question, "The game
kept me engaged," on a Likert scale,
comparing the mean to the neutral
midpoint (3) using a one-tailed t-test
and a one-sample Wilcoxon signed-
rank test.

StegAdventure employs a comprehen-
sive, validated engagement scale (UES-
SF), whereas StegAware relies on a sin-
gle Likert-scale question, which pro-
vides less detailed insight into user en-
gagement.

Engagement
conclusion Found a significant difference in en-

gagement between the game group
and the control group (text readers),
with a power of 0.7061.

Did not find a significant increase in
engagement, with a power of 0.2136.

The power for StegAware was calcu-
lated based on the reported participant
count (n = 15) and t-value (t = 0.851).
Using the formula 𝑑 = 𝑡√

𝑛
= 0.851√

15
=

0.2197, the Cohen’s effect size was de-
termined. This effect size was input
into the Statistics Kingdom toola to
compute the power.

Acquired
knowledge
test method-
ology

Used a peer-reviewed knowledge test
to assess learning outcomes, compar-
ing the means of test scores between
the game group and the control group
(text readers) using a two-sample t-
test.

Assessed learning through self-
reported measures by asking "I feel
that my awareness in cybersecurity
has increased." and "I feel that my
awareness on steganography has
increased." Responses were on a
Likert scale, compared to the neutral
midpoint (3) using a one-tailed t-test
and a one-sample Wilcoxon signed
rank test. Additionally, participants
were asked the yes/no question: "Did
you learn something from the game?"

The two methodologies differ sig-
nificantly: StegAdventure relies on
an objective knowledge test, directly
measuring learning outcomes, while
StegAware uses self-perception-based
questions, which reflect subjective im-
pressions of learning rather than ob-
jective knowledge acquisition.

Acquired
knowledge
conclusion

Found no significant difference be-
tween the reading group and the game
group in test scores. This conclusion
was reached with a low power of
0.3045, indicating limited sensitivity to
detect differences. However, the mean
and median test scores for both groups
were above the sufficient grade thresh-
old in the Netherlands, suggesting that
most participants achieved the learn-
ing objectives.

Reported a significant increase in self-
reported cybersecurity knowledge
(power = 0.9842) and steganography
knowledge (power = 1.0000). Addi-
tionally, 100% of participants stated
that they learned something from the
game.

The difference in methodologies
makes it challenging to directly
compare the effectiveness of the
two games in facilitating knowledge
acquisition. The power of StegAware’s
findings was calculated using reported
t-values, Cohen’s effect size 𝑑 = 𝑡√

𝑛

and Statistics Kingdom’s toola.

aTool used: https://www.statskingdom.com/32test_power_t_z.html
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E AI STATEMENT
During the preparation of this work, I used ChatGPT to help me
with converting my written sentences to academic language. I have
never asked the service to generate new text for me for this work.
I also used ChatGPT to generate code or find bugs in my code
while creating the experiment environment and the graphs for data
analysis. ChatGPT never received any participant data.

Additionally, I used Adobe Firefly to generate background images
for the game to improve aesthetics. Other images used in the exper-
iment, are either licensed to be able to used in this project, or have
been drawn by myself.

After using these services, I thoroughly reviewed and edited the
content as needed, taking full responsibility for the final outcome.
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