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Abstract

Small and medium-sized enterprises (SMEs) often perceive cybersecurity as purely a defensive

necessity, yet this research challenges that view by highlighting its strategic value. This study

explores the direct relationship between Cybersecurity Maturity and Competitive Advantage

in SMEs, filling a significant gap in the existing literature where quantitative proof is absent.

While much of the existing research focuses on large corporations, this study offers empirical

evidence of how cybersecurity maturity can serve as a powerful competitive differentiator for

SMEs.

The study employs a quantitative, non-experimental correlational design, analysing key con-

structs such as Cybersecurity Maturity, Competitive Advantage, regulatory compliance, and

the frequency of cyber incidents. Data was collected through a cross-sectional self-assessment

survey targeting SMEs, and the analysis was conducted using Partial Least Squares Structural

Equation Modeling (PLS-SEM) with ADANCO.

The results of this study reveal a statistically significant direct effect of Cybersecurity Maturity

on Competitive Advantage. SMEs with higher levels of Cybersecurity Maturity experience

enhanced customer trust, operational resilience, and market differentiation factors contributing

to long-term success. This supports the concept that cybersecurity investments should be

viewed as a strategic asset, enabling SMEs to gain a Competitive Advantage.

The study also examined regulatory compliance and the frequency of cyber incidents as poten-

tial mediators in the relationship between Cybersecurity Maturity and Competitive Advantage.

These mediating effects were not statistically significant, suggesting that while regulatory com-

pliance and reduced cyber incidents are important for operational stability, they do not mediate

the effect of Cybersecurity Maturity on Competitive Advantage.

This study shifts the conversation around cybersecurity from being a cost to adding value.

It demonstrates that SMEs prioritizing Cybersecurity Maturity do not just protect their busi-

nesses; they can use it to gain a sustainable Competitive Advantage. By presenting quantitative

evidence of cybersecurity’s role in Competitive Advantage, this research provides SMEs with

a compelling business case to invest in cybersecurity as a driver of growth and differentiation.

While recognizing its limitations, this study lays the groundwork for future research to explore

further how Cybersecurity Maturity can shape SME success in an increasingly digital economy.
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1 INTRODUCTION

1 Introduction

Many managers in small and medium-sized enterprises (SMEs) struggle to secure sufficient

funding to enhance their Cybersecurity Maturity (Junior et al., 2023). While the risks posed

by cyber threats are well-documented, decision-makers in SMEs often struggle to allocate re-

sources to cybersecurity due to limited budgets, competing priorities, and the perception that

cybersecurity investments yield limited financial returns.

Although financial constraints may limit cybersecurity investment, overlooking it can be a

missed opportunity. Cybersecurity Maturity can offer SMEs more than just protection; it can

serve as a driver of Competitive Advantage. This research explores how SMEs can leverage

Cybersecurity Maturity to gain a Competitive Advantage. To provide empirical insights, this

study employs a quantitative approach to examine the relationship between Cybersecurity Ma-

turity and Competitive Advantage in SMEs. It will help SMEs understand that cybersecurity

is not just a defensive measure but also an opportunity to differentiate themselves in the mar-

ketplace. By adopting this perspective, SMEs can see cybersecurity as a strategic investment

that protects operations, builds customer trust, enhances resilience, and fosters long-term com-

petitiveness. (Lloyd, 2020).

While cybersecurity can provide individual SMEs with a competitive edge, its impact extends

far beyond the firm level. Cybersecurity breaches affect entire industries, economies, and public

trust in digital systems (Saravanan & Babu, 2024). In recent years, the growing prevalence

of cyberattacks has highlighted the vulnerabilities that enterprises face (Admass et al., 2024).

From data breaches to ransomware attacks, the consequences of cyber incidents can be dev-

astating (e.g., going out of business). Cybersecurity is needed for people to maintain trust in

digital systems, ensure personal data privacy, and safeguard the integrity of online activities.

Without strong cybersecurity measures in place, businesses and customers alike are exposed to

increasing risks.

As these cyber threats evolve, companies must ensure that their products and services are

secure to maintain customer confidence and remain competitive in the marketplace (Mmango

& Gundu, 2024). Ensuring product and service security is particularly crucial for SMEs, which

often lack the resources to implement advanced cybersecurity measures. Despite their smaller

size, SMEs face significant cybersecurity threats that can lead to financial and reputational

damage (ENISA, 2021).

However, unlike larger organizations with dedicated cybersecurity departments, many SMEs

may be unaware of cybersecurity’s importance or believe they are not attractive targets for

cybercriminals (Wilson et al., 2023). In fact, SMEs are increasingly being targeted, and the

cost of cyber incidents can be devastating to their operations (EU, 2022).

Furthermore, SMEs often face significant barriers to adopting new practices or technologies due

to limited financial, technical, and human resources (Van Burg et al., 2012). These constraints

make incentives critical for driving change and fostering innovation within the SME sector.
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1 INTRODUCTION

Incentives, such as tax benefits, grants, and subsidies, can help mitigate the perceived risks and

costs associated with implementing improvements in sustainability, technology adoption, and

cybersecurity (Barney, 1991; Lee & Peterson, 2000). Additionally, governments and industry

bodies play a vital role in creating frameworks that encourage SMEs to comply with new

standards and adopt practices that enhance their competitiveness (Gibb, 2000).

As incentives help SMEs overcome financial and technical barriers, cybersecurity can shift from

being a burden to a Competitive Advantage in several ways. First, robust cybersecurity mea-

sures can enhance a company’s reputation and build trust with their customers and stakehold-

ers, who are increasingly concerned about their data privacy and security (Rohan et al., 2022).

SMEs that demonstrate their commitment to protecting their customers’ data are more likely

to attract and retain their customers, thereby gaining a competitive edge (Hassan & Ahmed,

2023). Second, effective cybersecurity practices can prevent costly data breaches and cyberat-

tacks, which can have severe financial and operational consequences for SMEs that have limited

resources (Arroyabe, 2023). Proactively addressing cybersecurity helps SMEs avoid potential

downtime and economic losses due to cyber incidents. Furthermore, as governing agencies con-

tinuously tighten data protection regulations, SMEs prioritizing cybersecurity will be better

positioned to comply with evolving regulations, avoid penalties, and strengthen their market

position (Henson & Sutcliffe, 2017).

Cybersecurity can serve as a powerful enabler of growth and innovation (Barbier et al., 2016).

Organizations leveraging their Cybersecurity Maturity as a Competitive Advantage can accel-

erate their innovation processes and bring new products or services to market more efficiently

(Lloyd, 2020). Conversely, a lack of robust cybersecurity measures can halt innovation, as con-

cerns over potential vulnerabilities or breaches may delay or even terminate the development

of new initiatives (Barbier et al., 2016).

While extensive research has explored how SMEs can enhance their cybersecurity practices and

reduce the associated risks, limited attention has been given to its strategic benefits, particularly

in the context of Competitive Advantage (Mmango & Gundu, 2024). Existing studies mainly

focus on risk mitigation and protection, overlooking how Cybersecurity Maturity can contribute

to consumer trust, differentiation, and resilience, which are all key drivers of competitiveness in

SMEs. This study aims to fill this gap by examining how Cybersecurity Maturity contributes

to Competitive Advantage in SMEs, with regulatory compliance and the frequency of cyber

incidents serving as mediators. By exploring how cybersecurity can transform from a financial

burden into a strategic asset, this research seeks to provide valuable insights into how SMEs

can leverage cybersecurity to gain a Competitive Advantage.

To empirically examine these relationships, this study adopts a quantitative research design,

employing a survey-based approach to collect data from SMEs. The analysis will be conducted

using partial least squares structural equation modeling (PLS-SEM) to examine the relationship

between Cybersecurity Maturity and Competitive Advantage. This methodology will also allow

the identification of mediating factors, such as regulatory compliance and the frequency of cyber

incidents, shedding light on how Cybersecurity Maturity can translate into a competitive edge

2



1 INTRODUCTION

for SMEs.

1.1 Aim of the Study

This study investigates how SMEs can leverage Cybersecurity Maturity to gain a Competitive

Advantage. While cybersecurity is often viewed merely as a defensive measure to mitigate risks,

this study will explore its potential as a strategic asset to enhance Competitive Advantage. The

central research question guiding this study is:

To what extent can small and medium-sized enterprises (SMEs) gain Competitive

Advantage through Cybersecurity Maturity?

To answer this question, the study examines the following sub-questions:

• How is Cybersecurity Maturity defined and assessed in the context of SMEs?

- To answer this sub-question, a thorough review of existing literature will be conducted.

Various definitions and theoretical frameworks for Cybersecurity Maturity will be

analysed, focusing on their relevance to SMEs. This analysis will help identify key di-

mensions and assessment methods tailored to SMEs’ unique challenges and resource con-

straints.

• What are the key dimensions of Competitive Advantage, and how can these

be assessed?

- This sub-question will be answered by reviewing the literature to identify widely accepted

dimensions of Competitive Advantage. Additionally, metrics and tools for assessing these

dimensions in the context of SMEs will be explored. Theoretical frameworks will be

compared and evaluated to ensure the analysis aligns with the unique characteristics and

competitive dynamics of SMEs.

• What other factors affect the relationship between Cybersecurity Maturity

and Competitive Advantage?

- To address this sub-question, a comprehensive literature review will be conducted to

identify potential moderating and mediating factors that influence the relationship be-

tween Cybersecurity Maturity and Competitive Advantage. The review will examine

academic studies, industry reports, and theoretical frameworks to explore various vari-

ables. These insights will provide a theoretical foundation for understanding the complex

interplay of factors that shape this relationship in the SME context.

• How can the relationship between Cybersecurity Maturity and Competitive

Advantage in SMEs be explained based on empirical findings?

- An empirical study will be conducted using PLS-SEM to address this sub-question. Data

collected from SMEs will be analysed to examine the relationships between Cybersecurity

Maturity, Competitive Advantage, and potential mediating factors. The results of the

analysis, including path coefficients, significance levels, and explained variance (R2), pro-

vide insights into the strength and direction of these relationships. By interpreting these

3



1 INTRODUCTION

findings, this study aims to validate theoretical assumptions and offer empirical evidence

on how Cybersecurity Maturity contributes to Competitive Advantage in SMEs.

1.2 Paper Outline

The remainder of this paper will follow the subsequent structure. Chapter 2 reviews the exist-

ing literature on the foundational constructs relevant to the relationship between Cybersecurity

Maturity and Competitive Advantage. Furthermore, the hypotheses and conceptual model are

presented. Chapter 3 outlines the methodology used to test the hypotheses and conceptual

model. Chapter 4 presents the results of the applied methods and analyses the data. Chapter

5 discusses the key findings of the study, their interpretations, and the broader research impli-

cations. The study’s limitations are acknowledged, and recommendations for future research

are provided. Chapter 6 presents the conclusions drawn from this research.

4



2 THEORETICAL BACKGROUND

2 Theoretical Background

This section outlines the theoretical foundation for understanding the relationship between Cy-

bersecurity Maturity and Competitive Advantage in SMEs. It begins by discussing the growing

importance of cybersecurity in SMEs, emphasizing their vulnerability to cyber threats and the

need for effective cybersecurity practices. The section then introduces key constructs, including

Cybersecurity Maturity, Competitive Advantage, regulatory compliance, and the frequency of

cyber incidents.

The constructs are analysed in the context of the People-Process-Technology (PPT) framework

for Cybersecurity Maturity, and Competitive Advantage is explored through trust, differen-

tiation, and resilience (Handri et al., 2023). The relationships between these constructs are

examined, focusing on how Cybersecurity Maturity influences Competitive Advantage, medi-

ated by regulatory compliance and the frequency of cyber incidents. The section concludes

with a conceptual model that integrates these ideas, highlighting the pathways through which

Cybersecurity Maturity could enhance SMEs’ competitive positioning.

2.1 The Evolution of Cybersecurity Research in SMEs

The increasing reliance of businesses on digital technologies has driven a significant surge in

cybersecurity research (Algan, 2019). A bibliometric analysis of the literature on cybersecurity

in SMEs by Truong and Nguyen (2024) reveals a steady growth in scholarly interest. This trend

underscores the escalating recognition of SMEs as both critical contributors to economies and

vulnerable targets for cyber threats.

The majority of the research focuses on how SMEs can improve their Cybersecurity Maturity

(Truong & Nguyen, 2024). Key focus areas of the research include employee training, which

aims to reduce human error vulnerabilities; the implementation of risk assessment frameworks

to identify and mitigate potential threats; and technological investments such as firewalls and

intrusion detection systems to improve security infrastructure (El-Hajj & Mirza, 2024; Lucas

& Harlee, 2024; Weston & Faisal, 2024). These studies provide valuable insights into practical

measures SMEs can adopt to enhance their cybersecurity.

However, research has shown that SME owners are still prone to underestimate the cybersecurity

risk that they are susceptible to (Wilson et al., 2023). A survey on SMEs in the United States

showed that half of the studied SMEs had not invested in cybersecurity because they thought

they did not store any valuable data when they did store social security numbers and credit

card details of clients (Chidukwani et al., 2022). This underestimation of cyber risk leaves

SMEs vulnerable to potential attacks that could have severe consequences. Without proper

cybersecurity measures, SMEs are at risk of financial loss, reputational damage, and operational

disruptions (Alharbi et al., 2021). Even SMEs that have implemented cybersecurity practices

and strategies tend to become complacent in maintaining them due to the lack of visible benefits

from the effort and expense (Chidukwani et al., 2022).

5



2 THEORETICAL BACKGROUND

This lack of awareness and perceived absence of immediate benefits highlight a critical barrier

to improving Cybersecurity Maturity among SMEs. Without a clear understanding of why

cybersecurity matters, not only as a defensive measure but also as a strategic enabler, SMEs

are less motivated to invest in and sustain robust cybersecurity practices (Wilson et al., 2023).

Current research predominantly focuses on how SMEs can enhance cybersecurity but offers

limited insight into why they should prioritize these improvements, particularly in terms of

potential Competitive Advantages. Bridging this gap in understanding is crucial for motivating

SMEs to adopt a proactive stance toward cybersecurity.

Little research has been done into how Cybersecurity Maturity could lead to Competitive

Advantage for SMEs. Frameworks such as the Cybersecurity Capability Assessment Model

(CCAM) developed by Kosutic (2021), address how Cybersecurity Maturity can lead to Com-

petitive Advantage but are not specifically tailored to SMEs. Mmango and Gundu (2024) state

in their systematic literature review that there is a need for adaptive cybersecurity frameworks

that link cybersecurity to Competitive Advantage and also fit SMEs.

Given these gaps in the literature, this research adopts a quantitative approach to investigate

the role of cybersecurity in driving Competitive Advantage for SMEs. By focusing specifically

on SMEs, this study aims to explore how Cybersecurity Maturity can enhance their Compet-

itive Advantage by improving trust, resilience, and differentiation from the competition. This

approach aligns with recent calls for research addressing SMEs’ unique cybersecurity needs and

investigates how these practices can be leveraged strategically to strengthen their competitive

positions (Mmango & Gundu, 2024).

2.2 Foundational Constructs in Cybersecurity and Competitive Ad-

vantage

To be able to effectively investigate the role of cybersecurity in driving Competitive Advantage

for SMEs, it is essential to first understand the foundational constructs that form the basis

of this relationship. By exploring the dimensions of Cybersecurity Maturity and Competitive

Advantage, this section helps to understand how these constructs interact and contribute to

the strategic positioning of SMEs in the digital landscape.

2.2.1 Cybersecurity Maturity

Cybersecurity Maturity is the degree to which an organization has developed and implemented

robust cybersecurity practices and is ready to defend itself and its digital assets against cy-

berattacks. In the context of this research, Cybersecurity Maturity is explored through the

lens of the People-Process-Technology (PPT) framework, which is a foundational model for

understanding and improving organizational capabilities (Handri et al., 2023).

The Role of People

The ”people” aspect of cybersecurity refers to the role of humans in safeguarding an organiza-

tion against cyber threats. Skilled and knowledgeable employees are essential for identifying,

6



2 THEORETICAL BACKGROUND

mitigating, and responding to cybersecurity challenges.

For organizations to develop a robust cybersecurity posture, employees should be well-informed

and vigilant about cybersecurity best practices. This includes having the ability to recognize

phishing attempts, handle sensitive data securely, and adhere to organizational security pro-

tocols. Regular and targeted training programs are essential in fostering a culture of security

awareness across all levels of the organization (Hwang et al., 2021).

A key component of this culture is the clear definition of roles and responsibilities within the

organization. Accountability is vital for maintaining a cohesive and effective cybersecurity

strategy. Designated roles, such as cybersecurity specialists, IT personnel, and managerial

staff, must work collaboratively to align cybersecurity initiatives with broader organizational

objectives. This structured approach ensures coordinated responses to cyber threats and mini-

mizes operational inefficiencies, enhancing the organization’s overall resilience (Alshaikh, 2020).

While a skilled workforce forms the foundation, structured processes are essential to guide ac-

tions and ensure preparedness.

The Role of Process

The ”process” dimension of cybersecurity focuses on the structured practices and procedures

that enable organizations to manage cybersecurity incidents and prepare for incidents. Effective

processes help organizations not only be reactive but also proactive in assessing, mitigating,

and recovering from cyber threats.

The development and regular testing of response and recovery plans are fundamental for or-

ganizational cyber resilience (Halikias, 2024). Testing these plans helps personnel understand

their roles during a cyber incident, reducing confusion and wasting of time in critical moments.

The testing also helps identify gaps or inefficiencies in the plans, allowing the organization to

improve them.

Another critical aspect of cybersecurity processes is the integration of risk assessment when

selecting partners (Keskin et al., 2021). Organizations can build a more secure and resilient

network by implementing standardized risk management practices and maintaining clear com-

munication with supply chain partners.

The Role of Technology

In the PPT model, the ”technology” dimension represents the tools and systems organizations

can use to safeguard sensitive information, monitor threats, and respond effectively to cyber

incidents. Especially for SMEs, the strategic investment in these technologies is vital to achiev-

ing Cybersecurity Maturity since they have less money to spend than multinationals (Alahmari

& Duncan, 2021).

According to Golightly et al. (2023), access management of software and sensitive information is

a crucial element of a robust cybersecurity strategy. Technologies like role-based access control

and multi-factor authentication help ensure that only authorized personnel can access critical

systems and data, reducing the risk of insider threats and unauthorized breaches.

7



2 THEORETICAL BACKGROUND

Maintaining system security is essential to address vulnerabilities in software and hardware

(Dissanayake et al., 2021). Unpatched systems are a common attack vector cybercriminals

exploit to gain unauthorized access or execute malicious code. Regular updates to software,

operating systems, and applications reduce the risk of exploitation and contribute to maintain-

ing compliance with industry standards. Furthermore, robust backup systems are essential for

a good cybersecurity posture, providing resilience against data loss in case of ransomware or

hardware failures (Ali et al., 2015).

2.2.2 Competitive Advantage

Competitive Advantage is a foundational concept in strategic management, as it provides insight

into the factors that drive the differences in performance between enterprises (Zott & Amit,

2008). At its core, Competitive Advantage represents the unique attributes and capabilities

that enable a firm to achieve superior performance compared to its competitors.

Despite the prominence of the term Competitive Advantage in both academia and practice, it

remains a source of confusion due to the abundance of varying definitions and interpretations

(Sigalas, 2015). To address this issue, this thesis emphasizes the critical dimensions of Com-

petitive Advantage: customer trust, differentiation from competition, operational resilience,

continuity, and thus availability. By grounding Competitive Advantage in these pillars, the

research aims to provide a practical and actionable construct for understanding how SMEs can

leverage these attributes to achieve Competitive Advantage.

Customer Trust

Customer trust is a pivotal element of Competitive Advantage, especially in the digital ecosys-

tem where data privacy concerns and security breaches are prevalent (Mmango & Gundu,

2024). A company’s ability to demonstrate its commitment to cybersecurity acts as a trust

signal, reassuring customers that their data is handled securely and responsibly. This builds

confidence among customers, fostering loyalty and long-term relationships. Trust cultivated in

this manner will strengthen customer retention and reinforce the reputation of the enterprise

as a secure and dependable partner.

Operational Continuity and Resilience

Operational continuity and resilience reflect an enterprise’s ability to maintain and quickly

recover critical operations during and after disruptions (Al-Hawamleh, 2024). Cybersecurity is

essential in enabling this resilience, enabling enterprises to withstand and adapt to cyber threats

while minimizing losses and downtime. Enterprises that exhibit strong operational resilience

reassure stakeholders and customers and develop themselves as reliable business partners in the

business ecosystem (Otola et al., 2023).

Differentiation from Competition

Differentiation involves creating unique value propositions that set a company apart from its

competitors. In the context of cybersecurity, enterprises can differentiate themselves from their

competitors by employing cybersecurity specialists and using features like advanced encryption,

8



2 THEORETICAL BACKGROUND

multi-factor authentication, or blockchain-based security solutions (Alahmari & Duncan, 2021;

Golightly et al., 2023). Additionally, emphasizing proactive security measures, such as real-

time threat detection and automated incident response systems, further sets these companies

apart from competitors who may adopt only reactive approaches to cybersecurity (Keskin et al.,

2021).

Integration of Dimensions

The interplay of customer trust, operational continuity and resilience, and differentiation un-

derscores a holistic approach to Competitive Advantage. In the context of cybersecurity, these

dimensions highlight how SMEs can build a robust market position, foster long-term growth,

and mitigate risks associated with operational disruptions (Kosutic, 2021).

2.2.3 Regulatory Compliance

Since cyber threats keep evolving, governments and regulating bodies have decided to get

involved by creating cybersecurity regulations. These regulations play a crucial role in shaping

the cybersecurity landscape for SMEs. They aim to protect sensitive data, ensure business

continuity, and maintain customer trust.

General Data Protection Regulation (GDPR)

The General Data Protection Regulation (GDPR) has been implemented by the European

Union in 2018. It is the most comprehensive data protection regulation that is affecting Eu-

ropean SMEs. The GDPR mandates that all organizations implement appropriate technical

and organizational measures to ensure the security of personal data (European Parliament &

Council of the European Union, 2016). This means that SMEs must be protected against unau-

thorized access, accidental loss, destruction, or damage. Furthermore, GDPR requires SMEs

to conduct regular risk assessments to identify vulnerabilities in their data processing activities

and to address them accordingly. Data collection should be minimized, meaning that only nec-

essary data should be collected, and the data should only be used for specified purposes. The

GDPR also states that SMEs should establish data retention policies to ensure that personal

data is not kept longer than necessary.

According to the GDPR, SMEs must maintain detailed records of their data processing activities

and implement comprehensive data protection policies (European Parliament & Council of

the European Union, 2016). This requires an investment by the SMEs in their systems and

practices that ensure compliance with the GDPR standards. Depending on the nature of the

data processing activities, SMEs will be required to appoint a Data Protection Officer to oversee

compliance with the GDPR.

If an SME suffers a data breach, the GDPR mandates it to notify the relevant data protection

authorities within 72 hours of discovering the breach (European Parliament & Council of the

European Union, 2016). The SME must also inform the affected individuals if the breach will

likely result in a high risk to their rights and freedom.

Not complying with the GDPR can result in fines up to €20 million or 4% of their annual global
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turnover, whichever is higher (European Parliament & Council of the European Union, 2016).

The GDPR imposes these stringent fines for non-compliance to ensure that organizations take

data protection seriously.

Network and Information Systems 2 (NIS2) Directive

The Network and Information Systems 2 (NIS2) Directive, another regulation implemented by

the European Union, aims to enhance cybersecurity across member states (European Union,

2022). Unlike the GDPR, which primarily focuses on personal data protection, NIS2 targets

organizations that are critical to supply chains essential for societal and economic activities.

These include sectors such as energy, banking, and public administration.

NIS2 encompasses a broader range of cybersecurity practices than the GDPR (European Union,

2022). It requires organizations to implement comprehensive cybersecurity risk management

measures and to ensure the security of their network and information systems. This direc-

tive mandates that the relevant authorities must be notified within 24 hours of detecting a

cybersecurity incident. This fast reporting is crucial for mitigating the impact of incidents and

enhancing the overall security posture of critical infrastructure.

Furthermore, NIS2 encourages SMEs to participate in information-sharing networks (European

Union, 2022). These networks facilitate the exchange of threat intelligence and best practices

between organizations and authorities. In this collaborative environment, SMEs can improve

their cybersecurity defenses and contribute to a more resilient digital ecosystem.

2.3 Relationship between the Constructs

This section examines the theoretical relationships among Cybersecurity Maturity, Competitive

Advantage, regulatory compliance, and the frequency of cyber incidents. Drawing on prior

literature, the hypotheses are developed to understand how these constructs interact to influence

organizational outcomes.

H1: Cybersecurity Maturity has a direct and positive effect on Competitive Ad-

vantage

Existing literature states that having good Cybersecurity Maturity will protect the existing

intellectual property and knowledge of an enterprise, and by increasing customer trust, it will

sustain an enterprise’s Competitive Advantage (Kosutic, 2021; Lloyd, 2020; Mmango & Gundu,

2024). When an enterprise showcases its commitment to cybersecurity, it sends a clear signal

that it values customer privacy and is dedicated to safeguarding sensitive information. This

assurance fosters a sense of reliability and reduces perceived risks associated with engaging with

the business. Over time, this trust strengthens customer loyalty, which is a critical component

of sustained Competitive Advantage.

Research indicates that robust cybersecurity practices can be a key differentiator for SMEs,

particularly in industries where such measures are often overlooked. Many SMEs focus on cost

reduction and operational efficiency, sometimes at the expense of comprehensive cybersecurity
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strategies (Chidukwani et al., 2022). This gap allows security-conscious SMEs to stand out by

offering safer products, services, and business environments (Hasani et al., 2023). By making

proactive investments in cybersecurity, these SMEs can position themselves as more reliable

and lower-risk partners, which in turn makes them more attractive to customers.

Cybersecurity maturity can create differentiation opportunities, such as the ability to collabo-

rate with larger enterprises (Lloyd, 2020). Larger enterprises are increasingly more interested

in the cybersecurity posture of the smaller enterprises they want to cooperate with. SMEs with

strong Cybersecurity Maturity are better positioned to meet the stringent security expectations

of these organizations. This mitigates potential risks for larger companies and fosters trust in

collaborative ventures. SMEs that proactively invest in cybersecurity gain a competitive edge

over less-prepared competitors, making them more attractive business partners and increasing

their chances of securing lucrative contracts.

Moreover, Cybersecurity Maturity plays a pivotal role in ensuring business continuity and

resilience (Al-Hawamleh, 2024; Altaha & Hafizur Rahman, 2023). By implementing robust cy-

bersecurity measures, enterprises can safeguard their operations against potential disruptions

caused by cyberattacks, data breaches, or system failures. Minimizing downtime, protecting

critical business processes, and ensuring that the organization can continue to operate effec-

tively, even in the face of unforeseen challenges. This ability to maintain stable operations,

even under cyber threats, further differentiates SMEs from competitors who may struggle with

disruptions, reinforcing their reputation as a reliable company.

H2: Regulatory Compliance is a mediating variable in the relationship between

Cybersecurity Maturity and Competitive Advantage

Next to the direct effect of Cybersecurity Maturity on Competitive Advantage, we hypoth-

esize that Cybersecurity Maturity also enhances Competitive Advantage indirectly through

regulatory compliance. Cybersecurity Maturity reflects an organization’s ability to implement

effective cybersecurity practices across the dimensions people, processes, and technology. A

higher level of Cybersecurity Maturity typically results in more structured security policies,

improved risk management, and better alignment with regulatory requirements (Koolen et al.,

2024). Organizations with mature cybersecurity capabilities are more likely to have well-defined

procedures for data protection, incident response, and access control, all of which facilitate

adherence to regulatory standards such as the GDPR and the NIS2 Directive (European Par-

liament & Council of the European Union, 2016; European Union, 2022). These factors suggest

that higher Cybersecurity Maturity leads to improved regulatory compliance, as organizations

with mature cybersecurity practices are better equipped to meet legal and industry standards

efficiently and consistently.

Regulatory compliance, in turn, could strengthen an organization’s competitive position. Ad-

hering to cybersecurity regulations signals a strong commitment to privacy and data security,

which is essential for building trust with customers, partners, and stakeholders (Tikkinen-Piri

et al., 2018). Additionally, regulatory compliance can serve as a differentiation factor in com-
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petitive markets. Organizations that successfully meet or exceed regulatory requirements may

be perceived as more reliable and secure, leading to Competitive Advantage (Vives, 2019).

H3: Frequency of Cyber Incidents is a mediating variable in the relationship be-

tween Cybersecurity Maturity and Competitive Advantage

A high level of Cybersecurity Maturity significantly reduces the frequency and impact of suc-

cessful cyber incidents (Dinkova et al., 2023). By implementing advanced cybersecurity prac-

tices, enterprises can better identify, prevent, and mitigate potential threats, decreasing the

likelihood of data breaches, ransomware attacks, or other malicious activities. Reducing cyber

incidents ensures smoother business operations and minimizes disruptions that can arise from

cybersecurity challenges.

Furthermore, the frequency of cyber incidents directly impacts customer trust (Bajwa et al.,

2023). Customers are increasingly aware of cyber risks and tend to avoid businesses with a

history of data breaches or inadequate cybersecurity measures. By demonstrating robust cy-

bersecurity practices and maintaining a track record of few or no security incidents, enterprises

can foster trust and strengthen their relationships with customers.
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2.4 A Conceptual Model of Cybersecurity and Competitive Advan-

tage

This section summarizes and visualizes the relationships between the constructs previously

discussed, providing a structured overview of how Cybersecurity Maturity drives Competitive

Advantage in SMEs. As illustrated in Figure 1, the framework integrates direct and mediated

pathways, summarizing the critical relationships:

• Direct Relationship:

– Cybersecurity Maturity directly enhances Competitive Advantage by building trust,

ensuring operational continuity, and enabling differentiation.

• Mediated Relationships:

– Through Regulatory Compliance: Regulatory adherence, enabled by Cybersecurity

Maturity, supports trust-building and market positioning.

– Through Frequency of Cyber Incidents: Cybersecurity Maturity minimizes disrup-

tions, protecting the enterprise’s reputation, reliability, and customer trust.

Figure 1: Theoretical Framework and Literature on Construct Assessment
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3 Methodology

This section outlines the methodology employed to investigate the relationship between Cyber-

security Maturity and Competitive Advantage in SMEs. The research adopts a non-experimental,

correlational, cross-sectional survey design to assess how Cybersecurity Maturity, Competitive

Advantage, regulatory compliance, and the frequency of cyber incidents are interrelated. Figure

2 depicts a schematic overview of the methods applied in this research.

The study focuses on SMEs, with data collected from individuals knowledgeable about their

organizations’ cybersecurity practices and competitive positioning. A sample of at least 30

SMEs was targeted using a combination of convenience and purposeful sampling methods.

The key constructs were operationalized through validated survey instruments, and data was

collected through an online self-assessment survey using 5-point Likert scale questions.

The data was analysed using Partial Least Squares Structural Equation Modeling (PLS-SEM)

in ADANCO, focusing on testing the direct and mediated relationships between Cybersecurity

Maturity and Competitive Advantage. The methodology also includes strategies for assessing

construct validity, model fit, and hypothesis testing, ensuring robust analysis of the proposed

relationships. Finally, potential limitations of the methodology are addressed.

3.1 Research Design

This research adopts a non-experimental, correlational, cross-sectional survey design. A non-

experimental approach was chosen for this study as it focuses on measuring variables without

researcher intervention (Patten & Newhart, 2023). This allows the researcher to observe how

the key factors in this research are connected without intervening in the operations of the SMEs.

This correlational study focuses on examining relationships between variables, particularly the

degree to which they influence one another. Correlational research designs are used for studies

that aim to predict outcomes or explain relationships among variables (Creswell, 2017). Specifi-

cally, this research employs an exploratory correlational design, which is ideal for understanding

associations between variables and identifying patterns of influence.

Additionally, this study utilizes a cross-sectional survey design, where data is collected at a

single point in time. Creswell (2017) highlights that cross-sectional designs effectively capture

current attitudes, perceptions, or behaviours. This approach aligns with this study’s objective of

understanding Cybersecurity Maturity, Competitive Advantage, and possible related mediating

factors within SMEs.

3.2 Population and Sample

The population for this study consists of SMEs. To determine whether an enterprise qualifies as

an SME, this research adopts the European Commission’s definition: ”The category of micro,

small and medium-sized enterprises (SMEs) is made up of enterprises which employ fewer than

250 persons and which have an annual turnover not exceeding EUR 50 million, and/or an
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Figure 2: Schematic Overview of the Research Methodology

annual balance sheet total not exceeding EUR 43 million” (EC, 2003). The target respondents

for the survey are individuals with knowledge about their SME’s Cybersecurity Maturity and

Competitive Advantage, such as directors, managers, or IT personnel.

This research employs non-probability sampling techniques to recruit participants, precisely

a combination of convenience and purposeful sampling. Convenience sampling allows for the

inclusion of readily available participants, while purposeful sampling ensures the selection of

respondents with specific knowledge of cybersecurity and Competitive Advantage within their

SME (Ahmed, 2024).

The goal for the sample size for this study was determined to be a minimum of 30 participating

SMEs. This number was determined by balancing both resource constraints and statistical

considerations. Resource constraints are a common reason for limiting the amount of data

expected to be collected (Lakens, 2022). Given the limitations in time and resources, recruiting

a much larger sample was deemed not feasible. However, to ensure the validity of the findings,

the researcher aimed to meet the minimum threshold required for meaningful statistical analysis.
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The Central Limit Theorem (CLT) was a guiding principle in this decision, as it suggests that a

sample size of at least 30 is sufficient to approximate a normal distribution for many statistical

techniques (Islaqm, 2018; Kwak & Kim, 2017). By targeting a sample size of at least 30 SMEs,

this study tries to ensure the robustness of inferential analyses while working with the available

resources.

3.3 Construct Operationalization

In this study, the key constructs are operationalized using survey items adopted and adjusted

from existing validated tools. The survey utilized a 5-point Likert scale for items measuring

the key constructs, allowing respondents to indicate their level of agreement or perception.

This approach provided a standardized method for measuring the constructs of Cybersecurity

Maturity, Competitive Advantage, regulatory compliance, and the frequency of cyber incidents.

Each construct is divided into specific dimensions that address different parts of the construct,

as shown in Table 1. The full survey can be seen in Appendix 6.

Table 1: Constructs, Dimensions, and Items used in the Study.

Construct Dimension Items

Cybersecurity

Maturity

People ”Cybersecurity training and awareness are managed effectively in my

company.”

”Privileged users in my company understand their cybersecurity roles and

responsibilities.”

”My company has effective policies to protect private data.”

”My company coordinates cybersecurity roles with internal and external

partners.”

”Cybersecurity awareness campaigns are conducted regularly in my

company.”

”Employees are encouraged to report any security incidents or concerns.”

Cybersecurity

Maturity

Process ”My company assesses cybersecurity risks when selecting external

partners.”

”Response and recovery plans are regularly tested and understood by

personnel.”

”Cybersecurity risks are integrated into our governance and risk

management processes.”

”My company identifies and manages cybersecurity risks in the supply

chain.”

”My company regularly reviews and updates incident response plans.”
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Construct Dimension Items

Cybersecurity

Maturity

Technology ”Access to software and sensitive information is well managed in my

company.”

”Data leak prevention measures are in place in my company.”

”Software and systems are updated and patched promptly in my

company.”

”Configuration and change control processes are followed in my company.”

”We have real-time monitoring and response systems for cybersecurity

threats.”

”Backup systems are in place to ensure data recovery.”

Frequency of

Cyber Incidents

- ”Our cybersecurity policies and procedures have led to a reduction in the

number of cybersecurity incidents.”

”Our organization experiences fewer cyber incidents than our industry

competitors.”

Competitive

Advantage

Customer Trust ”Our customers express high levels of satisfaction with our brand.”

”Complaints about our products/services are rare.”

”Customers frequently return for repeat purchases.”

”Our customer base is loyal and consistently chooses us.”

Competitive

Advantage

Differentiation

from

Competition

”Our products/services are unique compared to competitors.”

”We offer features or benefits that are hard for competitors to replicate.”

”Our offerings are perceived as more innovative than competitors’.”

”Our brand identity sets us apart from competitors.”

”Our business is recognized for pioneering new ideas.”

Competitive

Advantage

Operational

Resilience and

Continuity

”Employees know the steps needed to maintain critical assets during

incidents.”

”My company has documented recovery plans with time and point

objectives.”

”My business’ continuity plans are regularly tested and updated.”

Regulatory

Compliance

- ”My company is aware of laws and regulations affecting our cybersecurity

practices.”

”My company has taken necessary actions to comply with GDPR.”

”My company has taken actions to comply with the NIS2 Directive.”

”My company has conducted compliance audits for cybersecurity

regulations.”

3.3.1 Cybersecurity Maturity

The Cybersecurity Maturity construct is operationalized across three dimensions: people, pro-

cess, and technology. Each dimension is operationalized through multiple survey items to

capture the different aspects that correspond to that dimension:
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• People: This dimension assesses the human element in cybersecurity, focusing on em-

ployee awareness, training, and roles related to cybersecurity within the SME.

• Process: This dimension measures the organization’s approach to cybersecurity pro-

cesses, including risk assessment, response planning, and supply chain monitoring.

• Technology: This dimension focuses on the technological tools and infrastructure SMEs

use to secure their digital environments.

The items used to measure these dimensions are adapted from the European Union Agency

for Cybersecurity’s (ENISA) Cybersecurity Maturity Assessment for Small and Medium En-

terprises, which provides a comprehensive framework for evaluating Cybersecurity Maturity in

SMEs.

3.3.2 Competitive Advantage

Competitive Advantage is operationalized through customer trust, differentiation from compe-

tition, and operational resilience and continuity.

• Customer Trust: This dimension evaluates how SMEs perceive customer loyalty and

whether customers are satisfied with the services offered. The dimension will reflect the

average trust of customers in the services of the SME.

• Differentiation from Competition: This dimension assesses whether the SME is able

to differentiate itself from its competitors, for example, in being more secure or innovative.

• Operational Resilience and Continuity: This dimension measures the SME’s ability

to maintain operational continuity during and after cybersecurity incidents.

These dimensions are measured using survey items adapted from Carias et al. (2021), Eggers et

al. (2013), and Sigalas et al. (2013), which explore SMEs’ self-assessment capabilities regarding

various aspects of Competitive Advantage. Consequently, in this research, SMEs will assess

these dimensions themselves, following the methodology of the aforementioned studies.

3.3.3 Frequency of Cyber Incidents and Regulatory Compliance

The two theorized mediating factors between Cybersecurity Maturity and Competitive Ad-

vantage, the frequency of cyber incidents and regulatory compliance, are operationalized using

tools developed by Benz and Chatterjee (2020). These tools are specifically tailored to the SME

context, addressing the unique challenges these organizations face in managing cybersecurity

risks and adhering to regulatory standards.

The frequency of cyber incidents is measured through two items that capture the occurrence

and severity of cybersecurity events within the SME over the past year. This construct reflects

the effectiveness of an SME’s cybersecurity practices, its ability to detect cybersecurity attacks,

and its ability to mitigate threats.
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Regulatory compliance, on the other hand, assesses an SME’s adherence to pertinent cyber-

security laws and frameworks. This construct is operationalized through four survey items,

specifically addressing compliance with key regulations such as the NIS2 Directive and the

GDPR.

By capturing these mediating factors, this study examines how the relationship between Cy-

bersecurity Maturity and Competitive Advantage is influenced by the ability to reduce cyber

incidents and achieve regulatory compliance. These constructs will enable the researcher to

understand the broader implications of cybersecurity practices within SMEs.

3.4 Data Collection

Data for this study was collected through an online self-assessment survey hosted on Qualtrics.

The survey link was distributed through three main channels: social media platforms (e.g.,

LinkedIn), direct outreach, and a poster presentation at a cybersecurity symposium. These

channels were chosen for their relevance and ability to reach the target demographic of SMEs

and their representatives.

Respondents were informed that participation was voluntary to encourage participation and

ensure ethical standards were met, and they could withdraw at any time. Additionally, they

were reassured that all responses would remain anonymous and confidential.

A cybersecurity specialist reviewed and validated the survey. This expert review helped ensure

the survey’s relevance, clarity, and alignment with the study’s objectives, improving the quality

and accuracy of the survey questions and their suitability for the target audience.

Respondents were recruited through the previously mentioned channels. After removing re-

sponses from ”speeders” and ”straightliners,” the final sample consisted of 46 valid responses.

”Speeders” are respondents who complete the survey unusually quickly, often without carefully

reading the questions or providing thoughtful answers (Zhang & Conrad, 2014). Speeding can

be problematic because it leads to unreliable data, which can skew the results. In this study,

speeders were excluded based on the following cutoff formula:

Cutoff = median of completion time ∗ 75% (1)

Straightlining is the phenomenon where survey respondents give (nearly) identical answers to

items of questions, this may reduce the quality of the data (Kim et al., 2018). Straighliners were

removed based on visual inspection. Visual inspection is a method of dealing with straightliners

where, through manual inspection, identical or highly similar answers across a range of questions

can be removed (Meade & Craig, 2012).
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3.5 Data Analysis

The data collected for this study were analysed using ADANCO, a software specifically de-

signed for Partial Least Squares Structural Equation Modeling (PLS-SEM) (Henseler, 2017b).

PLS-SEM is a variance-based structural equation modeling technique that estimates relation-

ships between latent variables by maximizing the explained variance of dependent constructs

(Hair et al., 2022). PLS-SEM was selected because it is well-suited for exploratory research

and can effectively model complex relationships between constructs, even with smaller sample

sizes (Kante & Michel, 2023). ADANCO allows researchers to perform a variety of statistical

procedures, including testing for reliability indicators, multicollinearity, and structural equation

models (Henseler, 2017b).

3.5.1 Composite Model

Since this study exclusively uses emergent variables, the model is categorized as a composite

model, as outlined by Yu et al. (2021). A composite model is defined by constructs that are

formed by combining their indicators rather than being represented as latent variables derived

from underlying constructs. Figure 3 shows the composite model used in this research.

Figure 3: Composite Model with Theorized Pathways Between Constructs

This model explores the direct relationship between Cybersecurity Maturity and Competitive

Advantage. It also examines the mediated relationships through two pathways: first, via the

frequency of cyber incidents, and second, through regulatory compliance. These mediating

constructs are also treated as emergent variables, and the study investigates the relationships

between them and Cybersecurity Maturity to understand how they influence an SME’s Com-

petitive Advantage.

3.5.2 Construct, Discriminant, and Convergent Validity

The assessment of construct, discriminant, and convergent validity for emergent constructs dif-

fers from that of latent constructs. This is because composite models impose fewer restrictions

on the overall model (Henseler, 2017a). In this study, the validity of the measurement model

was evaluated through the lens of nomological validity, which examines the relationships be-

tween constructs and assesses multicollinearity among indicators using the variance inflation

factor (VIF).
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Nomological Validity

Nomological validity assesses whether the constructs perform as expected within the theoretical

framework. Composite constructs’ validity depends on the relationships they share with other

constructs in the structural model.

In this study, the structural relationships between constructs were examined to ensure they

aligned with theoretical predictions. The path coefficients for the composite constructs were

evaluated for significance using bootstrapping techniques. Additionally, the R² values for en-

dogenous constructs were assessed to ensure that the predictors, including the composite con-

structs, contributed meaningfully to explaining the variance in the model.

Variance Inflation Factor (VIF)

Multicollinearity among the indicators of composite constructs was assessed by calculating VIF

values. A high VIF indicates redundancy among the indicators, which can negatively affect the

interpretability and stability of the composite construct.

The threshold of the VIF values of 3.3 ensures that the indicators are sufficiently distinct and do

not exhibit problematic multicollinearity (Hair et al., 2009). Any indicators with VIF values ex-

ceeding 3.3 and showing a high degree of redundancy were removed to mitigate multicollinearity

issues.

This process ensures that the indicators reflect unique aspects of their respective composite

constructs and contribute effectively to their operationalization.

3.5.3 Assessment of Model Fit and Hypothesis Testing

To evaluate the model and test the hypotheses, several statistical measures were applied. The

primary focus was on assessing the path coefficients between the constructs, determining the

significance of the relationships using p-values, and assessing the model fit.

Model Assessment

The model’s fit and power were evaluated using multiple fit indices, including the adjusted

coefficient of determination (adjusted R2), Standardized Root Mean Square Residual (SRMR),

and the squared Euclidean distance (dULS).

The adjusted R2 value quantifies the amount of variance in the dependent variable explained

by the independent variables, with higher values indicating a better model fit and greater

predictive power. The adjusted R2 also considers the number of predictors and mitigates the

risk of overfitting.

Additionally, the SRMR measures the difference between the observed and predicted correla-

tions, where lower SRMR values indicate a better fit. An SRMR value below 0.10 indicates an

acceptable model fit (Kline, 2011).

The squared Euclidean distance (dULS) is indicative of the difference between the model-implied

and observed covariance matrices. Lower values suggest a more accurate model fit (Ringle et
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al., 2024). The combination of these indices helps assess both the model’s explanatory power

and its overall goodness-of-fit.

Hypothesis Testing

For hypothesis testing, p-values were used to assess the significance of the relationships pro-

posed in the model. The hypotheses were tested by examining the path coefficients between

constructs, which were obtained through PLS-SEM analysis in ADANCO. A p-value lower than

the conventional threshold of 0.05 was considered statistically significant.

The p-values were computed for each path in the structural model to determine whether the

hypothesized effects were supported by the data gathered from the survey. Based on these

p-values, conclusions regarding the acceptance or rejection of each hypothesis were drawn.

3.6 Potential Limitations

While this methodology will provide valuable insights into the relationship between Cyberse-

curity Maturity, Competitive Advantage, and regulatory compliance, several limitations should

be considered when interpreting the results.

Firstly, the sample size, though sufficient for the statistical analyses with at least 30 SMEs,

may limit the generalizability of the findings (Hair et al., 2022). A larger sample would allow

for a more comprehensive understanding of the complex relationships among the constructs,

especially within the diverse population of SMEs.

Secondly, the sampling methods, convenience and purposeful sampling, introduce potential bi-

ases (Etikan, 2016). This may cause the results of this study to not fully represent the broader

SME population, as it primarily targeted participants with specific expertise in cybersecurity

and Competitive Advantage. Whereas SMEs may not necessarily employ someone with cyber-

security expertise.

The study also relied on self-reported data, which could introduce bias (Podsakoff et al., 2003).

Respondents may have been influenced by social desirability or not accurately assessed their

organization’s cybersecurity practices or competitive positioning. This could lead to overes-

timations or underestimations of their SME’s maturity, advantage, or regulatory compliance,

thus impacting the reliability of the data.
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4 Results

This section presents the findings of the study, structured as follows. First, the demographic

characteristics of the responding SMEs are described to provide context for the sample. Next,

the results of the multicollinearity assessment are outlined, ensuring the validity of the indi-

cators used in the measurement model. Following this, the structural model’s model fit and

explanatory power are evaluated, including goodness-of-fit indices and adjusted R2 values. Fi-

nally, the relationships between constructs are analysed through inference statistics, providing

insights into the direct, indirect, and total effects within the model.

4.1 Descriptive Statistics

Table 2 summarizes the demographic characteristics of the responding SMEs. 46 SMEs an-

swered the survey adequately. The majority of the respondents represent SMEs in the services

sector (43.5%), followed by other industries (21.7%) and retail (19.6%). The technology sector

accounts for 13% of the sample, while the manufacturing sector represents the smallest group

at 2.2%.

Regarding annual revenue, most SMEs in the sample (82.6%) report earnings of less than e 10

million. A smaller proportion of respondents report revenues between e 10 million and e 30

million (10.9%), while only 6.5% report revenues between e 30 million and e 50 million.

The majority of SMEs employ 2 to 50 employees (69.6%), consistent with the typical size range

for small businesses. SMEs with 51 to 150 employees make up 17.4% of the sample, while

single-employee SMEs account for 8.7%. Only 4.3% of the sample consists of SMEs at the

larger end of the scale, employing 151 to 250 employees.

Table 3 presents the descriptive statistics for the survey items assessing SMEs’ perceived cy-

bersecurity maturity across three dimensions: people (PEO), process (PRO), and technol-

ogy (TEC). The people dimension, which evaluates the effectiveness of cybersecurity training,

awareness, and incident reporting, has mean values ranging from 2.52 (SD = 1.26) to 3.70 (SD

= 1.16). These results suggest that while some SMEs believe their employees are well-informed

and encouraged to report security concerns, others perceive gaps in training and awareness

programs.

The process dimension focuses on risk management, incident response planning, and supply

chain security. Mean values in this category range from 2.91 (SD = 0.97) to 3.15 (SD = 1.18),

indicating moderate confidence in SMEs’ cybersecurity governance and risk management efforts.

The variability in responses suggests that some organizations have structured cybersecurity

processes, while others may lack regular assessments and updates.

The technology dimension assesses access control, data protection, system updates, and real-

time monitoring capabilities. Mean values in this category range from 3.04 (SD = 1.12) to 3.65

(SD = 0.91), indicating a slightly more favourable perception of cybersecurity infrastructure

compared to people and process aspects. This category’s relatively lower standard deviations
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Table 2: The Demographic Characteristics of the participating SMEs.

Variable N
(46 total)

%

Industry Sector

Manufacturing 1 2.2

Retail 9 19.6

Services 20 43.5

Technology 6 13

Other 10 21.7

Annual Revenue

Less than e 10 million 38 82.6

Between e 10 million and e 30 million 5 10.9

Between e 30 million and e 50 million 3 6.5

Amount of Employees

1 4 8.7

2 - 50 32 69.6

51 - 150 8 17.4

151 - 250 2 4.3

suggest more consistency in SMEs’ responses, implying that technical security measures may

be more uniformly implemented than training and governance practices.

Table 3: Descriptive Statistics for Survey Items Corresponding to Cybersecurity Maturity

Survey Item Mean (SD) Survey Item Mean (SD) Survey Item Mean (SD)

PEO1 3.00 (1.32) PRO1 3.13 (1.15) TEC1 3.65 (0.91)

PEO2 3.26 (0.99) PRO2 3.02 (1.15) TEC2 3.54 (0.90)

PEO3 3.54 (1.14) PRO3 3.07 (1.07) TEC3 3.50 (0.90)

PEO4 3.09 (1.10) PRO4 2.91 (0.97) TEC4 3.37 (1.10)

PEO5 2.52 (1.26) PRO5 3.15 (1.18) TEC5 3.04 (1.12)

PEO6 3.70 (1.16) TEC6 3.54 (1.04)

Table 4 presents the descriptive statistics for the survey items assessing SMEs’ perceived com-

petitive advantage across three dimensions: customer trust (CT), differentiation from compe-

tition (DFC), and operational resilience and continuity (ORC).

The customer trust dimension, which measures customer satisfaction, loyalty, and brand per-

ception, has mean values ranging from 3.19 (SD = 0.82) to 4.04 (SD = 0.80). The relatively high

mean scores suggest that SMEs generally perceive strong customer trust, particularly in terms

of customer satisfaction and repeat purchases. The standard deviations indicate a moderate

level of variation, implying that some firms experience higher customer trust than others.
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The differentiation from competition dimension assesses how SMEs perceive their uniqueness

and market positioning. The mean scores range from 3.50 (SD = 0.77) to 3.87 (SD = 1.04),

suggesting that most SMEs believe they offer distinctive and innovative products or services.

However, the standard deviations indicate some variation in how strongly businesses perceive

their competitive differentiation, possibly reflecting differences in industry sectors or strategic

focus.

The operational resilience and continuity dimension evaluates SMEs’ preparedness for main-

taining critical operations during disruptions. The mean values range from 3.13 (SD = 0.82)

to 3.35 (SD = 0.77), indicating a moderate level of confidence in business continuity measures.

The lower standard deviations suggest that perceptions of resilience are relatively consistent

among SMEs.

Table 4: Descriptive Statistics for Survey Items Corresponding to Competitive Advantage

Survey Item Mean (SD) Survey Item Mean (SD) Survey Item Mean (SD)

CT1 3.19 (0.82) DFC1 3.59 (0.80) ORC1 3.35 (0.77)

CT2 4.04 (0.80) DFC2 3.54 (0.99) ORC2 3.30 (0.89)

CT3 3.93 (0.88) DFC3 3.87 (1.04) ORC3 3.13 (0.82)

CT4 3.91 (0.90) DFC4 3.50 (0.77)

DFC5 3.87 (0.81)

Table 5 presents the descriptive statistics for regulatory compliance (RC) and frequency of cyber

incidents (FCI). The RC items, which measure SMEs’ perceived compliance with cybersecurity

regulations, have mean values between 3.26 (SD = 1.02) and 3.39 (SD = 1.03), indicating

moderate confidence in regulatory adherence. The FCI items, measuring how frequently SMEs

experience cyber incidents, range from 3.04 (SD = 0.82) to 3.54 (SD = 0.80). This suggests

that most SMEs perceive their cybersecurity policies and procedures as effective in reducing

cyber incidents and believe they experience fewer incidents than their industry competitors.

Table 5: Descriptive Statistics for Survey Items Corresponding to Regulatory Compliance and
Frequency of Cyber Incidents

Survey Item Mean (SD) Survey Item Mean (SD)

RC1 3.35 (1.07) FCI1 3.54 (0.80)

RC2 3.26 (1.02) FCI2 3.04 (0.82)

RC3 3.35 (1.02)

RC4 3.39 (1.03)

4.2 Multicollinearity Assessment

Table 6 presents the VIF value for each survey item, organized by the constructs of the model.

The VIF values assess multicollinearity among indicators within their respective constructs.

The abbreviations in the table stand for people (PEO), process (PRO), technology (TEC), fre-
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quency of cyber incidents (FCI), customer trust (CT), differentiation from competition (DFC),

operational resilience and continuity (ORC), and regulatory compliance (RC).

For the Cybersecurity Maturity construct, VIF values range from 1.5563 (PEO2) to 4.3271

(PRO5), with most indicators falling below the commonly accepted threshold of 3.3. For the

Frequency of Cyber Incidents construct VIF values for FCI1 and FCI2 are identical at

1.2109. In the Competitive Advantage construct, the VIF values range from 1.8836 (CT2)

to 3.4977 (CT4), while the Regulatory Compliance construct has VIF values between 1.8570

(RC1) and 2.4208 (RC2).

The survey items with VIF values higher than the threshold of 3.3 were reassessed on their

nomological validity. This meant that PRO3, PRO5, TEC3, and CT4 were deleted from the

model to safeguard against multicollinearity.

The rest of the VIF values fall within acceptable ranges, supporting the absence of signifi-

cant multicollinearity issues in the measurement model. These results validate the indicators’

suitability for further analysis in the structural equation model.
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Table 6: The Variance Inflation Factor Values per Survey Item

Indicator Competitive

Advantage

Frequency of

Cyber Incidents

Cybersecurity

Maturity

Regulatory

Compliance

PEO1 2.2767

PEO2 1.5563

PEO3 2.3891

PEO4 1.9551

PEO5 2.7292

PEO6 2.3848

PRO1 2.2945

PRO2 2.9410

PRO3 3.5520

PRO4 2.6275

PRO5 4.3271

TEC1 1.8256

TEC2 2.5821

TEC3 3.8089

TEC4 2.3372

TEC5 2.6035

TEC6 2.4261

FCI1 1.2109

FCI2 1.2109

CT1 2.9372

CT2 1.8836

CT3 3.0991

CT4 3.4977

DFC1 3.2533

DFC2 2.6184

DFC3 2.4040

DFC4 1.4878

DFC5 2.2624

ORC1 2.4535

ORC2 2.8235

ORC3 2.3062

RC1 1.8570
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Indicator Competitive

Advantage

Frequency Cyber

Incidents

Cybersecurity

Maturity

Regulatory

Compliance

RC2 2.4208

RC3 2.0007

RC4 2.0135

4.3 Model Fit and Explanatory Power

Table 7 presents the goodness of model fit for the estimated model. The model fit is assessed

using the SRMR and dULS.

Table 7: Goodness of Model Fit (Estimated Model)

Fit Index Value HI95 HI99

SRMR (Standardized Root Mean Square Residual) 0.0951 0.0917 0.1013

dULS (Squared Euclidean Distance) 4.4897 4.1723 5.0913

The observed SRMR value is 0.0951, with the bootstrap-based 95% (HI95) SRMR value being

0.0917 and the bootstrap-based 99% (HI99) SRMR value being 0.1013. This indicates that

the model’s fit is acceptable at a 95% confidence level. Generally, SRMR values below 0.08

are considered indicative of a good model fit, so the observed SRMR is slightly above the

desired threshold, suggesting that while the model fits well, there may still be some room for

improvement. SRMR values below 0.10 are considered an acceptable fit.

The observed value for dULS is 4.4897, the bootstrap-based 95% (HI95) dULS value being 4.1723

and the bootstrap-based 99% (HI99) dULS value being 5.0913. Because the observed dULS

falls within the H95-H99 interval, the model can be considered an acceptable fit based on this

criterion.

The adjusted R2 values for the endogenous constructs in the model are presented in Table 8.

These values indicate the part of the variance in each endogenous construct that is explained

by the independent variables after adjusting for model complexity.

Table 8: R-Squared Values for the Endogenous Constructs

Construct R2 Adjusted R2

Competitive Advantage 0.7983 0.7839

Frequency of Cyber Incidents 0.4185 0.4053

Regulatory Compliance 0.4646 0.4525

For Competitive Advantage, the adjusted R2 value is 0.7839, indicating that the predictors

explain 78.39% of the variance in this construct. This high value reflects the strong explanatory
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power of the model in predicting Competitive Advantage.

In the case of Frequency of Cyber Incidents, the adjusted R2 value is 0.4053, showing

that 40.53% of the variance in this construct is explained by the independent variables. This

suggests a moderate level of explanatory power.

Finally, for Regulatory Compliance, the adjusted R2 value is 0.4525, meaning that 45.25%

of the variance in Regulatory Compliance is accounted for by the model. This demonstrates

a moderate level of explanatory power.

4.4 Overview of Effects and Inference Statistics

Table 9 presents an analysis of the relationships between constructs, highlighting the direct,

indirect, and total effects alongside their statistical significance. In Figure 4, we can see a

graphical representation of the model with the coefficients for the pathways theorized in this

research.

The results indicate that Cybersecurity Maturity has a strong and statistically significant

direct effect on Competitive Advantage (β = 0.5547, t = 3.0449, p = 0.0023). Additionally,

Cybersecurity Maturity significantly influences Frequency of Cyber Incidents (β =

−0.6469, t = 8.5358, p < 0.0001) and Regulatory Compliance (β = 0.6816, t = 8.9747,

p < 0.0001), demonstrating robust effects.

The direct effect of Regulatory Compliance on Competitive Advantage is not significant

(β = 0.2374, t = 1.7491, p = 0.0803). Furthermore, the direct effect of Frequency of Cyber

Incidents on Competitive Advantage is also not statistically significant (β = −0.2257,

t = 1.5962, p = 0.1105).

Furthermore, the indirect effect of Cybersecurity Maturity on Competitive Advantage

through these mediators is not statistically significant (β = 0.3078, t = 1.8614, p = 0.0627).

When considering both direct and indirect effects, the total effect of Cybersecurity Maturity

on Competitive Advantage is strong and highly significant (β = 0.8625, t = 26.3353, p <

0.0001).
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Table 9: Comprehensive Overview of Effects and Inference Statistics

Effect Type Direct Effect Indirect Effect Total Effect t-value p-value (2-sided)

Frequency Cyber Incidents → Competitive Advantage Direct -0.2257 – – 1.5962 0.1105

Cybersecurity Maturity → Competitive Advantage Direct 0.5547 – – 3.0449 0.0023

Cybersecurity Maturity → Frequency Cyber Incidents Direct -0.6469 – – 8.5358 0.0000

Cybersecurity Maturity → Regulatory Compliance Direct 0.6816 – – 8.9747 0.0000

Regulatory Compliance → Competitive Advantage Direct 0.2374 – – 1.7491 0.0803

Cybersecurity Maturity → Competitive Advantage Indirect – 0.3078 – 1.8614 0.0627

Frequency Cyber Incidents → Competitive Advantage Total – – -0.2257 1.5962 0.1105

Cybersecurity Maturity → Competitive Advantage Total – – 0.8625 26.3353 0.0000

Cybersecurity Maturity → Frequency Cyber Incidents Total – – -0.6469 8.5358 0.0000

Cybersecurity Maturity → Regulatory Compliance Total – – 0.6816 8.9747 0.0000

Regulatory Compliance → Competitive Advantage Total – – 0.2374 1.7491 0.0803

Figure 4: Representation of the Model in ADANCO
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5 Discussion

The findings of this study highlight the strategic value of cybersecurity for SMEs, encouraging

them to view it as an investment rather than a cost. Strengthening cybersecurity not only

increases customer trust and enhances operational resilience but also differentiates SMEs from

competitors. By proactively improving their cybersecurity posture, SMEs can gain a sustainable

Competitive Advantage.

Despite the growing importance of cybersecurity, a notable gap exists in the literature; no quan-

titative evidence demonstrates Cybersecurity Maturity as a driver of Competitive Advantage

for SMEs. To address this gap, this study adopts a quantitative approach tailored to SMEs, a

group often overlooked in cybersecurity research, which primarily focuses on large organizations.

By analysing key constructs such as Cybersecurity Maturity, Competitive Advantage, regula-

tory compliance, and the frequency of cyber incidents, this study provides empirical insights

into how cybersecurity can serve as a strategic asset for SMEs.

5.1 Key Findings and Interpretations

The findings of this study reveal a strong and statistically significant direct effect of Cyberse-

curity Maturity on Competitive Advantage, reinforcing the notion that cybersecurity should

not merely be a protective measure but that it should be a strategic asset for SMEs. How-

ever, the hypothesized mediating effects through regulatory compliance and the frequency of

cyber incidents were not statistically significant. Despite these non-significant mediation ef-

fects, the model demonstrated an acceptable fit, supporting its validity in explaining the direct

relationship between Cybersecurity Maturity and Competitive Advantage.

These results represent a novel contribution to the cybersecurity literature by providing empir-

ical evidence of Cybersecurity Maturity as a driver of Competitive Advantage in SMEs, a topic

that has been largely understudied in quantitative research. While prior studies have concep-

tually linked cybersecurity to business performance, this study is among the first to quantify

this relationship, offering a data-driven validation of cybersecurity’s strategic value for SMEs.

SMEs are often overlooked in cybersecurity research. By focussing on SMEs this study offers

practical insights for decision-makers. The results highlight that investing in Cybersecurity

Maturity can yield competitive benefits. This reframes cybersecurity investments from being

perceived as a cost burden to a value-adding strategy, which is a critical shift in perspective for

resource-constrained SMEs.

The findings of this research strongly support H1, as can be seen in Table 10 where the hy-

potheses of this study are repeated. The results align with the performed literature research

suggesting that Cybersecurity Maturity is a driver of Competitive Advantage for SMEs. Pre-

vious research has stated that Cybersecurity Maturity enhances trust, operational resilience

and continuity, and differentiation from competitors (Kosutic, 2021; Lloyd, 2020; Mmango &

Gundu, 2024). This study substantiates this, demonstrating that SMEs with higher Cyberse-
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Table 10: Summary of Hypotheses Testing Results

Hypothesis Description Hypothesis Status Remarks

H1 Cybersecurity Maturity has a direct
and positive effect on Competitive
Advantage.

Supported Strong statistically significant
relationship supports the di-
rect effect of Cybersecurity
Maturity.

H2 Regulatory Compliance mediates
the relationship between Cybersecu-
rity Maturity and Competitive Ad-
vantage.

Not Supported Lack of statistical significance
suggests Regulatory Compli-
ance does not mediate the re-
lationship.

H3 Frequency of Cyber Incidents medi-
ates the relationship between Cyber-
security Maturity and Competitive
Advantage.

Not Supported Results indicate no significant
mediating effect for Frequency
of Cyber Incidents.

curity Maturity are better equipped to build and maintain customer trust.

Moreover, the results support claims that robust cybersecurity practices contribute to mini-

mizing operational disruptions, enabling SMEs to maintain business continuity (Al-Hawamleh,

2024; Altaha & Hafizur Rahman, 2023). This resilience can become a differentiating factor,

particularly in competitive markets where customers and partners increasingly value security

as a strategic asset. Thus, the positive relationship between Cybersecurity Maturity and Com-

petitive Advantage found in this study show the importance of Cybersecurity Maturity as an

enabler of Competitive Advantage for SMEs.

The results for H2 indicate that regulatory compliance does not mediate the relationship be-

tween Cybersecurity Maturity and Competitive Advantage, despite prior literature suggesting

otherwise (Tikkinen-Piri et al., 2018; Vives, 2019). A possible explanation is that regulatory

compliance is often perceived as a baseline requirement rather than a competitive differentia-

tor. Unlike large corporations, SMEs may focus on meeting minimum compliance standards

rather than leveraging them strategically to gain an advantage. Additionally, compliance ef-

forts in SMEs are often reactive and resource-constrained, meaning they may not translate

into broader business benefits beyond legal adherence. Future research could explore whether

industry-specific regulatory demands or proactive compliance strategies influence this relation-

ship.

Similarly, the results for H3 were not statistically significant, offering new perspectives on the

relationship between cyber incident frequency and Competitive Advantage. While previous re-

search suggests that reducing cyber incidents enhances trust and operational continuity (Bajwa

et al., 2023; Dinkova et al., 2023), this study indicates that these benefits may not automat-

ically translate into a competitive edge for SMEs. A possible explanation is that SMEs do

not always effectively communicate their cybersecurity measures or incident reduction efforts

to customers and stakeholders. This may limit their ability to differentiate based on security

improvements. This highlights the need to explore the specific conditions under which cyber-
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security improvements contribute to Competitive Advantage. Future research could focus on

factors such as cybersecurity transparency, industry expectations, or customer perceptions.

However, the results did show that higher Cybersecurity Maturity leads to a reduced frequency

of cyber incidents and enhanced regulatory compliance, both of which were statistically signif-

icant. These findings are consistent with the literature, which suggests that improved cyber-

security practices not only help mitigate cyber risks but also ensure compliance with industry

regulations (Bajwa et al., 2023; Dinkova et al., 2023; Tikkinen-Piri et al., 2018). This under-

scores the foundational role of Cybersecurity Maturity in promoting operational stability and

regulatory adherence, even if the previous mentioned factors did not mediate the relationship

with Competitive Advantage in the present study.

5.2 Research Implications

This study contributes to the growing body of cybersecurity research, providing several impor-

tant implications for both theory and practice, particularly in to what extent Cybersecurity

Maturity can be leveraged to gain a Competitive Advantage for SMEs.

Firstly, the confirmation of a direct and positive relationship between Cybersecurity Maturity

and Competitive Advantage reinforces the idea that cybersecurity should be viewed not only

as a technical necessity but as a strategic asset for SMEs (Kosutic, 2021; Lloyd, 2020; Mmango

& Gundu, 2024). This finding fills a gap in the existing literature by offering quantitative

evidence of how Cybersecurity Maturity can provide SMEs with a competitive edge. Prior to

this study, much of the research in this area focused on larger organizations, leaving SMEs

without quantitative evidence on how cybersecurity investments contribute to their competi-

tive advantage and long-term success. By providing quantitative evidence of the relationship

between Cybersecurity Maturity and Competitive Advantage, this study helps bridge that gap

and demonstrates how SMEs can strategically position cybersecurity as a differentiator in the

marketplace.

Secondly, the non-significant results for the mediating roles of regulatory compliance and the

frequency of cyber incidents suggest they may not translate Cybersecurity Maturity into Com-

petitive Advantage for SMEs in the way that has been assumed in prior research. This high-

lights the complexity of how cybersecurity investments influence business performance and

underscores the need for future studies to explore further the nuanced relationship between

Cybersecurity Maturity and Competitive Advantage.

Lastly, the statistical significance of the relationships between Cybersecurity Maturity and,

respectively, the frequency of cyber incidents and regulatory compliance suggests that investing

in Cybersecurity Maturity can help SMEs reduce the chance of suffering from a successful cyber

attack and enhance their regulatory standing. While these constructs did not directly mediate

Competitive Advantage, they contribute to SMEs’ foundational resilience and trustworthiness.

These implications are highly relevant for both SMEs and policymakers. For SMEs, the find-
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ings provide a compelling case for investing in Cybersecurity Maturity, not just to safeguard

their operations but also to gain a strategic advantage in an increasingly competitive digital

marketplace. Cybersecurity should be viewed as a business enabler that can drive growth, build

customer trust, and differentiate SMEs from their competitors. This study reframes cyberse-

curity investments from being a cost burden to an essential strategy for long-term success.

For policymakers and industry leaders, the study underscores the importance of initiatives that

support SMEs in improving their cybersecurity posture. Governments and industry organiza-

tions should consider implementing targeted policies, such as subsidies and training programs,

to help SMEs enhance their cybersecurity capabilities. These efforts will help protect SMEs

from cyber threats and foster their long-term competitiveness and sustainability in the digital

economy. By encouraging investments in cybersecurity, policymakers can help SMEs thrive in

an increasingly complex and digital world, driving economic growth and innovation.

5.3 Limitations

While this research provides valuable insights into the relationship between Cybersecurity Ma-

turity and Competitive Advantage, several limitations must be acknowledged. These limitations

offer opportunities for future research and should be considered when interpreting the results.

First off, the methodology of the study relies on self-reported data collected through surveys.

This may have introduced potential biases such as social desirability or response bias (Podsakoff

et al., 2003). The responding SMEs may, for example, have overstated their organizations’

Cybersecurity Maturity or compliance levels. Future research could address this limitation

by using objective measures of Cybersecurity Maturity, such as cybersecurity audit results, to

provide a more accurate representation of firms’ cybersecurity capabilities.

Another limitation is the sample size and the potential for limited generalizability (Hair et

al., 2022). Although the sample size that was reached in this research of 46 was sufficient for

statistical analysis, a larger sample would have been preferred. The SMEs in the sample may not

fully represent the broader population of SMEs. Different industry sectors, geographic locations,

and organizational characteristics could result in varying levels of Cybersecurity Maturity and

Competitive Advantage. Therefore, caution should be exercised when generalizing the results

since these characteristics were not fully considered in this study. Future research could expand

the sample to include a larger and more diverse range of SMEs, which could offer deeper insights

into the varying effects of Cybersecurity Maturity across different contexts.

Finally, the absence of statistically significant mediation effects for regulatory compliance and

the frequency of cyber incidents suggests that these factors may not directly contribute to Com-

petitive Advantage for SMEs as previously assumed. This finding highlights the complexity of

how cybersecurity investments translate into business performance and underscores the need for

further research to refine the theoretical framework. Furthermore, the significant relationships

between Cybersecurity Maturity and regulatory compliance and reduced frequency of cyber

incidents indicate that these factors still play a crucial role in strengthening SMEs’ resilience
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and trustworthiness, even if they do not directly drive Competitive Advantage.

5.4 Future Research

Although this study has provided valuable insights into the relationship between Cybersecurity

Maturity and Competitive Advantage for SMEs, several avenues for future research remain.

Future research could use the findings and limitations discussed earlier to advance our under-

standing of Cybersecurity Maturity’s role in creating and maintaining Competitive Advantage

for SMEs.

One promising direction for future research is the exploration of the temporal relationships

between Cybersecurity Maturity and Competitive Advantage. This study employed a cross-

sectional design, which limits the ability to track effects through time. Future research could

adopt a longitudinal approach to examine the evolution of the Cybersecurity Maturity of SMEs

over time and assess how this evolution correlates with shifts in Competitive Advantage. A

longitudinal study would offer a deeper understanding of the temporal dynamics between Cy-

bersecurity Maturity and Competitive Advantage.

Additionally, the generalizability of the results could be expanded by including a more diverse

range of SMEs in future research. This study gathered a relatively small sample, which may not

fully represent the diversity of industries, geographic locations, or organizational sizes within

the SME sector. A more diverse sample gathered through non-probability sampling would

allow researchers to examine whether the relationship between Cybersecurity Maturity and

Competitive Advantage varies across different contexts.

Finally, future research could investigate the individual impact of specific cybersecurity prac-

tices on Competitive Advantage. Cybersecurity Maturity is a broad construct; different aspects

of cybersecurity, such as risk management and employee training, may have varying effects on

Competitive Advantage. By disaggregating the components of Cybersecurity Maturity, future

studies could provide more specific insights into which specific practices contribute most to

Competitive Advantage, offering actionable recommendations for SMEs seeking to enhance

their cybersecurity strategies.

35



6 CONCLUSION

6 Conclusion

Decision-makers in SMEs often struggle to allocate sufficient resources to cybersecurity, viewing

it primarily as a defensive measure against cyber threats. However, this research challenges

that perception by demonstrating that Cybersecurity Maturity is not just about protection

but also a strategic enabler of Competitive Advantage. By adopting a quantitative approach,

this study provides empirical evidence of a direct, statistically significant relationship between

Cybersecurity Maturity and Competitive Advantage. These findings highlight a compelling

business case for SMEs: those who proactively invest in cybersecurity differentiate themselves,

build trust, and gain a competitive edge in an increasingly digital economy.

The results confirm that SMEs with higher Cybersecurity Maturity experience a direct and sta-

tistically significant improvement in their Competitive Advantage. This finding reinforces the

growing recognition that cybersecurity is not merely a technical necessity but a means to build

customer trust, improve operational resilience, and differentiate SMEs in the market. While

the expected mediating effects of regulatory compliance and the frequency of cyber incidents

were not statistically significant, this study still highlights the broader role of Cybersecurity

Maturity in shaping SME competitiveness.

By addressing a key gap in cybersecurity research, the lack of quantitative evidence on cyberse-

curity’s competitive benefits for SMEs, this study contributes both theoretically and practically.

Theoretically, it expands the discussion on cybersecurity beyond risk mitigation to include its

role in value creation and market positioning. Practically, the findings provide SMEs with a

clear incentive to invest in cybersecurity not only to protect their assets but also to gain a

sustainable Competitive Advantage.

Despite its valuable contributions, this study is not without limitations. The reliance on self-

reported survey data may have introduced response biases, potentially affecting the accuracy

of Cybersecurity Maturity assessments. Additionally, while the sample size was sufficient for

statistical analysis, a larger and more diverse sample would enhance the generalizability of the

findings. Future research should address these limitations by incorporating objective cyberse-

curity measures and by expanding the sample to include SMEs across various industries and

regions. Despite these constraints, this study provides a strong foundation for understand-

ing the strategic role of cybersecurity in SMEs, highlighting its potential as a key driver of

Competitive Advantage.

The choice is clear: SMEs that fail to recognize cybersecurity’s strategic value risk falling

behind. SMEs that embrace cybersecurity are not just defending their businesses; they are

building trust, strengthening resilience, and unlocking new market opportunities. This research

shifts the cybersecurity conversation from cost to value, proving that proactive investment is

not just necessary but highly rewarding. In our digital world, cybersecurity is no longer just a

protective shield; it is a competitive weapon that ensures long-term success.

36



References

Admass, W. S., Munaye, Y. Y., & Diro, A. A. (2024). Cyber security: State of the art, challenges

and future directions. Cyber Security and Applications, 2, 100031. https://doi.org/10.

1016/j.csa.2023.100031

Ahmed, S. K. (2024). How to choose a sampling technique and determine sample size for

research: A simplified guide for researchers. Oral Oncology Reports, 12, 100662. https:

//doi.org/10.1016/j.oor.2024.100662

Alahmari, A. A., & Duncan, R. A. (2021). Investigating potential barriers to cybersecurity risk

management investment in smes. 2021 13th International Conference on Electronics,

Computers and Artificial Intelligence (ECAI), 1–6. https ://doi .org/10 .1109/ECAI

52376.2021.9515166

Algan, N. (2019). The importance of smes on world economies. Proceedings of International

Conference on Eurasian Economies, Turkish Republic of Northern Cyprus, 12. https:

//doi.org/10.36880/C11.02265

Alharbi, F., Alsulami, M., AL-Solami, A., Al-Otaibi, Y., Al-Osimi, M., Al-Qanor, F., & Al-

Otaibi, K. (2021). The Impact of Cybersecurity Practices on Cyberattack Damage: The

Perspective of Small Enterprises in Saudi Arabia. Sensors, 21 (20). https://doi.org/10.

3390/s21206901

Al-Hawamleh, A. (2024). Cyber resilience framework: Strengthening defenses and enhancing

continuity in business security. International Journal of Computing and Digital Systems,

15 (1), 1315–1331. https://doi.org/10.12785/ijcds/150193

Ali, M., Khan, S. U., & Vasilakos, A. V. (2015). Security in cloud computing: Opportunities

and challenges. Information Sciences, 305, 357–383. https://doi.org/10.1016/j.ins.2015.

01.025

Alshaikh, M. (2020). Developing cybersecurity culture to influence employee behavior: A prac-

tice perspective. Computers Security, 98, 102003. https://doi.org/10.1016/j.cose.2020.

102003

Altaha, S., & Hafizur Rahman, M. M. (2023). A mini literature review on integrating cyber-

security for business continuity. 2023 International Conference on Artificial Intelligence

in Information and Communication (ICAIIC), 353–359. https : / /doi . org /10 . 1109/

ICAIIC57133.2023.10067127

Arroyabe, F. D. (2023). The severity and effects of cyber-breaches in smes: A machine learning

approach. Enterprise Information Systems, 17 (3), 1942997. https://doi.org/10.1080/

17517575.2021.1942997

Bajwa, I. A., Ahmad, S., Mahmud, M., & Bajwa, F. A. (2023). The impact of cyberattacks

awareness on customers’ trust and commitment: an empirical evidence from the Pak-

istani banking sector. Information Computer Security, 31 (5), 635–654. https://doi.

org/10.1108/ICS-11-2022-0179

37

https://doi.org/10.1016/j.csa.2023.100031
https://doi.org/10.1016/j.csa.2023.100031
https://doi.org/10.1016/j.oor.2024.100662
https://doi.org/10.1016/j.oor.2024.100662
https://doi.org/10.1109/ECAI52376.2021.9515166
https://doi.org/10.1109/ECAI52376.2021.9515166
https://doi.org/10.36880/C11.02265
https://doi.org/10.36880/C11.02265
https://doi.org/10.3390/s21206901
https://doi.org/10.3390/s21206901
https://doi.org/10.12785/ijcds/150193
https://doi.org/10.1016/j.ins.2015.01.025
https://doi.org/10.1016/j.ins.2015.01.025
https://doi.org/10.1016/j.cose.2020.102003
https://doi.org/10.1016/j.cose.2020.102003
https://doi.org/10.1109/ICAIIC57133.2023.10067127
https://doi.org/10.1109/ICAIIC57133.2023.10067127
https://doi.org/10.1080/17517575.2021.1942997
https://doi.org/10.1080/17517575.2021.1942997
https://doi.org/10.1108/ICS-11-2022-0179
https://doi.org/10.1108/ICS-11-2022-0179


Barbier, J., Buckalew, L., Loucks, J., Moriarty, R., O’Connell, K., Riegel, M., & Cisco. (2016).

Cybersecurity as a Growth Advantage (tech. rep.). https://www.cisco.com/c/dam/

assets/offers/pdfs/cybersecurity-growth-advantage.pdf

Barney, J. (1991). Firm resources and sustained competitive advantage. Journal of Manage-

ment, 17 (1), 99–120. https://doi.org/10.1177/014920639101700108

Benz, M., & Chatterjee, D. (2020). Calculated risk? A cybersecurity evaluation tool for SMEs.

Business Horizons, 63 (4), 531–540. https://doi.org/10.1016/j.bushor.2020.03.010

Carias, J. F., Arrizabalaga, S., & Hernantes, J. (2021). Cyber Resilience Strategic Planning

and Self-assessment Tool for Operationalization in SMEs BT - Information Technology

in Disaster Risk Reduction. In Y. Murayama, D. Velev, & P. Zlateva (Eds.). Springer

International Publishing. https://doi.org/10.1007/978-3-030-81469-4 21

Chidukwani, A., Zander, S., & Koutsakis, P. (2022). A survey on the cyber security of small-

to-medium businesses: Challenges, research focus and recommendations. IEEE Access,

10, 85701–85719. https://doi.org/10.1109/ACCESS.2022.3197899

Creswell, J. W. (2017, December). Research Design: Qualitative, Quantitative, and Mixed Meth-

ods Approaches. SAGE Publications. https://www.ucg.ac.me/skladiste/blog 609332/

objava 105202/fajlovi/Creswell.pdf

Dinkova, M., El-Dardiry, R., & Overvest, B. (2023). Should firms invest more in cybersecurity?

Small Business Economics, 63, 1–30. https://doi.org/10.1007/s11187-023-00803-0

Dissanayake, N., Jayatilaka, A., Zahedi, M., & Babar, M. A. (2021). Software security patch

management – a systematic literature review of challenges, approaches, tools and prac-

tices. https://arxiv.org/abs/2012.00544

EC, E. C. (2003). Commission recommendation of 6 may 2003 concerning the definition of micro,

small and medium-sized enterprises (text with eea relevance) (notified under document

number c(2003) 1422) [32003H0361]. https://eur- lex.europa.eu/legal- content/EN/

TXT/?uri=CELEX:32003H0361

Eggers, F., O’Dwyer, M., Kraus, S., Vallaster, C., & Güldenberg, S. (2013). The impact of
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Appendix - The Survey

Survey Questions

Cybersecurity Pillars - People

Q1: Please indicate the extent to which you agree or disagree with the following statements

regarding cybersecurity culture and awareness within your company.

Strongly disagree - Somewhat disagree - Neither agree nor disagree - Somewhat agree - Strongly agree

”Cybersecurity training and awareness are managed effectively in my company.”

”Privileged users in my company understand their cybersecurity roles and responsibilities.”

”My company has effective policies to protect private data.”

”My company coordinates cybersecurity roles with internal and external partners.”

”Cybersecurity awareness campaigns are conducted regularly in my company.”

”Employees are encouraged to report any security incidents or concerns.”

Cybersecurity Pillar - Process

Q2: Please indicate the extent to which you agree or disagree with the following statements

about your company’s approach to managing cybersecurity risks and preparing for incidents.

Strongly disagree - Somewhat disagree - Neither agree nor disagree - Somewhat agree - Strongly agree

”My company assesses cybersecurity risks when selecting external partners.”

”Response and recovery plans are regularly tested and understood by personnel.”

”Cybersecurity risks are integrated into our governance and risk management processes.”

”My company identifies and manages cybersecurity risks in the supply chain.”

”My company regularly reviews and updates incident response plans.”

Cybersecurity Pillar - Technology

Q3: Please indicate the extent to which you agree or disagree with the following statements

about your company’s approach to managing cybersecurity risks and preparing for incidents.

Strongly disagree - Somewhat disagree - Neither agree nor disagree - Somewhat agree - Strongly agree

”Access to software and sensitive information is well managed in my company.”
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”Data leak prevention measures are in place in my company.”

”Software and systems are updated and patched promptly in my company.”

”Configuration and change control processes are followed in my company.”

”We have real-time monitoring and response systems for cybersecurity threats.”

”Backup systems are in place to ensure data recovery.”

Frequency of Cyber Incidents

Q4: Please indicate the extent to which you agree or disagree with the following statements

about the frequency of cyber incidents at your company.

Strongly disagree - Somewhat disagree - Neither agree nor disagree - Somewhat agree - Strongly agree

”Our cybersecurity policies and procedures have led to a reduction in the number of

cybersecurity incidents.”

”Our organization experiences fewer cyber incidents than our industry competitors.”

Consumer Trust

Q5: Please indicate the extent to which you agree or disagree with the following statements

about your company’s customer loyalty and trust.

Strongly disagree - Somewhat disagree - Neither agree nor disagree - Somewhat agree - Strongly agree

”Our customers express high levels of satisfaction with our brand.”

”Complaints about our products/services are rare.”

”Customers frequently return for repeat purchases.”

”Our customer base is loyal and consistently chooses us.”

Differentiation from Competition

Q6: Please indicate the extent to which you agree or disagree with the following statements

about how your company differentiates itself from competitors.

Strongly disagree - Somewhat disagree - Neither agree nor disagree - Somewhat agree - Strongly agree

”Our products/services are unique compared to competitors.”

”We offer features or benefits that are hard for competitors to replicate.”
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”Our offerings are perceived as more innovative than competitors’.”

”Our brand identity sets us apart from competitors.”

”Our business is recognized for pioneering new ideas.”

Operational Resilience and Continuity

Q7: Please indicate the extent to which you agree or disagree with the following statements

regarding your company’s preparedness for incident response and continuity of operations.

Strongly disagree - Somewhat disagree - Neither agree nor disagree - Somewhat agree - Strongly agree

”Employees know the steps needed to maintain critical assets during incidents.”

”My company has documented recovery plans with time and point objectives.”

”My business’ continuity plans are regularly tested and updated.”

Cybersecurity Regulation Compliance

Q8: Please indicate the extent to which you agree or disagree with the following statements

regarding your company’s compliance with cybersecurity regulations.

Strongly disagree - Somewhat disagree - Neither agree nor disagree - Somewhat agree - Strongly agree

”My company is aware of laws and regulations affecting our cybersecurity practices.”

”My company has taken necessary actions to comply with GDPR.”

”My company has taken actions to comply with the NIS2 Directive.”

”My company has conducted compliance audits for cybersecurity regulations.”
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