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Summary

Risk manasement s ol wajor unportance for companies noveadayvs and the Lack ol it can have
2nornious consaguences as i 1s currendly tlusteated by ihe world wide credit cruncli. Enexis
uses nsk management on a corporate and operational level. On the operational level Enexiz
uses risk manaeament w lod the oplunal way o manage 13 physical assetl hase. Therelore
Enexis i» availled by an adequate operational risk managemanid process. To dus research a risk
is delinad as an evenl wilh a cerla probabiliy of occurrence, wlich nagalively allects oue of
the buzings: valwes of Tneas,

Enexis uszs assel wanaeament o meel s nusgion, o be and stay an excellent nelworl
oparalor, and 1o meetl the goals related o this misgion. To he able o lake complax decizions
over the large number ol azsels, which show a big divarsity, Enexis implamentad the Risk
Based Asset Managemeanl (RBAM) methodology (Essent MNetwerk, 2000). This mathodoloey
has 1o guaranteg an oplimal risk reduction within ihe ewigling eonztrainiz ol avalable lands
and people, Within the current methodology most rizhs are treated as individual cvenis that
happon independent Trom cach other T practies rish are nod independent events and lor same
risks policies are alrcady in place The currenl rigk management. process reaullz inoa over-
ecehimaizd nsk posilion, Due 1o problemz with interrclations/overlap he caleulated risk
position ol Encxiz shows an over-gslimation ol the true position, A gver-calimated risk
position may trigger more achions and expenscs than ean be justificd on the basis of the acwoal
ricky Enexas faces, Evenlually (s may lead loog cullure of mmeorrect decision-makimg and
overspending Therefore Hnevis want o opimixe thar nsk manazement process Hence the
soal of thay research 1y

Howe can Erexis deferming 1s pisk pasition, sidke the effectiveness of fer palicv on the risk
position theoretically and practicallv provable aild Bow cowdd s e secured [ e fiinre?

To angwer thiz question the research 15 divided in two parts. The [irsl parl consists ol a
Iigralure reviesy ol nisk calegorization, nsk assessment mathodoloeies and the chowe ol ihe
optimal risk assessnient methodology [or Enexis. The second parl conass of the applicalion
ol iz rish aszessmeant methodolooy and the caleulalion of the lmproved risk posibion.

Within the cuwrrenl lilerature o izl calegorization there s no wugue besi way o the
calegori-ation of rishs. Each caleeorization of risks sarves dillerant objectives and therelore
neads a specilic caleeorization. Hence il 18 important that risk calgeones rallect managemeni
objectives mstead of [ollowine a gudeline for risk catesorization. Howaver here is no best
way al calegorisalion MMorean e ol 20003 delingd a gt of desirable altnbuolz: for an ideal
risk categorizalion.

A literalure study of rizk assessmenl methodolooies resolied o 28 difTerenl assessmend
methad:, A quick scan of all methads resulicd in two pogzible uselil rigk assessmont
methadelogics lor Engxig: Bow Tic Analvaiz or a combimation af Faull Tree Analysiz (FTA}Y
and Fyent Tree Analvsis (RTA} The Analviie Hicrarchy Process (AHP) 13 vsed to delerming
the epumal nish asscssment methodology for Fnesds Az shown in the graph belaw the Boaw
Tic Analvsig oulperlorms the combimation of FTA and TTA an almost all criteria. Trom (e
araph 11 Tollows thal the Bow Tic Analvaiz i@ the beat rish asscazmenl methodology Tor
Fncxis A gensilivily analvsis conlirmad that changes in prieritics do nol signinhcantly alTecl
the oulpuls and lherefore the ranking of the allemanves 15 assumed W be tobust and
sahsfactony,
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With the desired atlribuled Mo ideal risk categorization i mind the nsks wentilied by Enexiz
are calegorizsad in eleven risk calogonzs, Tlus resulls w1 abowt 25 Ull 30 nisk per calecoria,
wlich 15 a well manageble amount ol nsh par caleoory.

The Bew Tic methedology iz applied on fwo of the delined risk caleoorics lo show iis
applicability on the righ regigter and specilically its vse within the ulility seeler Az aresull of
the Bow Tic Analygiz relalions between risks and the relations between risks and risk
management policice are vizuglizod, Doring the proceas the quantlication ol Bow Tig
Analvsis appearad o0 be oa comples matter Quantilication of Bow Tz Analvsis require
defailed information and knowledge about the cllfeciyely ol barners, singe (his information
and knewledge 1s currently not available Enesxis is at ihis moment in time not able o perlorm
Lthe final step of the Bow Te Analvsis angd quani By the Bow T Analvay

The Bow Tie Anahvas provided (he desited msighl i the relunen belween nsks and the hnk
between rishs and policies. However 1o prove s 2llecliveness Enexis hias o pariorm [(ueiher
research 1o the quantilicauon of Bow Tie Analvsia. I s recoiumended that Enexis starts with
the determunation ol the ellfecliveness ol barrers.

Monte Carle Shoudation 19 used 1o delermine the nizk position of Enexis. During e anal vsis
ol he risk register lor the Bow Tie Analyvsis i1 hecame appareni (hat the data used Gor ihe
Maonte Carlo Simualadion was not as accurale as il should be Since simwlations cannal be mare
accurale than the Inpul variables they are hased on this directly allecis the accuracy ol the
aumulation. This research limits (el 1o an unprovenent of the current input sariables withoul
guastionig whether the tvpe ol probabd ity distrihulion of the inputl varables 15 correcl.

Bazed oo the insieht prosided by the Bow Tiz Analviis overlappine rizks are excluded from
the Monte Carle Simalation The combinalion o exeludine ovelapping rish and the
inprovament ol the data qualily resulied o an imypeoved accuracy of the risl. posilion balween
LO0% and 270%,. Therelore w is recomumended thal Enexis pavs ecgaler allenticon 1o the
aceuracy of the data wn the risk regisier. However the theorctical risk pogition iz improved i iz
il overestimaling the aclual risk posttion, Further ezearch iz needed 1o make a nexid step in
the improvement ol the theorztical nisk posttion, Mg expected thar the assumed Poiszon
diztribution might not be the beat distribution 1o model the risk variables, TTowever Turther
rescarch Lo the tvpe of probabality disiribution uzed 1o model the gk variables 13 necded 1o
Justily s assumption
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Preface

This report peesenis iz linal results of my eraduation project al Enexas e Arhen, The
Metherlands. T conducted the project Trom Mav 2008 uould Janoar 2009 in arder 1o linsh oy
dludy and receive iy Mastar's Deoree un Indusirial Enginzering and hanagement (Financial
Enginearine and Management {rack) at the Univarsity Twente in Enschede. The Netharlands,

The pasi sesven monihs Thave had e opporlunity © work man instructive, infonmal and
pleasant work environment. Enexis has oivan me thereby much space 1o world independent an
my research project, bul oo the other side involved me in work mestines and nsk assessmant
gessions. Beside these lormal malters T have experiencad thal here are within Enasis many
oppariunities o me2l colleagues in an inlormal way. T had the opporunily 10 participatz in
thedr tlicee al thair ‘lhemadagen’™. Al this place Tlike 1o ihank all my colleagues al BEoesxis Tor
the infereating, cducational but most of all pleazani 1ime!

Throughaut the duration of The reacarch Thad the prisilege io be coached by ihiree supervisors
My gupervisor au Foexas, Martiyn Korn, you where always avalable 1o angweor my question
and dizcusa my ideas, Yaur criiical attilude allowed me 1o gel 1a thiz result, Thanks Tor thail
Furthermore my superyvisors af the Thorverdily Twente, Teler Boorama en Joop Halman,
Thanks Tor vour saluable and eritical remarks and additions during the whole process!

Last but not least | ke (o thank my parenls. my @irlfiend Bnl, Gamly and mMends who all
conlributed m heir own speeilic way'

Thanl«!

B Peppelman
Zelliam, Febwuary 2009
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1 Research Plan

This chaper will phve i irtrodnction fo ke probdest (1 0) amd will ondine the derived
proflerl definition and reseorch guestions (1.2)0 Fuethieemore bo will elaboioe on the
Fesarrol methods weed during e sond) and clavify the ohindces Jor the particular research
et 30 Fhe ohayner will end wirh a research plovt wiich indicotes the subfect thoe will
fe diseussed i the et chaplers (1 4).

1.1 Introducfion

This graduation projecl 1akes place within Euexis BY, Eoexis BY is a non-lisied public
company willl limited Lahilite, incorporaied in 2009 and wilv its head oiTice resident in
Rozmalen, Ta sharcholders are Thich provineial and muanicipal authorities. Figure 1] shows
the argantsation charl ol Enexis B'Y.

Mararly] Qperatsna Iafra Froducts
| N

Fipure 1.1 Orpunizalinng charl Enpeais BY (Essenl Melwerl, 20007a)

Fnexas iz reapongible for the constraction, maindenance and management ol the gas and
glecinicily distribution networks T s operaling mainly i the nerthern, casiem and southern
parts of the Netherlands, manages approximately 136,000 km ol elecinciny cables and 20,000
kmn of gas mpelines, As well as managing the eneriy nelworks, Enexis conducts a number of
non-regulaled activilies, These are services relaling o sireel highling and raiTic and parkmg
avsiems. a5 well as the rental of medinm-voltage equipment and eleciricity and cas meatars
{Esgenl Netwerk, Z2007a)

In s capacily ol network operator, Bnexis 13 accountable 1o the Oice of Energy Regulauon
{Enerciekamar), the Dulch supery isor authorily [or energy.

1.2 Priobhlem definition and vesearch guestions

“Resk anadavestest I8 a roaddll developing divciiine ohd ere are mlory aid wrled wiews
evid cdesorrptinis of Whoe Fisk sulaoement rvalves, Bovs I sliondd e conducted aneg whae
ST (ATRMIC, ALARM & TRM. 20020

Enexis uszs assel wanaeament o meel s nusgion, o be and stay an excellent nelworl
oparalor, and 1o meetl the goals related o this misgion. To he able o lake complax decizions
over the large number ol azsels, which show a big divarsity, Enexis implamentad the Risk
Based Asset Managemeanl (RBAM) methodology (Essent MNetwerk, 2000). This mathodoloey
has 1o puarantee an oplonal risk reduction within the existine constrainis ol available Tands
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and pzsople. Fuharmore RBAM has o quantuatively ground decigions, malke decision-
making hatween dilTerent producis (electricity and gas) comparable and provide opanness and
tranaparency wward slaheholders (iucluding the Dulch supervisor on the elactricily law aud
gas law, the OTice of Ensrey Regulation (Bneroigkamer)). RBAM roughly comprises the
following Nive sieps: (1) Risk idenulication and analysis, (2) deselopment of alternative
aolulions, (3) Chowee and approsal of e optumal solotion, (4 implementalion and program
managemeni and (3) evaluation of e unplemented solutdon {22 risk reducticn). This
methadology i3 summarised in Ngure 1.2

I T )

Progressicn anad
i |
Dualidy policy

Contrbutior palics b cortial and risks

IFizurc 1.2 Summnry of the sk Based Asset Manazcment methodology (Essent hetwverls, 20006)

The RBAM methodology resalts in Tour primary products: (1) Risk analvsis, (2) Strafesics.
{3) Tacucs and () Evalualions of tacucs, These products fomm the bawis lor the wssel
manggemen| process within kEnexis Furthermore [here are three ather producty which are
realized wilhm the REBAM: (1) Siralemne Asset Mamagemenl Plan, (2) Taclic Regisler and (3)
Risk Regiwster. This study focuses oo the Risk Recister; in this register all identilfed and
analysed nsk are storad and collected. Currently this reestar is mainly wsaed 10 develop assel
related policies. The purpose of the Risk Regisier is baolold: (1) i1 eives an overview ol lhe
risk posilion and (2% 1115 used o develop assel related policies.

Enexis realises that [or elfzcuve assel managemeant ol needs a complete and clear image ol s
overall cisk posilion. To proside insight inta i1s risk position ol wants 1o use it Risk Register.
The Risk Regislar gives an meerview ol the izl posilion 1o the dsgel Cwner including the
relations betwzen the wdividoal mzgk, the mappng of these elaticos and i suppons ihe
priocilization al risl for detailed analvais and the developmen of siralegies and lactics.
Turthormors 1 links idendilicd risks 10 the devcloped poliey Tor that specilic nsk (Esseni
Metwerl, 20070, With the passinge ol time the Risk Regiatar of Enexis hecaime (oo exlensive,
comaining over 900 righs nowadays, and the theorelical sk posilion seneralaed by the risk
regiater i3 mwch higher then it 15 in practice. Becaouse ol thiz macealistic rish position generated
by the rigk register the allectiveneass ol the policy measuwres on this rish posiion are vague. To
creale transparency there haz 10 be developed a methodoloey which can ink all individual
rizks ov zuch a way thatl the everall risk posilion boeomes clear Turthermore 11 should maks
policy measures additive and Tinked w the righl man rizks, Enexis neads a clear vicw o 15
rizk posilion, bul the Tack ol mzight in s posilion created the lollowing problem delinition

Hena: com fonexts detecmine vy vixk position. moke the effectiveness of her policy on the risk
preitices theoretivally gaef praciically: pronvadle and Row conded iy be securid in the fiure®
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Ta come 1o a well loundad research several redearch questions are [ormulaled i order o
come up witl an answer 0 the problem as itz lormodaced helore.

o WRoh definitiomns are e basis of risk manaockien! o Wilcd div ey miecil aoooeding Lo
dreveire ?
1.1, What 15 the meaning ol the delinition ol nisk?
1.2, ¥What 15 the weaning ol the delivition of risk management?

2]

Herws f5 the rIsh monnoemnetlt process oraanized o FEaevis?
2.1, Whigh dehinition of risk does Tingsis usc?

2.2, How 15 the rish managemant process organized al Enesis?
2.3, How does Enesis determine i1s current risk position?

3. Wit dows e fiteratnre presoriie for o solid methodolopr to assess e risk position?
3.7, Which methodologies does Tinerature prescobe Gor risk categorsing?
3.2, Which methodologies dozs literature prescoibe o prosvide insighl o the relation
hetween hasards, rizks associaled with it and congequences?
3.3 Which methodologies does Tierature presenibe for rish assesemeni?

4 What i Paexiy N cwrrest oo futire PIE posinion®

4.1, Whal is a rcasonable nisk categorization [or Enexig?

4.2, Argihere idenii lied rizhs which relate 1o cach other and ihe developed nisk calczonica.
and 17 s0 how do they relale?

4.3, Whal 1y the current misk posilion of Enexiz accordmy 1o the developed methodolosry
for the assessment of the nsk position?

4.4 How could the developed method be wsed 10 make (he ellzcliveness of the policy
pron able?

1.3 Hegeyrch methods

In ihig paragraph the regearch mathods for each research quastion will be explained including
the pros and cons lor the chogen research miethods and why the paricular research method is
chasen,

F.2 0 (veradl research method

This study iz a combination of a Tilerature sludy and a case study (Cooper & Sclundler, 2000)
The Tirst parl of he sty consisls of & Deralure stody 1o develop g model (0 asses the nisk
posiion of an ormaizanon The second part the developed model will be used 10 asses the
risk position of Enexis, With the use ol the developed model and several mdividual and wroup
interyiews the Risk Regisier will be analy sed.

P32 Reseorch guestion |
To e21 a clear idea about the basis ol nskh managanmend this sludy stans with a lieralure
review Lo [ind the dilTeren meanings of the basis concepts ol risk managemeant and o come
up with genaral delinitions of the concepts risk and risk management. These delinitions will
Form e basis of this 3ludy.
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P33 Reseovroht guession 2

This part of he study will aive the eeneral oulline ol the izl manageament process al Enexis,
based on inlerviews with specialisis and  inderosal  documents aboul guidelines. The
cambination o mlervicws and wrillen dacumenis should eive a clear view ol the intended
risk managament process and the aclual practice of the process.

F34 Reseovroht guession 3

Bazed on a lilerature reyiew (he currenl knowladge and wleas on nsh calegorization, (oding
relations between gl and sl assessmenl, and the streneths and weaknesses ol thess
koowledes and ideas are potl wito words, To answer this rasearch question 15 chosen lor a
Iiteralure review since a review oreates, 0 o is prelormed allectively, a solid [oundalion Tor
bringig knowledge 1o a neat level {(Webster & Walson, 2002 Prohlam with a litaralure
review 18 that il 15 2agy 10 lal i1 and w0 endless Tisls ol cilations and Jindings withool a plod
(Bam, [993) iherelfore i 15 necessary Wouse 4 wall atruclured plan, With the currond theories
a8 a glarting point a risk assesament model is desveloped 10 a3zes3 the overall nisk pozition of 4
COTIRANY

.35 Reseovch guestion o

This parl of the #ludy will be a coze sludy ol Enexis, bazed on e developed model the Risk
Register will be analysed This analysis will exast ol theee parts {1} Delinng rish categories,
{2} Mapping relaiions hetween hasands, risha and consequences and (3} Assessing the risk
position, Hach ol the three parts will need s own specilic reacarch mcthod to tackle ihe
problem, The analvsiy slarts wath defiming nsk cawepones according (o the developed
methadology, 1w come up with a reasonable colegonyalion, The calegones are determined
durng severyl session, statng with bramsiommmg sessiony per calegory of [(he sk remsier Lo
came 10 possible rish cateeories and i1 will end with a eroup imerview (Coopar & Schindlar,
2006) a small group of experts of all Nelds, which will determing (he delinue rish caleoories
(rom the suzeestion in bramsionm s2ssion, The naad flep s o map all ihe relalions hatween
hacards, nishs and consequences. This will ba done on the basia of inderviews and eroup
meetines with apecialists in each hzld {eas and aleciricityy and the overall nisk analysis, since
they have ot wight in the relations between all peoblems. The sample 2iqe ol all thess
gessions varied hetween six and ten people. Aler the mapping all risks have 1o be quantilied
and with the use o e assessment model tha oyverall rish position will be delermined.

1.4 Research guiline

This paragraph will bricily discuss the content of the report Chager { will 2laborale on the
research plan and wall deline scope ol the research, 10 the nes| chapler, Chaprer 2 The most
1mportant coneepls hehmd sk management wall be explamed, In Chegater 3 wall claborale on
how he nsk management process 15 orzanized within Eneas, next 2 methadology (o assess
the cvarall risk position will he developad in Cluyrer £ In Capder 3 this methodnlooy will
be used 1o azsess the current and expected [utwre rish position ol Enexas. Finally the resulis of
the azsessmient ol the risk position will be summariced and conelusion will be drawn [rom the
resulls, wlhich will lead 1o recomimendalions w0 improwvs the risk assessment in uter O,
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2 Risk Management
This chamter viaridnes the dasis corcepls of Fisk manaeersent Firse the coscept of risk i5
extensively shwdled (2.7) Wikt o pood wridersionding of e conce rivk the conce) i of risk
MaHameRent is analvzed 1 2. 2)

2.1 Rislk

The Lvpilication of risk alared n 192 ] with the work ol Knight (192]). Accarding 10 Kaghl
(1921 there is a distinclion betwezen measurahle and uimeasuralle uceriainties, whers the
tarm rish can be uied o desionale the former and the term uncerlaindy Tor the laller one.

“The esverdial fwcl 15 thal "Rk OGRS I SRS COSES 1 gty susoepiihle of medsureery,
WAL af ke fimes BB somlerhing diseired ) rod af 5 chioracter. ord there are far-reaching
evid crticiod differences D the hearines of e plesiomeron depending on which of the v s
reatfv present eng aperafvae. Bowill cpprear thay o measiralle nncertaine, or Vrise” proper,
ety W ihall ave the term, By o for different from an wmeasiealle one that i (s nolt in effect an
pacertainy et el We shall acoordingly restricn the tevm "wneeviainiy" o coses of the ron-
cinfitne fywe 0t Mteie ™ wacertoisly, oed o vivk e hes been arged. which foees
Phe Poxi of e valdied tBieony of profie ™ (Kaiyk, 19271)

The disunction between risk and uneeriainly appearcd 1o be a major strugale in delining righ
{van den Nillaarl, 2003 According (0 van den Tillgarl (2003) 101y about the ~ondwmenial
dilference belween Sevpected — overdge losses” and  wwmegpected fosses Allhough many
delimuons of ngk refer 1o (undesired) consequences. only the inexpecled consequences thal
could not e Toreseen are o be [eared. Therelore rish shoold be delined i the way Kiighi
(19217 delines uncerainly and this “true’ wncertainly shiouwld Torm the hasis [or the risk
managemeni prolession (van daon Tillaact, 2003 ).

The work of Kuight started an exhaostive discussion aboul the concepl of sk, One of ihe
major dislinctions thalt cane inlo exisience 15 the discuszsion belween ohjectivists and
conslrucliviats (van Assell 2000; Denney, 2005, Luplon, 1999, The objectivials parceive rish
as an ohjeclive lasard, hceal or danger hal exisls and can be measured wdependently of
aoctal and culiural processes (Lupton, 19997 They deling risk as the prohability ol ihe
occarrence of an evenl multiphed with the maonitude of the conzequence (TROVTEC, 2002
Jaalar, 1999 MacCommon and Welicung, 19450 March and Shapira, 1987 MMuhlhauer,
2004, Jukins and Pablo, 1992 Williams, 1993, where consiructivists deline risk wn vagoes
phcasing as “roeking i oo risk R sell wha! we nederstand o be g pisk IS o wodtee of
Hiseowicedl) socially and poditicadf) conpnmeil wors of seeme "7 Lapton. 19990 1us view 18
supportad by Dowglas (19923, FisschholT, Watsoon and Hope {1984], Hollon (20040 and Slovic
{1999y, Limitation of ‘risk — prohabdity « magoitude consequence’ is thal it seoces rishs witl
a low probabilily and a large consequance the same ag risks with a high probabdity and a
gmall conzequence This Timilation becomes ¢lear when logoking ai ihe risk ol becaming 11l
The risk ol gefting a Mu, which hag a large probabililty and limited conseguences, and getung
cancer, which hag a low probability but mgyor congequences, can result in the same rigk eyl

Table 2.1 showsd charactenistics ol the 1wa mgjor gchools i the dizcussion about the definition
ol rigk

According o van den Tillaart (2003) the oecuvists are focusing on sk’ as 1015 delmed by
Kmighl (19217 and he comstroehvists are focusing on Suncertainly” a5 delfined by Kmghi
{1921, Therelore (he arguments of the constrochvists should dommale the nsk managemenl,
prolession (van den Tillaar, 2003). However this research does not distinet hebween rishs and
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uncertainties. M assumes that there 18 a uncenainty component uy each nisl., because each risk
can be expwezsed in the Morm ol prohahlity or the degree of Tikelilood (Halwan, 19943

(bjcctivists Consiructivists
Selgnes 15 enlrsl social (Le, soctal or cullucal
nelalvism'®

Budbres 1 vadue 1o (e, posiliviso®

Disbnetion betveesn objvetive and acreetved Rask 15 a0 gocial consuruel. Tlwrs 15 oo objestive
Tisks delimitien of Axk

Cibjeetive rishecs e measuenble o lermes ol Task vmal 515 should mvolve quahitative Jaclors that
prastubdlily oand woiliny are LTl e 1neigsnre

Fisk osesannd andd sk onaganal b i e Fisk o s amd manageingl gy iisepurylile
wurall activiies i whreh valie dhillerences are ol “he cone

Furlieapalory proe s arss e e gy

Taeh cxpert culewaions e sel le risk ssues S
Tish Taxues

Tubde 2.1 Charscteristics vl L v magor schools thoupghl io risk amulysis (van Aascli, 200000

Another alicn scen diztindion in iz Tieraluee 15 between the posilive and neeative percaplion
ol rigk {(Denney, 2004), T the negative perecplion risk correspands solely to downside Toss
potendial, i relers 1o neaative oulcomes (Douglas, 990 FisschholTer e, 1984 MaecCrunmoun
and Wehrung, 1986, MeNamara and Bromily, 19949, Muhlbaucr, 2004, Williame, [9935), The
positive schoal includes a Tull range of oucomes, both positive and negalive, i their
cancepualization of nsk (Hull, 2007, TROTEC, X2, Jaalari, 1999 March and Shapira,
[902, Bitkin and Pabla, 19927, However thiz view docs nel correspend 1o ihe linding rom the
empncal study by March and Shapira (1987), Thew sludy foumd hay the vast megony of all
manggers do nol [meal uneeranly abool posilive ouleomes g an tmpotlant aspect of nsk
Managers only consider the possibilily ol negalive culcomes as a nsk urthermore 11 has 1o
he noled that there are tvpes of sk wilh only negative consequencas, like saler riske and
techinical niiks, Therelore the management ol these rshs 15 locwsed on prevendion and
mitigation o hann. T can he concluded thal there are on the one gide risks which could be
positive a8 well as necative, hut tn thal case wmanaears only considar the nagative oulooimeas
and on the other side there are ngks with only negative consequences. Therelore the [ocus
ahoald be on the nagative ar “pure’ righs.

2.2 Risk Management

Risk managemam is increasingly popolar and practiced every day by every individual. Thiz
can he Mustratad with e follrsang example. Tn operating a motor vehicle compensating for
poar visibilily by dlowine down demionstrales a simple apphication ol risk managemeni
{Muhlbauer, 2004) Nowadavs risk managemant 13 a key activily Tor all corporations, since
many disasirons losses could have been avoudad if good nisk managemeant practices had been
in placa (Hull, 2007, ATRMIC a0 eif, 2012)

Tn conlrast 1o the dizcussion abool the delimon ol risk there are no natable dilTerences
between the varows delinitions ol risk manasement. The risk managemant [onclion’s primary
responzibility i3 1o wnderstand e currend and Tuiure rish position i Tacca Tomost deeinde
wlicther the raks are aceeplable and, 11 they are not aceeptable, what action shiould be taken 1o
bring the rish al an acceptable Tevel (Hull, 20070 Therelore risk managemand can be delined
az the coordinated aclivities {0 direct and cantrol an oraantzation with regard 10 risk
{TSOCTRC, 2002, Hull {2007); Muhlbaver, 2004, Klinks and Renn, 2002

it 4 1292) slalcs thai sk management iz the general 1ermapplicd 1o e whale pracess of
risk wdennGeanon, eshmabion, evaluaion, reduction and control, which mdicates thal there the
nek managemen| s composed oul of vanous phases  According o Chapman {1997) ol
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meihodologies descrihe all relevant phases. although nol a1l methodologies explicilly manlion
all s1eps. The Risk Managemen! Mailoom al he T oiversity of Twente did a litzralure review
1 eslimale the hasic stgps ol the nsk managemeni pwrocess. Faor ihe purpose ol thig study this
review js exlended with the COSO ramework lor izl managemeant. The main Nindings ol this
Fevicw are summarizcd in table 2.2 Rased on thiz research there are fowr main phases in e
risk managzment process: (L) preparadion, 2) rsk analvsis, (3 riskh response and (4)
maonitoring and control. Figure 2.1 shows the risk management process.

The lirsi phase ol the risk management process 15 0ol part ol the risk managemeni cyvele, but
delines the principle ol the sk wanagamant process. Thig phase dzlines the scope of e risk
managemeni process a3 well a8 he organcaation of the risk managemant process. Phiass two s
the actual star of the risk managemant cycle. Witlun ihis phase there is a disunclion hetweaen
ateps (1) nish wlentification and {23 risk assessmeni. The st slep s o idenuly all relevant
{intzrnal and externaly rishs the oreanczation laces,
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Tuble 2.2 Phasiog o risk munupemend (vao der Leijden, 200060

In ihe second step all identilied cisks have o be assessed an its probabldity o occurrence and
i3 polantial consequences. The third phase 15 about deselopment of wanaceniend nieasure aod
gelecting appropriale measwres oul ol all generated measuras. According o Hillaoo {1999)
and COSO (2004) there are Tour response strateeiss 1o develop managemeant meaaswres: (1)
avoid risk, directed at the elimination of visk, (2) transler risk. directed al translecring risk 10 a
third panty. (3) mutigate risk, directed at reducing the sice ol the risk by tackling aither s
probability 0 make il less likely, or i1 impact 10 make i1 less sevare, or both and (4% risk
acceplance, directad at the acceptance, momionng and conirol of e remaining nshs.

The lourth phase takes care of (e implementation. centrol and cvalvalion of the selected
mavagemeni measures. Aler the unplemeaniation all mecasures have do be evaluaied on
progression and ellectveness, o ofher words i3 the implemantation on schedule and are he
tareat for risk reduction met. In case tha targels are mal thers has o be oedhack so (he rigk
position can be wpdaled and in caze the evaluation shows that the mcasores do nol meet the
larget: one of e provious steps have (o e adjusicd,

Risk management 13 not sirelly a serial pracess, where one componant alleets anly the nexd,
s a muludieciional, terative process i wiich almaost any component can and dogs
influence another (GOS0, 2004),
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Preparsation
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[ AR VRl ‘

Rizk Pe=pon== T ppenzil el Sakcic o naae rerl Wsas e ‘
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Monilor & Control SOkl B AnagerTant Wasarat ‘

Eallaty Waang vant v 2as1nes ‘

Fipurce 2.1 Bisk mamapemenl process

A siated abos e rish management 3 a key activily Tor all corporations which should be treaied
as a slraleeic hosiness process (Clarle and Yarma, 1999 Hulall, 2001, Franciz and aladino,
2008) hwowever 11 18 lrealed lactically (Clarke and Vara, 1999 The traditional risk
managemend rexponsibilities and responsas are ypeally (raementad as a resull ol their
dilfering origing (Clarke and Vara 1999 As a result risks are breated Irom separale and
apecialiced deparimenis. Wil each deparimenl concendrating on 118 own risks the relauon
with company goals eal Worred and each nigl becomes a aoal iniselll Furthermore a lack ol
inlecnal comouricauon causes several deparuments (oo work oo the same risk without lowing
it Irom each ailler (Vigaar, 20000, To prevent this managemaol neads an overall, hind s-eye
view ol e risk posilion (Clarke and Varna, 1999 To come o an @nlerpeise wide risk
managemeni Tunction the COS0 (2004) ollers a lramework (ligore 2.2) wluch inleerates e
risk managzment process in all levels ol the organization and has the abalily 10 [ocus mi the
enlirely ol an entity’s enlerprise nsk managemani, oc by objectives caleeory, slep ol the risk
managemeni procass, anlite wiil, or any subset thereal

Cormpoaents

Risk Management Process

ation & Somemunich tion

Moniforing

Fipure 2.2 COS0 coleoprise cish mapsnpemend rameworhk (CORA, H04)
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3 Risk Management at Enexis
This clurpter descriles (e Coiposilian af the risk marapemenlt provess af Freyis (3.1 and
b FReis assesses is pisks and pisk position (2.2).

N | Rizk management process

To clarly where the rsh managewanl process 15 aboul a1 Enesas this paragraph stans with a
deluudion of risk according 1o Enexis (3.1.1). The remaindar ol this paragraph will elaborata
on the nish management process al Enesas (3.1.2)

300 Risk qooording o Frends

Enexis uses he following {cansiructive) delinition of rigk: Risk is an vncarlain situation with
aoveral pagable ooweomea from which al Teast one i3 undesirable and about which a decizion
has w b taken (Bsienl Nelwerl., Z007HY and s detzrmined by the probability ol the
occurrener ol an event multiplicd with 1s conscguence, Furthermors it i3 slated that a visk (1)
haz 1o be relaied 10 e regolated Slectricily and gas novwork, {23 has Lo be asaet related and (3)
it hae 1o alleet the delingd buzinezg values (Rasent Nelwerk, 2008)

302 Risk momagenieni process

Fnexis became the lirsl company in the Netherlands 1o [ully contral s mainichance and
capital expendilure by means ol a rizk manaaement proeess (Wiiberg, 2007) To become a
leadmyz fimm at nsk management Enexis developed The Risk Based Assel Managemenl
{RBAM) process, Risk Based Assel Management 1 the process of manaomy a large assel
base and dealing with the risks thal are mheren| (0 g process, This requires decigions on
investing in. replacing and mainaining assets. In Risk Based Assel Managemenl (hese
decizions are driven Ty an assessment of what risk exposare 15 considerad unacceplable by the
glakeholders ol the company. The Risk Based Asset Management process cuaraniless thal ihe
hudeel spent by Enexis on their ais2i base 15 adding valuz in lerms of husiness values. These
husiness walues are determined by the Asset Owner and can change aover wme. Tha current
husiness values applicable o Enexis are. (1) quality of supply. (2) salety, (3) leoslation, {4)
Muance, (3) customer satizlaction and (1 sustamatalily.

The sk manacement process al Enexis shows greal overlap wilth the osneral sk
managemenl praocess. The Aszel Owner 15 responsible Jor the lest step by determinimg ihe
acope and ohjeciives. The remaining sleps are done by the Azsel hManager and compse the
following fve sieps: (1) Risk idenulication and analysis, (2) deselopment of alternative
aolutions, €31 Chowee and approval of e opiimal solution, (43 axeculion of the chinsen
aolution and (5) evaluation ol e unplemented solution (2.0 sl reduction). The actoal
exceulion ol fhe developed lactics 13 sifvaled at the Service Provider, which is rezponsible Tor
the eMecuve and ellicient execution of the agsel relaled policies. The relauon botween thise
thres is sl in Ngure 3.1

prafenriance repo-

Al
Fipure 31 RBeladivn between Assel Owner, Asse] ¥unaper aomd Service Provider (Essent Betwerl, 2006

To provide insieht i e risl management evele the next part will elaborate on the live sieps
that are wlentilied within the process ol the Assel Manager.
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1. Resk fofertification and analesis identily, invenlory and analyse risks which lorm a
(polential) treat Tor the businzss objzolives of the Assel Owner, jocluding  the
determinalion of the risk lavel bazed on the evaluation [tamewarl provided by the Assel
Owmer.

Drevelogmnend of alternaiive sofntions: determination ol possible measures 1o reduce the

level ol the individual risk and (he overall csh pozition

3 Choice ard aporoved: Seleclion o an oplimal contbinalion o measures hased on their
clTecivaness,

A Fplemernouion ored program mosidoemer: Txecoution ol the chosen combination of
meaasures by means ol concrele plans, assicoment granting 0 the Service Provider aond
[HOSress Moniorng.

3 Freafeedion: Bvaluation ol the implementation ol the aranied assignmanls oo three levels,
(L) the actual progress, {23 e costs and the unplementation ol the measure and possible
impravemanls and {33 the contribution of the meazure en the decrease ol the risks

]

The relation belweon these sieps 1s depicled in hgure 3.2 A more detailed deseription ef ihe
Fizk management process can be found in Appendix A

)& W

Progreszicn anad
¢

Gualily palicy

1

Cantibubior palice b eartial and ks

Fipure 3.2 Bish muioaeemenl process of Le Assel Fluoaper (Essent Mebweck, 20006)

32 Rizk position Encxis

The locus of iz siudy i on the sk position o’ Enexis, therzlore this paracraph describes
how Enexia deternunes it risk posilion. This stans willy the azsessment of the individual nsks
(3.2.11 All individual risks toeether determiine the todal rish posilion o Eonexis deparimeni
HEL{ <R H )] 'dJ'JF.‘LgEI.ﬂEHl.

320 Indivieduwcd visk avvessimient

Enexis uses a consequeance-likeliliood matris, also called nisk matnx (Newe 3.3 and Appendia
Bl o assesy individual visks The rigk matri= is used 1o rank risks or sources of risk on the
basia ol the level of ik, This ranking 13 used o determing which rishs need more detalad
analysis or which rishs need handling Iirsl. The sk malrix consigls ool o 1w cuzlomiaed
acalea, one lor e econseguences and ong Tor dhe Tikclihood, The conscquence acale
delermings the possible consequenee ol the aceurrence of an evend on cach ol the husiness
valugs, The likelihood scale dotermines the probability of e occurrenes of the oyveni, The
cambination ol a likelihoed and consequence results in a risk Tesel, Tinewis has delined siv
Tevels of risk: neghaible (N3 law (T3, modiom (M), tigh (HL very high (VH) and
unaceeplable (U1, To delerming which rishs necd priority for trcatment Engsiz developed a
policy which stags thal nsks wilh a nek level macceptable are solved and all olher nsks are
traated il thara 15 an ellectve policy ( APF = 03 within e availablz hodeest.
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Risk matrix Essent Netwerk 2008

Prekability of an accident

Possible consequences

Sualarazi b

[ .
i

A din
R i H

Tigure 3.3 Itisk matrix Essent Nebwerk 200% (Lssent Netwerk, 20005

The assessment of ndividual sk starls with a risk report. These repans can come foom
several sowrces side or owside Enesls {[lgure 3.4, These so called open repocls @Gicies )
are collected by the rish analvats. Risk analvals evaluale all reporls asainsd he lollmwing
criteria; (1) Nis the potential righ the delinition of a rigk as delined by Enexis, (2) (s the
potanbial risk already known o e rish register. (3) 13 the risk report a relerence 10 2 exisung
risk, (43 iz e rizk report relaled do the azacli: and docg it mlMuenes the bugimess values and (5)
15 1L 4 requedl [or recommendation w slead ol a risk. Bazed on this evaluation the risk report
will he. (17 rejecied il does nol meel the eriteria ol a risk, (2) closed i1 the sk 15 alrsady
koown nof 3) accapled and goes oy ihe next process slep for a nsh analysis, Accepled nisks
procead Tor nisk estimation wilh respeeld 1o the business values i the risk mateix, The rigk
aslumalion can ba dis ided o bwo steps: {1 lemporare estimation fGieees 29 and (2) delinitive
cstimation (stafus 31 The temporary eslimation i3 doos by e risk analvas. These tenporary
gslumalions will be discussed witl experts th a risk assessment session and rosuwll o g
delimuve gstimation,  Tazes on the delinilive csiimations all nsks are ranked, where risks
with the lnehest prority will be analvieed (sl This Jnal 2lep results o a detailad analyais of
the risk. Each lune he status ol a nishk changes the rizk regisier 15 updaled.
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Figure 3d Dillerenl way Encais idenlilivs riskis

322 Hisk posivon

Themetically the calculated, expected sk posidon from ihe rizk recisier of Eonesis shoold
gqual the actual rsk exposwe. For Enesas this can lor example be done Ty companng ihe
pradicted customers minules lost (CML), calculaled (o the rishe reaister, witlt the actoal
measurad CML. Tu practice these tvo values should align with a certain handwidth. However
dug o problems wilh imeccelalions’ovarlap e calculated sk posiion of Enexis shows a
worge siluation than the frug rish position {(hom & Veldman, 2008}

Bonte Corlo Simulation for Kvwal, van Levering impact of Sirategie Onbtwildeling’ on 22 met 2007
50 Slices, 1000 terations . Simulstion: Risk Leava|,
Current Stals- Mean: 133772 .34, Shn 19355 63, CV, 14 277 24%
Rizk Exposure; Current
Frequency Dete Range: From: 22 Mar 2007 Too 22 Mar 2008
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Kweal, van Levering (kvEM)

| B Current Exposure [ Ceplund Exposure

Fipure 3.5 Risk Posilion CML Black Loe marks aciwy] performsioce, Bod loe simakled risl posilion
(RKarn & YVeldman, 2004
As can be seen Irom ligwre 3.5 the actual nwnber of CML i@ aboul 60 million per vaar. The
Meonite Carlo simuolation based on the data in dhe rigk register in the same gure shows a (Tgure
that scems 1o be normally distributed with a fal nabt t1ail and had a mean ol approximately
4 midlTion CMLL per vear, which iz more then iwice as high as the actual number ol O A



Aumea sy he tisk posidon o Fuesis

calewlated, over-cstimated. nsk position may neger more achons and axpenscs than can be
Jusiilied on bazis ol the actual nisks a company Faces. Eventually iz may lead o a culture of
inconract decision-making and ovearspanding {Kocn & Veldman, 2008}

Enexis tried 1o tackla the problam by describing rigks o more detal, clear distinguishing
between lutare and curcend risks and cross chiecking rnisks and solutions, As a result of {his
approach parl ol the nlerrelalad nzls and overlap is solved. As the calculated expecied risk
position i sull Loo hish in comparison with the actual risk position, lurther reszarch 15 and
will he perlormed (Ko & Veldmao, 20080 This ongoimng ecscarch iz illustrated in the
remaindar of this report whitch desceibes the research [or a balter risk agsezsment maihod Tor
Toneiz,
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4 Methodology for assessment of the risk position

This chper defines the optimal methodolone wo assess He overall risk posieor of Eheus,
This methodiolooy consists ouf of three sweps. Firse of all risks suoe fo e cotesorized o a
marageahie pumber aof categaries (4.1 After that the optimal assessmen meifioedodom! futs to
A chiter, Weich car sy e relotion Demweel Aneards. risks ond conseguences (42
Fraalle, there fers 0 e o wal wo assers the rish position 74 3]

4.1 Methadaloagy for categorizing visks

The risl manacerment Tuncuan 18 vpically responsihle Tor hundeeds of risks. To et a clear
view of e rsk posiuon nigks have o he grouped inlo a manaseablz oumber ol calegories.
This grouping will e dalined as the ondering or arrangement ol ohjects inlo groups or sels on
the sz al ther relationship (Sokal. 974,

According o Cvelhovich and Earle (1983} caicaarizauon has several advamages One ol the
advamages ol calegorization 13 hal is provides a simplification o phenomena under
cansideration, The grouping ol objecls avonds working in g world ol single cases only
Another adyantage s thatl calegorizalion provides a means of cazily manipulating inlormalion
M objzel: are arranged in groups their relationships are more casily discovered and rotrieyed
Furthermorz, categorizalion ¢an help wath delemuning prioritics Tor nish manazement
Finally, categori-ation can b uzclul inihe procczs of gencrali-ing rescarch lindings,

The pavehological Tilerature en calegonsation 15 concerned willh howe people Tearm exisung
calcgori sation schemes and how they develop clasailications Tor sels ol objecis or concepls
{(Morgan, Florg, DeKay and Fischbeek, 20000, Within the psyehalogy there are twea main
atreama, which are lermed b Komatzw (1992 {1 similarity-based view and (2) explanation-
based wiew. In the similadty-based view the inclusion of a particular instance in a category s
based upon the sirulanty of that instance to some abstract specification. In the oxplanation-
hased view catecorizauons are viewed as consirucled on the bazis ol celalionships thal exist
between inslances and categories (Morean e af, 2000

In e natural science the purpose of classilication 15 10 describa objecis in such 4 way thal
thewr “trug” relationships are displaved. Thes classilicalion is known as the “naturcal svsteny”
and is helieved Lo he in accordance wath nature (Sokal, 1974 Wuhin this natueal svstam there
are bwo classilication svitems. (1Y monatheuc and (2) polvihedc (Sokal, 19747 Tn monothelic
classilication e established classed diller by al least one properiy which 15 untlorm among
the memhars ol each class. In polyvihetic classilicalion on the otliar hand obyects share a large
proportion ol thair properties, bul do not necessanily agrez o any oo propary (Sokal, 1974
The lalter has strong parallels with the previously mentionad sumilarily-bagad view,
Crethovich and Earle (1985) have idantiled two streams waillun the classificalion o
ha-ardous cvonts: (1) caaentialigts and {23 consiructivigty, Easantialists (v 10 deyi@e svslems
that accurately reflect categories ol phenomena as they sizi i naturs (Cvetkovich and Farle,
[985). Consiructivists conzider clazzailication gvstems as aid o (hinking and communicaling
and azzume thay thers is no single host claszilication svatem, The gualily of a ¢lassilicalion
avsizm depends upon how well the Tunetions ol analvais and communicalion are prelormied
Thuz, whether ong gvsiem i@ bouer than ansther depends vpon the speciiic mm ol s user
{C'vetkovich and Farle, 19%3)

Tocan be concluded that there 1s ne unigue categori-ation lor risks, and thai dillerent
calcgori-ations will best serve dilferent objectives Neverthelcas i1 iz importani 10 nole thal
risk categorics should rellcet risk management objectives, A aimilarily-bazed view 1o
calegori 2 righs 15 ambiguous, du 10 the wide variely of dimengiong algng which rigks can be
aimilar or dizsimilar (Morgan ef af, 20003 and iherelore nol ol wse Tor rizk managemeni
purpozes, An ewplanation-based view 1a calegori<g rigks, in wlich rishs are characlerized an
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accordance with the goals of the orgamization, s mare appropnate to mest the requisite of
rellecting risk managemanl ohjectives (Morean af el 20000}

Besides rallecung the managemant ohjzctive Morgan e o, (2000) lormulaled some additional
altribules which all delined caegories should have, Each cateoory should he logically
consislanlt, compatihle with administrative svsiems, equilable and compauhle with Tiuman
cognilive lunitations. Although Morgan ec o (20000 Tormuolaled ther atteibules [or rish
calegores lor rizk ranking parposes (hey are ceneralizable [or all caleoorizing purposes.
Table 4.1 summarizes a eenecalized version Tor all desirable attribuwes lor an ideal risk
calegorication, based oo Morean e o/l (2000

Canerories should he:
Logically vonsisienl
n xhuesdive o el e 1sks are onverlosdiesl
o A loall esclustes so thal msks are ool double-counled
w loniageness e et all dek coloworivs con b eealunled on the sime set ol atlnbuoles

Acdmindst el ively compatible
s Coamroible owith esigiiog orgsoloalioma] sirectures wd leeislalive wecalates @0 ther s ol authoricy
A1 el nd Ten e ennl S lIonLs dl TN PUT s are avenced
n Felowand o moengenocl ool sk priomiies con Do wepgoe] s 1isk il i lions
¢ Large coough in number soothal megulilon alleaiion can be lnaely largeied, will o oumimuom of
lerpretalion by ageney stall
n ool wille eadslinzg daaboges, oo ambe st use ol available iulorotion

Equilabke
v Fuwly drovanso Gl the meeests ol vartous slaksholders. meloding e general pubic, are balanesd

Compilible with cogpnilive consiraines ool binses
o Chosen vath an aveareness of mes tabls ITomne hinscs
o Sunple and eompatibly willy peopls’s essbog mental models so Dol sk calegorios are cas Lo
L'H"I'rl'lrlllTI'iCi]lJ:
w  Dew enecgh i ronober so Qe U Lollosing proeessss are triclasle
n I of Pleangr-postT elleet, 1 whieh beter owderstodnd risks wre coloponised wene Deely then logs
wnelerslonl rshos

Tuble 4.1 Desirable aliributes e an ideal risk caleporiza oo (Mree from Yoreuan of oL, 20000

4.2 Meihodolooy lor assessmend risk pasition

As meniioned bofore Frexis fos o gomd rise idemification ond aisessment process in place o
idzdfv and ossess indiveteed ricks. Thevefore the methodology w assess e rish position
suadd i o exieasion of the curreni process, This parvagrapit sty wind the selectinn of
prexiaiBle usefd axxesvment wethods fromt o Procel range of essessment methodologies (4202
From oll assessment methodologies onle forwr appeared 10 De possible wgful cned cre
eliscussed ia omore deteils OO Fonde Tree Anedyvis (TAY (L2200 (20 Foesn Tree Anedesis
f.25 (3 Bow-Tie dAnafigic (424 and &) Rivironmeental Risk Assessmerst (4.2 5). This
pearevera et will conciude with the metfiod whICH seeirns most apprapricte for iTw iy (42600

420 Risk asgessment iechnigues

TROYTED (2008) composad a Tigt widl all known rigk assessment lechoiques (Appandix O) and
1ested thenr apphicabilily on six sleps ol the rish asgessment process fappandis DY (1) risk
ideniilication. (2) risk analvsig — consaquance, (37 risk analysis — likelihood, (4 rish analysis
—lesel ol righ and (3) risk evaluadion. Basad on dus tesi the methodologies can b roushly
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classified into three classes: (17 methodeloeies which focus on nsk identhication. (2}
methodologies which Mews on risl analvaig and (3) methodoleeizs which cover the ful] range
ol the process. Since the purpose of the research 19 o assess the rish position of Boexas the
meihodologies which [ocos 2olely on risk wdentlication do not 111 in the scope ol this research.
A more in-depth analysis of the remaining methodologies jusiilies a lucther clazsilicalion in
meihodologies which Incus on individoal risks and methodoloeies which [ocus on risks and
the relationshipy balween them. Tlus latter group ol methedologias 5w line with the purpose
ol thiz research and conzizts oul of Tour methodologies. (1) Faall Tree Acnalvsiz (FTA) (2)
Eveni Tree Analvsig, (3) Bow-Tie Analvsis and (4} Evvironmenial Risk Assesament

+£22 Fanlt Tree Anadysis (FTA)

FTA (hewe 4 1% is concernead willy ihe identilication and analysiz of condilions and Tactors
wlilch cause or conuibutle 1o the occurrenee ol a deling undeaired cvent, the o called iop
gvent, wsnally one wlich sienilicantly allects svslem periormance. economy, salely or alher
required characterisues (TEC, 1990 The lault wee dscll iz a graplical reprozentation ol ihe
analysiz ol the wndesired event, relerred (o as the op event, FTA iz bazically a dedustive (lop-
down) method ol analvsiz aimed al pinpointing e causes or combinations ol cavses thal can
lIcad (o top evenl (TRC. 19903 FTA s parlicularly swited Tor analvzina camples syvatems
camprising soviral luncuonally related or dependond subsvaiems (TCE, 19901 The main
results ol a FTA arc: {1} a graphical reprezentation ol hew the top evend can ogeur, (2) alisd of
minimal culs set lor Gailwre, with thaie Likelihoed and (3) the Tikelihood of the oceurrenge 1o
thiz top event (TSOYTRC, 2HKR),
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Fipure 4.1 Easmple FTA (L50/1EC, 20008)

Tn therr analvars of all miak assessment wechnigues the TSOTRC 20081 gives strengths and
Timitadiong of cach 1cchnique, The gtrengths and limitavionz Tor the FTA ane given below
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Strengths of FTA:

s T alfords a disciplined approach which 3 highly svstemalic, bol al the same limea
gulTiciently Mesable o allow analyaiz ol a vancly of Tactors. including human ilcractions
and plivaical phanomena

s The applicalion of the "top-down™ approach, implicil in the technigue, focuses allenlion

on thase clleetz of Failure which are divestly related 1o the lop event
FTA iz capecially usclul For analvzing gvsicms with many interfacss and interactions.,
The pictorial representation Teads lo an casy undersianding of the syatem behavior and he
lactars included. bul as the trees are olien large, processing ol Taull trees may require
compuler syslems. This Eature enables mwore complex logical relationships @ he included
(EG NAND and NOR) bul also miahes the verilicalion ol the Tault trgss dilTigul

= Logic analvsis of the Taull trees and the adentfilication of cul 2els is ugelul inideniilving
gimple Tatlure pallviwavs inoa very comples avsiom where parlicular combinations ol
cvenis which Tead 1o the top cvent could e ovedookizd

Timitationg

#  Thore is a high level of uncentainty in the caleulated likehhood or frequency of the head
zvenl

s Tn ozome siuations causal avenls are nol bounded and e can B dillicull 1o azcerlain
whathar all important pallivways o the op event are included. (For example including all
igniticn sowrcas 13 an analysis ol a lire a3 a lop evenl. In thig sitwation likelibood analysis
15 not possible)

#  While human crror can b included 1 g gqualilative Tault tree there iz much disagreemeni
on whethar and hwow prababililies of error can he included in a quantilied model. Tn
general lailures of deerze or qualily which ollen characieri~2 llwman ecror cannol easily be
included

s A Taulidree does not enable doming ¢lTecls or condilional Failures w be ieluded easily

423 Rvesrt Tree Amalysis (RT4)

Evenl iress analvsis (ETAY Jluncton similarly 10 FTA, hut in the opposite direction. ETA 15 an
analysis tlechnigque which 1s used 1o identily possihle palhwavs [ollowing an intialing event
and assess the lrequency of the vanioos outcomes TROTEC, 2008 Tn olher words ETA
idzaniilias the possible consequenceas, the undesired event that can happen, and their chance of
occurrence. Fioure 4.2 gives an example ol an evanl bree analvais. The main resulls ol an ETA
ara. (1), gualilalive descriptions ol poteniial prohlems as combinadons ol events producing
various vpas ol prablems {range of oulcomes) Trom inlialing events (2) gquantitative
gslumales ol event [requancies or probabdites and relause unponance o various [ailure
sequences and coniributing evenis; (3) list of recommendations G reducing rishs, (43
quaniitative evaluations of recommendation ellectiveness (ISOTRC, 2008)
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Firure 4.2 Example ETA (15OFEC, 2005)

In their analvsis of all sk assessment technigques the ISOFIRC (2008Y pives strongths and
linntaliog of 2ach 1echinique. The strangths and limitatons Jor the ETA are aiven below

Sireneths ol ETA:

s ETA displavs polenual scenarios lollowing an intiating esentl are analyzed and ihe
imfluenee of the suceess or latlure of miligaung svslems or Tungtions ina clear
diagrammalic way,

s T accounts lor tunine, dependance, and domino ellzcis that are cumbersome 1o maodel m
lawl trees

Timinations

s Tnorder o use ETA as parl of a compreliansive assassment, all potential nulialing evenls
necd 10 be dentilicd There 13 always a potenual for missing gome imporiant iniiaung
cvenis Furihermore, with ovent trees, only suecess and Taull staus ol a svsiem are deali
with, and il is JiTiculi (o incorporae delayad succoss orecovery evenls

= Any path 15 conditional on the svonts thar occuwrred ot previous branch points aleng the
patly. hany depandencies alone the possible paths are therelore addressed. Howeaver,
aome dependengies, such as common compongnts, ulility svdtems, and operators, may be
overloohed — 11 not handled carclully Teading 1o oplimisiie cstimalions of risk

424 Bow Tie Ancdiwis

Bow Tie Analvais s a simple diagrammatic way ol deseribing and analy <ing the palhways off
a rigk from hacards 1o oulcomes and rovicwing controle, TU can b considered 10 he a
cambination ol the thinking of a laull tree analv/ing the cauze of an cvent (represented by the
kool of a bow bl and an eventl Lree analyang the congoquenees (TSOYTEC, 20081, Bow-Tig
Analvsis can be uscd Tor bnown problems, bul do not support the identilicaiion ol nsks
(ISOTRC, 200%) Therelor: the inpul reguirgments Tor Bow-Tie Analvaiz are dentilied
harard. cavzes and ouleomes, A Bow Tie Analysis reauliz g simple diagream (lgure 4.3}
ghowing relationship between haeards, wop evenl and canseguences and the barriers in place 1o
provent or mitigate the undesired consequencas and promoets the desived consoquences. Tahle
4.2 mivas an ovenyiew of all pmportant defintions i o Boss Tic Analysis
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As weoll as tor all other nsk assessmont techoiques the 1SOVIEC (2008) also listod the
atrangths and lioitations [or Bow Tie Analysis.

Sirength of Baw 1z analvais:

s TLigsimple to undersiand and eives a clear piclonal represerdalion ol the prohlem

= T [pcuses adention ou barrers which are supposed wo he in place Gor both prevention and
mitigation and their ¢lTecuveness

= [t can be used tor desirable consaquances

#  Tidoos not roguine a high level of expertiss 1o use

Limitations

= T cannol depiel where mulliple causes muel occur 3imullancously 1o cauwse the
consequence: i e whorg there are and gates g Faull tree deprcting the 12 hand side of’
the bow)

o Tumay over simplily complex sitwalions particularly where quantilication is altemplad

250 Fowivorenial Rk Aszessiient

Harands are wentilied and analysed and possible patiways by which a specilied tareat might
be expoaed 1o the harqard are idendilicd. Information on the Tevel of expozure and the nature of
harm caused by a given level ol exposure are combined to give a deseription of the nature ol
riak and s level, The pracess is vsed o asaess risk o planis, ammals: and humans as a resull
o exposure 1o hazards zuch as chemicals, micre organisms or other specics (TSOTRC, 2008)
Civen the limited applicability ol ihe Environmental Rigk Asgessmend thig technigque dos nod
(i wilh the purpoas of this rescarch and will therelore b 101 oulside examination

AT Methadnfngy for Faexis

The Analviic Hicrarchy Process (AHP) i used w determing the opumal rish assessmeni
methadology Tor Foesiz, AHP s a method Tor decision formulation and analvsis (Saaty.
9000, AHP has thug Been sueccslullv appliad 1o a diverze areay of problems (Golden, Wasil
& Lovy, 1980, The process proposed i thiz study lor selecling the optimal rish assessment
methodology for Tnesis comprises the tollowng, stops.

205 Step f Dejine the evalootive oriferio used lo sefect e omimad performing risk
argsessment methodology. and esiabiish o lwerarchiced fFomewors

The methodology [or assessmend of the sk position should cover the whola scope Trom
causas 1o top event and [rom top 2venl o consequances. Theralore there are only 1wo possibla
methadologies imaginabla. (1) Bow-Tie Analysiz or (2} a combinalion of TTA and TITA
TROYTED (2008) did not only score he lechndques on their applicabilily on the sieps ol the rislk
assedsment, bl also on o more coterias (1) resources and capabdity, (2Y nature and decrze
ol uncenainiy, (3) complexily and (<) quaniitative oulpul

s Resources and capabialilies which may allect chowe ol risk asacssmonl methods
incloding the skills, experience, capacily and capahilily of the risk assessment Lean,
the availahility of managzment tnne and other rasources within the oreanization, as
well a3 the hudgel availablz il extarnal resources are reguirad.

s The nalure and degree o uncertainly require an andarstandine of the qualily, quantity
end mtepnty of antormation available about the risk under consideration. Those
undertaking rigl assessment nead o undzrsiamd the type and natwee of the uncerainiy
and appraciale the implications loe the rzluability of the risk azsessment résulle. These
musl alway s be commuicated 1o dacision makars.
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s Cowplexity 15 another unportant characteriztic which should be taken into account in
rizk, Tnderstanding the complesity of a saingle risk or of & perfolio of risks of an
organizalion iz crucial for the acleclion ol the appropriate optien for rish asscssment

s Mo all rigk assessmant lechiigues are equally swiable o deliver quaniitative oulpul.
Therzlore g impartant 1o think about the purpasc of the risk analvsis and whether a
quantitalive output is important

The zcores of the thres rigk azsezsmant iechnigues are shown motable 43, The (able shows
the impact al’ the eriteria an the methad

o eI oy O
Foult Traw Annlysis High High Hizh +
Er il Tres Analosis *feslim Mesdiom IMuediim +
Bow Tie Analysis “fedinm High Mudium +

Tuble 4.3 Scores oo Beseuwrces sod capubilivy, oalwre aod degres of wacerlaioly, somplexity amd
guant bt ive sulpul (1SOCLEC, 2000

Since the vwo alleraliyv2s are Bow Tie Analysis on (e one hand and a combination o TTA
and TITA on the otier and the seores of TTA and TTA have 10 be agerzgatad. Suwee a
combination ol two welhods can never pecliorm bedler then the worslt method the worst scorg
iz agsumad 1o be the score thal determines the gverall score of on cach cmeng Table 4.4
shows ihe asgreeated scores.

R Resources and Mulwre goul deprae . Quaniilalive
Techniques Cosnpent bilil v ul unceriuinly Compluxily ikt
'la+L1ra Lligh [Ligh Lhgh +
Bowve 'Liee Ada Ly siz Mdislinm [Leh Beluclinn +

Tuble 4.4 Appremnied scores Allermoalives

Beaide thege eriteria Frosas delined fheee speciiic eriteria for Fnexig (1) Provide insight, (2)
Fit with current process and (33 Tk wiil market developmenis,

¢  Providing insighi in the relation between risks and reladions batween rizhs and policics
i5 the lirst criteria defined by Enexiz. Risl can 2laie 1o each other and oue policy can
reduce moce than one risk. howaver nol all risk assessment methodologies are equally
suitable o visualizc these relations,

*  Fitwith current process determings the degree of posgible integration with the current
risk managemanl process. Enexis is seacching Gor a riskh assessment mellndology
wluch i3 an extension 10 the curranl rizk management process withoul the nead 1o
change the current process (o be able o mteerale the new mathodolooy.

#« Link with developmeniz in the market 18 the final eritenia delined by Enexig, The
geclor Enexis 15 operating in iz continually evolving through new laws, swdalines and
norns. Within the sector ihere are expectations ahoul a nsk management standard in
the [ulure. Wot all assessiant metods (1 equally in these expeclations

The oplimal risk asszssment mealthodoloey can he selected and valvated bazed on zoven
gvalualion crilernia and the aliernatives (hgore 4 4).
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Fipure 4.4 decomposilivn ol the problem inlo o bhicrarchy

Step 20 Fetablish each facior of the poir-wise congxarison motrix

Tn this slep. ihe clements ol a particular Tevel are compared pair-wige, with respect 1o a
apecilic ¢lement in the immediate upper Tovel, A judgment maris i3 Tanmed and weed Tor
camputing the priodties of the comesponding clements. First, a criterion s compared paie-
wise with rospect o the goal. The judgment matrix, denotad as A, will be formed wsing the
comparison. Let 4. A4 . he the zel of obecs. The gquantlisd judoments on paws ol

abjects A, A are represented by
A o) ii L2n

The comparigon ol any two criteria ¢, and ¢, with respact to the goal is made wiing the
questions of the ype: of the wo criteria £ and € which is more important and how much.
Saaly (TR0 zugecsts the wze o a Y-point geale lo translorm the verbal judgments o
numerical quantities representing the values of o, Table 4.5 lisls the delinition ol 9-point
acale. Larcer number assiened 1o the pair-wize comparisons means larger dillzrences balween
criterialevels, The entries w, are eoverned by (he lollowing rules:

l, o, 1lorall J

This seale can he applied with ease o critena thal can be delined nuwnerically a5 weall a3 o
those cannct he delined nwmerically. Relalive importance scale 13 presenled. The decision
maker 15 supposed o specily heir judemenis of the relalive imporiance of each contribulon
ol criteria lowards acliaving the overall ooal.
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Lt oasily of

. Dehinition Explanation
nporineg
S T e aeetivilies contbots eoually Lo Qe
1 Louel. fiuprortsimsae o
wlesiive
e s . Espericnes and judyment shighlly Livor o
i Witk iportimae ol e oot sl T
aclIvily aver unollwr
- . Fapericnes and judimenl strsogls Tavor e
5 Essonlal or sirong unporlamae -, = :
actvily ewver unother
- .. Alpaelivily 1sslonely Livored umd ils
g Demerstralod oporlaro . ; . . .
Adurrinunae iz daaore e le] 1o aroel e
Tl evidvmene livoriig: eoe aelivily aver
i Al e Iy erla el 1s ol e Lt possibile coder al’
allirmne
e Trtermiediale vidies beloween LThe Lase . L
24n Whier coarpromise 15 nocs ed

adjucert judpne s

Table 4.5 The pairwise comparision scale (Saaty, 1977

A group gession was conductad 1o (ind oul an experl opinion e the Tonn of a pair-wise
comparison. The group consistad out of the 2 risk experls responzible Tor the caleulation of
the risk pogilion This arg the people who have io worl. with the new methodology. Tabla 4.6
and 1able 4.7 presents il rgaulling par-wasc comparizan matex lroam the session

Crileria

A
B
C
I}

I
I
L

P S

T

C n
4 7 h
. 4 "
" : 1
2 2 1
L L L
% 1 "
% L L

R E | BT S T el

L P o Brivrity
veclier
h T % [t
3 & 7 L 1M
1 1 3 1762
1 4 3 1 1763
1 3 1 LT
L 1 14 L 12%0D
15 2 1 L 20

LAT0%  Q0nkans < il

Tuble 4.6 Paic-wise compycison mairix lor crilerin and prioridics
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Tuble 4.7 Pair-wise comparisen owlris Fer ollermy Lives sood priorilices

Step 3 Cpdiondoee e elpenvalte aid eineivecior
Mexl step 15 1o [ind the weigliz ol the objects (rom the matrs. The prionties are calculated as
the elemenis w1 the eiganvector associaled with the maxiomun eigens aluz of the matrix,

Accordine 1o Saaty ([977) the [olling sleps have 1o be taken 1o lind the cemants in the
gigenyegior associaled with the maximum gigenvalue of the malris denote the obyects by
4, . A, and their waislug by v, v . The pair-wise comparisons can be reprasenied by ihe
following matnx:

A A, A

1 2 n
A A I 2y L A

s | v / Wy W, / Ha ¥ia / ¥,

A v/ v, e W /v,

This matrix has positive entried everywhere and satislies the reciprocal property o, '/“;.- I
is called a reciprocal matrix. We node thatl i we mulliply this matrix by the trangposz2 ol ihe
vector w' = {w,_ v, ) weoblin the veelor wa and the problem akes the form-

AW opw



Aumea sy he tisk posidon o Fuesis

This 18 a 2vslem ol lomoeanous linear equations. T las a non-lrivial solution o and ondy 1l ihe
determinant of A4 #f vanishes, that s s 19 an cigenvalue oA Tiz an 2> s identily matrix,
Saaly’ 3 method compules v as the poincipal nght eteanvector ol the malris A (Goldan Wasil
and Harker, 1989,

Aw A v

whoere A

r-In

1% [he prncipal eigenvaloe of he malnx A 10 maimiv A4 1y g posilive reciprocal
mairix, then A

1A

= (Saaty, 19900 10 A4 18 a consislaney mallix, eiganvector w can b
calculated b

(1-A,, w0

Solving this insquality depands on relalively advanced matris algebra. To #tead ol solving this
relative complex tequalily the solution ol the gigenvalue problam can be oblained by raising
the maix A 1o a sullicienly laree power then swmning over the rows aud normalizing 1o
obtain the pricrity vectorw  (vi..,w ) The process is stopped when the dillerence
betwaen components of the prionly «ector oblamad at the & th prreeer and atl the {k + 1) power
is lass than some pradetermined small value {Saay, 1990) For the purpose of this study
suceassive ilerations havs 1o show no dilTerencs 1o Towr decimal places. Table 4.6 sunmariza
the priarily vector, or gizensvactary, [or criteria and tablz 4.7 shows the priorly veclors Tor the
twa alternative selulions

Stepr £ FPerforsl (he consisieno lest
The eicenvecior melhiod vields a natural measure of consEency. Raaly (199 delinad ihe
comslslency index (€7 yas

o {4, —al/lE-1), 1)

where 2 1% (he maxunum eiganvalue, and »# 18 the nunber of Jaciors in the judament

F-1n

matria. Accordingly, Saaty (19900 delined the consistency catio (€8 as
CROCHOR, {2)

for each size ol malris # random matrices were cenerated and their mean €F value, called
the random indes (40 Where RT represenis the average coniislency dex over numetos
radom entrios of same order reciprocal malrics:, The consizsieney ralie '8 iz a2 measure off
how a civan malns compares o a purely random mateis o terms ol thelr consistency uudlices.
A value ol the consiztency ralio R =000 15 considered acceplable Targer values of (R
require the decision-maker 1o ravise his judemends.

According 1o equations (L) and (2) the criteria companson matrix ol consisiency lor each
critzrion 13 caleulaled. as shown i Table 4060 Resulis of the congizieney desl and he 'R of
the comparigon maleix 15 < 000 indicaling ** consisiency ™
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Step 30 Calcuiote the overad] fevel Tuerarchy welohi o selecy thie oyiimal risk assessiment
metioctofoe) for Enenis

The last siep 15 10 determine o overall priorities of the risk assessmeant mellwdologies. To do
a0 the priorties ol the sk assesament methodologies with respect o each criterion are Taid
out in a matns and cach columin of veclors is mulliplied by the priceity of the corresponding
criterigz arnd added across cach row which reaulis o the yeclor of ik assessment
meihodologies in table 4.8 From hers il [nllows that the Bow Tie Analysis is the hest rizk
asseasment methodolooy [or Enexis. Figure

A B L b L F {: HCore Ranl.
DTS IRAdE 0762 ITes 007 O5R%  od2u

Bow Tic  NAMD N6667 08333 08333 08333 03000 02000 0 74876 |
FTAETA 02000 03333 01667 01667 01667 05000 ofion 0235124 2

Tuble 4.8 OQverall privrilivs of risk sesessmuenl mesthodologies

Senrsiivig anoiveis

In manv decision rules il 15 assumed that complete mlormation i3 availabla so Ol ihe
critecion oulcomes o each allernative are precisaly nown, However, w1 real world situations,
this 18 not the case and analvais should be made o ueeestizgale whether e preliminary
conclugions are rohust or nol. Sansitivily analvai aoms o identi(v the allects ol changes in the
inpus which are the decizion makers prelerences on the oulpuls, in oher words, on he
ranking ol allernatives. I 2 chaness do not sienilicanly alTect the outpuls, then the ranking
15 asswned as robust and satislactory. IC the resalt 15 unsatisfactory it should be return 1o the
problem lormualation step (Bellon & Siewart, 2002).

To chack whethar the ranking 15 robusl a eradient sensuivity analysis is prelormead. The
gradienl sensilivily analysis assiens each criterion a separate eradiend graph. The vartical line
reprasents the carrent priority of the selecled criterion The slanted lings reproscent the
alternatives. The current priocily ol an allerative 1s where e allemative Ting int2rsects he
vertical eridcnon Ting, Thiz resulicd i seven different graphs thgure 4.3) all showing the
gonsitivily ol the ranking lor ane criteria

All graphs show that small changes i the priceily of ¢rilena do not alTecl Lo choice ol the righ
asserament methodalogy, T five of ihe seven eases a change i dhe prioriyy does not Sven
chanze the choice of asscesmeni mothadology al all Tnoone ol the two remaining sensifivily
analysis the bwo alteraativas can score al hest [0v-1i0y. Only the sensilivils analysls shows a
possibality [or a change i the choice of the rish assesament meathodolooy 15 e weights [or
critzria G chanee signilicant tom 4.2% o al least 30%,. TL can be concluded that changes do
not slonificamly allect the owpus and herelore the ranline of allernatives 15 asswned 10 he
robusl and satisfaciory.
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4.3 Maonte Carlo Simulatian

The Monie Carle sundlalion s a genaral method for representing and siowdation ol siochastic
processes hy svatemalic drawing Tor probability density functions. honle Calo methods 1end
1 be used whan i1 iz inlzagihle or impossibla 1o compule an exact resull with a detenministic
algocitlun (Huhbard, 2007 An examiple of how Mone Cacdo can sioplily a problem can ba
found i Appendix E. Cuarrently the method is wsed in vacious indosiries Tor risl analysis.

In case the Moote Carlo simwdation s applied [or the assessmenl ol ihe rizk posiion il iz
necessary al, prior o the stan of the aimuolabion, all nsk variablas are assioned o a
probability distnibution. Wil wse ol the Monle Calo simwlation all risk variables can vary
aumulansously. Enexis uses, based on practical considerations and lunited amount of data, a
Poisson distribution Tor cach righ varable, The Poisson distribution g wsed o model ihe
nurmher ol @vents pccurring within a ertven une interval and is given by iz lollowme Tormula

EA T
.

M A)

— lor © 012 X s the expeeted number of occurrences ol an certain event
x

and A 12 the shape parametar which indicates the average nwnher ol evenis in the given Lima
inlzryal, Figure 46 ghows Poigaon probability: densily Tunclion lor four values ol A The
valug of A s relative easy Lo estimate hased on experl hnowledee and Tustorical daca
Whether the Paisson distribuotion is e hest choice Dor Monte Carlo simalation 15 not willin
lthe seope of the resegrch, Therelore thig research will use the Posson disimbution and hmils
izell o a checlk il the cwrrent input data Gor ihe Poisson distiibolion 19 cocrecl, since
pradictions cannot be more accurate than ihe values they are hased an.
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Fipure 4.6 Probuabilily mass moctions [or lour values o A
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A Moote Carlo simulalion requires a compoler progeam which contamms the prohability
dizstoibution and the correaponding parameters. Enexis uses e Moole Carlo program which is
inlegrated i the Active Risk Manager (ARM) the loo] wsed as risk recister. Beside 1his
progran there are several Excel add-is which could be wsed Tor Monie Calo sunalation like
Cryslal Ball and wRisk.

The Momie Carle successively execules dhree steps. (L) Gor eacly ik variable a valos i3
randonmly drawna ko e delined probability disteibution, also koown as inpul value. To the
case of Enexis these values depend on the Fowson disiribution, (2 the complate sel ol inpul
variables 1% wsed 1o parfonm a detecniinislic compuiation o calculate the rsl position, (39 siep
ong and Iwo are Irequanily repaated 10 come o a relidhle probatiliy distribution of the risk
position. The compuler program aives the opporiunily e sel the numbear of werations, whera
the numibear ol ieralions delecrmines the relialility ol the Monte Carlo simulation. By the law

: . . 1 .
ol large numbers (Appendix F thiz method shows a — cenvergenee, so quadrupling the

N
number of iterations will halve the crror,
The Moute Cardo simuladion resulls in a prohabilily disivibution Tor the selecizd busingssz
valuge, The resull showes, based on he promizcs, an objective wisiglil in the axpectad risk
posiion,



Aumea sy he tisk posidon o Fuesis

5 Categorization Risks Enexis

The firse sled IR the assessmierd of e risk position is ifw creafionn of o proper Fisk
classifloation. This chaner desorfbes e wacess of creasine vick closses aid (e reasoniing
hefind the ciences. The chapier sforts with a ceperad oflassificalion beiween efeciriciiv ayid
nive () The chapeer Wil coniinue with o deteiled cfassifondion within the felds of nos (5.2)
evud efecericiny 3. 3)

51 Sceparation of two claszical fields

The currend risk register of Eoexis contans ovear 900 risks, rom which there are 300 aclive
risks. Active risk are nisk which are currently [aced by Enexis, where inactive risks are risk
whilch Enexis laced jn the past. The calegarisation is based on e active risks sings this arg
the risks undar considaralion in this rezgarch, To peclorm a Bow Tie Analvais these cials have
1w be classilled inle manageable groups of rshs (Cretborich and Hade, 1985}, Thas
caleaorization iz ling with the corrent risk management procgss (Morgan e af, 20000, and iz
baged an the atunbuled delingd by Mergan ed el (20000, A natural distinetion within Fngsis iz
botween risk related 1o the gas grid and risk relalcd o the electrcny grid,

As mentionzd carlicr Bne<as iz responsible for the congtruclion, mainienanee and manaacmeni
al the gas and clectricily digiribution nelworks, Sinee he gas and electricily gnds ane 1wo
geparale nelworks there 15 a natural distinglian between hese two digeiplines Furthormars
gas and electneily hasve zuch dilTerent characiceri stics thal ey cannol be compared in ong rnigh
calenary Thig lred categorization results in almoat 100 rizhs related 10 the ras grid and over
200 nisky related w the eleeneily gnd, This Arst slep mocategorzation did not resull i de
desired managaabla croups of rsks. Therelore hoth calegories nzed a Turthar dassilcation in
auhcalezories as shown in lewre 5.1 and discussed o the [ollowine paragraphs.

Mains
‘Sac pipes
[5.2.1%
Home connections

Gas
kot "
(5.5} Stations {5.2.2%
Leq zlation (B.2.3%
L\ Cables [incl. joints)
Rizk
registar
M Diztribution Sakle (incl. joints)
Cahles
5.3.1%
MY Traqeport Cable {inc . joints)
Electricity - N
(£ Public: Lichining (5.5.2%

HW Bt=tivan
Stations
532

MWILS Staticn

Lagislatinn (5.3.4%

Fipure 5.1 Risl caleporivs Enesis
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5.2 {ias

As s shown in lzure 3.1 within the catgeory of eag thera are thres suhecaleecries: (1) pas
pipas, (2) eas stauon, (3) and leeslation. The diztietion 18 basad on e location of (e agsels,
the Nunction ol the aasews and e oricndation of the rish (Tabla 3. 1) The following paragraphs
will elahorale au the three subcalzoories.

Risk culepory Assil Incalivn Funclion Orricolulivn
Crus pipes T ncdererao ansd Iruasparl ol gus Techniceal
Griig slunions Abov Lhe greod Il:un'sp?u'!_t!ut_l er:."lh}lc‘_w_ Technical

ul gag S Clstriborion gas
Logislulion - - up- lechnical

Tuble 3.1 Distioetion belyween cish calegories willin the gas calepory

Z2T s pepes

The firat subelass within the cas caleoory 15 ppelines. Enexiz i3 responsible lor ihe
construction, mainlenance and wanagament ol aboul 40000 kilometres ol pipeling. Tipelines
are a separate class because ey represent all underground assets. Since nod all pipelings Tullil
the same purpose these @ a distinction hetween lwo ypas of ppelines: (L) maing and {23
home connections, The diziinguon iz made based in the dislinction i purpose of the pipalines.
TTome connections take care of the connection of 2 singla hougelinld wilh e mains and tha
mans are responsible for the digteibulion of the gas [rom e 2as receiving swations o e
home conngclions,

323 dras siofiony

Beaide 40000 kilometres of pipelines Enceas is also responaible (or the conguraction,
maintenance and managemeant ol wore an 24000 pas daliond Gas slalions represcot all
azscls above the ground, The distinetion between pipelings and gas slations iz based on e
purpose ey serve, Pipelings are responsible for the distribution of gas and gas siation arg
responzible For managing the dillerence i prezsure Tevels belween dillereny pipelings, Based
anthiz dilTerence in purpose gas slalions and pipelings are dillerent groups,

323 lLegislaion

Teside all techmical orientawed rigks fhere iz alarge group of non-lechnical arientated rizhs, Tn
itz capacily of ntveork operator, Eneas i@ accounlable Lo the OMice ¢ Fnergy Regulation and
iz commitled 1o the gas law (Wel van 22 juni 2000, houdends regels omiront hel transport en
de levermy van gas (Gaswel)) The commmiment Lo e zas law bangs several nyks o Enexs,
aince hreakge oue of the requrements in the law resulls i a penally. Becawse the rishs
related 1o legislation are dillecent from ihe technical eisks r2laled o the othor classes
legislation i3 a separate class wilhin cas nishas.

£3  Elecirigiiy

As s shown in Ngure 5.1 willun the category of Sleciricny thers are three subcalczones: {1}
cables, (20 clectricily station, (3 legislation The Fllevdang paragzrapha wall claborate on he
three subcalegonics,

330 Cailes

The sl subelazz within the eleetricity category s cables Fnesiz s reaponsible Tor he
cangiruction, manicnanes and managemeni o aboul 42060 Milomews: ol electnicily cable,
Since nod all cable Tullil ihe same purpoge these is a disiinetion balween three ivpes of cables
{13 Low volaee (1) cables, (2) Medium voligge (MY )Y distnbubion cable and (31 Medium
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voltags (MW ) transport cable. The distinetion between hase cable (v pas is based on the lime i
lakes 10 g2l the power supply wp and running alier an inlecruption. MY taniport cables are
w1 redundant, which mcang that the power gupply 15 engurcd even 1 ong cable Hals MY
disteibution cables are not redundani. but there 13 a possibility 1o restane the peveer supply by
gome manual switching, this means thal the duration o e mtereuption cquals the ume
lakes Lo porlorm the gwitching aciions Tn ¢ase ol an interruption in a LY cable there 15 no
backup 1o reslore the poseer supply, 3 interruplion of 3upply cquals e e ol ghes Lo s (he
cable These dillerences in the duration ol the interruption rezulis in dilTerend rish proliles Tor
gach cable lvpe Table 5.1 mves a summary ol the disincion belween cableg based on
INLECTUpILIONS.

Ioderrupliog (omin

Cable catemory Frotection ovpe Durarion indcrruntion i .
per GonnetLinm)
BV romsporl coble mt— 1 radindanl hL 1'.11.1,'iI.'IILI'|J|.1'§.:Il i vt of b
single il
WAV distribilion cable Lizkable togathbs with LIidesrupation — tnse 1 ok o,
other cahles nelwrk s
L% Cuble o huelop In crruplion = repoir linwe =

Tuble 51 Distioction belween calbde bepes bascd on dwralion of intecraplions

332 Flectriciiv stevions

Teaide 42000 kilomclres o cahles Fnexis 1s alse rcaponsible Tor the canstruction,
maitenanes and managzement of almost 30000 Slectricily slatians As well 0z with cables
there s a disinenon belween (vpes ol slavons Within the eleciiciy slahon There are two
tvpas ol stationg: (1) High voltaee (HV) Stations and (2) MYLY sialions. This distinction is
hased on e dillerence w power level and the severily of the intarruption in case ol a Talure.
The gl dislinetion is baged on the dillerence o povear laval al which (he stalions are
oparaling. HY silavons transtorm electriciy [rom 1301 TOKY W JTOKY and MVLY slations
on the ather hand tranalorm electoicily Trom either LOKY o 10 KV or [rom [CEY (0 O 4RV,
Anmher reason o spits the class ol elecinicily slations o two oroups 13 based on the
intecruption ol e power supply o case ol a mallunction ol a siation T case ol a TTY slauon
thousands of people are cul ol T lrom power supply, resulting i a major Toss of conswuplion
minuies wpr 1o mullions o minwles. Tn e case of MYLY stalion mallunclion the severily will
be m Teast a lactor ton smaller, Thig shows (hat TTY and MV/LY sialions cannotl he compared
and need separate catecories. Tatde 5.2 summarises the differences, Based on these 1w
aroumenis it can be concluded that MY/LY stahons lave a dillerent risk prolila than HY
Sialiong

MW/ LS Station HY Staticons
& Powver level TRY T Y TRY DARY n TPoer level [2VTIORY 10K
o Trense of ralieeiio < 0000 s lomer o Doocwse ol meallooetion possibly = L0000
rrimiles st ckymer minles Lozl

Tuble 52 DilTercnees between Y amd MY/LY slalions
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323 Fubl liphening

The public ightning is a non-reeulated sector, howes er Enexds hag 1o Facililate every ong ashs
for a conuaction. Since the public lichinmg 15 non-recul aled Enesxis has limited inlluence on
how people perlorm their work. This can result in undesired siluation in ihe grids, and resull
in rizks [or Enexis. Tn contradiciion 1o the public lighining the construction, mainianance and
managemeni is regulated and here Enesxis has [ull contral, The JilTerenoe batwean [ull cantrol
and limited conteol Torces the crealion ol a separate class Ior public Teghlong,

324 Fewisloiion

Teaide all techmcal wricnlawed rizks ihere iz a larez group of non-lechnical orientated risks. In
i3 capacily of network operator, Enesxid i3 accounlable o the Olce ol Ensroy Reeulalion and
is commitled 1o the alectiicily law (Wet van 2 juli 1998, houwdenda regels meal batrebling 1ol
de produciie, hel transporl en de lesering van elekincitein ARIchwicileizwel (D98 The
camuitmant 10 e electricity law brings saveral risks lo Enexis. since hreakine aone ol ihe
requirements in the law resulis in a penally. Because the risks r2lated o legizlation are
different from the dechimical rigks related (o the othor classes legislation 1z g acparale clase
within electricity risha
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O Applicadon of Bow Tie Analysis

Siace the corceol of Tiow Tie Anafirsis i new o Foexls omd e complete relii) secior as jar
ere i s comceraed wifl dhe ofstridon of oo aned elecirioif) iy chogier will sfare witlh on
extensive clorificoton of the steps that have w de laken o perjorsl o Bow Tie Analisis (60
T iflusirete the stepr e chopter will end with two exaapies of Bow Tie dnalvsis widch are
fased o Faexds, The first exomple (s o Bow Tie Anabesis for oos murias (620 ond Hw seoovid
exivnle conceris o Bow Tie Aralvsis for LV Calles (0.3).

&1 Cieneral

The exact starting pownd of the Bow Tie Analvsis has been est in tome bul il is believed thal
they ware originally called “Buderlly diagrams™ and evolved from the Cauge Consaquencs
Diagram al the [970s. T 18 then thooghl ald David Gill of TCT ple developad the melhodol ooy
and called tham Bow Tizs i the lale 7075 T s cenerally acceped thal the earliest mention ol
the Bow Tic methodology appears i the TCT Haran Courge Sotes [T prosentod by The
University of Queendland, Avstralia The technigue wag given a huae baost in the caly 1o
mid 907z when the Roval DuichyShell Group developed the wechnigue a3 a result of the Tiper
Alpha disgater. Tn the Tawe 90s the Roval DutchiShell Group siared working 1o improsve (he
uality and ciTeetiveness of the howlies being developed and allow the company 1o gt ihe
most cul al the lechnique Shell i acknowledged a3 the lirsl magor company 10 inigarale the
whole bowiic methodology Tullv inte il busines: practices but a: the 19903 grew 1o an end
the approach became a gslandard methad within many other companics. The siruciured
approach o e Bow Tie Analvsis was parlicolarly popular in nish analvzig within galely cages
where quantilication 18 nol possible or desirable Mowadayvs Bow e Analvas are tsed Tor
assedsing any bvpe ol sk, eo emvironmental, salaly, buginess, political, secunily, 2lc. and 13
currenily vsed in a wide ranee of companies, indusirias, counwies and regulators (Cadblus
Solutions Lid, sd).

What are the hazards?

After

Hew de wea lirmit the ﬂ
sewerity of e event?
Hee e wis ridirmizg the

Whal heppens whean tha
hazard is releasad?
What happens when control

Herw 118w prewst the n
hazard from baing relpasad'.
How dio we keep oentrol?

How can tha awanl
dowclop?

What aa fhea patential
o tones 7

Yihat causes tha
hazard from being eleasad-
Hew c2ar exintral

Pr

== vention

Fipure &1 Sleps toy Bow Tie Divprso (Iree Irom Governees Y, 20004
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As mentionad above the Bow Tie Analysis s espanding across a wide varely ol lields.
Theough 1is Increasing popularity Enesis wants o know hiow i1 could benalit (tom the Bow
Tie Analvsis. However the Bow Tie Analysis i3 a proven concepl it 1s sull in ita inlancy
within thz alilily dusicy. There are some nulialives o apply the Bow Tie Analvsis Tor the
tranaport ol gas and eleclricity. However Enexis 13 active in the distethudion o eas and
glaciriciiyx, a Nald which can not be compared with the iransport of eas and electricily. Sinca
the tranapor and distribulion are 1o complete dilTerant (2lds there 15 notng koown aboold e
application of Bow Tig Analvaiz within the distribution and Enexis Tas o leare oul whisther
of noL il s applicable For distribuion networks, Therelore the [ollowing paragraphs given a
camprehensive zuwde wo perlorm a Bow Tig Analysis. Figure &1 shows the process ol a Bow
Tie Analvsiz and the succassive sleps which have 1o be 1aken,

a0 Fdenyifv the hazord

The starling point Tor Bow Tie Analysis is

hasard identilication. A hasard i3 a physical

giluation, comdilion or material propery thal

haz the polential o cause harm such az i N -
gichness, ijury or death o people, damaae o 0 - & e e
to property and inycsliments, enyironmenial % T e
damage, businzzs interraplion and loss of

repulation A comamer with Tammable

matcrial 12 a hasard becausc 1t has the

potential to cause (ire andior explosion,

Haeard idenlificalion s done within a workgroup consistimy of nsk experts and depending on
the subjects under considaration expearis in the eld ol 0as or electnoiy. To g21 some feeling
for haard identificalion the session ean stan wilh some simple examples of a situation witl
the relaled hacard Lo clan [y the hasic idea. With a clear understanding ol hacand identilicalion
the workoroup can start with ooz ol the delined risk classes, as delined in the presious
chapler. Tn a group discussion the worlozroup has 1o wdentily the hacardiz) Moo the specilic risk
calegory. The discussion has Lo resull i one o more hasards which ¢an be used in the next
sle.

a.f.2 Defing the top event

The second siep in creating a Bow Tia

diageam 13 delining the top evenl The top

gvenl. o some Iieratwe also delined  as
critical eveni, describes the moment of logs of s
conlral.  the momenl were the hacard
releasad. The wop evanl haz o answer the T~
guaslion. “Whal happens when the hasard is

releasad?” T a container with Nammable

material 15 the hasard, a5 in the example

above, then the wp event 15 Toss of containmend becausa the sl thing 1o happen aller here i3
aomething wrong witlh the storage of the material o will Dow oul of the container This
formalization slap is needed 10 come o0 a maanelul idandlcalion of threals, consequenceas
and barriors,

Delining ihz 1op event can be done in ihe same session as e ideniification of the haeand
Alter identilfving he hasard the workgroup consistiing oul of rish analvits and either gas or
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gleciricily experts has 10 hrainstornt ahoul what 13 the man 2vent thal happeng il coniral over
the hasard 1s Tost TU s important thal this slep is dong carelully, since the next steps are hased
on the chowees made here. As a result of this step the lasard have 10 he mapped iow a op
avenl,

a5 Fdenfv the thirenis

Aller wdentilying the hasard and delining the
lop @venl. (he threats have 1o be wentilied. A )
threat 15 an 2venl which has the poteniial 1o
release the harard and prodoce the top eveni, ey — & S
Thraais are idenlilied 10 cel a complelz -
ovarview ol all posaihle wavs the conlrol ol a
harsard can he losl. Thare are several lvpes of
threats:  mechanical {eg. weariie  ould),
chenmical {e.e. corrosiond, physical {20 liugh presgure or iomperadure), nalural circumaiances
{o & slorm, rain, eoldnessd and human crror

Belore he workgroup meelz Tor the idendilication ol all threals ihe rigk analystz have 1o check
the risk regisler Tor relevant rishs related 1o the hasard onder consideration, Goal ol thiz
revige 15 1o dentily the know threats within the risk regizter The thecats thal are identificd by
the risk analvsts hayve 10 be cummani-2d ina lizt Thes Tige can gerve a3 a sarhing poini o (he
bramnstanm sggzion of the work group, The work aroup with rish analvata and cither 2as or
glectnenly experts have W discuss whather the Tist of rigk analvsls iz exhavztive oril there arg
mizzing/redundant threats on e Tlizgt, Redundant threats have 10 be deleted Irom the ist and
missing ones have w be added “The group discussion/bramslorm session has Lo resall m g
exhaugtive and verified Tigt of threats that could release the harzard.

a0 4 Fdempife the conseguenoes

A consequence 15 an evenl or chain of evenis

resulting lrom the harard, 13 idating event,

failare of prevenitive conlrol measures  and oy e
failure or suceess  of  itipalive  conirol SR AT R
measurss.  Sometimes  consequences  lead 1o % —
other coosequences. Within e Bow  Tie iy
methadology vou can place iham nexd o 2ach

other, You can alzo choose 1o just mention ihe

final conzequence, Somctimes a chain ol cvenis

iz 100 complex Tor one Bow Tice diagram, Tnthat casc it is belter split the risk inlo aeveral
disnams

The identilicauon of consequences has Lo siarl, a3 well as (he identilication of tireats, with a
review ol the risk register by the sk analvats. They have (o check the rish recister [or
releyant vish related 1o the harard under consideration, Tased on these risks and the relalcd
risk analvsis they can idendily the loorea consequences and place thent in the Bow Tie All
idaniilied consequences llave o be verilied in a workgroup consisting of sk analvals and
depending on the subjects under consideration experts in ihe (ald of gas or 2lectricily. Daring
this session the eroup has o chiecl whallizr the list ol Wentilied consequences is exhausiive.
In iz case hare are missing consequances they have w he added 1o the Tish. This step shoold
resull in an exhavstive list ol possible consequences thal could resuli From the hasard under
consideration
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a.0.5  Kdewntily Roarriers

The last step 15 w0 wdanlly the barners al the
leli-liand side ol the Top Evenl, which are the
praventive meagures and ihe bacriars on the
right=hand side of the Top Event. which are
the milicative or recovery contiols. The
praventive measuras are pul oin place o AT b

pravent tireals [rom releasing the hasard and

the recovery maaswes v o reduce the

probability of a consequence or reduce 1S

sevarily. Tl has o be uoled thal zome types of caontrol arg mors ellective than otherz in
reducing rish.

Accordine 1o Sklat (20000 (here are sarous classilications o barriers. A widely used
classilication ol barrier Tunglionz lists prevention, control and mitigation az the main
functions (TRC:GIADS, (998, TREC:GIELL, 2002, TS0 137062, 1999 Furthermore barriers ars
classificd a: physical and non-phvgical ATSO: 7776, 20000, hard and solil delensss (Reazan,
[908), techinical or human Tactors-organi-ational gvstems {Svenzon, 990, Bazed on all these
classifications Skl (20061 proposcd the clagzilicatian a3 shown in hgure 6,2

Liarner Svslemm

/\

Pagave Ay
Trhvzical s Cperarionral Technical larrs ! Cperarianea]
y
subety Iresrrimenreil Sypestem Clrhes Do hrelngy Safibe-riel el I lermal Rask Rl senem
5151 Byslersy Lol

Fipure 6.2 Clyssilication of bacrices (Shlew, 20004)

Hollnagel (1990 propascs anciher clazzilication with Tour barnigr categories (1) material
barrizrs, (21 Tunctional barrigrs, {33 symbolic barriers and (4 immaicrial barricrs Material
barrigrs phyvsically presvent an action Trom being earnied out or the congequences Trom
spreading A matenial barner presents an actual physical barrior for the action or ¢vent in
guastion amd alllhaogh i1 may nol prevent 1L under all circumstances, it will a1 laagt glow (L
down or delay it Furlharmore, a material harriar does nod have 1o be pareeived or intecpreted
by the acling aganl w order w serve i3 purpose. Funclional barnars work by impading the
aclion 1o be carried owl, lor instance by establishuog a lozical o temporal derlock. A
(wictional harrier allectivaly sels up one or more pre-conditions thal have 1o e met belore
aometling can happan. These pre-canditions need not be wterpreted by a human, bal may he
inlzrreeaded or gonsed by the gvslem sl Symbolic barriers require an acl of interprelation
in order 10 achicye their purpoze, ience an “intelligeni™ agent that can react or rezpend 10 ihe
barrier Whereas a functional barriar works by esiablishing an actual pre-conditien thal must
b mel by the avsiem, ar the ser, beiore Turiber actions can be carried oul, a symbolic barricr
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indicates a Limudation on parlocmance thal may be disregarded or negleclied. Tmmaterial
barrizrs are nol phiysically present or represented o the giluation, bul depend on e
kuowledpe ol the wser 10 achieve thewr purpose. Immaterial barrers are wsually  also
reprasented i a physical Torm such as a book or a mamwrandam, bul are norally ool
plirsically peasent whan hewr ose 18 mandaled. Tabde 6.1 shiows the classiication proposed hy
Holluagal (19949 will the Gour main classes and a more dewailed vae of the barrerz

Barricr

Bacricr Funglino
Srslem

Example:

MAulerial,

Tt sicul

Containingg or pralectag, Fly sie] ebaiaede,
Cilher Lo proven. anspeTling ssmething
(rom the preseal locutien (o2, nelesses or
mo presel Jocation (penelealion;

Besbraining or prevenling movenisnl of
Irasperlallon

Eeeping rogether. Coheaen, resihivmies,
mclestroneibilily

Dissipsting vaerys, proleiing, gqueneking.
exlinguislnnge

railings, Jenccs conlaitets, ok s, walees,
recliliars, ele.

Salily bells, ocnesses, ooy, cagas, oesliictad
T sieal mesvecrnenle spalial Cislancs (eulls,
gups, cle.

Congeenerls that Go ol bocak or etz usily,
TR (T

Adr b, erunuply somes sporindiders, serulbaers.
Mllers. gle.

Proevenling -nevemenl ar el on
fmeelomies] hacd?

Proeveoling cuomveanaal or action degical.

| rmeliome] sl

Minaering or ingeeding aelise Cipatinl-
Lanpuaral)

Lo, cquipment aligmnenl. phy sical
raterloehang, cquipienl mate beabaes, ol
Tusswonds enln condes, gelom soquenees.
procondilions, physiologieal mutleling (s,
Duygerprizal. aleehol Teval ele.

Drstamese oo Lar Lor o single person ko moets
possbemo |deod-man-bollon ), dJelos.
synchronis o, ole.

Sumbolic

Counmlering. proveriing of lwarling aelicns
fvisual. taelle inlerface desigas

Bepulating :clicns

Indicaring @vsom slalus o comdition Cagns,
sgnals and sumbolsh

Purmission ar guloericalion Cor L loek
thereol™

Commuonicadien, ioleperseis] depemdenney

Coading ol Tumetons peolor, shogpe, spatinl oot
cenmrealions, Jabols & vvatng s Cslalie ), ol
Totrue Lionss, procedurs, provadtions £ eonditions,
Clalegies, ole.

Blems g, wallie siensh sienals Svisual.
audilory s warming. alomms, el

Weurle peatndd, veerl. owlar

Clearamee. upprovil, for-lae or oll-line), o U
sise Lhal he Tack ol elenmmes gie. 150 BarTier

Muoniloring, s0pueryision

Trarnalerial

Proescribing: rules, s, meidelines.
prubrikilions

Chek (by omesell or soother e visual
rispoction’, cheeklists, alomms (dyonmie?. ele.
Rules, rosdrietons, laves Sull cithor cordilicaul or
unssoracditisnal s cllics,

Tuble 6.1 Barcicr sysiems snd bacrer Minclivos (Loloagel, 1995

For the purpose of this research barniers are clagsilied according o thair ellzctveness in
praventing a harcard form baing released, reducing the probabilily o a consequence or
reducing 112 severily. A hirge-poinl scale of elTiciency 15 proposed based on the [ollowing
tvpes ol harriars.

1 Technical barriers (hich ellectivenaas) distinguwish themselyse Teom other barriars becans
do ol nead have lo bz perceived or wterpretad by a huwan being, Within this group ol
barriars (hare are lwo subcalaeories:

s  Technical active barricr perfonm their acuon on demand, il one or more pre-
comditions are mel the barnar starls working, These pre-condiuons can be chachad by
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the system iselll Technical active barriers can be llustraled by emereency shul-down
gy slems.

s Technical passive harriers are barriers that are phvsical present o pravent a hasard
form being relegaed, reduce he probability of a conseguence or edouce s goverily
Fxample: are hlast/lire walle coniamers,

2. HumanOrganizabional harriers (madiwn elfTectiveness) require an act of inlerpretation in
order o achieve heir purpose. Tlos laman imterfzrence icludes the nsh of neelacting ol
migjudeing inlormalion resulung e the mallunction ol the harrier.

3 Formal barers (low ellectivenass) are nol phesically present or representad in ihe
aituation, bul depend on the knowledee of the wier 10 achieve their purpose. Tmmaterial
barriars are usually also representad inoa phivsical lorm such az a book or 4 memaorandom

Telore the identilication ol barriers can stael il 15 important thal all successive slaps are
Muished. Alier the previous sieps e risk analvsts hase o owork oul the resull and =tarl the
idenlilication o barriers in @ new session Sincs knowledes aboot possible measures and their
gllectivaness 13 olten spread throushowl the areanization i is iopoeciant that this session, as
well as all oilizr seszions 15 prelonued in he workgroup. The nsk analyvsis have o provide all
group mamhers a concepl Bow Tie Analysis Olled with the knowladege wpy Gl then {ee.
harard. 1op event, threais and consequences have 1o be [lled in). Dunog the sesswon their has
1 be successively hrainsionned abow harriars for cach dreal of congegquence and their
afTectivenass in the three point seale The dession hag Lo resull in a complately (Med Bow Tie
Analvsis with all know bartiers assianed (o the related threats or consequences Aler the
gosston dhe eisk analvats have o ik the elements Torm ihe Bow Tie Analvaiz 1o clemeniz
from he management svatems (e.g. policies, procedures, guidelines, manuals, insiroction,
2le 3 1o show thal the operation and quality of the barricrs are sccured
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6.2 Example Gas
Asa resull of the six sieps b Inllowing Bow Tie Analvsis 18 constroeted.

AN\ \\
- |
AN\ \

Pk

ey

LOE LI )

“ad

Fipure 6.3 Lall huod sithe Bow Tic Dispram s mains
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&4 Rescarch findings duving the application of Bow Tic Analysis
The [rsi application of Bow Tie Analvsis delivered inlerestine resulis which will be poitad
ot 1t this paragraph.

{veral! result

The Bow Tie Analvsis provided the desired insight in the reladion between sk and the Tink
between rizks and policies. However during the process the gquantilication ol Bow Tie
Analvsis appearad 10 be a complex matler. Literature aloul quandilvine Bow Tie Analysis is
rare and theraiors there 13 limiled khowladze low 1o do 20, Based on ihe available Tilerature i
can he concludad thal the quantification of Bow Tie Analveis ¢ hard and requires a Tot ol
information abaot the ellactiveness ol barriers The quantilication of barriers 15 complicaled
beeawse herg arg factors involy 2d which do nol 1end themselves e propar quantilication, ..
human lunctioming. Based oo these complicating lactors and e limited amooni ol knowledee
ahoul this eTectiveness of barricrz 11 can be concluded ihat Enexis is currently not able 1w
quaniily Bow Tie Analvaiz, This directly allects the abilily 1o delermine the ellectiveness of
the policies on the reduction of the risk posiiion

£ onver vafio

Bow Tie Anglvsis proved o be a powerlul (0ol 1o provide (the dezired insight in the relation
between risks and the link between rizks and pelicics, Aboul 75% ol all rigk in the risk
regiier can be assigned o one of the Gleven Bow Tie Analvsis, The remaming 25%, of the
risks are relative maignificand risks compared (o the onc: assigned 1o (he Bow Tie Analvsia
These linding conlirm that Bow Tie Analyvsis g particular suilable lor large problems and that
it 15 impozsible 1o assign all righs 10 a Bow Tic Analvsis Howover the Bow Tie Diagrams
allew Hnexis o mve o briel overview of all mam nsks :md the pohcigs i place 10 deal with
thege risks.

Fleeoe within the clrreh! Fisk moRooement process

Bow Tie Analviis is an addilional ool the current risk managemeant process and has o he
managed in the same way a8 the risl register. Bach time the risk rezistar 15 updaled ihe Bow
Tie Analviiz have (o be checkad il i1 neads 1o be updaled. Linking the Bow Tie Analysiz o
the risk rapisier ansures thal the Bow Tie Analvais i3 conlinually uplaled.
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7 Monte Carlo Simulation

This chamer sioarts with the exofanation on the Impaortanoe of oconrale data (70 ovid
perforis Monde Carlo shrulitions for dhe business vodues econiomye aid gaaline of supnly
{7.3).

7. Data Cality

Dring the analvsis ol the risk reesier and he rigl analysais i1 becane apparent thal ihe data
gualily used 1o simulate the expeciad rish position was ned azs accorate as it showld be, Thiz
daia serves as inpol daia for the Monle Carlo Sumalation this dicectly allecis the rzliability
and accuracy ol the simulation, since a prediction ahoul the Nulueg canngl be more accurals
than the dawa ey arz based on. This lack of accuracy hecame apparanl in as well the inpul
variables and the double counting ol rishs.

S Tewir veriabies

Cheching anput vaniables 15 o mgjor imporanes belore running any gimulation, zinge
predictions: cannal be more aecurale than ihe valucs they are bazed on Within ihe rigk regisicr
there are maximum seven inpul values that have (o be cheeked (1) the Tambida, which gerves
as inpul varable Tor the Toiggon disivibution, {21 ceonomic impacl. (3) quality o supply
impact, (<) legislation impact, (3) salely impact. (0} cuzlomer zaiislaction impact and (7}
austamablity impacit N haz 1o be neded thal the cheek of the mmpu variahle: 13 Timiled 1o
venlying whether the datain the risk reaister equals he data in the nish analyvaig, Tn case there
19 an inconsisienes between the wo values the dula m (he nsk regisier s adjusied o the dala
in the rial analvsis. The review ol all inpul variables resulted o some remarkable (ndines

s  The risk mairix as delined in paragraph 3.2 18 not compleiely copled correclly nlo
ARM. For the input variables ceonomy. quality of supply and salely are correed, bul
the remaining variables are ieorrcsl Problem wilh thes part ol the rigk matrs s thal
the rangs of cach impagl category is defined incorreelly, Tnstgad of reflecting the
ranges as delined m the nsk maliy ARM sull uses the delfaull values of the program
To ged all tus daa up 1o date and correcl would requice e time tha 15 availabla o
review the inpul variables, Therzlore these three husiness values are hept ool of the
gumulalion.

a  More than 50% ol the values ol i remalnmng wpat variables for the simulation do ned
cerrcapond 1o he values deseribed in the rish analveiz Most of them being igher in
ARM then they are cstimaled in the righ analyais,

22 Dble visks

Within the risk register there are riskas thal describe the same evenl, resulung in double
couniing of risks, The fust reason Tor this 8 doubling ol rigks 18 the Taci (that not all risk are
described at the same level, ilus can resull 1in a man nsk and for example two detal nsks
describing just a small pact of the main sk are both added w the risk reasier. A second
reason [or douhling of risks 18 that there are some risks analvag initiated by the canse of ihe
problem and some by s consequence. This combined approach can resull 15 overlapping
risks. To prevenl double cowiting one of the double rigks is aither deleted ar anaply axcluded
ram the simulation
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7.3 Simulations
This paragraplt shows the resull of the Monte Carlo simalaiions of the husiness values

gconomy, quality ol supply and salety.

Z2 1 Pooneman

Fioura 7.1 shows the rezull ol the Mounte Cardo simulauon G the busingss value Economy.
As can bz szen [rom the lgure bz sanple mean equals 26 million Ewo which 18 about 20%,
higher than he real economic nak. Howevar 15 a reduction al” 270%, al’ the initial rigk
posiLicn.

Worne Gz Senaicr fon Zoeee g, = Salege Crov ke iy or & pn 2009
53 Elews, "0IZ2 Ly, ore, Raredoge Sewe (1212055550 S glize Tape Zuoieen.
Sarent Wean rFargkel 85086 0 L, Wesr (A et ATDITIOTES S0 15515 TS IV M
Tacleaey Zata Fagal FrsT € o 2003 7ol T Jar 2010

SL mber o CozLrarces

Fipure 7.1 Muonle Caclo sionnlalion busioess value coonomy

L33 Chaling of supedy

Figure 7.2 shows the resull of ihe Monie Carlo simuladon for the husiness value gquality of
aupply, As can heacen Mrom the lgore the sample mean coquals TS 000,000 minuics which is
Sull &8% abowe real number of 3 DO0000 nunotes ol Tost costomar mingles (Fagenl Nelwerk,
2007a), but an imiproy cnegenl of mare than 1%,
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723 Safery

A zimulation ol the expecied nisk position on salety does nol resull 1 a wsable oulcome. A
aumulation results i expecied value ol let's say seven. Inlerpretation of this value iz ool
possible since 18 just the awn ol the reault o a simolation over 300 risks, & valug ol 30ven
could he merpreted as sesen accidenis with dead each vear, bul i realily ol a swomation of
many small accidents rasulling v a number of seven. To gel some reasonable oulcome e
resulls should be comparable 1o the DART acore
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8 Conclusions and Recommendations

This linal chapler expounds 10 what exiant the objective of his research is zalis(led Ty
formulating the main conclusions ol this research (8. 1) Subsequendy recommeandalions are
made lor both application of e mathods in practice and Goe the optomisation ol the meilods
by Turther reseacch (8.2 First o all the oly2clive of this research is repealad:

Prelerinine the pisk position af Enexls and eke e effectivencss of fer \nalicy ail the risk
pexsftion sfeovetioadde aad proctioadh provaile,

8.1 Conglusions

Reazan Tor his rescarch Tormed e currend sk management mealthod of Eoexis and the
averegtimated theoretical rigk pogilion Encxiz obiereod improvement polential the risk
management process and he determination ol the theorcical risk pesition, The uge of thiz
impravement poleotial 1eads o improyved decision making

Fnesis implemenied the Rish Based  Assct Management (REAM) methodology, This
methadology has 10 guaranies an oplimal rish reduction within the exising consirainia of
available lunds and people Therelore il iz importand that Fonesag can ealewlale itz rizk posilion
and the clfeclivengss of the policies on the reduction o thiz risk position The currend risk
management  proces3 resulta ino 4 over-estimated  rizk posilion, Doe 1o problems watlh
inlzrrelaliongdovedap the calewlaled risk position ol Tnesiz shows an aver-celimation ol ihe
trug position, A gver-calimated rigk position may trigger mwwe aclions and cwponses ihan can
be qustifed on the basis of the acoal nsks Enevis Gaces, Evenlually this may lead 1o a colwre
ol incorrect decision-makine and overspending,

Froum risk manacement there are saveral methods en lechnigques asailable Tn s study Bow
Tie Analysis and Monle Calo Simulation are subject of research. Bow Tie Analvsiz 15 a
digerammatic way ol describing and analvsing the pathways ol a nskh rom hasacd 1o
outcomeas and reviewing controls. The Monte Carlo Simoalateon is a eenaral method Tor
reprasentine amd sumulalion ol swochastic process by svitemalic drawig Teom probability
density [unclions. Tn the current ailuation Enexis vse: Monle Carlo Simulation 1o caleulate s
risk posiwion. Thisg research Tocuses on providine insiehi in the unerrelaiions batween rshs
and the relation between rish and rish manaeement policies with Bow Tie Analysis and tha
inprovament ol the calculaled risk position by assessing the accuracy ol the mnpul vanables
or the Monte Calo simulalion

The research staried with the calegorization ol all risks i manageable calegories a3 sugpested
by Cretkonvich & Earle (1983). The main couclusions with respact 10 the caleaorization ol
rigk arg

1 Fleven risk colegovies fov Fnexi
The catcaort=ation of the 300 active rizks resulted in cleven calegories which mget he
desiecd attnbuics Tor ideal sk calcgorization delined by Morgen e ol (2000} The
calcaarization resulted in 25 011 30 rvisks por calcgory wlich s aszumed 1o be well
managsable

Nexd glep i e rescarch was the application ol Bow Tie Analvsiz on cach of the risk
calegorica Thuzlo ime constramis e Bow Tic Analvaig g only applicd on iwo o the cleyven
rek categemes The mam conclusions wilth respect o the apphicanon of Bow Te Analvyis are
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Lo

B Tie Aricl1sis are applicable willin the distribudion neoworks

Bow Tiz Analvsis 1z a proven concepl, lhioneevar it 3 sUll in s mlancy within the utidity
industiey. There are some initiatives o apply the Bow Tie Analvsiz Tor the transport ol gas
and electricity. Howevear Enexis 15 aclive in e dizteibudion ol gas and 2lectnoiy, a eld
wluch can ool be compared wilh e franspor o gas and alectricily. Since the bransport
and distrihution are o complale dillerenl Nelds there 12 ooding Lnowo aboat ihe
application of Bow Tie Analvsis within the distribution. Thas research has proven that ihe
concepl of Bow Tie Analysis 15 applicable Tor netwark operators williin distribulion
nalw orks. Furtharmore 1l provides a comprehbansive gudz o apply Bow Tie Analysis.

The Bow Tie Awalrsis provided the desived irnsioht in ihe relation between risis ond (he
fink behvesn pisks ancd policies

Bow Tie Analvsis proved 1o be a powerlul ool wo provide ihe desired insight in the
relation babween riska and the link between rizks and policies About 73% ol all rizk in ihe
risk register can be assionad 1o one ol the 2leven Bow Tie Analviia. The remainig 23%
ol the rigka are relalive ingignilicant rigks compared 1o ihe oncs assigned 1o the Bow Tig
Analyaiag, These linding conlirm that Bowe Tie Analviz g padicular suitable lor large
problems and ithat i1 is impogaitle 10 assian all raks 10 a Bow Tie Analvais, However the
Bovw Tie Diagrams allow Engvis do give a briel overvicw of all main rishs and ihe policies
in place lo deal with these righs,

Owernaiifving How Fie Analveis is g complex wiaifer

Literature abouwl quaniifving Bow Tic Analyvas s rare and therelore thore iz Timiied
knowlodge how 190 do o, Based on the available lierawure i1 can be concluded thai ihe
guaniificanon of Bow Tie Analveis 1y hard and requires o Tot of micrmanon aboul the
ellectiveness of barriers. The quanbilication of barriers 13 complicaled hecaose there are
laciors Involved wluch do ool lend hemselves lor proper quantilication, eq. human
lanctioning, Based on these complicaling Tactors and the Toned amounl of koowledes
ahoul iz oiMectivengzz of barniorz i1 ¢an be concluded thal Enexis 15 currently nol able Lo
quanitilyv Bow Tie Analysis. This directly allects the ability 10 determine the elleclivaness
ol the policies on the reduclion of the risl posiion

Finally ihis research studied the umpact of data qualily an bz accuracy ol the calculatad risk
position willy a Monie Carlo Sinmdation. The main conclusions with respecl 1o the pact of
the dala quality on the theoratical nsk posilion are;

L

2]

Phirwet relotion between auoneal) dola el and voonracy: theaverica! rizh posiion

The results of a Monle Carlo Simuolation depend are bazed on the mpui vanables, Sinee
the resulls of g simuolaton egnnol be more aceorate than the dula ) s bused on there s g
diract relalion between dala quality and the accuracy ol the nsk posiion. This i3 perlectly
illusiratad by this research, as e improvameant ol the data quality resuled 1ogether with
thz exclusion of overlapping riaks inoan unproved accuracy of the risk position hatween
[O0% and 270%,.

Cheerlagpning visk cosiribute (0 the overesiimaion of e risk mosition

D o mereclations bebwesn rishs there are nshs in dhe risk reaister thal osverlap each
other. This ovedapping of rishs resulls w the double counting of these risks and directly
inlluances the risk posiion. The Bow Tie Analvais viswaliesd izse inferrelations and
based on these [indings double risks are escluded (ko e Monte Carlo Simulauon
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resulting ingeilier with the improved data accuracy o the above mantioned improvements
ol 100% up 1o 270% al’ the risk postion.

8.2 Recommendations

The application of Bow Tie Analvais provided fhe desuad insight in the relation betwean rishs
and the link between risks and policies and the improvemeand ol the accuracy of the inpul
variables resulied w1 an Impros ed theoretical risk position. However this reseacch resulied in
the obsery ation of a numbear of shoricomings. These are formulated in the nexl paragraph and
directly [ollowad by a recommendation Lo deal with i

8270 Recommerdations ey opismlize e wee of Bow Tie Amifvsis

Al this mimant i limee Tnesiz 1g nol able 1a wse the Bow Tie Analyvsis o s (oll condeat.
Enexis i3 not able o quantly (he Bow Tie Avalvaia resuling in miszine the opporiuily 0o
deiermine the ellectiveness o the risk management policies with the uze of Bow Tig
Analysis.

Lo Deferminalion effectiveness harvicrs
Ouantilicalion of Bow Tie Analvas require detailed imlormation and knowledac about ihe
clfectively ol barriers, zinee thig mlformation and knovledge 1= currently ol avalable
Encyiz iz al this moment in timg ogd able o perlorm the Ningl sicp ol the Bow Tic Analysiz
and quantily the Bow Tie Analvaiz Therelore i is recommanded thal Fnovis porflormg
lurther rezcarch 1 the cllectivengss of barriers 10 be able 1o use Bow Tie Analvsiz 10 s
Tl conten

2 Medicete sffectiveness herriers
Ilntil the ellectivensss ol each hareier 19 Lnown il @ recommendad 1o indicale ihe
ellecliveness o each harrier according o the barrier classilication delined in Chapler 0.
The indication aboul the ellectiveness ol 2ach barrier allows Enexis roughly @stimate ihe
ellectiveness of thair policies.

822 Recomnendalions o eynindze doonrde) of the risk posiltion
Although the exclusion of overlapping risk and the improvemant ol data qualily resultad ina
apectacular improvament ol the accuracy of the iheorelical sk position ol s sull
gversstimated, Thiz ovoercatimation vancs between 0% and [00%),

Lo Deteraination of coreect ingd jfor the sivanlatinn

The gt Tor the simulation has 1o be delermvined cven more accurale, since the reliability ol
the ginwlation depends inihe exactness of the inputl varnables, Willy this is armed at the choiee
ol the prebality disinbulion and the parameters Tor the probabibily disibution

8 Thiz research assumad a Toisson diswibotion as probability distribution Toc all sk
variahles. TU i3 recomumended 1o 38 up an inquiry o possible olher peohability
distributions Tar the risk variables,

# Tn casc the Poiszen disletbution i3 chogen the paramoter estimation ol the Poisson
digtribulion: should be even more accurale. <ice this requency of e occurrence off
event has a laroe inlTuznce on the sk pogition.
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2 Bmpwrove assessement of pisk level

The severiy of the conzequences las a major inlTuence on the sk posilion. A5 18 concluded
in the previous paracraph the severity o0 e individual nsk is overestiimated. Overestimalion
ol hzse tnpal variables result i an overestimadion ol g visk position. To solve this problam
Enexis should consider several things.

= People tend Lo overesiimaie risk because people rather crerestimate the nisk then they
undereslimate the nsk. Tis recommended that Enexis sel up an inguicy 10 [ind wayvs 1o
lel people sel more realistic risk levels.

s Tn ¢ages where rigk levels arg based on limited amount ol Jata Tresis uses Trangiton
probabilitics. However dhese iransition probabiliiic are esumales withoul praper
qustificalion, Therelore 11 1g recommendad thal Foexis map all trangitian probabilitics
wilh g proper justfeanon This wall result i more reahstne nsk levels
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Appendix A Risk management process Enexis

This appendix will give a ceneral overview of the nisk managemeant process al Enexis (4 1)
Alter thal each individual parl of the process will be discuszed o detail. Startine with
invantory and analyye ol viska (A.2), [ollowed by the development ol strategias (A 3) and the
developrent of tactics (A 4). Aler thal the ranlding of bodllenzchs will be discuszed (A 3) and
(nally there will be alaborated on the evalualion ol 1aclics (A 6).

A1l Managing Risks and Tactics

The rish managemant process (Neure A L) should provide and take care ol an optimal risk
position lor Enesis. This rigk position i3 oplinuzed for the so called business values provided
by the Aszel Owoar against minimal costs. As manlioned helore the nsh managemant process
comaing the following live steps: (1) invenlory and analvee ol risks, (2) developmeni of
atrateoies, (3) development ol tactics, (4) ranking of bottlengeks and (5 evaluation ol lactics,
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Fipure 4.1 Risk manugement pricess
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A2 Inventory sand analyze of risks

The sub process ol wventory and analyee risks {gwre A.2) provides isight e the risks that
Enexis laces with 118 assels. The process #lans with a risk annoancement with possibly need
an exlanzive analysis. Each rish @218 a rough assessment and il ilis asseszmeoni rgzulis iz arigk
leval ahove a cerlain lavel it will bz exlensively analvsed. From the results ol he analvsis the
risk positon 13 consclidaled. The process resiricls 115 sell 1o the husinzss values dalined by ihe

Aszr Orenr and the lechnical azscls,

Fipure A2 Invenlory aind aouly oo risks
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A3 Development of strategics

In the suly process development ol siralegies {lgure A 3) develops stralegies lor the selected
risks which are the basigs lor the developmeand of 1actics. A slralegy conlaing oue oF more
aolutions. For each solution the swrateey containg @ caleulalion Tor g refurn,

Fipure A3 Developowen! ol sirulegsics
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Ad  Development of tactics
During the development ol lactica (Neare A 4) stralepies are lranslaled inlo posaible lactics.

With the wse ol a asgessment model ihe iactic with the highest relurn 13 chogen w0 be
inplemented.

Higleyic Ausel
Murraysnanl Pl=n

Duvedup Bl-aluyioye

Sbaleyy

Suluul Flratacy

E abarela aslutione

Evaluaze Tactk=s

Dwtanmlna Tacrle:

Ruyunsl La =y

Rank Eftlanackn

Kanays Toulks

Narageniani
Intrans DacLimanra

Fipure Ad Developmenl ol Lacilicy
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A5 Ranking of hottleneclks

The process of ranking holllenecks (Ngure A 5) Tooks aller the optimal allocation ol the woial
hudgel over the various taclics. Based on the desired perlormance ol the network by the Asael
Onwenzr the Assel Manager proposes a budeet allocation aver he lactics. This proposal will he
adjusted with the maxinum bodger ayvailabla lrowm the Asset Owner
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Fizure A.5 Ranking of bulllenschs
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A6 Evaluation of tactics

The linal stzp o ihe nisk management procass 15 the evalualion of rishs, stralegies and lactics.
This evaluation datermines whather (1) the ellfzcliveness ol the sirawegies and laclics 13
Aullicient, wily othar words wheilier the intended risk reduciion is obtained, (27 the risk level
shoald be adjusied as a result of the lactic, (3) the Lactic 15 exacuted accordine 1o applving
planning and appraisal and (4) the elliciency ol the wactic can be optimizad. Based on ihe
determined allectivenass and elliciency ol the lactic he corresponding sk lavel can he
adjusted or thare can [ollow a reconimendalion 1o redevealop the straleey orlaclic

Fizure A0 Evaluation of Geclics
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Lo 4 [exis

Appendix C Risk assessment techniques

Techoiguae

Dresiriplion

Foal e muods: annd ellcel analysts

There are several tepes ol FREA: Design (or Produey FTREA
which 15 used Jor compeneots aad producls. Syslom FRARA
wlich 15 used Lor svslems, Process PMEA wliea 1z ouzed lor
manuCgelrmg and  assembly  processes, Senoaee FAEA and
Sovllaware TRATEA

In U case o Procoss PMEA, e sk Priocly number
combomicn of soeriy ol Uwe Talore, the [odurs esuse
ovcmvne dwd the deleeion ellectibvapees) s delernmed w
Prioniiies thae dleans Tor Dooher aelion eoasderaticar 1Ty ooy sis
b usually semi-qaantilalive, bul sclea] cat lor ocorrence i
delecliom can he nsaed.

Lol e woendee, el ozl erilicolily auwly $is

IEALCA  vatcuds o Desivn 15004 o Qe voell Tooll 1
idantilivg 15 rundos] avcorhiog fo e cembims] dlweee al s
Likelilwod of oscurrenes snd e severits ol ils eomscgueness.
Thg mlyvsig is soally guaeliladye or send-guacditalive o may
bz guenlilivd vsing aelug] Liilure olus.

Foult s suzalysis

A lcehrigue wlieh starls el U undesires avent S Top Bven?
ael delencrwss o]l ee wires foowldeh i could oecur, TThese are
Alsploved wraplicolly oo logical cree disgraw, Onee e G
e b boen doveleped | consideralion shool] e givenn o ways
ol raducing ar elaoimoling polenliol cuoses § sourees,

[Laeur] oond operbilicy studivs dLLAZOPY

[lASOIE 15 o cenwrwl proaoss ol msle Deotd deulion o el
Presssibde deviotions [on the expesctod o o] serlarmimee. 1
Laes &l ideveoTad hased soslen,

Feliability ventred wainlenuoes

Reliakilil Contred Maincoanes 1RCW 35 8 method o idenlily
the policies it should be implamenled 1o oanage Liilires sooas
Lo ellienenly ol clleclvel acluee e megquoed  salely,
arvatlabilily s eeoromy ol oacralion Lo adl tyvpes of equepnzenl

Motk anulysis

Mlarkow  anmulyvais, somotimes celled  Slele-Speee amahosiz s
wcommonly usesl 1o e analysis ol repaicabls compoes 2yslans
thal con exisl im smucliple stales, Dclodons vorious slesrided
sate:.

Hurnen reliabilily analysis

Hurmim relighility assessment (HEA) deals widy the dnpael of
Linnime omosvslenn porloatameey ol o b ogsnd o cvylsade
Lovareena errer imll o ool seshon,

Frelmmmars bagard waalyss (JHAY

TPHA 5 o stmple Daduet e melled of analvas whose objeeiive 15
L idemdicy e heerasds aod, hagandas siluglions sed evenls thil
Ll et s e for g povennaelivily, Lty or systenn.

Ex el trowe anals 50

Tlsine axwlaclbve recsomng Lo lemshineg ikelibood ol dillerent
rnlialmy evoels il posiible ouleomes.

Braimslormmy

A means of eallseiing o browd sel ol weas and evalugtion, ranking
them 1 # Leomt. Browrileoming may e stunulated by prownpls or
[y One-can-ore and onc-on-many kel el s

Slruetured or Serni-Sirnelared Tnlenaews:

Aomeans of eolleeling o broal sel of weas ol evalualion ranking
thetn 11 o L.

Dwlpln Teelrnoues

Ao ol combinng cxperl opmions el may supporl so e
ansd @llvehs Wleanilicelion, Hhaelilusnd aud corsagua ey estnnation
ardl 1isk eviluglion, [ 1y o coelluboralive esdlmigus Lor boildig:
aoTpsatin s lvelvivg indepencdanl srelysis and voling Tee capests,

Cluecllizls

Cheele Timls wre Bisle ol teeansds, mahe o condral mlures Thinl hivee
been Jeveloraed usoelly Doon eaperiones:, eillug gz o —esall ol
Prvions sl ossissinenl o1 s o ool ol past Tilores.

Coonsgusaew Lo il Blaiis

Tl eorseguence Dhelilosd weins 15 o neeng o eoaobiniy
cuglilaiive o send-gueclilative ralings ol conseuence ol
likihibood o produce o level ol Tish or 28k ratmg,




1y et

LirA

1By uleo be colled barrier anmlyzisy T allows comtrols and their
ellechivenez:=s o Te eva wiied

SWIFT

A svalem lor prompling o e o wdenliy msks, Boenmally osed
weillin o Lecalilones] sworkshos, Mormmalle dobed oo rish amalyss
and evaluaiion weehigue.

Dhesiston Tree

TPHA 15 o simple wdocl o metlod ol analysiz edose objeciive 15
Lo tcdenti’y Uwe hazasds amd, hocandacs silualions and eeeniz thel
il col s e Loz o e enaciivily, Taeililn or system,

Bow Tie Analysis

Elosw e amalvsis 5 0 sunple diagrommuatic war o deserbone and
analveing w patheays ol o oigh Oom haeords 1o ogteomes and
movioeelny conteels [oven e considered o be o connbimidion ol
thi thinkine ol o Mall mes analssng e saose ol an eeent
Crepresen.od by the kool ol o bow el and an oveal ree samalvaing
Lthe eonseguenees

P Carla

Morde Carly stolation s wsed e oslablish the aeenoeale
WArALon 1 a sskern ol e resulling Irem the vurialions i [
number ol inputs whore cach opul bos g delined distribition and
the amnaals sz recula] e e oulper vin delioed relaicistope, 1w
analvsis cur e csad Loz o speedlie wode]l wlwre the miers cions
ol thee various opos s i eoca sl delingd, Tl inpots cun
b bgged wgoony o vorsely ol distcibolion ey aeeoréinge o Qe
wwilu ol e ueerlondy Qs ane mience] o wparesent. 1o 1isk
asgvsownl,  Iriongular disiniouions o beln disigbuions ura
wonmonly used.

Lol Clause Autaly ss

A single Doy ol kag oceurTed 13 analieed m1 onder ko onderstad
contrbolos couses amd bow the svslem or proeess om be
mmpreved  looogvold suell [ulune losscs. The analvsis show'd
vt el eonlrels weore o ploes ol L Gooe the Toss occomed
and Loy conlrels might ke ipros ed.

The Hawwd Analysis and Crilieal Coorol Peinl 15 a0 seslecalie,
provciive. mmd provenlve svslem Lor assing prodoe. qualily,
mehiolility . wrud solily ol processes by Iocasuring ool mwsanloiug
spocilic charactoristivs which aee reyuired W be within delined
liFmits.

Frvimsnanenlol Risk Assessmoend

Thieards e denbiBed amd soolvond o possible by by
wlich o spovilied usge wdghl be esgaosed e e lecand are
wdealifed. Tolormalion en the evel of esposure uned the naare of
biarm eauscd by a piven Jeve] el eapesare are combined Lo give o
Adeseription ol b molune al'tisk g ils lovel,

S Al iy

Fuossihle [ulume seenunios wre ilkadilicd Qooush iougioiion or
exlrapolulion e e st o dillerenl nsles corsidered
dszuuny el oo these seamries vapal ooer Tlis con e dene
Lomolly o idoroally gqualilalivily o quamlilolisvey .

Busnwss Iimpoel Analsy ss

Trovides an amy s ol bose ey dsouplion risks cowld olieel on
crpadeion s opersliong amd  lenlilies amd  gueadiles e
aipratbrlilis the weould De esuinad Lo g i,

Canrse & Congenuenes Anal ss

A combinalion of Doull and ovenl oes malvsis el allows
lusion of Lme delavs, Bolth causes and comsequences <l an
rulialimg el are corsidered.

Canse caad el amnlysis

An elleet van hove o number ol contbulons Taelors wloch moy
be grouped inlo difTerent colegerics, Cencibulorye Melors aee
wlenlilicd wlien lhrough braimsomming and displined noo ee
slruclurs oo [Tshbones divgrom.

e Cinewsl Aagaly sis

Soeak Anwlvsis vRAD s oo wthodology Tor idelilving cesign
ermors. A soesk condiliorn 15 oo lacnl hardweare. sollvwans, o
ileprated condilion bal may case an wreasled svenl o oo
or ooy wbibil o desired ovenl and 1s ool coused by coviponaa
Luilere, Lhise vonpdilions une cheractiarioad by wir randonn nature
and wbdily o esenps dJeleiion during Qw sl sperons ol




slandurdtevd sostemn les s Smeals condillons con cause Impropes
cpauiear loss ol @veiem cvadaleliny . progron Jdeloys, 0 even
Adeuthy or inguey 0 perscannd.

Banesnim Armly sis Blovesuun analvsis 15 8 stalislical proccdars whica uiliees prier
diglribawiom data ey assess e lkelihond ol he resull. B esion
analvsiz dappauls uvpon e gevursey ol b prior distribodion e
Aoy oo geeoraie Tesull, Daeesion belicl wotwetle el cause
and cllecl w1 oo varelr of dooonss by caplunng probakilistic
rizlaticnsmpa ol voriable ol o dermos a cesull,

Tuble C.1 Rislk Assessmonl Techoigues (ESOCLEC, 204E)
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Appendix D Applicability risk assessment methods
Table Tl shows o each siep of the sk assessment process the application ol the mathod
describad ag baing aither strongly applicabla (RAY, applicable (A) ar nol applicahle (NA)

sk Asseszment
Toarls & "Tavhivigues [ Hisk twalviic | Rish
Rizl Tdentifiration Cnnscdnenee [.ileelilinng Loovel of vick T luatinm
T e el amcl Nzl amalveas Ao T R o A
Tl micele, clToct amd cAlizaline aralves KR 5 LA HA NA
bault oes analygis NES A A A A
Harzard and opcrability studics (H29 20 BA 24 A A A
Felisbilice corien 23 maintanan o B4 2.4 SA KA b
hlarkoe noalvaia A Iy 4 b A K
Hurinn icliahilite anatvais B34 B4 54 HA A
Lrelimineay hazard anabyaia nAa [T WA A R
Tovenl ot snalysis ot g4 a4 A A
T =l A P A hA A
Ehuchiwd m HSori-Sauctimed Tnlomicws a4 Rt A A A
Telphi Tochangue. LA Y Bt T A
U liecklists BA by 2, N ] K
Clevac wenc Tk cliToed atnix A 54 54 HA A
14144 A [T N ] K
SWeIH T A HA 4 WA YA
Iezivden | R LA A A A
Bewr | oo Analyis b A 54 HA A
hirmarz U mrln R S LA A A
Toomil 47 Amidlvais A Y a4 A A
AT EA LA WA A HA
Trrvinomnenad Risk Aescaanenl LA g a4 A 54
Saanarive Analygis aA A A A A
Buaincaa [mipact Aoalygia A 24 A A A
Clomse B Ceia cgquenes Analiis A 24 A A A
Cloze and offoet analyaia A 2.3 A I 2, R
Sncak Circuil Analitia A [ A [ R
Favasian Analyg . [ [ b I A HA

Table D1 Applicability of visk asscssment tools tor risl assessmet (SO0 C, 2008
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Appendix I Example Monte Carlo Simulation

Simple examples of Moole Carlo shnulation are alnost ambarrassingly sinple. Suppose we
wanl 10 1ind ool the probabilily hat, ool of 2 group of thirly people, two people share a
hirthday. Tt 18 4 classic problam in probability, wilh a sueprisingly large answar,

Classically, vou approach oo like this. Tick people (and their huthdays) randomly, one al a
tome. We will kesp trach of the probabilily that there are oo shared Birhdays.

«  The lirsl person can have any bintdwday. and there g sull a 100%, chanee ol no shared
hirildays.

a  The second person has one chance ol overlapping with ihe Giest peraon. zo therg iz a
3045305 of placing lumcher withouwl an ovarlap, The probabilily of no sharad hurthdays
is 36413635

a8 The third person hias 1wo chances ol overlapping wilh e Lust bwo penple, sothare s a
363305 chance of placing himher withowt overlaps tlwo dave are {akeny The
probability o no shared bieihdays s now (36473631 « (3063/365),

a  The lourth person has thiree chances of overlapping with the [Irat three peoplz, o thers
15 a 30273035 chance ol placing hinvher withowt ovedaps. The probabilily of no ghared
hirlludays is now (3047303) =« {(303/308) « (3027305).

s The thirtieth person has 29 chaneces ol overlappuug with the Tiest three peonle, 30 there
15 9 3306363 chance of placing himMer withoul ovedaps The probability o having no
ahared birthdays iz now (304/305) = 303303) = 3627303y » | = {3305305)

The overall probability ol no overlapping birthday3 iz then G294, civing a 7 1% chance thai al
leus| ome par of people has overlappmg Wtthdays 10 not oo complex 17 vou see the inck ol
kegping track al the pralbability of sero overlaps, rather than tving 1o add ap the probabilits
ol ong or more meedaps. T aleo takes some thooghi 1o cealive hat e probabilities are
conditionad proparly, 80 thai nwlliplying logzther all the VANOUS

P(:‘h" " persin doesn't overtap) fiest N -1 people don't rwe.-'.-’ap) lactors,

With a Mol Carle Simulation the solution 1s conceplually vary ahmples
1 Pick 30 random nwuabers in the range | 1.3035], each number reprasents one day ol the
EIT.
2 Checl 1o zee il any of the thiry are equal.
Cin hacl (o step | and repeat 10000 Limes.
4 Report the Iraction al tnals thal have matching birthdays

!
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Appendix I' Law of Large Numbers

The Law ol Large Nwuobears (LLNY 15 a theorem in prohability thal describes the lone-term
alability ol the mean of a random variable. Given a random variahle with a (inite expacied
value, 1l s values are repealedly sampled. as the nwnber of these obsaryaons incraases,
thew mean will lend o approach and stay clase o the expectad s alue.

To prove this LLN another umportant iaqualily called the Clhiebvshey Tnequality 15 needed.
Theorem  Ohebpshey Imeguntity Lot X be a discrele random vanable with  espacied

value g £{X ). andlet & = 0 be anx positive real number Then

P([X ,{4 2 Fj_ -

FrooiLet m{x)denole the distribuiion Tunclion ol V. Then the probability that v differs Trom
£ by atleast £ i3 given by

p(l;( _ ;,I = ;:-) Zm(r).

|.‘|‘ _.l-'| i

Wa know thal

V(X Z (- ;{):rrxl:x),
and this 15 clearly al least as large as

Z {x ,u): EH{.\‘.‘} ,

|.'|.' | e

aince all the summands are positive and we have restricled the range ol summalion in ihe
gecond suny Thul this Tast som iz at Teasl

Z. :‘:':.l}'.![:.t') £ Z ”.E(_t.) & :P(]X _ #4 = E)

|: _;.1"-:.' |.-| |_-|"--.'

S0,

J"(I A ,14 ped .t} o L[E“:()

=

Ntz that X i e above theorem can be any dizgerele random variable, and £ any positive
number

R
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With uge ol the above stated Chiehvehey Tnzquality i1 s possihle 10 prove e LLN

Theorem Low of Laroe Numbers (discrete proibifine distribniions) Lot X V.0 LX) bean
indapadent  drials  process,  wath  (nite expecled  value  u fr,'{_‘(__r) and  linule

VANang a- P’(JL} ety X +X.+ +X Thenforany & =0,

Ay i
Fl—- ,u{ 25 =
M K
as s — 1 Equivalently,
|r.'. J.".*n b
P| —feE =l

Wy o — o
FroofNinee X V. L X are independent and hay e the same distributions, we can apply the
cencral properiics ol variance, W obiain

-

i«'{h’n) T,

And
_|rf. Hn o T :
Lmyoom
Aleg wir know [hat
S
0 T
o)

By Chebyvaghes's Tneguality, forany g = 0,

| p :
| Y . AT
Pl pzeg =—
AN JonE
Thus, lior liaed =,
i 5 . k!
Pl=-mze =10
\ i XJ
as s — w0, or equivalenily,
i
F

a8 M —3
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The LLN can eazily be illustraled using the rolls of a die. A die is multinomial distributed. so
the values 1, 2.3, 4. 3 and 6 are all equally likely o be rolled. The expected valus ol a roll
with a die I8 the sun o the probabiily ol each  ouwlcome dimgs (e

. # l l l l l l I
ULy f Z por, —xl+—=x24—wdt—wd+—x5+—x6 335 Ficure F.l shows
L & & & 6 6

the results ol len runs of the zaperiment ol rolls of a die. The experimend caleulates the
averace ol e die rolls aller each ial muooos e expectad value, Figure FoL shiows (hat this
values deviates wildly around sero al (rst and stabilizes around the expecied value of O as the
nurmhar of obser alions bacomes large, as is proposed Ty the LLN.

Law Of Large Numbers

250

250

1,50

1.0

500

]

-i3,50

-1l

1,50 4

2

Average ol IHe Ralls minms Eypectesd val

s

-3

#+ Iriuls
Fipure B.1 Averape ol Dic Bolls minws Eapecled value

Anmher example ol the LI 15 11ip ol a coin. Since the peobahility ol heads is equal o ihe
probabilile of tails, both have a probability ol 30%. The expected dillerance hetween ihe
number of heads iz 0. or the expected exeess of heads over lails (or the ollier way around) is
(*o. Figure F.2 shows the results ol len rung of the osperiment of TO00 Mips with a cam, The
graph shows that the excess ol heads over 1ails deviates wildly al lirst aond stalnilives around
the expected yalue ol 0% a: the number ol obseryvalions becomes large
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Law of Large humbers

[ LI )

WKL

RIS

Rrceia hiada sver tanls (M)

B e b Y

4 1rials

Fipure B.2 Excess hesids over Lails

the previows scelion discuzaed the LEN Tor disercte probability diztribuuons, This law has a
natural analogus [or continuous probability distribulions,

Theorem Low of Lorge Numbers fcortinnons probadiline diserimiions) Lel Y, V., (X be
an independent mals process with @ contnuous Jensuy funclion F, fmile expecled valve o
and linile variance ™ 1ot X, +X.+ +X_ be the sum ol the X, Then lor any real
numbers 10,

1 i i
R I o
l|rnf’| —f=E] 0,
oo ﬂ .}
or cguivalenily,
o W R
lim # —gas
noaw Ly 3

Since e prose in completely analogows 1o the prove in the dizergle case i iz nol dizcuzsid
hir



