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1 Introduction

‘Everyone has the right to the protection of personal data concerning him or her.’

This right of privacy is codified in Article 8 (1) of the Charta of Fundamental Rights of the Eu-
ropean Union. A broad definition is given in the second paragraph, stating that personal data
can only be used in specified cases and with the agreement of the person concerned or
some other legitimate aim.
Until the mid 1990s each Member State of the European Union had its own legislation on
data protection policy. However, this was considered to be a hindrance for the internal mar-
ket and its ‘free flow of data’. Thus, in 1995 a first Directive was passed laying down the
basic principles of European data protection policy. Subsequently, further legislative acts
were passed in order to regulate more specific issues.
The circumstances in which data protection policy takes place are changing constantly. In an
era of rapid technological advancement, new developments and inventions are becoming
increasingly popular. The last decade has seen, by way of example, an exponentially in-
creasing popularity of online shopping and social networking. While facilitating
communication and the provision of goods and services, those developments also entail new
possibilities for the collection and processing of data. Besides this, a growing fear of terror
attacks stimulates the debate about the future of data protection policy. The question dis-
cussed in this context is to what extent data protection rights can be restricted to prevent
such serious and organized crime as terrorism. This short outline indicates that data protec-
tion policy is a topic of steady relevance.
In the last two decades the European Union has realized the importance of harmonized Eu-
ropean regulations on consumer protection policies — including data protection - for the
establishment of the internal market and passed various acts of law. Yet, a view on the deci-
sion-making processes reveals that different and to some extent opposing opinions exist on
how to regulate the field of data protection policy. This has lead to controversial and pro-
tracted debates in the past. Taking into account the contexts in which former decision
procedures took place, this paper examines the European Union’s ability to cope with the
aforementioned new challenges of the policy field. Thus, the following research question
shall be analyzed:

What are the possibilities and limits of European decision-making in the field of data pro-

tection policy?
The paper focuses on the political limits and possibilities. It elaborates contemporary chal-
lenges of data protection policy and analyses what conclusions can be drawn from former
legislative procedures about the European Union’s potential to meet these challenges.
Therefore, it refers to the actors involved in the decision-making process and scrutinizes their
ability to cooperate and adopt legislation which on the one hand ensures the protection of
personal data and on the other hand enhances the internal market by allowing a free flow of
data. In doing so, it first analyzes the procedural capacity: Were the actors able to find a



common position and react rapidly to the contemporary challenges or was the decision-
making procedure difficult and drawn-out because the positions were too contrary? Informa-
tion about the different positions and steps of discussion can be gained by a review of
protocols and documents of the different EU institutions about the decision-making proce-
dures. Yet, the paper goes further and takes into account the consequences of contestation
and cooperation for the substance of adopted legislation. This is necessary because the pure
procedural analysis does not give information about the degree to which the challenges are
efficiently met. Could the actors adopt stringent regulation or do they leave wide scope for
the Member States to employ differing national rules that still hinder the free movement of
data? Therefore, the provisions of existing regulations will be reviewed. The scope of this
paper allows only a review of the most important European regulations in the policy field of
data protection that entailed substantial changes of the status quo. Consequently, a broader
analysis would be necessary to ultimately answer the research question. Yet, the subsequent
discussion leads to the formulation of well-founded hypotheses about the challenges of Eu-
ropean data protection policy. These could serve as the basis for further research that
evaluates more closely the possibilities and limits of data protection policy and propose prac-
tical recommendations to deal with these limits. This is, however, not possible in the current
state of analysis. Therefore, the paper should be seen as the starting point for an empirical
research project.

Focusing on the developments in this field on the European level, this work can be assigned
into the wider context of European policy analysis. This field of research has undergone an
extensive growth over the last years. Simon Hix (2005; 2010) as well as Wallace, Pollack
and Young (2010) have written main works in this context to which this paper will refer to.
The paper is structured in three parts. In the first part, data protection policy will be embed-
ded in a theoretical context. Different aspects of the policy field and its integration process
will be presented. As in most fields the EU makes use of regulatory policies regarding data
protection. At this point, reference is especially made to Giandomenico Majone, whose work
‘Regulating Europe’ (1996) is one of the most insightful and most cited analyses of regulatory
policy. Further, the actors involved in decision-making and theoretical approaches of possible
limits of European decision-making will be presented. Subsequently, the second part
presents the achievements of the main legislative acts on data protection and some points of
critique. This overview serves as the basis for the analytical part. First, two challenges of
data protection policy, hamely (1) new possibilities for data abuse due to new technological
developments and (2) threats of terrorism causing a necessity to intervene in people’s priva-
cy to prevent such crime will be further examined. Afterwards, evidence will be provided for
each of the challenges with regard to the question of the possibilities and limits of European
data protection policy. Finally, hypotheses will be developed taking those findings into ac-
count. In the conclusion possibilities and limits will be contrasted and the finding will be
applied to the theoretical considerations regarding the limits of European decision-making
processes.



2 Embedding data protection policy in European poli cy making

Until 1995 data protection was regulated on the national level. Since then, a harmonization of
this policy field on the European level has taken place with Directive 95/46/EC on the protec-
tion of individuals with regard to the processing of personal data and on the free movement
of such data being the first European legislative act in this field. A definition of ‘personal data’
is given in Article 2 of the Directive, stating that the term implies ‘any information relating to
an identified or identifiable natural person ("data subject”)’. Hereby, ‘identifiable’ means that a
person can be identified according to certain information about this person, such as an identi-
fication number. The term ‘data protection policy’ includes all measures taken to regulate the
scope within which those personal data can be legally used. In the following section the theo-
retical framework of data protection policies will be presented.

2.1 Characteristics of data protection rights

In many daily situations people divulge personal data - the registration at a communal office,
the closure of a contract with a mobile phone provider or the purchase of a plane ticket are
just exemplary situations in which people give away private information. European legislation
on data protection policy forces Member States to secure that those personal data do not get
abused but are treated confidentially. Data owners shall still possess control over the extent
to which their data are used. As citizens of an EU Member State, the data owners obtain a
number of rights from this state. Those rights can be divided into positive and negative rights.
Positive rights signify that people have a claim to certain benefits, such as education or asy-
lum. On the contrary, negative rights ensure that they enjoy a right of non state interference
in private affairs. The right to protection of personal data falls under the positive rights since
states are responsible for taking measures ensuring that their citizen’s data are protected.
The examples above indicate that data are collected and processed in different contexts. On
the one hand data can be accessed by national or European authorities. This is, for example,
the case in criminal cooperation. On the other hand, people need to be protected in their role
as consumers. Providers of services or goods typically ask for personal information of their
clients and process this data. Personal data are very valuable for advertising purposes. They
do not only make it possible to detect new consumers and create personalized offers, but
can also be used for calculation of businesses to gain more information about their clients.
Hence, further use of data for purposes different from the original one and trade of collected
data are profitable. Considering this, data protection policies can be embedded in the broad-
er field of consumer protection policy because the consumer needs to be protected from a
misuse of personal data. Although these two sides of data protection are not distinguished in
the European legislative acts that will be discussed, this work will focus on data protection as
consumer protection. In this context, the topic falls within the scope of civil rights.



2.2. Integration of the policy field

Over many years policies on the use of personal data were made on the national level. How-
ever, the creation of the internal market within the European Union changed this conception.
Different rules in every Member State had shown to be a constraint for trade. Economic
troubles in the late 1970s and 1980s and an increasing interdependence of the Member
States strengthened their effort to find common responses. The Single European Act in-
cluded the aim to complete the single market by the end of 1992.

Regarding integration processes it is again possible to distinguish between the two sides
‘negative’ and ‘positive’. Negative integration means the abolition of differing national rules
whose existence is not compatible with the treaties. This abolition of dissimilar national rules
finally results in market liberalization improving the free movement of goods, services, work-
ers and capital - a goal that was already stated in the Treaty of Rome in 1957. On the
contrary, positive integration implies that the Union adopts new common rules to replace na-
tional ones. Those new rules deal mainly with social matters, such as consumer safety. The
Member States agree on a certain set of standards that need to be maintained. (c.f. Wallace
et al. 2010, pp. 118-119).

The Commission issued a first legislative proposal for common action in data protection poli-
cy in 1990, which was passed five years later. The harmonization allowed a ‘free flow of data’
within the internal market, fostering the aims of the internal market. Neo-functionalists like
Haas would explain this harmonization with the fact that once a framework for the internal
market was achieved, spill-over effects took place including social questions, such as how to
protect privacy within this common area (c.f. Chalmer, Davies, Monti, 2010, p. 676). On the
contrary, intergovernmentalists like Moravcsik focus on the role of Member States arguing
that integration is pushed forward by national interests and ideas while supranational actors
only play a minor role. A review on the historic developments of harmonization shows that
both of these major theories cannot explain many characteristics of the integration process.
Hence, Stone Sweet and Sandholtz (1997) came up with a theory combining these two ap-
proaches. According to them it is costly for Member States to maintain different national rules
in an economy where transnational exchange increases steadily. Governments are therefore
anxious to ‘adjust their policy positions in ways that favor the expansion of supranational go-
vernance’ (p. 299). The result of this adjustment is that governments’ power to control the
outcomes is weakened while the power of supranational actors rises. Once this process has
started, the integration in one sector deepens and can have spillover effects to other sectors.
Thus, the theory takes as a starting point the intergovernmentalist idea of powerful Member
States initiating the integration process. Yet, it further argues in a neo-functionalist way that
supranational action with spillover effects to other sectors is the most appropriate answer to
overcome diverging trade restrictive national legislation. Indeed, as pointed out above, diver-
gent national rules concerning data protection in a common market hindered intra-community
trade, so that decision-making bodies favored harmonization of this field on the European
level.



This fact is observed by Pollack (2005) who thinks that ‘the creation of the single market has
put pressure on member states to adopt common or harmonized EU-wide regulations’ (p.30).

2.3 Decision-making on the European level

The basic legislation on data protection policy, the aforementioned Data Protection Directive
(95/46/EC), as well as Directive 97/66/EC, which was focused on telecommunication and
replaced by the Directive 2002/58/EC on Privacy and Electronic Communications, were
passed in the middle 1990s and the beginning 2000s. At this time the structure of the Euro-
pean Union was described with the famous three-pillar structure, established in the
Maastricht Treaty in 1993 and abandoned by the Lisbon Treaty in 2009. The first pillar, the
‘European Community’, was organized supranationally, while the second pillar, ‘Common
Foreign and Security Policy’, and the third one, ‘Justice and Home Affairs’ were characte-
rized by intergovernmental principles. As mentioned above, the common regulations
concerning data protection policy were regarded as significant for the functioning of the inter-
nal market. Due to the fact that internal market matters were part of the first pillar,
supranational procedures were used in the field of data protection policy. However, data pro-
tection policies that do not mainly contain an internal market matter belonged instead to the
third pillar.> This distinction was important because the power of the actors involved in the
decision-making process differed greatly between intergovernmental and supranational prin-
ciples. Regarding the Data retention Directive (2006/24/EC) the main point of discussion was
whether it belongs to the first or third pillar. With the entry into force of the Lisbon Treaty the
pillar structure was replaced by a single framework. The new treaty enhanced supranational-
ism, so that all measures previously only used in the supranational first pillar now apply - with
a period of transition - also to former third-pillar activities (c.f. Chalmer, Davies, Monti, 2010,
p.46).

2.4 Policy modes

Policy makers possess various kinds of instruments to govern a certain policy field. Against
this background, ‘instruments’ can be defined as the concrete actions which are taken to in-
fluence the behavior of actors to achieve a desired political aim (c.f. Jann, 1981, p.60). To
get an overview of the policy instruments, efforts have been made to categorize them. The
choice of policy instruments depends on the kind of policy. Following Lowi (1979), a widely
accepted distinction is made between distributive, redistributive and regulatory policies. Dis-
tributive policy means that goods or state benefits are just distributed among citizens, an
example of this is public infrastructure. On the contrary, redistributive policies indicate that
one group is better off at the expense of a second group because it benefits from the bur-
dens imposed on the latter one. Since consequently redistributive policies entail winners and
losers, they are much more controversial than distributive policies. However, they are by far
more frequently used nowadays because only a few things remain that can just be distri-

! Since this paper focuses only on data of consumers within the internal market, those matters fall outside the scope of this
paper.



buted. Most resources are already distributed and can therefore only be re-distributed among
people. The main instruments used are progressive taxation, subsidies or structural funds.
The third category, regulation, is defined by Majone (1996) as ‘rules issued for the purpose of
controlling the manner in which private and public enterprises conduct their operation’ (p.9).
According to him regulation is necessary to meet market failures such as monopoly power,
negative externalities, inadequate provision of public goods and information failures (ibid, p.
28-29). The policy instruments used are mainly prohibitions, requirements and obligations,
persuasion, creation of incentives and role models. Having a look at the history of policy
making, it becomes obvious that the kind of policy and the use of instruments prevailing de-
pends on actual political trends. In times of reconstruction after World War 11, redistribution in
favor of weak groups in society was at the top of the list in many European countries. State
intervention in economic matters and nationalization of strategic industries allowed the states
to influence the reconstruction of the economy, granting subsidies, providing special infra-
structure and offering support programs in research and vocational training. Since states
were moreover concerned with questions regarding labor conditions and wages, a mixture of
the different policy modes existed (c.f. Braun, Giraud, 2009, p.30-31). However, in the early
1980s neoliberal ideas became popular, enhancing liberalization and privatization first in the
U.S., but later also in European countries. According to this, the market is responsible for the
distribution of resources while the state has the task to rule out market failures. This implied
a change in the use of policy instruments. As Majone (1996) has pointed out, regulatory poli-
cies are an appropriate measure to overcome market failures. Indeed, regulatory policies did
not only grow in number in liberalized economic sectors but also in social and environmental
ones.

How do these ideas focused on the nation state apply to the European Union? The creation
of the internal market in the European Union aimed to enhance free trade and liberalization.
As in each single nation state, market failures arose, which could be met by regulatory
measures. Therefore, the development of a common European market strengthened regula-
tory policy. However, there is second reason the European Union is often described as a
‘regulatory state’: the budget of the European Union is small, and out of this small amount
great parts are already destined for other purposes, as Figure 2.1 makes clear.

Figure 2.1 The EU Budget 2011
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Since not much has changed over the last decades concerning the amount and allocation of
the EU’s budget, Majone’s conclusion that ‘(b)ecause the Community budget is too small to
allow large-scale initiatives in the core areas of welfare-state activities — redistributive social
policy and macroeconomic stabilization — the EC executive could increase its influence only
by expanding the scope of its regulatory programmes (...)’" (1998, p.1) is still valid. This is
true because distributive and redistributive policies are constrained by the budget, while
regulatory policies are only slightly influenced by this. Thus, to increase their powers, the
actors on the European level have no other possibility than making use of regulatory policies.
(Majone, 1996, p. 63-65). Consequently, this is also true for policies concerning data protec-
tion. Because the free market encourages providers of goods and services to abuse or resell
personal data, the risk exists that the privacy of data owners - secured in the Charta of Fun-
damental Rights - is disregarded if no measures are taken to protect it. Hence, to secure the
entitled right of privacy, the European Union makes use of regulatory policies in this field.
Regulatory policies can have different characteristics. Héritier (1987) distinguishes between
three kinds of regulatory policies: (1) social regulative policies dealing primarily with norms of
human interaction, (2) competitive regulative policies dealing with conceptions of the internal
market, especially market entrances, and (3) protective regulative policies aiming to protect
special groups from negative consequences of economic action. Policies on data protection
fall under the scope of the third category because the special group of ‘data owners’ shall be
protected from misuse of their personal information.

The next question to be considered is which concrete policy instruments are employed by the
European Union. The policy field of data protection is regulated by law-making. Yet, different
sources of law can be distinguished. The first is primary law, which is the supreme source of
European law and consists of the founding Treaties, their amendments and protocols as well
as the Treaties on the accession of new Member States. They determine the general prin-
ciples of European law. Next comes secondary law, distinguishing between unilateral acts on
one hand and Convention and Agreements on the other. Unilateral acts according to Article
288 (1) TFEU are Regulations, Directives, Recommendations and Opinions. Further, some
‘atypical’ acts not mentioned in Article 288 (1) TFEU are considered as unilateral acts, includ-
ing recommendations and communications, as well as green and white papers. Conventions
and Agreements comprise agreements between Member States, international agreements
and agreements between institutions including those between purely EU institutions. Finally,
supplementary law, including international law and general principles of law, is applied by the
Court of Justice when neither primary nor secondary law entails provision to decide a case.
The policy instrument most frequently used in supranational regulation of data protection is
the one of Directives. Just like Regulations, Directives are ‘hard-law’, meaning that they are
binding to the Member States. However, while Regulations are binding in their entity and
directly applicable, Directives are only binding as to the result to be achieved. In contrast,
soft-law, like Recommendations, Opinions, Communications or action programs, has no le-



gally binding force. Yet, it entails positions and perceptions of actors that can have an influ-
ence on decisions on the national and European level.

In sum, the field of data protection policy is mainly governed by a regulatory policy mode of
law making, mainly in the form of Directives.

2.5 Actors

In the following section, the actors participating in the decision-making procedure shall be
presented.? An overview of the general positions and organization of the institutions in this
policy field will give an impression of the institutional structure in which data protection policy
takes place. With this background information, the consequences of cooperation or non-
cooperation between the different actors regarding the possibilities and limits of data protec-
tion can be evaluated in the analytical part (c.f. chapter 4.2).

This paper focuses only on the supranational legislative actions. In all cases the ordinary
legislative procedure (known before the entrance into force of the Lisbon Treaty as the co-
decision procedure) was employed. This implies that the European Parliament had important
decision-making power in the legislative process besides the European Commission and the
Council of Ministers. Since no new legislative act can be adopted without initiation of the
Commission and consent of the Council and the Parliament, they are often referred to as the
institutional triangle. Each part of the triangle will be presented below. Furthermore, some
additional actors play a role in the decision-making process that have no decisive power but
are consulted for their opinion or make efforts on their own to push through their interests. A
detailed description of these actors would go beyond the scope of this work. Thus, their posi-
tions are outlined in a tabular overview.

Figure 2.2 The institutional t riangle
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> The presentation of the actors involved in the decision-making process is based on information retrieved from
PreLex and the websites of the actors itself.
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European Commission

The supranationally organized European Commission consists of 27 commissioners, each of
whom is responsible for one portfolio and leading at least one of the forty Directorate-
Generals (DGs). In case of all four Directives discussed in this paper the DG Information So-
ciety and Media (only named DG Information Society until 2005) was designated as ‘primarily
responsible’ during the decision-making processes. It prepared the legislative texts and con-
tacted those DGs that dealt with the topic in a broader sense, asking them to give their
opinion. This applied, for example, to the DG Internal Market, DG Competition or DG Health
and Consumer Protection. Currently, the Commissioner for the Digital Agenda is responsible,
but due to the fact that the allocation of the portfolios varies over time, the Commissioner for
the Internal Market and Industrial Affairs and the Commissioner for Internal Market, Financial
Services and Financial Integration, Customs, and Taxation were formerly primarily responsi-
ble for this DG and, consequently, the topic of data protection.

However, concerning the topic of data retention, a second DG was jointly responsible be-
sides the DG Information Technology, that is the DG Justice, Freedom and Security. This
was agreed because the topic fell in equal measure into both portfolios. The citizens’ right of
data protection was restricted for reasons of security.

The drafts formulated in the DG were discussed and adopted during the weekly meeting of
the Commissioners, making use of the oral procedure as decision-making mode. Yet, in the
further process, like the adoption of amended proposals, the Commission employed the em-
powerment procedure (delegation of decision-making power to one or more responsible
Commissioners) or the written procedure (automatic adoption if no Commissioner writes res-
ervation) in all cases. Consequently, no Directive was further discussed in the plenary after
the initial text had been adopted.

Council of Ministers

The intergovernmental Council of Ministers is composed of ministers from each Member
State who meet in different configurations depending on the topic to be discussed. Issues
concerning data protection are mainly debateded in the Council of Telecommunication and
Transport. However, since the topic has an impact on different subject areas, it has for ex-
ample also been on the agenda of the Council of General Affairs and the Council of the
Internal Market.

The topic of data retention was again treated in a different way than the former Directives: It
was only discussed in the Justice and Home Affairs Council because of its emphasis on se-
curity matters.

A Committee of Permanent Representatives prepares meetings and divides matters in cate-
gories ‘A’ (not contentious) and ‘B’ (controversial issues that need to be discussed in the
Council). In most cases, early agreement is found and topics are categorized as ‘A’ matters
(c.f. Hix, 2005, p.83). Yet, data protection issues have in most cases been recognized as ‘B’
items and were discussed more extensively by the ministers themselves to rule out conten-
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tious questions. Issues on which no agreement could be found were also sent back to the
Committee for further discussion.

The presidency of the Council rotates in half-year terms among the Member States. In this
time the presidency has the chance to give special emphasis to issues it considers to be im-
portant. As the analytical part of this paper will show, the presidency of Great Britain in 2005
had a strong influence on the decision-making process regarding data retention because the
country had a strong intention to reach a fast decision on this topic.

The first two Directives, passed in 1995 and 1997, were adopted under the decision mode of
unanimity, while the other two Directives were adopted in 2002 and 2005 under the proce-
dure of qualified majority voting. Although this voting procedure is nowadays the prevailing
principle, empirical evident shows that regarding all European decision-making processes
most matters are still decided unanimously and entail no contestation (c.f. Hix, 2005, p. 87;
Scharpf, 2003, p.263). Yet, in 2002 Luxembourg voted against Directive 2002/58/EC, just like
Ireland and Slovakia did regarding Directive 2006/24/EC.

European Parliament

The European Parliament is the second legislative body besides the Council of Ministers. Its
members are organized in party groupings. Seven of those party groupings currently exist
(April 2011) with the European People’s party (EPP, 265 seats) and the Progressive Alliance
of Socialists and Democrats® (S&D, 184 seats) being the largest and most influential ones.
Much preparatory work is done in committees to coordinate positions and accelerate final
voting in the Parliament’s plenum. In case of data protection policies the committee of Legal
affairs and the committee of Civil Liberties, Justice and Home affairs have been responsible
for adopting an opinion on the Commission’s proposal and referring it to the plenum. As in
the case of DGs involved in the decision-making process, committees in whose broader sub-
ject area the topic of data protection falls give an opinion that shall be taken into account by
the primarily responsible committee. Those affected committees are, amongst others, the
Internal Market and Consumer Protection Committee, the Budgets Committee and the Indus-
try, Research and Energy Committee.

Regarding all four Directives discussed in this paper the responsible committees have made
many amendments to the Commission’s proposals. In those cases where no agreement was
found in the first reading, compromises were again debated in the responsible committee. No
permanent coalitions exist between the different party groups. Yet, the decision-making
processes are mainly influenced by the two large party groups, EPP and S&D. This general
pattern can also be observed concerning data protection policies. In all cases the two groups
could agree on a common position while the Greens—European Free Alliance and the Al-
liance of Liberals and Demaocrats for Europe argued in favor of stronger rules and a higher
level of data protection, especially concerning data retention issues.

* The name of the group has changed various times. From 1993 to 2009 it was called the Group of the Party of
European Socialists (PES).
11



Since the Parliament is a supranational actor, its members shall represent the interests of all

European citizens instead of single country positions. Yet, a look at protocols of committee

meetings shows that members try to enforce national interests when proposing amendments.

By way of example a Swedish member of Parliament aimed to preserve the nation’s principle

of public scrutiny and argued that ‘the Directive should not make it more difficult to gain

access to registers which are now public’ (European Parliament, 1995), thus trying to main-

tain easy public access to personal data as is usual in Sweden.

Further actors involved in the decision-making process
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2.6 Limits of European decision-making

Although, as showed above, actors aim to find a consent on controversial issues, the ques-
tion arises if supranational decision-making can come to a point where no further agreement
can be achieved.

Scharpf (2003) argues that decision-making is ‘limited in policy areas where conflicts of in-
terest have high political salience in the constituencies of member governments (...)" (p. 253)
He points out that substantial changes regarding salient and contested topics are unlikely
because the European institutional structure provides many possibilities to veto a legislative
act. In the co-decision procedure the Member States in the Council and the supranational
Parliament can prevent the adoption of new legislation by voting against it. Consequently,
policy outcomes are often close to the status quo instead of striking for decisions implying
substantial modification. Moreover, he explains that the process to find a consensus for sen-
sitive topics is slowly. (c.f. Scharpf, 2003, p.252).

Data protection can be considered such a sensitive topic because data often involve intimate
information and people want their political environment to ensure a high level of protection.
However, contesting opinions exist about the level of protection, public inspection of data and
the degree of interference for reasons of public security.

Whether data protection policies are indeed lowest common denominator policies and are
the result of a drawn-out decision-making process allowing significant specific national provi-
sions shall be analyzed in the fourth part. Yet, before being able to draw conclusions about
the possibilities and limits of data protection policies the historical lines of development have
to be taken into account. This is essential because the analysis on the future challenges of
data protection policy refers to the context in which existing legislative acts have been
passed.

3 Historical lines of development

The following section presents the most crucial regulatory measures of the European Union
in the field of data protection policy. All those measures exist in the form of Directives passed
under the ordinary legislation procedure. This paper focuses on data protection as consumer
protection policy, meaning that only those cases are discussed in which people have given
their data as a consumer of a provider of goods or services. Therefore, all regulations falling
in the former third pillar as well as Regulation (EC) No 45/2001 on the protection of individu-
als with regard to the processing of personal data by the Community institutions and bodies
and on the free movement of such data are not considered because they are not concerned
with the protection of consumer data. The overview of the Directives shall give an impression
of the lines of developments in data protection policy.
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3.1 Main legislative acts of data protection policy

Directive 95/46/EC

Although the European Parliament had already sent a request to the Commission to initiate
common legislation on data protection in 1976, it was only in 1990 that the Commission
came up with a proposal on this topic. Up to then, each Member State had its own regula-
tions. Although some common standards on the protection of privacy had been set for
example in the Declaration of Human Rights in 1948, the European Convention on Human
Rights in 1950 and the Convention for the Protection of Individuals with regard to Automatic
Processing of Personal Data, the legislation in each Member States differed significantly.
This is due to the fact that the mentioned agreements focused on the aim to be pursued but
not on the process of how to achieve it. The varying standards and restrictions to transfer of
data across borders was considered to be a hindrance for the internal market. To establish a
well functioning internal market, the free movement of data within the Member States was
necessary. In order to achieve this aim and harmonize data protection policy Directive
95/46/EC was passed establishing a basic framework of European data protection. The Di-
rective includes general definitions of vocabulary used in the context of data protection policy
such as ‘personal data’, ‘processing of personal data’ or ‘controller’. Further, it entails obliga-
tions for the Member States to ensure that personal data are handled trustfully and the
consumer gets sufficient information on the subject holding the data and the purposes of its
use. Transparency of processing is one of the main principles. Particular attention in this con-
text is given to sensitive data which can only be processed under specific circumstances and
with explicit consent of the data owner. Moreover, the Working Party on the Protection of
Individuals with regard to the Processing of Personal Data was established whose mission
was explained before (c.f. 2.5 actors). The Commission had issued the proposal for the Di-
rective in 1990. However, the decision-making process was protracted and thus, the
Directive was passed five years later in the second reading. The average time for a proposal
made in 1991* under the co-decision procedure was 882 days (c.f. Maurer, 2003, p.241). In
case of Directive 95/46/EC the decision-making process took 1857 days and lasted conse-
guently much longer than the average process.

Directive 97/66/EC

The Directive is a complement to Directive 95/46/EC and regulates data protection in the
telecommunication sector, a topic which was not mentioned in the former one. New technol-
ogical developments, especially the widespread use of ISDN and digital mobile networks,
required this new piece of legislation because they entailed new possibilities for the
processing of consumer data. Again, the aim of the Directive was to overcome different na-
tional regulations hampering free movement within the internal market. The Directive

* No data could be found for proposals made in 1990. Yet, since the proposal for Directive 95/46/EC was made
in September 1990 and no changes in the legislative procedure took take place between this date and 1991, it
can be assumed that the average duration for a proposal made at this time was approximately the same.
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introduces some new definitions and imposes on the Member States the responsibility to
ensure that communication data are only listened, tapped or stored with consent of the data
subject. Moreover, traffic data shall not be stored longer than necessary for the service and
subscribers shall have the chance to receive non-itemized bills. It does not require any spe-
cific technical features since this would be against the principles of the internal market idea.
Although the Directive is only a complement to Directive 95/46/EC and most questions con-
cerning data protection had already been solved in the discussion of the former, the
legislative process was again complicated. An agreement could only be found after the es-
tablishment of a conciliation committee. Thus, the decision-making procedure was again
protracted and lasted with more than seven years even longer than the one regarding Direc-
tive 95/46/EC.

Directive 2002/58/EC

Although the decision-making process for passing Directive 97/66/EC was drawn-out, it was
replaced only five years later by Directive 2002/58/EC. This new piece of legislation had be-
come indispensable because ‘the development of the information society is characterised by
the introduction of new electronic communications services’ (Recital 5). Spyware, computer
viruses and hidden identifiers are some examples that made it easily possible to gain access
to private information of consumers. Moreover, digital mobile networks enabled data proces-
sors to get more detailed information about location data than necessary for the fulfillment for
their service. Those new developments entailed new risks for data protection that ought to be
regulated on the European level.

The Directive intends to determine that features of these new technologies are not misused
for purposes other than the provision of the desired service. Therefore, traffic data may not
be stored longer than necessary for the transmission of a communication (c.f. Article 5) and
location data can only be processed anonymously (c.f. Article 9). However, many provisions
are equal or similar to those in the replaced Directive 97/66/EC, like the articles concerning
the right to receive non-itemized bills or the requirement not to use specific technical fea-
tures. The legislative procedure was again characterized by many amending and opposing
provisions of the European Parliament and the Council.

Directive 2006/24/EC
This Directive is an amendment to Directive 2002/58/EC and is concerned with the retention
of data. The previous Directives stated that data may only be stored as long as they are
needed to provide the service. However, they granted Member States the right to restrict this
principle when
‘such a restriction constitutes a necessary, appropriate and proportionate measure within a democratic society
(i.e. State security), defence, public security, and the prevention, investigation, detection and prosecution of

criminal offences or of unauthorised use of the electronic communication system (...)" (c.f. Article 15, Directive
2002/58/EC).
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Directive 2006/24/EC underlines the threats of terrorism, especially after the attacks in Lon-
don in 2005, and the possibilities to prevent such crime through a more extensive analysis of
personal data. Due to the fact that no common legal basis existed for this, each Member
State had made its own regulations which were again considered to hinder the internal mar-
ket. Thus, common European solutions were desired. It is stated that only traffic and location
data are relevant while the provisions do not apply to the content of communications (c.f.
Article 1 (2)). The Member States are responsible for ensuring that only the competent na-
tional authorities get access to those information. The data must be stored for a minimum of
six months and a maximum of 2 years, with each Member State allowed to decide on the
exact time in between those two extremes. In contrast to the previous Directives, the deci-
sion-making process proceeded rapidly. Although the average time from the proposal to the
adoption of a legislation under the co-decision procedure amounted to 15.7 months between
2004 and 2006 (c.f. European Commission 2007, p.2) the Directive was passed in the first
reading after only 7 months.

Table 3.1 Overview of the historical lines of deve  lopment in the field of European data
protection policy

object of regulation | Time between first Stage in which | specifics
proposal and adop- | agreement
tion was found
Directive 95/46/EC Basic principles for 5 years and 1 month 2" reading First legislative act in the
data protection field of data protection
Directive 97/66/EC Regulations for the 7 years and 3 months | 3 reading
telecommunication
sector
Directive Regulation of new 2 years 2" reading Part of a package of five
2002/58/EC developments in the Directives concerning the
telecommunication telecommunication sector
sector, especially -» last of the five Direc-
through widespread tives to be passed
use of the internet
Directive Data retention 6 months 1% reading Initial proposal to regulate
2006/24/EC the topic under the third
pillar but opposed by
Parliament and Commis-
sion

3.2 Evaluation of existing law

An Eurobarometer survey gives an impression of the feelings of individuals and organiza-
tions toward the degree of data protection. 68% of the individual consumers within the
European Union indicate that they are concerned about the way their data are treated. Nota-
bly, in 1996, when the first Directive on data protection policy had only been passed a few

month ago, the number of people concerned was 58%. Since then, a steady increase of wor-
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ries can be observed, signifying that harmonization of data protection policy could not create
a feeling of protection among consumers. (c.f. Eurobarometer, 2008 a, pp. 7-8). On the con-
trary, organizations evaluate the level of protection to be on a medium level whereas no
changes in this attitude can be observed to the opinions stated in a previous analysis in
2003. However, organizations raised complaints about the fact that although common Euro-
pean legislation exists different implementation in the Member States hindered intra-
community trade. This malfunction has also been recognized by the Commission. Since
many formulations in the Directives are very broad, Member States enjoy a large freedom of
action in the implementation process. One example mentioned is that ‘the way in these rights
[the rights to be able to access, rectify, delete or block data] can be exercised is not harmo-
nised, and therefore exercising them is actually easier in some Member States than in others
(c.f. European Commission, 2010b, p.7). Differing national legislation can also be observed,
inter alia, concerning the period of data retention, remedies and sanctions for non-
compliance with legislation and requirements for adequacy assessment of third countries’
level of data protection.

3.3 Consideration of new legislative acts

In 2009, the Commission started to initiate new legislation for data protection in 2011. Al-
though it still judges Directive 95/46/EC to be ‘good legislation’ (Reding, 2010), it came to the
conclusion that a revision of the existing legal framework is needed to face the aforemen-
tioned problem of inconsistent national legislation and meet the challenges of new trends and
developments of modern technology. To review actual shortcomings and arising challenges,
the Commission published a Communication with the title ‘A comprehensive approach on
personal data protection in the European Union’. To receive input from the public, the Com-
mission further launched a public consultation and invited citizens, organizations and public
authorities to comment on the current and desired future European data protection policy. It
has been announced that a proposal for legislation will be made by the Commission by the
end of 2011.

4 Analysis — possibilities and limits of European d ata protection
policy

The circumstances in which data protection policy takes place are continually changing due
to technological developments and current political affairs. Consequently, new legislative
actions are regularly required to deal with the arising challenges. This part of the paper fo-
cuses on the European Union’s ability to deal with these challenges.

4.1 The challenges of European data protection poli  cy

Two current challenges of data protection policy will be addressed: (1) new possibilities for
data abuse due to technological developments and (2) threats of terrorism causing a neces-
sity to intervene in people’s privacy to prevent such crime.
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New possibilities for data abuse due to technological developments

Although the basic piece of legislation in data protection policy, Directive 95/46/EC, is formu-
lated technologically neutral and presents basic long-lasting principles for security of data, it
is acknowledged that new technical inventions involve possibilities for the processing of data
that were not known when the Directive was passed in 1995. Thus, the Commission ac-
knowledged in its newest Communication on this topic in 2010 that there is a ‘need to clarify
and specify the application of data protection principles to new technologies, in order to en-
sure that individuals’ personal data are actually effectively protected (...)" (p. 3). Most
changes in current years can be observed in the usage of the internet. The table below
shows that only within the last four years the number of users has grown considerably from
49% to 70%, with the number of broadband internet connections by household increasing
from 30% to 61%.

The share of households with brecadband internet access has doubled since 2006
Figure 1: Internet access and broadband internet connections by households, EU27 (%)
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Source: http://epp.eurostat.ec.europa.eu/cache/ITY_OFFPUB/KS-QA-10-050/EN/KS-QA-10-050-EN.PDF

But not only the number of people using the internet has increased, their activities in the on-
line world have also altered. Recent years have shown a rising popularity of social network
sites such as Facebook, Myspace or Linkedin where users publish personal information,
communicate with other users and upload photographs and videos. According to a survey,
nearly every second internet user nowadays posts massages to chat sites, blogs and social
networking sites (c.f. Seybert & L66f, 2010, p.3). It has been argued that ‘risks typically asso-
ciated with the potential misuse of personal data exchanged on SNS (Social Network
Services) range from exposure to direct marketing, re-identification, profiling, identity theft,
online and physical stalking, blackmailing and embarrassment’ (Gross and Acquisti, 2005,
p.73). Moreover, some raise the fear that security aspects are neglected for the benefit of
functionality and that Web 2.0 applications can easily be exploited by hackers (c.f. Lawton,
2010, p.15).

Besides an increased use of Social Network services, a growing number of people buys and
orders goods or services online. Today, nearly 60% of EU citizens are active in these online
activities (c.f. Seybert & L66f, 2010, p.4). Online shopping necessarily entails that personal
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data need to be indicated, such as the buyer's address or bank data. Furthermore, it can be
observed which kind of goods and services people are interested in, enabling providers to
create personal profiles of consumers. As a result, people feel a loss of control over their
own data (c.f. European Commission, 2010a, p.2). In particular, concerns are caused by the
fact that children and teenagers are often active on online platforms without being aware of
the risks of data misuse.

In addition, it is problematic for the effectiveness of European policy making that the internet
is a global network where European citizens are not only in contact with providers of goods
or services within the internal market but worldwide. Therefore, most consumer data are
processed outside the European Union. Since globalization has increased the outsourcing of
processing acts it has become even more difficult to detect the accountable data processors
and make adequate regulations that ensure people’s privacy and confidence in European
regulatory actions. However, the Union has stated that the citizen’s right of protection of per-
sonal data shall not be affected by the fact that data processing takes place outside its
territory (c.f. European Commission, 2010b, p. 11). Besides changes in the online environ-
ment, automated data collection of mobile device users through techniques such as
electronic ticketing or road toll collection simplified the exact location of individuals (ibid, p.2).
Thus, it is easily possible to collect and process more information than necessary for the pro-
vision of the service. The additional data can be misused for other purposes.

Threats of terrorism causing a necessity to intervene in people’s privacy to prevent such
crime

In the last decade Member States of the European Union have repeatedly become the target
of terroristic attacks. Although the RAF, ETA and other terroristic groups carried out attacks
within Europe some decades ago, recent threats of terrorism are regarded as more incalcul-
able and inconceivable because they do not have a regional focus anymore but can happen
at any time at any place. Most of them are connected with Islamic fundamentalism (c.f. Bon-
nici, 2007, p. 163). In 2004 and 2005, attacks in Madrid and London reached a death toll of
nearly 250 people while more than 2000 people were injured. Those were the two biggest
attacks during the last decade within the territory of the European Union, but terrorism has
been present beyond that. In 2006 terrorists had planned a train bombing in Germany that
failed because the bombs, situated in suitcases, did not go off. Recently, parcel bombs were
found in various embassies in Italy and Greece. Those are only some events which have
raised fear among Europe’s population.

The European Union took common actions against these threats. The Tampere Programme
adopted in 1999 and the Hague Programme adopted in 2004 underlined that the fight against
terrorism is on the European agenda focusing on the exchange of information between law
enforcement services, cooperation with third countries and prevention of terrorism financing.
For the period 2010 — 2014 the Stockholm Programme was passed which states that ‘we [the
European Union] must not lower our guard against these heinous criminals’. Yet, it is claimed
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that in this fight fundamental rights - one of which is the right to protection of personal data
according to Article 8 of the Charta of Fundamental Rights - should always be respected.
The fulfillment of this principle presents a difficult challenge for the European Union because
most considerations to prevent terrorism include an extensive interference in people’s private
data. Those considerations are in particular about the use of biometric identification tech-
niques such as face, voice or iris recognition software or digital fingerprints as entrance
identification. Collected information can then be stored in databases containing and connect-
ing personal information of the citizens. An area of particular sensibility since the terror
attacks of 9/11 is air travel, and passenger data are inspected thoroughly. It is important to
note that this stored information often contains sensitive data about the racial background or
the state of health of the individual. These measures are a restriction to the right of protection
of privacy. The question asked by data protectionists is to what extent such techniques are
useful and necessary to prevent terrorism.

In a nutshell, European decision-making in the field of data protection is challenged to take
place within an area of tension: On the one hand it promises to offer its citizens an area of
physical security, but on the other hand it has to secure their fundamental rights, including
the right to protection of personal data.

4.2 Assessment of the European Union’s ability to meet the challenges
The following part aims to answer the question whether the European Union is able to set
regulations that meet the challenges presented above. Therefore, the context in which former
legislative acts have been passed and the positions of the actors will be analyzed in order to
draw conclusions from this process for the challenges presented above.® Furthermore, it will
be discussed whether decision-making in form of Directives is still an appropriate instrument
in this policy field. The two challenges of (1) data misuse due to new technological develop-
ments and (2) threats of terrorism will be regarded separately due to the fact that they might
provide different findings for the possibilities and limits of data protection policy.

New possibilities for data abuse due to technological developments

As the descriptive part has shown Directive 95/46 EC laid down the basic principles of data
protection, while Directive 97/66 EC and Directive 2002/58 EC were passed to find answers
to the challenges of new technological developments such as ISDN and a widespread use of
internet services. It is notable that in all three cases decision-making was difficult and took at
least two readings. A long decision-making process concerning the first legislative act in a
harmonization process of a policy field might be explained by the fact that a whole new
framework has to be created. Formerly, each Member State had its own regulations which
now have to be aligned with the positions of all Member States in the Council as well as with
those of the Commission and the European Parliament. In such a process each actor has a

> The information about the procedure and position of the actors are originate from PreLex and the European
Parliament Legislative Observatory
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basic position and idea of common regulation on the European level. It can be assumed that
they have a special interest to enforce their positions in the first legislative act because fol-
lowing the concept of path dependency this basic piece of legislation indicates the direction
for future policies and therefore influences the starting point for further decision-making
processes. Therefore, an explanation suggests itself for the fact that it took five years from
the initial proposal of the Commission to the final adoption of Directive 95/46 EC. Both the
European Parliament and the Council had amendments to the submitted proposals. Howev-
er, their amendments were rather supplementing than opposing. The Council agreed to the
European Parliament’s concept to apply the rules laid down for the private sector to the pub-
lic sector as well and to imply less strict rules on media fulfilling their duty of public
information. The amendment to extend the scope of the Directive to the processing of data
by non-profit organizations was made more concrete by the provision to allow special dero-
gation for nonprofit organizations dealing with sensitive data. The Council's own ambition
was to introduce the rule that the purpose of data collection should be disclosed before the
collection process and to specify the individuals’ rights, for example extending the right to be
kept informed to the origin of data or extending the rights to appeal. Four countries within the
Council found the provisions to be too detailed. This indicates that the degree to which Mem-
ber States aimed to have common legislation differed within the Council. The Commission
could agree on all the amendments made by the European Parliament and Council so that
finally both actors were able to pass the legislative act. According to Bahr et al. (2008) it is
common that new legislation is more momentous than amending legislation which only dee-
pens the scope of an existing set of rules. Thus, it can be expected to observe a less
problematic decision-making process regarding amending acts. However, this is not the case
in the field of data protection policy. Although Directive 97/66/EC and Directive 2002/58/EC
only extended the scope of Directive 95/46/EC to the field of telecommunication and the ba-
sic principles laid down in this Directive were not called into question, the decision-making
process was intricate. Directive 97/66/EC could only be passed after a Conciliation Commit-
tee had negotiated an agreement. In contrast to the first Directive, where the Commission
was able to accept all the amendments made by the legislative bodies, this time it was only
able to agree on seven out of eleven amendments of the Parliament in the second reading.
What made it more complicated was the fact that there were long time spans between the
discussion of the proposals of the different actors. The proposal handed to the European
Parliament for a second reading in 1996 differed a lot from the first one it had received in
1990 because many technological changes had happened. Therefore, many new points had
to be discussed to which amendments were made. As in the decision-making process of the
first Directive, Parliament and Council did not have contradicting opinions but introduced
many new completing points to the proposals. However, the pattern of not contradicting but
supplementing opinions cannot be found in the decision-making process of Directive
2002/58/EC. One example is the discussion about the handling of unsolicited e-mails for
purposes of marketing: While the Commission and the Council preferred an opt-in approach,
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meaning that marketing e-mails can only be received after the addressee’s consent, the Eu-
ropean Parliament wanted to leave decision power to the Member States. They should de-
decide independently whether they want to follow the opt-in approach or an opt-out approach
which implies that subscribers only have the right to be removed from a mailing list after re-
ceiving marketing emails. Controversy about this topic could also be observed within the
Parliament since, in the first reading, it voted with 204 to 129 with 155 abstentions against
the draft made by the Committee on Citizen’s Freedoms and Rights, Justice and Home Af-
fairs and referred it back for further discussion. Although the European Parliament and the
Council had contrasting opinions on some points and were not able to pass the Directive in
the first reading, they were willing to find a compromise without implementation of a Concilia-
tion Committee. Thus, the two big parties in the European Parliament, the EPP and the PES,
worked out a compromise close to the Council’'s conceptions. Moreover, the Commission did
not oppose any of the amendments made by the European Parliament or the Council. An
explanation for this harmonious behavior is that the Directive was part of a package of five
Directives concerning the telecommunication sector, and it was the last of the five Directives
to be passed. Since a whole set of legislation depended on a decision in this case, the actors
were willing to find a common solution.

What conclusions can be drawn from this processes for the challenge of new technological
developments that entail new possibilities for data abuse? The starting point is similar to
those of Directive 97/66/EC and Directive 2002/58/EC: The fundamental principles for data
protection policy are already established and shall not be changed. Yet, some provisions
need to be updated to meet the technological progress (c.f. Reding, 2010). The analysis has
shown that although uncomplicated decision-making process could be expected where
amendments are made to existing legislation, this supposition had to be refuted. Since the
legislative framework in which decisions in the field of data protection policy take place has
not changed over time, there are no indications that in an upcoming legislative process the
actors will struggle to find an early agreement.

As presented above, the efforts to find an acceptable agreement for all actors resulted in
broad formulations of the Directives which were interpreted differently by the Member States.
Thus, regarding the current challenges it can be argued that it is not possible to adopt more
concrete Directives in this policy field because the actors already needed a long time - and in
one case even established a Conciliation Committee - to pass Directives with only broad
formulations.

The question arises whether other regulative instruments could overcome these problems.
The attempt to solve the problem of diverse national regulations through directly binding
Regulations is not feasible. Regulations need concrete provisions that are directly binding
upon every Member State. Yet, the Directives could only be passed because the compro-
mises between the actors left some decision-making power to the Member States for their
own specific regulations. Regulations do not leave any scope for differing national provisions.
The other two legislative instrument mentioned in Article 288, Recommendations and Opi-
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nions, are also no appropriate measures to meet these challenges. Although fast decisions
might be expected because all actors generally agree on the protection of fundamental
rights, they are no appropriate solution because they have no binding force. This would result
in even more contrasting national legislation. Consequently, Directives seem to be the only
suitable possibility with respect to the challenges.

Thus, it is likely that the current problems of differing national legislation and long decision-
making processes remain. Although the problems have been recognized and the Commis-
sion emphasizes its will to overcome this problem, the preconditions make it unlikely that this
will happen. A possible point of conflict in future debates might be to (re-)define the concepts
of data controller and data subject because in the world of social networks, data subjects are
often also data controllers when putting information and pictures of themselves and other
subjects online. Besides, it might be problematic to agree on the point at which the absolute
private domain not covered by data protection policies ends in social networks. If someone
uploads a photograph of a party, this can be seen as private sphere. However, if it is access-
ible to everyone, it cannot be considered to be solely ‘private’. Children and teenagers are
often not aware of the consequences of their online activities. Adults are usually aware, but
often do not care very much about them (c.f. European Commission, 2010b, p.6; Goldie,
2006, pp. 150-153).

Furthermore, Directives are not the only way to meet the challenges of widespread internet
usage. This is due to the fact that the internet is a global sphere and many European citizens
are in contact with providers of goods and services outside the internal market. Directives do
not have the scope to regulate the collecting and processing of data outside its territory. The
European Union’s capacity of action by Directives in this field is therefore limited. To ensure
that data are processed ‘fairly and lawfully’, as stated in Article 3 of Directive 95/46/EC, con-
tracts with third countries are negotiated. But since European standards are strict, it will be
impossible to ensure that all countries in the world offer the same degree of protection. Thus,
it seems that regulatory action in form of hard-law comes to a limit in this respect. Yet, other
regulatory instruments, such as recommendations or awareness campaigns, have no binding
force but can provide information about possibilities of data abuse and measures to protect
oneself from this.

Threats of terrorism causing a necessity to intervene in people’s privacy to prevent such
crime

In 2002 Denmark, which held the Council presidency at that time, had proposed a first legis-
lative act recommending a common period of 12 months for the retention of data. However,
this proposal was disapproved. The topic of data retention was on the agenda again after the
terror attacks in Madrid, and as a result of the discussion, Directive 2006/24/EC was passed.
At first glance it might be questionable why data retention is regulated as an internal market
topic because the data retained are given to national authorities in order to prevent criminal
offences. Indeed, a group of four countries - France, United Kingdom, Ireland and Sweden -
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had proposed to regulate this topic under the third pillar. However, this would have meant
that the European Parliament would have had no decision-making power. Thus, it strongly
opposed this suggestion. The Commission supported this position. The argument was that
data are stored by providers within the internal market who have to obey different sets of law
in each Member State which poses a hindrance for the free movement of goods and servic-
es.

As shown above, national legislation regarding data protection differed in many respects.
Yet, only for the conditions and periods of data retention this was the starting point for further
legislation. This already indicates that security matters are an important topic the European
actors aim to handle efficiently. In contrast to the previous Directives, a common decision
was made within a short period of time. Initially, dissension existed between the actors, most
notably concerning the time length of data storage. The desired period for retention varied
between six months and three years. Nevertheless, the decisive actors found an agreement
after the first reading. This was possible because the two major party groups, EPP and PES,
neglected the positions of other party groups and struggled to find a compromise with the
Council on the aspiration of the British Council presidency. The parliamentary committee of
Civil Liberties, Justice and Home Affairs had found a broad agreement also supported by
party groupings aiming for a high degree of data protection, such as ALDE. Yet, the EPP and
the PES, previously in favor of this solution, disregarded it, because it would have conflicted
with the Council’'s position. Instead, they negotiated a compromise with the Council and in-
corporated its opinions in the amendments before the final Parliament's vote in the first
reading. Accordingly, the Council was able to agree entirely to the submitted proposal.
Smaller party groups, the rapporteur Alexander Alvaro as well as the European Data Protec-
tion Supervisor and the Article 29 Working Party strongly opposed this agreement, but the
votes in the European Parliament (378 in favor, 178 against, 30 abstentions) and the Council
(two votes against) were definite.

How is it possible that, especially for such a sensitive topic, the decision-making process
proceeded much faster than in all previous legislative acts regarding data protection? To an-
swer this question the contemporary background needs to be taken into account. While the
events in Madrid had already shown that terror attacks as seen in the USA in 2001 could
also happen in Europe, the bombings in London only one year later confirmed this anxiety
and presented a further argument for those in favor of preventive measures. At the same
time, the United Kingdom held the Presidency of the Council, thus having additional power to
influence the decision-making process. Because the country was directly affected by the ter-
ror attacks, it was strongly in favor of the proposed Directive and put the topic at the top of
the agenda repeatedly. Thus, it can be concluded that the visible threats to security and
possible fear of new attacks expedited the decision-making process because all actors were
anxious to find a common solution. The two big parties in the European Parliament worked
together to find a compromise. Critical comments of the Working Party, the European Data
Protection Supervisor and smaller parties were disregarded. The quotation of Katalijne Maria
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Buitenweg on behalf of the Verts/ALE Group in the parliamentary debate of December, 13,
2005 is representative of the opinion of those who remained unheard:
‘I would now like to turn to the large groups. My group was also in favour of bringing this discussion to a

prompt close, namely after first reading in this House, but as you have now done a deal with the British Presi-
dency before Parliament has even adopted a position, we are now faced with a fait accompli.’

Although the initial aim was to harmonize the conditions and periods of data retention, the
final legislative act states that Member States can decide to store data between a period of
six months to two years (Article 6). Hence, providers of services and goods still have to obey
different rules within the Member States. The ambition to find an early agreement existed at
the expense of the struggle to make a more concrete provision for the internal market. It ap-
pears that the European Union was rather driven by the motivation to regulate a security
matter than to face an obstacle of the internal market.

Those findings suggest the conclusion that where security matters are concerned, the deci-
sion-making process is dependent on contemporary events. The visible effects of a terror
attack provoked intensive cooperation between and within the actors. Following this argu-
mentation, the introduction of biometric identification measures to detect terrorists is most
feasible when current developments raise fear of terrorism. Concerns of data protection fade
into the background when serious threats to security are present.

In contrast, the problems of data abuse through new technological developments are not that
visible and do not raise a feeling of harassment leading to quick decisions. Consequently,
Figure 4.1 visualizes the answer to the question why the decision-making process of such a
sensitive topic proceeded much faster than in all previous legislative acts regarding data pro-
tection. The graph indicates in a simplified manner that the higher the feeling of
harassments, the more accelerated is the decision-making process.

Figure 4.1 Influence of a ‘feeling of harassment’' o n the decision-making process

Feeling of harassment

»
|

Time of decision-making process
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4.3 Hypothesis generation

This paper focuses on the main decisions made in the field of data protection policy and the
main lines of development. Thus, the conclusions to be drawn from the analysis are not final.
Rather, they can serve as the basis for the generation of well-founded hypotheses which
could be verified or falsified in a next step. To do this is beyond the scope of this work, so
that the hypotheses can serve as starting points for further research in this policy field.

Since the analysis was divided into two parts - on the one hand the challenges arising from
development of new technologies for data abuse and on the other hand threats of terrorist
offenses — it is only logical to establish separate hypotheses for each challenge.

Regarding the new technologies it was stated that decision-making processes are difficult
because each actor aims to enforce its positions hazarding the consequences of protracted
decision-making processes. However, history shows they are willing to find a final agreement
since all of them appreciate the advantage of common regulation within the internal market.
With a view to the possibilities and limits the following hypotheses can be made:

If decisions are necessary due to new technological developments, then actors are willing to
strike a final agreement but the decision-making process takes a long-time because a low
feeling of urgency of an early agreement encourages long and drawn-out debates.

If the actors involved in the decision-making process have dissimilar or even contrasting po-
sitions, then the resulting legislative act is broadly formulated and gives so much leeway for
differing interpretation that it is still considered a hindrance for a ‘free flow of data’.

The conditions concerning the challenge of terrorism are different. Because fear of terrorism
is a highly sensitive topic and is discussed emotionally, a feeling of danger to public security
strengthens the actors’ efforts for goal-orientated cooperation. Following this, the subsequent
hypotheses have been developed:

If the fear of terrorist attacks is especially high, due to actual threats or serious warnings,
then concessions to restrict the fundamental right of data protection and privacy of personal
data are likely.

If the fear of terrorist attacks is especially high, due to actual threats or serious warnings,
then the actors strive to strike a rapid agreement willing to compromise with each other.

If the actors strive to find a rapid agreement and compromise with each other on issues

where concrete solutions are difficult to reach, then they accept broad formulations and the
negative impact of this for the ‘free flow of data’.
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5 Conclusion

The starting point of this paper was the question which possibilities and limits data protection
policy on the European level has. Therefore, the decision-making process has been ana-
lyzed with regard to the consequences this can have for future challenges of (1) data abuse
possible through development of new technologies and (2) threats of terrorism causing a
necessity to intervene in people’s privacy to prevent such crime

The conclusions of the in-depth study regarding the possibilities of data protection policy
are the following:

The European Union is still able to find agreements because all actors share the common
will to make decisions on the European level enhancing the ‘free flow of data’ within the in-
ternal market. Although the process concerning regulations on new developments has been
protracted, a struggle to find a compromise could finally be observed in all legislative
processes. Cooperation is thereby visible not only between, but also within the decision-
making bodies. The two big party groupings in the European Parliament, the EPP and the
PES, have worked together closely to find common positions. In the Council all legislative
acts were approved with a broad majority. The maximum of votes-against was a number of
two in the voting of Directive 2006/24/EC. This indicates that the legislative acts had a broad
support of the Council. Since the circumstances in which data protection policy takes place
have not changed significantly, it is likely to see a similar pattern regarding the current chal-
lenges. The development of new technologies was also the starting point for the introduction
of Directive 97/66EC and Directive 2002/58/EC. Thus, since an agreement could be found in
these cases there is no evidence that the actors could not find a common solution in future
legislative acts. The passing of a Directive restricting data protection to prevent threats of
terrorism is especially possible when the feeling of harassment is high.

However, limits of data protection policy  have also been detected:

A long decision-making process, as can be observed concerning the challenge of new tech-
nologies, is of particular concern because technologies are quickly outdated and replaced by
new inventions entailing unforeseeable challenges for data protection. Thus, a long time
span between the widespread usage of new technologies and a common regulation raises
the risk of undesired behavior in the processing of data in the meantime. Besides, the Inter-
net facilitates contracting of consumers with providers of goods and services all over the
world. The European Union cannot apply the provisions of its Directives to countries outside
its territory which offer a lesser degree of data protection. The adoption of legislation regulat-
ing the restriction of data protection rights with regard to the prevention of terrorism can
come to its limits when the restrictions are felt to be unproportional in comparison to the per-
ceived feeling of danger.

In all Directives the broad formulation of provisions is problematic because the different
transposition in national law still imposes the burden to obey varying sets of rules in each
Member State. This constitutes a hindrance for the internal market. Since it has already been
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difficult to find a agreement on broad formulations, it seems to be unrealistic to expect more
concrete formulations in upcoming decisions. For this reason, Regulations, which are directly
binding for the Member States, do not seem to be an alternative as policy instrument.

How do these findings apply to the assumption of Scharpf that the decision-making process
regarding sensitive topics is slow and produces outcomes on a lowest common denomina-
tor? Regarding the procedural capacity to enact legislation it has to be recorded that
decision-making procedures were indeed slow when the feeling of harassment was low. Yet,
on the highly sensitive topic of data retention the willingness to compromise was high and
legislation was adopted only within a few months. In so far, Scharpf's assumption cannot be
confirmed.

To examine further whether lowest common denominator results are a consequence of Eu-
ropean decision-making, substantive benchmarks were taken into account. In all four cases
analyzed in this paper, the actors were not able to formulate stringent regulations. Broad
formulations, interpreted differently in each Member State, were the only possible solution to
enact legislation. Thus, in this respect, Scharpf’s thesis can be confirmed in the field of data
protection policy.

To conclude, it can be assumed that the European Union will still be able to enact legislation
in this policy field. Yet, no evidence could be found to support expectations of a faster or
more stringent process in the future to meet contemporary challenges. To what extent other
regulatory policy instruments, such as recommendations or awareness campaigns, might be
useful supplementing measures could not be analyzed in this paper. This might be the start-
ing point for further research.
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