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Trust is a major success factor in any sort of s@etion or interaction — interpersonal,
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But the intangible and multidimensional nature ofilme trust complicates its measurement
and the detection of its determinants. By an extengerature review, the specific role of
online trust and its influencing factors are iddial. Thereby, so-called reputation systems
emerge as appropriate measures to communicate arahtually foster online trust
perception. An online marketplace’ attempt to impat such a system, serves as testing field
in order to get an up to date look on its effecte®s. The empirical research aims at
identifying a reputation system as measure to fastéine trust perception and at the same
time assess its resistance to fraudulent and méatipa behavior. In general, the results
recognized reputation systems as working trust mr@sms. Although severe violations of the
systems’ robustness were not identified, the dangéraud could however not be ruled out
entirely. The thesis concludes with a set of prijoos for further research and implications
for practice.
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Chapter 1: Introduction

Online Trust Antecedents

The discussion on trust increased among authons $everal fields of research such as philosophy,
sociology, economics or management. Several defirsit evolved on the topic, specifically in
business contexts (Blois, 1999). Schurr & Ozanménfstance define trust “as the belief that a party
word or promise is reliable and that a party wilfifl his/her obligations in an exchange relatibips
(Schurr & Ozanne, 1985, p. 940). Further defindicee “trust as one party’s belief that its neeitls w
be fulfilled in the future by actions undertaken the other party” (E. Anderson & Weitz, 1989, p.
312). In a broader perspective trust is “a willings to rely on an exchange partner in whom one has
confidence” (Moorman, Zaltman, & Deshpande, 19923%b; Schurr & Ozanne, 1985, p. 940). As
indicated the problem of trust as a general conisefite absence of a commonly accepted definition
(Kee & Knox, 1970; McKnight & Chervany, 2002; Roase Sitkin, Burt, & Camerer, 1998). What
can be derived from various definitions of trust @ multidimensional approach of trust
conceptualizations (Beldad, de Jong, & SteehofH0). Thereby two main trust conceptualizations
are identifiable: Trust viewed as an expectatiometiavior in an interaction with a partner (Barber,
1983; Rotter, 1967) and trust seen as the acceptartthe exposure of an individual to vulnerapilit
(Mayer, Davis, & Schoorman, 1995; Rosseau et 898}

Approaching trust from a less abstract perspectdeild (2001) states, “(t)rust is vital for any
relationship, business or otherwise, when thermssfficient knowledge and understanding of the
other person or group”(Child, 2001, p. 276). Undedly it has an important effect especially in the
relationship initiation process, the further deypsh@nt of these relationships and obviously the
persistence of them (Andersen, 2001; Cova & S&¥)0; Witkowski & Thibodeau, 1999). One
outcome of successful business relationships cad te joint value creation of organizations,
triggered either by rationalization, learning orttbdAndersen & Kumar, 2006). As Kumar and Niti
(1998) state, a high level of psychological comreitinis required in order to enable relationships
among business partners. An implication of thih&t the confidence towards a partner must be on a
high level to enable trust (Das & Teng, 1998). AtHar implication is the effort that is required fo
maintaining and deepening such relations (Andegs&umar, 2006). Several scholars identified trust
as a catalyzer for a higher grade of adaptabilitg Hexibility with a positive reinforcement of the
business partner relationship (Arino, de la To&rdRing, 2001). According to Geyskens, Steenkamp,
and Kumar (1998) most studies define trust amoggrirzations and business partners as belief of one
firm in the honesty or benevolence toward its coafen partner. J. C. Anderson and Narus (1990)
further distinguish among honesty and benevoleiitey argue that honesty aims at a partner’s
reliability and benevolence is concerned with atrgats interest in joint benefits as well as the

individual welfare of the cooperation partner.



What has to be kept in mind is that trust initiatlgn only be provided by individuals (Blois, 1999).
Therefore, the trust embedded in the interactioorganizations is based on the relationship quafity
the people which represent those companies (BI&&9; Child, 2001). As a consequence trust creates
the basis for successful teamwork and the creatigaint knowledge between different departments
and units of one organization. In the long run ttroan as well contribute to the overall firm
performance (Chang & Wong, 2010; Child, 2001; Tiza005). Taking a broader view Chang and
Wong (2010) argue that missing trustworthinessitiated by frequent cheating and fraud in a market
can lead to market failure. As a result one camctaat trust moderates the stability of a communit

by the right balance of trust and distrust.

Online Trust

In online environments any sort of activity has aher faceless or intangible character and a
connection to human interactions or relationship®rag individuals may appear difficult (Beldad et
al., 2010). Therefore, when referring to onlinengactions the perception of trust is a core ingnedi
for any e-commerce or social commerce system irerotd foster loyalty on the consumer and
provider side (Atif, 2002). According to Corritoréracher, and Wiedenbeck (2003) trust in an online
situation of risk is given by an attitude of comfid expectation in which the user’s vulnerabilitiai

not be exploited. It can as well be understoodhasconfidence in a company by its stakeholders
regarding the company’s online activities and iebvwpresence (Shankar, Urban, & Sultan, 2002). In a
definition of Bart, Shankar, Sultan, and Urban @08mitting confidence by a website is as well one
major criterion of online trust. Essentially, tristbased upon a positive impression of an eleittron
entity connected to a participants’ willingnessattept vulnerability (Urban, Amyx, & Lorenzon,
2009). However, research identified further craetescribing the nature of online trust. Gefen 2200
for instance argues that next to confidence twoemioeliefs encompass trust: competence and
benevolence. These criteria were also validateB&gnger, Hiller, and Smith (2002) or Lee and
Turban (2001). Further McKnight, Choudhury, and ikac (2000) argue that trust is the belief in

another one’s benevolence and competence.

Hereby, the multidimensional character of trust #mel difficulty for a common definition is again
identifiable (Beldad et al., 2010; McKnight & Chany, 2002). Nevertheless, the importance of trust
for the online environment is decisive. This is dese the attraction of new customers, members or
participants and retaining them must be seen #isatrfor any sort of online entities (Jarvenpaa &
Toad, 1996; Reichheld & Schefter, 2000). Sultarhddr Shankar, and Bart (2002) add that online

trust significantly affects customers’ intentionact with regard to purchase or loyalty.

The question arises how to actively communicatst iruweb based environments. One possibility is
the implementation of reputation systems such tasgsaor reviews (Ba & Pavlou, 2002; De Maeyer
& Estelami, 2011; Poston & Speier, 2005). This ttimechanism is based on the basic principle of

word of mouth (Dellarocas, 2003). Thereby, a refutasystem aims at the collection of feedback (in
2



form of ratings and reviews) and the aggregatiowel$ as distribution of the feedback information;
hereinafter referred to as reputation scores (Suhi& 2012). Furthermore, an aggregation of
customer ratings, in general consensus informat®m, reputable means for enhancing online trust
beliefs (Benedicktus, Brady, Darke, & Voorhees, @Ravlou & Gefen, 2004). Quality enhancement
of specific content by ratings and credibility iogiors could as well be identified by Poston and
Speier (2005) in different fields, in particular dmedge management systems. However, it is
guestionable whether the implementation of suchrawgment measures for online trust can work
without failure or fraud. Since reputation systewly mostly on user feedback this evokes the danger
of manipulation and misleading information of soraetors, for instance in order to promote
themselves, their services or products (Jgsangillsé Boyd, 2007; Poston & Speier, 2005; Sun &
Liu, 2012).

Research Aim and Questions

To address this impact bias of reputation systeths, thesis aims to explore the effects of
implementing a reputation system on the percepifanust in B2C relationships. A further goal is to

approach a given reputation system in terms ofitkéators determining its success. The basic

success factors as proposed by Resnick, KuwabackhZuser, and Friedman (2000) are:

(1) Accuracy for long-term performance
(2) User incentive in order to agglomerate feedback

(3) Usability and smoothness

Whereas the first refers to the longevity of onlergities and the belief that online activities o
follow the expectation and possibility of a futunéeraction(1). In order to make a reputation system
practical, user feedback needs to be agglomeratsd and then made available. This essential
property is however dependent on users’ willingnessrovide feedback. Therefore, reputation
systems must yield some sort of incen{ip The third requirement alludes to the actual usgglf a
reputation system and in which way participantemfne activities respond to (8). However, these
requirements are regarded as fulfilled by the nigjoof reputation systems in today's online
environment with a high internet affinity among ividuals and act as rather classic preconditions.
Dingledine, Freedman, and Molnar (2000) extendedahequirements with a further one which must

still be seen as order of the day:
(4) Robustness against attacks

Beyond the above mentioned properties a reputati@iem’s capabilities to resist fraudulent or

manipulative behavior is the essential challenge®ch systems today (Sun & Liu, 2012).

Consequently, the scope of the thesis is to sdratithe impact of a reputation system on online

participants’ trust perception of online offeringhereby, a reputation system should be identdied

3



an effective tool strengthening the perceptionrdine trust in a B2C context. A further intentiento
evaluate if contemporary fraud prevention methadséputation systems, even though they evolved
over time, still might allow potentially frauduler@nd manipulative behavior. The dilution of a
reputation system’s validity and biased decisioppsut for customers might be the consequence
(Poston & Speier, 2005; Sun & Liu, 2012). Therefgressible measures for the perception of trust

towards a cooperation partner, product or servése tio be identified.

As a result the following central research questidses:Does the implementation of a reputation
system foster the perception of trust on B2C onfiagketplaces?

This question is accompanied by the following suksiions:

(a) What are the main determinants of online trust?

(b) How are reputation systems and fraud assesserthis tif online trust?
(c) Does a reputation system measurably affect theepgon of online trust?
(d) How likely is fraud and manipulation of a curreaputation system?

(e) Is there a need for a higher layer of trust whichl@ates the rating’s trustworthiness?

Question a) and b) will be approached by an extengierature review in order to clarify the spécia
role of online trust for any sort of online actiegd and which status reputation systems hereby
incorporate. The main empirical research focusisfthesis lies upon the questions (c) — (e). Qurest

c) will be elaborated and evaluated by an experiataesearch design to analyze the effects of the
implemented reputation system on customers’ onfinst perception. The collaboration with an
online marketplace company enables access to eghdata. For the impact and danger of fraud ((d)
and (e)) a second empirical design tests the dufrend prevention mechanisms and scrutinizes the
reliability of the system in use. Customer ratingig different site feature of the company at haiit

thereby serve as data set for evaluation.

The structure of the thesis follows an analogiaaeo to the research questions abd@bapter 2
examines the determinants of online trust by medmsliterature reviewChapter 3goes further into
detail regarding the role of reputation systems @rdpletes the theoretical part of the theStsapter

4 incorporates the research approach for both thgaémof a reputation system on trust and the
likeliness of fraud. InChapter 5the results of the research are presented. Theesbiving
conclusions, a discussion on limitations of thelgtand suggestions for future research are paheof

lastChapter 6



Chapter 2: Literature Review
2.1 Setup of the Review

The gathering of background information is basedannextensive literature review. Thereby. the
triangulation method for search patterns as exauctsy Fielding (2012) is applied. For the start a
more unfocused keyword search led to the identifinaof first usable literature on the topic. Terass

“online trust”, “e-commerce

ratings” or “reputath system” helped to emphasize the topic and get a
feeling from which directions the topic of interéstapproached in literature. Furthermore the $earc
with basic keywords enables a more specified seaitthadvanced combinations of terms of interest.
For instance, after having identified literaturattileals with online trust in a general way, keydvor
combinations enabled to filter literature for carares in the field of interest. By using exemplary
phrases as “impact of online trust on”, “onlinestrgeneration”, “effects of trust mechanisms” or
separated terms as “reputation system, fraud, mkmipn” the field of potentially valuable inputs

reopened.

The search for reliable literature with keywordsswiarthermore accompanied by forward and
backward analysis of citations and referencesrefdly evaluated works. Results were clustered with
regard to themutually exclusivandcollectively exhaustiveMECE) principle into several categories.
Those were for instanddanaging TrustOnline TrustPerception Ratingsor Spam DetectianEach
category was then evaluated and thereby the anudumtitable literature systematically reduced. As
main source for the qualitative and quantitativeoselary data, primarily internet based search
engines a¥Veb of KnowledgesCOPUSANdEBSCOhostvere used.

The purpose of this section is to establish a génerderstanding for the special nature of onlinstt

by referring to the existing knowledge providedligrature. From a general perspective on the topic
of trust a link to the particular requirements farst in an online environment are established. A
slightly modified model by Urban et al. (2009) thley serves as guideline how the specific
determinants of online trust relate to each otimelr which impact trust incorporates for online based
activities and the involved parties (Figure 1). Theiew will conclude by distinguishing the role of
reputation systems as an important trust mechamisththereby scrutinize the principle of those

systems and how they might affect the perceptidrust by online participants.

In Chapter 1 trust was identified as a multidimensional concepth different definitions in
dependence of the perspective the subject is agpedadrom. Having established some understanding
for the nature of trust in general and in busimetgtionship contexts, what can be derived from the

literature in terms of trust in an online enviromtiz



2.2 Dimensions of Online Trust

According to Corritore et al. (2003) online trustdescribed with an individual's expectation that i
vulnerabilities will not be exploited in an onliséuation of risk. Other scholars refer to onlingst as

the reliance on and confidence in an organizatipitdstakeholders regarding all of the company’s
online activities (Shankar et al., 2002). Are thénen major differences in the perception and
communication of online and offline trust? Due tor(@ore et al. (2003) the existing literature on
offline trust serves as basis and in the majoritgases is applicable to online environments. Rasse
et al. (1998) for instance argue that trust mightcharacterized by some sort of psychological state
which compromises an intention to accept vulneitgbilHence, it can be argued that online
participants must possess a certain level of cenfid in each other (Urban et al., 2009). Therdfwe
offline surrounding serves as starting point foseach to asses trust in online environments. In a
definition of Bart et al. (2005) (elaborated uptie tetermination of Rosseau et al. (1998)) emitting
confidence by a website is one major criteria dinentrust. Consequently online trust is based ugon
positive impression of an online entity connectea tparticipants’ willingness to accept vulnerapili
(Urban et al., 2009). The both dimensions — exposuvulnerability and an individual's expectation

towards the behavior of a partner — are also asd@mealid by Beldad et al. (2010).

Beyond that research identified further criterigsa@ing online trust. Gefen (2002) demonstrated in
an experiment that next to confidence, competendeb&nevolence criteria encompass trust. These
criteria were also validated by Belanger et al.0@0 Lee and Turban (2001) and McKnight et al.
(2000). Thereby, according to the competence witetrust is facilitated when participants
demonstrate to have the competencies, charaaterastid required skills to influence opinions within
a specific domain (Mayer et al., 1995). The benewoé criterion again insinuates the good nature of
individuals by arguing that individuals set asidm@entric motives and self-serving behavior (Mayer
et al., 1995). In order to facilitate trust, onliastities should be aware that online trust is ss=b
based predominantly on confidence, competence andvolence criteria. Research has meanwhile
reached consistency by arguing that online trust lm& broken down into those three dimensions
(Urban et al., 2009).

Besides the congruities literature as well illustsaseveral differences in the nature of online and
offline trust. The major one is characterized by tbject of trust (Shankar et al., 2002). In o#lin
transactions trust is associated with a personpeogor entity (Doney & Cannon, 1997). The object
of trust in online transactions however is exengyifby the internet (technology) as an activity
enabler and the entity deploying this technologpy@® 2003; Shankar et al., 2002). Jgsang et al.
(2007) comprehends another difference in offlifermation sharing which is rather limited to local
environments such as communities or organizatibmfermation sharing via IT systems and the

internet reaches a global scope. As a consequant@ming online transactions may require a more



distinct understanding of cultural differences begw transaction partners and legal concerns. This
again points out the rather difficult nature ofinaltrust and demonstrates a pattern of unprediityab
which spawns risks and leads to situations of uamgy (Pavlou, 2003); especially with new
exchange infrastructures and the exposure to nmiltiperchants and options on a global scale
(Angriawan & Thakur, 2008).

Still, literature identified trust as a major sussdactor for any sort of online interaction omgaction
(Belanger et al., 2002; Lua, Chen, & Cai, 2011;n8aingam & Phan, 2003). Research thereby sets
the scope of importance equally on a private comswn business background. The following model
(Figure 1) serves as guiding theme for the positiost incorporates in terms of online processes an
upon that how trust is actually gathered and wofke casual model is based on a slightly modified
approach of Urban et al. (2009). Thereby the m@tatiips of the variables are the same but the

determinants of each variable are treated in a ip@neralizable manner.

Online Environment Trust Action Impact
Privacy/Security Confidence/ Interaction/ Common Benefit
Design/Content Quality Competence/ Transaction
Trust Mechanisms Benevolence

Learning

Experience

Familiarity

Satisfaction

Figure 1: Modified Trust Model based on Urban e{2009)

In order to elaborate which position trust playssunch a correlation of different determinants, a
starting point has to be specified. At first, trissdirectly influenced by the online environmeAs
indicated by Figure 1 several attributes of theanenenvironment do have an effect on online trust.
Those features includprivacy and security issues, thedesign and content qualityof an online
presence and finally specialist mechanismglirectly aiming at the communication and enharer@m
of online trust. The effect of such features maytte incidental or intentional generation of trust.
Therefore trust is first of all a product of onliaevironment features. The variable itself is bageaoh
confidencecompetencandbenevolenceriteria as stated by Beldad et al. (2010) as azlUrban et
al. (2009).



Furthermore, trust mediates the relationship ofgiging and dealing with the online environment and
undertaking any sort of online actions, suclnésractionsor transactions Doney and Cannon (1997)
for instance identified trust as a mediator whidfeas the decision consideration of individuals.
Several studies further illustrated that trust asealiating variable influences the purchase behafio
online participants (Jarvenpaa, Tractinsky, & \&ta@000; Shankar et al., 2002; Yoon, 2002). Bart et
al. (2005) as well identified trust as mediatorvEn online environment features such as website
characteristics and users’ behavioral intentioratTheans participants which intend to engage in any
sort of activity are directly affected by their peption of trust. But the impact and role of trdees

not stop there. If online trust can be emphasizedh® mediating variable between the online
environment and online activities some sort of siimpact might be addressed to the existence of
this variable. This is in particular the case iflioe actions are perceived by its participants as
favorable, based on the perception of trust. Adogrdo the model, such an impact can be described
ascommon benefit®or the stakeholders of online based actions.tBeiimodel does not conclude with

such an outcome.

It should be realized that the building of trustidg only one session is rather unlikely (Urbaralet
2009). Figure 1 accentuates this peculiarity by that trust is as well generated as some $ort o
process. The process is presented by a feedbaglofokrust-Action-Learning with several repetitions
(Urban et al., 2009), whereas the variable learisrgharacterized by determinants asdRperience
familiarity and satisfaction participants perceived in past online activiti€onsequently those
determinants contribute in addition to the onlim¥ionment features to the development of online

trust.

Keeping such a constellation in mind each variadflehe model will be examined in detail and
illustrated how it correlates to online trust. leeling Figure 1 the first step is to constitute whic

features of the online environment affect and shiays.
2.3 Online Environment

2.3.1 Privacy and Security Features

Figure 1 reveals privacy and security concernsfastadeterminant affecting the perception of oali
trust. Privacy and security can be interpretedaaschcriteria in order to assess the trustwortlsirods
an e-vendor or online transaction partner in ardinemelationship (Aiken & Boush, 2006). Especially

first-time online customers are affected regardingh issues (Koufaris & Hampton-Sosa, 2004).

According to Yoon (2002), a customer’s perceptidronline trust is significantly affected by the
security of a transaction. Belanger et al. (2008)enable to come to similar outcomes in their study
and registered a high rank for security featuresragitheir respondents and as well came to know that

privacy statements had a strong impact on custemmtception of trust. The influence of privacy

8



concerns on trust perception have been alreadygabout by very early studies on online trust as by
Hoffman, Novak, and Peralta (1999). Such concemns loe characterized with spam mails, the
tracking of the customers’ internet usage histdhird parties storing private and confidential

information, tracking customer preferences with ktes and the exposure to organization with
doubtful use of customers’ private data (Wang, L&eWang, 1998). Many of those concerns
nowadays became illegal or at least are reducegblsgrnmental regulations. Still other issues as for
instance the storing of private information are bpematic with new services evolving (like for

instance cloud services) and the amount of storiedtp data rising (Garg, Versteeg, & Buyya, 2013).

More recent studies reveal that a company’s trushiress is fostered by enhanced privacy policies
on the organization’s website (Lauer & Deng, 200Pgn and Zinkhan (2006) support these findings.
They were able to demonstrate in an experiment thi@#rnet users were positive about the
trustworthiness of a company when a privacy poleg present. Thereby particularly the role of self-
disclosure affected internet usage (Joinson, R&pshanan, & Schofield, 2010; Nosko, Wood, &
Molema, 2010) and as mentioned by Krasnova, Smeken, Koroleva, and Hildebrand (2010) trust

impairs the perceived risks connected to the dssekof identifiable information.

Then again, other studies revealed that many ietersers are not really concerned anymore with the
security and privacy features of websites by natsotiing the organization’s privacy statements
before providing private data for online transacsi¢gArcand, Nantel, Arles-Dufour, & Vincent, 2007,
Jensen, Potts, & Jensen, 2005). This illustratelsamge of online trust perception over time and can
be explained with the trust building process ofuifeggl. Especially from the company perspective,
online trust evolved since the origin of onlinengactions and e-commerce (Hoffman et al., 1999;
Sultan et al., 2002). From an early focus, mostlysecurity issues like the handling of customers’
confidential financial data, to the implementatiof privacy policies in order to guarantee a
professional processing with customer’'s persondh,d¢éhe perception of trust evolved into a

multidimensional and complex construct (Hoffmamlet 1999; Sultan et al., 2002).

Other studies renounce from the opinion that tisigierceived mostly through security and privacy
features and detect new variables affecting oritingt perception. Mesch (2012) for instance showed
that the online and offline world are connecteteims of trust perception. “Offline trust (measuasd
trust in social institutions and trust in individslais associated with trust online” (Mesch, 2042,
1476). Those findings go in a similar directiontls implications by Gefen and Straub (2004) who
identified social presence as another factor deténgn the perception of online trust. The authors
argue that “although a Website is typically devaeidactual human interaction, nonetheless, the
perception that there is a social presence dodtsalf increase e-Trust” (Gefen & Straub, 2004, p.
417). Consequently perceived social presence orlsite can be regarded as important, since there
appears to be a resemblance to an actual intern@rsteraction which consumers tend to be more
familiar with (Gefen & Straub, 2004).



2.3.2 Design and Content Quality

Since online trust derives from user experiencajlfarity and satisfaction evolved through previous
transactions (Figure 1) there must be a basigdst for those without any prior experience (Beldad
al., 2010). General determinants to communicatestwrrthiness in online interactions are
participants’ reputation, performance and appea&giBeldad et al., 2010). While the first two
determinants refer to the online organizationsanegal the latter is connected to the design, lisabi
and representation of a company’s website inter{fdoaes & Leonard, 2008; Urban et al., 2009).
Schlosser, White, and Lloyd (2006) as well identfyvebsite’s design as determinant which has an
impact on consumer trust and influences their timenfor an online interaction. Several studies
support these findings like for instance Grabneaid(ter (2002), Yang, Hu, and Chen (2005) and Bart
et al. (2005) arguing that the design and appearah@n entity’s website affects customer’s trust.
While Grabner-Kraeuter (2002) thereby focuses enftimctionality and reliability of an e-commerce
system, Yang et al. (2005) identify the design asasis for potential customers to form a first
impression of a transaction partner’s trustwortbid3art et al. (2005) found user friendly navigati

and presentation as most important variables affgconsumer trust.

Social psychology studies have shown that the physattractiveness of items or persons does
influence their perceived trustworthiness and diidith (Berscheid & Walster, 1974). Urban et al.
(2009) summarizes the impact of design on trustniine environments with two main assumptions:
“(1) A good-looking website [...] makes users thitley are browsing in a professional environment
and helps foster trustworthiness of the companynidethe site; and (2) Browsing in a good-looking
and user-friendly website encourages users to spemd time on the website, and, the longer they

stay, the higher the probability of the site gagnihe consumers' trust” (Urban et al., 2009, p)182

A further issue is the ease of use of a technol@gawis (1989) describes this by referring to the
technology acceptance model where the perceiveel ebsise is an important variable. In online
services, ease of use can be interpreted by thigatmnal structure of a website (Urban et al., 200

According to Grabner-Kraeuter (2002) an effectivavigation is even one of the best ways to
communicate credibility and trustworthiness. Mamgpé@ical studies support this assumption and
argue that the perceived ease of use significaaffgcts the formation of trust (Bart et al., 2005;
Flavian, Guinaliu, & Gurrea, 2006). Flavian et(@O006) thereby revealed that low levels of usapilit

can be the origin for technical errors which mighilve in feelings of distrust and hinder customers
to use a service again. Wijnhoven, Ehrenhard, ahdkA2012) identified a service's technical

architecture and service employees’ motivationsaratterized by their knowledge and their

behavioral repertoires when responding to incideaggossible causes for unreliability.

The information quality offered in online environmg is also related to the topic. According to Liao
Palvia, and Lin (2006) customer trust in onlineng@ctions may be increased by the content qudlity o

a website. The authors refer to the completenesfyulmess and accuracy of the offered information.
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Same goes for errors in the website. Errors likeolinplete pages, missing links or other
inconveniences must be seen as so called “trusedstigUrban et al., 2009). Customers are likely to
trust online, if websites are free from errors aodtain complete, accurate and current information
(Bart et al., 2005; Liao et al., 2006). The impoda of information quality lies in the intangible
character of online transactions and services.dbusts are not able to previously touch or test an
item they desire to buy online. Accordingly, theg &ighly dependent on the in-depth knowledge and
clear information when for instance consulting edte sites (Liao et al., 2006; Sillence, Briggs,
Harris, & Fishwick, 2007). Additional studies shawpositive correlation between the overall user
satisfaction which does have an impact on customnest (Pavlou, 2003) and the visual
communication quality of a website (Lindgaard & Bud 2003; Tractinsky, Katz, & lkar, 2000).
Having identified the importance and different wafsonline trust perception, now mechanisms as

tools for the active communication of trust will &eamined.

2.3.3 Trust Mechanisms

Participating in online transactions demands samel lof dependence and is possibly fraught with a
certain amount of risk. In order to reduce thesstades, so called trust mechanism should be
employed (Salam, lyer, Palvia, & Singh, 2005). Ehare various attempts to foster trustworthiness
and credibility and at the same time to reduceptireeived risk of participants in online transatsio

A popular method for trust communication is thesprece of digital certificate technologies such as
trust marks or seals (Belanger et al., 2002; KimarriR, & Rao, 2008). These certificates are
predominantly provided by third parties, such askisaaccountants or consumer unions (Kim et al.,
2008; Salam et al., 2005). Kim et al. (2008) codelon the topic “(t)he purpose of trusted thirdtpar
seals is to help reduce consumers' perceived riskléctronic commerce, provide assurance to
consumers that a Website discloses and followsp&sating practices, that it handles payments in a
secure and reliable way, that it has certain repafities, and/or that it complies with a privaaylipy

that says what it can and cannot do with persoatl d has collected online” (Kim et al., 2008, p.
550). These assumptions apply not only for e-comenerebsites, but equally for online marketplaces,

social media platforms and any other kind of onpnesence.

However the opinions on the actual effectivenessuch a trust mechanism vary in the literature. Kim
et al. (2008) for instance were able to demonstiae third-party seals had no impact on an online
user’s trust perception and thereby correspond setreral other scholars arguing that assurancs seal
have no significant influence on neither the usénst nor the intention to engage in an online
transaction (Belanger et al., 2002; McKnight, Kacm& Choudhury, 2004). Conversely their
counterparts argue that the presence of third-padys and trust marks does have a significantatmpa
on trust in online transactions (Aiken & Boush, 80@/u, Hu, & Wu, 2010).

Different mechanisms, upon which lies the focushas thesis, are so-called reputation systems. The

basis of the mechanism is grounded in the ancietdrly of human society and can be circumscribed
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with the impact of word of mouth (Dellarocas, 200Rgputation systems are aiming at the collection
of evidence regarding attributes of individual ignthe aggregation of the results and the
representation of these aggregated results by Ikew gaputation scores (Sun & Liu, 2012). Mostly,
those systems use the feedback of its participanterm of reviews or ratings for credibility and
trustworthiness (Sun & Liu, 2012). Research hastified a significant impact of ratings and reviews
on online users’ behavior and thereby on the wvghiess to get into an online transaction (Ba &
Pavlou, 2002; Y. Chen & Xie, 2005; Pavlou & Gef@0p4; Poston & Speier, 2005). The objects of
trust can be divided in products, services, busegsusers and basically any kind of digital canten
(Sun & Liu, 2012). According to Jgsang et al. (20@/reputation system may refer to three types of
evidences: Direct observations based on businegdogees’ opinions; expert opinions provided
either voluntarily or for a fee; and feedback pdmd directly by users. Thereby research
comprehensively examined the impact of expert vevi@and online recommendation systems (Y.
Chen & Xie, 2005; Gretzel & Fesenmaier, 2006) whach both considered as reliable, but connected
to more costs when used for a large number of fsangces (Jgsang et al., 2007). More recent
research examines the topic of reputation systeiitis fsedback given directly by e-commerce
customers or participants of online transactiormrfan, Ghose, & Wiesenfeld, 2008; Smith, Menon,
& Sivakumar, 2005). These include so called stangasystems and free text user reviews (Hu, Bose,
Koh, & Liu, 2012) as can be found on common onlinarketplaces and retailing websites like for
instanceAmazonor Ebay (Mudambi & Schuff, 2010). Such customer reviewsl aatings already
showed some positive impact on sales behavior bhemrtustomers (Chevalier & Mayzlin, 2006;
Clemons, Gao, & Hitt, 2006). The researchers atbaepredominantly positive ratings and reviews
positively impact the interest in items and sersiaad as a consequence enhance customers’ purchase
intention. Studies showed that companies intenlipmaovide their product information to online
discussion forums to proactively animate usersastiomers to spread the word about their services
or products (Godes & Mayzlin, 2004; Mayzlin, 2006).

At the same time this knowledge makes user feedlesk reliable than the other two types of
evidence defined by Jgsang et al. (2007). Accordingdiouser and Wooders (2006) the growing
influence of reputation systems on customers’ pasciy decisions increase the incentive for
manipulations. For this reason some authors classiér feedback as a highly influential, but also
least reliable source of evidence (Sun & Liu, 20E9pecially when it comes to online reputation
systems as ratings and reviews a willingness ttoéxgnline users’ trust with manipulation and fdau
can be identified. With this the purchase intergjaime willingness to engage in a transaction er th
own competitive advantage over the competitionlmaaffected (Houser & Wooders, 2006; Hu et al.,
2012; Jgsang et al., 2007; Sun & Liu, 2012).

Thereby, the concentration on reputation systenisesafrom the power of electronic word of mouth

on online transactions (Benedicktus et al., 201®Maeyer & Estelami, 2011; Poston & Speier, 2005;

12



Salam et al., 2005). Many online entities idendifi@tings and reviews as a new tool for marketing
(Dellarocas, 2003) and in various cases strategitipnlations occur with the effort to influence use
behavior (Hu et al., 2012). Zhang, Bian, and Zh@l@® identified little time and effort in order to
increase an entity’s online reputation as a maivedifor committing fraud. Since fraudulent actors
focus mostly on quick success and instant bend#igy are keen on increasing their reputation
extremely fast. Hu et al. (2012) for instance defineview manipulation as vendors, publishers,
writers, or any third-party consistently monitoritige online reviews and posting non-authentic @nlin
reviews on behalf of customers when needed, wehgibal of boosting the sales of their products”
(Hu et al., 2012, p. 674). Manipulations herebyerdb posted information that doesn'’t reflect real
customer experience. Especially online auction etptlces are often affected by fraudulent actors
which artificially improve their ratings by tradinigvorable reputations directly on such platforms
(Dini & Spagnolo, 2009; Zhang et al., 2013). By liogtion, these platforms relented and the public
feedback market has strongly contained, but thesis$ trust fraud still exists (Zhang et al., 2013)

The potential of fraud within reputation systema ba further seen by the establishment of busisesse
which exclusively concentrate on the promotion awvdgrading of online reputation through artificial
feedback in order to gain profit (Sun & Liu, 20Zhang et al., 2013). Sun and Liu (2012) recognized
three major approaches of reputation systems attddie impostors obtain information on the target
which reputation score should either increase oredese, then those companies distort the evidence
collection process by the integration of manipukafieedback and in extreme cases the attackets try
rig the algorithm aggregating the evidence. Theiffemlalgorithms misclassify honest user feedback
as dishonest, at the same time dishonest feedisadutreest and yield at inequitable high or low sgore

for the target of the attack.

The effects of such measures are detrimental #otrtistworthiness and credibility of any onlineasct

or entity. Coordinated distortions of reputatiororss may mislead consumers in their purchase
decisions (Hu et al.,, 2012) and make the impacteplutation systems basically worthless by

undermining “users confidence about reputationdrozsystems, and (...) eventually lead to system

failure” (Sun & Liu, 2012, p. 88).

2.4 Action in Form of Interactions or Transactions

The possible result of perceived trustworthinesg lead an online participant to some sort of action
It can be argued that this action would not talee@lwithout the existence of the variable trustyWh
trust plays such a dominant role for individualsfgening online activities, is described by Ridings
Gefen, and Arinze (2002) with the absence of diiatgérpersonal contact and visual cues as a
conseqguence of the virtual nature of such actiitigut the targets of trust in online activitiesval
have to present themselves as trustworthy pariiesder to minimalize the perception of risks (Haas
& Deseran, 1981). There are two main sources kfadmnected to online transactions or interactions;
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those being the risk of monetary damages and tleatttof misusing and manipulating someone’s
private data (Beldad et al., 2010). But in mostsgeations such as economic exchanges not everything
that creates the situation of risk can be verified eliminated beforehand. Therefore the necegsity
trust arises (Tullberg, 2008). This refers backirtest as a mediating variable between the online

environment and online activities.

In marketing research, customers need to decidéh&t extend they can trust a company in order to
purchase its products or engage in any sort of doments (Doney & Cannon, 1997). The same goes
for activities in an online environment. Even thbugnline activities have to be characterized as
faceless or intangible, the general acceptancenlieotransactions and interaction constantly rises
(Beldad et al., 2010). The reason for this grovah be connected to the monetary or effort reducing
benefits online activities provide. But the effecfually has to be addressed to individuals’ troii i

online transactions or interactions and the teagobehind them (Beldad et al., 2010).

Trust has been identified by research as an engilfleencing online participants’ behavior (Urban e
al., 2009). It is an enabler for a customer’s deniso buy something online, to engage in a tramsac
with a website or e-vendor, to interact with anim&lcommunity or basically any other sort of online
activity (Urban et al., 2009).

2.5 Impact as Common Benefit

The lack of trust is regarded by literature as ohéhe biggest obstacles for customers to engage in
online transactions. In order to create a competitidvantage on the internet, participants are
obligated to create a climate of trust and advigednaintain this status (Gefen & Straub, 2004,
Murphy & Tocher, 2011; Shankar et al., 2002; Urlearal., 2009). Without a clear understanding of
the importance of trust in online business relaops, it might be difficult to stay competitive
(Shankar et al., 2002). Creation and maintenandeusf determines the usability, sales revenues and
profitability of an online entity. Shankar et &002) further argue that with more stakeholdersrizav
access to various options and huge amounts ofnmdon on the internet it becomes critical for firm

to gain and retain their current and potential @ugtrs’ trust. Organizations can position themselves
better and achieve superior firm performance wheating trust by knowing their stakeholders needs
(Shankar et al., 2002). Urban et al. (2009) idgritifist as a crucial component of an organizatens
business strategy, directly correlating with a fiyrmmompetitive advantage. Jarvenpaa et al. (2080) a
well as Yoon (2002) support these findings by arguwnline trust affects the risk perception, attitu

and willingness to buy items online.

Upon that the customer to customer segment witlakowedia networks like Google+, Facebook and
Twitter grows on importance. Those sites are antbagnost favored websites on the internet (Lua et

al., 2011). On such platforms new forms of trarisast evolved, circumscribed as social commerce
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(Haefliger, Monteiro, Foray, & von Krogh, 2011;&iWang, 2011; Jones & Leonard, 2008). Online
entities thereby serve as intermediary for bothigmmand therefore trust is not only crucial betwee
the traders but as well in the organization thavjoles the website (Ji & Wang, 2011; Shen & Zhong,
2008).The lack of trust and a risky environmentevercognized as the main reasons which could
prevent the development of social commerce (Ji &y&2011). This visualizes the importance of
online trust since the attraction of new custonaerd in the best case retaining them is criticaklier
success and the major goal for any online busi@zssenpaa & Toad, 1996; Reichheld & Schefter,
2000).

2.6 Learning

2.6.1 Experience

One important determinant, related to the impacttrabt on e-commerce websites and online
marketplaces, is the role of user experience (@prbhanasankit, & Yi, 2003; Gefen, 2000; Gefen,
Karahanna, & Straub, 2003). Referring to FigurBdyd (2003) argues that the inevitability of atfirs
time situation in any sort of online activity makiegsting difficult. As a consequence the approach
suggests that missing experience of users witmertliansactions and online companies leads to a
different level of trust than for instance expedet users do achieve (Beldad et al., 2010). There a
several empirical studies related to the impactsdr experience on the trustworthiness of online
offerings. Metzger (2006) focused on customerssttiperception in dependence of their experience
with online marketplaces and commerce. Web usag#etency can thereby be understood as the
skills in using computer technology. The findingsrevcompared with the experience those users have
with traditional commercial exchanges. Findingsveba that users with a higher grade of online
experience demonstrate lower levels of perceivedsrand are more likely to trust transactions in an
online environment. According to Corbitt et al. (3) customer trust levels are as well assumed to be
influenced by the customer’s web experience. Thaaas identified a positive relation between the
degree of trust in a website and the level of eéepee the customer shows with web interfaces. As a
result the experience level influences the useilBngness to trust the technology (Internet as a
whole) and could as well have an impact on the geed trust in e-commerce and online

marketplaces.

Even though literature predominantly identifiessthositive relationship between web experience and
the level of online trust, some studies show degatesults. Aiken and Boush (2006) recognized a
positive relation between internet experience arlthe trust for new and intermediate users, butewer
able to reveal a negative correlation for more aded users. They demonstrated the experience-trust
relationship with an inverted U shape. From thifoltows that user’s trust in online activities and
entities increases in an early phase of usage whemxperience as well increases. Later on trust
rather declines with a higher level of experienaased by more knowledge concerning privacy and

security concerns (Aiken & Boush, 2006).
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2.6.2 Familiarity

A different way how users subjectively reduce utaiaty and increase the level of trust is in the
feature of familiarity (Komiak & Benbasat, 2006)uthmann, Davis, Raffan, and Rooney (1979)
define familiarity as a precondition for trust. Aeding to Gefen (2000) familiarity and trust arefbo
complexity reducing methods and therefore compléneach other. This relation is based on the
assumption that trust in individuals and entitieshees out of an expectation of trustees towardsth
Gefen (2000) hypothesized in an experiential sutkiay“(i)ncreased degrees of familiarity with an E
commerce vendor and its procedures will increasst tin the vendor” (Gefen, 2000, p. 729). The
survey showed a significant influence of familiariin online trust and identified familiarity as a
determinant for user intentions on the internethsas the intention to purchase a product online.

Mollering (2006) supports the opinion that familiais essential in trust building processes.

2.6.3 Satisfaction

A further determinant related to experience andilfarity is customer satisfaction. There exists a
positive relationship between trust and customésfaation (Pavlou, 2003). This assertion derives
from the observation that customers who are sedisfiith their online experience are likely to trust
their interaction partner for a potential secormhsaction. Yoon (2002) and Flavian et al. (2006)
support the argument and reveal with empirical istudhat customers’ satisfaction in an online
transaction indeed determines their trust in thiyetihey had the online interaction with. Yoon (2)
further adds that satisfaction does not only havérgact on customer trust, but beyond that on the

familiarity and evokes greater usage.
2.7 Implications

Trust is a multidimensional concept in the physigatld as well as in an online environment. Shi t

majority of scholars identified trust as crucialr fany kind of interpersonal, business or online
relationship or transaction. Despite the similastithere are however some fundamental differences
the cognition of trust, regarding traditional amlime environments. First the object of trust diffe

and consequently the traditional cues of trust espaitation in the offline environment are missing
online. A second difference is the ease of inforomasharing and communication towards a global
community, whereas in the physical world informatiexchanges are mostly limited to local

communities.

Users’ experience satisfactionand familiarity were recognized as factors determining trust in an

online environment. Furthermore thaesign and theinformation quality do as well affect the

perceived trustworthiness towards an online enfitjvacy andsecurityfeatures were considered the

basis for actors to engage in any sort of onlineraction and refer to early works on online conueer

and transactions. More important for this thesestae insights gathered on the active communication

and perception of trust by so callédist mechanismsSince online trust as mediating variable
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acquired a position as key driver for success hachtimber of internet affine users constantly grows
research identified a swap from a rather passiseraace of safety to mechanisms actively promoting

trustworthiness and credibility.

Online reputation systems are discussed amongashat sort of trust mechanism with primarily
positive impact on consumers’ perception of trlibiese systems are based on feedback by ratings and
reviews. Thereby direct user feedback was idedtifis highly influential, but as well endangered by
fraud and therefore less reliable. Many of the eeid scholars, even very recent publications are
based on implications which are five to ten yedas dser perceptions may have changed since people
are much more internet affine than a few years agw internet transactions grow constantly in

significance, especially with the evolving fieldsiicial commerce.

The aim of the thesis is to dig deeper into trustianisms and gain an up to date look on the impact
of a reputation system on the perception of trfisintine users. Thereby the implementation of saich
system on an online marketplace serves as a lmgiedearch. Furthermore the intention is withal to
assess the danger of trust fraud and the possésd for more sophisticated fraud prevention by
evaluating the current prevention mechanisms. énriaxt chapter however, the focus lies upon the
principles these systems are actually based onthémmore, fraud prevention mechanisms are

approached from a structural perspective.
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Chapter 3: Reputation Systems as Online Trust Genator

According to Jgsang et al. (2007) there are twarparposes research on trust and reputation systems
should focus on. First it should concentrate on dharch for adequate online substitutes for the
traditional approaches used in the physical woddards trust and reputation. Thereby new
information elements should be detected and apptigukcially geared to specific online applicatjons
which are able to derive measures of reputation tamst. The second purpose is devoted to the
creation of efficient systems for gathering sudierimation by taking advantage of IT technology and
the Internet. The resulting measures should seriprove the overall quality of online markets and

support online users’ perception of trustworthiresd their decision making process.

In case of reputation systems Resnick et al. (2@66€ihe three fundamental properties as necessity t
operate:

(1) Every online interaction should follow the expeittatand possibility of a future interaction.
Therefore the longevity of online entities has ® duaranteed. In practice this medois
instance agents should not be able to fiddle widiridentity in order to erase the connections
to their past (potentially fraudulent) behavior.

(2) User feedback, in form of ratings or reviews, abpast online interactions has to be
agglomerated and made available. This rather eabpnbperty is however dependent on the
participants’ willingness to provide feedback. Téfere reputation systems must yield some
sort of incentive.

(3) The reputation system must guide the decision ngaginocess for current interactions based
on the feedback (ratings/reviews) of past inteoasti Herby the property refers to the actual

usability of a reputation system and in which waigiacting participants respond to it.

Additionally to those properties, Dingledine et (@000) extended the requirements byr@justness
against attacksBeyond the above mentioned properties the autietermined a reputation system’s
capabilities to resist attempts of any entitiesnftuence or manipulate reputation scores as ddurt

essential feature.

In what follows, the principle otrust transitivity upon which most reputation systems rely is
illustrated in detail. Furthermore reputation systeare approached from a more technical perspective
Therebyreputation network architecturesre presented. The chapter closes with a refleciothe

technical perspective @faud prevention
3.1 Trust Transitivity

Since trust is rather vague and difficult to deteenthe perception and communication of trust by
reputation systems are based in the broadest sartbe principle of trust transitivity (Jgsang &deo

2005). The idea behind this simple principle igstrated in Figure 2. Trust is thereby derived frm
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transitive trust path. If an entity [A] trusts ahet entity [B] and this entity [B] then again traisin
entity [C], [A] will be able to derive a measuretafist in [C]. This process is based on the assiompt
that [B] refers [C] to [A] (Jgsang et al., 2007helTexchange order is illustrated with the numbers i
the brackets in Figure 2. In order to functionréhare so called semantic constrains that haveto b
taken into account when relying on the transitiuestt deviation. This means the entitimsist trust
each other in the above shown order to considepriheiple as valid. It is not enough if [A] trudB]

but [B] does not trust [C]. Such a framework carabelied as well on a multidimensional level with

several parallel trust paths as demonstrated iar&ig.

Referral [2]

Entity A Entity B Entity C

Trust[1] Trust[1]

Derived Trust [3]

Figure 2: Trust Transitivity Principle (Own illustion based on Jgsang et al. 2007)

Referral [2]

Trust [1] Trust [1]

¢ Entity B

Entity A Entity D

Entity C

Trust [1]

Referral [2] Derived Trust [3]

Figure 3: Parallel Transitive Trust Chains (Owanslration based on Jgsang et al. 2007)

Jasang et al. (2007) explain the relations withractical example. The initial situation may be the
same as in Figure 2. Let's assume a person [A]sieethe maintenance done in its household and
asks person [B] to recommend a good craftsmanrdBdmmends the craftsman [D] to [A]. In order
to be sure [A] wants to get a second opinion aikd person [C] about the craftsman [D]. If both gath
refer to [D] as trustworthy a strengthened peroeptf derived trust from person [A] to person [D]
might evolve. Here again the framework is basetherassumption that both [B] and [C] refer [D] to
[A] and all the direct trust paths are guarantdéds concept colludes well with the idea of eleoico

word of mouth by Dellarocas (2003).

Reputation systems incorporate the idea of trasisitivity but, also rely on a broader view. Theref

they are typically based on public information &ietmine a community’s general opinion. Thus, the
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impact of trust transitivity for reputation systeman be described with one party trusting another
party on behalf of the reputation score of someotenparty. Consequently the system produces a

party’s (public) reputation score based on theiopsof a community (Jgsang & Pope, 2005).
3.2 Reputation Network Architecture

According to Wijnhoven (2012), the design processformation service infrastructures in general
can follow theLeibnizianinquiring system. Thereby the focus lies uponoralism and logic. The
system further implicates that knowledge can besquhson by the representation of causal
understandings such as specific predictions oraggions. If such a model of casual relations i-we

outlined and consistent it allows logical reasorabgut the elements it refers to.

Additionally information service architectures még approached from product-orientedand
process-orientediesign theory (Wijnhoven, 2012). Considering tinst fone (product-oriented), two
sub-forms can be identified. The content aspectinbbrmation services distinguishes among
centralized and aggregator website architecturesitr@lized website architectures thereby aim at
providing its users with the right information. Aggator architectures enable the creation of own
information by users. The use-value covers thermbqgooduct-oriented perspective on information
service architectures. Hereby again two types candistinguished. The so called community
architecture allows community building by creatingys of interacting with content. The integrated
data architecture combines and integrates data dhiffierent sources. In the process-oriented design
theory the focus lies on the representation of etthnical layer of an information service
(Wijnhoven, 2012). The approach enables the reptagen of the goals of each layer of an
information service. Furthermore responsible actions each service architecture layer may be
identified and functionality, necessary use-feauamd content of an information service can be

implemented.

Reputation systems in general are divided into wfferent reputation network architectures
(Gutowska, Sloane, & Buckley, 2009; Jgsang et 2007; Liu, Munro, & Song, 2010). Such
architectures illustrate the communication pathsatihgs and reputation scores between individuals
or entities in a reputation system. The so caflstributed reputation systemsly on decentralized
solutions with no central location for participatssubmit ratings or obtain reputation scoresdtgs

et al., 2007). Users consequently have to stoiie ribgutation information at individual locationach

for instance provide these information on requdgtelying entities (Liu & Munro, 2012). For this
thesis however the focus lies on ttentralized reputation systewhich is most widely adopted by
online entities (Liu & Munro, 2012). It further aetates to the aggregator architecture, presented b
Wijnhoven (2012).
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Figure 4: Centralized Reputation System Archite{@wn illustration based on Jgsang et al. 2007)

Centralized reputation systems aggregate partitspéaedback of interactions or transactions and in
this way, indications of the performance of a giyerticipant are stored. The feedback is done by
ratings and reviews from other members of the sapramunity which had direct contact and
experience with that particular participant. Th&erof the reputation center can be described with a
central authority which accumulates all the usénga and reviews, next derives the reputationescor
for each of the participants and finally displayistiae reputation scores publicly (in a community).
The provided information of each participant isrthused for instance as decision guidance whether or
not to engage in a transaction with a specific yparhis system furthermore implies that those
transactions which occurred between reputable gigatits are expected to lead to more favorable
outcomes than comparable ones with disreputablécipants (Jgsang et al.,, 2007). For a better
understanding the relations are clarified in Figdrd he framework shows a possible transaction of
participants [A] and [B] in the present. Both tracton partners have a history of transaction$én t
past. After each of those past transactions thepgarticipants, as well as their former transaction
partners, gave ratings on the performance of e#odr an the transaction. Those ratings of all the
participants are collected in the reputation ceatet there (as a function of the received ratitigs)
reputation scores of each participant are contislyoupdated. Finally the scores are presentedeo th

online audience and the participants can decidedban reputation scores if they want to cooperate

with a particular transaction partner or not.

In general Jgsang et al. (2007) defines two fundéahaspects of centralized reputation systems:

(1) In order to provide reviews and ratings about pagnin past transactions to a central
authority, the system needs centralized commuicgtirotocols. Those protocols serve as
well to obtain a potential partner’s reputationresaback from the central authority.

(2) Secondly the central authority has to make userepatation computation engine to be able
to derive reputation scores of each agent whictbased on the agent’s received ratings and

reviews. In addition the scores could be basedighdr information if possible.
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Going a step back, reputation systems were recedrdag mechanisms communicating trust to online
users. Thereby those systems differ from traditionast mechanisms which were earlier identified as
security and privacy features. It is necessanyanfg this point in order to understand the ditfites
which might erase when implementing reputation esyst The difference was first described by
Rasmusson and Jansson (1996) with hard and sofitye¢iard security mechanisms are referring to
security and privacy features which prevent unaigbhd access to resources and consequently protect
users from malicious practices. However many diuaatrequire protection from parties who offer
resources on the internet. False or misleadingrnmition provided by deceitful actors won't be
uncovered by traditional mechanisms. It is here reltee so called soft security mechanisms (as

reputation systems) come into place to offer ptaiaagainst such types of threats.
3.3 Fraud Prevention

The reputation system itself however can becoménviof fraud. The most obvious problem,
connected to a trust communication system whichdependent on feedback, form unfair or
manipulated ratings and reviews. Consequently thegmtion and filtering of fraudulently positive or
negative ratings is a fundamental issue when thgstems serve as decision support for online users
(Jgsang et al., 2007). In such a case the partghwielies on the reputation scores of others cannot

estimate the authenticity of feedback given onljestive basis.

According to Wijnhoven (Wijnhoven, personal comnuation, March 14, 2013) the issue of
credibility and trustworthiness of reputation ssoan be spread into multiple layers: The firselev
concentrates on the authenticity and reliabilityoofine representationdor any kind of products,
goods or services and thereby on indicators of biatsustworthiness or manipulations. The nextiaye
deals withactual rating dataand how actors evaluate those ratings and feedlfawckthis level
mechanisms like sentiment analysis or opinion nginfteme into place in order to scrutinize the
credibility of given feedback which may be biaseghon that there is an even higher level of trust
which refers to the actualssessment of ratingssing all the big data and analytics on a specific
market. In other words who or what guarantees ttiatevaluations and gathered data from the two
lower levels are reliable? Is it reasonable tottuhesitatingly reports or let's say the ratinfigshe

ratings?

The focus of this thesis primarily lies upon thestfitwo layers by reviewing the effectiveness akgi
fraud prevention mechanisms. In case of reputagigsiems, these mechanisms are predominantly
arranged as fraud prevention filters in the pgrtiat's feedback process to avoid bias from unfair o

manipulated ratings and reviews (Figure 5).
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Figure 5: Fraud Prevention Filter (Own illustratioased on Jgsang et al. 2007)

The fraud prevention filter (Figure 5) should dét®anipulative or fraudulent feedback of particifgan
[D], [E] and [F] in order to prevent dilutions imé reputation scores of the potential transaction
partners [A] and [B]. Thereby fraud prevention neeth can be grouped broadly into two categories:
endogenous and exogenous discounting of fraudtaéngs. The first category which is supported by
Whitby, Jgsang, and Indulska (2004) as well as MerCand Singh (2001) identifies fraudulent
feedback by analyzing and comparing reputationescofhe assumption behind the approach is that
manipulated ratings and reviews may be locatedonyessort of statistical properties. Supporters of
the second category concentrate on methods whietauater's externally conditioned reputation to
determine the trustworthiness and credibility oé thctor's ratings. The assumption behind this
approach is that users with a low reputation tengive rather unfair ratings themselves and vice
versa (Jgsang et al., 2007). More recent approaimabine the two methods in order to build more
robust reputation systems (Duan & Liu, 2012; Suhi&, 2012). Duan and Liu (2012) for instance
introduce a so called restrictive reputation mdddbster the robustness of a system. Their approac
assigns different weights to customer and vendtings according to the rating frequency and the

monetary value of a transaction in dependenceexip customer and vendor properties.

In order to engage the problem from those perspextha two experiment design is chosen for the
research. The first experiment will focus on theplications which can be derived from the
implementation of third party dealer ratings on arketplace website and thereby on the user
perception of trust. The second one will exclusivietus on the danger of fraud and manipulations in
combination with user feedback in form of ratingsl dree text reviews. A detailed description ofthot

approaches is presented in the followigthodologysection.
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Chapter 4: Methodology

4.1 Research Design

The purpose of this section is to give an overvéwhe research methods, using the so called redsear
process onion by Saunders, Lewis, and ThornhilD920The approach is thereby divided into 5 layers
which are: Research Philosophy, Research Approa&tesearch Strategies, Time Horizons and Data

Collection Methods. For this thesis the respecfieblosen approaches are summarized in Table 1.

Research Process Onion

Research Philosophy

Positivism Realism Interpretivism

Research Approaches

Inductive ‘ Deductive

Research Strategies
. Grounded Action
Experiment ‘ Survey ‘ Case Study ‘ Theory ‘ Ethnography ‘ Research
Time Horizons

Cross Sectional ‘ Longitudinal

Data Collection Methods
Sampling ‘ Secondary Data | Observation ‘ Interviews ‘ Questionnaires

Table 1: Research Process based on Saunders, &€évkisrnhill, 2003, Chapter 4, p. 83

In a positivist research philosophy the researtdiers the role of an objective analyst. The re$earc
marked by scientific reasoning and attributes @ ghilosophy are highly structured methodologies
and quantifiable observations such as statisticalyaes (Remenyi, Williams, Money, & Swartz,
1998). Generalizations thereby serve to reduce aty and enhance transparency. Hand in hand
with the philosophy of positivism goes the deduetigsearch approach which is based on developing
a theory accompanied by hypotheses (Hussey & Hu488y). Those hypotheses are then tested with
appropriate research strategies. To draw conclssiarthis thesis an experiment research strategy i
chosen. The experiment qualifies as a classicah fof research whereby defined theoretical
hypotheses are tested using a selection of sarpieslividuals from known populations as dataset.
Since the time horizon of this study is rather fedi for the period of approximately four months a
cross sectional approach seems to be more prontisémga longitudinal alignment. Considering the
data collection methods, mostly observations adegrihe experiments and secondary data in the case

of the theoretical background (Literature Revievd @sed as sources.
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4.2 Research Framework

The overall goal of this thesis is to elaboratéhé implementation of a reputation system fodiees
perception of trust on online marketplacda®m Chapter 3as well as the findings derived by means
of an extensive literature review, reputation systecan be identified as contingencies to
communicate and affect the perception of an india&i@ online trust. To elaborate a relation among a
reputation system and the perception of userst inus B2C context the following research model was
developed and serves as framework for the studyu(€i6). With reference to the trust model (Figure
1) presented i€hapter 2the research model below is located somewheredeetthe variablesnline

environmenttrust andaction

Trust Perception of
Online Offerings

* Conversion

Reputation System

* Reputation Scores

Rating Credibility
* Rating Count
* Manipulation/Fraud

Figure 6:Research Model (Own illustration)

The basic assumption of the study describes thadigf areputation systeron an online user'gust
perception of online offeringsSince a reputation system consists of severdk @ indicated in
Chapter 3the general impact of the system on trust peroeps measured by the perceivable ones on
an online marketplace; such as the reputation s€orect measures for trust cannot be applied due t
the multidimensional character of the variable.r€f@e conversion is chosen as an appropriate proxy
for the trust perception of online offerings. Thadationship of the two variables is furthermore
moderated by theating credibility. A basic measure for this moderating variabldériating count a
reputation score consists of (Poston & Speier, ROQpon that, the possibility of fraud and
manipulations determines the rating credibilitywhat follows the research hypotheses of this study
are illustrated in detail.

H1: The implementation of reputation scores has &ipe®ffect on click conversion.

H2: The implementation of reputation scores has #&ipe®ffect on contact conversion.

Both Hypotheses focus on customers’ trust percemfamnline offerings in dependence of the visible
implementation of reputation scores on an onlinekatalace. Click and contact conversion is thereby
used as a proxy for trust perception. As indicaeithe theoretical part of the thesis, trust hasreng
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impact on online activities, such as purchase tiaea (Ba & Pavilou, 2002; Gefen et al., 2003; Kim e
al., 2008) which can be measured by conversionsrateh as Click-Through-Rates (CTRs) or
Contact-Conversion-Rates (CCRs) (Conroy & Bear€962 Perdikaki, Kesavan, & Swaminathan,
2012; Sismeiro & Bucklin, 2004). This is furtheaxdfied by Morys (2011) and his seven layer model
of conversion (Figure 7). Conversion is therebgdlily affected by seven determinants, one of which
is defined as trust. The implementation of a refurissystem on a website exclusively affects thettr
variable whereas the remaining ones stay untoudbiiirences in conversion can consequently be
directly interpreted as differences in trust petiogpand support conversion as a valid proxy fastr

perception.

Reputation System

X X X X X X

Relevance Trust Orientation Stimuli Safety Comfort Assessment

Conversion

Figure 7: Seven Layers of Conversion (Own illustrabased on Morys 2011)

The expectation behind Hypothedeand?2 is to identify a noticeable difference of onlingeus’ trust
perception towards special dealer offerings. Tle& i to compare the activities on the website with
an experiment. For a considered period of time dlime online offerings are displayed with and
without the presence of reputation scores in ametaborate coherences. Comparing the CTRs of the
online audience enables to draw conclusions oninterest of online offerings evoked by trust
perception in dependence of reputation scores. @rigmate from the domain of web-marketing and
are defined as the proportion of viewers who cbckan online advertisement or banner compared
with the overall impressions of the specific iteBalfas, 2003). For this experiment the purposdef t
ratio will be slightly modified, since the point ofterest is not the effectiveness of an advertesgm
but the willingness of customers to get furtheoiniation on an offering based on the perception of
trust initiated by dealer ratings. The rate is ghlted as follows:

Clicks
CTR = — % 100
Impressions

The number of clicks of one special offering diddey the times the offering was displayed in a
specific timeframe. For the experiment this meamsmaring the CTRs for dealers with and without

the displaying of reputation scores and to meath@eariance of the results. The effects of rejputat
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scores on trust perception can as well be meaqwyredaluating if the presence of reputation scores

fosters users’ willingness to engage in an intewsacSuch an analysis results in Hypoth&sis

Thereby again a comparison among a representaitbnawd without ratings on the website has to
take place. Since CTRs might appear too weak fan sun approach, CCRs are applied. The purpose
of the ratio is to measure the number of certagciied goals compared with the overall number of
visits on a webpage (Perdikaki et al., 2012). Thsiréd action for this study is defined as a user’'s
active attempt to get in touch with a dealer onrttagketplace. To do so a user has to search for a s
called contact box on the dealer’'s webpage, emeohhis contact information and add an request fo
the dealer which than will be send in form of anaé@nilrhe metric is generated with the following

formula:

Email Requests
ES

CCR = 100

Visits
Consequently CCRs are measured as percentagatsfwisch will result in direct email requests for
the dealer. The ratio appears to be particularykie since even small variations between the CCRs
can have measureable impacts like for instanceased sales revenues (Sismeiro & Bucklin, 2004)

and can be further positively associated with angiase in customer loyalty (Conroy & Bearse, 2006).

H3a: A higher reputation score induces higher clickfeat conversion.

H3b: A lower reputation score induces lower click/@mottconversion.

Hypothesesa and3b build upon the assumptions dfL-2 and address a meaning to the height of a
reputation score. It is questioned if the trustpption of online offerings might differ not only the
implementation of a reputation score, but additilgniay the height of such a score. This implies an
active examination by users of the actual reputasicore of a dealer. By this means the influence of
the score on a user’s decision which offer to ceamswith whom to interact is examined. If users
actively dispute with a dealer’s ratings, it isioatl to suggest that dealers should receive higher
lower attention in dependence of their reputatioores (Mudambi & Schuff, 2010). In order to
measure the possible deviations of trust percegtiodependence of the reputation score, again
conversion is chosen as a proxy. Therefore thesdhataf the implemented reputation system is
additionally checked for average clicks and emaiitacts for each dealer offering and compared in
dependence of the numerical rating score. Useegtians on the ratings are thereby collected and
examined. The goal is to identify statistically refgcant distinctions among the clicks and email

contacts in dependence of the rating scores andwealy identify specific behavioral patterns.

H4: A higher rating count has a positive impact oe tielation of reputation score and

conversion.

A further perceivable part of a reputation systenthe rating count upon which a reputation score is

based on. Hypothes#stherefore does not aim at the effect on trust pptime, but is a measure for the
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rating credibility of a reputation score. It pradithat users are aware of the existence of destiags

by reacting on the total number of ratings a veisdaputation score consists of. Consequently the
rating count moderates the relationship betweegpatation system (Reputation score) and the trust
perception of online offerings (Conversion). Theads that amongst those offerings that possess a
reputation score, a difference in dependence ofétieg count is measureable. This difference might
be measurable between reputation scores whichasedlon just one rating and others which consist
for instance of ten and more. As Poston and S{2@05) argue a large number of ratings would
strengthen the validity of a reputation score, @/ailsmall amount of ratings would serve as a ltasis
discount the score and its credibility. A possipito measure such a credibility enhancing variable

to stay close to the prior Hypotheses. Again, therage clicks and contacts on special offers are

evaluated and compared, but in dependence of ting unt.

H5: Reduced rating credibility byraud/manipulation/spamhas a negative effect on the

strength of the relationship among reputation seokconversion.

The second experiment of this thesis scrutinizesatiual performance and robustness of a given
reputation system since all the above describedngssons are dependent on the accuracy of the
displayed reputation scores and reviews.H¥s indicated, the rating count is a measure for gatin

credibility. However, referring back to the requirents for a reputation system by Dingledine et al.
(2000), especially the system’s robustness agaittatks has thereby particular significance. The
approach colludes with the feedback loop of Trustigh-Learning presented in Figure 1. Users must
be sure of the content validity in order to baseirtirust perception of online offerings upon the

reputation score of a vendor. Furthermore the ctress of the scores has a bearing on the
trustworthiness and credibility of the whole onlimarketplace (Kambil & Van Heck, 1998). Fraud

and fake filters for reputation systems are esskytinore reliable then maybe a few years ago, but
there might still be loopholes the current prevamtiechniques are not able to detect without

problems.

The special focus thereby lies upon free text teseaback, since the often highly subjective conignt
difficult to classify. Users can insert their parabopinions which under circumstances might inelud
useless, manipulative or fraudulent content (Jinflaliu, 2007). Such feedback should not be
considered as objective and possibly banned fremmtarketplace and vendor’s representation. On the
other hand extremely positive feedback could impby attempt of a vendor to represent its reputation
better than it actually is. User ratings of a dif& website feature will therefore serve as tgdfield.

The free text dataset will be evaluated for po&griticonsistencies by manual and automated semantic
analysis techniques. The results could therebyesasva way to make reputation systems more robust

and consequently affect the trustworthiness andiluifity of the whole online marketplace.
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4.3 Data Collection

AutoScout24

The necessary data for the evaluation of the hygseth was collected in collaboration with

AutoScout24, Europe’s biggest online car marketphlaith access to around two million car offers

and over 17 million users per year. The companyh wWeadquarter and biggest market share in
Germany, provides an online based marketplace dar and second hand cars, motorcycles, utility
vehicles as well as car parts and components. Alloaethe company implements a number of
services on the platform connected to the lifecyaflecar purchase, car ownership and finally the
disposal of a car. For whole Europe around 40,0@fepsional car dealers use the marketplace in
order to offer their cars or services. AutoScoupart of the Scout24 group. A major goal of the

company is to exude transparency, trustworthinesiscaedibility for its private and business users

and thereby stand out from their competition.

One from numerous measures deployed by AutoScaost¥% implementation of reputation systems
for several of their site features, especially white marketplace acts as an intermediary between
transaction partners. The service providers orysbdendors can be rated by their customers taeshar
their experience on the marketplace and as a riestdtr the reputation of honest vendors and iflenti
less recommendable ones. To evaluate the effects raputation systems actually have on users’
perception of trust, several tests were implementethe marketplace. The type of collected data has
to be classified as quantitative and is used tdyaeaelationships between specific variables by so
called quantifiable phenomena (Patton, 1990). Upaha quantitative approach for the studies allows
to test the validity of the formulated hypothesé (Research FramewqgrkBlumberg, Cooper, &
Schindler, 2008). In general, it is particularlypiontant to consider construct, internal and externa
validity in all kinds of research (Eisenhardt, 1983hereby construct validity stands for the
application of correct operational measures anermat validity refers to the ability of establisgin
casual relationships and thus indicating the legity of the results (Voss, Tsikriktsis, & Frohlich,
2002; Yin, 2003). In order to generalize and evalhuapply the findings to different cases of a
population in real-life context, external validity required (Babbie, 2012). With the aid of the
collaborative company both external validity and generalizability of research findings are enabled
by large sample sizes of the studies. Moreoverréhability of the research has to be guarantéted.
refers to the probability of repeating the samelgtepeatedly and thereby obtain similar resulis (Y
2003). For this study reliability is assured by thestomer rating/review forms which serve as basis
for data collection in both cases. In the fashidngaestionnaires the rating forms are easily
standardized (all respondents are exposed to the sarm in the same way) and as a consequence
easily repeatable. Hereinafter the test settingegupdied dataset for both experiments are desciibed

detail.
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The focus of the first hypotheses lies on the impd@ reputation system on the trust perception of
online offerings. The approach thereby does notewtnate on technical details of reputation systems
For a specified timeframe, information from onetloé company’s online marketplaces are gathered
and the underlying database is used for furtheluatians. To investigate the mentioned relationship
specially developed experiment was implemented o @f the company’s second-hand-car online
market places. Its Dutch online presence emergaehly as preferable target for the test set-ugeSin
an own solution of a reputation system was notbéisteed yet, third party dealer ratings of onelaf t
company’s cooperation partners were used. Thegrarnmuestion is a well-known Dutch automotive
association for all sorts of motorized vehiclesr @aalers, service stations or workshops which are
members of the association, can be rated by thestomers on the cooperation partner's web
presence. Thereby it is possible to share expergengith a dealer by a free-text comment.
Furthermore, users can rate the dealer’s serviaditgjuexpertise and price-quality-relationship aof
transaction on a scale from 1 (lowest score) ud@o(highest score). Above that, an option to
recommend the dealer is included. An exemplaryngattbrm is presented in the appendix (A 1). The
rating along with the automotive association’s liggamplemented into the offerings of dealers am th
marketplace. The impact of third party ratings etine users’ behavior was already scrutinized by
Benedicktus (2011) as well as De Maeyer and Estdl20i1) and found as positively perceived by
the online audience. The probability of significatitferences in comparison to in-house ratings is
consequently rather low. A big advantage with thpedty ratings is that rating data needs not to be
collected first and therefore the time scope féttdy in the overall timeframe of the Master prajéc
further advantage is the rather small probabilitfraudulent and manipulative content. The data is
filtered by the third party organization and it tasgguarantee for content accuracy. On the downside
the sample size is going to be reduced in this wigge not the entire listed car dealers are mesnber

of the association.

For the further evaluations on conversion in depeand of height of reputation score, the information
for each Dutch dealer offering stored in the comyfmdatabases is evaluated. The database supplies
among others information anake mode| price or reputation scordor each offering in dependence

of a specific dealer. Furthermore, the databasrilzdés average clicks and contacts per offer ggr d
for a specified timeframe. These information areduto draw inferences on the relationship between
height of reputation score and conversion as veeleputation count as credibility indicator. Th&ato

number of available offerings is displayed by Tahle

of the | 03 have their rating by

the association implemented on the web presendagT). This implicates that the data collection
timeframe is scheduled for around 10 days in otdegenerate enough online traffic to gather a
significant amount of impressions for the experimdime target amount of impressions for the data

collection period is estimated at approximately (]l per version of the split-test
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experiment (Figure 9). The needed metrics whichraeessary for the evaluation of results as for
instance the number of impressions, number ofsviitclick-rates on specific items are collectethwi
special web-analytic tools. In this case Adobe® @une web analytics software is used. Table 2

gives on overview on the test sample for the ésgieriment.

Test Sample One: Overview

Data collection timeframe B

Dealers overall

Dealers without membership

Dealers with membership

Dealers with membership and customer rating

S
I
.
I
I
[

Average rating score
Median rating score
Number of impressions overall

Number of visits overall

Table 2: Test Sample One: Overview

For the second experiment on fraud, direct ratintpdrom a different website feature is closely
examined. The service at hand offers a platformrevigarages and workshops are able to present and
promote themselves and potential customers can bpekific services for their cars. The platform
thereby accompanies the two parties as an inteamnedn a special field test users booked a service
for their car at a workshop via the portal and wasiked via an email request to give feedback ope da
after having the appointment at the workshop. Vilink users get to a rating form (A 2) which
consists of five variables to be rated in a scadenfone (very bad) to five (very good) stars. The
variables incorporate criteria as kindness, commoetecleanness or price value and an overall rating
Further customers can decide, if they would recormirthe workshop and finally a textbox allows
giving 500 character free text feedback. The ctitbecof user feedback started in April 2012 and sti
continues. For the experiment rating data from almme year is taken into consideration. In the
underlying timejj GG < collected. With 59% a little more than
half of the ratings were submit with a free textntoent. Only a marginal number of raters (5%)
would not recommend a workshop as worthy to revikite average score for the overall rating
aggregate {DO. An overview on the tasiptmdata is presented in Table 3.

The dataset is used to scan the content for patignfiaudulent and manipulative ratings. A manual
and automated (in collaboration with the compargmantic analysis will be performed to derive
implications especially from the free-text user diegck. The very high number of user
recommendations (95%) and high average as well@s mobust against statistical outlier median
rating scor<jjj | C0) indicate aenimprobable influence of fraudulent denigrations.
However, there may be potential attempts of worRshto rate themselves, thereby whitewash their

reputation and dilute the impact of the platforméputation system for customers. The purpose of the
31



experiment is to identify such and correspondingudiulent behavior. There are standardized
prevention tools integrated in the reputation sy&tearchitecture. But on top of that only thosersse
may submit a rating which actually booked a serviCensequently fraud and manipulation is

connected to a higher effort. Ratings of uninvoltldcd parties should thereby be excluded.

Test Sample Two: Overview

Data collection timeframe I
Number of workshops [ ]
Total number of ratings [ ] [ 3

Number of ratings with free-text feedback [P 3
Number of ratings with recommendation  [JJB 3
Number of rating with un-recommendations [ [
Average number of ratings per workshop |

Average score for overall rating [ )

Median score for overall rating [

Table 3: Test Sample Two: Overview

4.4 Data Analysis

Data for the first experiment is analyzed in a higttandardized manner using statistically approved
measures to evaluate empirically the relationshiprag different variables and thereby receive result
according to possible interferences. The aim isawfirm relationships based on results of staastic
significance. The second experiment must be seem @ambination of predominantly quantitative
examinations of rating data such as frequency arslyeview spam categorizations and detection of
duplicate reviews with further qualitative semaraproaches by evaluating the rating content more
in-depth. The focus thereby lies predominantly omeftext user feedback and reviews. In what

follows the data analysis procedure for both dasasedescribed in more detail.

Hypothesisl and 2 are based on an experimental approach. Therefdmola considered as an
important statistical aspect of online based appibos, is used in order to measure user and cestom
behavior (Borodovsky & Rosset, 2011). This is ddoe instance in dependence of variances of
design, usability or content on a webpage. Thealect A/B-test or split test compares, as impligd b
the name, two or more versions of an instance waiehequal besides one variation. In terms of web
pages, a similar amount of online traffic is diegtbn each of the versions and thereby the imgact o
the variation on the conversion can be measured. indgcated earlier, the foundations for
measurement are the CTRs and CCRs. For a betterstadding the effect is exemplified in Figure 8.
Normally a currently used version [A] with no chasgs compared with a slightly modified version

[B] in order to match the discrepancy and if vendiB] has a significantly noticeable impact.
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50% Traffic
. Control
Vers A .
ersion [A] variable
Users’ request Comparison
100% Traffic Version [B] Modified
variable
50% Traffic

Figure 8: A/B Testing (Own illustration)

In case of this experiment the test setting incduale A/B/C test campaign. Thereby customer ratings
are implemented on dealers’ market place presenddferent settings. In detail, this means that th
online offerings of dealers will include a sealtbé third party organization, the overall reputatio
score and a link leading to the detailed customedlback information. The control variable is endure
by a Version [A] without any integration of the émfnation just mentioned. Version [B] will include
the rating information on thést-view where potential customers can choose from a fistealer
offerings dependent on their search criteria. Taeng information in version [B] also will be
displayed on theletails-viewwhen customers choose one specific offering frbenlist. And finally
the information is shown on thdealer-information-pagevhich can be clicked on from the details
page to get further dealer information. Version [@{cludes in comparison to version [B] the
integration on the list-view. Exemplary representa of how the particular units are integrated in
detail, are provided in the appendix (A 3; A 4)giiie 9 gives an additional overview of the tesforgy

the particular versions.

Version [A]:
339, No integration Control
° variable
Version [B]: §
List-view Modi @
odified =
Users’ request Details-view . g
33% | Dealer- variable [B] g
information-page &)
100% Traffic Version [C]:
Details-view :
Modified
33% Dealer- R
information-page variable [C]

Figure 9: A/B/C-Test Setting (Own illustration)

After collecting the necessary data (CTRs and CQRe)versions are compared for statistically

significant variances of the modified variablesomparison to the control variable. Therefore,dbe

calledz-Testis applied with the use of tteScorewhich can be described as the number of standard

deviations between the mean values of the contrdlnaodified variations. Using the z-Score is based
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on the assumption that a binomial or Poisson 8igion can be approximated with a normal
distribution for sufficiently large values. So He sample consists of more than 1000 views events

than the following applies:

Fginomiai(k; 1, 0) = Fpoisson (k; A = np)
Fpoisson(®; 1) = Fyormar (210 = 4, 0% = 7y

In order to determine if the results are significdoey are tested with 90% (Significance lexe0.1),
95% @=0.05) and 99%¢=0.01) confidence intervals around the conversite and according-

values, respectively.

Hypothesesa/b and4 are evaluated by the given information on avedigis per day and average
contacts per day for each offering provided byghthered database of test sample one (Table 2). The
dataset is arranged in dependence of reputatiorescand counts and assessed for significant
differences in conversion. In order to value theuhes for statistical significance, tests for ctatien

and a series dfTestsare applied.

The data analysis process for hypothé&sigill involve several steps. The goal is to idenfifaud or
manipulations within the mostly free-text basedtao®r reviews and comments. In order to structure
the search for possible review spam, the approamhédindal & Liu, 2007, 2008) serve as guidance.
First review spam has to be categorized in ordekrtow what exactly to search for. Thereby
according to Jindal and Liu (2007) three major §ypéreview spam can be identified. Thosefalse
opinionsincluding underserving positive or negative opisdType 1) either to extensively promote
an offer or to deliberately damage reputation. mnhore, review spam can be categorized into
reviews on brands onlfType 2) which contain solely information on a ktammanufacturer or
transaction partner and not the underlying producervice. And finally the authors classify sdezl
non-reviewsas type 3 review-spam. Such reviews for instaaatufe no opinions and therefore do not
fulfill their purpose. Type 3 review-spam may imddéuadvertisement or other non-reviews such as
guestions or answers, comments on other reviewssoicompletely random text that does not have

anything to do with the actual item of interest.

The strategy for data analysis consequently follthvesprinciple of getting a first impression of the
sentiment for the whole test sample by basic $izdiss distribution and frequency analysis. The
purpose of the exploration is to develop a feeliogthe spectrum of themes, the distribution of
positive and negative content and identify key sats. Type 3 and 2 review spam is approached by a
manual semantic search enabled by supervised mgdoyi means of the works of Jindal & Liu as well
as related studies. Thereafter follows the assedsohdype 1 review spam. A possible method is to
evaluate the data for duplicate and near duplieateews. For that the first step contains dismagtli
the review content from most of punctuation andcibecharacters in order to enable better

comparability among the reviews. In a next step filee-text reviews of the whole dataset are
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disassembled in their individual n-grams, whereagams are continuous sequences of words (or
items) from an underlying text. An automated intame intra-dealer n-gram matching, further related
to theshinglemethod by Broder (2000) serves the purpose tatifgiethe (near-) duplicate reviews.

Results are then manually checked for accuracyahdity.

A further method to identify potentially fraudulergviews is completed by exploiting a suitable
partition of the dataset for group deviations (Meijke, Liu, & Glance, 2012). Thereby deviations of
a group consisting of potentially fraudulent revéefrom genuine reviews are measured. High values
may imply manipulations. The overall focus is tdedmine the likeliness of fraud and manipulation in
temporary reputation systems and get a feelinghf®mproportion of review spam. Further the impact
on the relation between a reputations system amdrtist perception of online offerings needs to be
estimated. To examine the results on significanelated studies on the subject serve as basis for
comparisons, such as Jindal and Liu (2008) or ltaal ¢2011).
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Chapter 5: Results
5.1 Impact of Reputation Systems on Online Trust Reeption

The first step in the data analysis process featthre evaluation of the implemented A/B/C-Test
experiment on the company’s online marketplace webshe intention behind the experiment is to
measure differences in conversion in dependencae W$ible reputation scordH(-H2) in order to
imply the effect on online trust perception. To s the effects, online offerings of {jjjjllile
with an integrated reputation score were displagedifferent ways on the marketplace. As mentioned
in sectiond.4, the same dealer offerings are shown once wéhéputation score on the list-view as
well as on the details page, in a second versitatyson the details page and in a third versiorhautt

any reference to a reputation system as contrahiar (A 3; A 4). Customers’ interest in an online
offering and their willingness to engage in an alinteraction are measured with CTRs and CCRs.
The test was implemented for ten d ||| | [ R 2d revealed the following results.

z-Test for Statistical Relevance of A/B/C-Test Re#is (CTRS)

Version A: No integration B: Full integration C:Mal integration
Impressions £ & I
Detail hits 3 3 3
CTRs I I I
Difference to A [ ] [ ]
Standard error [ ] [ ] [ ]
z-score [ ] [ ]
p-value [ ]
Confidence level: 4

99% (@=0,01) [ ] [ ]

Table 4: z-Test for Statistical Relevance of A/BI€st Results (CTRS)

z-Test for Statistical Relevance of A/B/C-Test Re#is (CCRs)

Version A: No integration B: Full integration C:ilal integration
Visits

Contacts
CCRs
Difference to A

Standard error
Z-score

p-value
Confidence level:
99% (@=0,01)
95% @=0,05)

Table 5:z-Test for Statistical Relevance of A/B/C-Test Res(CCRs)

From a first glance it becomes apparent |EEEEEE—_E N -
I 0 v
I
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As indicated inChapter 4 CTRs and CCRs are evaluated as reasonable proxpnfore trust
perception. The experiment now demonstrates tleainiplementation of a reputation score on dealer
offerings in a B2C online marketplace fosters theversion on the marketplace. In detail this means
that both customers show a higher interest in entifierings (demonstrated by higher CTRs) and are
more willing to engage in online interactions (dewsivated by higher CCRs). Accordingly, the
reputation scores foster the customers trust pgorepf online offerings. Consequently, Hypotheses

and2 appear to find support in the results of the A/B/€st experiment.

However, in order to approve the argumentation aptve results have to be checked for statistical
relevance. Since the A/B-Test or split test is amemn tool to test the effects of variations on

webpages the most frequent analysis technique me@ans of a z-Test. Thereby the distribution of the
test statistic can be estimated with a normal ibistion under the null hypothesis due to very large
sample sizes. As a result, if the variance of thgugation is known and the sample size is lardet a

of statistical tests can be performed as z-Tests.

The name z-Test refers both to the normal distiebutvhich is also known in mathematics &s
distribution and the calculation of the so called z-Scdrke score is interpreted as the number of
standard deviations of an observation and enablexamine whether the particular score is above,
below or equal to the mean of a number of scoresthermore the score exemplifies how far a
particular score diverges from the mean. For agandariable X= p-pthe z-Score can be calculated
as:

_ P —Dc

pd—-p) , p(1—po)
\/ N TR,

Whereas N represents the sample size of an expgamariation or treatment and. the sample size
of the control variable. The results of the z-Tieststatistical relevance of the differences in GTdd
CCRs for versions [B] and [C] are demonstratechm tables before. Thereby, Table 4 goes into the

measurable differences in CTRs and the second badudielresses the changes for the CCRs in depth.

ce.

an

Those offers, incorporated with the visible repotatscore of a dealer performed significantly bette

in terms of CTRs and CCRs than the control variabith any integration of a reputation score.
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Furthermore the experiment showed that these eftkmi’t just occur when offerings are presented in
a list-view and customers directly have the po8sibio choose among offers with and without a
reputation score. Version [C] with a partial int@gpn of the reputation score solely on the details
page received as well significantly higher CTRs @&®©Rs even though a previous choice among
offerings with and without scores was not given iawversion [B]). This circumstance in addition
affirms Hypothesed and2 which assume a reputation system as variabletaffethe online trust
perception of online offerings. It can be argueat tihe impact of version [C] on online customers’
interest in online offerings and their willingndéssengage in online interaction is caused entibglya
fostered online trust perception (provided by thputation system). There was no direct comparison
between offerings with and without a reputationrecflike on a list-view) incorporated for version
[C]. Customers led to version [C] of the experimemtre confronted with the reputation score first
when they already chose the vehicle they weredsted in. And still those offerings resulted in mor
conversions and by implication were perceived Withher online trust. As a consequence of the
statistical confirmation of the assumption elabetlabn behalf of Table 4 and Table 5, both
Hypothesisl and2 can be supported. The implementation of reputadimores does have a positive

impact on conversion.

H1: Supported
H2: Supported

In order to evaluate if the height of a reputatoore additionally affects the conversion on arnenl
marketplace and therefore trust perception of entifierings, the gathered data was approached once
more. The company’s database provided for eacheotlealer offerings (Table 2yerage clicks per
offer per dayas well as theverage contacts per offer per dayhese rates emerged as promising
measures to evaluate Hypothe3isand 3b. Every online offering provided GGG s
checked for the just mentioned measures for thengieollection time frame of the test sample.
Variances in the online trust perception of custenare hereby measured with the differences in

mean/median values of clicks and contacts perinffén dependence of the reputation score height.

A first finding however disqualifies the averagentaxts per offering as valid measure with a high

significance, since the frequency of offerings witteasurable contacts is remarkably low. As

indicated byji GGG < offeringghnvain implemented reputation score do provide
information on registered contacts. In contr | GGG ;) offerings show

measureable average clicks per day and hencegtiadiin as an acceptable measure.
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Proportion of Clicks and Contacts per Offering
Only

Membership

membership Ratio and rating Ratio
Offers with measurable clicks e e e e
Offers with measureable contacts [ ] [ 3 ]
Total 3 e

Table 6: Proportion of Clicks and Contacts per €xfig

Since the scores for the reputation system at hamtbased on the Dutch grading system the range of
possible scores reaches from 1 up to 10 which sporeds to a scale from very poor to excellent.
Unfortunately, the company'’s policy towards theresgntation of reputation scores has to be seen as
a minor obstacle. On the marketplace only reputasicores with a range from 8.0/10 to 10/10 are
displayed in order to not discriminate dealers waittower scoreVendors below a score of 8.0 have
the same seal of the third party organization airtbfferings but without the visible rating score

incorporated (A 3). Consequently the first evaloagi focus on the implications which can be derived
from the scores starting at 8.0.

As already indicated the reputation system is basetthe Dutch academic grading system used by the
majority of institutions in the Netherlands. Theyajsades from 8.0 on are interpreted already ad goo
or very good and consequently there might be atipesmpact on the offerings and how they are
perceived by customers. The question arises if aiggificant differences or patterns among the
median clicks for the 8.0 to 10 range are recodpéZa

Median Clicks per Reputation Score

8.0 8.1 82 83 8.4 85 86 87 88 89 9.0 9.1 92 93 9.4 95 9.6 9.7 9.8 99 10
Reputation Score

Median Clicks ~=——Linear (Median Clicks)

Figure 10Median Clicks per Reputation Score

Figure 10 shows the median clicks of all offerimgslependence of a certain reputation score. What
can be seen is that no obvious trends or patteetwelen click frequency and rating score are
identifiable. In order to elucidate the low distions in median values in dependence of the reipuatat
score, Figure 10 makes use of a representatioheofdsults together with a linear trend curve. The
rather low fluctuations around the linear trendveunnce again illustrate the high homogeneity among
the median clicks per offering in dependence ofrtputation score. The only major outlier is to be
found at a reputation score of 9.9. The reasonhisrinconsistency must be addressed to the unequal

distribution of offerings per reputation score. faka closer look on the number of offerings per
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score (Figure 11) it becomes obvious that there vamy few dealers with a score of 9.9 and

consequently a dilution of the median clicks ididifit to rule out. When comparing the actual value

which are made available in the appendix (A 5keitdmes apparent that frdiiEGGEGEGEGEGEG_os in
1 i
]

Distribution of Offerings per Reputation Score

14%

12%

10
8%
6%
4%
2%
0%

X

Distribution

8.0818.2838485868788899.09.19.293949.59.69.79.899 10

Reputation Score

Figure 11: Distribution of Offerings per ReputatiSnore

To test the above mentioned perceptions on statissignificance, a first step is to check if a
correlation among the median clicks and reputasicores height is measurable. Heneearson’s
correlation coefficientcan be applied with the values illustrated in AThe formula for Pearson’s
coefficient measures the linear correlation amoagables with a value between +1 and -1 whereas
values close to 1 indicate a very high or perfertadation among the variables and corresponding
values close to 0 a marginal or no correlatiorllaiae coefficient is defined as covariance amtrg
variables, divided by the product of the variabkgndard deviation. For two variables this means:
cov(X,Y) Y X=X (Y-7)

Pxy = orr=
XY [Tz S,y

for samples

Applying the formula results in a correlation cag#nt between the median clicks and the reputation
scores of just 0.1515 and has to be interpretedvasy low correlation among the variables. Sirnee t
correlation coefficient reacts rather sensitive aurtlier and small changes in the dataset, as the

isolation of the median clicks for the 9.9 repwatscore, a further test can be made use of.

By separating the total number of offerings inta tgroups (Group A: Scores 8.0-8.9; Group B:
Scores 9.0-10) a two sidadTestwith unequal variances should identify if there atatistically
significant differences in the median clicks in degence of the reputation scores. The results ean b
found in (Table 7). The very highltvalue of 0.44 indicates that no significant dilece among the
two groups in terms of their median clicks can dentified. Not even with a low confidence of 80 %

(0=0.2) the two groups show any measurable differefrcen each other.
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t-Test on Click Homogeneity (Scores 8.0-10)
Group I
Mean [ 3
Sample size I
Standard deviation [ 3

p-value [ ]

Confidence level: W
99% (@=0,01) [ ]

Table 7: t-Test on Click Homogeneity (Scores 8.9-10

The results implicate that customers are ratheffardnt in terms of their trust perception of owi
offerings, if an offering shows a reputation scof&.0 or higher. But how does the group of offgan

with a score of 8.0 or higher perform in comparisothe group of offerings with scores ranging from
1.0to 7.9?

The already mentioned peculiarity of the marketpldoes not allow a comparison of every single
reputation score and its median clicks. In ordedreaw inferences from the reputation scores albfat t
customers’ trust perception despite this inconvesee a different approach has to be established. A
solution therefor can be found in the separatiorthef sample again into two groups. Herby it's
possible to distinguish between a group C whiclriporates all offerings without a visible reputatio
score and thus lies in the range of 1.0 to 7.9 argtoup D which comprises all the remaining
offerings with visible reputation scores from 80010. The approach enables a comparison of the two
groups with statistical measures. Calculatingntiean and median clicks for each group, resultiean t
following Figure 12. What can be observed is aimtistdisparity among the two groups in terms of
customer clicks per offering. It appears that aoffgs with a higher reputation score than 7.9 tend t
perform better in clicks than ones with a lowerrscdVNith the aim of eliminating doubts in the
performance discrepancy of the two groups, thesgifice of grouC andD are tested on statistical

significance. Applying a furtherTest,shows significantly more clicks for the offeringégroup D
compared to group C.

Median Clicks per Reputation Score - Whole Sample

225 mmm Median Clicks

- .
15 Mean Clicks

210 —— Linear (Median Clicks)
<05
0,0

Group C: Group D:
Range 1.0-7.9 Range 8.0-10

Figure 12Median Clicks per Reputation Score — Whole Sample
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Taking a closer look at the results provided byl&d the differences of the two groups are that
unambiguous that even with very high standard dievia a difference is measurable with 99%
confidence ¢=0.01). What does that say about reputation scanesthe trust perception of online

offerings? Apparently customers do perceive fifsalbthe existence of a higher reputation scorg an

upon that tend to choose offerings with the higtegutation score measured by click conversion of
group C and D (Table 8).

t-Test on Click Homogeneity (Scores 0,0-10)

Group L N
Mean ] )
Sample size [} s
Standard deviation [ 3 [ )
p-value I
Confidence level: W
99% (@=0,01) [ ]

Table 8: t-Test on Click Homogeneity (Scores 1.9-10

In order to shed more light on the different parfance levels as a function of the reputation scores
the sample is narrowed down to specific car modetsof one car class. In this way, other possible
variables affecting the outcome of why offeringshaa higher reputation score (8.0-10) perform bette
than ones with lower scores (0.0-7.9) are dismisEkd four chosen models are the most frequent car
types on the marketplace for each brand and abeicar market as direct competitors to each other.
Furthermore, the models are matched in terms oflymtion year and price to ensure a high as
possible compliance among the offerings and ats#mee time don’t minimize the count of offerings
too much. A test for the click conversion in depemuk of the reputation score group for each of the
four models results in Figure 13 below. The findingnplicate that for all four models the pattern in

terms of the two reputation score groups is conipar® the results in the whole sample (Figure 12).

Median Clicks per Reputation Score - Exemplary Cars

3,0
z
225
%20
2
S 1,5
:5_1) 1,0
50,5
-
<00

VW Golf VI Renault Megane III Opel Astra ) Ford Focus Il
® Group C: Group D:

Range 1.0-7.9  Range 8.0-10

Figure 13: Median Clicks per Reputation Score —iplary Cars

Figure 13 demonstrates that all four models reckhigher clicks when offered by a dealer with a
reputation score of 8.9 or higher. Especially fa¢ Golf VI the differences are particularly notibka
with a disparity of 46.53%. In total offerings fire four models performed 20.19% better than those
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with lower scores (Table 9). A test for significanlcowever only provided significant results for the
models VW Golf VI and Ford Focus Il. Thereby thestfimodel shows a difference in median clicks
with 99% confidenceco=0.01) and according to that a very lpwalue of 0.007 (Table 9). The Ford
Focus Il on the other side provides only 80% caenrfik ¢=0.2) with a t-Tesp-value of 0.1698. The
other two models showed no statistical significafarethe difference in median clicks. One possible
explanation of such an outcome might be that VWedeare generally perceived as more trustworthy
than others. To interpret the results as indicatoryall four models might be too generic, since th
missing significance in the exemplary car test bamddressed to the narrowed down sample from

35,528 offerings overall to only 2,096, but mightvk as well other reasons.

t-Test on Click Homogeneity — Exemplary Cars (Scoie1.0-10)
Model VW Golf VI Renault Megane Il Opel Astra J Ford Focus Il Total

Group C: 1.0-7.9
median clicks ‘

Group D: 8.0-10
median clicks

Shift
Sample Size
t-Testp-value

Confidence level: 0w
99% (=0,01) ] B H H

Table 9: t-Test on Click Homogeneity — ExemplarysOgcores 1.0-10)

However, the evaluation of the dataset demonstthtdcustomers do perceive reputation systems in
terms of the reputation score height. Furthermtive,applied t-Test for significance indicates that
higher score improves the click conversion andetftuee the trust perception of online offerings, at
least in terms of the whole sample. According tt,tthe group with lower reputation scores shows a
significantly lower click conversion illustrated bihe median clicks per offerings. As a result

Hypothesis3a and3b are regarded as supported.

H3a: Supported
H3b: Supported

In general, both the implemented experiment as aglthe following evaluation of the company’s
database identified a reputation system as anehiust fostering mechanism. In a next step the rol
of rating credibility as a moderator of the relaship between a reputation system and the trust

perception of online offerings, is closely examined

43



5.2 Rating Count Impact as a Credibility Indicator

As indicated inChapter 4 the rating count a reputation score consists ofeseas a credibility
indicator for the relationship between reputatioore and conversion. Hypothedids based on the
assumption that the impact of a reputation scorgust perception (conversion) varies in dependence
of the actual rating count per reputation scoreeréhy the question arises if there are measurable
differences in the median clicks between offerimgth very few ratings/reviews and ones that are
based on larger amounts. Test sample one (Tabkhe2gby again serves as foundation for the
examinations. Tests with the database demonstithiidthe median clicks for offerings with a
reputation score of 8.0 or higher are very homogesdTable 7) and consequently the effects of the

rating count can be observed isolated from thetegjoun score.

In a first step the occurring rating counts ||| GGG S offerings are idedi

Overall | rating counts were identifiediching from reputation scores based on only 1 up
to 999 counts. The frequency of offerings per aating count class needs to be calculated in doder
determine the median clicks for each class. Infttlewing Figure 14 the median clicks per rating

count are displayed.

Median Clicks per Rating Count Class

Average Clicks / Day
S P NWHMO O N
© © ©o oo oobo

O O O NN ® WY o 0 ®
A H N NMON T T DO O~
ﬁﬁﬁﬁﬁﬁﬁ

=4
N
Rating Count

Figure 14: Median Clicks per Rating Count Class

As can be seen there are no obvious patterns fidéigi in terms of median clicks in dependence of
the rating count. A test for correlation betweetmcount class and median clicks therefore showed
a very low Pearson’s correlation coefficient oftja€337. One possible reason for this rather rando
click frequency could be addressed to the distidbubf the number of offerings per rating count
class. In the next two figures the actual numbeoftdrings per class is visualized. The first graph
(Figure 15) shows all rating counts and demongrdiew unevenly the amount of offerings is
distributed upon those classes. It appears thah#jerity of the offerings’ reputation scores aeséd
solely on one up to nine ratings/reviews. Takirgjaser look on the following distribution (begingin
with a rating count of ten) of offerings per repiga count class the very high fluctuations in terof
number of offerings per classes become visible uffeigl6). While several classes provide a few
hundred offerings there are others that have atfealmost none as basis for evaluations. Taking a

closer look for instance on the rating count classem || GGG o<
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the

ows

Y%. Consequently the
validity of Figure 14 has to be assessed as rdiher An overview of all classes with the

corresponding number of offerings and median clazs be found in the appendix (A 6).

Distribution of Offerings per Rating Count (1 - 999)
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Figure 15: Distribution of Offering per Rating Cdy{th--999)

Distribution of Offerings per Rating Count (10 - 999)
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Figure 16: Distribution of Offerings per Rating Cu{10-999)

In order to circumvent this peculiarity and guaesntertain validity for the impact of the ratinguobd

on customers’ online trust perception, the dathset to be approached in another way. There are
known rating counts reaching from 1 up to 999. thar purpose of a valid interpretation of results a
proper classification of the rating counts needse@laborated. The foundation of the classificatso

the distribution of offerings around specific raficount classes (Figure 15). Therefore offerings
which present reputation scores based on only aiiregfreview serve thereby as starting pdjjjjvith
e, 25
B - 0 cnable comparabitiegremaining classes are adjusted on the one hand i
terms of number of offerings and on the other imte of reasonable intervals. The resulting
classifications are shown in Table 10. Furthermbrgure 17 provides a visualization of the

distribution of offerings per elaborated rating nbaolasses.
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Distribution of Offerings per Rating Count Class

Rating count class |
Median clicks

| [

lE B B

Number of offerings  |JI§ [ [
I EE

Distribution

|
___
L

Table 10: Distribution of Offerings per Rating Co@iass

Distribution of Offerings per Rating Count Class
50%

40%
30%

20% \—\

10%

Distribution
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1 2-4 5-14 15-49 50-149 >150
Rating Count Class

Figure 17: Distribution of Offerings per Rating CuClass

The elimination of the high fluctuations as wellthe adjustments in terms of number of offerings pe
rating count class enables a realistic compari$agheomedian clicks per class. In this way infeesic
of the impact of rating count on the relation gfutation score and trust perception of online affgs

can be drawn. The comparison of the median clioksehch of the rating count classes shows the

following pattern (Figure 18).

Median Clicks per Rating Count Classes

1,8
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- 13
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1 2-4 5-14 15-49 50- 149 > 149
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Figure 18: Median Clicks per Rating Count Classes

As can be seen the amount of median clicks pargatbunt class clearly rises till a certain levil o
just about 50 counts per reputation score. Frometea it stays on a rather homogeneous level of

around 1.5 median clicks (Table 10).

This pattern implies that customers do perceiveputation score differently in dependence of the

rating count. Consequently, the rating count infleess the strength of the relation between reputatio

system and their trust perception of online offgsinAs it shows, reputation scores that are based o

more counts perform better in terms of median sligktil a certain level. From there on the median

clicks stay on a consistent level. It can be argiied customers are rather indifferent in theistru
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perception from the level of 15 counts and mords Theans reputation scores based on 50 or 150
counts are perceived rather evenly. In order tdueta these patterns for statistical significangaira

a t-Test is applied. Thereby two groups can beoetbd from Figure 18. The first one incorporates
rating counts from one until 14 and the secondawme®rdingly includes all the counts from there on,
beginning with 15 counts. The t-Test should exefpplithe two groups differ distinctly from each
other in order to address significance.

t-Test on Click Homogeneity (Rating Count Groups)
Group

I
Mean i .
2 .
[ ||

Sample size
Standard deviation

p-value [ ]
Confidence level: I
99% (@=0,01) [

Table 11: t-Test on Click Homogeneity (Rating CoGnbups)

The results indicate a difference between the trooigs with 99% ¢=0.01) confidence according to
the t-Testp-value of 0.008. So even though the differences ampear not that substantive, they still
can be measured with statistical significance.

Now what does that say about Hypothe¥?sThe evaluation showed findings which do suppwoet t
assumption that the relation between reputatioresand conversion is positively affected by a highe
amount of ratings/reviews a reputation score ctE Consequently Hypothes#dsas well finds
support in the elaboration above.

H4: Supported
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5.3 Impact of Fraud /Manipulation/Spam

In the following analysis the possible dilution afreputation system’s credibility and thereby its
impact on the trust perception of online offeririgsclosely examined. Test sample two (Table 3)

provides the basis for evaluations. The focus isatled on customer ratings/reviews with free-text

feedback. As indicated by Table 3 the dataset e GGG s
I, - of ratings of the whole dataset.

Furthermore the gathered data provides among othdd#ional information which is similarly

valuable for evaluations, such as:

Provided Information by Test Sample Two
Information on: Explanation:

Table 12: Provided Information by Test Sample Two

To get a first impression on customers’ rating virathe dataset is evaluated for the ratings/resie

distribution in terms of their underlying reputati@core. Figure 19 indicates a clear distribution
towards high and therefore positive rating scofeascan be seen, the majority of ratings/reviews lie
within the range of 4.0 up to 5.0 star ratings. ighhamount of purposely negative ratings/reviews

therefore already can be ruled out.

Distribution of Ratings/Reviews per Reputation Score

800
700
'3 600
500
400
300
200
100

S

CW.

Amount of Ratings/R

1.01214161820222426283.03.23436384.0424446485.0
Reputation Score

Figure 19: Distribution of Ratings/Reviews per RepataScore
The intention of the analysis is to identify potaly fraudulent, manipulative or spam reviews to
draw inferences on the robustness of the giventagipn system. In more detail this means to as§ess
an impact on the relationship between a reputaystem and the trust perception of online offerings

might occur.
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The task is thereby approached by a manual andnated semantic analysis of the free-text reviews
with a following manual evaluation of the outcomégon that, experiences of related studies serve as
guidance in terms of classifications and compasgsointhe results. As indicated section 4.4 the
thesis follows the review-spam classification afd#l and Liu (2007) which identified three major
types of review spam: Type 1- Fraudulent and mdaipd content; Type 2- Reviews without
information on the underlying service or producyp& 3- Non-reviews without any information

fulfilling the purpose of a review.

Additional testing for possibly manipulated contentompleted by exploiting a suitable partition of
the dataset for group deviations. Following thedgtof Mukherjee et al. (2012) high deviations
among a group of potentially fraudulent and genuiagngs/reviews may cause dilutions of a
reputation score in order to change the sentimera product or service. On a 5-star rating scade th
maximum possible deviation consequently is 4. Téeation of the groups for a workshop service
can be calculated as follows:

|ARs,g - ﬁs,gl
4

D(g,s) =

The formula displays the deviation from a genuineug g on a workshop servicg whereasAR; 4
equals to the average reputation score for a wogk$ly the genuine group aﬁs_g accordingly to

the average score of the potentially fraudulenupgrd...| denotes the absolute value to circumvent
negative (below zero) values. The larger the dmriahe higher the damaging impact. As measure for
separating the groups the rating information onrkgbop recommendable: YES or NO” is used.

Workshops with at least 15 ratings/reviews weremakto consideration.

Test for Deviation D(g,s) - Results

workshop ~ # Ratings AR, AR;, D(g,s) workshop # Ratings AR;, AR;, D(g,s)
1 48 454 2.00 0.63 7 20 442 3.00 0.35
2 36 444 100 0.86 8 19 438 3.00 0.34
3 24 434 3.00 0.33 9 19 4.36 - -
4 23 450 2.00 0.62 10 17 4.47 - -
5 20 4.45 - - 11 16 4.31 - -
6 20 4.55 - - 12 15 4.53 - -

Table 13: Test for Deviation D(g,s) - Results

Only 12 workshops fulfilled the requirements ofleast 15 ratings/reviews. Table 13 furthermore
indicates that for only half of the analyzed wordksh aﬁslg-group was identifiable. Three
workshops show a deviation of more than 0.50. Aumareview analysis of the concerned workshops
showed in terms of workshop [1] that the un-recomuagions appear to be justified and well
explained in the reviews. In case of workshop [# highest D(g,s) can be recorded. And here it is

where the reviews show potentially fraudulent batvavn both cases for workshop [2] the overall
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rating and topic of complaint is nearly the samedled service was canceled”. The negative review

for workshop [4] showed no intention of frauduléehavior.

Since the evaluation for manipulations by groupiatéwns showed no comprehensive results the
above mentioned classification method by Jindal laind(2007) is applied. Supervised learning by
related studies enables to evaluate the datasster2 and 3 review spam. TherdJjl}.219 (Table
3) free-text reviews are labeled manually with rdga the just mentioned categories. Since type 2
and 3 has to be classified more as spam than ghillimanipulative or fraudulent behavior, the rating
are evaluated as a whole instead of splitting epdtitaset dependent on dealer id. Both types (3jnd

are consolidated as non-reviews (Lau et al., 20IA¢ analysis process is further described in the

appendix (A 7).
Evaluation for Type 2 and 3 Review-spam - Results
. I . Real world
Spam Type # identifications Proportion distribution
Type 2 | I Jindal & Liu (2008)
Type 3 . - Lau et al. (2011)
Total (non-reviews) [ [ ] 2.0%

Table 14: Evaluation for Type 2 and 3 Review-spdResults

Scanning the dataset manually for non-reviews (¥pad 3) revealed a total amo{jjjjjj111 free-text
reviews that fit into the classification. A compsamn to the total number of reviews res (P do
the dataset. According to related studies a regiifribution between genuine and non-reviews lies
around 2.0% (Table 14). Now how is that huge gdprjmetable? Since the classification is more
suitable for product reviews, especially labelinggp& 2 reviews was connected to some
inconsistencies. For instance, a review texi\askshop XY is great, easily reachable and | really
liked the ownehas to be classified as Type 2 spam because nunafion on the underlying service
was given. The same text with the integration ef itierest information on the quality of the service
however passed the filteWorkshop XY is greatery competent work, easily reachable and I really

liked the owner.

Labeling Type 3 review spam showed no further anibigs and includes reviews without any context
to the workshop or underlying service which consegly do not fulfill the basic requirements of a
review. Incomplete, grammatically unreadable regieand questions also were addressed to this
group. Examples for type 3 spam are for instanceotlld not find the workshop” or random letter
strings as “ssfhhhgfff”. Furthermore reviews witin obvious discrepancy among numerical
reputation score and free-text review were classiis Type 3 review spam. Very short reviews as
“great job”, “everything ok” or “Bad service” weneot identified as Type 3 since they provide a

measurable sentiment towards the workshop andcgervi
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The results so far revealed a relatively high pidéfor spam reviews in the sample. Although they
may not fulfill the primary requirements of a rewiethey are not potentially fraudulent, manipulativ
or intentionally misleading. The analysis of theamumore harmful group of untruthful type 1 review
spam is approached by an automated semantic anélysier related to thehinglemethod (Broder,
2000). Thereby the search focus lies upon dupligatenear duplicate content. In a first attempg-fre
text reviews of the whole dataset are disassemhlékeir individual n-grams, whereas n-grams are
continuous sequences of words (or items) from atertlying text. Test sample two (Table 3) provides
1,219 free-text reviews. An evaluation of the nrgrfrequency showed a range lasting from 1-grams
up to reviews consisting of 84 terms. The averaggth of the reviews amounts to 11.84 terms and
the median to 4. Using this knowledge, n-gram diassions for the test are 4-, 5-, 6-, 10-, 126; 1
grams. The diagram below exemplifies the distrinutof reviews in dependence of their n-gram

length. As can be seen the majority of reviewsaisell on rather short n-gram sequences.

Review Distribution in Dependence of N-gram Length

1 4 7 10131619222528313437404346495255586164677073767982
Amount of terms per review

Figure 20: Review Distribution in Dependence of fdsg Length

In a next step every single 4-, 5-, 6-, 10-, 12&q 46-gram is matched with the dataset of free-text
reviews for possible duplicates or near-duplicatdsmeasures were applied witerl programming
language. Insights into the used scripts are gimethe appendix (A 8; A 9; A 10). For all 6-gram
classes the method identified duplicate matchebleTa5 gives an outline on the hits. The method
turned out to be very effective as long as thetlen§the n-grams is reasonably high. From 6 items

the dataset revealed a number of (near-) duplieetésh might incorporate fraudulent content.

N-gram Matching on Test Sample Two - Results
#-gram 4-gram 5-gram 6-gram  10-gram 12-gram 16-gram

Identified (near-)
duplicates . . B B B B

Table 15: N-gram Evaluation on Test Sample Two URes

However, the lower the n-gram the more matchegaaned but without particular validity. As for the
4-grams, matching identifies many duplicates irt feagments which are based on common phrases
like “I can recommend the” or “| was very satisfie@urthermore many inter-dealer matches were
found. Yet, a manual evaluation showed no manipidatorrelation what so ever within the inter-
dealer matches.
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As a consequence of the inconclusive results sthéaanalysis is expanded to an intra-dealer n-gram
matching. Thereby the method is applied for evangle dealer which showed conspicuities in the
first matching approach and then checked for 1tai8-grams. The results indicate that n-gram

matching in dependence of single dealers appedns moore suitable at least for the given test sampl

N-gram Matching on Suspicious Dealer Ratings — Reks
# (near-)
duplicates

# (near-)

0,
duplicates % of total

Workshop  # Reviews Workshop  # Reviews

I == o - - -
N . ..

X

. :

e

=

Q

S

g
N ..
N .

Table 16: N-gram Matching on Suspicious DealerirRgti- Results

The second evaluation using the n-gram matchinghadetrevealed several interesting findings.
Among the 20 dealers identified in the first matghattempt, all of them show (near-) duplicates in
their customer reviews. By use of the Jaccard @efit similarity scores among the intra dealer
(near-) duplicates are determined. The coeffidentlculated as follows:

1S(4) n S(B)|

JAB) =15 o s@)]

Whereas |S(A)N S(B)| represents the total number of similar (@agy attributes of two reviews and

S(A) U S(B)| the union of all (n-gram) attributes of bo#views. A perfect similarity consequently

reflects in a score of 1 and no similarity in argcof O respectively.

N

N <5. Most of the

matches were identified as potentially frauduleritent. In those cases of lower similarity scotés s
longer fragments (up to 8-grams) showed a perfedtining what definitely can rule out a random
coincidence. Interestingly, many dealers that shib{mear-) duplicate reviews had very few reviews,
in some cases even just the two duplicates what goekne with the observations of earlier works
(Jindal & Liu, 2008). If the reviews were submit parpose or occurred as a consequence of technical
inconsistencies of the implemented reputation systannot be assessed with absolute certainty. The
additional information provided by the dataset (€ali2) revealed that some duplicates were
submitted on the same date, for the same car andh#® same service what rather implies
inconsistencies of the reputation system and aldaatting of one person. Others again differ in the

just mentioned additional information but still pide the same or near the same reviews.

52



When it comes to the content of the duplicate nesjeall except one instance show a positive or very
positive sentiment towards the workshop and undwgglgervice. The near-duplicate found with a
negative sentiment responds to a not accomplisérette work for a customer’s car. As inferred from
the two reviews the workshop was not able to chahgecambelt of a car. Even though the rating
appears legitimate, the fact that there is a neglichte with almost the same content submittethen

same day appears dubious. The similarity scorkeofrtentioned reviews ads up to 0.28.

In general, manipulations and intentionally frawdhtlbehavior cannot be verified perfectly with the
chosen inquiry. However, the found (near-) dupésademonstrate a very high potential of doubtful
assertions. In total 20 dealers from the datasawetl potentially fraudulent (near-) duplicate revse
which represen| |} =) of the wholet teample’s reviews. Together with the before
examined Type 2 and 3 non-reviews the number oteored G0 of the test
sample. The regular distribution of Type 1 to 3ieewv spam or untruthful and non-reviews is
approximated with 6% (Jindal & Liu, 2008; Lau et, &011). Consequently, the examined dataset
showed an above average frequency of doubtful wsvir ones which don't fulfill the purpose of a
review. Now what does that say about hypoth&8isA statistically significant impact of the rating
credibility upon the relation between a reputatsystem and the trust perception of online offerings
cannot be calculated with the given preconditibf@mwvever, what is out of question is the fact tinat t
identified reviews both by manual and automatedasgit analysis approaches, have no valuable
message for customers. Since customers do periteiviexistence of reputation systems and thereby
get affected in their trust perception of onlinéedhgs (Hypothese$ and?2), it is reasonable to argue
that a dilution of the reviews by untruthful anchA@views may have a negative effect on the raiatio
between a reputation system and the trust percepfionline offerings. Even though the intention of
manipulation or fraudulent behavior on the examioelihe marketplace may differ from more typical
marketplaces with consumer goods suclarmszon.conor alike, still a potential for fraud cannot be

exclude (G ©) of the test sampléews showed manipulative or spammed

content.

Concluding, the findings on reduced rating crediblby the likeliness of fraud showed a potenta f
untruthful and non-reviews and therefore at leasisiple dilutions of the rating credibility. In aw
cases willingly manipulative behavior cannot beedubut. Undoubtedly, untruthful as well as non-
reviews may have an impact on customers’ percetidhe reputation score and consequently dilute

the trust perception of online offerings. Therefbypothese$ finds as well support.

H5: Supported
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Chapter 6: Discussion and Conclusion

The intention of the Master thesis project was tarify several questions concerning the
contemporary role of trust in an online environmeiné¢ role of reputation systems as means to foster
online trust perception and the robustness of ssydtem against fraudulent and manipulative
behavior. The need for research in the mentioneld Bf interest arose from the fact of trust as a
major success factor, especially in the constagtyving field of online based activities. At thersa
time, the variable of trust is difficult to defifmth in the digital and in the real-world envirorrhén
terms of interpersonal relations, business coojerat alike. The discussion of the results follaws
analogical order of the research questions predant€hapter 1 Thereafter, the limitations of the
research approach, recommendations for practicefiaallly suggestions for future research will be

presented.

6.1 Determinants of Online Trust

An extensive literature review enabled to answer fifst two research questions: (@hat are the
main determinants of online truséhd (b)How are reputation systems and fraud assessednmstef
online trust? The analysis of literature revealed trust in omlisettings as the mediating variable
between the online environment and any online #gtivihe variable itself is determined by
confidence, competence and benevolence criteriahads a precondition derive from offline settings.
Furthermore, other variables directly affect onliinest. The trust model presented imapter 2
clarifies that first of all features of the onlieavironment shape the perception of online trubts T
leads directly to the second research questionutagpn systems embedded as trust mechanisms in
the online environment were recognized by litemt@s means for trust communication and
perception. In fact, their impact was identified rasst influential among established online trust
mechanisms. However, the danger of fraud and mbatipns must not be neglected. Even very recent
studies argue that reputations systems are amengdist influential but at the same time most liable
trust mechanisms. Without proper prevention medmsithese systems might easily become victims

of fraud.

In addition, literature revealed that gatheringirmaltrust is not a onetime procedure. The presented
model implicates a process with a recurring cydlérast, action and learning. Thereby the variable
learning directly determines the formation of online trusy user experience, familiarity and

satisfaction, gained with former online activities.

6.2 Impact of Reputation Systems on Online Trust Reeption

The main research focus of the thesis lay on thestegun: (c)Does a reputation system measurably
affect the perception of online trust®s elucidated by literature, reputation systeme aust

mechanisms aiming at the active promotion of onlinest. The intention was to scrutinize this
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assumption with an experiment. On trial implementedutation scores on a well-known online
marketplace served as testing field. Conversionahasen as a proxy for online trust perception. The
results of the A/B/C-Test experiment showed siatlly significant results (95% and 99%
confidence) for click as well as contact convers{@TRs and CCRs). Thereby the same offerings
were presented to the online audience with andowtthmplemented reputation scores. Referring back
to (c), the implementation of a reputation scoedllen all test settings to higher conversion anggi
support for a positive impact on online trust pptm. Further evaluations of the gathered data
identified the height of a numerical reputationrecas an additional factor affecting conversion and
therefore trust perception. In the test environmieigher scores resulted in significantly higher
conversion than lower scores. Significant diffeen the click performance (99% confidence) were
found between the rating score group of 1 to 7tgaamd the one of 8 to 10 points. Interestingly the

results further revealed that from a score ofl&€lcustomers show a rather indifferent behavior.

Additional testing focused on the number of ratiageeputation score is based on. The rating count
advanced as a credibility indicator for the relasibip among reputation score and conversion.
Because of an uneven distribution, six rating cal@asses with an approximate number of offerings
were arranged. The evaluated test sample recoisiad conversion untiij  EEREG-20. A
test for significance between the click performanéehe || G- - difference
with 99% confidence. The findings therefore idgntifie rating count as a valid credibility indicator

until a certain level. From there on, added coshtsved no more significant impact.

6.3 Likeliness of Manipulations and Review-spam

A further goal was to examine the effectivenesgepiutation systems in terms of robustness against
attacks. As the research question w likely is fraud and manipulation of a currergputation
system?implicates the possibility of fraud, manipulatioasd spam in free-text comments was
observed. The given dataset of free-text reviews agproached with manual and automated sematic
analysis methods, following to some extend relatedies to achieve comparability of results. The
manual analysis identified overdjj | | I rcvicws as so called non-reviews.
Compared with a real-world distribution of approately 2% non-reviews, the amount was rather
high. To identify the more harmful group of untduthreviews an automated n-gram matching
approach was applied. A measure for potentiallyimdated content was determined by duplicate and
near duplicate reviews as done by related stuMasching occurred on inter- and intra-dealer level.

While the inter-dealer assessment showed no matipellbehavior, intra-dealer matching provided

I - ith similarity scoresching fron] il 1. Overall the test sample

revealed a ratio of untruthful and n ||| | R > \what is higher than the approximated
real-word distribution. Regarding the research tioesthe likeliness of fraud and manipulationd sti

exists in contemporary reputation systems.
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This leads directly to the last research questijig there a need for a higher layer of trust which
evaluates the rating’s trustworthiness® manipulative intention cannot be verified pethg by the
evaluation methods at hand. However, the found mesatpresent inconsistencies and enough reason to
doubt about their accurateness. Same goes for @ineatly labeled non-reviews. Such reviews dilute
to some extend the validity of a reputation syst&wen though they may inhabit a positive or
negative sentiment, they provide no informationconnection to the underlying product or service.
Reputation systems are based in the broadest senslee principle of word of mouth and trust
transitivity. The correctness of the rating andeevinformation has to be assessed as decisivinéor
success of these trust mechanisms. The need fagharHayer of trust cannot be entirely rejected.
Advanced automated semantic analysis and opinioinmitools may support the established fraud

filters in the search for misleading content anih ihe make the systems more robust against attacks.

6.4 Limitations of the Research

As in any qualitative or quantitative research apph, the Master thesis project as well is notauith
its limitations. Often in research a given sampeassessed for major generalizability in order to
achieve applicability of the results for similarrefated topics. In case of the underlying stuckyttést
sample for evaluating the impact of reputation eyst on trust perception of online offerings as well
as the likeliness for fraud and manipulations, e@ssidered as reasonably extensive. Yet, for same i
depth analyses the size of the dataset had to biniméd and assertions of statistical significance
were not always possible. Still, the results showeglications which mostly correlate with findings

from related studies.

In terms of the review evaluations for fraud andnipalations, perfect evidence for willingly
manipulative behavior cannot be achieved with tiezed methods. However, the methods showed
high potential for the measurement of untruthfudl amon-reviews and may find their way through

further research into practice.

6.5 Recommendations for Practice

The research showed that trust is undoubtedly Wbeess factor in online environments and enables
sustainable competitive advantages. Thereby, omlirst is a foundation for users and customers to
approach in online activities. Online entities hawéear this in mind and find ways to generateteio
and sustain trust with and within their users amst@mers. For the cooperating company of this study
reputation systems were identified as a promisiegsure to achieve this goal. The company at hand
should focus on the development of an own reputagistem and implement it on all the company’s
main website features where the web presence a@s atermediary or direct service provider. An
own approach gives the ability to control the rdbass of such a system. The findings showed that
trust mechanisms like reputation systems are afterot without failure. Filtering for fraudulennd

manipulative content has to be challenged, buthatdame time the content should as well be
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approached for misleading non-reviews. The usednzatied n-gram matching method exemplified a
possible way for adjusting a reputation systeméudr filter. However, the company should exploit
this prototype to develop advanced analysis todighvfor instance incorporate semantic lexicons to

detect doubtful content.

In general the influence of such systems on trestgption seems to have arrived in practical use.
Entities deploying such mechanisms must therefoced on the robustness and thereby not only on

fraud prevention but as well on semantic conteatyses in terms of fraudulent and non-reviews.

6.6 Suggestions for Future Research

The findings of the thesis offer insights into tredationship of reputation systems, online trust
perception and the credibility of reputation systerdditional research should strengthen the ties i
these relationships by elaborating direct measiaresnline trust perception. In this study conversi
was used as a proxy for trust perception. A furtpessibility is to enhance or refute the cross-
sectional study findings with longitudinal approashFurthermore, the research shows that former
findings on reputation systems are often based dpereffects on online marketplaces for consumer
goods. The applicability for intermediary and seevproviding web sites are not without problems.
Upon that, the scope on B2C platforms may be obsoledvancing fields as C2C social commerce
are perfect examples for this shift. Research shenbmine the established relations in these new

environments. Web based experiments appear vemiging to get insights into these new domains.

The issue of untruthful and non-review feedbaclkclizssely connected to these new fields. The
elaborated filtering mechanisms showed potential,Need to be classified as groundwork. Research
should build upon the underlying findings and ertearsemantic analysis methods. Advanced
algorithms and the application of semantic lexiconsld serve as an approach for future research.
The filtering for (near-) duplicate reviews seembé not enough to successfully prevent the ditutio
of reputation scores. Thereby, social commerceG&( platforms appear as a reasonable testing field

for the deployment of such new fraud prevention esntent filtering measures.
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APPENDIX

A 1: Rating Form for Test Sample One
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A 2: Rating Form for Test Sample Two
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A 3: A/B/C-Test Integration on List-View
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A 4: A/IB/C-Test Integration on Details-View
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A 5: Distribution of Offerings per Reputation Score
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A 6: Distribution of Offerings per Rating Count Class (1 — 999)
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A 7: Scanning for Type 2 and 3 Review-spam

Procedure:

The company’s review database was converted intdekt®l in order to enable editing of the data.ratings without a free-text review as well as urssary
information were dismissed. The preprocessing eaatd work with the above visualized view. All ||| |l e-text reviews were now scanned manuall
each after another for type 2 and 3 review-spandithshal information as the numerical reputatioores, rating-date or service type supported theuadan

evaluation process. Identified non-reviews wer@icobded. After the examination of the whole data#eering for the color-coded reviews allowedrt@ake an

overview of all targets.

The criteria by which the non-reviews were labeledespond to the approach presented by Jindalian@007).

73



A 8: Preprocessing of the Free-Text User Feedback




A 9: N-Gram Generation




A 10: N-Gramm Matching




