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ABSTRACT

Purpose - Internet is entrenched in our daily lives and more and more people are buying online. With the increase
in online shopping, privacy and security concerns increased. These in turn negatively affect online shopping
behavior as research shows. What is not observed yet is how age groups relate to this relationship.

Aim & Method - This paper investigates the impact the two age groups, Millennials and Generation X, have on
the relationship of the independent variable privacy and security perceptions and the dependent variable online
shopping behavior. This is done by an online survey which is shared with family, friends and on Facebook.
Results & Conclusion - Millennials perceive risks different than Generation X’ers as the correlation table shows.
A significant negative relationship between perceived risk and online shopping behavior was found. The
relationship between all three variables is not significant. Further no significant relationship between the age
groups and perceived trust could be found as well as between perceived trust and online shopping behavior.
Theoretical & Practical Implications - This is the first paper to observe the relationship between the age groups,
Millennials and Generation X, and privacy and security perceptions. Therefore it adds to the already existing
literature of perceived risk and perceived trust. Companies which offer online shops should take their (potential)
customers’ security and privacy perceptions, in terms of perceived risk, into account. If they are able to address
these properly and give their customers a safe feeling, customers are more willing to shop online.
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1. INTRODUCTION

Internet is entrenched in our daily lives and more and more
people are buying online. According to a study of the Centre of
Retail Research, “E-commerce is the fastest growing retail
market in Europe and North America” (“Online Retailing:
Britain, Europe, US and Canada 2016”, n.d.). Nowadays, one
can buy everything online. Often it is more convenient, easier
and cheaper to buy online than offline. With the increase in
online shopping also privacy and security concerns increased.
Several authors ascribed reluctance of online purchasing to
apparent barriers including privacy and security issues
(Hoffman, Novak & Peralta, 1999; Jacobs, 1997; Belanger,
Hiller & Smith, 2002). Research found out that the perceived
risks of Internet credit card stealing and supplying personal
information crucially affect current and future internet users as
well as the amount of internet usage (Liebermann &
Stashevsky, 2002).

Even though the topic of privacy and security risks of Online
Shopping is not new, it is still an issue for many consumers.
This is mainly because several cases show that even big
companies are not always able to protect the private data of
their customers. In 2014 eBay’s online network and website
was hacked and the hackers were able to steal private data of
eBay’s 145 million customers (Lata, 2014). Fortunately no
financial data was stolen. “This is because the data is stored on
a separate and encrypted network™ (Lata, 2014). If the company
would not have a separate encrypted network, financial data of
145 million people could have been accessed. Not all online
shops, especially the smaller ones, are able to fulfill this
security standard. Therefore it is advisable for consumers to be
cautious.

Research also investigated the relationship between Age and
perceived risk. A study by Liebermann and Stashevsky (2002)
found that older people perceive some risk elements
significantly higher than younger people. Supplying personal
information and information reliability were two of these risk
elements.

Even though age, privacy and security perceptions and online
shopping behavior were related in several studies, no study
differentiated online perceptions of Millennials and Non-
Millennials and its effect on online shopping behavior, at least
to my best knowledge. Also most aforementioned studies were
conducted more than ten years ago; this makes the applicability
today questionable. In this research paper the security and
privacy perceptions of Germans is tested and whether it has an
impact on the online shopping behavior. Further it will
distinguish between two age groups: Millennials and non-
Millennials. The purpose of the present study is to answer the
research question: How do privacy and security perceptions
of millennials compared to non-millennials affect online
shopping behavior?

In order to answer the main research question, I formulated
several sub-questions.

SQ1I: Is there a significant difference between Millennials’ and
Generation Xers’ risk perceptions?

SQ2: Is there a significant difference between Millennials’ and
Generation Xers’ trust perceptions?

SQ3: To what extent does perceived risk have an impact on
online shopping behavior?

SQ4: To what extent does perceived trust have an impact on
online shopping behavior?

In the next section I will introduce previous literature of the
main topics. The following methods section explains the

methodology which is used to analyze the data. Subsequently,
in the results section I will illustrate the main findings of the
study. Finally, in the conclusion I will summarize the main
findings and discuss these.

1.1 Relevance of the study

The study will contribute to the already existing literature about
privacy and security perceptions’ influence on online shopping
behavior and distinguishes itself by looking at how age relates
to these variables. I will focus on German people in my study.
Therefore online marketers in Germany and other Western
European countries can use my research to adapt their
marketing strategies to it. I assume that age has an influence on
privacy and security perceptions and thus online shopping
behavior. If my assumption is true, marketers for online
shopping should base their strategies on age and the according
risk perceptions. The conclusions I draw from this study will
help B2C companies which offer online shopping to understand
what privacy and security perceptions they need to address on
their websites or in their marketing to target different age
groups. If the companies can give their consumers a safe
feeling, they are more likely to buy from the companies’
websites. The new marketing strategies will give these
companies an advantage over competitors who do not address
the privacy and security needs properly.

2. AGE GROUPS

In my research I include two age groups: Millennials and non-
millennials. I define non-millennials as people who are between
25 and 34 when they fill out the survey. Generation Xers
include people born between 1965 and 1980 (Nnambooze &
Brijball Parumasur, 2016). Therefore the non-millennial age
group falls into Generation X, since they are 35 to 49 years old
when they fill out the survey.

2.1 Generation X

Generation X “are the children of the workaholic Baby Boom
Generation and tend to feel overlooked and less appreciated.
These latch-key kids were taught to be self-reliant individuals”
(Crampton et al., 2011, p.2). This generation is also called the
me generation or baby busters (Crampton and Hodge, 2011).
They want to learn easy and fast and want information
straightforward. This is because they value time and want to
enjoy life next to academics. In addition they see education only
as a mean to an end (Johnson & Romanello, 2005). They are
also less loyal to corporations, and tend to embrace change
(Crampton et al., 2011). Further they are independent, survival
oriented, lost, cynical, and wasted (Keeling, 2003). Events like
the introduction of Tandy and Apple personal computers shaped
this generation, since they are the first generation to use
technology, specifically Computers, regularly (Crampton et al.,
2011). Bickel and Brown (2005) highlight that Generation X
“had an extended adolescence and married later or remained
single, consider technology a fact of life, and openly disdain
hierarchy” (p.206). Bickel et al. (2005) also assume that
growing up with divorced parents or both parents working lead
to Generation X putting a great emphasis on family and trying
to balance work and family.

2.1.1 Online Shopping Behavior of Generation X
The main reasons for Generation X, in the U.S., to do online
grocery shopping are better prices and time savings during
check out (“U.S. Generation X (Gen X): Grocery Shopping
Behavior”.,, n.d.).

Generation X is very careful in buying something. Before a
purchase, the Internet is used to seek product information. They
do searches and look at online reviews and on social networks.
Further they inform themselves about marketing tactics and



want clear product benefits. Marketers can reach Generation X
through both traditional and digital advertising since they are
accustomed to both. Generation X is brand loyal. Thus, by
providing high quality and good customer service, firms can
have lifelong customer relationships with generation X.
(Williams, n.d.).

Due to high education levels Generation X “pays high attention
to price, quality and companies’ advertising efforts” (Valkama,
2015).

2.2 Millennials

Several names and definitions are used to describe the age
group followed by Generation X. Some of the names given to
this generation are Digital natives (Prensky, 2001), Net
Generation (Sandars & Morrison, 2007), Millennials (Oblinger
& Oblinger, 2005), Generation Y (Crampton et al., 2011;
Bolton, Parasuraman, Hoefnagels, Migchels, Kabadayi, Gruber,
Loureiro & Solnet, 2013; Coombes, 2009) or Generation C
(Dye, 2007). Often those names are used interchangeably
(Coombes, 2009; Bolton et al. 2013) since they talk about the
same age group. For this research I will only use the term
Millennials to make the text more coherent. The literature also
does not agree on the exact birth years defining Millennials.
Crampton et al. (2011) take the birth years 1980 to 1999 into
account whereas Oblinger et al. (2005) only include the years
1981 to 1994. For this research I define Millennials as people
who are between 25 and 35 when taking the survey, as
previously mentioned.

Donald Tapscott (n.d) was the first author to describe the new
age group. He states that Millennials are “exceptionally curious,
self-reliant, contrarian, smart, focused, able to adapt, high in
self-esteem” and have a global orientation (Tapscott, n.d, para.
7, The Demographic Revolution Meets the Digital Revolution).
He adds that “they are a new generation who, in profound and
fundamental ways learn, work, play, communicate, shop, and
create communities very differently than their parents”
(Tapscott, n.d. para. 5, The Demographic Revolution Meets the
Digital Revolution). This is mainly because the millennial
generation is the first to grow up with extensive access to
technology (Oblinger & Oblinger, 2005). Since they were
always confronted with the Internet and technological change,
Millennials have an “almost ‘intuitive’ knowledge of how to
use technology” (Coombes, 2009, p. 31). Millennials are
described as sheltered and team oriented (Keeling, 2003). They
use the digital content to shape their networks, relationships and
identity (Dye, 2007). Oblinger and Oblinger (2005) found out
that even though Millennials feel “comfortable using
technology without an instruction manual, their understanding
of the technology or source quality may be shallow” (p.16). The
early and frequent technology confrontation has negative and
positive influences on cognitive emotional and social aspects of
a person’s life (Immordino-Yang, Christodoulou & Singh
2012).

2.2.1 Online Shopping Behavior of Millennials

Millennials spend more money online than any other age group
even though they have less income (Smith, 2015). Millennials
attach high importance to online reviews and make their online
purchases dependent on it (Mangold& Smith, 2012). External
events like the global recession affected the Millennials, their
buying behavior and their social media use (Bolton et al., 2013).
Millennials were early exposed to customized products and
personalized services (Ansari & Mela, 2013; Berry, Bolton,
Bridges, Meyer, Parasuraman & Seiders, 2010) and are able to
contact and buy from suppliers anywhere in the world
(Mangold & Smith, 2012). Marketers need to adapt to the new

generation’s needs since Millennials do not purchase the brands
their parents like (Mangold & Smith, 2012).

Millennials and Generation X have different values, different
skills and different knowledge. Especially in regards to the use
and knowledge of Internet these two generations differ. This
might lead to different perceptions of privacy and security of
the Internet and Online Purchasing.

3. SECURITY AND PRIVACY
PERCEPTIONS

“Almost 95% of Web users have declined to provide personal
information to Web sites at one time or another when asked”
(Hoffman et al., 2008, p.82), the question now is why this is the
case. The most likely answer is that security and privacy
perceptions of consumer prevent them from it. Rust, Kannan
and Peng (2002) define “privacy as the degree to which
personal information is not known by others” (p.456). Privacy
on the internet decreases since the internet makes it easy for
“new data to be automatically collected and added to databases”
(Cranor, 1999, p.29). Personal information can also be recorded
during online purchase transactions. Security of online
shopping “is the protection of e-commerce assets from
unauthorized access, use, alteration, or destruction” (E-
commerce securities, n.d.). A study by Ranganathan and
Ganapathy (2002) actually shows that security is the “best
predictor of online purchase intent” (p.462) and privacy comes
right after it. While researching security and privacy
perceptions of online shopping, two concepts appear most
frequently: Online Purchasing Risks and Trust. Hence I will use
these two concepts to measure security and privacy perceptions.
A literature review for both concepts will follow in the next two
sections.

3.1 Online Purchasing Risks

“Perceived risk (PR) is commonly thought of as felt uncertainty
regarding possible negative consequences of using a product or
service” (Featherman & Pavlou, pp.453, 454). Several authors
relate risk to privacy and security perceptions of Online
Shopping. Miyazaki and Fernandez (2001) found out that
“higher Internet experience and the use of other remote
purchasing methods are related to lower levels of perceived risk
toward online shopping, which in turn results in higher online
purchase rates” (p.38). The results of Eastlick, Lotz and
Warrington’s (2006) study also show a negative relationship
between privacy concerns and online purchase intent. The same
relationship is found between security risks and online purchase
intentions (Miyazaki et al., 2001, Ranganathan et al., 2002).

Lee and Moon (2015) identify six risks applicable to online
shopping, which are time/convenience risk, privacy risk, source
risk, concerns of delivery, transaction security risk and
customer service risk. I will only use privacy risk, source risk
and transaction security risk for this research. These dimensions
best reflect security and privacy perceptions in online shopping.

Featherman, Miyazaki and Sprott (2010) define privacy risk as
“consumer’s subjective evaluative assessment of potential
losses to the privacy of confidential personally identifying
information, including the assessment of potential misuse of
that information that may result in identity theft” (p.220). The
privacy risk reflects the privacy perceptions a customer has.
Privacy in the online shopping context “is the willingness of
consumers to share information over the Internet that allows
purchases to be concluded.” (Belanger et al., 2002, p.248).

Source risk refers to the risk that businesses are not trustworthy
leading to its customers to suffer (Lim, 2003). Source risk and
trust are related issues as the previously mentioned definition



supposes. I will elaborate on the Trust concept in the next
section, since Trust generally affects the privacy and security
perceptions one has.

Transaction security risk involves risks occurring during the
Internet purchase including credit card fraud (Kim, Ferrin &
Rao, 2008). Security threats for consumers’ online purchasing
involves two definitions according to Belanger et al. (2002);
“(1) economic hardship encompasses damages to privacy (loss
of information) as well as theft, for example, of credit
information and (2) authentication issues for consumers will be
reversed; as in whether the Web site is ‘real’ rather than
whether the purchaser’s identity is real” (p.249). Both
definitions display the transaction security risk, but the second
one also represents the source risk. Therefore security is part of
transaction security risk and source risk.

3.2 Trustin relation to Online Shopping

Trust in E-Commerce “is important because it helps consumers
overcome perceptions of uncertainty and risk and engage in
“trust-related behaviors” with Web-based vendors, such as
sharing personal information or making purchases” (Mcknight,
Choudhury & Kacmar, 2002). This definition shows how
intertwined the concepts of risk and trust are. Research shows
that trust can positively influence the intent to purchase online
(Eastlick et al., 2006; Shergill & Chen, 2005). Actually all
studies Chang, Cheung and Lai (2005) observed in their
literature review show a significant positive impact between
overall trust and purchase intention and usage (Gefen, 2000;
Gefen, 2002; Gefen, Karahanna & Straub, 2003; Mcknight et
al., 2002; Yoon, 2002). Trust in relation to online shopping is
the consumer’s subjective perception that the online shop will
do the transaction and its obligation as the consumer
understands it (Kim et al., 2008). If customers do not trust a
website they are less likely to provide personal information to
that website. A study found out that lack of trust is the main
reason, with 63% of all respondents, not to provide personal
information (Hoffman et al., 1999).

Several authors measured trust and used different dimensions
for it (Ganesan, 1994; Kim et al., 2008). Kim et al. mention four
trust dimensions for electronic commerce entities, namely
Cognition (observation)-based, Affect-based, Experience-based
and Personality-oriented (2008). For my research I will focus
on the cognition- and affect-based trust dimensions, since they
are best suitable for determining privacy and security
perceptions of online shopping.

Cognition-based trust is related to consumer’s observations and
perceptions. This is determined amongst other factors by the
information quality, perceived privacy and security perceptions
and brand image. Affect-based trust is based on indirect
interactions with the consumer through inputs from a third party
like recommendations or third-party seals (Kim et al., 2008).

Their research showed that “all of the cognition-based and
affect-based antecedents except third party seals (TPS) had
strong positive effects on consumer trust” (Kim et al., 2008,
p.556).

There are also studies observing the relationship between trust
and risk perceptions (Eastlick et al., 2006; Ganesan 1994, Kim
et al., 2008). Kim et al.’s study found out that perceived trust
has a strong negative effect on a consumer’s perceived risk
(2008). Including the relationship between trust and risk
perceptions in this research extends the scope of my study.

4. ONLINE SHOPPING BEHAVIOR

Of 82 million Germans, 68 million have Internet access and 37
million of them shop online. Especially clothing, electronics
and books are bought by Germans online. These are mainly

paid with an invoice (“Germany E-Commerce Market Profile”,
n.d.). Approximately “58% of the online customers order online
and pay afterwards” (“Germany E-Commerce Market Profile”,
n.d.) in Germany. RetailMeNot and the Centre for Retail
Research conducted a study about E-Commerce (2015).
Germany’s online trading turnover was approximately 43
billion Euros in 2014. This is ten percent of the overall trading
turnover in Germany and a 25 percent compared to 2013. While
the online turnover of all participating countries is growing, the
offline turnover is decreasing. The average amount spent online
by a single person in 2014 was approximately 532 Euros. This
amount is estimated to grow in the following two years. When
you look at the turnover per E-Shopper in 2014, the amount is
even higher with more than 1.000 Euros per E-Shopper.
Approximately 17 times a year, an E-Shopper is buying online
(“Internationale E-Commerce-Studie 2015”, n.d.). The two
leading online shops with almost half of the market share are
Amazon and Otto (Ecommerce in Germany, n.d.).

Often the theory acceptance model (TAM), which includes
perceived ease of use and perceived usefulness (Davis, 1989), is
used to explain online shopping behavior (Lim & Ting, 2012;
Gefen,et al., 2003). Not all research agrees that perceived ease
of use influences the intention to shop online (Gefen and
Straub., 2000). Monsuwé, Dellaert and Ruyter (2004) extend
the TAM with exogenous factors. Their review “shows that
attitude toward online shopping and intention to shop online are
not only affected by ease of use, usefulness, and enjoyment, but
also by exogenous factors like consumer traits, situational
factors, product characteristics, previous online shopping
experiences, and trust in online shopping” (Monsuw¢ et al.,
2004). Gefen et al. (2000) also include trust in their research
and state that trust, perceived usefulness and ease of use affect
the decision to return to an e-vendor. Also the theory of
reasoned action and the theory of planned behavior are used to
explain online shopping behavior (Hansen, Jensen & Solgaard,
2004). There is even an extension of the theory of planned
behavior model including disconfirmation and satisfaction with
prior use to the model (Hsu, Yen, Chiu & Chang, 2006).

Chang et al. (2005) performed a literature review on the
adoption of online shopping. Under perceived channel
characteristics Chang et al. mention perceived risk, relative
advantages, online shopping experience, service quality and
trust (2005). They also looked at consumer characteristics
including consumer shopping orientations, demographic
variables, computer/internet knowledge and usage, consumer
innovativeness and psychological variables. The last
characteristics which were taken into account are website and
product characteristics. These were divided into risk reduction
measures, website features and product characteristics.
Different items belong to the characteristics and their sub-
dimensions. Often when several researchers tested the influence
of an item on online shopping intention and usage the results
were mixed. But sometimes only one researcher studied this
item or all researchers agreed that there is a positive or negative
or no impact. Most interesting for my study are of course the
items that have a positive or negative impact on online
shopping behavior. Too many were named by Chang et al.
(2005). This is why I will name the ones I find most interesting
for my study. Mixed results were found of the influence of
education level, income and age, but some studies found that
there is a significant positive effect (Li, Kuo & Rusell, 1999;
Bhatnagar, Misra & Rao, 2000). Especially that age has a
significant positive effect on online purchasing is interesting,
since our research tries to prove the contrary: That younger
people, “The Millennials”, are more likely to purchase online
than the older, “Generation X”. Further, convenience-oriented



people are also more likely to purchase online and buy more
frequently (Li et al., 1999) whereas price-orientation and time
consciousness of people have no effect (Li et al., 1999;Sin &
Tse, 2002). This, even though time saving as a relative
advantage has a significant positive effect (Raijas & Tuunainen,
2001). For the level of internet usage, most studies found a
significant positive impact on online shopping intention and
usage (Bhatnagar et al., 2000; Goldsmith & Goldsmith, 2002,
Liao & Cheung, 2001) and for internet purchase experience all
studies found a significant positive impact (Foucalt &
Scheufele, 2002; Goldsmith et al., 2002; Shim, Eastlick, Lotz &
Warrington 2001). Several dimensions of risk and trust were
also included in the literature review of Chang et al. (2005), but
the results are already mentioned in the trust and risk part of
this paper.

As the literature review shows, perceived risk and perceived
trust represent the independent variables of this research which
form together security and privacy perceptions. Online
Shopping Behavior is then the dependent variable.

5. ASSUMPTIONS

The literature review gave some insights about the different
variables of my research which allows me to make some
assumptions about the outcome of this study.

Millennials and Generation X’ers are two very distinct age
groups. Especially the early exposure to technology shaped the
Millennials and distinguishes it from Generation X.

Generation X is probably more cautious with technology and
therefore perceives higher risks than Generation X'ers. The
same applies to perceived trust, which is probably lower for
Generation X.

As the literature proposes, perceived risk is significantly
negatively correlated with online shopping behavior. In my
research I will most likely get the same result, since almost all
studies agreed on this relationship.

The results of studies observing the relationship between
perceived trust and online shopping behavior show a significant
positive correlation. Thus higher perceived trust leads to
heavier online shopping; this is what I also expect to find out in
my study.

If all these assumptions turn out to be true, Millennials will
perceive lower risks and higher trust than Generation X'ers
when shopping online, which leads to Millennials shopping
more online than Generation X ers. Since “Internet users with a
high degree of information privacy concerns are likely to be
low on trusting beliefs and high on risk beliefs” (Malhotra,
Kim, Agarwal (2004), I assume that Millennials have lower
privacy perceptions than Generation X’ers and thus shop more
online. | assume the same applies to security perceptions.

6. RESEARCH METHOD

6.1 Survey Construction

To answer the main research question and the four sub-
questions and to (de)validate my previous formulated
assumptions, I constructed a survey including questions about
perceived risk, perceived trust and online shopping behavior.

For the survey construction we created a group of five students
who all compare Millennial’s privacy and security perceptions
of online shopping with another age group. After an extensive
literature review we agreed to use perceived risk and perceived
trust as measurements for security and privacy perceptions.

These two concepts have several dimensions. For perceived risk
we used the dimensions of Lee et al. (2015) and for perceived
trust we agreed on Kim et al.’s (2008) dimensions. To adjust the

concepts to privacy and security perceptions in the online
shopping context, we had to exclude some of the dimensions.
For the remaining dimensions we looked for suitable definitions
in the literature. Unfortunately we did not have access to any
surveys about perceived risk or perceived trust; therefore we
had to come up with items ourselves. We used the definitions of
the dimensions to derive appropriate items for the survey.

This way we came up with eleven statements for perceived risk
and six for perceived trust. For these 17 questions, respondents
were asked to make a choice from a 7-point-likert scale where 1
indicates “Entirely disagree” and 7 “Entirely agree”. A table
with all the dimensions, definitions, items and sources for the
two variables can be found in Appendix 13.1.

Next to demographics and questions about perceived risk and
perceived trust, we asked questions about the dependent
variable online shopping behavior. We came up with 12
questions for general online shopping behavior and eight
questions about online shopping behavior which relate to
privacy and security. Later I will form two variables of these
questions, one for Online Shopping Behavior and one for
Privacy Behavior, which shows how people behave online to
secure their privacy. The full survey can be found in Appendix
13.2. All items were set to forced responses, except the last
question which is voluntary. The respondents were asked to
share any bad experiences they had while shopping online.

Before we published the survey in China, the Netherlands and
Germany, we used the translation function of Qualtrics to
translate the survey into Chinese, Dutch and German. We
adjusted the grammar and spelling of the translation if
necessary. In order to be sure that we translated it correctly, the
survey was back translated by a third party who is confident in
both languages.

6.2 Data Collection

To examine the privacy and security perceptions of different
age groups in online shopping, I will analyze the data from 134
respondents. We published the survey with Qualtrics which is a
private research software company. Qualtrics provided us with
a link for the survey, which made it easier to share it among
friends, family and in Facebook groups.

6.3 Data Analysis

As previously mentioned, the survey was distributed via
Qualtrics. The database gathered by Qualtrics can be easily
transferred to IBM SPSS Statistics. IBM SPSS Statistics is a
software package which can be used to execute statistical
analyses. The software offers different analytical functions.

The survey was online for 17 days and most people finished the
survey within approximately 10 minutes. In total 856 people
participated in the survey. Not all respondents finished the
survey, only 682 answered all questions. Since this research
focuses on German respondents, only 363 are considered. In
order to get a response rate for the German respondents, we
summed up all Germans we reached by sharing the link among
friends, family and on Facebook. In this way we came up with a
response rate of approximately 11%. Further I am only looking
at the older Millennials and younger Generation X’ers which
narrows down the number of respondents to 134. In order to
only look at the responses of these 134 people, I applied a filter
in SPSS. After applying the filter, I checked whether there are
any straight liners in the sample. For that I checked if the
standard deviations across the variables perceived risk and
perceived trust equal to zero for any respondent. The analysis
showed that none of the respondents was straight lining. Further
I recoded four of the perceived risk items which were
negatively formulated.



6.4 Reliability

In order to evaluate the internal consistency of the different
statements of the two concepts, I conducted a reliability
analysis via SPSS. This can be done through calculating the
Cronbach’s Alpha of different items; this value will have an
alpha between 0 and 1. A higher alpha depicts higher internal
consistency.

For perceived risk I found a Cronbach’s Alpha of 0.58. By
deleting “I buy from online shops without a physical store” and
“I believe that my personal information is protected during
online shopping”, Cronbach’s Alpha increased to 0.62 which
shows a “questionable” (George & Mallery, 2003, p.231)
consistency between the items. Perceived trust showed a
Cronbach’s Alpha of 0.44, which is an “unacceptable” (George
et al., 2003, p.231) correlation between the different statements.
Tavakol and Dennick state that a low Cronbach’s Alpha can
result from a “low number of questions, poor inter-relatedness
between items or heterogeneous constructs” (2011). Dropping
any of the perceived trust items, would not increase Cronbach’s
Alpha much, therefore all items are kept. In the observation of
perceived trust I will keep the low internal consistency of the
items in mind and consider it as a limitation of this research.

For the online shopping behavior variable I chose the questions
“How often did you shop online in the past year?” and “How
much money do you spend on average per month for online
shopping in Euros?”. These represent the online shopping
behavior the best. The reliability analysis showed that the
Cronbach’s Alpha is .72 which is “acceptable” (George at al.,
2003, p.231), even though it only consists of two variables.

To observe the internal consistency of five privacy behavior
statements, I calculated the Cronbach’s Alpha. The included
items can be found in Appendix 13.4. The Cronbach’s Alpha
for the five items is .72. By deleting “Would you refuse to give
information to an online shop, if you think it is too personal or
not necessary for the transaction?”, the Cronbach’s Alpha
increases to .81. According to George et al. (2003) this
outcome is “good” (p.231). The deleted item did not fit to the
others most likely because it measured two things (too personal/
and not necessary).

6.5 Validity

After doing a reliability analysis, I checked for the validity of
the measures perceived risk and perceived trust. To test the
validity I used a factor analysis. The factor analysis assigns the
items of a variable to predetermined factors. The amount of
factors in my research represents the dimensions of each
variable. The output of the factor analyses can be found in the
Appendix 13.5 and 13.6.

The factor analysis of perceived risk showed that all items
measure what they intend to measure. Only “I receive
newsletters/mails from online shops I did not register for.”,
could not be assigned to any dimension. Therefore I deleted this
item, which decreased the Cronbach’s Alpha slightly, but
rounded it is still .62. This item probably had to be deleted
because it does not measure a perceived risk, but more a risk
which actually occurred.

Also one item for perceived trust could not be assigned to one
of the two dimensions, namely “I expect mainstream online
shops to fulfill basic digital security protection(s).” The item
was deleted, Cronbach’s Alpha decreased to .41. The other
perceived risk items were correctly assigned to the dimensions.

In the upcoming results section I will first mention some
descriptives of the analyzed sample, then I will observe
correlations and in the last part I will perform a univariate
analysis of variance.

7. RESULTS

7.1 Descriptives

There is almost an equal sample size for each age group in this
study. 63 (47%) of the respondents of this study fall into the
older Millennial age group. Thus, 71 (53%) fall into the
younger Generation X age group. Surprisingly more than three-
fourth of all respondents were female with 105 people (78.4%).

Due to the age span only 7 (5.2%) are students. 102 people
(76.1%) are employed and 11 (8.2%) are self-employed.
Moreover, 1 person (0.7%) is unemployed and 10 (7.5%) are
stay-at-home Mom’s or Dad’s. Most of them have an associate
degree with 35.1% (47 people). Four respondents (3%) only
graduated high school and 23 (17.2%) people finished their
trade, technical or vocational training. A bachelor degree was
obtained by 17 people (12.7%) and 25 (18.7%) even have their
master degree. Further there are 18 college graduates (13.4%).

For privacy behavior, the independent variables perceived risk
and perceived trust, as well as the dependent variable online
shopping behavior, I calculated means. The privacy behavior
mean is 2.85 out of 7. 1 stands for low privacy behavior and 7
stands for high privacy behavior. A high privacy behavior
means people behave more cautious online like reading terms
and conditions of websites. The standard deviation of this
variable is 1.30. The perceived risk mean is 4.16 of 7 with a
standard deviation of 0.75. Perceived trust is slightly higher
with a mean of 4.21 of 7 and a standard deviation of 0.80. For
both variables, 1 is low and 7 high. The heavy shopping mean
variable, consists of the questions “How often did you shop
online in the past year?”” and “How much money do you spend
on average per month for online shopping in Euros?”. The
calculated mean is 2.74 of 5, where 5 is high online shopping.
The standard deviation amounts to 0.88.

The survey included some questions concerning the online
shopping behavior which are not included in the variable, but
interesting to look at. The respondents’ preferred product
categories were “fashion” and “music, books, films, etc.” with
more than 70% for each category. “Electronics & Software” is
bought by more than 50 % of the respondents. The three least
bought categories are “Motors (cars, equipment, etc.)”,
“Groceries” and “Cosmetic products”, all lying under 10%. In
the Appendix 13.8 a bar chart can be found with all product
categories and the percentage of respondents who usually buy
these product categories online. Another question was “Which
online payment methods do you know and use?”. Most
respondents pay with PayPal, then with Direct Debit and Credit
Card. Not many respondents use apps like bitcoin to pay for
their purchases. This is most likely because these Apps are not
known by all people trust them yet. A bar chart with all
payment can be found in the Appendix 13.9. The payment
method the most respondents feel most safe with is PayPal and
Credit Card when buying online. Even though more people pay
with direct debit than with the credit card, people feel safer
paying with the Credit Card (Appendix 13.10). The most
chosen motivating factors for online shopping were
convenience and better prices, whereas discreteness of shopping
was chosen the least (Appendix 13.11). The most prominent
factors preventing people from shopping online are that at the
moment you buy it you do not have a physical product and high
delivery costs (Appendix 13.12). The last question contained a
text box where the respondents could answer “Have you ever
had a bad experience with an online shop related to privacy and
security concerns? Please share your experience below.”. The
answers of this question were very interesting. People reported
that their E-bay account was hacked or that they bought from a



fake online shop. A lot of people answered with no and said that
they are only buying from reliable online stores.

7.2 Correlation

As a next step, I calculated the correlations between the age
groups, demographics, the two independent variables perceived
risk and trust and the dependent variable online shopping
behavior via SPSS. The included demographics are gender,
highest education and occupation; they all serve as control

variables. I used Spearman’s rho to calculate the correlations
since Pearson’s correlation is only used for interval and ratio
variables. The results of the main concepts of this paper can be
found in Table 1. In the following I will analyze the presented
results. I used the book “Stats: Data and Models” of De Veau,
Velleman and Bock (2011) for the interpretation of the results.

As we can see in table 1, there is a significant negative
correlation between the age groups and perceived

Table 1. Correlation Table of the variables

1 2 3. 4

Spearman's

1. Age Groups Rho Correlation -.198%* -.057 -.026
Spearman's

2. Perceived Risk Rho Correlation .043 -.233%**
Spearman's

3. Perceived Trust Rho Correlation .026
Spearman's

4. Online Shopping Behavior

Rho Correlation

* Correlation is significant at the 0.05 level (2-tailed)

** Correlation is significant at the 0.01 level (2-tailed)

risk (Spearman’s r= -.20, p= .02). This means that there is a
significant difference of risk perceptions between the age
groups.

In addition there is a negative significant correlation between
perceived risk and online shopping behavior (Spearman’s r= -
.23, p=.01). Since the correlation is significant at the .01 level
(2-tailed), we can be more certain that the correlation is
genuine. This result shows that the more risk perceived by a
person, the less likely he or she is to shop heavy online. A
scatterplot to show the relationship between the two variables
can be found in Figure 1.

The age groups are not statistically correlated to the perceived
trust variable (Spearman’s r= -.06, p= .51). This means that
being a Millennial is not associated with higher or lower levels
of perceived trust compared to members of Generation X.

Further perceived trust is not statistically correlated with online
shopping behavior (Spearman’s r= .03, p=.77). This means that
higher trust is not associated with higher or lower online
shopping behavior.

Also no significant relationship between the age groups and
online shopping behavior (Spearman’s r= -.03, p= .76) was
found. Therefore, Millennials do not shop more or less online
than Generation X’ers.

The two independent variables perceived risk and perceived
trust show no significant correlation either (Spearman’s r= 0.4,
p= .62). Thus, higher perceived risk is not associated with
higher or lower perceived trust.

In addition to the main variables of this research, I observed the
privacy behavior of the respondents as well. The variable has a
significant positive correlation with perceived risk (Spearman’s
r= 25, p=.00) and perceived trust (Spearman’s r= .22, p= .01).
This means that higher privacy behavior is associated with
higher perceived risk and higher perceived trust. Further the
variable has a significant negative correlation with online
shopping behavior (Spearman’s r= - .20, p= .02). Therefore
higher privacy behavior is associated with lower online
shopping behavior.

Lastly, neither the two independent variables nor the dependent
variable or privacy behavior have a significant relationship with
any of the control variables, in this case the demographics. The
significant relationship between perceived risk and online
shopping behavior is therefore not explained by any of the
demographics. The full correlation table can be found in the
Appendix 13.13.

According to explorable.com there is a weak correlation when
the correlation coefficient falls between -0.3 to -0.1 or 0.1 to 0.3
(Statistical correlation, Abstract “Coefficient of Correlation”,
2009). All significant correlations in this research are therefore
weak, since they all have a correlation coefficient which falls
into that range.

Concluding, Millennials perceive risks significantly different
than Generation X’ers. Perceived risk in turn shows a weak
negative correlation with the dependent variable online
shopping behavior. Therefore reducing the risk perceptions of
people leads to higher online shopping.
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Figure 1. Scatterplot for correlation Perceived Risk &
Online Shopping Behavior

7.3 Univariate Analysis of Variance

(Unianova):

Analysis of variance determines whether “the means of a
number of groups are equal” (Huizingh., 2007, p.277). A
univariate analysis of variance (Unianova) indicates how the
relationship between an independent and dependent variable is
moderated by another variable (Huizingh, 2007).

The model of the independent variable perceived trust and the
dependent variable online shopping behavior showed no
statistically significant effect (F=(1;128) = .55, p= .46).
Therefore 1 did not investigate the main effects or interaction
effects further in my analysis.

The model of the independent variable perceived risk on the
dependent variable online shopping behavior is statistically
significant (F=(1;128) = 9.9, p < .01). Therefore 1 further
investigated whether main effects or interaction effects were
present. The main effect of perceived risk on the dependent
variable online shopping behavior is statistically significant (see
Table 2). This means that higher risk is associated with a
decrease in online shopping behavior.

However I found no interaction effect for the age group variable
with perceived risk (F=(1; 128) = .56, p= .46), denoting that
higher perceived risk leads to more (or less) online shopping
behavior, but is not moderated by the age groups.

Table 2. Unianova Tests of Between-Subjects Effects

Std. 95% Confidence
B Error T Sig. Interval
Perceived 0.39 2.77 0.0
Risk 6 0.143 5 06 -0.678 -0.113

The analyses so far showed that there is no significant
relationship between the first independent variable, perceived
risk, and the dependent variable, online shopping behavior. For
the second independent variable, perceived risk, a significant
negative relationship with the dependent variable was found.
However the age groups, Millennials and Generation X, do not
serve as a moderating variable.

8. CONCLUSION

The results of the performed analyses of the previous sections
help to answer the sub-questions and ultimately the main
research question of this paper:

SQ1. Is there a significant difference between Millennials’ and
Generation Xers’ risk perceptions?

SQ2. Is there a significant difference between Millennials’ and
Generation Xers’ trust perceptions?

SQ3. To what extent does perceived risk have an impact on
online shopping behavior?

SQ4. To what extent does perceived trust have an impact on
online shopping behavior?

RQ. How do privacy and security perceptions of millennials
compared to non-millennials affect online shopping behavior?

The correlation and regression analyses showed that age does
not have a significant relationship with perceived trust. They
also showed that there is no significant relationship between
perceived trust and the dependent variable online shopping
behavior.

For the other independent variable, perceived risk, the
correlation table indicates that Millennials perceive risks
significantly different than members of Generation X.
Perceived risk in turn has a weak significant negative
relationship with the dependent variable online shopping
behavior. This fits to the results of other research done in the
field. The UNIANOVA showed that this relationship is not
moderated by the age groups.

This means that even though the correlation analysis showed a
significant difference of Millennials and Generation X’ers risk
perceptions, the difference is not stable enough to still exist
when the relationship of all three variables is observed. This
might be explained by the weak correlation of the age groups on
perceived risk or because correlations are “only appropriate for
examining the relationship between meaningful quantifiable
data (e.g. air pressure, temperature) rather than categorical data
such as gender, favorite color etc.” (Statistical Correlation,
Abstract “Coefficient of Correlation”, 2009)

Further no significant relationship between risk and trust and
between the age groups and online shopping behavior was
found. The control variables were also observed but did not
show any relationships with the independent and dependent
variables either.

Interestingly, all of the independent and dependent variables
show a correlation with privacy behavior. Perceived risk and
perceived trust show a significant positive correlation, whereas
online shopping behavior is significantly negative correlated
with privacy behavior. I assume that people with higher risk
perceptions, try to secure their privacy with a cautious online
shopping behavior which would explain the positive
correlation. The positive correlation between perceived trust
and privacy behavior might be that people are more cautious
online and can therefore trust the online shopping companies
since they already secured their information. Further the more
people shop online, the less they do for their privacy online.
This is most likely because people get more comfortable or lazy
when shopping more online and reading all terms and
conditions for example takes a lot of time. The actual directions
of these relationships should be observed in future research.

As mentioned before internet shoppers with a high degree of
privacy and security perceptions perceive more risk and lower
trust. Since only perceived risk showed a significant



relationship with only shopping, one can say that those people
who perceive higher risk, have a high degree of privacy and
security perceptions.

With this information I can answer the research question:
Privacy and security perceptions’ effect on online shopping
behavior is not significantly different between Millennials and
Generation X’ers. Anyway, perceived risk on its own, as
measure of security and privacy perceptions, has a significant
negative impact on online shopping behavior.

8.1 Validation/Rejection of assumptions
These results reject most assumptions I made earlier in this
paper. Millennials perceive risks significantly different than
Generation X’ers, but I could not find out which one perceives
more since the relationship diminishes when including online
shopping behavior. All assumptions for the relationships of
perceived trust are rejected, as no significant relationships were
found. Since the Cronbach’s Alpha was that low, the results
might be biased due to the low internal consistency of the
perceived trust items. The assumption that higher perceived risk
leads to a decrease in online shopping was validated in this
research.

8.2 Scientific Relevance

This paper adds to the existing literature of privacy and security
perceptions’ effect on online shopping behavior. As in Section
3.1 discussed, most researchers found a significant negative
relationship between perceived risk and online shopping
behavior. My paper came to the same conclusion even though
the relationship seems to be weak. Moreover the literature of
perceived trust and its effect on online shopping behavior
showed mixed results, as examined in Section 3.2. This
research could not find a significant relationship between the
two variables. In addition, this is the first paper to observe the
relationship between the age groups, Millennials and
Generation X, and privacy and security perceptions. The
analysis showed that Millennials perceive risk significantly
different than members of Generation X. Unfortunately this
relationship diminishes when we add the third variable online
shopping behavior. The age groups turned out to have no effect
on perceived trust.

8.3 Practical Relevance

This research showed that privacy and security perceptions,
measured by perceived risk, of online shopping are still a
current topic. This might be one of the reasons why physical
stores are still popular and are not fully replaced by online
stores yet.

Companies who offer online shops and their marketers should
take this research into account. The topic of perceived risk, as
measure of privacy and security perceptions, and its negative
relationship with online shopping behavior is not new. Yet, it
seems that there are still a lot of people who are cautious in
buying online because of the possible security and privacy
infringements. The first step for companies to do is to make
their online shops as safe as possible. Thus making sure that
private information is only stored for the intended use and
neither 3" parties nor hackers are able to steal that information.
The next step for the companies and their marketers is to
communicate the safety values to their customers and potential
customers. This can be communicated through the website of
the online shop or through their advertisements. These people
will then perceive less risk when using that particular online
shop. This will increase the frequency of online purchases and
the amount to be spent. I can conclude that taking perceived
risks of online shopping into account, can serve as a
competitive advantage for that company. The difference of the

age groups’ risk perceptions found through the correlation table
indicates that one of the age groups perceives risk higher than
the other. Therefore taking age and age groups into account
when developing their marketing efforts to address the online
shopping risks, is very important.

This research observed only German respondents, thus
generalizing these results must be done with caution.

9. LIMITATIONS

This study has several limitations which need to be addressed.
First of all we did not establish our own concepts or measures
for security and privacy perceptions of online shopping.
Perceived risk and perceived trust might not be suitable to
measure privacy and security perceptions even though they
were used before. We adjusted the perceived risk and trust
dimensions according to our topic, but maybe some dimensions
we still kept do not fit to privacy and security perceptions of
online shopping. Furthermore some dimensions might be
missing since the concepts were not specifically designed for
our topic. The items used to measure the perceived risk and
trust dimensions were made up by our group, since we could
not find an appropriate survey online. Thus necessary items
could be missing or some of the items we have do not measure
what we intended to measure The low Cronbach’s Alpha of
perceived risk and perceived trust show that the items we
created, need to be improved to measure more reliable results.
Trust even had an unacceptable Cronbach’s Alpha which might
explain why I could not find any significant relationships for
that variable. . In order to increase the reliability and validity of
perceived trust and perceived risk I deleted some items. Those
items were formulated to measure all dimensions fully, which
might not be the case anymore after deleting the items. We also
created the items for online shopping behavior ourselves, which
depicts the same question as for the other variables. Looking at
some items now, we realize that they were not asked well.
Some questions or statements ask two things at the same time.

Secondly, we mostly reached people through Facebook. Thus
people without an account were not able to participate in this
survey as well as people who did not see this link during the
limited time frame. This means that only people who use the
internet, especially Facebook a lot, participated in this survey.
This might have an influence on the findings. People who think
online shopping infringes their privacy or security needs might
also avoid Facebook and were not reached.

Moreover, the generalizability of the findings of this study is
questionable. The sample size is relatively small (n=134) and
only German respondents were taken into account. In other
countries culture, values and other factors might change how
privacy and security are perceived and how it relates to online
shopping behavior. Also correlations were determined for
categorical variables, which is not appropriate, as mentioned
earlier.

Lastly, other factors than age might be moderating the
relationship between perceived risk and online shopping
behavior, which were not observed during this research.

10. FUTURE RESEARCH

First, this study should be repeated in a more extended research.
The sample size should be increased and the survey questions
should be tested.

Based on the negative relationship found between perceived
risk and online shopping behavior, future studies should
observe how companies can decrease the perceived risks to
increase the online shopping behavior. In addition future
research should examine which specific perceived risk



dimensions are influencing online shopping behavior the
greatest.

Another research direction is the examination of other variables
which might increase the risk perceptions.

Future research should also consider taking age, or especially
the age groups I proposed in this paper, into account since a
weak correlation with perceived risk was found. A more
elaborate study might find some interesting differences between
age groups. This might be true not only for perceived risk and
online shopping behavior, but also for other research topics.
The next step then would be to find out why the age groups
perceive privacy and security different.

As mentioned in the conclusion, the privacy behavior and its
relationship to the variables should be observed in future
research.
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13. APPENDIX
13.1 Table Item Creation Perceived Risk and Perceived Trust

Conce
pt Dimension Definition Item Source
Privacy
Risk Featherma
“consumer’s subjective evaluative n,
assessment 1. I believe that my personal Miyazaki
of potential losses to the privacy of information is and Sprott
confidential protected during online shopping (2010)
identifying information, including the 2. I am aware that my private data
assessment can be
of potential misuse of that information  given to 3rd parties by online
that may shopping sites
result in identity theft” (p.220). 3. I am aware that advertisement is
based
on my prior searches and shopping
behavior
4. I receive newsletters/mails from
online
shops I did not register for
Source  The risk that businesses are not 5. The possibility that online shops Lim
Risk trustworthy are (2003)
leading to its customers to suffer. fake is high
6. The possibility that my online
purchase
Risk will not be delivered is high
7. I buy from online shops without a
physical store
Kim,
Ferrin &
Transactio Involves risks occurring during the 8. I am afraid to use my credit card Rao
n Internet online
Secprity purchase including credit card fraud. 9. The possibility that hackers will .(2008)
Risk steal my
credit card information is low
10. The possibility that my credit
card
information is sold to third parties is
high
11. In general I trust mainstream
online
payment methods
Cognition Is related to consumer’s observations  12. The product information I get in Kim,
-based and online Ferrin &
perceptions. shops is complete and understandable Rao
(2008)
Trust 13. Privacy policies in online shops
are
easily accessible and understandable
14. I expect mainstream online shops
to
fulfill basic digital security
Trust protection(s)
Based on indirect interactions with the  15. I check for safety logos and Kim,
Affect-  consumer through inputs from a third  certification Ferrin &
based party like recommendations or third-  (eg. trusted e-shops) in online shops Rao
trust party seals before I (2008)

purchase.

16. I ask friends and family for
recommendations of an online shop
before I

purchase



17. I read reviews of an online shop
before I
purchase

13.2 Survey English

In order to get the necessary data for the analysis, we made a survey with Qualtrics. We distributed the following
survey among family, friends and Facebook.

How do you shop online? - Bachelor Thesis Final Version

Introduction

Dear participants,

Thank you for taking your time to participate in the Online Shopping survey. It will only take 5 - 10 minutes to
answer this survey. It is part of our bachelor thesis at the University of Twente, Enschede, The Netherlands. We
truly value the information you will provide. Please answer the questions honestly and choose the answer you first
think of. All the data you provide will be confidential.

The data is protected against unauthorized publishing, manipulation or damage. The information collected is only
used for the purposes of academic research. Your participation in this study is voluntary, you can stop the survey
anytime without giving any reasons. Of course we still appreciate if you answer the whole survey - the more
answers the better our survey result.

Please click on the ">>" button to move to the next page.
Q47 Page: 1/6
Demographics 1 How old are you? (fill in the number only, e.g. 56)

Demographics 2 What is you gender?
@ Male (1)
@ Female (2)

Demographics 3 What is your nationality?
@ German (1)

Dutch (2)

Belgian (3)

Chinese (4)

Other (please fill in below) (5)

® 6 6 6

Demographics 4 What is your current occupation?
Student (1)

Employed (2)

Self-employed (3)

Unemployed (4)

Retired (5)

Stay-at-home (6)

Unable to work (7)

® 66 6 6 6 6



Demographics S What is your highest education?
Below High school (1)

High school graduate (2)

College graduate (8)
Trade/technical/vocational training (3)
Associate degree (4)

Bachelor degree (5)

Master degree (6)

Doctorate degree (7)

® e 6 6 6 6 6 6 6

Professional degree (14)

048 Page: 2/6

Online Shopping 1  Online Shopping Behavior

The following questions will help us to get to know your individual shopping behavior. Please answer openly and
truthfully. Click on your most appropriate choice.

Online Shopping 2 How often do you use the Internet?
@ Several times a day (4)

Once a day (3)

Several times a week (9)

Once a week (6)

Seldom (8)

® e 6 6

Online Shopping 3 I use the Internet to search for a product, but actually buy the product in a retail store
1(1) 2(2) 30 4(4) 505 6 (6) 7(7)

Never:Always @ @ @ @ @ @ )

(M

Online Shopping 4 I look for product information in a retail store, but buy the product in an online shop
1(1) 2(2) 30) 4(4) 505 6 (6) 7(7)

Never:Always @ @ @ @ @ @ )

(M

Online Shopping 5 I search for product information on the Internet and buy the product in an online shop
1(1) 2(2) 30) 4(4) 505 6 (6) 7(7)

Never:Always @ @ @ @ @ @ )

(M

Online Shopping 6 For how long have you been shopping online?
@  Less than 1 year (1)
@ -3 years (2)

@ 4 years or more (3)

Online Shopping 7 How often did you shop online in the past year?
@ Never (1)
@ 1 -5 times a year (2)



@ 6-10 times a year (3)
@  Once a month (4)

@  Several times a month (5)

Online Shopping 8 What type of products do you usually buy online? (multiple answers possible)
Fashion (1)

Electronics & Software (2)

Books, Music, Films etc. (3)

Mobile Phone Apps (4)

Health care/ Pharmaceutical products (5)

Travel (6)

Home and Garden (7)

Sports (8)

Motors (cars, equipment, etc.) (9)

Groceries (10)

Cosmetic products (12)

Others (please fill in below) (11)

® 666 6 6 6 6

Online Shopping 9 How much money do you spend on average per month for online shopping in Euros?
0-50 (1)

50-100 (2)

100-200 (3)

200-500 (4)

500+ (5)

®

® ® ®

Online Shopping 10 Which online payment methods do you know and use? (multiple answers possible)
Credit card (1)

PayPal (2)

iDeal (3)

Klarna (4)

Cash on delivery (5)

Direct debit (6)

In-app purchases (7)

Digital wallet (8)

Bitcoin (9)

AliPay (10)

Wechat (11)

Other (please fill in below) (12)

@ @060 6 60 00

Online Shopping 11 What is the payment method you feel most safe with?
Credit card (1)

PayPal (2)

iDeal (3)

Klarna (4)

Cash on delivery (5)

Direct debit (6)

In-app purchases (7)

Digital wallet (8)

® ® 6 66 6 6 6



Bitcoin (9)

AliPay (10)

Wechat (11)

Other (please fill in below) (12)

® © 6 6

Online Shopping 12 What are the main motivating factors for you to shop online? (multiple answers
possible)

Better prices (1)

Convenience (2)

Variety of products/brands (3)

Flexibility (24/7 open) (4)

Availability of reviews and recommendations (5)
Discreteness of shopping (6)

Price comparisons (8)

Others (please fill in below) (7)

Online Shopping 13 What are main factors preventing you from shopping online? (multiple answers
possible)

Online Payment Methods (1)

Added tax/ customs duty (2)

High delivery costs (3)

Long delivery time (4)

Refund policies (5)

Warranty & Claims (6)

No physical product (intouchable, no real colours, no fitting etc.) (8)
Others (please fill in below) (7)

049 Page: 3/6

Privacy behavior 1 Do you use different E-Mail accounts for different purposes?
@ Yes, different ones for different purposes (online shopping, work, private etc.) (1)

@ No, I have only one E-Mail account (2)

Privacy behavior 2 Do you use different passwords for different websites?
@ Yes, a different one for each website (1)

@ Yes, only a few websites with the same password (2)

@ Yes, but several websites with the same password (3)
@

No, the same password for each website (4)

Privacy behavior 3 Which safety feature logos for online shops do you know? (multiple answers possible)



-\ TRUSTe ‘ ,’ ACCREDITED
50 cusiness

Secured by

% Geolrust

) Secure SSL Encryption

Symantec
¥ Trustwave E“glmrlgg*f%? ARG HETH, BINER
i McAfee Other (name the logo)
@ SECURE P

17:13

" @Bl D peame

Privacy behavior 4 Would you refuse to give information to an online shop, if you think it is too personal or
not necessary for the transaction?

1(1) 2(2) 303) 4(4) 5(5) 6 (6) 7(7)
Never:Always @ @ @ @ @ @ @
)]

Privacy behavior 5 Do you read privacy policies on online shopping websites?

1(1) 2(2) 303) 44 505 6 (6) 7(7)
Never:Always @ @ @ @ @ @ )
6]

Privacy behavior 6 Would you refuse an online purchase because of privacy policies?

1(1) 2(2) 303 4(4) 505 6 (6) 7(7)
Never:Always @ @ @ O] @ ® @
6]

Privacy behavior 7 Do you read terms and conditions on online shopping websites before you agree to
them?

1(1) 2(2) 303) 44 505 6 (6) 7(7)
Never:Always @ @ @ @ @ ® @
6]

Privacy behavior 8 Would you refuse an online purchase because of terms and conditions?

1(1) 22 303 44 5(5) 6 (6) 7(7)
Never:Always @ @ @ @ @ ® @
(1

050 Page: 4/6



Risk 1 I believe that my personal information is protected during online shopping

Entirely Mostly Somewhat Neither Somewhat Mostly
disagree disagree disagree (3)  agree nor agree (5) agree (6)
€)) ?2) disagree
“4)
(@) @ O] O] O] @ O]

Risk 2 I am aware that my private data can be given to 3rd parties by online shopping sites

Entirely Mostly Somewhat Neither Somewhat Mostly
disagree disagree disagree (3)  agree nor agree (5) agree (6)
€)) ?2) disagree
“
@) @ ) ) O] @ ®

Risk 3 I am aware that advertisement is based on my prior searches and shopping behavior

Entirely Mostly Somewhat Neither Somewhat Mostly
disagree disagree disagree (3)  agree nor agree (5) agree (6)
1 2 disagree
“
(@) ® @ @ ® ® ®
Risk 4 I receive newsletters/mails from online shops I did not register for
1(1) 2(2) 303) 44 505 6 (6)
Never:Always @ @ @ @ @ ®
)]
Risk 5 The possibility that online shops are fake is high
Entirely Mostly Somewhat Neither Somewhat Mostly
disagree disagree disagree (3)  agree nor agree (5) agree (6)
€)) 2) disagree
“
@) @ ® ® @ ® ®
Risk 6 The possibility that my online purchase will not be delivered is high
Entirely Mostly Somewhat Neither Somewhat Mostly
disagree disagree disagree (3)  agree nor agree (5) agree (6)
€)) 2) disagree
(C))
N @ O] O] O] @ ®
Risk 7 I buy from online shops without a physical store
Entirely Mostly Somewhat Neither Somewhat Mostly
disagree disagree disagree (3)  agree nor agree (5) agree (6)
(1) 2) disagree
“
(@) @ ® ® @ O] ®

Entirely
agree (7)

Entirely
agree (7)

Entirely
agree (7)

7(7)

Entirely
agree (7)

Entirely
agree (7)

Entirely
agree (7)



Risk 8 I am afraid to use my credit card online

Entirely Mostly Somewhat Neither Somewhat Mostly
disagree disagree disagree (3)  agree nor agree (5) agree (6)
€)) ?2) disagree
“4)
(@) @ O] O] O] @ O]

Risk 9 The possibility that hackers will steal my credit card information is low

Entirely Mostly Somewhat Neither Somewhat Mostly
disagree disagree disagree (3)  agree nor agree (5) agree (6)
€)) ?2) disagree
“
@) @ ) ) O] @ ®

Risk 10 The possibility that my credit card information is sold to third parties is high

Entirely Mostly Somewhat Neither Somewhat Mostly
disagree disagree disagree (3)  agree nor agree (5) agree (6)
(1) 2) disagree
“)
(@) ® @ @ ® ® ®

Risk 11 In general I trust mainstream online payment methods

Entirely Mostly Somewhat Neither Somewhat Mostly
disagree disagree disagree (3)  agree nor agree (5) agree (6)
(N 2) disagree
“
@) @ @ @ @ ® ®

Q51 Page: 5/6

Trust 1 The product information I get in online shops is complete and understandable

Entirely Mostly Somewhat Neither Somewhat Mostly
disagree disagree disagree (3)  agree nor agree (5) agree (6)
(N 2) disagree
“)
@) @ ® @ @ ® ®

Trust 2 Privacy policies in online shops are easily accessible and understandable

Entirely Mostly Somewhat Neither Somewhat Mostly
disagree disagree disagree (3)  agree nor agree (5) agree (6)
€)) 2) disagree
“
N @ O] O] O] @ ®

Trust 3 I expect mainstream online shops to fulfill basic digital security protection(s)

Entirely Mostly Somewhat Neither Somewhat Mostly
disagree disagree agree nor

Entirely
agree (7)

Entirely
agree (7)

Entirely
agree (7)

Entirely
agree (7)

Entirely
agree (7)

Entirely
agree (7)

Entirely



(1 @

(1) o) ) )

disagree (3)

disagree agree (5) agree (6) agree (7)
“4)
) @ @ ()

Trust 4 I check for safety logos and certification (eg. trusted e-shops) in online shops before I purchase.

Entirely Mostly Somewhat
disagree disagree disagree (3)
M 2

@)) @ @ @

Trust 5 I ask friends and family for recommendations of an online shop before I purchase

Entirely Mostly Somewhat
disagree disagree disagree (3)
6] (@)

(@) ® @ @

Trust 6 I read reviews of an online shop before I purchase

Entirely Mostly Somewhat
disagree disagree disagree (3)
(6] (@)

€)) @ @ @

Neither Somewhat Mostly Entirely
agree nor agree (5) agree (6) agree (7)
disagree

(C))

O] @ ® @
Neither Somewhat Mostly Entirely
agree nor agree (5) agree (6) agree (7)
disagree

“

® ® ® O]
Neither Somewhat Mostly Entirely
agree nor agree (5) agree (6) agree (7)
disagree

“

O] @ ® O]

Q46 Have you ever had a bad experience with an online shop related to privacy and security concerns?

Please share your experience below.

End
This is the end!
Thank you again for participating in our survey.

Please click one step further to send your answers!

If you are interested in the results of this study, please enter you email-adress and we will contact you. (Please

name below)

13.3 Syntax

USE ALL.

COMPUTE filter_$=(Q51 = 1).

VARIABLE LABELS filter $ 'Q51 =1 (FILTER)".
VALUE LABELS filter_$ 0 'Not Selected' 1 'Selected'.
FORMATS filter_$ (f1.0).

FILTER BY filter_$.

EXECUTE.

VARIABLE LEVEL Demographics_1 (SCALE).
ALTER TYPE Demographics_1 (f2).
EXECUTE.
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RECODE Demographics_1 (25 thru 34=1) (35 thru 49=2) (ELSE=0) INTO Age2534a3549.
EXECUTE.

USE ALL.

COMPUTE filter $=(Q51 =1 & Age2534a3549 > 0 & Demographics_3 = 1).
VARIABLE LABELS filter $ 'FILTERfilter'.

VALUE LABELS filter_$ 0 'Not Selected' 1 'Selected'.

FORMATS filter_$ (f1.0).

FILTER BY filter $.

EXECUTE.

compute
CheckRiskTrustSD=sd(Risk 1 1 to Trust 6 _1).

RECODE Risk 1 1Risk 7 1Risk 9 1Risk _11_1(1=7) (2=6) (3=5) (4=4) (5=3) (6=2) (7=1).
EXECUTE.
RELIABILITY

/VARIABLES=Risk 1 1Risk 2 1 Risk 3 1Risk 4 1 Risk 5 1 Risk 6 1Risk 7 I Risk 8 1 Risk 9 1
Risk 10 1 Risk 11 1

/SCALE('ALL VARIABLES") ALL
/MODEL=ALPHA
/SUMMARY=TOTAL.

RELIABILITY

/VARIABLES=Risk 1 1 Risk 2 1 Risk 3 1 Risk 4 1 Risk 5 1 Risk 6 1 Risk 8 1 Risk 9 1 Risk 10 1
Risk 11 1

/SCALE('ALL VARIABLES'") ALL
/MODEL=ALPHA
/SUMMARY=TOTAL.

RELIABILITY
/VARIABLES=Risk 2 1 Risk 3 1 Risk 4 1 Risk 5 1 Risk 6 1 Risk 8 1 Risk 9 1 Risk 10 1 Risk 11 I
/SCALE('ALL VARIABLES') ALL
/MODEL=ALPHA
/SUMMARY=TOTAL.

FACTOR
/VARIABLES Risk 2 1Risk 3 1Risk 4 1Risk 5 I Risk 6 1 Risk 8 1Risk 9 1Risk 10 1 Risk 11 1
/MISSING LISTWISE
JANALYSIS Risk_ 2 1Risk 3 I Risk 4 1Risk 5 1 Risk 6 1 Risk 8 1 Risk 10 1 Risk 11 I
/PRINT INITIAL CORRELATION DET KMO ROTATION
/FORMAT SORT BLANK(.3)

/CRITERIA FACTORS(3) ITERATE(25)
/EXTRACTION PAF

/CRITERIA ITERATE(25)

/ROTATION VARIMAX
/METHOD=CORRELATION.
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RELIABILITY
/VARIABLES=Risk 2 1 Risk 3 1 Risk 5 1 Risk 6 1 Risk 8 1 Risk 9 1 Risk 10 1 Risk 11 1
/SCALE('ALL VARIABLES') ALL
/MODEL=ALPHA
/SUMMARY=TOTAL.

COMPUTE RiskMean =
MEAN(Risk 2 1,Risk 3 1,Risk 5 1,Risk 6 1,Risk 8 1,Risk 9 1,Risk 10 I,Risk 11 1).
EXECUTE.

RELIABILITY

/VARIABLES=Trust 1 1 Trust 2 1 Trust 3 1 Trust 4 1 Trust 5 1 Trust 6 1
/SCALE('ALL VARIABLES") ALL

/MODEL=ALPHA

/SUMMARY=TOTAL.

FACTOR
/VARIABLES Trust 1 1 Trust 2 1 Trust 3 1 Trust 4 1 Trust 5 1 Trust 6 1
/MISSING LISTWISE
/ANALYSIS Trust 1 1 Trust 2 1 Trust 3 1 Trust 4 1 Trust 5 1 Trust 6 1
/PRINT INITIAL CORRELATION DET KMO ROTATION
/FORMAT SORT BLANK(.3)
/CRITERIA FACTORS(2) ITERATE(25)
/EXTRACTION PAF
/CRITERIA ITERATE(25)
/ROTATION VARIMAX
/METHOD=CORRELATION.

RELIABILITY

/VARIABLES=Trust 1 1 Trust 2 1 Trust 4 1 Trust 5 1 Trust 6 1
/SCALE('ALL VARIABLES'") ALL

/MODEL=ALPHA

/SUMMARY=TOTAL.

COMPUTE TrustMean = MEAN(Trust 1 1,Trust 2 1,Trust 4 1,Trust 5 1,Trust 6 1).
EXECUTE.

COMPUTE HeavyShoppingMean=MEAN(Online_Shopping_9,0nline_Shopping_7).
EXECUTE.

RELIABILITY

/VARIABLES=Privacy behavior 4 1 Privacy behavior 5_1 Privacy behavior_6 1 Privacy behavior 7 1
Privacy behavior 8 1

/SCALE('ALL VARIABLES") ALL
/MODEL=ALPHA
/SUMMARY=TOTAL.

RELIABILITY
/VARIABLES= Privacy _behavior 5 1 Privacy behavior_6_1 Privacy behavior 7 1 Privacy behavior § 1



/SCALE('ALL VARIABLES") ALL
/MODEL=ALPHA
/SUMMARY=TOTAL.

COMPUTE PrivacyBehaviorMean =
MEAN(Privacy behavior 5 1,Privacy behavior 6 1,Privacy behavior 7 1,Privacy behavior 8 1).

EXECUTE.

FREQUENCIES VARIABLES=Demographics_2 Demographics_4 Demographics_5 Age2534a3549
HeavyShoppingMean

/ORDER=ANALYSIS.

DESCRIPTIVES VARIABLES=RiskMean TrustMean HeavyShoppingMean PrivacyBehaviorMean
/STATISTICS=MEAN STDDEV MIN MAX.

NONPAR CORR

/VARIABLES=Age2534a3549 RiskMean TrustMean HeavyShoppingMean Demographics_2 Demographics_4
Demographics_5 PrivacyBehaviorMean

/PRINT=SPEARMAN TWOTAIL NOSIG
/MISSING=PAIRWISE.

UNIANOVA HeavyShoppingMean BY Age2534a3549 WITH RiskMean TrustMean
/METHOD=SSTYPE(3)
/INTERCEPT=INCLUDE
/EMMEANS=TABLES(Age2534a3549) COMPARE ADJ(BONFERRONTI)
/PRINT=DESCRIPTIVE PARAMETER
/CRITERIA=ALPHA(0.05)
/DESIGN=Age2534a3549 RiskMean TrustMean Age2534a3549*RiskMean Age2534a3549*TrustMean.

* Chart Builder.
GGRAPH

/GRAPHDATASET NAME="graphdataset" VARIABLES=RiskMean HeavyShoppingMean
MISSING=LISTWISE REPORTMISSING=NO

/GRAPHSPEC SOURCE=INLINE.
BEGIN GPL
SOURCE: s=userSource(id("graphdataset"))
DATA: RiskMean=col(source(s), name("RiskMean"))
DATA: HeavyShoppingMean=col(source(s), name("HeavyShoppingMean"))
GUIDE: axis(dim(1), label("RiskMean"))
GUIDE: axis(dim(2), label("HeavyShoppingMean"))
ELEMENT: point(position(RiskMean*HeavyShoppingMean))
END GPL.

13.4 Items chosen for Privacy Behavior Variable

Privacy behavior 4 Would you refuse to give information to an online shop, if you think it is too personal or not
necessary for the transaction?

Privacy behavior 5 Do you read privacy policies on online shopping websites?
Privacy behavior 6 Would you refuse an online purchase because of privacy policies?
Privacy behavior 7 Do you read terms and conditions on online shopping websites before you agree to them?

Privacy behavior 8 Would you refuse an online purchase because of terms and conditions?
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13.5 Factor Analysis Perceived Risk
Rotated Factor Matrix®

Factor

] 2 3
I am aware that 847
my private data
can be given to
3rd parties by
online shopping
sites-&nbsp;

I am aware that 770
advertisement is
based on my

prior searches

and shopping
behavior-

&nbsp,

Irecemve
newsletters/mail
s from online
shops I did not
register for-
Mever Always

The possibility 692
that my online

purchase will

not be

delivered 13

high-&nbsp;

The possibiity JGED
that online

shops are fake
15 high-&mbsp,

I am afraid to 200
use my credit

card online-

&nbsp,

In general I 505
trust

mamstream

online payment

methods-

&nbsp,

The possibility 305
that my credit

card

mformation 15

sold to third

parties 15 high-

&nbsp;

Extraction Method: Principal Azxs Factonng.

Rotation Method: Varimax with Faiser
Mormmalization.

a. Rotation comverged in 5 tterations.
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13.6 Factor Analysis Perceived Trust
Rotated Factor Matrix®

Factor
) 2
ITread rewviews 654
of an online
shop before I

purchase-
&nbsp;

I ask fiends A41
and family for
recommendatio

ns of an online

shop before I
purchase-

&nbsp;

I checlk for 343
safety logos

and cerbfication

(eg trusted e-

shops) m onlne

shops before I
purchase. -

&nbsap;,

I expect
mamnstream
online shops to
fulfill basic
digital security
protection(s)-
Enbsp,

Frvacy policies 158z
m online shops

are easily

accessible and
understandable

-&nbsp,

The product
mformation I
get in online
shops 13
complete and
understandable

-&nbsap;

Extraction MMethod: Princijpal Axds
Factoring.

Fotation Method: Varmax with
Faser Mormalization.

a. Eotation comrerged in 3
terations.



13.7 Descriptive Statistics

Descriptive Statistics

N Minimum Maximum Mean Std. Deviation
RiskMean 134 2,13 6,13 4,1586 , 74641
TrustMean 134 2,00 6,20 42149 ,80324
HeavyShoppingMean 134 1,50 5,00 2,7425 ,87731
PrivacyBehaviorMean 134 1,00 7,00 2,8451 1,29661
Valid N (listwise) 134

13.8 Bar Chart Product Categories

What typeofproducts do you usually buy online? (multiple
answers possible)

80%
70% -
60% -
50% -
40% -
30% -
20% -
10% -
0% -
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13.9 Bar Chart Payment Methods

Which online payment methods do you know and use?

80%
70%
60%
50% 1—
40% +—
30% 1
20% 1
10% +—
0%

> > > » S > & & i ) & )
P g o & 8 be’o S NS i X &
6}{\. Q‘bﬁ b @ b@\\ y & && \(D\QA QJ{\ Y}\ $© b 6\40
C) \QOQ Q\ QQQ Q\Qo\ 3 ‘b-\
O‘ba" Q"v Q“;‘
A &
&
O@

13.10 Table “What is the payment method you feel most safe with?”

What is the payment method you feel most safe with?

Valid Cumulative
Frequency Percent  Percent Percent
Valid Credit card 29 21,6 21,6 21,6
PayPal 57 425 42.5 64,2
iDeal 1 7 7 64,9
Klarna 5 3,7 3,7 68,7
Cash on delivery 10 7,5 7,5 76,1
Direct debit 13 9,7 9,7 85,8
In-app purchases 1 7 7 86,6
Other (please fill in 18 13,4 13,4 100,0
below)
Total 134 100,0 100,0
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13.11

Table Online Shopping Motivation Factors

What are the main motivating factors for you to shop

online?
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13.12 Table Online Shopping Prevention Factors
What are main factors preventing you from shopping
online?
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13.13 Full Correlation Table including Control Variables

Correlations
What is
your What is
What is current your PrivacyBe
Age2534a HeavySho you occupation  highest  haviorMea
3549 RiskMean TrustMean ppingMean  gender? ? education? n
Spearman's Age2534a3 Correlation 1,000 —,198* -,057 -,026 -,132 ’190‘ ,092 ,094
rho 549 Coeflicient
Sig. (2- ,022 514 764 ,129 ,028 ,290 ,282
tailed)
N 134 134 134 134 134 134 134 134
RiskMean ~Correlation -,198" 1,000 ,043 -233" ,019 -,094 -,079 2527
Coefficient
Sig. (2- ,022 ,620 ,007 827 ,280 ,366 ,003
tailed)
N 134 134 134 134 134 134 134 134
TrustMean Correlation -,057 ,043 1,000 ,026 ,063 -,103 ,040 220
Coefficient
Sig. (2- 514 ,620 767 471 ,238 ,645 ,011
tailed)
N 134 134 134 134 134 134 134 134
HeavyShop Correlation -,026 -233" ,026 1,000 -,140 ,008 ,090 -,195"
pingMean  Coeflicient
Sig. (2- ,764 ,007 767 ,106 923 ,301 ,024
tailed)
N 134 134 134 134 134 134 134 134
What is you Correlation -,132 ,019 ,063 -,140 1,000 ,017 ,011 ,015
gender? Coefficient
Sig. (2- ,129 827 471 ,106 ,846 ,903 ,865
tailed)
N 134 134 134 134 134 134 134 134
What is Correlation 190" -,094 -,103 ,008 ,017 1,000 -,033 ,050
your current Coeficient
occupation? Sig. (2- ,028 ,280 ,238 923 ,846 ,707 ,565
tailed)
N 134 134 134 134 134 134 134 134
What is Correlation ,092 -,079 ,040 ,090 ,011 -,033 1,000 -,060
your highest Coefficient
education?  Sig. (2- ,290 ,366 ,645 ,301 ,903 ,707 ,494
tailed)
N 134 134 134 134 134 134 134 134
PrivacyBeh Correlation ,094 2527 220 195" ,015 ,050 -,060 1,000
aviorMean Coefficient
Sig. (2- ,282 ,003 011 ,024 ,865 ,565 ,494
tailed)
N 134 134 134 134 134 134 134 134

*. Correlation is significant at the 0.05 level (2-tailed).

**_Correlation is significant at the 0.01 level (2-tailed).
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