
 

 

  

Abstract—Nowadays almost everyone has a smartphone. 

Smartphones are sending a lot of Wi-Fi packages. These packages 

are send even when they are not connected to a Wi-Fi network.  

With all the information that smartphones are sending, it should 

be possible to track and count all the phones and say something 

about the amount of people in an area.  

To get an inside in the Wi-Fi behavior of a smartphone, four 

different phones are analyzed. Every phone is tested in different 

circumstances. Since apps might change the behavior of a phone, 

additionally, different apps were tested in these circumstances as 

well to see if apps will increase the amount of Wi-Fi packages.  

Not only have the tests been executed in a controlled 

environment, they have been accomplished in an uncontrolled 

environment as well. In a 3-hour measurement, more than 12.500 

packages of unknown devices are captured and analyzed.   

The results show interesting results, especially when it comes 

to iPhones. It seems that some iPhones are not always sending the 

real MAC-address of the phone when dispatching Wi-Fi packages. 

iPhones can send locally administered MAC-addresses. These 

addresses are random and switched over time. Thus one iPhone 

can send multiple MAC-addresses. A measurement has been 

performed to count this changing of addresses and get an insight in 

the frequency of changing. With this information, more knowledge 

has been gained over the amount of iPhones in an area.  

This paper will show that is possible to track people by 

capturing all packages that their smartphone sends and how this is 

done.  

 

 
Index Terms— Passive Wifi tracking, locally administered MAC-

addresses 
 

 

I. INTRODUCTION 

 

 

Passive Wi -Fi is not new; it  i s  a l ready b ein g u sed b y s om e 

marketing companies. These companies tra ck s martp hon es a nd 

make personal marking campaigns. Moreover, fes tiva ls  are u s ing  

this  technique to count the number of festiva l  vi s i tors . Al th ough 

companies are using the principle of passive Wi-Fi already, there are 

a  lot of unknowns  when measuring the Wi -Fi  packages  that 

smartphones are sending.  

Smartphones are sending a  lot of different packages. What kind 

and how many packages a  phones sends depends on the vendor and 

type of phone. In this paper a  more thorough analysis o f  p ackages  

transmitted is performed. This includes the following sub questions: 

- Should the sensor l i s ten on one Wi -Fi  channel  or i s  

hopping better? 

- Which type of packages are different phones sending a nd 

what i s the frequency of sending? 

- What i s the benefit of heavin g m u ltiple s ensors  cl ose 

together?  

The paper i s  s tructured as  fol lows. The related work i s  in 

section 2. In section 3, the method of the research wi l l  be 

elaborated. The results can be found in section 4. Th e p aper e n ds  

with a  conclusion and discussion section in section 5.  

 

II. RELATED WORK  

A. Tracking of human beings 

 
To determine the amount of people in certain area with b as ic 

Wi-Fi hardware, different methods  can b e u sed. Mo s t o f th ese 

methods [1] [2] [3]contain tracking human beings instead of tracking 

their devices.  To determine human beings, Doppler measurements  

can be used. [2] Another tracking method [3]  i s  to  m ake a  radar 

fingerprint of an area. To get a  radar f i ngerprint o f  a n area , th e 

s ignal  s trength information at multiple base s tations  wi l l  be 

measured. When a person moves, the signal s trength information is  

changing over time. [3] 

 

B. Tracking of smartphones  

 

Tracking human beings has become relatively easy sin ce m ost 

human beings own a smartphone. [4] So instead of tracking h um an 

beings, it is possible track their phones. A smartphone perio dica lly 

transmits Wi-Fi packages. When a smartphone is  s ending  a  Wi-F i  

package, it a lso sends i ts MAC-address. These MAC- a ddresses  are 

unique per devices and can therefore be used to  tra ck  and  co unt  

smartphones. [5]  

 

C. Different Antennas  

An antenna with a relative ly big gain will capture more wireless 

devices then an antenna with a relative ly small gain. [6] The dataset 

of a  small gain antenna has been optimized compared to the dataset 

of a  big gain antenna. However, a high ga in a ntenna h as  b etter 

performance when a  wireless device is moving fast. [6] Since th ere 

was  no opportunity to measure devices with different antennas, the 

measurements in this paper will be conducted with one sensor and a  

s ingle antenna.  
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III. METHOD 

A. Distribution of channels and package types in a controlled 

environment  

The 2,4 GHz Wi-Fi band has th i rteen  d i fferent ch ann els  i n 

Europe. Every Wi-Fi package has a p ackage typ e a nd  a  p ackage 

subtype. To be able to distinguish which package was send on which 

channel, a  test setup was created. The test setup con ta ins  a  Wi -Fi  

sensor and 4 smartphones. The sensor captures all the packages and 

sends them to a MySQL database. The Wi-Fi sensor i s  a  B luem ark 

510. To see if there is a big difference betw een d i f fere nt typ e o f  

phones, this test includes multiple phones.  The tested phones are: 

 

- Apple iPhone 4s running IOS 9.3.2 

- Apple iPhone 5s running IOS 9.3.2 

- Sony Xperia U running Android 5.1.1 

- General Mobile – Android one running Android 6.0.1 

 

Al l  phones have been reset to factory default prior to the test to get 

a  good baseline measurement. A l ist of 5 Wi-Fi networks is saved to  

every phone. To get a  good insight in the send Wi-Fi  p ackages, a l l 

the phones are tested in different circumstances.  

 

Fi rs t test:  

The phones are laying on a  table. No extra apps are installed and the 

screen is turned off. None of the saved Wi-Fi networks are in ra nge 

of the phone. 

 

Second test:  

The phones are laying on a  table. No extra apps are i nsta l led. Th e 

screen is turned on. None of the saved Wi-Fi networks are in ra nge 

of the phone.  

 

Third test:  

The phones are laying on a  table. No extra apps are i nsta l led. Th e 

screen is turned off. All phones are now connected to a  saved Wi -F i  

network.  

 

Fourth test:  

The phones are laying on a  table. Facebook is installed as extra  ap p 

and a  Facebook user is logged in. The screen is turned off .  Non e o f 

the saved Wi-Fi networks are in range of the phone.  

 

Fi fth test: 

The phones are laying on a  table. Skype is installed as extra app an d 

a  Skype user is logged in. The screen is turned off. None of the saved 

Wi-Fi networks are in range of the phone.  

 

The Wi-Fi sensor captures all Wi-Fi packages for one hour and  each  

test i s repeated two times. This is to locate on which channel which  

type package is send. The sensor switches every seco nd to  o n e o f 

the 13 channels. The channel is selected at ra nd om.  F ro m  eve ry 

received package the following information is saved. Th e p ackage 

type, the package sub type, the RSSI, the channel, the time on which 

the package is received and the MAC-address from the sender.  

After the measurement, the database conta ins  a l l  Wi -Fi  

packages from all Wi-Fi enabled devices in range of the sensor. Only 

the packages send from the tested phones are i nteresting , so a l l  

packages where the received MAC-address corresponds to th e re a l 

MAC-address of the phone are s tored in a separate database table 

and used for further analyses.  

 

B.  Distribution of channels and package types in an 
uncontrolled environment  

 

In rea lity i t i s likely that the list of saved networks  i s  typ ica l ly 

much higher than the 5 in in controlled environment. Furtherm ore ,  

i t i s  likely that the smartphone users installed different types of apps 

on his smartphone. Or at least more apps than the single one in th e 

control led environment. Therefore, a  test in an uncontrol led 

environment was performed.  

 

For this  test the same sensor was used a s  in th e co n trol led 

environment. But now the sensor was battery powered and put in a  

backpack. This backpack was carried through the center of Enschede 

for a  few hours.  In contrast to the controlled situation, the sensor i s 

not connected to the internet so data i s buffered in the sensor. After 

the walk, the sensor i s reconnected to the internet a nd a l l d ata  i s  

uploaded to the MySQL database. The sensor a gain switches  e very 

second to one of the 13 channels  and the selected channel  i s  

selected at random.  For every package th e s ame i nformation  is  

saved as in the controlled experiment. 

C. R used by IOS devices  

 

Starting from IOS 8, Apple introduced random MAC-addresses  

[7]. When a  phone is not connected to Wi-Fi network, i t sends probe 

requests. Together with that probe request i t  a lso s ends  i t  MAC -

address. When an iPhone running IOS 8 sends a p ro be re quest,  i t  

can send a  random MAC-address instead of the real MAC-address of 

the phone. [7] To measure this random MAC-address, a  smal l  test 

setup was made. The iPhone 5s and the Bluemark 510 sensor w e re 

put in a  box. To ensure the that the sensor only receive s  pack ages  

from the iPhone a nd not from other Wi-Fi  e nabled d evices , tw o  

measurements are taken. First, the box has bene p acked  w ith ti n 

foi l . The foil ensures that the Wi-Fi s ignals  f ro m o u ts ide w i l l  b e 

muted. Secondly, only the sensor has been put in the box to ge t an  

ins ight in the performance of the box. The only received s ignals  for 

the sensor were the signals with a  s ignal s trength l ow er th en -

60dBm. When the iPhone is put in the b ox, th e senso r re ceived 

s ignals up to 27dBm. To capture only th e p ackages ,  send  b y th e 

iPhone, all signals below -60dBm will discard.  Again, th e senso r 

switches to one of the thirteen ch an nels e very s eco nd a nd  th e 

selected channel is selected at random. The Bluem ark s ensor ca n 

indicated i f a  received MAC-address  i s  a  loca l ly adminis tered 

addresses  or i s  a  universa l ly adminis tered a ddresses . This  

information is saved as well.  



 

 

IV. RESULTS 

 

A. Distribution of channels  

When the tested smartphones are not conn ected to  a  Wi -F i  

network they send Wi-Fi packages to all Wi-Fi channels. This  Wi -Fi  

packages are equally distributed over all channels. See Figure 1 fo r 

the measurement results  for the fi rs t test as  described in the 

method section.   

When the tested smartphones  are connected to a  Wi -Fi  

network the result is completely different. The smartphones almost 

exclusively send packages to the Wi-Fi channel  o f  th e co nn ected 

access point. This result can be seen Figure 2, which is the re sult o f 

the thi rd test as descripted in the method.  The connected channels  

in the first measurement are 5 and 13. The iPhone5s was in this case 

connected to the 5gHz version the of the network an d th e senso r 

was  not able to capture packages on the 5 GHz band. In the seco nd 

measurement the connected channels are 1 and 9.  

 

B. Distribution of package types  

The type of package a  smartphone is  sending i s  highly 

dependent on the Wi-Fi connectivity of the smartpho ne.  When  a  

smartphone is not connected to a  Wi-Fi network i t  w i l l o nly s en d 

probe requests, but when the smartphone is connected it will  send  

a l l types of packets. In Figure 3 and in Figure 4 are the measurement 

results of test one.  

The test in the uncontrolled environment confirms  th e fo und  

results in the controlled environment . Acco rd ing to  F i gure  7 a l l 

probe requests  are equal ly dis tributed over a l l  channels . The 

amount of null data packages is higher on the channels 1,6 a n d 11. 

Which can be explained. Access Point are sending bacon f ra mes  to  

announce their SSID. The amount of this b eaco n f ram es  is  m uch  

higher on the channels 1,6 and 11 so it i s  l ikely th at m u ch m o re 

smartphones are connected to these channels.  

 

 

C. The impact of the screen 

The s tate of the screen of the smartp ho nes  i s  an  im ported  

factor for the amount of packages a  smartphone is sending . When  

the screen is on, test two, both android phones are s ending  m u ch 

more packets then the in case when the screen is off.  The iPhones4s 

has  the exact opposite behavior. The results are in Figure 5. It seems 

that the Sony Xperia i s not sending any packages when i ts screen is  

off. 

 

D. The impact of apps 

When Facebook or Skype is  insta l led on an iPhone 4s  an 

increase of Wi -Fi packages is measured . On  th e G enera l  Mo bi le 

phone, the amount of packets varies too much. So i t is not possible 

the say something useful over that measurement. The results can be 

found in Figure 6.  

  

E. Rate of sending packages  

The time between two received packages dep ends  h igh ly o n 

the type of smartphone, the energy s tate of the smartphone and the 

installed apps on the smartphone. The m inimal  rate o f  re ceived 

probe requests was 9 request per hour and the maximum amount of 

probe requests was 513 per hour.  

The maximum amount of received null data packages  w as 97 

packages per hour.    

F. The impact of more receivers  

 
When the phone is  not connected to a  Wi -Fi  network a l l  

packets were equally distributed over a l l  Wi -F i  ch annels . When  

adding more Wi -Fi  sensors , the change that you capture  more 

packages will increase. When a sensor is fixed to one of the 13 Wi -Fi  

channels. The sensor will capture 1 out of the 13 packages .  Wh en  

adding exact the same extra sensor, but that sensor w i l l  l i s ten to  

another channel. The sensors will capture 2 out of the 13 packages . 

So to get in theory a  100% change, you need 13 sensors. Al l sensors  

must have the range and must in the place.  

The amount of phones that will detected depends on the ti me 

that smartphones are in range of the sensors. When a  p hon es i s  a  

relative short time in range of the sensors it will send less pack ages  

therefor more sensors are needed to detect the smartphone.  

When a  smartphone is connected to a  Wi-Fi network i t  sen ds  

most of this packages on the connected  ch annel . To  d etect th is 

phones, it i s useful to detected that connected channel and set th e 

sensor to that channel. The amount o f  senso rs  d ep ends  o n th e 

amount of channels that are in use by the access points nearby.  

   

G. Locally administered MAC-addresses used by IOS devices  

 

The tested iPhone 5s  send all its probe requests with a  loca l ly 

administered MAC-address. That was the reason th at in  a l l  o ther 

measurements  no probe requests  from the iPhone 5s  were 

registered. The MAC-addresses are changing   o ve r ti me a nd  th e 

average period that MAC-address is the same is about 20 minutes.  

V. CONCLUSION 

In conclusion, this paper shows that is it possible to determ ine 

smartphones by using Wi-Fi monitor sensors . Th e ch ance th at a  

smartphone is detected highly depend on the type of smartp hon e. 

Moreover, the amount of packages a smartphone sends depen d o n 

the user configuration of the smartphone.  

Al though the research takes many ci rcumstances into account, 

i t can be improved in next measurements. All phones  u sed in  th e 

control led experiment had no active s im  card  insta l led, so  th e 

phones were not connected to a mobile data network.  There  w ere 

only 5 Wi -Fi networks saved on the smartph one, i t  h as n o t b een 

tested if an increase of the saved networks will increase the amount 

of probe requests send by a  smartphone.  

The research was done with one sensors which was s witching  

between all 13 Wi -Fi channels. So the sensor was  a ble to  cap ture 

only one channel at a time. A better measurement setup cou ld u s e 



 

 

13 sensors. With 13 sensors it is possible to capture a ll 13 ch a nn els  

at the same time. Furthermore, no Wi-Fi packages send on the 5gHz  

Wi-Fi band were captured.  Relatively new ph ones  w i l l a lso  send  

probe requests on this band.  

The measurements on the random MAC-addresses can be done 

anew in a  real Faraday cage to ensure that there is no interferen ce 

from other Wi-Fi enabled devices.  
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Figure 1: 5 saved networks 

 

 
Figure 2: Connected to one Wi-Fi Network 
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Figure 3: Package distribution, when a smartphone is not connected to a Wi-Fi network 

 

 

 
Figure 4: Package distribution when a smartphone is connected to a Wi-Fi network 
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Figure 5: the impact of the screen 

 
Figure 6: The impact of apps 
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Figure 7: The center of Enschede 
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