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Abstract—Nowadays almost everyone has a smartphone.
Smartphones are sending a lot of Wi-Fi packages. These packages
are send even when they are not connected to a Wi-Fi network.
With all the information that smartphones are sending, it should
be possible to track and count all the phones and say something
about the amount of people in an area.

To get an inside in the Wi-Fi behavior of a smartphone, four
different phones are analyzed. Every phone is tested in different
circumstances. Since apps might change the behavior of a phone,
additionally, different apps were tested in these circumstances as
well to see if apps will increase the amount of Wi-Fi packages.

Not only have the tests been executed in a controlled
environment, they have been accomplished in an uncontrolled
environment as well. In a 3-hour measurement, more than 12.500
packages of unknown devices are captured and analyzed.

The results show interesting results, especially when it comes
to iPhones. It seems that some iPhones are not always sending the
real MAC-address of the phone when dispatching Wi-Fi packages.
iPhones can send locally administered MAC-addresses. These
addresses are random and switched over time. Thus one iPhone
can send multiple MAC-addresses. A measurement has been
performed to count this changing of addresses and get an insight in
the frequency of changing. With this information, more knowledge
has been gained over the amount of iPhones in an area.

This paper will show that is possible to track people by
capturing all packages that their smartphone sends and how this is
done.

Index Terms— Passive Wifi tracking, locally administered MAC-
addresses

I. INTRODUCTION

Passive Wi-Fiisnotnew;itis already beingused by some
marketing companies. These companies track smartphones and
make personal marking campaigns. Moreover, festivals are using
this technique to countthe number offestival visitors. Although
companies are using the principle of passive Wi-Fi already, there are
a lot of unknowns when measuring the Wi-Fi packages that
smartphones are sending.

Smartphones are sendinga lot of different packages. What kind
and howmanypackagesa phones sends depends onthe vendorand
type of phone. Inthis papera more thorough analysisof packages
transmitted is performed. Thisincludesthe following s ub questions:

- Should the sensor listen on one Wi-Fi channel oris

hopping better?

- Which type of packages are different phonessending a nd

whatis the frequency of sending?

- Whatisthebenefitofheaving multiple sensors close

together?

The paperis structured as follows. The related work is in
section 2. In section 3, the method of the research will be
elaborated. Theresults canbe foundinsection 4. The paper ends
with a condusion and discussion sectionin section 5.

Il. RELATED WORK

A. Tracking of human beings

To determine the amount of peoplein certain area with basic
Wi-Fihardware, different methods can be used. Most of these
methods [1] [2] [3]contain trackinghuman beings instead of tracking
theirdevices. To determine human beings, Doppler measurements
can be used. [2] Another tracking method [3] is to make a radar
fingerprintofan area. To geta radarfingerprint of an area, the
signal strength information at multiple base stations will be
measured. When a person moves, the signal strengthinformation is
changing over time. [3]

B. Tracking of smartphones

Tracking humanbeings has become relatively easysince most
humanbeings own a smartphone. [4] So instead oftrackinghuman
beings,itis possible tracktheir phones. Asmartphone periodically
trans mits Wi-Fi packages. When a smartphoneis sending a Wi-Fi
package, italso sends its MAC-address. These MAC-addresses are
unique perdevices and cantherefore be usedto track and count
smartphones. [5]

C. Different Antennas

An antenna with a relatively biggain will ca pture more wireless
devices then anantenna with a relative ly smallgain. [6] The dataset
of a small gainantenna has been optimized compared to the dataset
of a biggainantenna. However,ahigh gain antenna has better
performance when a wireless device is movingfast. [6] Since there
was noopportunityto measure devices with different antennas, the
measurements inthispaper will be conducted with one sensorand a
single antenna.



I1l. METHOD

A. Distribution of channels and package types in a controlled
environment

The 2,4 GHz Wi-Fibandhasthirteen different channels in
Europe.Every Wi-Fipackagehasa package type and a package
subtype. To be able to distinguish which package was send onwhich
channel, a test setup was created. The test setupcontains a Wi-Fi
sensorand4 smartphones. The sensor captures all the packages and
sendsthem to a MySQL database. The Wi-Fisensor is a Bluemark
510. Tosee ifthereis a big difference between different type of
phones, thistestindudes multiple phones. The tested phonesare:

- AppleiPhone4srunning1059.3.2

- AppleiPhone 5s running 1059.3.2

- SonyXperia U runningAndroid5.1.1

- General Mobile —Android one running Android 6.0.1

All phones have been reset to factory default prior to the test to get
a good baseline measurement. Alist of 5 Wi-Fi networks is saved to
everyphone.To geta goodinsightinthe send Wi-Fi packages, all
the phones are testedin different circumstances.

Firsttest:

The phones are laying ona table. No extra apps are installed and the
screenisturned off. None ofthe saved Wi-Fi networks areinrange
ofthe phone.

Second test:
The phones arelaying ona table. No extraappsare installed. The
screenisturnedon. None ofthe saved Wi-Finetworks arein range
ofthe phone.

Third test:

The phones are laying ona table. No extraapps are installed. The
screenis turned off. All phonesare now connected to a saved Wi -Fi
network.

Fourth test:

The phones are laying on a table. Facebook isinstalled as extra app
and a Facebookuserislogged in. Thescreenis turned off. None of
the saved Wi-Fi networks areinrange ofthe phone.

Fifth test:

The phones are laying ona table. Skype isinstalled as extraappand
a Skype userislogged in. The screenis turned off. None ofthe saved
Wi-Finetworks areinrange ofthe phone.

The Wi-Fisensor captures all Wi-Fi packages forone hourand each
testisrepeatedtwo times. This is to locate on which channel which
type packageissend. The sensor switches everysecond to one of
the 13 channels. The channelis selected at random.
received package the followinginformationis saved. The package

From every

type, the package subtype, the RSSI, the channel, the time on which
the package is received and the MAC-address from the sender.

After the measurement, the database contains all Wi-Fi
packages fromall Wi-Fi enabled devices inrange ofthe sensor. Only
the packages send fromthe tested phones are interesting, so all
packages where the received MAC-address correspondsto the real
MAC-addressof the phone are stored in a separate database table
and usedforfurtheranalyses.

B. Distribution ofchannels and package types in an
uncontrolled environment

Inrealityitis likelythat the list of saved networks is typically
much higherthanthe5in in controlled environment. Furthermore,
itis likelythatthe smartphone users installed different types of apps
on his smartphone. Oratleast more appsthanthesingleoneinthe
controlled environment. Therefore, a test in an uncontrolled
environment was performed.

Forthis testthesamesensorwasused as in the controlled
environment. But now the sensor was battery poweredandputin a
backpack. This backpackwas carried through the center of Enschede
fora few hours. Incontrastto the controlled situation, the sensoris
notconnected to theinternetsodatais buffered inthe sensor. After
the walk, the sensoris reconnectedto theinternetand all data is
uploadedto the MySQL database. The sensoragainswitches every
second to one of the 13 channels and the selected channel is
selected atrandom. Foreverypackagethe same information is
savedasinthe controlled experiment.

C. Rused byIOS devices

Startingfrom 10S 8, Apple introduced random MAC-addresses
[7]. When a phoneis not connected to Wi-Fi network, it sends probe
requests. Together with that proberequestit also sends it MAC-
address. Whenan iPhonerunning I0S8sendsaprobe request, it
can senda random MAC-address instead of the real MAC-addressof
the phone. [7] To measure thisrandom MAC-address, a small test
setupwas made. TheiPhone 5s andthe Bluemark 510sensor were
putina box.To ensure the thatthe sensoronlyreceives packages
fromthe iPhoneandnotfromother Wi-Fi enabled devices, two
measurements are taken. First, the boxhas bene packed with tin
foil. The foil ensuresthatthe Wi-Fi signals from outside will be
muted. Secondly, onlythe sensorhas beenputintheboxto get an
insightinthe performance of the box. The onlyreceivedsignals for
the sensor were the signals with a signal strength lower then -
60dBm. When theiPhoneis putin the box, the sensor received
signalsupto 27dBm. To capture onlythe packages, send by the
iPhone, all signals below -60dBm willdiscard. Again, the sensor
switches to one ofthe thirteenchannels every second and the
selected channelis selected atrandom. The Bluemark sensor can
indicated if a received MAC-address is a locallyadministered
addresses or is a universally administered addresses. This
informationis saved as well.



IV. RESULTS

A. Distribution of channels

When the tested smartphones are notconnected to a Wi-Fi
network theysend Wi-Fi packages to all Wi-Fi channels. This Wi-Fi
packages are equallydistributed over all channels. See Figure 1 for
the measurement results for the firsttestas described in the
method section.

When the tested smartphones are connected to a Wi-Fi
network the resultis completely different. The smartphones almost
exclusivelysend packages to the Wi-Fi channel of the connected
access point. Thisresult can be seen Figure 2, which istheresult of
the third test as descripted inthe method. The connected channels
inthe firstmeasurementare 5and 13. The iPhone5s was inthis case
connectedto the 5gHz version the ofthe network and the sensor
was notable to capture packages onthe5 GHz band.Inthesecond
measurement the connected channelsare1and?9.

B. Distribution of package types

The type of package a smartphone is sending is highly
dependent on the Wi-Fi connectivity of the smartphone. When a
smartphoneis notconnectedto a Wi-Finetworkit will only send
probe requests, but when the smartphoneis connected it will send
alltypes of packets. In Figure 3andinFigure 4 are the measurement
results oftestone.

The testinthe uncontrolled environment confirms the found
resultsinthe controlled environment. According to Figure 7 all
probe requests are equallydistributed over all channels. The
amountof null data packages is higheronthe channels1,6 and 11.
Which canbe explained. AccessPoint are sending baconframes to
announce theirSSID. The amount of thisbeacon frames is much
higheron thechannelsl,6and1lsoitis likely that much more
smartphones are connected to these channels.

C. The impact of the screen

The state of thescreenofthesmartphones is an imported
factorforthe amount of packages a smartphoneissending. When
the screenison, testtwo, bothandroid phones are sending much
more packets thentheincase whenthescreenis off. TheiPhonesd4s
has the exact opposite behavior. Theresults are in Figure 5. It seems
thatthe SonyXperiais notsending any packages whenitsscreen is
off.

D. The impact of apps

When Facebook or Skype is installed on an iPhone 4s an
increase of Wi-Fi packages is measured. On the General Mobile
phone, the amount of packets variestoo much. Soitis notpossible
the saysomethinguseful over that measurement. The results canbe
found in Figure 6.

E. Rate of sending packages

The time between two received packagesdepends highly on
the type of smartphone, the energy state of the smartphone and the
installed apps onthe smartphone. Theminimal rate of received
probe requests was 9 request per hour and the maximum a mount of
probe requests was 513 perhour.

The maximum amount ofreceived null data packages was 97
packages perhour.

F. The impact of more receivers

When the phone is not connected to a Wi-Fi network all
packets were equallydistributed over all Wi-Fi channels. When
adding more Wi-Fi sensors, the change that you capture more
packages willincrease. When a sensor is fixed to one of the 13 Wi-Fi
channels. The sensor will capture 1 out of the 13 packages. When
adding exactthe same extra sensor, but thatsensor will listen to
anotherchannel. The sensors will capture 2 out of the 13 packages.
Sotogetintheorya 100% change, you need 13 sensors. All sensors
musthave the range and mustin the place.

The amount of phones that will detected depends onthe ti me
thatsmartphones are inrange of the sensors. Whena phonesis a
relative shorttimeinrange ofthe sensors it will sendless packages
therefor more sensors are needed to detect the smartphone.

When a smartphoneis connected to a Wi-Finetwork it sends
most of this packageson the connected channel. To detect this
phones, itis useful to detected that connected channeland set the
sensorto thatchannel. Theamount of sensors depends on the
amount of channels thatareinuse bythe accesspoints nearby.

G. Llocally administered MAC-addresses used by I0S devices

The testediPhone 5s sendall its probe requests with a locally
administered MAC-address. That wasthereasonthat in all other
measurements no probe requests from the iPhone 5s were
registered. The MAC-addresses are changing over time and the
average periodthat MAC-address is the same is about 20 minutes.

V. CONCLUSION

In conclusion, thispapershows thatis it possible to determine
smartphones by using Wi-Fi monitorsensors. The chance that a
smartphoneis detected highlydependonthetype ofsmartphone.
Moreover, the amount of packages a smartphone sends depend on
the userconfiguration of the smartphone.

Although the research takes many circumstances intoaccount,
itcan be improvedinnext measurements. Allphones used in the
controlled experimenthadnoactive sim card installed, so the
phones were not connected to a mobile data network. There were
only5Wi-Finetworks savedonthe smartphone, it hasnot been
testedifanincrease of the saved networks will increase the amount
of probe requests send bya smartphone.

The research was done with one sensors whichwas s witching
betweenall 13 Wi-Fi channels. So the sensorwas able to capture
onlyonechannelatatime. Abetter measurementsetupcould use



13 sensors. With 13 sensors itis possible to captureall13channels
atthe sametime. Furthermore, no Wi-Fi packages send onthe 5gHz
Wi-Fiband were captured. Relativelynewphones will also send
probe requests onthis band.

The measurements onthe random MAC-addresses can be done
anew ina real Faradaycageto ensure thatthereisnointerference
from other Wi-Fi enabled devices.
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Figure 1: 5 saved networks

RECEIVED WI-FI PACKAGES

60

50

40

30

20

10

Connected to one Wi-Fi network

1 2 3 4 5 6 7 8 9 10 11 12
WI-FI CHANNELS

B Gerneral Mobile Measurement 1 B Gerneral Mobile Measurement 2 i Sony Measurement 1
B Sony Measurement 2 M iPhone 4s Measurement 1 % iPhone 4s Measurement 2

M iPhone 5s Measurement 1 M iPhone 5s Measurement 2

Figure 2: Connected to one Wi-Fi Network

13

13



RECEIVED WI-FI PACKAGES

250

200
150
100

50 I
0

5 Saved networks

Probe Probe null data Nulldata Block Ack RTS QOS Data Data
response gos

WI-FI CHANNELS

H Gerneral Mobile Measurement 1 B Gerneral Mobile Measurement 2 = Sony Measurement 1
M Sony Measurement 2 m iPhone 4s Measurement 1 iPhone 4s Measurement 2

M iPhone 5s Measurement 1 W iPhone 5s Measurement 2
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Figure 7: The center of Enschede



