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Abstract

Smart cities is a modern phenomenon to include ICTs in the development of large urbancities. It helps determining the dynamics of a city by looking at traffic jams and generalflow of visitors. Crowd management is one of the key aspects of smart cities, aiding insafety and enjoyable experience for residents and visitors.
The council of Enschede is interested in learning to use WiFi information using the publicnetwork maintained by NDIX for crowd monitoring and safety of visitors. This networkfollows thousands of visitors each day and captures the mobility in the city.
Using this network a model is created to extract the number of visitors in the city, themobility utilized by visitors and their shopping behaviour as they spend a day in the city.The dataset ofNDIX does hidemuchdetail of localmotion, as all records are sessionswithlong time spans. To obtain the ideal situation a reference experiment using a Raspberry PIretrievesWiFi connection status each second. This experiment showcases the possibilityof tracking using ideal world scenario.
This work demonstrates the counting of visitors, classification of mobility and suggestsimprovements for tracking using the WiFi network in Enschede. Results of the eventsdetection based on visitor count is compared with the official monitor of the city council.



1 Introduction

Smart cities is a modern ideology for urban development and integrating Information andCommunication Technologies (ICTs) in the city. This framework hugely exploits the powerof ICTs to plan, expand, manage and observe the city and its dynamics caused by trafficin the area. One of the pillars of the smart city ideology is crowd management. Crowdmanagement is a topic of interest in smart cities due to the large data pool describingmobility. How do you guide large crowds using modern techniques? Do you nudge themusing an incentive to move to a certain area? Do you leave the crowd as is and interveneonly for safety related issues? Should you follow everyone and create detailed overviewsof all visitors? How do you present information to visitors without overloading them withdetails of an unknown city?
To answer those questions researchers have developed related work approaches for datagathering, processing and usage in this context. The application varies depending onthe final goal of the project. For example, events focus on safety by observing crowddensity. This application guides visitors to safe areas, and uses precise localmovement toharvest the information. Another application of crowdmanagement is mobility in the city.This approach uses data mining based on city dynamics to classify movement methods,such as walking, cycling or driving, and analyses common patterns. This helps with citycongestion and creates options for daily commuters.
In smart cities, crowd management is key to safety and overall experience of residentsand visitors. Crowd management ensures proper infrastructure, accessibility, liveable-ness, social happiness and an enjoyable experience. Smart cities start to play a key rolein sustainable urban development. Intelligent systems could alleviate critical problemsoften seen in growing cities. Important topics as accessibility, sustainability, liveability,noise and economic vitality could benefit from a coherent urban strategy developed us-ing smart systems. These systems have an understanding of the city, learn the dynamicsin the city and self-awareness.
Themunicipalitymanagement of Enschede is keen to adapt smart city approaches to theircity. It enables new development and insights of the urban environment. Specifically, themunicipalitymanagement is interested inmovement patterns, crowd behaviour and shop-ping behaviour in the city. The movement patterns depend on the traffic between placesin the city, the method chosen for transport and entry points to the city centre. Crowdbehaviour focusses on visitor counting, crowd movement, event detection and possiblynoise detection in the city centre. Shopping behaviour should give insight in the commer-cial attractiveness of the city. Do marketing campaigns lead to more visitors? Do visitorswalk into multiple shops after the initial shop advertising a product?
This project is a collaboration between the University of Twente, NDIX and the municipal-ity management of Enschede. The goal of this project is to answer questions regardingpresence, mobility patterns, shopping behaviour and transport medium in the city centreusing the WiFi infrastructure in the city. The WiFi data used is coming from NDIX, whichdeploys the infrastructure in the city centre. All of the data is anonymised by the providingcompany before being used in research.
The research questions to be answered in this thesis are:

• What useful information theWiFi sniffers provide for analysing and observing visitors
behaviour and mobility patterns in the city centre?

• Is the data sufficiently accurate for counting visitors in specific locations of the city?
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• How do visitors move within the city centre? Where are the popular places? How
people commute within the city centre?

• What transportation methods do visitors use when entering the city?

• What privacy extensions to the dataset could help minimise personal identification?

To answer these questions NDIX provides a dataset containing sessions of the WiFi in-frastructure in the city centre. A custom build programme will analyse the records andprovide information to answer the questions of the city council. The programme detectsvisitors in the city, and creates a report of visitors split per day and day section of a giventime frame. A day is split in sections ofmorning, afternoon, evening and night. Next to vis-itor counting a separate module classifies commuting in the city by analysing movementpatterns and velocity of visitors.
This thesis is outlined as follows. In Chapter 2 the motivation for this research and re-lated work is discussed. In Chapter 3 the research work is proposed and preliminary ex-periments are conducted to acquire requirements for the system and decide its design.Chapter 4 explains the main methods of the prototype tool created, and states the mainproblems in development of the tool. Following this Chapter 5 introduces experimentsto validate the prototype and measure its performance. The results are listed in Chapter6. The discussion is in Chapter 7. Finally the conclusion and future work is presented inChapter 8.
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2 Background

2.1 History

Over the past years urban growth is more and more accompanied with ICTs. The impor-tance of ICTs is rapidly increasing in the last 25 years, enhancing the competitive profileof a city. New infrastructure for traffic management is connected to the city brains. Traf-fic, transport and accessibility is optimised using the information gathered by the citybrains and used for further planning. Using ICTs for development is a key component ofthe smart city concept. However, the concept of smart cities itself is much larger thaninterconnected devices. ICTs in a city improve the availability and quality of knowledgecommunication and social infrastructure (Caragliu, Bo, & Nijkamp, 2011). The conceptof smart cities introduce a strategic device for modern urban production factors. Theterm smart city is coined multiple times with a slightly different meaning. According toHollands a key element in the literature is "utilisation of networked infrastructures to im-prove economic and political efficiency and enable social, cultural and urban develop-ment" (Hollands, 2008). This view focuses on networked infrastructure with smart needs.Although everything in a city might get connected, it does not imply a smart city. It needsto be activated using a smart application powering the brains of the city.
As ICTs were introduced in the 1990s and reached a wide audience in European countries,putting stress on the Internet as smart city identification no longer suffices (Caragliu etal., 2011). Instead a focus on smart economy, smart mobility, smart environment, smartpeople, smart living and smart governance should be used. These six topics are based ontheories of regional competitiveness, transport and ICT economics, natural resources, hu-man and social capital, quality of life and the participation of societymembers in the cities(Caragliu et al., 2011). Today, these cities represent a set of hyper-connected societies thatenthusiastically embrace ICTs as key components of the infrastructure of modern cities.

2.2 Problems

In this chapter problems regarding data collection, inclusiveness and usability in con-text of smart cities are discussed. The main motivators for these problems are the vastamount of data available in a smart city, methods to process this information, and privacyof citizens observed by the systems.
Su, Li, and Fu (2011) state that smart cities depend on integration and release of massiveurban spatial-temporal data and to obtain spatial-temporal data a breakthrough for moreheterogeneous urban information needs needs to happen where high quality multi-sourceinformation is used. This leads to large-scale information and needs to be processed ona remote system. To facilitate these developments they argue that a sound informationservice with updated legal protection is needed.
One view in the literature is that "the smart city is all about systems that are connectedto individuals who are plugged into digital information devices" (Calzada & Cobo, 2015).This does imply that every citizen is able to participate in the smart city and doing soenhances the quality of life in the city. However, "the existence of socio-technical systems,practices and strategies produce urban forms which intensify social fragmentation" (Puel& Fernandez, 2012). Thus, new technical local infrastructure affects communitarian lifeand should be considered before it is implemented in a large scale such as a city. The
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term smart city carries a positive and rather naïve stance towards urban development asHollands (2008) noted.
Next to inclusion the availability and amount of information is important. Noted byCalzadaand Cobo (2015) it is increasingly recognised that smart citizens have an interest in par-ticipating in a transition from controlled data mining to open access and user-centredsystems. Information overload is increasingly common in a hyper-connected society. Itis challenging to provide relevant information for improved decision-making without over-loading citizens with endless data streams.
Depending on the application different solutions can be adapted and implemented to op-timise feedback of information to crowds. In the next section some applications will behighlighted.

2.3 Adoption and applications

Although there might be a negative connotation as illustrated with the current problems,cities are adopting smart strategies to inform and help citizens. For example new cities inChina are adopting the smart city paradigm by utilising smart transportation with smarttraffic management systems enabling adaptive traffic signal control, smart public ser-vices, smart urban management and smart tourism to forecast tourism and promote de-velopment of tourism (Su et al., 2011).
In this chapter crowd management applications are discussed. Main focus of the appli-cations is safety of large groups such as during festivals. Crowd management aims toguide large groups of visitors in the city and ease their stay. One example of crowd man-agement is safety and enjoyability during events. In Zurich researchers deployed amobileapplication to track visitors to create a model of the crowd density and movement duringthe largest Swiss event Züri Fäscht. Using incentives they managed to spread the crowdover the festival area and creating less high density spots. One of the incentives was agame guiding you around the festival. The game let you visit all places, but gave more in-centives for moving to places that were less crowded. This approach as also effective forthe larger acts. As often the crowd entered the area via themain points, those became hotspots for the crowd. Showing visitors that the other field looking at the same act had lesspeople was a informational guide to move people there instead. Blanke et al. (2014) statethat a game provides direct incentive to users to adopt smart sensing and participatorylocalisation as it provides direct benefits to the user.
Safety is one of the key concepts of crowd management. During large scale events withthousands of visitors a risk of stampedes is immanent. Smart crowd management couldhelp managing and minimising these risks for events. Blanke et al. (2014) discuss theneed for a careful design of the event area and schedule. Both are critical factors in crowddynamics as the dictate the movement options during the event. One explicit suggestionthey give is plenty of exit options such that the crowd after finishing the event can sim-ply dissolve via multiple routes. Using information of previous events, event organisersshould be able to get a head start in the critical process of organising the large group. Theeffects of attractions should be carefully planned and scheduled such that the crowd hasno intention to move to certain points at exactly the same moment in time.
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2.4 Techniques

Powering these applications are techniques developed for group tracking and local mo-tion processing. The application of safety during festivals and crowd steering based onincentives operates on data mining using locally gathered position information in mobileapplications (Blanke et al., 2014). The information gives insight in the most popular ar-eas and the crowd movement between stage events. A stacked area graph visualisingthe movement is plotted in Figure 1. Using precise positioning a mobility graph with areadensity is created in Figure 2. One key element in this process of data collection is theparticipatory sensing, users consent with the retrieval and processing of localisation datain order to improve the event and gain small rewards.

Figure 1: Relative visitor ratio between main locations. Adapted from (Blanke et al., 2014).

Figure 2: Delay of messages (left). GPS-accuracy from mobile devices (right). Adaptedfrom (Blanke et al., 2014).
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Continuing on crowd monitoring during festivals, Mallah, Carrino, Khaled, and Mugellini(2015) present group detection using smartphones. They state that vision based tech-niques are well used in event monitoring, with strategic camera placement and live feedto security crews. A major advantage of camera systems in the by-default all inclusive-ness of all visitors, it does not rely on the collaboration of the crowd. However, difficultlighting and obstacles may impair the systems effectiveness. The field of view dictateshow much of the crowd can be seen and observed for safety.
Another problem with camera systems is the scalability. Gong, Loy, and Xiang (2011)demonstrate that current deployed systemswithmanual inspection are not scalable. Thisis due to the complex deployment of the system, needed training for personal, andmanualjudgement of all critical situations observed. Using computer aided systemsmay improvethis by automatically detecting unusual patterns and warn security personal.
They distinct two categories for observing crowd scenes. The first category is struc-tured, where movement direction is directionally coherent over time. For example theywatch train stations where crowds move in direction over the platform. The second cate-gory is unstructured, where the motion of the crowd at any given location is multi-modal.The unstructured category introduces extra challenges in object tracking as severe inter-object occlusion, visual appearance ambiguity and complex interactions among objectsare present. The latter category is the often the case for festivals, making it harder tofollow a crowd. Added to this uncertainty machine learning systems operating on thesefeeds often produce false positives, generatingmany warnings for security to investigate.Gong et al. (2011) argue that human assisted learning may reduce the number of falsepositives in such cases.
The smartphone based systems proposed byMallah et al. (2015) is an alternative technol-ogy to monitor crowds to profit from the sensors embedded in smartphones. Like Blankeet al. (2014) the GPS location is collected from all phones, removing dependency on light-ing and object occlusion for tracking and supports scalability for events. On the otherhand, the on-device gathering of location required consent from the user. Furthermore,the high energy consumption during localisation and need for active network connectionlimit the usage of this approach to crowd monitoring. Their research mainly focusses ongroup detection and matches people to small groups.
Mallah et al. (2015) use crowd pressure as important metric of crowds. Crowd pressureis defined by Helbing, Johansson, and Zein Al-Abideen (2007) as dependency on localdensity (1) and local speed (2).

Local measures are used over global ones, because human movement is different fromliquid behaviour. Using these equations the collected data with unique identifiers forall users is transformed in crowd pressure information. Initial computations were quitelengthy with 5 minutes of computations for 500.000 simulated agents. For realtime ap-plications some improvements are applied to reduce the dataset for computation. Onlyagents in a 2m radius around apoint of interest are included. The event area is clusteredin sections of 1m2 to accelerate the location search. Instead of computing the local pres-
6



sure for each agent, it is only computed for the centre of each 1m2 division. This reducesthe execution time to 0.51s for 500.000 agents on 300x300m space.
Unfortunately, the collected data was not enough to provide statistical evidence relevantto group detection. The accuracy was high enough, but the weather conditions and smallarea of the event caused almost no movement during the event. Mallah et al. (2015) doshow that when groups can be detected, evacuation plans can be tailored to groups andensure everyone of the group receives the same evacuation plan and route to follow thesame path. This solves the problem of splitting groups during evacuation by sendingdifferent routes tomembers of the samegroup. As groups have internal auto organisation,one person will lead the group and spread the information to all others. Members willproceed evacuating and take care of each other. Based on these observations Mallah etal. (2015) state that communicating an information to a group will be better perceived.

2.4.1 Fingerprinting

One common technique for localisation based on remote radios is fingerprinting. Fin-gerprinting is a state-of-the-art indoor positioning scheme currently widely deployed onvarious systems. It is radio technology independent as it combines all available informa-tion for a unique fingerprint of a location. Smartphones use it for indoor localisation usingWiFi. A fingerprint refers tot he pattern of radio signal strengthmeasurements recorded ata given location in space. It consists of a vector of identifier information (such as cellularCell-ID, WiFi routerMAC or beacon advertisement) and a corresponding vector of receivedsignal strength values.
A typical situation is Android using fingerprints for indoor WiFi positioning to acceleratea global position fix. Faragher and Harle (2014) argue that movement through a complexsignal environment, such as a building in a metropolian environment full of walls and ob-jects, the received signal strength of any non-line-of-sight signal can vary rapidly on a finespatial scale (sub metre level) as that signal penetrates different media. Fingerprintingoperates on the principle that the received signal varies rapidly on the spatial scale, butvery slowly in the temporal scale. Measuring the same position over time should recordthe same measurements within limits of measurement noise. The unique combinationand fingerprint determines the location. In practise fingerprints inevitable degrade overtime. This may be due to environmental changes as density of people within the build-ing, position of furniture and even positions of walls and partitions. It is vital to updatefingerprints and do regular resurveys to keep the database with fingerprints accurate.
Although most research focus on fingerprints in indoor situations, these are mostly cho-sen based on the challenging environment of rapid changing spatial radio reflections. Inoutdoor areas with typically more line-of-sight connections the richness of fingerprints in-creases. This makes it an interesting technology for massive outdoor tracking based onmeasured radio patterns by a mobile phone. Although finger printing is aimed at infras-tructure independent positioning, observation using infrastructure may use these tech-niques to collect smartphone information and follow passing citizens.
To use fingerprinting a database containing all fingerprints is nessesary. Creating thisdatabase typically consists of two phases, an offline and online phase (Verbree et al.,2013). The offline phases builds the database by recording fingerprints in a radio mapand by that way obtaining unique signatures of signal strength at various locations in thetarget area. The online phase compares the received signal strength of the radio with theearlier created radio map and give approximate locations based on the fingerprint.
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2.5 Technologies

This chapter focuses on technologies to facilitate crowd management and localisationapplications. First an overview of generally applicable techniques for localisation is pre-sented. After this overview a closer look at WiFi and Bluetooth for localisation shows keyconcepts to the techniques and strengths plus weaknesses for the respective method.These two technologies have been picked due to the low energy requirement, ubiquitousdeployment inmodern urban environments and scalability in newareas. Both options alsoprovide location from user device (eg. mobile phones) and infrastructure perspective (eg.equipment facilitating modern communication).

2.5.1 Trace data

Pan et al. (2013) discuss trace data as a source of smart city data. These traces pro-vide important information on themobility of moving objects (read humans van vehicles).Traces are becoming easily available as localisation technologies embedded in those ob-jects are connected. A trace, generated by such a location technology, usually describesa temporal sequence of spatial points with corresponding timestamps. It is a simple in-put, but conveys underlying information on people and cities. For example crowds, traffic,human activity and social events. One common method for processing traces is min-ing. Mining can extract and reveal inherent information or knowledge about a city and itspeople. It enables the applications of a smart city and powers smart decisions.
Collection of trace data depends on the source of information. Sensors and devices couldbe used to detect location information, and report to a central system. This operation is"passive" as it requires not change or interaction with the to be traced object. Pan et al.(2013) divide trace sources in four categories:

• Mobile devices• Vehicles• Smart cards• Floating sensors
Mobile devices such as phones and tablets are ubiquitous devices carried by humans.This group of portable devices are able to sent location information with the help of GPS,WiFi, GSM and Bluetooth. As the devices are owned by someone and carried along, thelocation usually mirrors the location of their owner.
Nowadays vehicles are more and more equipped with GPS devices for navigation ser-vices. GPS traces of a vehicle may not only depict the trace of the vehicle itself, but alsothat of its driver and passengers. Modern entertainment systems and navigation servicesinclude always-on options for software updates and live information.
Smart cards is a category of card used for transactions and authorisation. These cardstypically interact with fixed location systems in the city. For example bank cards are usedat fixed payment terminals and ATMs. Transportation cards might be a bit different. Theswiping machines could be fixed on stations or floating through the city when mountedinside transportation vehicles. The exact location of the swiping machines is still knownand all transactions could be tagged with location information.
Floating sensors is the last category. These are objects with localisation modules andreport traces of itself. This is used in applications with object tracking, such as cargo
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containers. In smart cities postal companies may track cargo in transit to ensure timelydelivery and improve delivery rates by optimising routes throughout the city.
An overview of all techniques and corresponding characteristics is displayed in Table 1.Often the more fine accuracy is paired with higher energy consumption. For applicationsthis could be a parameter to tune depending on the required accuracy and power usage.In case of the festival monitoring a fine accuracy is required to detect groups andmobilityof the crowd. As the area itself is relatively small, the detection only works with detailedinformation. For that purpose the researchers have opted to use GPS information. Inother cases such as road occupancy and town square observation coarse methods maysuffice.
An interesting detail of the technologies listed in Table 1 is the first actor receiving the lo-cation information. GPS systems provide accurate location information, but is only avail-able to the receiver device. The signals are oneway, and thus the user of themobile phonechooses to share the GPS position.
Other systems like WiFi and GSM could operate in both directions. One option is from thedevice itself - by fingerprinting all radios and doing a lookup on the infrastructure location.Another option is localisation inside the infrastructure. In the last case devices do not haveto participate in the infrastructure. Leaving traces such as scanning beacons gives WiFiinfrastructure enough data to pinpoint devices based on the signal strength and locationpoints where the signals were intercepted. This process is calledWiFi sniffing. Onemajorbenefit of thismethod is allWiFi devices can participate and the localisation does not needinvolvement of the user. This technique is popular with in-shop tracking. WiFi devicesconstantly broadcast scan messages to observe whether a known station is nearby andconnectible. Sniffing these signals allows tracking infrastructure to follow customers anddetermine the most popular routes through the shop.
Table 1: Comparison of popular localisation technologies. Adapted from Pan et al. (2013)

Technology Data Reference Expression Accuracy Coverage

GPS Geographic coordinate Absolute Physical 1–5 meters(95–99%) Outdoors
WiFi Access point ID + signalstrength or local coordinate Relative Symbolic/physical 1–20 meters <100 meters from an accesspoint
Cell Tower Cell tower ID + signal strengthor geographic coordinate Relative/absolute Symbolic/physical 50–200 metersin cities Cell coverage. 5–30km from acell tower.
Bluetooth Device ID Relative Symbolic Sensing rangeof Bluetooth 5–10 meters for Class 1; 20–30meters for Class 2
RFID Reader’s ID/position Relative/absolute Symbolic/physical Sensing rangeof RFID 1 meters for passive RFID; 100meters for active RFID

2.5.2 WiFi based

WiFi based following give a high resolution image of movement. Sapiezynski et al. (2015)discuss that tracking human mobility with WiFi only need a few routers to create a strongconnection with WiFi beacons. Using a small experiment one of the authors shows thatin a time span of 48 hours over 3800 unique routers were recorded. Only a small number(8) are required to show 90% of the mobility during that time frame.
One of the authors demonstrates that in a timespan of 48 hour 8 access points visualisehis daily pattern. The number one router is his home access point. The total time con-nected to this router is much higher than any other router. Looking at the pattern a blockof continues connection is shown at night, where a smartphone remains connected tothe infrastructure during sleep. The second highest connection time is the work infras-tructure. Some less frequent connected routers placed in route and may be picked upas by-passers enter its broadcast range. For example during grocery shopping his phone
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connects to the public wifi available in the shopping centre. Over a time period of 48hours these access points tell information on leaving home times, entering work, visitingthe shopping centre, duration of shopping and returning to home time. A graph plottingthe connected time is listed in Figure 3.

Figure 3: 48 hours of location data of one of the authors, with the four visited locationsvisited marked in blue: home, two offices, and a food market. Adapted from (Sapiezynskiet al., 2015).
Using the fact that only a few Access Points, Verbree et al. (2013) tried infrastructurebased user localisation with two WiFi monitors in the Hubei Provincial Museum. The in-frastructure basedmethod still requires an offline and online phase to train like the finger-print method. Thismethod creates a database containing X,Y and RSSI values resemblingthe radio map.
WiFi monitoring fingerprinting stems from the fact that no additional application is re-quired to scan the APs and measure the RSSI levels.
To summarise infrastructure based WiFi monitoring:

1. Main advantage stems from the fact that no additional application is required toscan the APs and measure the RSSI levels followed by comparison in radio map ondevice.
2. All data is directly stored in the database of the organisation. The data is accessible
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every moment of the day and can provide real-time information to the organisationfor crowd analysis and density measurements.
3. It is possible to provide information to users about the location and crowded ex-hibits, this could be presented on large screens to include visitors without mobilephone.
4. The interval of monitoring scans is relatively big. Although visitors of the museumwalk slow, this does affect localisation.
5. The received signal strength is reported differently in monitoring appliances thansmart phones, a conversion is needed if the radio map is to be shared between bothmethods.
6. Storing the information in a database introduces privacy related problems.

2.5.3 Beacons (Bluetooth)

Another method for localisation is the use of Bluetooth Beacons. Introduced by Apple,iBeacon is a system of broadcasting nodes. Each node emits an identifier which is knownto be at an exact location. In some systems this beacon could be mobile as well, usingother stationary objects for a local reference.
One of the main advantages of Bluetooth is the lower energy consumption with compari-son to WiFi. Bluetooth beacons use the Bluetooth Low Energy (BLE) standard. The rangeof the low energy variant is much more limited than WiFi communication. Although thismay limit data transfer methods, it provides unique spatial fine-grained positioning asmore beacons are required to cover an area. This does increase the proximity detectionaccuracy.
A common application is proximity advertising and information distribution. For example,shops may use iBeacons placed next to products to provide information on what a cus-tomer is looking at. Due to the low range, this works by proximity of up to a metre andmay link customers to online content in addition to the physical product on display.
More interesting for tracking and localisation is using beacons for indoor positioning.Faragher and Harle (2014) have investigated the effectiveness of Bluetooth beacons for"indoor" positioning. In this context indoor means a high fidelity of beacon deploymentand building structures interferingwith the received signal. The BLE protocol defines threechannels for broadcast advertisements, all nodes must broadcast on all of these threechannels. These channels are labelled 378,38 and 39 and are centred on 2402MHz, 2426MHz and 2480 MHz. This is important as it spreads the signal to make it more robustversus interference on a part of the spectrum. It does influence the received signal as allchannels operate in different areas of the 2.4 GHz spectrum, and may affect positioningaccuracy.
In Figure 4 the deepmultipath fades observed during a received signal strenght test usinga beacon and access points is visualised. Faragher andHarle (2014)measured over 30 dBdrops in power across just 10 cm of movement, and show that different channels exhibitfades at different spatial positions. The exact distances travelled by reflected signals isdependent on the wavelength of the signal, and fades occur at different positions for thedifferent advertising channels. For WiFi the fades are notably less severe.
For fingerprinting this means that the fingerprint can vary dramatically over a short spa-tial range, even smaller than the expected accuracy of the system. This is amplified if
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Figure 4: RSS variation over both time and distance for a phonemoving on a slowconveyorbelt away from a BLE beacon and two WiFi Access Points. Movement was a continuousmillimetre per second to avoid Doppler effects. Adapted from (Faragher & Harle, 2014).
the receiver does not report the channel of the received advertisement and combines allchannels as one input stream with different RSS values. Even in static environments thisleads to changing fingerprints. Understanding and dealing with large fluctuations is keyto producing accurate BLE positioning.
To summarise BLE for positioning:

1. Low bandwidth of BLE introduces more fast fading effects, and large RSS shifts.The use of three advertising channels by a BLE beacon, combined with frequency-dependent fading, can result in RSS measurements varying across a much widerrange than WiFi.
2. Smoothing BLE RSS measurements by batch filtering multiple measurements perfingerprint is necessary to account for the bandwidth and channel hopping issues.The batchwindow is determined by the user velocity. The systemshows best perfor-mance with a batch across a metre of user motion. Typically this means a windowof 0.5 to 1 second in length.
3. Positioning accuracy increases with the number of unique beacons per fingerprint.Up to around 6-8 beacons display improvement of positioning accuracy, beyond thisno significant improvement is seen.
4. Try to avoid the WiFi radio in a smartphone during BLE fingerprinting. There is someevidence to suggest thaat active WiFi scanning andWiFi network access can causeerrors in the BLE signal strength measurements.

2.6 Summary

Smart cities are an upcoming phenomenon with smart paradigms to improve quality oflife in a city. Building on different applications systems are integrated and citizens areinformed of local mobility information to guide and aid in daily commuters patterns.
WiFi and Bluetooth both provide a good platform for localisation purposes. Dependingon the application they offer different key strengths such as low energy for Bluetooth,larger coverage forWiFi, inclusiveness of visitors as smart phones are equippedwith bothradios, and fast positioning for crowd management applications.
For crowd based management the difference in infrastructure based tracking versus ondevice localisation can be neglected. In both cases the user needs to consent with provid-ing information to the system andmay optionally run the application. It does differentiatein ease of access as infrastructure based tracking requires no additional actions of an
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user but consent. This means larger groups could be included due to ease of participa-tion. It also removes the need for local processing, which results in battery drains duringfestivals as connectivity is impaired due to huge quantities of devices connecting to thelocal infrastructure.
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3 WiFi Dataset in Centre of City Enschede

This chapter explains the rationale of creating a prototype system to analyse the dataset.In the city of Enschede a public WiFi network is available covering the major squares inthe centre of the city and adjacent shops. Everyday hundreds of visitors connect to thenetwork as they visit the city. Such a large public network captures much of the city dy-namics, as movement of shoppers and tourists pass through the area of coverage. Thecommercial entity exploiting the network is NDIX, a company providing services for broad-band connectivity.
As part of this research, NDIX delivers a dataset containing information of sessions withall access points in the city. This dataset will be the main input to answer research ques-tions regarding the city visitors and behaviour visible in the city. To analyse the dataset,a specially tailored tool will be created, operating on the dataset. This prototype tool isspecifically for Enschede as it only operates on the NDIX set. The purpose of the tool isto automatically detect and map results computed on the dataset to questions open bythe municipality regarding city dynamics.

3.1 NDIX network

NDIX is a platform for broadband infrastructure and IT services in the Netherlands. NDIXis the commercial partner of the municipality Enschede, operating and maintaining thepublic WiFi infrastructure in the city centre of Enschede. Since a couple of years the citycentre of Enschede has a public and free available WiFi network. The main goal of thisnetwork is to facilitate broadband internet to all visitors of the city. Therefore the target isto maximize coverage of the city centre. As of today, the major squares in the city centrehave good coverage and streets between the squares are mostly covered.
The WiFi network started in 2012 as promotion of Serious Request. Serious Request is aDutch event supporting charity by raising funds during a one week period. In this week alarge national radio station houses on a major city square to promote the event and raisefunds for charity. This often attracts many visitors to the city hosting the yearly event. Inthe first year a few hotspots were set-up near the glass house to facilitate visitors of theevent. This exploratory network was able to support roughly a thousand users. Over acouple of years this network expanded from a few points to full coverage from the OldMarket to Van Heekplein, two main squares of the city centre. In 2017 the NDIX networkhad 11 nodes placed with 10 fully operational. Node #5 is temporarily removed as thebuilding hosting the node is renovated. This node is planned to be returned on a nearbybuilding. A map of nodes is shown in Figure 5.
The configuration displayed on themap in Figure is the configuration used in this research.Due to the missing node #5, the two squares are temporarily disconnected. All currentnetwork nodes are listed in Table 2 with their respective location. All nodes have a rangeof up to a few hundred metres. For example node #8 on the Van Heekplein stretches thefull square. Nodes #1 - #8 are large outdoor nodes. Nodes #21 and #22 are indoor nodes,covering the shops in the Klanderij. Nodes #53 and #54 are directed nodes on the busstop south of the city centre. These nodes have large coverage of the street with the busstops.
The access points are outdoor Xirrus nodes, each containing 8 radios for a full 360 de-grees coverage. The nodes support a large number of concurrent users, up to a few thou-sand per node. This ensures the network is capable of providing WiFi services during
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events. The deployment on various squares and shopping centres are located around pop-ular regions of the city centre. For administration NDIX runs the Xirrus management soft-ware. This displays all current active sessions and stores all information in a database.The database is the primary source for WiFi application data in this thesis work.
As mentioned, the outdoor versions of access points have multiple internal radios. In anideal scenario the active connection between a radio and smartphone might tell some-thing about the relative location of the connecting person. Unfortunately, due to reflec-tions, number of connections and other factors affecting wireless transmissions it mightbe the case that opposite radio offer a better link and is the preferred connection. Thislimits the value of knowing the radio with respect to locating a person. It does introducea interesting detail, roaming devices on a square may start new sessions on the samelocation. This may differentiates mobile devices and stationary devices.
As the WiFi network is publicly available, and provides large coverage of the city, the localcouncil is interested to learn whether this configuration can assist in counting and moni-toring visitors. The main application would be traffic observation, safety of large crowdsmoving throughout the city and observation of city activities. This new application of theWiFi network is an experimental research towards the smart city framework.
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Figure 5: Map displaying all network nodes of the NDIXWiFi network in Enschede in 2017.Node #5 is dotted as transparent, this node is not active.

Table 2: Table listing all NDIX WiFi nodes in the city centre.
Node Network LocationAP-ENS-01 Eduroam, Enschede_Stad_Van_Nu Latitude: 52.220489, Longitude: 6.895032AP-ENS-02 Eduroam, Enschede_Stad_Van_Nu Latitude: 52.221131, Longitude: 6.895705AP-ENS-03 Eduroam, Enschede_Stad_Van_Nu Latitude: 52.220841, Longitude: 6.896646AP-ENS-05 — Latitude: 52.219241, Longitude: 6.896084AP-ENS-06 Eduroam, Enschede_Stad_Van_Nu Latitude: 52.220203, Longitude: 6.895788AP-ENS-07 Eduroam, Enschede_Stad_Van_Nu Latitude: 52.218229, Longitude: 6.896529AP-ENS-08 Eduroam, Enschede_Stad_Van_Nu Latitude: 52.217598, Longitude: 6.897556AP-ENS-21 Eduroam, Enschede_Stad_Van_Nu Latitude: 52.2180544, Longitude: 6.8989162AP-ENS-22 Eduroam, Enschede_Stad_Van_Nu Latitude: 52.217574, Longitude: 6.899294AP-ENS-53 Eduroam, Enschede_Stad_Van_Nu Latitude: 52.21742, Longitude: 6.895350AP-ENS-54 Eduroam, Enschede_Stad_Van_Nu Latitude: 52.21742, Longitude: 6.895350
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3.2 NDIX WiFi dataset

NDIX provides a dataset with session records of its WiFi network for scientific research.This set is an export of the localmanagement database, and contains all records as storedby NDIX. All records altered for privacy obligations, no personal identification is stored inthe dataset. The records are anonymized by removing theMAC addresses of all sessions,and replacing it with unique increasing integer identifiers. Repeated visits within a definedtimespan are assigned the same MAC address replacement.
Therefore, visits with multiple sessions are still linkable. Effectively, all records for personwithMACX are now ID(1) andMAC Y is ID(2) for all sessions following within amonth.When personX visits again after 30 days, identifier ID(3) may be assigned. The datasetitself contains a time span of July 2015 to May 2016. This means no recurring months areavailable, limiting comparison between years in the city.
As the set must be anonymized prior to release for scientific research, manual conversionis needed for release of a new dataset. The latest available information is the set with ses-sions up to May 2016. To aid with research and pattern recognition in experiments, NDIXprovides device specific traces which are not anonymized. NDIX exports traces related todevices which will be used in experiments. This information is useful for mapping systemtraceswith defined behaviour in experiments, as each device can be analysed individually.
The format of the records in the dataset is as follows. Each record has a unique identifier,the replacement forMAC. Next to the identifier is the connected access point, timestampsof the session and signal strength. In Table 3 the record is explained in detail.
The following example illustrate the records stored in the dataset. All records originatefrom access points and describe one particular session of a connected device.
"1","AP-ENS-01",1,1461439705,1461439845,140,"iap3","eduroam",40,-80
"2","AP-ENS-02",1,1461439845,1461439865,20,"iap1","eduroam",40,-70

Table 3: Data fields recorded in each session using the NDIX WiFi network
Column Metric Description1 ID Unique identifier of the session2 Arrayhost The internal name of the connected access point3 MAC MAC of the connected device4 session_start Start time in unix timestamp format5 session_end End time in unix timestamp format6 session_length Duration in seconds7 IAP Internal radio8 Network Name of the connected network9 Channel Channel ID used in this session10 RSSI Average RSSI of the session

Some interesting observation of the dataset is that session_length may be negative. Forexample in October when daylight savings is enabled, the clock will be reversed by onehour. In this particular event the session could be negative by one hour. The datasetcontains multiple records with negative lengths, mostly caused by DST.
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3.3 Dataset discovery

Designing a method to retrieve the information in the dataset to answer the questions itis important to inspect the dataset and analyse the basic structure. To get a feeling ofthe dataset and its contents the set is explored and evaluated. The dataset of NDIX is im-ported in PostgreSQL. This advanced database system allows sophisticated queries onthe dataset. Using counting, sorting and grouping queries basic information of the datasetis acquired. This reveals the timespan of July 2015 to May 2016. In this timeframe a totalof 1.048.575 sessions are recorded with 52.367 unique devices. The set shows three net-works broadcasted on the nodes, Eduroam, Enschede_Stad_Van_Nu and VRT-OOV. VRT-OOV is only listed prior to any connections to Eduroam and Enschede_Stad_Van_Nu, likelya test network used during installation of the network.

Figure 6: Barchart showing all access points and total number of sessions
Number of sessions grouped by access point show that not all access points are includedin the list. AP-ENS-01 and AP-ENS-07 are not recorded in the dataset. It is unknown whythese access points are not included, as they operate live during the research period. NDIXresponded that only node#5 is currently offline due to hardware failure. Next to the miss-ing nodes another outlier is AP-ENS-08, it is clearly the access point with most sessions.This access point is installed on the largest square in the city centre and provides fullcoverage of the square.
One interesting remark is that the dataset only contains long sessions. It is not rare to findsessions with multiple minutes of length. For tracking global movement throughout thecity this is sufficient. However, for local motion and classifying mobility these sessionsmay be to lengthy as they hide all movement for that length of time frame. Another disad-vantage of classifying mobility using this dataset is missing reference information. Noneof the records describe the mobility of the object, thus the system cannot learn using thedataset.
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4 Methodology towards analysing city visitors patterns

This chapter describesmethods defined to analyse the dataset. The goal of the analytic isto estimate the presence of visitors in the city and themobility chosen formoving through-out the city. The first operation performed on the dataset is to reduce its size. By filteringthe sessions and connecting dots the first step produces paths. Paths are a summery ofthe traversed route by someone in the city, concatenating all recorded events within a settime frame. The creation of paths is explained in section 4.1. Based on the created paths,methods will provide counts for the number of visitors in the city for a given time period,detect events with large number of visitors joining, find shopping behaviour in the datasetand finally, mobility mode. Paths are the basic input block for all methods developed.
A prototype programme to read and analyse the dataset is developed in this work. Theprogramme is partly written in Golang and partly in Python. Golang is a programming lan-guage developed by Google introducing a new concept of inter process communicationvia message channels. Additionally, Python helps analyses on the final results due to theneed for statistical support libraries such as numpy, pandas and seaborn. These toolshelp detecting events using moving averages, standard deviation of the set and plottingtrends in the results.
For initial testing and validation of the system a reduced version of the dataset is used.This reduced set only contains the month April. April is interesting as it offers multipleevents spread throughout the month. It has multiple market days, weekend with varyingpopulation counts and Kingsday. April could be compared to the same time period in2017 as this is in the period of this work. By comparing the same month in multiple yearsthe system could determine growth of the network and or traffic in the city. It will reflectchanges over longer period of time.
For classification of mobility the system needs labelled reference input. To obtain groundtruth input, experiments will be conducted in the city centre, creating traces of mobilitypatterns. To create a dataset NDIX needs to consult an external company for extractionof the data and anonimisation. This is a lengthy process and needs explicit funding inorder to proceed. For a small number of devices, NDIX is able to quickly export tracescontaining a device MAC, connected hotspot and timestamp. As traces differ in meta-data compared to dataset records, traces need to be converted into records for a unifiedprocessing method. The prototype should not differentiate between the dataset and ad-ditional traces. Using these traces the system should learn patterns and apply these tothe large dataset.

4.1 Path creation

The dataset listing the WiFi sessions contains session records of all connected devicesto the network. These session records have an identifier, device address, start timestamp,end timestamp, access point name and signal strength. Path creation is the process ofconverting the dataset in small chunks to work on using the analyser.
The modelled data is a layered abstraction building on these sessions (s). The timespanbetween two sessions represent mobility of a WiFi enabled device. Therefore, a segment(S) which connects two sessions shows the local mobility of a device and user. In asegment the source and destination access point are stored, including the interval timebetween the sessions. Using the segment’s timespan, the distance travelled is computed.As the records do not contain a representative RSSI, mobility is based on the distance
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between access points, which is roughly the distance between the access points as all arelocated on street level. A map of access points contains the exact latitude and longitudeof each access point. In addition with the interval time the mobility velocity is computedfor each segment.
Paths (P ) summarise themobility of sessions, and feed the analytic system. A path repre-sents a trial of a visitor in the city. A configurable parameter time (t) defines themaximumtimespan between segments to be considered as one path. For example, a time periodof 15 minutes connects all sessions recurring within this time frame of 15 minutes. If auser leaves at 14:30 and reappears at 14:40 this is considered as the same trip in the citycentre. After this timeframe any new connection is considered as a new visit to the city.However, if a user connects at 14:30 and remains connected until 15:30 with the sameaccess point it may have been a stop at a café. Any mobility following this session is stillconcatenated as one as the user remained connected to the network. The mobility of apath is averaged over all segments connected in that particular path.
In short, paths are built by concatenating segments, where the N is the length of thepath. The system will store a set of paths, linking devices to all their paths travelled in thecity. Segments (S) consist of exactly 2 sessions (s) and the interval between sessions formobility displacement. A segment summarizes the gap between two consecutive ses-sions. This gap shows the local mobility in the path. Sessions (s) are the actual rows inthe dataset. Sessions are the spatial representation of physical presence with a location.Segments and paths describe the temporal displacement in the system of access points.In Figure 13 a path with two segments and three sessions is illustrated.

Figure 7: Example of a path with SN = 2 and sN = 3.
The algorithm for path creation and mapping to user devices is displayed in Listing 1.

Listing 1: Algorithm: path creation
input: List with sessions,
output: Map with mac addresses containing lists of paths

mac_count = {}
mac_last_pos = {}

mac_paths = {}

for session in sessions:
mac = session.mac
mac_count[mac] = mac_count.get(mac, 0)
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last_pos = mac_last_pos.get(mac, None)

if last_pos:
segment_element = mac_last_pos[mac]
time_passed = session.start_time - segment_element.end_time
segment = SegmentTime(session.id, segment_element.array_hostname, session.array_hostname,
segment_element.end_time, time_passed)

user_path = mac_paths.get(mac, None)
if not user_path:

mac_paths[mac] = [[]]

if time_passed < maxTimeBetweenSegments:
mac_paths[mac][-1].append(segment)

else:
mac_paths[mac].append([])

mac_last_pos[mac] = session
return mac_paths

4.2 Counting devices

The counting component estimates the total number of devices per day in the city cen-tre. A unique counter on MAC filters sessions to provide a rough estimate of visitors.The output of this component is a list of all months and days and corresponding numberof devices in the city. This gives an estimate on the population throughout weeks andmonths. For example, it provides input for event detection which notices spikes in popu-lation numbers and flags that day as an potential event. The algorithm for counting is inListing 2.
Listing 2: Algorithm: Path counting

input: List with paths,
output: Map with counts per month and day

month_day_split = {}
for p in paths:

for x in paths[p]:
try:

year = x[0].start_time.year
month = x[0].start_time.month
day = x[0].start_time.day
key_tuple = ("{}-{}-{}".format(year, month if month >= 10 else "0" + str(month),
day if day >= 10 else "0" + str(day)))

month_day_split[key_tuple] = month_day_split.get(key_tuple, 0) + 1
except IndexError:

pass

sorted_month_day_split = sorted(month_day_split.items(), key=operator.itemgetter(0))
return sorted_month_day_split
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4.2.1 Counting visitor hotspots

The visitor counter extends the basic counter with day segmentation. Each day is splitin four parts, morning, afternoon, evening and night. Paths are recreated and stored inthe specific bucket of corresponding day segment. Using these four distinct time framesgives insight in the characteristics of the city. The population shifts area throughout theday. It is expected to see more visitors in the shopping area in the morning and afternoon,while the pubs should attract more visitors in the evening and night. The reduction fromdevice to visitor is due to macs only add one path to the set. The algorithm for splittingthe paths in four segments is listed in Listing 3.
Listing 3: Algorithm: visitor counting

input: Dataset lines with sessions for a specific time frame
output: Paths created based on sessions, split per day section

# Map storing the number of sessions per device
deviceSessions := map[string][int]

# Lookup table for the last session of a specific MAC
macLastPosition := map[string][NDIXRow])

# Maps for storing segment per edge per time of day
pathTraffic := map[string][[]SegmentTime])
pathTrafficMorning := map[string][[]SegmentTime])
pathTrafficAfternoon := map[string][[]SegmentTime])
pathTrafficEvening := map[string][[]SegmentTime])
pathTrafficNight := map[string][[]SegmentTime])

# Stores segments per hour of day
pathTimeSplit := make(map[int]int)

line := scanner.Text()
el := ParseNDIXLine(line)

# Count number of device sessions
deviceSessions[el.Mac] = m[el.Mac] + 1

# If a path exists (eg. there is a previous session), append and store gap
# time
if pathEl := macLastPos[el.Mac]:

route := pathEl.ArrayHostname + "," + el.ArrayHostname
timePassed := el.StartTime - pathEl.EndTime

if timePassed < maxTimeBetweenSegments {
segment := SegmentTime{ID: el.ID, ArraySource: pathEl.ArrayHostname, ArrayDest: el.ArrayHostname, StartTime: pathEl.EndTime, Interval: timePassed}
pathTraffic[route] = append(pathTraffic[route], segment)

# Add segment to correct time bucket
tm := time.Unix(int64(pathEl.EndTime), 0)
pathTimeSplit[tm.Hour()] = pathTimeSplit[tm.Hour()] + 1
if tm.Hour() >= timeBeginMorning && tm.Hour() < timeBeginAfternoon:
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pathTrafficMorning[route] = append(pathTrafficMorning[route], segment)
else if tm.Hour() >= timeBeginAfternoon && tm.Hour() < timeBeginEvening:

pathTrafficAfternoon[route] = append(pathTrafficAfternoon[route], segment)
else if tm.Hour() >= timeBeginEvening:

pathTrafficEvening[route] = append(pathTrafficEvening[route], segment)
else if tm.Hour() >= timeBeginNight && tm.Hour() < timeBeginMorning:

pathTrafficNight[route] = append(pathTrafficNight[route], segment)

macLastPos[el.Mac] = el

4.3 Detecting events

The events detector uses the counting algorithm introduced with the path counter. It ex-tends this algorithm by taking the population umbers per day as input and calculate amoving average over the full set. Using standard deviation andmoving average significantoutliers are detected and reported as potential events. Events must be statistically signif-icant in order to report, small variations indicate no difference in attendance for events.
It is expected to see more significant outliers throughout the year and in smaller windowssuch as monthly. This due to large national holidays which attract visitors to the city.In smaller windows such as one month local events like market day may increase theattendance. In this case it is expected to see more visitors in Tuesday and Saturday. Theinput timespan is variable, it may range from a few days to the full dataset.
The detection of anomalies operates as follows. After generating the paths and countingvisitors the event detector receives a list of all days and corresponding visitor counts.This list is sorted on month and day, the date of the count. The counts are extracted andstored as a numpy array to use in the analysis. Numpy first computes the moving averageand residual, the difference between a specific count and moving average. The variancein the residual is used as metric to detect outliers. The algorithm accepts σ as input toset the significance needed for an outlier. The output is a map with date and count listingall detected outliers. The algorithm for event detection is in Listing 4.

Listing 4: Algorithm: event detection
input: y: List of path counting, window_size: Moving average size, sigma: threshold for anomaly)
output: List of anomalies, date of occurance and number of paths counted

y_avg = moving_average(y, window_size)
residual = [y - avg for y, avg in zip(y, y_avg)]

# Calculate the variation in the distribution of the residual
std = std(residual)

anomalies = {}
for index, y_i, avg_i in zip(count(), y, y_avg):

if y_i > avg_i + (sigma*std) or y_i < avg_i - (sigma*std):
anomalies[index] = y_i

return anomalies
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4.4 Detecting shopping behaviour

The shopping behaviour detector distinguishes visitors in two categories. The first cat-egory are visitors with a "goal", moving targeted to one shop, buying one product andreturning back home. These visitors typically have a shorted stay in the city. The secondcategory are window shoppers, people who traverse the city looking for new or interestingitems. This category typically moves slower and spends more time in the city, and mayvisit multiple places.
Shopping behaviour is detected by looking at the number of visitors in the shopping areaof the city. The main shopping areas in this system are the Klanderij and Van Heekplein.The corresponding access points for these areas are AP-ENS-07, AP-ENS-08, AP-ENS-21and AP-ENS-22. AP-ENS-05 should be included as a link between the shopping are andthe pubs, but is unfortunately not operation during the recording of the dataset.
The shopping detection looks at the duration of the path to roughly estimate the shoppingbehaviour. Short durations indicate targeted shopping, a visitor attends a shop for a par-ticular product and leaves quickly after acquiring the product. Longer stays may indicatevisitors window shopping and looking for new products or gifts. As single paths may notcapture the full traversal in the city due to losing connection in shops, this algorithm looksat all paths for a given visitor on one day.

4.5 Commuting and transportation mode

The commuting detector tries to classify the paths and according metadata to find themethod of transportation. The current iteration classifies pedestrian and bicycles. Dueto the limitations of the system the classifier extracts additional metadata in records forclassification. In one of the experiments the starttime of session 2 was before the end-time of session 1. Therefore, depending solely on the time span between sessions todetect movement between access points is not a valid observation. The time varianceintroduced by the system for leaving sessions and reconnecting to the previous accesspoint is not consistent, some records stop at one minute after disconnecting from the ac-cess point, and other sessions after tenminutes. To compensate for this behaviour of thesystem a skipped node variable is introduced. High velocity transportation, eg. bicycles,may skip occasionally nodes ad the time to connect is longer than the airtime of the node.
Therefore, important metadata include the time traversed on the path between nodesand whether nodes have been skipped. If a node in a path between squares is skippedin a short timespan it is likely to be a bicycle taking an alternative route than the routescovered with the WiFi network. Another option could be fast movement, resulting in suchfast passing of an access point that the time required to establish a WiFi connection islonger than the time spend near the access point.
As the locations of all access points are known, the system computes the travelled ve-locity based on the node distance of access points and gap of the segment. The systemneeds two training sets, one for learning and adjusting the points for metrics and a sec-ondary set for testing. Using only one set may result in overfitting where the output isexactly matching the input of the set. Keeping the sets separate measures the perfor-mance of the detection on future sets which will not be trained.

∑
Si∈Path(I)

DecisionMobilityModel(Pi) (1)
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Actual classification is based on a decision tree with weighted features. Firstly the speedis considered. This metric is computed in metres per second using the node distanceand time gap listed in the segment. The use of segments and not full paths for mobilitydetection is justified by the occurrence of circular routes. For example, if one is to enter thecity via AP-ENS-08, walks up to AP-ENS-07 (Primark) and leaves via AP-ENS-08 the pathstarts and end on the same node. Computing the time difference and travelled distanceis not possible, as there is no distance in the nodes. Using a summation of all segmentsa score for the full path is computed.
Listing 5: Algorithm: Commuting classifier

input: Dataset lines with sessions for a specific time frame
output: Paths created based on sessions, split per day section

# DecisionMobilityModel Uses start point, end point and time between
# to find type of movement
# If a node is skipped and time is low, it may be a bicycle
func DecisionMobilityModel(startNode string, endNode string, time int) float:

# Compute score for walking vs bicycle
var score = 0.0

# Was a node skipped in the network?
if IsNodeSkipped(startNode, endNode):

score += weightTrainedSkip

# Find average speed if available
score += weightTrainedVelocity * compVelocity(startNode, endNode, time)
return score

# Compute the rough avarage velocity based on node distance and time
func compVelocity(startNode string, endNode string, time int) float:

# Find distance between node A and B
distance := DistanceBetweenAP(NDIXAPs[startNode], NDIXAPs[endNode])
if time < minimumSessionTime:

return 0.0

if distance > 0 && time > 0:
return distance / float64(time)

return 0.0

# Check whether the link between start and end skips a node
func IsNodeSkipped(startNode string, endNode string) bool:

# Sort path
if endNode < startNode:

startNode, endNode = endNode, startNode
switch:
case startNode == "AP-ENS-01" && (endNode != "AP-ENS-02" && endNode != "AP-ENS-06"):

return true // Skipped 06
case startNode == "AP-ENS-08" && endNode == "AP-ENS-06":

return true
default:
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return false

func ComputeScore(p Path) float:
var score float = 0

for seg in path:
decision := DecisionMobilityModel(seg.ArraySource, seg.ArrayDest, seg.Interval)
score += decision

return score

4.5.1 Walking

Typically walking is a slower movement throughout the city than biking. For walking thethreshold score is set at less than 2.0. Walkingmayoccasionally report false positives dueto fast switching access points. This may be true in the event of walking on themaximumrange of two access points and continuously switching between the access points. Thisalgorithm only considers the distance between the access points, not the users distance.Therefore, the reported distance could be hundreds of metres in a short time span of afew seconds. To minimize this behaviour a minimum session length is defined prior toadding the session to the path distance travelled.

4.5.2 Biking

For biking a detection threshold of movement larger than 1 metre per second is set. Inaddition with the other parameters describing the route biking is classified with a scoreof more than 2.0. This value will be changed during a training phase.
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5 Data collection and experiments

This chapter discusses the data collection and experiments conducted in this work. Themain source for data analytics is the NDIX dataset containing wifi sessions. This set isused for counting visitors in the city, event detection based on anomalies and algorithmvalidation for walking and biking. As the NDIX dataset has no reference information, themobility detection for walking and biking is only tested to see if the large amount of datacan be processed using this algorithm.
In addition to the NDIX dataset are traces recorded via the NDIX network. These traceshave context as they emulate visitor behaviour in the city in a predefined way. The exactscenarios are detailed in section 5.1 describing the test plan for mobility classification.
A third source for the experiments is recorded simultaneously with the traces in the NDIXnetwork. Using a reference device, with long range WiFi antenna, a high density chain ofnetwork connections is recorded. This device stores one point per second which includeWiFi RSSI and GPS location. This reference data is compared to the traces in order to seeif enhanced WiFi data may improve the accuracy of mobility detection.
The following table lists all experiments and dataset input. T1-4 are traces recorded ac-cording to the test plan in section 5.1.

Table 4: Table showing each experiment and used dataset
Dataset Counting Events Shopping Walking BikingNDIX X X X - -T1: Walking X XT2: Cycling X XT3: Shopping X X XT4: City entrance X X XRPI: Reference X X

5.1 Test plan mobility classification

The main goal of this test plan is to record traces with context for mobility classification.During the recording of traces labels are noted for all mobility patterns and movementin the city. In this experiment multiple devices are active at once, creating an artificialgroup. Used devices are four smart phones and one tablet. This represents users withvarying type of devices. For referencemeasurements a Raspberry Pi is included, equippedwith long range antenna it records the signal strength of all visible networks. Next to theWiFi antenna the Raspberry Pi is fitted with a GPS module, reporting the GPS mixed withGLONASS location every second.
The Raspberry Pi runs a script in Golang to scan all WiFi networks every ten seconds,which is roughly the time it takes to perform a full scan. For each network the GPS loca-tion, network identifier, channel, link quality and noise level. Meanwhile it tries to connectto Eduroam and stays connected. It records the signal strength of Eduroam every sec-ond, which is the fastest recording rate offered by the Linux tools. The output of bothmeasurements is stored in a logfile on the Raspberry Pi.
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Figure 8: Overview of all used devices. From left to right: iPad2, HTC Desire, SamsungGalaxy S3, Samsung Galaxy S4 and Raspberry Pi with long range antenna on top. TheNexus 6P is missing in this picture, it shot the picture.

Table 5: Overview of devices in the experiment
Device Network Expected resultsNexus 6P Eduroam Main device, continuously visible via Eduroam.Galaxy S4 mini Eduroam Baseline device as carried by visitorsGalaxy SIII Enschede_Stad_van_Nu Producing equal traces to the S4 but on the other networkHTC Desire — Not producing a trace as its not connectedApple iPad2 Eduroam iPad may not connect in standby and show few tracesRaspberry Pi Both Measures link quality using a long range antenna
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Scenarios A total of four traces are recorded, labelled T1 to T4 in the scenarios. TraceT1 and T2 focus on mobility, by traversing the city as pedestrian and on a bike. T3 and T4focus on shopping movements as a pedestrian.
The scenarios for this experiment are multiple walking and cycling activities. For eachscenario the objective with route is listed and a hypothesis. Next to the scenario the routeis plotted on a map to visualize the path. Scenarios are categorised in walking, cycling,shopping and entry-point evaluation.
The scenarios will be performed on two consecutive days, recorded in the afternoon. Firstthe scenarios are played on a Tuesday. This is a market day in Enschede and includesmore visitors on the Van Heekplein square. On Wednesday the scenarios are repeated.Between all scenarios the devices aremoved out of coverage to reset the recording of ses-sions. Including the market in Enschede might reveal network performance changes ona busy market square. Many visitors will traverse the square and stop at various vendors.It is interesting to see if the market stands influence network connectivity and visitingguests.
The scenarios are played in the afternoon. As the scenarios are performed on two daysthe results can be compared. For training of the mobility detector the results of the firsthalf of the afternoon of both days will be used as training set. The second half of theafternoon will be used to validate the training of the model.

Figure 9: Route for the walkingscenario

T1: WalkingThe first scenario is a walk from north to south. Thisscenario consists of two parts, one with the smartphone on standby and one wherein the smart phoneis actively used. The first case emulates someonetraversing the city walking towards a goal. The secondcase emulates someone who searches for a specificstore or wants to look up information online. As smartphones may take up to a half hour before they enterstandby mode the passive case is always conductedfirst.
Passive useObjective: Walk path through city from church to mar-ket via (2) -> (1) -> (5) -> (7) -> (8)Hypothesis: Baseline for movement sets a continuousconnected path. As the phone is in standby, theWiFi ra-dio might be shutdown to conserve energy. This coulddisconnect the path at some nodes.
Active useObjective: Walk path through city from church to mar-ket via (2) -> (1) -> (5) -> (7) -> (8)Hypothesis: Baseline for movement sets a continuous connected path. As the phone isconnected WiFi gaps are minimal, quick reconnects happen at all nodes.
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Figure 10: Route for the bicyclescenario

T2: CyclingObjective: Cycle path through city from church to mar-ket and back via (3) -> (2) -> (1) -> (5) -> (7) -> (8) -> (3)Hypothesis: Moving speed should be higher thanwalk-ing speed, connection may be intermittent due tonodes missing. This might be caused by the shortertimespan where the smart phone is visible to the ac-cess point. The total travel time of the path should bemuch less than the time of a pedestrian.
T3: ShoppingThe shopping scenarios focus on short visits to thenearby shops on the Van Heekplein square. The vis-ited shops are on the square itself or the Klanderij,which is next to the square. A typicalmarket daywill beincluded, to observe the increased population on thesquare when market stands are present.
Brick and mortar storeObjective: Enter shops nearmarket place such as Jack& Jones and Primark. A possible recorded route couldbe (8) -> — -> (8)Hypothesis: Phone disconnects as it enters a shop, and returns to the same hotspot afterpassing some time. The visitor remains on the same square.

Figure 11: Route for the shoppingscenario

Klanderij mall Objective: Visit the Klanderij mall, enter-ing the H&M shop and Mediamarkt, for example (8) ->
(21) -> (22) Hypothesis: Phone switches to hotspotsin the Klanderij and leave the network whilst in shops.After returning to the Klanderij the session should beresumed at the previous connected node.
Market dayObjective: Visit market place, for example (8) -> — ->
(8) -> (8)Hypothesis: Phone remains on the market square, butmight drop connections as it circles around the AP andswitches radio. Phone should never connect to accesspoints far from (8).
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Figure 12: Routes for the city en-try scenario

T4: City entry pointsCity entry points are the main streets leading towardsthe squares. The routes are picked to cover differententries to a square with respect to the access points.In case a square has more entries with the same firstnode, such as north east to Van Heekplein, the routeis omitted. The main goal is to see whether traces in-clude all APs up to the square or start directly on thesquare itself. It is expected to see the bus stop, Klan-derij and Kruitvat access points first. The city scenariois displayed in Figure 12.
Entry south-eastObjective: Entry of city via south-east corner, for exam-ple from AH to market (22) -> (8)Hypothesis: Phone connects quickly to 22 as its visi-ble near the Albert Heijn. They alley has no other APsuntil user reaches market point (8).
Entry south-westObjective: Entry of city via south-west shops, for ex-ample Primark to market square (7) -> (8) Hypothesis:Phone connects to AP in or near Primark, and switches to market square.
Entry south-west busObjective: Entry of city via south-west bus stop, for example (54) -> (8)Hypothesis: Phone connects to the local hotspot near the bus station as the bus arrives,and switches to the market AP upon entry.
Entry NorthObjective: Entry of city via north point, for example (2) -> (3) or (2) -> (1)Hypothesis: Phone connects to the local hotspot near the bus station as the bus arrives,and switches to the market AP upon entry.

5.2 Visitor counter

The visitor counter solely operates on the NDIX dataset. It creates paths using the afore-mentionedmethod and counts the number of uniqueMACaddresses in the city for a givenday.

5.3 Event detection

The input for this experiment is the dataset of April 2016. The prototype analysis one spe-cificmonth and outputs statistics on visitors and popular hotspots. By finding exceptionalattendance in the city possible events are suggested.

5.4 Detecting shopping behaviour

The shopping behaviour uses theNDIX dataset, addedwith traces for reference validation.Shopping is classified by mobility and route through the city.
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5.5 Mobility classification

The mobility classification experiment aims to find a baseline for walking and bicyclespeeds in the city.

5.6 Raspberry PI Reference data

The Raspberry PI reference data is recorded in parallel with the traces for mobility. Theadded information is GPS positioning for reference tracking and high frequency recordingof all visible access points.
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6 Results

This chapter discusses the methods to process the experimental results, observationsduring the experiments and aims to answer the research questions using the results.

6.1 Experimental result notes

The additional experiments in the city produce traces for the prototype analyser. Someinteresting remarks of the traces have been observed during the processing of the in-formation. The network Enschede_Stad_van_Nu not present in any trace. Although thephone set for this network was connected it might have not established a connection dueto the captive portal. It is interesting to note that the device was no longer present in theNDIX database. Leaving the phone in an idle state was part of the experiment, as visitorsmay not always unlock their phone to connect to the publicWiFi infrastructure. The tracesdelivered by NDIX of this particular device did include previous traces of the exploratoryexperiment, meaning the MAC was correct.
The HTC Desire is not present in the database. This confirms devices which are discon-nected are not tracked by theWiFi system. Therefore, WiFi sniffing is not one of the inputsto follow devices in the city centre.
The iPad has only a few traces over the days. It looks like the device only connects to thenetwork when the display is actually on. It is unknown whether this behaviour is specifi-cally for the iPad or includes other iOS devices.
The Nexus 6P and Raspberry Pi are best tracked devices, and produced the most traces.Both devices were in active use during the experiment for time keeping and referencetracking. Following these two the galaxy S4 is tracked in most places during the experi-ments.
Both days were tropical days in the Netherlands. With a temperature nearing the 30 de-grees Celsius visitors may have opted to avoid lengthy walks in the city. The populationon Tuesday was noticeable larger than on Wednesday.
The time between sessions - measured gap between leaving and joining - is measurednegative on some occasions. It seems session remain active for much longer than theactual device is connected. In some cases the previous session ends more than ten min-utes after the next session had begun. This behaviour of the network hugely impacted themobility detector based on the gap between sessions. The detection is adjusted to usethe session time, effectively using WiFi nodes as timestamp mark in the mobility path.

6.2 Go analyser

For prototyping and preliminary analyses the dataset is reduced in size by selecting indi-vidual months to run as partial set. April is the most dominant used month as it could beused for comparison between years. Other months are tested to see different patterns.The programme reads the dataset file and feeds all records to a processing pipeline.
The analyser pipeline consists of three stages, displayed in Figure 13. The pre-processingformats dataset rows and traces into generic path segments, connecting two consecutivesessions recorded. Path segment represent the transition between sessions. A segmentpreserves important characteristics of a transition. These characteristics are the source
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Figure 13: Three stages of WiFi data parsing
and destination access point name, segment start time and segment length. A parameterin the programme defines whether a segment starts from the leaving timestamp of thefirst access point or the start timestamp of the first access point. Using the leaving andentering time is preferred, as it measures the gap between sessions and travelling speedregardless of the activity during the session. If a visitor with bicycle travels fast from shopA to shop B, but spends an hour at the cafés the path should be marked at bicycle due tothe fast movement and not pedestrian based on the long pause in one session.
Using thesemetrics the second stage stitches routes based on all sessions. The programhas input parameters such asmaximum time between sessions in order to be linked. Thisstage tries to find all paths in the set of sessions. All paths are stored in a hash map withMACaddress as lookup key. For small timespans such amonth of data thememory usageis acceptable and it gives an enormous speed-boost in further analysing of all paths.
Finally the third stage generates statistics based on the paths. These statistics couldbe number of visitors, popular areas of the city and detected events based on increasedpopulation.
The prototype tool is written from scratch in Go as a learning experiment with a new lan-guage. Go introduces channels embedded in the language to ease communication be-tween components. Using channels a pipeline running in parallel processes is easily cre-ated. Channels transfer messages between components, accepting multiple input typessuch as the dataset and traces, and starting the event detector and mobility detector.
In this design with a pipeline the native channels support strong and clear communicationbetween the stages and allow semi concurrency. All messages from stage 1 to 2 are sentdirectly between the components. Messages originating from stage 2 can be destinedtowards multiple statistics generators. To facilitate this a fan-out is inserted to duplicatethemessages and spread them to all active generators. The generators process in parallelusing go functions.

6.2.1 Programme parameters

In the programmemultiple parameters for performance tuning and analysis configurationare available. In main.go static parameters are defined, these should remain the same inmultiple runs and define general behaviour of the tool. In Listing 6 the parameters arelisted.
Listing 6: Excerpt of main.go
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maxRows = 200000 // Maximum number of rows to
// parse, fail safe for testing.
// Set to high number to disable.
maxTimeBetweenSegments = 15 * 60 // Link all segments with less
// than 15 minutes interval

pathDirectional = false // Store paths directional or clustered
// segments regardless of traveling direction
pathEndToStart = false // Measure from last end to next start
// time between sessions

// Defines the hour at which a section of the day begins
timeBeginMorning = 6 // morning begins at 06:00
timeBeginAfternoon = 12 // afternoon begins at 12:00
timeBeginEvening = 18 // evening begins at 18:00
timeBeginNight = 0 // night begins at 00:00

In classifier.go the parameters are more dynamic. These are trained by the model andmay vary per run. The weights change the influence of the feature on the score of thesegment. The following settings are defaults. These are picked to give much weight tovelocity and set themobility status to bicycle at 2metres per second, about 7.2 kilometresper hour.
The minimum session time is included to reduce the effect of quick hotspot swappingand creating an artificial super speed when hopping between nodes. In experiments aswap of less than 2 seconds is found. Given the distance between hotspots is at leasta hundred meters, this gives a velocity of 50 metres per second, not a realistic value forpedestrians. The parameters are listed in Listing 7.

Listing 7: Excerpt of classifier.go
weightTrainedSkip = 1.5 // Weight for the not is skipped feature
weightTrainedVelocity = 1.0 // Weight for the velocity computed
scoreThresholdBicycling = 2.0 // Threshold for classifying bicycling mobility
minimumSessionTime = 20 // Minumum session time to compute velocity

6.3 Reference data

The dataset provided by NDIX includes many sessions between 2015 and 2016. Prior touse this dataset as reference input some experiments were conducted to visualise thecontents of the set. Finally, the visualization of the city counts is in an interactive HTMLmap. This map show links between all access points and pop-up with the total number ofvisitors for that particular link.

6.3.1 Average 24H split

Diving a bit deeper into the dataset using Pandas, a python library for data analysis, aclustering is created per access point and day listing the number of sessions. Figure 6contains a barchart showing all access points and the number of sessions in the dataset.
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The most connected access point is located on the largest square, the Van Heekplein.Access point #8 has close to double the amount of connections to the second largestnode.
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Figure 14: Visitor count for a typical day averaged over April
Looking at the session times it is easily visible what the peak hours of the city are. Figure14 visualises the peak hours of a typical day in April in Enschede. A typical day meansall weekdays and weekend-days accumulated over April divided by the number of days inApril. Most visits are in the afternoon up to early evening. A small increase after dinnertimemay indicate people eat at home and join later in the evening to visit pubs in the town.

6.3.2 Preliminary experiment

Acquiring the correct set for the experiments is vital to the results of this work. Prelim-inary discovery of the WiFi network revealed that only devices actively connected arelogged and sessions are stored as a summary of the total time connected per accesspoint. Roaming between access points is stored as separate sessions.
During this thesis work NDIX provides WiFi traces as supplement to the dataset. A newdataset needs to be created at an external party to anonymise the records. AlthoughNDIX would like to create a net set, due to external dependencies it is unlikely to extracta full new dataset of 2017. Instead NDIX offers WiFi traces of individual devices. To finddifferences between traces and the full set a small experiment involving multiple phonesin the city moving about is set-up.
At the time of this experiment accesspoint ENS-AP-06 is removed for constructionwork inthe building it was connected to. This means between ENS-AP-05 and ENS-AP-07 the net-work is no has full coverage. This experiment revealed that smartphones not connectedto Eduroam or Enschede_Stad_Van_Nu do not produce trace results. This gives doubt tothe statement that the system logs all visible devices, even when not connected to thelocal WiFi network. Furthermore the traces are less detailed, as the contain less informa-tion per record. The information stored in the records still includes the node it connectsto and session length, information used by the system. In Table 6 the full trace record isexplained.

36



Table 6: Metrics recorded in each trace using the NDIX WiFi network
Column Metric Description1 Access Point MAC Address MAC of the connected device2 Access Point Hostname The internal name of the connected access point3 SSID The name of the connected WiFi network4 Association Time Start time in unix timestamp format5 Disassociation Time End time of the session in unix timestamp format

6.3.3 Visualizing city dynamics

The visualization of the city dynamic uses Leaflet in an HTML page. Modern browserlibraries have extensive support for geospatial display options. In this viewer all accesspoints in the dataset are plotted and connected by a network of routes walked. A map ofApril 2016 is displayed in Figure 15. Visitor counts are displayed on this map with linksrepresenting the number of devices passed on that segment. By selecting one of theaccess points or links a pop-up show all traffic passing on on that particular city area.

Figure 15: Overview city dynamics in April 2016. Plotted lines represent the average after-noon of April.
The current implementation reads the exported statistics of the Go tool. A database stor-ing the intermediate results would be necessary to visualize different timeframes than thecurrent export of the tool.
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6.4 Visitor counter

The visitor counter iterates over all path objects and increases daily counters for prede-fined areas - clustering nodes - and time segments such as morning, afternoon, eveningand night. Each day is split in these four segments to differentiate daytime shopping andrelaxation in the evening. This split is visible in Figure 16.

Figure 16: Split of activity type per day time. Cafe is the northern square with pubs andcafés. Shopping is the south square with shops.
The resulting count is a rough representation of the actual population in the city centreas only connected devices are counted. The counting enables overview maps such as inFigure 15, event detection based on anomalies and long term population trends. A longterm view of all counted visitors is in 17.

Figure 17: Overview of visitor count throughout the year, showing repeating patterns rep-resenting weekdays and weekends.
This graph shows a trend with weekly repeating patterns for busy Saturdays and closedshops on Sunday. Yearly trends are visible as well, the summer months display morevisitors than the winter months. During Christmas and new year the number of visitorsdrop to almost zero.

6.5 Event detection

Using the generated list of paths representing visits in the city the event detector scansfor anomalies in the visitor counts. Anomalies are days with a much lower or higher at-tendence detected by the system. For this experiment the threshold difference is set to
sigma = 2. Any day with less or more than the moving average + standard deviation ismarked as anomaly.
The following table lists all events detected using the full year as input of the detector.
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Table 7: Overview of detected events in Enschede
Date Count Event2015-07-30 848 First day in dataset2015-08-22 1696 UT Kick-In2015-08-26 1820 UT Kick-In2015-09-05 1765 —2015-09-06 1502 —2015-09-12 1313 —2015-10-03 1418 Celebration of reunition of East and Western Germany2015-12-25 103 Christmas2015-12-26 226 Christmas2016-04-25 371 —2016-04-27 2107 Kingsday

The days listed in Table 7 are larger events in Enschede. One of the noteworthy events isthe celebration of the reunition of East and Western Germany, many Germans opt to visitEnschede on this day as all shops in Germany close. The binnenstadsmonitor enschedenoticed this event as well with over 80% of the cars in the parking garages were German(Scholten, van de Wiel, & Seker, 2017).

Figure 18: Overview of visitors in februari for local temporal detection. Red dots indicateanomalies detected by the algorithm.
Looking as small temporal scale the busy days of the week are revealed. For examplelooking at Februari 2016, the counting mechanism shows that Saturdays are in generalmore crowded in the city whereas Sundays are very low attendance. This weekly patternof busy Saturdays and quiet Sundays is described in the Enschede stadsmonitor 2016(Scholten et al., 2017). Februari is shown in Figure 18, where red dots represent detectedanomalies. All shops are closed on Sundays, so it is expected to see less attendance inthe city. Saturday is the market day, and attracts larger groups. In Table 8 detected eventsfor Februari are listed.
On small scale it is visible that weekdays are the average andweekends stand out in termsof attendance. One interesting observation is the listing of 2016-02-09 as a low. This is aTuesday and is a market day, in general should bring more visitors to the city.

6.6 Detecting shopping behaviour

Shopping behaviour detection depends on the clustering of paths. By concatenating seg-ments a full path of a user is established. The input for the shopping detection is thedataset filtered for access points located near the Van Heekplein. The included access
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Table 8: Overview busy days in Februari 2016 in Enschede
Date Day of week Count Detection2016-02-09 Tuesday 422 low2016-02-13 Saturday 1010 high2016-02-14 Sunday 261 low2016-02-15 Monday 328 low2016-02-20 Saturday 880 high2016-02-21 Sunday 220 low2016-02-26 Friday 807 high2016-02-27 Saturday 990 high

points are "AP-ENS-07", "AP-ENS-08", "AP-ENS-21" and "AP-ENS-22". Access points "AP-ENS-53", "AP-ENS-54" are not included as they are not recorded in the dataset.
The distribution of path lengths in seconds as duration is listed in Figure 19. In total over46 thousand paths are included in the shopping detection. The distribution shows thatmost paths created are around two minutes in timespan. This means that visitors eithertravel directly to their destination to visit or the path metadata is inconclusive for trackingdifferent types of shopping.

Figure 19: Distribution of path lengths in shopping behaviour detection. n = 10582,min =
12sec,max = 418sec, avg = 128.2sec, std = 88.7sec

To improve this detection of shopping the system is extended to compare paths recordedon the same day. This gives a roughly 50/50 split in visitors whom connect multiple timeson one day. The system found 5388 visitors who reconnected to the network after theinitial path was stopped. A total of 5778 visitors did not reconnect on the same day afterthe first path stopped. This means that roughly 51.7% of the visitors only connects for anaverage of 2 minutes per day in the shopping area.
The total connected time during a visit in the city is roughly four minutes. A total shoppingtime of four minutes does indicate the average visitor quickly retrieve an item in the city,or spends a short amount of time on the main squares connected to the WiFi network.
As four minutes of shopping time is very short, another method is proposed by takingthe first and last connection of a day. This gives the following distribution as displayed in
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Figure 20: Distribution of single connection length in shopping behaviour detection. n =
4683,min = 1sec,max = 1114sec, avg = 240.4sec, std = 227.4sec
Figure 21. On average visitors spend up to one hour between their first and last connectionin the city. One cause for this might be to only start WiFi after some shopping has beendone to find other activities in the city.
The total time per day is much longer than the connected time per day, suggesting thatvisitors lose their WiFi connection during shopping. This could be caused by the indoorshops which have no coverage of WiFi. If this happens, it could mean visitors rather entershops than walk outside for window shopping.

Figure 21: Distribution total time on one day. Takes the first connection time and lastconnection time of the user per day. Time is in minutes. n = 2171,min = 0.1 min,max =
190.7 min, avg = 21.9 min, std = 38.3 min
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6.7 Mobility performance

The performance of themobility detection is hugely dependent on the accuracy of the net-work session data. As the sessions are recordedmuch longer than the actual active time,the gaps between sessions are not usable for mobility detection. The negative times andvariation simply creates to much uncertainty to conclude anything based on gap alone.By using the start time of both session, including the session time of the first session, theperformance is increased.
A reason to use session start times only and not the gap between sessions (thus leavingand joining the next) is due to that sessions on different nodes may overlap. In a fewexperiments the previous session lasted up to ten minutes after joining the next node.This means the session end time stamp may be later than the session start of the nextone. The exactmotivation for this behaviour is unknown, but due to caching on the accesspoints sessionmay be kept open for a short while after losing connection to a device. Theaccess point nodes are not communicating with each other, so there is no managementlayer moving sessions between access points.
However, as the session time is included this influences cycling detection. For example, afast moving bike may pause and connect to the network at a certain point. As it connectsthis triggers a long duration in one of the sessions in the path. As the session is lengthyand path are often only a few segments long, the mobility detection detect pedestrianmovement instead. An example of a trace with varying scores is listed in Listing 8.

Listing 8: Example cycling trace with varying scores
Score Gap Starttime Path nodes
0.7019204064608325 172 Wed Jul 19 15:50:26 CEST 2017 {AP-ENS-54 -> AP-ENS-07}
2.4799004123801556 40 Wed Jul 19 15:53:18 CEST 2017 {AP-ENS-07 -> AP-ENS-08}
1.7428353559315313 237 Wed Jul 19 15:53:58 CEST 2017 {AP-ENS-08 -> AP-ENS-02}
1.1324649902240178 75 Wed Jul 19 15:57:55 CEST 2017 {AP-ENS-02 -> AP-ENS-01}
5.879136790703723 62 Wed Jul 19 15:59:10 CEST 2017 {AP-ENS-01 -> AP-ENS-07}
2.4799004123801556 40 Wed Jul 19 16:00:12 CEST 2017 {AP-ENS-07 -> AP-ENS-08}
6.322962712774866 24 Wed Jul 19 16:00:52 CEST 2017 {AP-ENS-08 -> AP-ENS-53}
Avg score 2.962731582979326

The performance for all tested scenarios is displayed in Table 9. Note that the numberof testcases is lower than the scenarios listed in Section 5. The parameter to link all ses-sionswith less than 15minutes time difference creates longer paths than the experimentsdescribe. One of the walking paths is 16 sessions in length, and traverses all nodes of thenetwork.
Table 9: Performance of mobility detection. Displaying correct detected, false positives,false negatives and per cent of correct detected.

Scenario Number of testcases Correct detected FP FN %Pedestrian 8 3 1 4 37.5 %Cycling 4 2 2 0 50 %
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6.7.1 Raspberry PI Reference data

The dataset provided has limited input for the mobility detector. Detailed movement inthe city is not captured using the network. By enriching the dataset using recordingsof the Raspberry Pi, the movement detector is reviewed a second time. This shows thedifference in detection options.
The data recorded by the Raspberry Pi stores a record each second, additionally to theNDIX dataset it stores GPS positions. Unfortunately direct mapping of network MAC torecorded MAC is not available. The recorded access point addresses are different thanthe addresses seen in NDIX dataset. The vendor part of the addresses match, however,the full MAC address is different. This may be caused by the different radios in each pointbroadcasting different addresses.
To circumvent this problem an ideal scenario for WiFi tracking is created. Using the GPSpositioning of the recorded data and geofencing with known location of all access pointsfor each record in the dataset the location is mapped to the nearest access point. Inthis ideal world two different approaches for following a access point are used. First, thestrongest recorded point is used to track RSSI of the AP. Using theGPS andAP location thedistance is calculated. This distance is used as a measurement for input in the mobilitydetector. In the second approach the connected access point is used. In some scenarioswhere multiple access points could have been connected, it may not be the nearest one.In this scenario the RSSI is again linked to the GPS distances and reused in the mobilitydetector.
Having one record per second gives a predetermined interval for data processing. Thedistance between records (based on GPS) is used as a indication of velocity. This helpsthemobility detector finding the local motion in a trace, and gives amore fine grained lookin the local mobility between access points. This is essential to detect whether visitorsmove from shop A to shop B, or walk from shop A to shop B whilst stopping and look-ing through windows of other shops. Thus, enabling the system to differentiate targetedshopping and window shopping.
The performance of the reference data is better than the performance on traces. Note thatthe number of test cases is larger, this is due to more datapoints per trace and disconnec-tion of traces when GPS signal is lost indoor. The pedestrian cases especially improveby the emulated ideal world due to much richer traces. However, in the results this is notreflected as indoor situations are worse. In an ideal world indoor should perform as goodas outdoors, but is not realised due to the use of GPS as reference.
Table 10: Performance of mobility detection using RPI. Displaying correct detected, falsepositives, false negatives and per cent of correct detected.

Scenario Number of testcases Correct detected FP FN %Pedestrian 20 15 1 3 75%Cycling 4 3 0 1 75%

43



7 Discussion

This work explores the WiFi network infrastructure in Enschede for applications in smartcity crowdmanagement. By counting visitors and visualizingmobility patterns new insightin crowdmovement is created. However, the visitor counting is only a device counter. Thisis useful when comparing relative visitor numbers between days. It may not reflect theactual number of people in the city due to many devices not connected to the network orsimply visitors without any devices at all. This work has no attempt of comparing actualvisitor counts in the city and computed number of visitors by the prototype programme.Due to lack of reference material and focus on dataset analytic this step is missing.

7.1 Research questions

Is the data sufficiently accurate for counting visitors in specific locations of the city?

The data is accurate enough for counting the relative number of visitors in a specific loca-tion such as one of the squares. The number of devices present indicate the populationpresent. Each access point covers a specific area of a maximum of a few hundred me-ters. By grouping the nodes the count of a region, such as a square, is possible. However,the relation between number of devices connected to the network and actual visitor countis not established. The data shows increase of visitors during events, and thus enablescrowd management by comparing day to day fluctuations. Exact counts of visitors is notyet investigated.
How visitors move within the city centre? Where are the popular places? How people
commute within the city centre?

Themobility within the city centre is difficult to extract from the dataset as explained in theexperiment with mobility. The mobility pattern detector works best when evaluating thegaps between sessions, eliminating short stops between visits. As the mobility detectornow uses the start time of all sessions at nodes, it may include shopping time and falselylabel bicycles as pedestrians. For example, if someone visits a shop and remains there fora couple of minutes, this impacts the travel time. A longer time indicates slowmovementand is classified as pedestrian. The 66% score on the cyclist detection might be hugelyreduced using a different dataset if motion is not continual between points.
Popular places in the city shift during the day and night time. In the morning Van Heek-plein is the most popular area to be, near all shops and possibly market on a Tuesday orSaturday. Nearby access points show the same pattern with regular shoppers connectingto the network. The Old Market is more popular at evenings and night. At this time all thecafés open and people visit them for a drink and dinner. In the morning at the Old Marketduring April the system counted an average of 1149 devices. The median session time is235 seconds. This indicates many counted devices are passing by the system and notstaying at the cafés. During the evening the number of devices is 1381, with an mediansession length of 2041 seconds.
What transportation methods do visitors use when entering the city?

The network set-up at the time of the dataset creating makes it hard to distinct visitorsbased on entry points. In experiments it is found that southern entrance is divided by entryvia the bus stop, Klanderij and Primark. However, due to the missing access points on thebus stop, the entry by public transport, bicycles and pedestrians are equal.
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What privacy extensions to the dataset could help minimise personal identification?

In this work the MAC addresses are not reused to track a specific person. The addressesare used to create paths based on recorded segments. A requirement to create thesepaths is that the addresses remain unique and assigned to a specific visitor during theirstay in the city. The recycling of addresses could happen more frequently. The datasethas no recycling of addresses and the to be generated sets will recycle every month. Thiscould happen daily given that most visits in the centre of the city are not overlappingmultiple days. Tourists and other visitors will have to sleep outside of the WiFi coveragein the city centre. If the cycling of MACs is more frequent, the system will no longer beable to track recurring visits. This is something to keep inmindwhen deciding the balanceof privacy of users and crowd management in the city.
What useful information the WiFi sniffers provide for analysing and observing visitors
behaviour and mobility patterns in the city centre? The WiFi sniffers in the city haveproven follow connected devices only. Sniffing as in following all devices passing by theaccess points is not recorded in any of the data sources. Give that all devices must beconnected, it reduces the number of visible devices greatly.
The useful information is the sessions to indicate the number of visitors in the city andcrowded areas as all nodes are linked to a specific area of the city centre. It gives insight inshopping times and café & bar hours. Themobility using this network is difficult, sessionsare not coherent and do not indicate when a device left a specific area of the city. Havingmore accurate sessions should help measuring the gap between hotspots and the actualmoving velocity of devices, thus mobility in the city.
The retrieved paths and detected events are in agreement with the observations of the lo-cal council presented in the binnenstadsmonitor 2016. This summary of visitors displaysthe same weekly trend with building attendence to the weekend, a peak on Saturday andquiet Sunday as shops close. The relative counts between the northern cafe square andsouthern shopping square are in agreement as well. The binnenstadsmonitor shows thatmuch more visitors enter the large square for shopping and move about that section ofthe city (Scholten et al., 2017).

7.2 Dataset notes

This section discusses some notes on the dataset and experiments conducted for theresearch questions.

7.2.1 Session inaccuracy

Although the implementation in Go gives a speedy counting tool and rough estimationsof visitors, the prototype lacks refinement in mobility detecting. The current network cov-erage only includes one of the many routes between squares. As nodes may get skippedwhen traversing squares, it is not known whether someone was moving slowly on thetracked road or travelling fast on a side road taking a longer route. For more accuratemodelling more recorded points are necessary, and require expansion of the WiFi cover-age. The lack of accurate session information hugely impacts the accuracy of mobilitydetection. Fast moving devices with pauses are detected as slow moving pedestrianswhilst the actual moving speed may have been high.
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7.2.2 Data detect granularity

The WiFi network also imposes a limitation on accuracy of crowd following. Recordedsessions do not include the RSSI over time. This is needed to create a more detailedmodel of motion and overview of micro mobility on squares. This prototype only knowsif someone is present on a square and the duration of the stay. Exploiting more detailedinformation of sessions could open options to detect groups and possibly nuisance inthe city. It could establish paths on the squares, often visited market vendors and microdynamics within a hotspot zone.

7.2.3 Experimental sample size

The experiments and training set for the mobility detection include a small sample set.To completely validate the prototype more input should be tested. The experiments weredesigned having in mind a new dataset of 2017 would be generated and available for test-ing. Especially a set covering the traces should be interesting to compare. The labelledtraces should be included in the set, and similar records will be annotated with the samelabels by the prototype.

7.3 Python versus Golang performance

The start of this work was developed using Python as a familiar language for data scienceand large set processing. the initial dataset discovery uses Python and its rich ecosystemof libraries to visualize important aspects of the dataset, such as distribution over accesspoints, time length of sessions and global spread of sessions over time.
After the initial discovery it was opted to use Golang for further development due to itshigh performance nature and long loading times in Python. The NDIX dataset takes over10 seconds to load in Python, whereas Go can load the set in less than 200ms. Thisturnover rate of Go helps with the development of the algorithms and testing as less timeis spend waiting on results of the algorithm.
However, as the project progressed it became clear that Go had its own disadvantages.For example, the libraries provided by Go are not as rich as Python offers. Visualisationcan be performed using other tools such as gnuplot, thus minimizing dependencies ongraphical libraries. Although gnuplot offers good graphs, the processing of results andvisualizing distributions is not trivial. For this reason the project reverted back to Pythonand accepted the long runtimes. At this point Go was able to load and analyse the datasetincluding counting and detection in 300 ms. The same programme in Python took over30 seconds to complete.
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8 Conclusion

Smart cities are a interesting area of research. In this first exploratory step the WiFi net-work in Enschede is exploited for smart city applications. By observing visitors and theirmobility patterns new input for crowdmanagement is created. This increases options forsafety by taking preliminary actions if squares get to crowded. Furthermore the systemreveals interesting information for advertisement as it shows the effects of running ad-vertising campaigns by showing the increase of visitors on a specific day compared to anormal day.
The current implementation of mobility detection needs refinement and should benefitfrom more accurate network information. Some sessions are recorded up to ten timeslonger than the actual duration of the connection was. Using the additional RPI data forclassification more detailed classification was possible, and the detection rate was im-proved. This local motion is necessary to increase the detail of tracking in the large dataset. Something between the session of minutes and tracking one datapoint per secondshould proof te be a good starting point for accurately determining the motion of visitors.
The prototype programme proofs to be a working concept with compartmented blocks.By reusing previous computed intermediate results the statistic generators transformsec-tions and paths into visitor counting, event detection and mobility detection. These threemetrics should help in urban planning as they reveal the dynamics of the city.

8.1 Future work

Future work depends on the extensions of the WiFi network. The current prototype haslimited transport method detection as the system relies on speed and path of visitors. Afast traversed route is noted as a bicycle and slower travelling people as pedestrians. Thelast group is combined of visitors at their destination (window shopping, actually visitingthe shop or sitting at a café) and slow moving people. Having more detailed recordsor more frequent sample points - effectively more access points - the route segmentsare smaller and more accurate with respect to the actual movement. By extending thenetwork with more access points more streets could be covered and alternative routeslinking the squares could be monitored as well.
The current implementation utilizes a few infrastructure specific information as possible.It is able to scale with more access points and only requires the location to determine dis-tance between nodes. The actual placement and inclusion in the system does minimallyaffect the visitor counting or event detection. The clustering of nodes for regions shouldbe updated as well in order to add new access points to current regions or define moreregions.
By including the bus stop and train station the pedestrian group could be distinct in publictransport users and automobile / living nearby visitors. The detection of automobile en-tries in the city is difficult as the users enter the WiFi system like other visitors, there is noseparate access point or information for this class of visitors. If sessions include moredetailed signal strength information, visitors of the parking garage in the Klanderij couldbe separated based on the stronger signal as they emerge from the underground parking.
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A List of WiFi networks on Van Heekplein

1 date,latitude,longitude,MAC,SSID,QualityLevel,SignalLevel,NoiseLevel
2 2017/07/19 15:36:36,52.217893,6.897492,00:0F:7D:BD:53:95,eduroam,47,0,0
3 2017/07/19 15:36:36,52.217893,6.897492,00:0F:7D:BD:53:C2,Enschede_Stad_van_Nu,65,0,0
4 2017/07/19 15:36:36,52.217893,6.897492,00:0F:7D:BD:53:92,Enschede_Stad_van_Nu,61,0,0
5 2017/07/19 15:36:36,52.217893,6.897492,72:08:8B:16:08:CC,HG655D-1608CD,51,0,0
6 2017/07/19 15:36:36,52.217893,6.897492,00:0F:7D:BD:53:F5,eduroam,63,0,0
7 2017/07/19 15:36:36,52.217893,6.897492,74:B5:7E:26:8C:05,Lipstick,65,0,0
8 2017/07/19 15:36:36,52.217893,6.897492,00:0F:7D:BD:53:C5,eduroam,63,0,0
9 2017/07/19 15:36:36,52.217893,6.897492,00:0F:7D:BD:53:C3,\x00\x00\x00\x00\x00\x00,59,0,0

10 2017/07/19 15:36:36,52.217893,6.897492,6A:B5:7E:26:8C:06,KPN Fon,65,0,0
11 2017/07/19 15:36:36,52.217893,6.897492,50:60:28:61:97:80,Enschede_Stad_van_Nu,41,0,0
12 2017/07/19 15:36:36,52.217893,6.897492,50:60:28:61:97:82,\x00\x00\x00\x00\x00\x00,41,0,0
13 2017/07/19 15:36:36,52.217893,6.897492,FC:0A:81:2F:B9:22,etamgroep,45,0,0
14 2017/07/19 15:36:36,52.217893,6.897492,50:60:28:61:97:84,eduroam,41,0,0
15 2017/07/19 15:36:36,52.217893,6.897492,00:0F:7D:BD:53:F2,Enschede_Stad_van_Nu,63,0,0
16 2017/07/19 15:36:36,52.217893,6.897492,00:02:6F:F8:6C:E4,10-001,57,0,0
17 2017/07/19 15:36:36,52.217893,6.897492,50:60:28:61:97:83,\x00\x00\x00\x00\x00\x00\x00,43,0,0
18 2017/07/19 15:36:36,52.217893,6.897492,00:0F:7D:BD:53:F4,\x00\x00\x00\x00\x00\x00\x00,65,0,0
19 2017/07/19 15:36:36,52.217893,6.897492,FC:0A:81:2F:B9:23,etamgroep-i,41,0,0
20 2017/07/19 15:36:36,52.217893,6.897492,FC:0A:81:2F:B9:20,NMN-beheer,45,0,0
21 2017/07/19 15:36:36,52.217893,6.897492,00:0F:7D:BD:53:F3,\x00\x00\x00\x00\x00\x00,65,0,0
22 2017/07/19 15:36:36,52.217893,6.897492,00:0F:7D:BC:9B:F3,\x00\x00\x00\x00\x00\x00,47,0,0
23 2017/07/19 15:36:36,52.217893,6.897492,FC:0A:81:2F:B9:24,CTX,39,0,0
24 2017/07/19 15:36:36,52.217893,6.897492,00:02:6F:F8:6C:E5,10-002,55,0,0
25 2017/07/19 15:36:36,52.217893,6.897492,00:02:6F:F8:6C:E6,10-003,57,0,0
26 2017/07/19 15:36:36,52.217893,6.897492,F0:5C:19:66:B0:60,JdGW1ReLeSs,51,0,0
27 2017/07/19 15:36:36,52.217893,6.897492,F0:5C:19:66:AF:E0,JdGW1ReLeSs,51,0,0
28 2017/07/19 15:36:36,52.217893,6.897492,56:BE:F7:19:91:86,Ziggo,47,0,0
29 2017/07/19 15:36:36,52.217893,6.897492,00:0F:7D:BD:53:93,\x00\x00\x00\x00\x00\x00,67,0,0
30 2017/07/19 15:36:36,52.217893,6.897492,5C:DC:96:35:DB:48,VGV751935DB48,37,0,0
31 2017/07/19 15:36:36,52.217893,6.897492,6C:AA:B3:24:FA:F8,Ziggo,59,0,0
32 2017/07/19 15:36:36,52.217893,6.897492,F0:92:1C:D6:89:29,HP-Print-29-ENVY 4500 series,49,0,0
33 2017/07/19 15:36:36,52.217893,6.897492,7E:E9:D3:40:3B:BC,Ziggo,51,0,0
34 2017/07/19 15:36:36,52.217893,6.897492,00:0F:7D:BD:53:C4,\x00\x00\x00\x00\x00\x00\x00,61,0,0
35 2017/07/19 15:36:36,52.217893,6.897492,84:D4:7E:CA:78:C0,AT-Devices,47,0,0
36 2017/07/19 15:36:36,52.217893,6.897492,2C:5D:93:0D:70:98,Ziggo,61,0,0
37 2017/07/19 15:36:36,52.217893,6.897492,00:0F:7D:BC:9B:F2,Enschede_Stad_van_Nu,45,0,0
38 2017/07/19 15:36:36,52.217893,6.897492,2C:5D:93:23:6D:38,Ziggo,53,0,0
39 2017/07/19 15:36:36,52.217893,6.897492,00:0F:7D:BC:9B:94,\x00\x00\x00\x00\x00\x00\x00,47,0,0
40 2017/07/19 15:36:36,52.217893,6.897492,00:0F:7D:BC:9B:F4,\x00\x00\x00\x00\x00\x00\x00,45,0,0
41 2017/07/19 15:36:36,52.217893,6.897492,00:0F:7D:BC:9B:F5,eduroam,45,0,0
42 2017/07/19 15:36:36,52.217893,6.897492,88:03:55:8E:D9:CB,VGV75198ED9CB,51,0,0
43 2017/07/19 15:36:36,52.217893,6.897492,00:0F:7D:BC:9B:92,Enschede_Stad_van_Nu,49,0,0
44 2017/07/19 15:36:36,52.217893,6.897492,D2:B2:C4:54:89:8E,Ziggo,39,0,0
45 2017/07/19 15:36:36,52.217893,6.897492,84:D4:7E:CA:78:C1,41,0,0
46 2017/07/19 15:36:36,52.217893,6.897492,00:0F:7D:BD:53:94,\x00\x00\x00\x00\x00\x00\x00,67,0,0
47 2017/07/19 15:36:36,52.217893,6.897492,D0:B2:C4:54:89:8D,VivaLaDiva2017-normal,39,0,0
48 2017/07/19 15:36:36,52.217893,6.897492,84:D4:7E:12:5C:E2,ESPRIT_free_WiFi,45,0,0
49 2017/07/19 15:36:36,52.217893,6.897492,B0:C2:87:77:9C:3A,Ziggo38131,47,0,0
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50 2017/07/19 15:36:36,52.217893,6.897492,8A:15:04:8D:EA:9F,\x00\x00\x00\x00,47,0,0
51 2017/07/19 15:36:36,52.217893,6.897492,FC:0A:81:08:DF:D0,\x00,53,0,0
52 2017/07/19 15:36:36,52.217893,6.897492,D4:76:EA:0B:0B:3D,H369A0B0B3D,55,0,0
53 2017/07/19 15:36:36,52.217893,6.897492,6A:76:EA:0B:0B:3E,KPN Fon,55,0,0
54 2017/07/19 15:36:36,52.217893,6.897492,78:C1:A7:0A:11:5B,Fra&FaWiFi,63,0,0
55 2017/07/19 15:36:36,52.217893,6.897492,7C:E9:D3:40:3B:BB,RIBA2,47,0,0
56 2017/07/19 15:36:36,52.217893,6.897492,90:5C:44:D0:C6:16,Ziggo9F59D6C,37,0,0
57 2017/07/19 15:36:36,52.217893,6.897492,22:25:64:D1:0C:68,Ziggo,41,0,0
58 2017/07/19 15:36:36,52.217893,6.897492,84:9C:A6:E1:94:0D,Kalanderstraat10b,49,0,0
59 2017/07/19 15:36:36,52.217893,6.897492,20:25:64:D1:0C:67,Ziggo96310,39,0,0
60 2017/07/19 15:36:36,52.217893,6.897492,1C:74:0D:3C:22:2E,ZyXEL3C222D,43,0,0
61 2017/07/19 15:36:36,52.217893,6.897492,B0:C2:87:7A:87:B2,Ziggo02514,43,0,0
62 2017/07/19 15:36:36,52.217893,6.897492,74:67:F7:13:95:50,KFC-FREE,41,0,0
63 2017/07/19 15:36:36,52.217893,6.897492,F0:92:1C:B0:3E:CD,HP-Print-CD-Photosmart 5520,41,0,0
64 2017/07/19 15:36:36,52.217893,6.897492,AC:86:74:6B:8A:A2,kpnretail1,51,0,0
65 2017/07/19 15:36:36,52.217893,6.897492,B2:C2:87:7A:87:B3,Ziggo,47,0,0
66 2017/07/19 15:36:36,52.217893,6.897492,74:26:AC:7F:41:02,VF-Guest,45,0,0
67 2017/07/19 15:36:36,52.217893,6.897492,AC:64:62:6D:A7:B2,H369A6DA7B2,43,0,0
68 2017/07/19 15:36:36,52.217893,6.897492,74:67:F7:13:95:51,KFC-20440,41,0,0
69 2017/07/19 15:36:36,52.217893,6.897492,02:1A:11:FE:DB:80,HUAWEI P9,39,0,0
70 2017/07/19 15:36:36,52.217893,6.897492,1C:87:2C:69:86:80,Asus,53,0,0
71 2017/07/19 15:36:36,52.217893,6.897492,74:26:AC:6D:E4:50,VF-Corporate,45,0,0
72 2017/07/19 15:36:36,52.217893,6.897492,74:26:AC:6D:E4:51,Vodafone NL Wifi,47,0,0
73 2017/07/19 15:36:36,52.217893,6.897492,F0:5C:19:66:B2:C0,JdGW1ReLeSs,45,0,0
74 2017/07/19 15:36:36,52.217893,6.897492,46:D9:E7:61:E6:27,CS-INT#01,37,0,0
75 2017/07/19 15:36:36,52.217893,6.897492,90:5C:44:9B:ED:12,ZiggoF481E69,41,0,0
76 2017/07/19 15:36:36,52.217893,6.897492,94:B4:0F:C1:C2:C5,43,0,0
77 2017/07/19 15:36:36,52.217893,6.897492,00:0F:7D:B9:BE:52,Enschede_Stad_van_Nu,45,0,0
78 2017/07/19 15:36:36,52.217893,6.897492,00:0F:7D:B9:BE:53,\x00\x00\x00\x00\x00\x00,45,0,0
79 2017/07/19 15:36:36,52.217893,6.897492,94:B4:0F:C1:C2:C2,wifistaff,41,0,0
80 2017/07/19 15:36:36,52.217893,6.897492,00:22:61:D9:B8:BE,Headless_00:22:61:d9:b8:be,49,0,0
81 2017/07/19 15:36:36,52.217893,6.897492,88:D2:74:82:2B:7F,H369A822B7F,47,0,0
82 2017/07/19 15:36:36,52.217893,6.897492,74:26:AC:7F:41:00,VF-Corporate,47,0,0
83 2017/07/19 15:36:36,52.217893,6.897492,74:26:AC:7F:41:01,Vodafone NL Wifi,45,0,0
84 2017/07/19 15:36:36,52.217893,6.897492,02:CA:FE:CA:CA:40,49,0,0
85 2017/07/19 15:36:36,52.217893,6.897492,54:FA:3E:37:C2:F7,HZN243051973,53,0,0
86 2017/07/19 15:36:36,52.217893,6.897492,8A:15:04:8D:EA:90,\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00,59,0,0
87 2017/07/19 15:36:36,52.217893,6.897492,8A:15:04:8D:EA:96,\x00\x00\x00\x00\x00\x00\x00,61,0,0
88 2017/07/19 15:36:36,52.217893,6.897492,8A:15:04:8D:EA:97,\x00\x00\x00\x00\x00\x00\x00\x00,49,0,0
89 2017/07/19 15:36:36,52.217893,6.897492,94:B4:0F:C1:C2:C4,wifiMD,47,0,0
90 2017/07/19 15:36:36,52.217893,6.897492,00:0F:7D:B9:BE:50,eduroam,45,0,0
91 2017/07/19 15:36:36,52.217893,6.897492,8A:15:04:8D:EA:98,\x00\x00\x00\x00\x00\x00\x00\x00,59,0,0
92 2017/07/19 15:36:36,52.217893,6.897492,00:0F:7D:B9:BE:54,\x00\x00\x00\x00\x00\x00\x00,47,0,0
93 2017/07/19 15:36:36,52.217893,6.897492,70:E4:22:A4:B8:30,CTX,33,0,0
94 2017/07/19 15:36:36,52.217893,6.897492,00:0F:7D:BC:9B:95,eduroam,47,0,0
95 2017/07/19 15:36:36,52.217893,6.897492,70:E4:22:A4:B8:31,nmn,39,0,0
96 2017/07/19 15:36:36,52.217893,6.897492,88:DC:96:46:20:F0,PA-LAN,45,0,0
97 2017/07/19 15:36:36,52.217893,6.897492,C0:FF:D4:B2:D6:AE,Russ’ Network_EXT,45,0,0
98 2017/07/19 15:36:36,52.217893,6.897492,54:FA:3E:5C:7C:ED,CelenoInitialAP5C7CED,37,0,0
99 2017/07/19 15:36:36,52.217893,6.897492,88:DC:96:4A:63:AA,Die Grenze Popup Store,43,0,0

100 2017/07/19 15:36:36,52.217893,6.897492,2C:C5:D3:30:B1:B8,KPN,55,0,0
101 2017/07/19 15:36:36,52.217893,6.897492,88:03:55:B4:30:1D,VGV7519B4301D,55,0,0
102 2017/07/19 15:36:36,52.217893,6.897492,94:B4:0F:C1:C2:C3,wifitda,47,0,0
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103 2017/07/19 15:36:36,52.217893,6.897492,72:64:62:6D:A7:B3,KPN Fon,43,0,0
104 2017/07/19 15:36:36,52.217893,6.897492,74:26:AC:6D:E4:52,VF-Guest,45,0,0
105 2017/07/19 15:36:36,52.217893,6.897492,56:D9:E7:61:E6:27,CLAUDIASTRATER,43,0,0
106 2017/07/19 15:36:36,52.217893,6.897492,88:03:55:CB:B8:39,KPN-VGV7519CBB839,43,0,0
107 2017/07/19 15:36:36,52.217893,6.897492,84:D4:7E:12:AE:C0,AT-Devices,45,0,0
108 2017/07/19 15:36:36,52.217893,6.897492,B0:C2:87:7C:2D:CA,fmen,45,0,0
109 2017/07/19 15:36:36,52.217893,6.897492,B2:C2:87:7C:2D:CB,Ziggo,45,0,0
110 2017/07/19 15:36:36,52.217893,6.897492,54:BE:F7:19:91:85,@Thuis53a,51,0,0
111 2017/07/19 15:36:36,52.217893,6.897492,F0:5C:19:66:B0:40,JdGW1ReLeSs,51,0,0
112 2017/07/19 15:36:36,52.217893,6.897492,90:5C:44:08:B9:F9,Vodafone Wifi,41,0,0
113 2017/07/19 15:36:36,52.217893,6.897492,5C:DC:96:E2:76:14,VGV7519E27614,61,0,0
114 2017/07/19 15:36:36,52.217893,6.897492,84:18:3A:34:46:D8,Ziggo,37,0,0
115 2017/07/19 15:36:36,52.217893,6.897492,D2:B2:C4:25:42:0D,Ziggo,39,0,0
116 2017/07/19 15:36:36,52.217893,6.897492,F8:04:2E:A3:90:78,UPC242836951,43,0,0
117 2017/07/19 15:36:36,52.217893,6.897492,9C:80:DF:D0:91:80,KPN-VGV7519D09180,47,0,0
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