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1 Abstract

In 2011 it was estimated that more Ph.D.’s were illegally purchased (50,000) in the United States every
year, than were actually given out (45,000) (John Bear, 2012). This troublesome statistic is an expensive
problem for both higher educational institutes, and employers, as the verification of these credentials is
currently a manual process and therefore inefficient and time-consuming. Although a paper degree is
often a beautifully crafted memory of one’s education, it should not be used as a formal verification
method anymore.

In this design research we propose a decentralized system for digital degree issuing and verification. We
start by studying the currently available methods for degree issuance and verification in the Netherlands.
These methods are checked against the user needs in a universal system for verifiable claims, which
constitute the broader use case of verified credentials. The current issue and verification systems fail to
comply with all the user needs, as the verification relies heavily on a centralized party, and the data
ownership is not transferred to the recipient of the degree.

In order to tackle these problems in the form of a new design, we focus on a decentralized solution by
utilizing blockchain and smart contract technology. Several blockchain based credential issuing methods
have been created thus far, of which Blockcerts is the most notable (Blockcerts, 2018a). However, these
current solutions fail to comply with all user needs. In the proposed design, a combination of the
Blockcerts standard and an Ethereum claims registry make it possible to comply to the defined user
needs (Joel Torstensson, 2017).

In our design proposal we use the public Ethereum blockchain to our advantage for high data
availability, the possibility of verification without the explicit cooperation of the original issuer, and the
smart contract functionality. Even in the case an issuer goes out of business, the public blockchain
continues to maintain an incentive to host your proof data.

The proposal has been validated through interviews with multiple experts from both higher educational,
and the blockchain field. Presentations for the ICT cooperation for education and research (SURF), and
distributed ledger experts from the Ethereum Foundation (Nick Johnson), Rabobank, and TNO provided
valuable feedback on the design.

Finally, we show how these concepts are now applied at the biggest Dutch mortgage software creator in
order to reduce manual document verification for mortgage applications. A proof of concept has been
built for issuing a verifiable employer’s statement to employees. The employer statement is currently
refused 90 percent of the time on the first assertion by mortgage suppliers (Olivier Tardieu, 2017).

Although there are still some challenges, like (1) identification and identity management of the issuer
and receiver, (2) complying fully with the right to be forgotten, the design offers enough ground for
further research. The most important aspect to tackle next is to improve the end-user usability, and
integration with existing issuing software to make world-wide adoption possible.
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1 Introduction

After years of studying and overall hard work, students are rewarded with a proof of their academic
achievement in the form of a paper degree. This document, together with a method to verify it, allows
them to enter the job market for the higher educated.

The digital transformation of the Western world is in a far stage and the job application market is not
left untouched. Online job vacancies, and aggregators thereof, make it easier for the jobless to find
appropriate work. Finding candidates for a job offer is also easier than ever with professional social
networks like LinkedIn. Thanks to these technological advancements, physical distance between
employer and potential employee has become less important.

The distance factor is even less important in the decision for a higher educational institute. In the
Netherlands, universities are actively marketing towards international students. This approach is
working as the number of international students in the Netherlands has steadily doubled to over 80
thousand since 2006 (Huberts, 2016).

1.1 Degree verification

These students provide increased financial security for universities overall. However, the application
offices of the universities need to be able to handle all the proofs of intellectual achievement. The
verification of the previous degrees is an enormous process. For some universities this amounts to
thousands of applicants from all over the world, each with a custom degree verification method.

In 2016 over 76,000 people in the Netherlands achieved an academic degree, both bachelor and master
(DUO, 2017a). Verifying the legitimacy of the degrees is an important task in both the case of a job
application with a higher educational requirement, and for the application to a universities master’s
programme. According a study by Kroll, a New York City risk consultancy firm, 22 percent of the
resumes the firm verified in 2007 for technology companies contained misrepresentations of academic
credentials. This percentage is since not expected to drop (Patel, 2009). A study in 2009 by the American
Automatic Data Processing HR firm, about data gathered in the year prior, found that upwards of 46%
of employment, education, and/or reference checks turned up discrepancies (ADP, 2009).

The current methods for degree verification rely on the availability of the issuing party, or a trusted
centralised party. These also require some manual effort by both the person looking to verify a degree
and the original issuer.

1.2 Blockchain and smart contract technologies

In recent years blockchain technology achieved mainstream attention, mostly through Bitcoin. However,
more applications of the technology are built and experimented with on a daily basis. Blockchain offers
a decentralized alternative to siloed centralized databases. This is achieved by having many nodes, in
the case of Bitcoin several thousand, to keep a synchronized record of all historic transactions. These
nodes monitor the incoming transactions, and verify the validity before finalizing them in a new block.

The first killer-app of blockchain technology is this possibility to create a new monetary system in the
form of cryptocurrency without needing a centralized trusted party, e.g. a bank, to keep a record of
transactions. Now, many people across the world are trying to find the next killer-app. Since 2015 this
has become significantly easier, as Ethereum launched a platform for anyone to create their
decentralized applications (DApps) by publishing a piece of code on their blockchain (Buterin, 2014).

1.3 Problem statement

Verifying degrees is an important process to combat fraud, and build trust in the applicant. Yet, the
verification of degrees has not kept up with the advancements in technology, and is often a cumbersome
manual process. Consequently, many organisations skip the verification, and trust the applicant on their
word, creating a breeding ground for fraud.




It should be trivial for any organisation to verify the claimed degree of an applicant. As long as it is not
trivial to do so, there are inefficiencies in the job-, and higher educational-application process. Below,
some of the main problems in these cases are highlighted.

First, from the perspective of the company offering a job. Companies often receive more applications
than there are job offerings available. Sifting through all these applications is a tedious process. In some
of the supplied documents for the applications there might be omissions, exaggerations or even flat out
lies. Doing a simple degree verification upfront makes sure that no unnecessary time is wasted on
applicants who do not meet the correct educational requirement.

Universities have a similar problem. The admission offices of universities get flooded with applications.
In popular migration countries like Canada, the United States of America, and the Netherlands, people
are abusing university applications in order to falsely receive a student visa (Merola, 2016; Pinxteren,
2004). The task of the admission office is to filter the legitimate students from the unqualified and frauds.
Fast verification of the degrees could greatly improve the efficiency and thoroughness of this process.

It is also to the best interest of alumni, degree holders, to support fast verification of degrees. This
inefficiency in the job application process causes longer waiting times for the applicants. Besides, the
requirement of a physical copy of the degree is redundant in this digital age. So, a solution towards
automatic verification will be beneficial for the issuer, holder and verifier of the degree.

The main hindrance towards automatic verification is the absence of an electronical equivalent of an
educational degree. The transformation from a paper degree to an electronic one might seem
straightforward. However, transferring the authenticity features of a degree, i.e. a signature, is difficult
to do without opening up the possibility to create fake degrees.

Some efforts have been made to create a solution for this problem using blockchain technology. Several
projects created tools to notarize the proof of credentials like an academic degree on the Bitcoin
blockchain (Benjamin Boeser, 2017; Blockcerts, 2018a; Manuel Araoz, 2018; UNIC, 2017). However,
these systems do not abide all the user needs for all stakeholders in this case.

At the moment of writing this research there aren’t any widely adopted projects that use Ethereum or
another smart contract platform to tackle the aforementioned problems. In this research these
technologies are studied, and used to design a decentralized degree issuance and verification system.

1.4 Research questions

The current solutions for decentralized digital degree issuance and verification do not provide an answer
to all the problems they were set to solve. This research aims to create a workable standard for all
stakeholders to trustworthily issue and verify electronical degrees for higher education.

The main research question is:

How can we design a decentralised degree issue & verification method in order to combat fraud and
increase efficiency in the job application process, for both the employee and employer?

To reach the goal of this design study the following research questions, and sub-questions, have been
drawn up:

1. What are the benefits and limitations of current verification methods as a universal solution to digital
verifiable degrees?
a. Why are digital verifiable degrees needed in the job application process?
b. What is the current method to verify educational degrees?

c. What are current methods to create verifiable certificates for MOOC’s, workshops, and job
experience?




d. Why are the current methods not sufficient?

2. What are the benefits and limitations of blockchain and smart contract technology as a method for
verifiable degrees?

a. What is the state of the art of blockchain technology?
b. What is the state of the art of smart contract technology?

c. What are the characteristics of these technologies that make it a contender for solving the
problems identified?

3. How can the current efforts be improved with smart contract technology to a functioning electronic
degree verification method?

a. What are the current efforts of degree issuance on blockchain technology?
b. Why are these methods lacking as a functional verifiable degree?

4. How is the design of the degree publication and verification method structured in order to fulfil the
identified user needs?

a. How does the method satisfy the user needs?

b. What are the steps for the degree issuing, attesting and verification processes?
5. Is the created method a valid solution to the identified problems?

a. What are the possible attack vectors, and how can they be mitigated?

b. Is the method valuable in other document verification areas?

c. Isthere an alternative design without blockchain?
The scope of this research focusses on Dutch higher educational degrees, and their verification methods.
However, as this is a world-wide problem, it is applicable for the entire higher educational industry.
Although the data is gathered in the Netherlands, and the validation is done with mostly Dutch

stakeholders, the issuing and verification processes are similar in the rest of the world. In the validation
chapter it is discussed how well the design can be used in similar problem areas in other contexts.

1.5 Research method
“If I have seen further than others, it is by standing upon the shoulders of giants.”, Sir Isaac Newton.

Before answering the research questions, we first discuss the method used to find answers to the research
guestions. The purpose of design science research is to find innovative, technology-based, solutions for
relevant business problems. Hevner et. al. popularised design science research methodology for
information systems (Hevner, March, Park, Ram, & Ram, 2004). Their essay introduced an information
systems research framework, which has been adjusted to a three cycle view (Hevner, 2007). In Figure 1
this three cycle view is applied to this research. As the main research question is a design question, this
widely accepted research method is a natural fit.

Environment Design Science Research Knowledge Base

For: Desi.gning * In use verification
decentralized degree methods
publication and * Blockchain and

. : N verification method
Employer’s HR g8 F RS cycle Rigour cycle

* Higher educational

institutes
smart contract

technology
* Decentralized

To solve: : . credential
Evaluate design with verification

environment and methods
knowledge base

departments - User stories - Grounding

* Verification of the
validity of degrees

Figure 1: Application of the design science research in information systems to this thesis. (Hevner, 2007)




These three cycles describe the various research processes that form together a qualitative design science
research study. The relevance cycle is carried out in chapters 2, in which the most important user stories
are obtained, and 6 where the design is validated. The results of the design cycle are discussed in chapter
5. In chapters 3 and 4 the research is grounded to the current relevant knowledge base.

This design science model has been applied in this research to form the following research model shown
in Figure 2. This research is performed by first acquiring knowledge through desk research. This
consisted of (1) reading through the latest material on blockchain technology, smart contracts, and
decentralized verification of credentials (2) studying the case, interviewing universities about the current
verification processes. Then the current understanding was combined into a design.

This design is then validated with experts, where the design is presented, and feedback noted. With the
useful feedback under the sleeve, open questions were researched, and used for a new iteration of the
design. After a few iterations, the design for the verificfation method started to form, and validation
interviews were held.

Acquire knowledge

' l

Desk research: Desk research:
background on the case technical background

| |
l

Create design iteration

Iy

Design needs work

L

Present to expert

Validate with l
other stakeholder

Design is sufficient

Document design

Figure 2: Research model

The feedback from all those final sources has led to the here presented design. These interviews are
carried out by first asking some general questions, then presenting the method, and finally requesting
feedback. The full transcript of the interview with Nick Johnson is provided in appendix A. The most
important remarks by the other experts can be found in the validation chapter.

1.5.1 Risks of the research methodology

Creating a system for something as universal as academic degree verification is not something that can
be done left alone. Therefore, this research has presented the final design to many experts, with at least
one from each relevant stakeholder, within the limited timeframe. However, there are still a few risks
that have to be taken into account with this research methodology.




- Most of the experts have an interest in blockchain technology. Therefore these interviews were
all quite positive on the developed method. If multiple traditional institutions without
blockchain experience would get together and find a solution to the problem, they might end up
with a different design.

- During the interviews, the method was always presented in slide format, with a short live demo.
However, the interviewees did not get the opportunity to use the method themselves to issue
degrees. Therefore, this research does not make strong claims on the end-user usability of the
method.

While these risks might have influenced the result of the study, the resulting design is still validated to
be a proper system for degree publication and verification. In order to reach universal acceptability of
the method, this research has focussed on combining existing worldwide standards.




2 Background on the case

In this section the problem domain is delved into. The respective domain is the degree verification
process for job applications and master’s degree applications. Furthermore, the generalised problem that
this case belongs to is discussed. The goal of this part is to answer the first research question:

1. What are the benefits and limitations of current verification methods as a universal solution to
digital verifiable degrees?

In order to find an answer to this research question, the following sub questions are explored:
a. Why are digital verifiable degrees needed in the job application process?
b. What is the current method to verify educational degrees?

c. What are current methods to create verifiable certificates for MOOC’s, workshops, and job
experience?

d. Why are the current methods not sufficient?

This chapter first delves into the job application process to further explain the motivation for easing the
verification process of educational degrees.

2.1 Job application process

The job application process is an established process throughout the world. For vacancies with strong
prerequisites, most firms follow similar steps in this process. In this section a typical job application
process is illustrated, and the reasoning for the steps is explained.

In a typical job application process the recruiting company filters candidates through either two or three
steps. First the candidates are shortlisted based on essential criteria. For most, especially complex,
vacancies, a higher educational degree is part of the minimum qualifications (Cook, 2016).

The best candidates are then invited for an interview, and/or assessment. Optionally the recruiting
company performs a background check on the remaining candidates. In a background check the
company can verify the achieved degrees, contact references, and request a statement of conduct.

The complexity of higher educational jobs is increasing, and so the task of recruiting, and selecting will
also become more complex (Rumsey, Walker, & Harris, 2013). While the complexity of the job
application process may increase, the underlying selecting factor remains the same. Companies often
claim to search for the most fitting employee. However, the main selecting factor is the trust factor
(Interaction Associates and Human Capital Institute, 2013). The job application process has evolved
into the current process for the sole purpose of building trust as quickly as possible. Each step in the
process is devised to gain trust in the capabilities of the potential new employee. The recruiting company
wants high confidence that an applicant will be able to perform the assigned tasks. In figure 2.1 the
typical application process has been visualised.
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2.1.1 Background check

Essentially a background check is a verification of the claims made by the applicant. Some companies
are satisfied with the level of trust that an interview offers, and therefore do not perform background
checks. Companies perform background checks to elevate the level of trust to the maximum reachable
before hire. Reasons for a background check in practice:

The company itself wants a higher level of trust in the potential new employee.

Clients of the company require that its employees have certain verified degrees.

Government regulation requires certain verification of a background. In the Netherlands there
are over 100 regulated job titles (Directive 2005/36/EC, 2005)

2.1.2 Motivation

Degree verification is an important part of the background check process. A degree is often part of the
minimum qualifications for a job, so verifying the applicant is truthful in their claimed degree is essential
in building trust between the employer and potential employee.

As can be seen in the state diagram, Figure 3, the background check and therefore the verification of
educational degrees is now done in a late stage of the job application process. The methods for
verification will be covered in the next section. However, without knowing the cost and difficulty of
these methods, enabling employers to do the verification earlier in the process will increase efficiency
by detecting fraud early in the process.

As such, given that valid educational degrees are a deciding factor in the job application process, and
time spent on job applicants with invalid educational degrees is a waste of time, making it trivial to
verify a degree early in the job application process will increase the overall efficiency

2.2 Methods for educational achievement verification

In this part the current methods to verify the validity of educational achievement are discussed. A
distinction is made between formally regulated educational degrees and informal unregulated
educational achievement. The former are issued by higher educational institutes for the completion of a
diploma granting study, while the latter can be issued by any institution for the completion of any form
of education.

To understand the methods for educational achievement verification, we must consider the current issue
process of degrees. A simplified model of this process is shown in Figure 4. As the degrees are issued
to the alumni, they are not only stored locally at the higher educational institutes, but also in a central
database hosted by the Dutch ministry for education (DUO).
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Figure 4: Current degree issue process in the Netherlands

2.3 Formal educational achievement verification

In formal higher education the degree is traditionally handed out in paper form. Although this is often a
pleasantly formatted paper, the proof of validity is given merely by a pen signature and/or issuer stamp.
Consequently, the person requiring verification of the degree has to trust the holder of the degree that
the document was not forged.

With the advancements and availability of illustrator software, forging a degree is easier than ever
(Rowley, 2012). Simply trusting the piece of paper, or a digital scan, is not good enough as verification
of a degree.

Currently there are two options for verification:

1. Verify the degree(s) directly with the institution(s)
2. Verify the degree(s) indirectly via a central trusted authority/authorities

2.3.1 Verify directly

The employer, or other entity aiming to verify a degree, can do so by directly contacting the source of
the issued degree. In the Netherlands a mere handful higher educational institutes explicitly state on
their websites to provide verification for potential employers.

Universiteit Leiden, Saxion, Universiteit Utrecht (UU), and the Erasmus University Rotterdam (EUR)
are as of these writings the only ones to openly state to have a process in place for degree verification
(EUR, 2016b; Saxion, 2017; Universiteit Leiden, 2017; Universiteit Utrecht, 2017). All offer manual
verification, which means an administrative officer of the higher educational institute will personally
verify the requested degree with their personal systems. The UU and EUR both pass on the cost of labour
for this process to the entities requesting verification by requiring a payment of 25 euros. The other
institutes perform the manual degree verification for free.

The rest of the higher educational institutes do not explicitly offer degree verification. This does not
imply they do not receive requests for verification nor that they ignore the requests. A telephonic survey
conducted for this research with employees from the administrative offices of some of the higher
educational institutes in the Netherlands yielded the results in Table 1.
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Academic institute Estimated Unique remark
verification
requests per month

60 Yearly, around two of these requests return
an invalid degree
45 Despite the required payment of 25 euros,
Rotterdam and offering a free direct alternative
20 Only one in five requests come from a
Dutch entity.

Maastricht Universit 60 1% of the requests return an invalid degree

Saxion Deventer & Enschede 15 Most requests come from foreign head-
hunters

Universiteit Leiden 40 Requests are quite evenly spread across
studies

Vrije Universiteit 60 About ten minutes spent per request
Amsterdam
Table 1: Survey about degree verification with various academic institutes in the Netherlands.

Although the data is limited a safe conclusion is that universities in the Netherlands receive 1-2
verification requests per day. The institutions who do not openly state their verification method receive
a similar amount of verification request as the institutes that do.

The survey participants estimated that the time spent per request by the higher educational institute
ranges from a few minutes to about a quarter of an hour. However, the time from request until response
through the manual verification method can take anywhere from a few hours to several days depending
on the other priorities of the administration offices.

2.3.2  Online registry

The EUR is the only higher educational institute in the Netherlands that offers a direct online verification
option (EUR, 2016a). All the students of the EUR were asked during (re)-enrolment to be entered into
the diploma register. Anyone can query the registry with just a few personal details about an alumnus
from the university to find their degree(s), see Figure 5.
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Search Alumni Exam Register -
since 1990

Welcome at the Erasmus University Rotterdam official degree programme exam register

You can check which certificates our alumni have obtained for official degree programmes. In order to
protect the privacy of our alumni you need to fill in some personal data to correctly identify the alumnus.
Fields that are marked * are required

Search by name, date of birth and gender | v

Surname (without prefix) *

Initials *
Date of birth (Format dd-mm-yyyy)* v 6 - v -
Gender * J Male O Female

Search Reset

Figure 5: Diploma registry from the Erasmus University Rotterdam (EUR, 2016).

The registry provides a direct response. Interestingly, some employers still use the paid manual service
at the EUR. The paid manual service does not supply extra information to the employer. According to
the responsible department at the EUR, there are about 50-60 page views to the diploma registry page
per day. It is unknown how many registry queries are done per day.

2.3.3  Verify indirectly with central authority

Verifying the claim indirectly via a central trusted authority is the other possibility. The Dutch ministry
for education has a central database that stores the educational records for all students since 1996, and
has been in operation since 2012 (DUO, 2012). The motivation for this register is to combat fraud, by
having one central place to verify any Dutch diploma(Delta, 2011).

The data in this database can only be directly accessed by the data owners, so the students that obtained
a degree. The degrees are stored as a pdf, and are digitally signed by DUO. The person doing the
verification can then compare the digital signature on the pdf with signatures supplied by DUO to be
sure of the validity of the document (DUO, 2017).

DUO also offers an integration service for employers and other degree verifiers. This integration
automates the service, while still requiring the consent of the alumni. The cost for this service is 12 euros
per request (DUO, 2017b). Although this can be a helpful service to companies who hire a lot of Dutch
students, this method is not an adequate solution as is further explained in paragraph 3.1.4.

2.4 Informal educational achievement verification

In the previous paragraph the current verification methods of formal degrees have been explained. In
this section some verification methods of the less formal forms of education are showcased, in order to
get a broader view of the current situation.

2.4.1 MOOC certificate verification
Education is not a monopoly by the higher educational institutes anymore. Massive Online Open
Courses have become a very popular way to share and obtain knowledge. These courses have
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professionalized recently in the sense that for some of the courses even college credit can be obtained
as recognition for your achievement (figure 2.4).

Credentials  College Credit  Degrees

Coursera v v v
EdX v v X
Futurelearn v v v
Udacity v X v
Kadenze v X

Figure 6: MOOC providers and their credential, credit and degree possibilities (Class Central, 2016).

The business model of these MOOC providers is quite similar. Most content is free to use, but to receive
a certificate a payment is required (Coursera, 2017; edX, 2017; FutureLearn, 2017; Kadenze, 2017,
Thrun, 2014).

These certificates can be used across the web, and can often also be showcased on professional social
networking sites like LinkedIn. The verification of these can be done by using the unique identifier of
the certificate and following it to the MOOC provider. This entails that the ultimate trust for the validity
of these certificates is dependent on the administration of the MOOC website.

2.4.2 Open Badges

In 2011 The Mozilla Foundation created the Open Badges standard. This standard introduced a method
to digitally recognise achievement outside formal educational institutions. These badges motivate the
student by allowing them to showcase their learning experiences (Goligoski, 2012).

Mozilla has handed over the rights to govern the standard to IMS global, whose goal it is to enable better
digital credentialing. IMS has noticed a trend in educational models that focus on the result of the
educational process in the form of digital credentials (IMS GLOBAL, 2017a).

The Open Badges standard allows anyone to issue credentials. These are issued in the form of a digital
badge with a JSON linked data (JSON-LD) structure in the metadata of the image. The open standard
enables the receiver to hold all of their badges in a single place, referred to as the badge wallet. These
can then be displayed in a CV like manner.

There are two standard supported methods for verification: hosted verification and signed verification.
The issuer decides the method by supporting the right format in the JSON-LD. The hosted verification
is similar to the verification of the MOOC certificates. A URI points to the issuer hosted website that
contains the same certificate.

A certificate with the signed verification method contains a digital signature of the certificate. This
digital signature ensures the integrity of the certificate if the key is a valid key from the issuer. The issuer
will need to host their valid keys so verifiers can compare them to the ones in the signature (IMS
GLOBAL, 2017h).
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The introduction of this standard for issuing verifiable credentials is a leap forward from the traditional
methods as explained in 2.3. However, the standard is not used for the publication and verification of
formal degrees. The current verification method in this standard relies heavily on the original issuer’s
availability. This standard does provide a great starting point, but will need to be made more future
proof. In chapter four we discuss how this standard is enhanced with this requirement in mind.

2.5 Generalised use case: Verifiable claims

The necessity of verifying documents is not exclusive to degrees in the context of a job/study
application. There are many sectors where a verifiable credential from a person or organisation is
required. These can be generalised as verifiable claims. In this section some examples of these claims
are discussed, their user needs, and the application of this generalisation to the problem scope of this
research.

All over the world companies are digitally transforming their businesses, and business models. Even
though predictions for a completely paperless society still need to come true, every day fewer businesses
are dependent on paper or face to face agreements (Dykstra et al., 2009). Making a digital agreement
with another person across the world is easier than ever. However, current widespread techniques have
drawbacks like the ability to fake one’s online identity, and ease of creating false agreements. This
makes it difficult to attain the same level of trust as one would in real life.

Therefore, making digitally verifiable claims to each other helps in building a trustworthy agreement
and thereby relationship. The W3C credentials community acknowledged this need, and is actively
developing requirements for a standard in verifiable claims (Andrieu, Lee, & Otto, 2017). This group
defines a verifiable claim as:

“A verifiable claim is a qualification, achievement, quality, or piece of information about an
entity's background.” ~W3C credentials community

The uses for these claims are broad. For example most of the interaction with a bank or mortgage
provider requires verifiable claims. These industries are highly regulated regarding know your customer,
and anti-money laundering laws. Customers should be able to provide verifiable proof of origin of their
money. Doing these claims in a machine-readable verifiable way increases the efficiency and ease of
compliance in this sector.

Many more uses are identified by the credentials community on a few focus domains. These are
summarized in Figure 7.
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Verifiable Claims

User Needs
Finance
= 1 Reuse Know F.5 New Bank E.1 Digial E.4 Online
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Legal
Identity
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Figure 7: Verifiable claims uses in a few key domains (Andrieu et al., 2017).

In the provided definition, there is no mention of a necessity for the claims to be done online. For the
application to a university, a prospective student will need to send a high school degree. The degree is
verifiable by contacting the respective high school. However, in practice this is rarely done as it is a time
intensive task. The purpose of the creation of a verifiable claims standard is to make claims machine-

readable. So the verification of the claim becomes a trivial task.

4. Store
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Claim
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Figure 8: User tasks for verifiable claims (Andrieu et al., 2017).
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The verifiable claims working group have also identified the user tasks in the context of verifiable
claims, see Figure 8. The four roles in the verification process are the issuer, holder, subject, and
inspector. Their role and user tasks are further summarized in this section. Note that in the perspective
of the W3C credentials community the needs are stated as an ideal situation. Some needs are in reality
carried out by a different role.

Issuer: Any entity can become an issuer by issuing a claim to a particular holder.
Needs:

e 1: Issue Claim: The entity must be able to issue a claim to a holder. The claim is a statement
about themselves that can be inherently trusted.

e 7: Revoke Claim: The issuer must be able to revoke claims made earlier. The holder of the
claim should not be able to pass verification when asserting parts of the revoked claim.

e 8: Amend Claim: The issuer must be able to amend previous made claims. Some particular
claims might need a yearly update that should be stored with the original claim.

Holder/subject: Any entity can become a holder by receiving a claim from an issuer. The subject is
the entity that the claim is about, often the same entity as the holder. However, in some scenarios, for
example a parent receiving claims about vaccinations for their kids, the holder and subject are different
entities. The needs do not differ between the two entities.

Needs:

e 2: Assert claim: The holder must be able to hand over a claim to an inspector for them to verify
it. The holder must be able to choose to share parts of the claim, if not the entire claim is
required.

e 4: Store claim: The claim must be storable by the holder in a fitting repository.

e 5: Retrieve claim: The claim must be retrievable from storage by the holder to send it to the
inspector.

e 6: Move claim: The holder is responsible for the storage location, and must be able to move
their claim to another repository if requested. Factors for relocation can for example be
employer requirements, privacy concerns, and accessibility.

Inspector: Any entity that requires a verifiable claim from any other entity.
Needs:

e 3: Verify claim: The inspector must be able to verify the claim with the issuer. This can only
be done with claims received by the holder.

2.6 Application to the case

The user needs as described by the W3 Credentials Community for verifiable claims, provide a basis
for the requirements for a degree issuing and verification method. Here we look closer at these needs
and define user stories according to a standard template. These stories are combined with the stories
that arise from the technical background, and are implemented in the design chapter. For each user
need, the stories are formed below according to the “Asa ,Iwantto , Sothat " (Mike Cohn,
2008).

Claim Issuer: Higher educational institute(‘s student administrator)

Epic 1: As a higher educational institute, | want to issue standardized digital degrees to my students,
So that I can get rid of the paper back-up, give students ownership over their data, and reduce the
need for manual verification.
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e User Story (US) 1: As an educational institute ’s student administrator, | want to create and
issue digital degrees from the student administration software, so that I minimize manual work
and mistakes.

o US2: As an educational institute’s student administrator, I want to revoke earlier published
digital degrees, so that | can mitigate fraud like plagiarism.

o US3: As an educational institute’s student administrator, I want to amend earlier published
digital degrees, so that | can include missed credentials in an issued degree.

Claim Holder/Subject: Alumnus

Epic 2: As an alumnus, | want to have full control over my degree data, so that I can have my
credentials verified without endorsement of my former educational institute.

e US4: As an alumnus, | want to be able to assert any subset of my degree data, so that | can
choose what to share about myself.

e US5: As an alumnus, | want to choose where to store my degree data, so that | can have full
control over my degree data.

o US6: As an alumnus, | want to be able to retrieve or move the degree data at any time, so that
I don’t lose the data.

Claim inspector: e.g. Employer

Epic 3: As an employer, | want to quickly verify the employee’s asserted digital degree, so that | can
verify the credentials earlier in the job application and know it isn’t fraudulent.

e US7: As an employer, | want to be able to accept digital degree assertions, so that | can verify
these with less manual work.

e US8: As an employer, | want to instantly verify that the asserted digital degree belongs to the
employee, so that | know the employee gave his own credential.

e US9: As an employer, | want to instantly verify that the asserted digital degree has not been
altered or otherwise tampered with, so that | know | verified the original document.

e US10: As an employer, | want to instantly verify that the asserted digital degree was originally
issued by the stated educational institute, so that | know which institute the degree is from.

The verification stories for the inspector have been split up into three, as these are individual
distinguishable steps in the verification process. However, all these steps need to return the correct
result before the inspector should regard the degree as verified.

The stories of the inspector are written from the employer persona. However, these same stories apply
to other inspectors. In a validation interview of these user stories, a higher educational institute
commented that the institutes themselves inspect a lot of degrees for the acceptance of Master’s
students. Therefore, the design takes into account that any party can perform the verification.

In Table 2 the user stories are mapped to the current available methods for verification. Both current
methods for formal degree verification do not suffice all user stories, so improvements should be made
to overcome this gap. The current verification methods focus on the higher educational institutions,
instead of on the actual owner of the data, the alumnus. The design should be beneficial for all
stakeholders and should fulfil all the user stories.

Direct verification (at institutions) Indirect verification (at DUO)
Implemented Implemented
Implemented Implemented
Implemented Implemented
Not implemented Not implemented
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us5 Not implemented Not implemented
US6 Not implemented Not implemented
USs7 Not implemented Not implemented
Us8 Implemented by some institutions Implemented
uUs9 Implemented by some institutions Implemented

US10 Implemented by some institutions Not Implemented
Table 2: Mapping the user stories to the current degree verification methods

2.7 Conclusion

In this chapter we have motivated the research by showing there is an active problem in the
inefficiency in the degree verification and therefore need for a universal digital standard. Moreover,
we explored the generalized applicability of such a standard, and distilled some functional user stories
from the user needs for verifiable claims. We have concluded that both currently available methods to
perform degree verification do not satisfy these user stories. Thus, we continue with studying
alternatives.
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3 Technological background: Blockchain & smart contracts

This chapter covers the technological background for the creation of a digitally verifiable degree on a
public blockchain. Both the state of the art of blockchain and smart contract technology are delved into.
The overhanging research question for this part is:

What are