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Summary

This thesis follows a literature study that was aimed at uncovering methods of mea-

suring the level of Information Security within organizations, described in this thesis

as Information Security Assessment Methodologies, or ISAMs for short. One of the

main conclusions of the literature study was that only two of the 10 ISAMs identi-

fied were validated in practice. The literature concluded that there was to date no

framework for validating ISAMs. This thesis aims to fill that gap.

In this thesis, a framework is presented that can be used to measure the degree

to which an ISAM adheres to current standards. The framework generates a sta-

tistical overview of the ISAM, and can serve as a basis for improving the quality of

ISAMs. The use of the framework is demonstrated by analyzing an ISAM called the

State of Security assessment.

The framework developed in this thesis is called OSSUM, the Overarching Se-

curity Standard Unification Methodology.
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Chapter 1

Introduction

1.1 Motivation

Information Security is rapidly becoming more important for organizations, pushed

by forces like the increasingly complex IT landscape, a maturing cybercrime industry,

an increasing focus on the importance of privacy by the public, regulatory pressure

from governments, and an increased reliance of organizations on IT in their primary

process. For this reason, being able to measure the level of Information Security

within organizations is also becoming increasingly relevant.

While there are several industry standards that organizations can use in order

to increase their level of Information Security, and get certified, fully implementing

these Information Security standards may not be feasible for many organizations,

for reasons like a shortage of budget. Yet other organizations do not feel the need to

invest heavily in Information Security, because they feel that it is hard to justify such

investments without a demonstrable return on investment.

For organizations that do not want to have a full auditing and accreditation pro-

cess, and do not need to become accredited, it may be more beneficial to perform

a measurement of the level of Information Security, or have this measurement per-

formed by an expert organization. Such audits are usually less invasive and costly

than a full implementation, and the insights of such a measurement can lead to

tangible benefits at a reduced cost.

In an earlier literature study, several methodologies have been identified that can

be used in order to determine the level of Information Security within an organiza-

tion, which are collectively called Information Security Assessment Methodologys

(ISAMs) in this thesis. One of the conclusions of the literature study, however, was

that there was a clear need for a method of validating such methodologies, because

most of the ISAMs discovered in literature were not validated in practice.

This thesis aims to fill this gap in literature by producing two results. First, a

database is created containing all of the controls from a set of Information Security

1



CHAPTER 1. INTRODUCTION 2

standards, selected based on an earlier literature study. These controls are also

categorized, which facilitates analysis of Information Security Assessment Method-

ologies. Second, a framework is created to apply the database in order to validate

Information Security Assessment Methodologies.

By using this framework, the Overarching Security Standard Unification Methodology

(OSSUM) framework, researchers will be able to demonstrate with a higher degree

of confidence that the ISAMs they developed measures relevant Information Secu-

rity standards. The suitability of the OSSUM framework is demonstrated by applying

it to an ISAM used by the organization at which the author is performing his gradua-

tion.

1.2 Research questions

This section introduces the research questions of this thesis.

The main research question is as follows:

What constitutes a framework for validating methodologies designed to

assess the level of (aspects of) information security within organizations?

This is supported by the following subquestions:

1. Which standards, guidelines and other relevant materials should be covered

by an Information Security Assessment Methodology?

1.1. In which ways can the controls found in these standards be categorized?

2. How can Information Security Assessment Methodologies be validated accord-

ing to relevant Information Security standards?

1.3 Thesis structure

The rest of this thesis is structured as follows. In chapter 2, some background is

given that is needed for understanding the rest of this thesis. Among other things,

this chapter explains the various Information Security standards that were found,

and explains what an ISAM is. Chapter 3 outlines the methodologies used both

in the earlier literature study, as well as in this thesis. The process by which the

OSSUM framework was developed is detailed in chapter 4. Chapter 5 describes a

case study that was performed using the OSSUM framework in order to demonstrate

the feasibility of the framework. Finally, chapter 6 closes off this thesis, answering

the research questions, providing a discussion about the results of this thesis as well

as the limitations, and outlining potential future work based on this thesis.



Chapter 2

Background

This chapter will provide background information on information security, as wellas

leading Information Security standards.

2.1 Introduction to Information Security

Here, a definition will be given of Information Security. An overview of relevant Infor-

mation Security standards will be given in 2.2, and a small introduction into relevant

laws and regulations is given in subsection 2.2.6. Additionally, the area of Informa-

tion Security is compared and contrasted with several similar but different areas.

Definition of Information Security

Information Security is a broad area that encompasses everything that has to do

with protecting information within an organization. It is defined by the International

Organization for Standardization (ISO) as:

Preservation of confidentiality, integrity and availability of information.

Note: In addition, other properties, such as authenticity, accountability,

non-repudiation and reliability can also be involved [35].

The generally accepted main components of Information Security are confiden-

tiality, integrity and availability (sometimes also called the CIA Triad [60]), shown in

2.1. The interrelation between these terms is best described by the definition of

Information Security by ISACA (previously known as the Information Systems Audit

and Control Association) [27]:

[Information Security] ensures that within the enterprise, information is

protected against disclosure to unauthorized users (confidentiality ), im-

proper modification (integrity ), and nonaccess when required (availabil-

ity )

3
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Figure 2.1: The CIA triad [74]

These elements are widely accepted throughout literature as core elements of

information security, and virtually every definition of information security mentions

at least these elements. Some extensions to this triad exist, such as the Parkerian

Hexad [58], which extends the CIA triad with possession/control (of information),

authenticity (which refers to the veracity of the claim of authorship), and utility (which

refers to the usefulness of data in its current form).

The Organisation for Economic Co-operation and Development (OECD) instead

developed nine generally accepted principles for the security of information systems

and networks, which they recommend to any entity involved with an information

system or network. These are awareness, responsibility, response (timely and co-

operative response to threats and vulnerabilities), ethics (respect for legitimate inter-

ests), democracy (respect for democratic values), risk assessment, security design

and implementation, security management, and reassessment [57].

A large number of laws, regulations, standards, checklists, guides, frameworks,

tools and models exist in order to help or force organizations to achieve a satisfactory

level of Information Security - so much so, in fact, that the sheer volume of material

available, paradoxically, makes it hard to have an up-to-date understanding of the

state-of-the-art. To paraphrase the Center for Internet Security [12]:



CHAPTER 2. BACKGROUND 5

Ironically, as defenders we have access to an extraordinary array of secu-

rity tools and technology, security standards, training and classes, certifi-

cations, vulnerability databases, guidance, best practices, catalogs of se-

curity controls, and countless security checklists, benchmarks, and rec-

ommendations. (...) But all of this technology, information, and oversight

has become a veritable ”Fog of More.”

Information Security is a fast-changing field, because of the rapidly changing

nature of information technology, the new threats that arise as a result of those

changes, and the organizational implications that some changes have. Some exam-

ples of new threats as a result of technological innovation are cloud malware as the

result of cloud computing [37], information loss due to company laptops being taken

off-premises [44], hackers gaining relatively easy access to devices used for Inter-

net of Things applications [75], and adversaries having relatively easy anonymous

access to cybercriminals through cryptocurrencies like Bitcoin [47].

2.2 Information security standards

Arguably the most well-established sources for Information Security are national and

international standards on the topic [39]. As such, in this section, an short overview

will be given of the relevant standards on the topic, their scope, and their history.

The definition of standard used in this section is [S]omething established by au-

thority, custom, or general consent as a model or example [49]. Alongside self-

described norms and standards, this also includes generally accepted best prac-

tices, checklists and other materials. The standards differ from each other in, among

others, the scope of what they address (some address Information Security over the

entire spectrum, whereas others specifically focus on cybersecurity), the method

by which these standards aim to affect organizations (e.g. my means of a list of

requirements, checklists, a maturity model, or a prescriptive method), their general

acceptance (how widespread their use is), and their availability (free of charge, avail-

able for a fee, available with a membership subscription, or something else).

A thorough understanding of the relevant frameworks, standards, guidelines,

checklists and other materials, as well as some assurance that all relevant mate-

rials are included, is important in order to ensure that all relevant areas are covered.

However, many of the materials that are widely used in practice are not published

in scientific journals, and therefore might not show up in a conventional literature

search.

A survey of IT and security professionals in the United States reported that 84%

of surveyed organizations use at least one Information Security Framework, with the
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following frameworks being cited most often [17]:

• PCI (47%)
• ISO 27001/27002 (35%)
• CIS Critical Security Controls (32%)
• NIST Framework for Improving Critical Infrastructure Cybersecurity (29%)
• Other (3%)

According to the survey, the materials that were mentioned when participants

filled out Other were the following:

• HIPAA (The Health Insurance Portability and Accountability Act)
• FFIEC (The Federal Financial Institutions Examination Council)
• HITECH (The Health Information Technology for Economic and Clinical Health)
• CIP (Not further specified, but the U.S. Critical Infrastructure Protection is as-

sumed - this is also covered by NIST)
• Internally developed guidelines

For clarity and brevity, the format by which we will refer to standards from here on

out is [Name of publisher or body] [identifier of the specific publication of standard if

applicable]:[year of publication, if relevant - otherwise, the latest version is implied],

for instance ISO 27001:2013.

2.2.1 ISO 27k series

The ISO/IEC 27000 family of standards, also colloquially known as ISO27k, are a

large and growing series of standards developed, published and maintained by a

joint effort of the International Organization of Standardization (ISO) and Interna-

tional Electrotechnical Commission (IEC). ISO 27000:2016 is the standard’s leading

document, and describes of the other standards in the family [35].

Except for the sector-specific ISO 27k standards, all ISO standards are univer-

sally applicable [65], but an operationalization step may need to be made before

applying them, partly due to their one-size-fits-all nature. For instance, when ap-

plying the 114 controls in ISO 27002:2013, the organization needs to select which

controls are applicable to the organization [34], and needs to identify whether any

controls are missing.

ISO 27001:2013 [33] is the most well-known standard of the ISO 27k family

[31], and contains the requirements of an Information Security Management Sys-

tem (ISMS). An ISMS is a high-level management instrument that aims to help or-

ganizations implement a framework for managing the security of information assets

[35].
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ISO 27001:2013 also contains an Annex A, which sets out controls and control

objectives for increasing Information Security on a more operational level. These

are derived from and directly aligned with the controls set out in ISO 27002:2013

[34], which provides implementation guidance for these controls.

Worldwide, there are over 1.6 million organizations that have an ISO 27001 cer-

tification [36].

2.2.2 NIST Special Publication (SP) 800-53 revision 4

The National Institute of Standards and Technologies (NIST) is a non-regulatory

agency within the U.S. department of Commerce [53]. One of its series of publica-

tions is the NIST SP 800 series, which is a series of over 179 publications (of which

20 are labeled as a draft at the moment of writing) [54]. The NIST SP 800 series is

mostly oriented towards technical issues [61], and is very useful when it comes to

the implementation of single controls [42].

Arguably the most important document in the NIST SP 800 series is NIST SP

800-53 (version at time of writing is revision 4 or r4), which provides a catalog of

security and privacy controls, and a process for selecting controls to protect organi-

zations against information security threats [51]. Although the publication is primarily

intended to provide controls for federal information systems and organizations, it is

also suited for use by non-federal organizations.

NIST SP 800-53r4 also briefly touches on the Risk Management Framework,

which is further outlined in NIST SP 800-37 [55]. The core of this Risk Management

Framework consists of a 6-step iterative approach to improving the Information Se-

curity of an information system [51]:

1. Categorize the information system based on a FIPS Publication 199 impact

assessment. This entails categorizing the potential impact of a compromise in

confidentiality, integrity and availability of data, on a scale of low - medium -

high;

2. Select the applicable security control baseline based on the results of the se-

curity categorization and apply tailoring guidance;

3. Implement the security controls and document the design, development, and

implementation details for the controls;

4. Assess the security controls to determine the extent to which the controls are

implemented correctly, operating as intended, and producing the desired out-

come;

5. Authorize information system operation based on a determination of risk; and

6. Monitor the security controls in the information system.
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The controls in the NIST SP 800-53r4 catalog have an indication of a baseline,

which serves as an indicator for which controls to implement. Based on the Cate-

gorize step of the Risk Management Framework, more or less controls should be

considered for implementation.

Finally, while it is possible for US federal organizations to become certified and

accredited based on NIST SP 800-53r4, the NIST SP 800-53r4 does not provide

a mechanism for organizations outside the US Federal government to get certified.

That is, use of the NIST SP 800-53r4 is entirely voluntary for non-governmental

organizations.

2.2.3 CIS Critical Security Controls for Effective Cyber Defense

(SANS CSC)

The Critical Security Controls for Effective Cyber Defense are a publication of the

SANS Institute, a research and education organization focused on information secu-

rity and computer security operating worldwide. It consists of a set of cybersecurity

controls that, when implemented, should reduce an organization’s susceptibility to

most pervasive attacks [63].

The SANS CSC mentions five critical tenets of any effective cyber defense sys-

tem (paraphrased):

1. Offense informs defense: only use controls that stop real-world attacks

2. Prioritization: prioritize controls that provide the greatest risk reduction

3. Metrics: use metrics as a shared language to communicate the effectiveness

of security measures between multiple parties within an organization

4. Continuous diagnostics and mitigation: to measure the effectiveness of current

security measures

5. Automation: automate defenses for reliability and scalability

The controls are based on input and feedback from a large number of informa-

tion security practitioners, and are based on real-world data. Their scope is limited

to system and computer security, and for a large part the controls do not address hu-

man or organizational aspects. Where they do, the focus is also usually on technical

skills.

The controls are grouped in three Families, namely System, Network and Ap-

plication. Each control has a number of clear, actionable sub-controls. Each sub-

control is either marked as Foundational or Advanced, and is worded as a clear,

actionable goal. In addition, each control is accompanied by an explanation as to

why this control is essential, and a paragraph explaining the tools and procedures

needed to implement the control.
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2.2.4 NIST Cybersecurity Framework

The US National Institute of Standards and Technology (NIST) is a non-regulatory

agency of the US Department of Commerce [53]. Among their publications is the

NIST Cybersecurity Framework (CSF), a voluntary framework that was developed

through collaboration between the US Government and the private sector, based on

industry standards and best practices, and aimed at protecting the United States’s

critical infrastructure [52].

The CSF is described as a set of industry standards and best practices to help

organizations manage cybersecurity risks, and consists of three parts: the Frame-

work Core, the Framework Profile, and the Framework Implementation Tiers. The

Core contains a set of activities, and references other national and international In-

formation Security standards where applicable. The Core consists of five functions

(Identify, Protect, Detect, Respond and Recover), divided into 22 functions, which in

turn are divided into 98 subcategories, each of which mentions a set of informative

references. The subcategories provide clearly actionable goals that can be verified,

comparable to the controls in ISO 27001:2013 Annex A [43]. The informative refer-

ences also point to controls mentioned in the SANS CSC, COBIT 5, NIST SP 800-53

revision 4, and ISA 62443-2-1:2009 and ISA 62443-3-3:2013, and can be used to

map these controls to eachother through the high-level categories in the NIST CSF.

It should be noted that, while ISO 27001:2013 contains the explicit requirement

that a management system is in place to safeguard Information Security, no such

mechamism is required in implementing the CSF. It is also not possible to be certi-

fied against the CSF, and it is therefore harder to demonstrate compliance to third

parties, which is one of the strong points of ISO 27001:2013.

2.2.5 Other noteworthy materials

In this section, some other noteworthy materials are mentioned, that may or may

not be useful. These materials are either tangentially related to information security,

cover a subsection of information security, or don’t meet the author’s subjective,

arbitrary notability requirements.

2.2.5.1 Control OBjectives for Information and related Technology (COBIT)

COBIT is a business framework for the governance and management of Enterprise

IT. The most recent version of COBIT, COBIT version 5, was published in 2012, and

is part of the COBIT 5 Product Family, which is shown in figure 2.2.

The COBIT 5 family of products contains, alongside the Framework itself, a set

of Enabler guides, which discuss governance and management in detail, and a set
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Figure 2.2: The COBIT 5 family of products [29]

of Professional guides, along with a collaborative online environment. One of these

Professional guides is COBIT 5 for Information Security, which builds on the COBIT

5 framework in order to assist enterprises in achieving Information Security [30].

Although on the surface COBIT 5 for Information Security looks like a very in-

teresting source, the full document was unfortunately not available for review to the

researcher. Additionally, the process by which it was developed and the interrela-

tionships between COBIT 5 for Information Security and other standards are not

publicly disclosed, and no sources could be found to this effect.

2.2.5.2 ITIL

ITIL, formerly the Information Technology Infrastructure Library, is a best practices

IT service management approach. It supports organizations in aligning IT services

with business needs [3]. The best practices are detailed in five publications, each of

which corresponds to one stage of the ITIL Service Lifecycle. The publications are:

1. ITIL Service Strategy [7]

2. ITIL Service Design [5]

3. ITIL Service Transition [8]

4. ITIL Service Operation [6]

5. ITIL Continual Service Improvement [4]

As ITIL is an IT service management approach, its scope is larger than merely

Information Security. It does address the issue of Information Security as part of

the publication ITIL Service Design [5], in which it bases its approach on the ISO

27001:2005 and ISO 27002:2005 standards, however because ITIL is structured as

a set of best practices rather than a set of formal requirements (like ISO 27001 is),
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it does not offer the same level of assurance. It should also be noted that the ISO

standards that ITIL is based on have since been superseded.

2.2.5.3 (SSE)-CMM

Although focused on software engineering, not on Information Security, the Systems

Engineering Capability Maturity Model (SECMM) is a process-maturity framework

originally developed for software engineering, and is a tool by which organizations

can measure and improve the level of maturity of specific areas within an orga-

nization [67]. The central concept of any maturity model is the idea of maturity,

usually represented on a scale from less to more mature. The SECMM ascribes the

following attributes to immaturity (slightly rewritten to pull away from the software

development language used): reactionary, focused on solving immediate crises,

regularly exceeding budgets because budgets are not based on realistic estimates,

having no objective way to judge product quality or solve product or process prob-

lems. Conversely, it ascribes the following characteristics to maturity: possessing an

organization-wide ability to manage [the process], employing managers that can ac-

curately communicate [the process] to staff and new employees, and work activities

are carried out according to the planned process. Mandated processes are usable

and consistent with how work actually gets done, and get updated when necessary,

supported by pilot tests and cost-benefit analyses. Roles and responsibilities are

clear within a project and across the organization. There is an objective, quantita-

tive basis for judging product quality and analyzing problems with the product and

process.

In short, therefore, maturity contrasts with immaturity in a more formal, struc-

tured, consistent way of achieving more predictable results more efficiently, with an

increased focus on continuous improvement.

The SECMM identifies five maturity levels (six, including level 0), ranging from

least to most mature, defined as such:

0. Not performed

1. Performed Informally

2. Planned and Tracked

3. Well-defined

4. Quantitatively Controlled

5. Continuously Improving

Many other maturity models include maturity levels that are named similarly, and

some omit the level ”0 - Not performed”, in essence merging it with level 1.

Another central notion in the SECMM is the concept of process areas (PAs),

which are defined sets of related systems engineering process characteristics, which,
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when performed collectively, can achieve a defined purpose. They consist of base

practices, which are characteristics that must exist within the organization’s process

for the organization to claim satisfaction of that PA [67]. The SECMM defines 18

such PAs, which together encompass the base practices that are considered essen-

tial to the conduct of basic systems engineering.

The Systems Security Engineering Capability Maturity Model (SSE-CMM), origi-

nally developed by the International Systems Security Engineering Association (IS-

SEA), then published by ISO as ISO 21827:2002 and updated to ISO 21827:2008

[32], is a capability maturity model that is based on the SECMM. The SSE-CMM

focuses on systems security engineering, which aims to ensure security through-

out the systems engineering lifecycle. It has 129 base practices organized into 22

PAs, 11 of which are in the section ”Security Base Practices”, and 11 of which are

in Annex B, ”Project and Organizational Base Practices”, which are adapted from

the SECMM (SECMM PA 8 through 18). Some of the PAs are interrelated - for in-

stance, PA03: Assess Security Risks relies on PA04: Assess Threat, PA05: Assess

Vulnerability, and PA02: Assess Impact.

The basic model consists of a grid, with the Domain Dimensions (Base Prac-

tices) on one dimension, and the Capability Dimensions (Generic Practices) on the

other. Answering all the questions raised by combining the Base Practices with the

Generic Practices (such as Generic Practice 2.1.1 Allocate Resources with Base

Practice 05.02 Identify System Security Vulnerabilities) will provide a good picture

of the security engineering capability of an organization (”Does the organization al-

locate resources towards identifying system security vulnerabilities?”).

Figure 2.3: The SSE-CMM basic model [32]

In order to evaluate the maturity of an organization, the maturity of the organiza-

tion on each PA is judged. A maturity level within a PA can only be achieved if all of

the previous levels have also been achieved, and the organization only achieves a
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certain maturity level if all of the PAs have achieved that level. The reason for this is

that all of the PAs have to have achieved a certain level in order for the organization

to reap the full benefits associated with that maturity level.

While these models are aimed at (security) systems engineering, rather than

Information Security, they have been used in several approaches that aim to im-

prove Information Security. Tse [70], for instance, integrate ISO 9000 and BS 7799

onto the SECMM in order to create a Security Assessment Model for Information

Security Practices. Goldman and Christie [22], meanwhile, combine ISO 17799

and the SSE-CMM in order to created a Metrics Based Security Assessment, a

self-assessment tool for management to determine the level of maturity within an

organization. Goldman and Ahuja [21], finally, integrate COBIT, the Balanced Score

Card and SSE-CMM into an Information Security Management framework focusing

on aligning business, IT and information security.

2.2.5.4 IASME

While 99.8% of all businesses in Europe are Small and Medium-sized Enterprises

(having 249 or less employees [16]), there are very few frameworks, guidelines and

standards that are specifically aimed at SMEs. Most standards are universal or

generic in nature (like the ISO 27001:2013 standard, which can be applied to any

organization), but for resource-constrained SMEs these standards may be too com-

plex to apply effectively [24]. The IASME (Information Assurance for SMEs) stan-

dard [18] was developed in collaboration with the UK Government as a result of

these findings, and is specifically aimed at organizations ”where spare cash is in

short supply” [25]. It is based on ISO 27001, and is supplemented with ”ENISA,

SANS [likely SANS Cyber Security Controls] and COBIT.” The UK Cyber Essentials

information security good practices project is contained within the IASME standard.

Organizations can apply IASME using a self-assessment, which is verified by

a certification body, after which they receive a certificate. Alternatively, organiza-

tions can apply for a certificate which includes a technical audit of their network and

computers.

In applying IASME, the organization first has to establish its risk profile, classi-

fying the organization’s risk profile as ”Low, Intermediate or Complex” based on the

information technology footprint, value of information assets, and perceived motiva-

tion and technological capability of threat agents.

2.2.5.5 ISA 62443 (formerly ISA99)

The ISA/IEC 62443 series of standards (International Society of Automation and

International Electrotechnical Commission, respectively; referred to from here on out
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as ISA 62443 for brevity) is a series of standards designed with the goal of improving

cybersecurity robustness and resilience into Industrial Control System (ICS) [26].

It builds on the ISO 27000 series of standards, which is focused on information

security in organizations.

2.2.6 IS Laws and Regulations AKA legal compliance

In this section, a bird’s eye view of laws and regulations pertaining to information

security will be given. It is necessarily short and incomplete, partially due to time and

resource constraints, the fact that the main author is not a lawyer,and the fact that an

analysis of all laws and regulations falls outside of the scope of this literature study.

Due to the geographic location of the author, this section focuses on European laws

and Dutch laws, but because of the leading role that the U.S. plays in the field of

Information Security, several relevant U.S. laws are mentioned as well.

There are not many laws that are related to information security. In general, the

goal of information security is to protect the confidentiality, integrity and availability

of data to organizations, and a compromise in this area essentially only hurts the

organization itself. The laws that do pertain to information security aim to protect

entities outside of the organization itself, who would be negatively impacted by a

compromise of the CIA of certain data. Specifically, information security laws and

regulations exist for the following areas:

• Protection of the privacy of individuals, specifically when pertaining to sensitive

information
• Protection of classified information

The European General Data Protection Regulation of 2016 (GDPR; European

Parliament and Council [20]. Dutch: Algemene Verordening Gegevensbescherming)

is a law that enables individuals to better protect their rights with regards to their

privacy, designed to be a single set of rules for all EU countries [15]. It applies

to all organizations dealing with data on EU citizens, not just organizations located

in the EU. It requires all organizations to notify the authorities of data breaches

where a breach may ”result in a risk for the rights and freedoms of individuals,” gives

individuals the right to demand confirmation as to whether data concerning them is

being processed, and give the data subject a copy of the data free of charge upon

request. It also gives individuals the right to be forgotten, or the right to have the

data controller remove all data concerning them. Organizations that do not comply

with the GDPR run the risk of incurring heavy penalties, of up to e 20 million or 4%

of annual global turnover, whichever is greater. Organizations had until 25 May 2018

to comply with the General Data Protection Regulation (GDPR), which is the date

on which it came into effect.
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For the Dutch government (both on a national level and a municipality level), the

Voorschrift Informatiebeveiliging Rijksoverheid 2007 (VIR; English: Regulation [on]

Information Security [regarding] Civil Service) prescribes how the Dutch Civil Ser-

vice is to secure information. Rather than a long list of checks and controls, the VIR

simply states that management is to create a set of security requirements based on

a risk assessment, to implement controls based on these security requirements, and

to determine that the set of implemented controls adequately cover the established

security requirements. A complementary set of measures is established to deal with

sensitive information, called the VIRBI 2013 (BI stands for Bijzondere Informatie, or

Special Information in English), which deals with data classification, among other

things. Implementation of actual controls is done in accordance to the Baseline

Informatiebeveiliging Rijksdienst 2012 (English: Baseline [for] Information Security

[regarding] Civil Service), which is based on ISO 27001:2005 and ISO 27002:2005,

and is based on the ”comply or explain” principle, which means that a control needs

to be implemented, or an explanation needs to be given why the control is not im-

plemented.

The U.S. plays a large role in the area of Information Security. Some of the

leading materials on Information Security are created by departments of the U.S.

government. The U.S. National Institute of Standards and Technology (NIST), for in-

stance, publishes the NIST CyberSecurity Framework (CSF) and the NIST Special

Publications 800-series on Computer Security. Three of the main federal cybersecu-

rity regulations are the Health Insurance Portability and Accountability Act (HIPAA)

of 1996, the Gramm-Leach-Bliley Act (GLBA) of 1999, and the Federal Information

Security Management Act (FISMA) of 2002. Among other things, HIPAA aims to

protect the privacy and security of Personally Identifiable Information (PII) related to

health, by forcing organizations to put safeguards in place to protect the confiden-

tiality and integrity of health information.

Another relevant piece of U.S. legislation in the area of Information Security is the

USA PATRIOT Act.This law was passed following the 11 September 2001 terrorist

attacks, in an effort to detect and prosecute terrorism. In combination with other

laws, it gives U.S. law enforcement broad access to documents stored either in the

U.S., or by U.S. organizations [46]. This is a factor that organizations should take

into account when considering the confidentiality of their data.

2.3 ISAMs

As the goal of the framework described in this thesis is to analyze ISAMs, this sec-

tion outlines what ISAMs are, and outlines the ISAMs that were found during the

literature study. This section will conclude with an analysis of their theoretical foun-
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dation, and argue the need for the framework that is developed in this thesis, as a

way to established a more formalized way of validating ISAMs according to relevant

Information Security standards.

2.3.1 What is an Information Security Assessment Methodol-

ogy?

Information Security is not a new idea, and the concept of measuring Information

Security is therefore also not new. This section introduces the term Information Se-

curity Assessment Methodology (ISAM), defined as any framework or methodology

that measures the level of Information Security within an organization, in whole or in

part.

The area of Information Security is an area in which things are sometimes re-

ferred to under different names. Information Security is sometimes referred to as

Cybersecurity or Information Assurance, for instance.

The definition of an ISAM does not apply to tools or methodologies that aim to

just measure the technical side of Information Security (a.k.a. Cybersecurity). An

automated vulnerability scan, for instance, is not an ISAM by itself, although it can

of course be part of an ISAM.

Finally, the word organization in the definition of ISAM is taken can be taken to

mean one business, but it can also be taken to mean for instance a business unit,

an entire supply chain or a government.

2.3.2 Overview of ISAMs

This section gives an overview of ISAMs found in literature, and is taken from the

literature study.

2.3.2.1 History

Research into measuring information security is not new, but has come a long way,

as demonstrated by von Solms et al. [71]. An Information Security Maturity Model

(ISM2) is proposed as a tool to manage information security. The model consists of

a leveled description of 5 security situations in an organization (called Operational

Security Environments, or OSEs). These are called the ideal, prescribed, baseline,

current and survival OSEs. The paper does not clearly define what an OSE is,

but implies that the level of Information Security can be adequately represented

by a single level. Information Security is seen as one-dimensional, and can be

categorized into physical, logical and personnel, which can then be further split up
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into subcategories. The model that they use is very simplistic, and shows that the IT

landscape has become much more complex since. This paper offers some historical

insights, as it says that there are no clear international standards for Information

Security yet. The need for such standards is evident from the lack of depth in the

paper when compared to more modern papers.

Tse [70] give some insight in the state of information security in the year 2004.

They give an overview of the leading information security frameworks of that time.

Contrasted with von Solms et al. [71], there are already some information security

models and frameworks. They also mention BS7799, the precursor to ISO 17799,

which is an international standard. Also in contrast to von Solms et al. [71], the

authors make a mention of the classical confidentiality, integrity and availability (CIA)

triad, though interestingly the authors categorize all models and frameworks using

the CIA triad in one group, which strongly implies that the authors did not yet see the

CIA triad as the core of information security, as it is seen today. They also mention

the Control OBjectives for Information and related Technology (COBIT) framework

version 3 [28], even though it did not yet include a separate extension for Information

Security (which came along in COBIT 5 [29]).

In addition, Tse [70] mention the Capability Maturity Model (CMM) as a frame-

work for creating maturity models, and an extension of the CMM for systems security

engineering, called the SSE-CMM. Tse [70] mention that this is only a consultative

tool that is not clear enough to lead practitioners, and lacks an assessment mech-

anism. In order to remedy this, the authors create a new model by mapping the 10

sections in BS7799 onto the five levels of the Capability Maturity Model, although

they have not validated the model in practice.

One example of a paper that focuses just on the security of IT, rather than In-

formation Security as a whole, is Hallberg et al. [23], who created a framework to

assess system security. Using their approach, first a model of the system is cre-

ated, after which the elements of the system that generate traffic are used to calcu-

late what the authors call the system-dependent security level. An Overall Security

Level (OSL) is calculated. Their definition of IT security is upholding the CIA of

information and services as provided by IT-based information systems with which

the authors clearly indicate their belief that it is the responsibility of IT to uphold

information security.

Chen et al. [14] advocate the use of workflow (”describing how a system performs

its intended functionality”) as a basis for performing cybersecurity analysis. The

method works by incrementally generating more specific flow graphs from higher

level flow graphs by adding information about systems and attackers, and would

lend itself to automating.

Indeed, the field of information security has often been criticized as taking too
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much an IT-centric focus. Even today, organizations often look towards easy tech-

nological solutions to improve their information security, whereas in reality a magic

silver bullet for Information Security is unlikely to exist. Although the security of infor-

mation systems is obviously very important, because of the central role that informa-

tion systems play in how organizations do business, focusing solely on IT overlooks

the role that human and organizational factors play in Information Security.

One of the earliest methods to assess the level of Information Security organization-

wide is found in a series of papers from Johansson and Johnson. Their approach

is unique in that they explicitly recognize that an Information Security assessment

cannot be performed with unlimited resources. They take the most representative

standards in the area of Information Security at that time (ISO/IEC 17799, NIST 800-

26, input from both the authors of the Information Security Forum (ISF) Standard of

Good Practice and the OCTAVE framework, and a panel of experts at the Swedish

Information Processing Society), and standardize the best practices found in those

sources into a database of questions, categorized along the dimensions of time

(planning, operating or controlling), purpose (responsive, detective or preventative)

and scope (technical, organizational or environmental) [40]. These questions are

then scored by a panel of experts on their relative importance in deciding the level of

Information Security in an organization, and the relative amount of effort it takes to

answer these questions [40]. They use this information, along with the principles to

ask important and cheap questions above unimportant and costly questions, to se-

lect a set of questions to elicit the answers from, and calculate a single percentage

score in a bottom-up manner. In this calculation, they also use heuristics to score

the individual credibility of the answers of participants [39].

2.3.2.2 Metrics

The need for a more formalized method of calculating the level of information secu-

rity is also identified by Wang [73], who note that security assessments are usually

experimental and heavily based on the assessors experience, and that where met-

rics exist, they are usually qualitative and subjective.

Goldman and Christie [22] also mention that easy, quick technological fixes were

in the past often used to respond to security issues, often without a lot of thought

being put into their effectiveness. They, too, call for a use for metrics in information

security assessments. In addition, they identify some weaknesses in ISO 17799. For

instance, ISO 17799 is cited as being risk-independent, and this may lead to over-

or under-investing; it does little to measure the effectiveness of investments; and it

does not provide a high-level overview of itself, rather leaving that to the assessor.

To overcome these issues, they map the ISO 17799 standard on the SSE-CMM.
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Unfortunately, even though they mention that they use ISO 17799 and the SSE-

CMM to cover each others weaknesses, they fail to mention any weaknesses in

the SSE-CMM. Additionally, they do not publish the model that they created, nor the

method by which they created it, in much detail, and they do not validate their model.

The idea of mapping a well-known standard onto a maturity model to develop a new

maturity model is sound, and their results would have been very interesting.

Breier and Hudec [10] also call for the use of more metrics in information security,

specifically in the area of risk analysis, because of the subjectivity introduced into

information security assessments by risk analysis who are influenced by their own

knowledge and experience. In order to remedy this, they propose a risk analysis

model based on the ISO27002:2005 control objectives.

While the application of metrics may be hard when it comes to enterprise infor-

mation security, using metrics to improve IT security is very much feasible. Rudolph

and Schwarz [62] observe that various IT security indicators have been proposed

in literature, while few IT security metrics on their own have gained general accep-

tance. They gather and classify published IT security indicators, and organize them

in a classification tree with as its top-level categories Cost (among which, for in-

stance, the cost of a countermeasure), Probability (of an attack), Compliance (of a

system or process, with relevant standards and guidelines), Target Coverage (frac-

tion of security targets that satisfy a given security criterion), and Effectiveness/Rigor

(for indicators that measure the effectiveness of countermeasures against attacks).

2.3.2.3 Maturity

The SSE-CMM proves to be a popular framework for adding the notion of maturity

levels to other information security standards, as Goldman and Ahuja [21] prove by

using it to combine the Business Scorecard [ref] and COBIT [ref] in order to create an

information security management (ISM) framework. They note that it is oftentimes

challenging for organizations to strategically integrate several frameworks, while the

organizations that do successfully create an ISM framework can gain substantial

value and benefits citing several studies that integrate ISO, ITIL and COBIT [ref];

ISO and SSE-CMM for a metrics-based assessment [ref]; and COBIT with ITIL and

ISO 27002 for effective business-IT alignment [ref]. The integration of COBIT, BSC

and SSE-CMM performed by Goldman and Ahuja [21] aims to create a framework

that provides in aligning business, IT, and information security. In order to identify

the strengths and weaknesses in creating an ISM framework, they perform a gap

analysis between COBIT and BSC, although they dont mention how they gathered

their list of problems. In addition, they mention that the model is not validated, and

is just a conceptual model.
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While there was certainly considerable research being done into Information Se-

curity around 2008, Mazhelis and Isom äki [48] point to the fact that this research

was primarily focused on larger enterprises, and there were no adequate frame-

works that were aimed specifically at small and medium enterprises. They make the

observation that the set of frameworks that is in existence can be roughly split up

into two groups: checklists and tailored methods. Checklists assume that organiza-

tions are similar enough that roughly the same set of actions is adequate for most

of them, whereas tailored methods treat each organization as unique. Some frame-

works strive to combine both approaches. Furthermore, they make the observation

that even the smaller frameworks are not usable in small enterprises due to their

wide scope and complexity. In order to remedy this, they adapt the OCTAVE-S ap-

proach, which is aimed at organizations of roughly 100 employees, to organizations

of roughly 50 employees. The method that they used consists of three phases:

1. Asset-based threat analysis.

2. Assessing current situation and complementing existing mitigation activities.

3. Specify concrete to-do items.

They applied this method in an organization of roughly 50 employees and found that

it performed well.

In comparing the most widely used frameworks at the time, Siponen and Willi-

son [65] categorize existing frameworks in three categories: universal (applicable

to every organization), generic (applicable through all organizations, with rare ex-

ceptions where it is not), or company-specific (recognizing that every organization

may have unique requirements). In comparing BS7799 and its derivative ISO/IEC

17799:2000, GASSP/GAISP, and the SSE-CMM, Siponen and Willison [65] observe

that these methods are all either generic or universal. In addition, Siponen and

Willison mention that these frameworks are all validated by authority and practice,

claiming that this is not a sound basis for a standard (although they fail to mention

what a sound basis for validation would look like). They mention that every guideline

should be company-specific, to a degree, because otherwise important company-

specific requirements could fall by the wayside. In addition, they call for the creation

of a library of information security guidelines (comparable in concept to the database

of information security questions as used by Johansson et al. [41]), which outlines

for each area the objectives, principles, cautions, key references and the type of

evidence supporting each, for the use of information security practitioners.

Investments in cloud computing are continuing to grow as companies are in-

creasingly moving towards the cloud. While evidence exists that cloud comput-

ing brings great advantages to those organizations that effectively adopt it, cloud

computing is not without security implications, and these implications have to be
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appropriately addressed by security standards. Ristov et al. [61] argue that ISO

27001:2005 (which has since been superseded with ISO 27001:2013) certification

might not be enough for cloud service providers and cloud customers due to risks

like multi-tenancy virtualization and data outsourcing, and propose an extension to

ISO 27001:2005 for virtualization management.

Taylor [69] argues that current methods of information security assessment are

flawed, because management decisions are often based on heuristics and opti-

mistic perceptions. While not proposing a solution of its own, it does argue that

there are problems with both quantitative methods (which may not include all neces-

sary variables) and qualitative methods (which tend to yield inconsistent results). In

addition, it argues against using metrics like the Annualized Loss Expectancy (ALE),

Expected Loss (EL) and the Security Breach Probability Function (S), because these

metrics all assume that decision makers can calculate the risk of a security incident,

the damage should an incident occur, the countermeasures required to mitigate the

risk, their cost and effectiveness, and/or the levelof vulnerability in an organization.

Additionally, it is hard to quantify intangible damage like loss of reputation.

2.3.2.4 Traceability matrix

In this section, a traceability matrix is given that shows which frameworks and stan-

dards are used in which papers, shown in table 2.1. This table shows the papers

under consideration for this literature review, what the paper aims to produce, and

whether they validated their results, as well as which standards and frameworks the

end product is based on. The acronyms used are: Framework (FW), Management

(MGMT), Information Security (InfoSec), Enterprise Information Security (EIS), Se-

curity (Sec), and Small and Medium Organization (SMO).

It should be noted that BS 7799 and ISO 17799 are both predecessors of the

ISO 27000 series of standards. This explains, in part, why the ISO 27000 standards

are used so little in the papers that were found.

Another striking insight is that only two of the methods found were validated in

practice: Johansson and Johnson [40], who applied the framework by using it at a

large electric utility company to assess the level of Enterprise Information Security,

and Mazhelis and Isomäki [48], who applied their method in a SME research organi-

zation to help plan and assess information security. The OCTAVE method by Alberts

and Dorofee [1] is an exception, in that this method is literally the OCTAVE standard

- this standard has been used in practice extensively, but practical validation is not

part of this paper per se.

Yet something else that stands out is that there are only 4 methods that use

multiple standards, and that there are quite a few methods that use one standard
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only. This points to the need for a methodology to validate ISAMs according to

multiple standards.



Chapter 3

Methodology

This section outlines the methodology of the literature search, as well as the method-

ology used during this study. It also gives a brief introduction of the Design Science

Research Methodology (DSRM) [59], and explains how this paper maps to the dif-

ferent activities identified in the DSRM.

3.1 Literature search

Prior to starting the main phase of the graduation project, a systematic literature

study was conducted. The results of this systematic literature study were used as

inputs to this master thesis.

The main research question of the literature study was:

Research Question 1: What measurement instruments are found in lit-

erature to measure the level of Information Security within organizations,

and which standards are they based on?

Supporting this research question was the following question:

Research Question 2: Which Information Security standards, frameworks

and guidelines are widely used in practice?

In order to answer the first research question, a literature review was conducted

according to the Systematic Literature Review methodology of Okoli and Schabram

[56]. This methodology follows these steps:

1. Purpose of the literature review: Be clear and explicit about the purpose and

intended goals of the literature review.

2. Protocol and training: For collaborative reviews, the reviewers need to agree

on a protocol, and all reviewers need to be trained in this protocol in order to

ensure a consistent process. This step is skipped, because it mostly applies

to collaborative reviews.

24
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3. Searching for the literature: Be explicit, explain and justify how comprehen-

siveness is ensured.

4. Practical screen (a.k.a. screening for inclusion): Be explicit about which stud-

ies are considered further, and which are eliminated without further examina-

tion, as well as the practical reasons for eliminating them.

5. Quality appraisal (a.k.a. screening for exclusion): Be explicit about what the

criteria are for judging which articles are of insufficient quality to be included in

the review synthesis. All articles need to be scored on their quality.

6. Data extraction: Systematically extract the applicable information from each

study.

7. Synthesis of studies (a.k.a. analysis): Combine the facts from the studies

using appropriate techniques (whether qualitative, quantitative, or both).

8. Writing the review: Adhere to standard principles of scientific writing, and

ensure that the results of the review can be independently reproduced.

The purpose of the literature review step was concluded with the drafting of the

research questions. Step 2, protocol and training, was skipped because this mostly

applies to collaborative reviews. Searching for the literature (step 3) was done by

developing and testing a set of keywords, using them to search for literature on sci-

entific literature database Scopus [19], and exporting the results to a spreadsheet

for further processing, yielding 418 results after refining the search terms. Further-

more, a Google Scholar search was conducted in order to ensure that all relevant

literature has been found. After enriching the dataset with the data found in Google

Scholar an initial set of 473 papers was found.

In the Practical screen step (step 4), papers were screened for inclusion. The

inclusion criteria were:

1. The paper is likely to contribute to answering the literature review research

question.

2. The paper deals with Information Security in organizations or relates to it.

Papers were filtered by first judging the titles based on these criteria (filtering out

352 as ”Not interesting” ), with 80 more papers being filtered out as ”Not interesting”

based on a review of the abstract. This left a set of 53 papers that were subjected

to quality appraisal and a full-text review.

During the Quality appraisal step (step 5), several more papers were filtered out

due to concerns about quality. Of the original 53 papers, 16 were not available for

download, and a further 17 were filtered out because they were not applicable in

hindsight. Furthermore, one more paper was filtered out because of quality con-

cerns that were not apparent from the title and abstract alone.
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In the Data extraction step (step 6), relevant information was extracted from the

papers. A matrix was made of all papers, their stated contribution, whether this con-

tribution was validated in practice, and which frameworks they based their research

on. The set of frameworks that was extracted from these papers also served as the

basis of the answer to Research Question 2.

During the Synthesis of studies step (step 7, a.k.a. analysis), the papers were

first individually summarized, and an overall analysis was written in order to outline

the similarities, differences and dependencies. This, along with the matrix that was

developed during the Data extraction step, answered Research Question 1.

Finally, the literature review was finalized and turned into a coherent whole during

the Writing step (step 8).

3.2 DSRM approach

Since the aim of this research project is to design a framework, it is appropriate to

adopt a methodology that guides the process of creating artifacts. In this section,

the DSRM by Peffers et al. [59] will be explained, and a justification will be given for

selecting this methodology. Furthermore, a mapping will be given between Peffers’

DSRM and this thesis.

3.2.1 Introducing Peffers’ DSRM

Information Systems research is a relatively young area of research, which has de-

veloped rapidly over the last 30 years [2], and there is still ongoing debate about

what exactly are the core theories of Information Systems research [50]. Addition-

ally, while Information Systems is a very applied field, the scientific methods used

to produce and publish Information Science papers have long been the same as

those used in more descriptive areas of research, like physics (which attempts to

describe natural phenomena) and psychology (which attempts to analyze human

nature). Additionally, as [59] mentions:

Information systems is an applied research discipline, in the sense that

we frequently apply theory from other disciplines, such as economics,

computer science, and the social sciences, to solve problems at the

intersection of IT and organizations. However, the dominant research

paradigms that we use to produce and publish research for our most

respected research outlets largely continue to be those of traditional de-

scriptive research borrowed from the social and natural sciences.
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In many areas of science (for instance, in physics or social science), the focus

is often on describing the real world around us. In contrast, the field of Information

Systems is an applied field of science, which means the focus is not on describing

objective truth, but rather applying sound principles in order to solve problems.

Peffers et al. argue that the research paradigms used in more descriptive fields

of study are inadequate for design problems, which comprise a large part of the

Information Study field. This leads to problems in the production of papers, as re-

searchers lack a clear framework to structure their work, and in the interpretation

of papers, since Information Systems researchers lack a mental model of a design

science research approach.

Peffers’ approach consists of a process model consisting of six activities. These

activities are:

1. Problem identification and motivation. Define the specific research problem

and justify the value of a solution.

2. Define the objectives for a solution. Infer the objectives of a solution from

the problem definition and knowledge of what is possible and feasible.

3. Design and development. Create the artifact.

4. Demonstration. Demonstrate the use of the artifact to solve one or more

instances of the problem.

5. Evaluation. Observe and measure how well the artifact supports a solution to

the problem.

6. Communication. Communicate the problem and its importance, the artifact,

its utility and novelty, the rigor of its design, and its effectiveness to researchers

and other relevant audiences, such as practicing professionals, when appro-

priate.

The authors demonstrate the use of the DSRM by retroactively applying it to four

already published Information Systems research projects, and how the projects are

consistent with the activities prescribed in the DSRM [59].

Another method for conducting research in which an artifact is created for use

in an organization is Action Research, which is a systematic approach to investi-

gation that uses continuing cycles of investigation to generate effective solutions

to real-world problems experienced in specific situations, often within the context

of organizations [68]. However, the focus of Action Research is usually to develop

an artifact to be used by the organization itself, in a collaborative manner with the

participating group [66]. While most Action Research seems to consist of multiple

iterations, this is not necessary - for instance, an approach with only one iteration is

called linear AR by Baskerville and Wood-Harper [9].

Another widely used approach to Design Science, which marries it to Action

Research, is Action Design Research, developed by Sein et al. [64]. It gives more
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Table 3.1: Mapping this thesis to Peffers’ DSRM
Chapter Mapping to DSRM

1 - Introduction 1 - Problem identification and motivation

2 - Background -

3 - Methodology -

4 - Creating the framework
2 - Define the objectives for a solution

3 - Design and Development

5 - Case Study 4 - Demonstration

6 - Conclusions and recommendations 6 - Communication

7 - Discussion 6 - Communication

focus on the organizational context in which an artifact is to be used, and advocates

an iterative process in which the artifact is released in incremental versions to the

organization, after which the organization can use the artifact for their benefit and

give feedback to improve the artifact.

Peffers’ DSRM was chosen over other approaches because, while the artifact

is to be used by organizations, it is not used in the primary process. Additionally,

iterative development is unfeasible for time and resource constraints. The Evaluation

step (5), which involves comparing the objectives of [the] solution to actual observed

results from use of the artifact in the demonstration [59], is not made explicit in

one specific chapter, but chapter 6 revisits the research questions and comments

on how they are answered. Finally, among other things the Communication step

(6) requires communicating everything that is appropriate to relevant audiences.

While it is necessary to have access to the Database of Controls for application

of the methodology, some of the sources (most notably the ISO 27001:2013 and

ISO 27002:2013 standards) cannot be made public for copyright reasons. For this

reason, a version of the Database of Controls will be made public which contains

just the structure, which will require the researcher to add the content of the ISO

27001:2013 and ISO 27002:2013 standards for themselves.

3.2.2 Mapping Peffers to this thesis

This section demonstrates a mapping between this thesis and Peffers’ DSRM, in

order to demonstrate that all of the steps are taken. Table 3.1 shows each chapter

of this thesis, and the activity or activities in Peffers’ DSRM that it maps to.



Chapter 4

Creating a framework for validating

ISAMs

This chapter outlines the process that was followed and the considerations that were

made while designing the OSSUM framework. It starts with what the requirements

are for the OSSUM framework. It gives a top-down view of how the OSSUM frame-

work is supposed to work.

Then, the selection of standards is discussed, looking back at the background

(section on Information Security standards).The process of filling the database is

explained. The structure of the database is outlined. Finally, the method of applying

the framework using the database is outlined.

4.1 Designing the OSSUM framework

This section outlines the steps taken in developing the OSSUM framework, and

where applicable, points to the parts in this thesis where those steps are explained

in more detail. These steps aim to fulfill activity 3 of the DSRM, Design and Devel-

opment.

The steps taken in designing the database are as follows:

1. Develop requirements for framework. See 4.2

2. Select standards. See 4.3

3. Encode standards into database. See 4.4

4. Select categorizations. See 4.4.3

5. Trace controls to categories. 4.4.3

6. Develop method of tracing an ISAM to these controls. See 4.5

7. Develop method of analyzing and reporting the results

8. Report the results

29
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4.2 Requirements for the framework

Before actually developing the OSSUM framework, first a set of informal require-

ments was drawn up. These requirements were decided upon jointly by the author

and the product owner of the State of Security assessment (SOS). The Research

Questions (see 1.2) can be considered very high-level requirements, and the re-

quirements in this section were intended to provide a bit more guidance in develop-

ing the OSSUM framework.

The framework:

1. Should contain all relevant standards. Note: a further analysis of relevant

standards is provided in 2.3, and the selection of standards is discussed in 4.3

2. Should encode controls correctly. All controls of the selected standards should

be in the database, in a single uniform format.

3. Should categorize all controls adequately.

4. Should help in analyzing an ISAM for completeness, by allowing the researcher

to trace between the ISAM and various controls.

With regards to the categorization of controls, some inspiration was drawn from

Johansson and Johnson [38]. During the process of designing a database of ques-

tions regarding Information Security, in which the questions were derived from au-

thoritative Information Security standards, they have developed a method of catego-

rizing the controls according to three different dimensions, with three categories for

each:

1. Scope (i.e. answer how the protection is implemented). Choice between tech-

nical, organizational and environmental.

2. Purpose (i.e. answer why the protection is carried out). Choice between

preventive, detective and responsive.

3. Time (i.e. answer when the protective actions is carried out). Choice between

planning (before), operational(during) and controlling (after).

A point of criticism on Johansson and Johnson [38] is that, even though the rest

of their work relies heavily on this categorization, no explanation is given about how

the dimensions came about. Nevertheless, their idea of categorizing the controls

may provide greater insights into the standards themselves, as well as any ISAM

implementing them.

In section 4.4.3, the process of selecting a categorization is explained, as well as

the method of categorizing controls.
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4.3 Selecting standards

International and national standards are, arguably, the most well-established sources

with regards to Information Security [41]. Nevertheless, there is no one-stop all-

purpose Information Security standard that serves all purposes. In the past, the

precursor to ISO 27001:2005 (ISO 17799), has been criticized for being ”a mile

wide and an inch deep” (Goldman and Christie [22] citing Walsh [72]; Cartwright

[11]). Criticisms of the Cybersecurity Framework (CSF) include the fact that it is vol-

untary [45], and that it is not possible to certify against it. Furthermore, it does not

go into great detail and leans heavily on other standards such as ISO 27001 and

NIST SP 800-53. The latter is a very heavy-handed catalog of security controls that

is primarily intended for use by the government of the U.S.

An approach used often by researchers and practitioners is to combine multiple

sources of standards into one approach, for instance to alleviate perceived weak-

nesses of the individual standards. Tse [70], for instance, combined ISO 17799,

BS 7799, ISO 9000 and the Capability Maturity Model (CMM) to create an In-

formation Security maturity model, while Johansson and Johnson [39] combined

ISO 17799, NIST SP 800-26, OCTAVE and the Information Security Forum (ISF)

Standard of Good Practice (SoGP) to form an Enterprise Information Security as-

sessment methodology.

In order to create a framework leveraging the state of the art of Information Se-

curity, the selection of standards is an important part. This step is complicated by

the fact that there is little research comparing and contrasting Information Security

standards, which makes comparing standards harder. From the 4 papers in the liter-

ature study that were published after 2005 (the first version of ISO 27001), only two

referenced either ISO 27001:2005 or ISO 27002:2005: Breier and Hudec [10] while

developing a Security Evaluation Model, and Ristov et al. [61] while developing an

extension of ISO 27001 for the Cloud. Goldman and Ahuja [21] mention the impor-

tance of ISO 27001 but do not explain why they left it out, and Mazhelis and Isom̈aki

[48] mention a large list of Information Security standards while omitting the 27000

series altogether. There does not appear to be one go-to standard in literature.

First, a list of potential Information Security standards was compiled, based on

literature and other available sources. This list was prioritized based on what was

found in literature, accompanied with experience from several experts in the area of

Information Security.

Section 2.2 gives a more in-depth analysis of each individual standard.

Several standards and frameworks were classified as essential, with some more

being classified as nice-to-haves.

The criteria that were used to determine which standards were selected were the
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following:

1. The standard can be considered an industry default based on literature.

2. The standard ”adds to the mix,” for instance by having a different scope.

3. The standard adds something to the organization that the author is performing

his research at.

The following standards were selected:

• ISO 27001:2013 and ISO 27002:2013, as they are the de facto standards and

are universal in scope, meaning they apply to all organizations.
• NIST SP 800-53 rev 4 is the most extensive catalog of Information Security

controls that could be found.
• The CIS Controls were initially a nice-to-have. The decision to include them

was taken primarily because it is comparatively actionable.

Other standards were not included for various reasons. Other nice-to-have stan-

dards included PCI-DSS, SoGP, ISA 62443, Information Technology Infrastructure

Library (ITIL), IASME and COBIT (see 2.2 for a summary of each, and more ex-

tensive reasons for excluding). Reasons for excluding them were lack of notability

(SOGP, IASME), lack of focus on security (ITIL, COBIT), a specific focus on a limited

subset of information security rather than an organization-wide scope (IAS 62443,

which focuses primarily on IACS), and lack of time and resources (applicable to all).

4.4 Filling the database

In order to validate ISAMs using a multi-standard approach, it is important to have a

single database of controls to use as the basis for validation. This section explains

the process by which the standards were combined into one such database, and

the choices that were made while combining them. First, this section outlines the

structure of controls in the individual standards. Then, the section explains how the

standards were encoded into one database, and how they were combined into one

set. Finally, the section finishes with an explanation of why and how the controls

were categorized, in order to facilitate analysis of ISAMs.

4.4.1 Structure of controls

This section explains the structure of the individual controls that make up the stan-

dards that went into the database. For a more extensive analysis of the standards,

please see section 2.2.
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4.4.1.1 ISO 27001:2013 and ISO 27002:2013

ISO 27001:2013 is a standard that defines the requirements for an Information Se-

curity Management System (ISMS), the set of policies, procedures and processes

by which the management team of an organization manages Information Security

effectively and efficiently. As such, it has a very broad scope, but it is limited in

depth. Specifically, it defers to ISO 27002:2013 for actual controls.

The controls in ISO 27001:2013 consist of a set of declarative statements about

what an organization has to do in order to be compliant. For instance, Section 7

(Support), Subsection 5 (Documented information), subsubsection 2 (Creating and

updating) (7.5.2) sub a: When creating and updating documented information the

organization shall ensure appropriate identification and description (e.g a title, date,

author, or reference number. These are structured in sections 4 through 10 (sections

0 through 3 serve an introductory function), with each section having multiple sub-

sections, and some subsections having subsections of their own. These declarative

statements can be seen as controls, and can be encoded as such:

• ID (section, subsection, possibly subsubsection)
• Section name
• Subsection name
• Text of the control

Because ISO 27001:2013 and ISO 27002:2013 were only available in PDF for-

mat, and this PDF format did not allow copying and pasting, an Optical Character

Recognition (OCR) tool was used to record the text of the documents, which was

then transferred to a spreadsheet for further processing.

The structure of ISO 27002 is explained in its section 4, which explains:

This standard contains 14 security control clauses collectively containing

a total of 35 main security categories and 114 controls.

These 14 security clauses are contained in clause 5 through 18. Each clause

(for instance, clause 5 ”Information security policies”) has one or more main security

categories (for instance 5.1 ”Management direction for information security”) which

contain security controls. Each security category also has an objective, stating what

the goal of the security control is. Controls, in turn, contain the following information

and can therefore be encoded as such:

• ID (for instance 5.1.1)
• Title
• Control (what has to be done)
• Implementation guidance (specific instructions in order to implement this con-

trol)
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• Other information (additional considerations or motivation, if applicable).

4.4.1.2 NIST 800-53 revision 4

NIST 800-53 revision 4 (titled ”Security and Privacy Controls for Federal Information

Systems and Organizations”; NIST [51]) is a catalog of controls which is mandatory

for US federal information systems. The control catalog of NIST SP 800-53 revision

4 consists of 240 controls in 18 families, each control often having several control

enhancements. Controls also have a baseline indication, which serves as a starting

point for determining which controls should be implemented for information systems

with a Low, Moderate or High impacts. The control enhancements can also be

seen as controls in their own right, as they have virtually the same content. Finally,

each control also has a priority (from P0 to P3), to help organizations prioritize and

sequence implementation). Each of the controls and control enhancements contains

the following information, and can be encoded as such:

• ID (e.g. for controls ”SI-14”, and for enhancements ”SI-14 (1)” )
• Control family
• Control title
• The control text
• Supplemental guidance (optional)
• Priority (P0 to P3)
• Related NIST 800-53r4 controls

The contents of the NIST SP 800-53r4 controls were available in several formats,

namely Excel, PDF and XML. As the format of the Excel document was not easily

parse-able to the format required for the database, a Python script was written to

parse the XML file into a format that could be read into the database.

4.4.1.3 CIS Controls

Note that this refers to CIS Controls version 6.1, released in 2016. Version 7.0 was

released during the writing of this thesis

The CIS Controls are a set of 20 prioritized, actionable and highly focused cy-

bersecurity controls put together by an international community of practitioners and

institutions [12]. Each control is subdivided into sub-controls. Each control and

sub-control contains the following information, and can be encoded as such:

• ID (e.g. 15 for a main control, or 15.6 for a sub-control)
• Control text
• (for main controls:) Title of the control
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• (for main controls:) Explanation as to why this control is critical
• (for main controls:) Procedures and tools, which gives high-level implementa-

tion guidance.
• (for main controls:) A System Entity-Relation diagram that shows the compo-

nents of implementation.
• (for sub-controls:) Family (System, Network or Application)
• (for sub-controls:) Whether this control is Foundational or Advanced. In some

cases, it marks a control as Foundational and gives some additional pointers

for making this an Advanced control.

4.4.2 Combining the standards into one

The controls in the standards above were encoded and captured in spreadsheet

form, in order to facilitate analyzing ISAMs. The standards were then translated into

one data format, and categorized according to several categorization strategies.

It has been considered to attempt to combine the standards into one super-

standard, by eliminating duplicates, and tracing controls to one etymology. This is

the approach taken by Johansson and Johnson [39], although they do not explain

in detail how they went about doing this. This approach is further complicated by

the differing scopes of the standards and the different meanings that are sometimes

given to terms. Additionally, this approach makes it very hard to preserve the con-

text in which controls appear (such as the overarching goals in the case of the CIS

Controls), and focuses solely on the ”what” of the controls while removing the ”why.”

Combining them into one data format while preserving the controls as-is was deter-

mined to be a better approach in the face of these considerations.

Table 4.1 outlines the standardized data format, and shows how the structure of

the standards above is mapped to this data format. It also gives an example for each

data type. The ”standardized” format has been selected to fit all of the information

in the tables.

The reason for separating the text of the controls in a short control text and

a long control text is that some standards (for instance ISO 27002:2013) have a

Clause name, Control text, and Implementation guidance, and bunching these to-

gether would conflate the text of the controls with the guidance on how to implement

them.

A choice has been made to duplicate some of the information in some of the

fields (for instance, the CIS Control’s Control name is mapped to both Control Name

and Original Category). This was deemed more desirable than suddenly having

empty cells.
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Table 4.1: Mapping of all standards to one data format
Standar-

dized

ISO 27001 ISO 27002 NIST 800-53 CIS Controls

ID ID ID ID ID

4.1 5.1.1 AC-1 1

Control

Name

Section Name Clause name Control title Control name

Understanding

the organization

and its context

Policies for infor-

mation security

Access con-

trol policy and

procedures

Inventory of

Authorized and

Unauthorized

Devices

Short

Control

Text

Section Name Control Text Control title Control descrip-

tion

Understanding

the organization

and its context

A set of policies

(...) shall be de-

fined (...)

Access con-

trol policy and

procedures

Actively manage

(...) all hardware

devices

Long

Control

Text

Control text Implementation

guidance

Control text Control descrip-

tion

The organization

shall determine

(...) informa-

tion security

management

system.

At the highest

level (...) training

programme.

The organiza-

tion [d]evelops,

documents, and

disseminates

(...) [a]n access

control policy (...)

Actively manage

(...) all hardware

devices

Original

Cate-

gory

Chapter name Clause name Control family Control name

Context of the or-

ganization

Information secu-

rity policies

Access control Inventory of

Authorized and

Unauthorized

Devices
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Figure 4.1: The functions and activities of the NIST CSF

4.4.3 Categorization of controls

In order to properly measure the degree to which various areas of Information Secu-

rity are covered by an ISAM, it is important to categorize the controls appropriately.

One such categorization can be found in Johansson and Johnson [40], where they

made a database of controls based on several information security standards and

categorized each control along the dimensions of scope, purpose and time. How-

ever, it was found that categorizing the controls along this way would be arbitrary.

A decision was made to use the NIST CSF, because it was determined to be a

good umbrella framework to fit other controls under. It also encompasses the scope

dimension used by Johansson and Johnson [40].

The NIST CSF [52] is a cybersecurity framework developed by the US govern-

ment, and consists of a core, implementation tiers and a profile. The latter two

are implementation-focused guidelines on how to apply the CSF in an organization.

The core consists of five core functions, which are each subdivided into activities, in

turn subdivided into specific subcategories, which each have informative references

that map them to several industry standards, including the ISO 27001:2013 set of

standards, the CIS Controls, and NIST SP 800-53r4.

The functions and the activities that they are subdivided in are outlined in Figure

4.1

The informative references also enabled the ISO 27001:2013, NIST CSF and

CIS Controls to be mapped to the CSF. The ISO 27002:2013 controls were mapped

to the NIST SP 800-53r4 controls through Appendix H of the NIST SP 800-53r4,
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Figure 4.2: Structure of the framework

which in turn enabled the ISO 27002:2013 controls to also be mapped to the CSF.

4.5 Applying the framework

This section outlines the process by which the framework is applied, which is also

outlined in figure 4.2. First, this section outlines the required inputs for the process,

which are usually in the form of unstructured text. Then, it outlines the steps taken,

and explains each step, along with considerations and pitfalls. Finally, the section

outlines the outputs of this section.

4.5.1 Input requirements

The aim of this framework is to measure ISAM. To that end, the input required is

the material supporting an ISAM. Specifically, the input needs to meet the following

criteria:

• Concrete. Valid input needs to be in written form, for instance in the form of

checklists, spreadsheets, or some other form of documents.
• Structured. Valid input needs to be structured in a logical and consistent

manner. It is hard to map unstructured content to controls.
• Specific. The ISAM needs to be specific and unambiguous about what it

measures, and for what purpose it is measured if the context of the question

does not explain it.

4.5.2 Process steps

This section outlines the steps taken while analyzing an ISAM, and explains the

rationale behind each step. First the steps are listed, and then each step is explained

in more detail.
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The steps that are taken in analyzing an ISAM are as follows:

• Collect all documents, materials and other information relevant to the ISAM
• (Optional) Make a process overview of the ISAM in order to increase under-

standing and completeness
• For each document, material and other piece of information pertaining to the

ISAM: attempt to correlate all elements to the controls that they cover.
• Roll-up: report on the completeness and quality of the ISAM.

4.5.2.1 Document collection

The aim of this step is to ensure that all of the information regarding the ISAM is

available. The researcher asks one or more stakeholders to gather all documents

pertaining to the ISAM, including documentation, guidelines and handbooks for ap-

plying the ISAM. Then, the researcher reads through the documents and makes

an initial judgment on whether this documentation is sufficient for a researcher to

perform the ISAM.

Since the consultants likely possess at least some knowledge that is tacit (i.e.

un-codified, informal, implicit or uncaptured information), the researcher should take

this into account and ensure that he understands the context in which the ISAM

is performed. At the very least, this tacit knowledge may have to do with where

documentation or additional knowledge can be found. Tacit knowledge may also

include knowledge that is expected of consultants, either from experience or from

certifications, like for instance an ISO 27001:2013 certified consultant.

If there are multiple documents, it may be useful to catalog the documents that

make up the ISAM. The goal here is to ensure that each element of the ISAM can

be uniquely identified.

The result of this step is a cataloged set of documents. Each of the documents,

and each of the parts of this document, should be addressable in a uniform way.

This means that every element in the ISAM should be uniquely identifiable.

4.5.2.2 Process overview

In order to get a more complete overview of an ISAM, diagrams such as an UML

Activity Diagram or a flowchart can help to analyze the ISAM, and verify that all of the

documents that are being used are also identified in the previous step. Conversely,

this step may also identify documents that are not necessary to the process.

In analyzing the State of Security assessment, for instance, a flowchart was cre-

ated of the process that was followed, and the sequencing of events and actors in

this process (see figure 5.1), and this was used in order to validate with the stake-

holders that all of the events and documents were captured.
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It should be noted that this step is optional. If the process of the ISAM is trivial,

there is no need to create additional insight into the process.

4.5.2.3 Correlate elements to controls

The database of controls that was created in chapter 4 is used in this chapter to

correlate all of the elements in the ISAM to controls in the various standards. To this

end, all of the individual elements (checklist items, questions, and other methods of

eliciting information from the organization, should be traced to specific controls. This

requires the researcher to have knowledge of the content of all of the controls in the

database.

For each of the elements in the ISAM, follow the following process:

• Find all of the controls in the database that the element corresponds with.

• For each of these controls, write down the ID of the control, and the degree

to which the element measures the control. Choose from 0 (not at all), 1

(somewhat/partially), 2 (mostly) and 3 (completely).

• Finally, for each of the controls that none of the elements of the ISAM get

mapped to, go through the ISAM and ensure that none of the elements map to

this control. If there are none, mark the control as a 0.

The output of this step serves as the input for the following step.

4.5.2.4 Analyze and report

The results of the previous step are automatically parsed in a set of graphs that

visually display how well the standards are covered by the ISAM. An analysis of

these graphs gives insight into how well each of the standards is covered.

In order to analyze an ISAM, the researcher records the degree to which each

control is measured by the ISAM on a scale of zero to three. These controls are

analyzed by automatically counting how many controls got scored 0, 1, 2 and 3 for

each standard. These are subdivided into the different control categories for these

standards. These counts are then transformed into graphs (such as figure 5.5).

The graphs are stacked bar charts. The height of the bar chart corresponds to the

number of controls that the corresponding section, subsection, chapter or category

consists of. From bottom to top, the bar chart shows the number of controls that are

covered completely (3), mostly (2), partially/somewhat (1), or not at all (0).

Finally, an interpretative step is needed. In this step, go through each graph and

comment on the degree to which the section is measured. If a section is poorly

measured, determine the impact that this has on the overall quality of the ISAM.
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4.6 Conclusion

In this chapter, the process by which the framework was developed was outlined,

and design choices are justified. It outlines the requirements for the framework,

and the process is outlined by which the standards were selected that went into the

framework. Finally, the input requirements for an ISAM for applying the framework

were outlined, and the process is outlined by which the framework is applied.

The Document gathering step consisted of asking for the State of Security as-

sessment worksheet, which was the only working document in the State of Security

assessment. This step was not documented



Chapter 5

Case Study

The goal of this thesis is to develop a framework for validating ISAMs. In order to

verify whether the OSSUM framework is suited for this task, it is applied to an ISAM

developed by Dutch Information Security organization Northwave, which is called

the State of Security assessment. This chapter first explains the State of Security

assessment in some detail. It then goes on to outline the goals of the case study,

and how the case study achieves these goals. Finally, it explains the results of the

case study.

5.1 The State of Security assessment

The State of Security assessment is an ISAM developed by Northwave, and aimed

at analyzing the level of Information Security within an organization, focusing on the

organizational, technical and behavioral aspects of Information Security. Consider-

ing the fact that privacy has become a very important area of Information Security

lately, the State of Security assessment also checks whether the organization ad-

heres to the GDPR [20].

It is based on several Information Security standards and frameworks, including

the ISO 27001 family of standards and the CIS Controls, as well as relevant privacy

laws (mainly the GDPR), prior experience in conducting Information Security as-

sessments, and lessons learned through applying the State of Security assessment

in previous iterations.

5.1.1 Overview of the process

Note: a new version of the State of Security assessment was developed during the

writing of this master thesis. This section presents the version that the case study is

based on.

42
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The State of Security assessment (see figure 5.1) starts with a sales and intake

procedure. During this procedure, Northwave asks for documentation that is relevant

for determining how the organization deals with Information Security and how they

have implemented it. Northwave also asks for a list of interviewees, which includes

at least the CEO, systems administrator and CFO. Finally, some information is also

requested, for the purpose of the vulnerability scan and the pentest! (pentest!).

The sales team prepares relevant documentation for the Northwave Business

Security (NBS) and Northwave Cyber Security (NCS) consultants, who perform

some desk research prior to the interviews on location. Using the documentation

available, they formulate answers to some questions in the questionnaire in advance.

An interview is conducted on location by an NCS and an NBS consultant. Dur-

ing this interview, the consultants ask each of the stakeholders questions from the

questionnaire, which pertain to the different clauses of the ISO 27001:2013 and ISO

27002:2013 standards, as well as questions which are based on the CIS Controls.

During the interviews, the NCS consultant performs a vulnerability scan of the

organization’s internal network using a laptop with the Nessus vulnerability scanner.

This vulnerability scan also provides some input during the interview.

After the interview, the consultants decide together with the organization whether

a pentest (short for penetration test) is required, and what the scoping of the pentest

will be. The pentest will later be done remotely, and will often involve a customer

website or customer portal.

The NCS and NBS consultants then write a preliminary report based on the

interview, and an automated report is generated based on the vulnerability scan.

The report for the vulnerability scan also serves as input to the pentest.

After the pentest has been planned, an Offensive Security Certified Hacker (OSCP)

certified ethical hacker will attempt to compromise the application or website. All vul-

nerabilities that are found are documented in a pentest report.

In the final phase, all of the findings are combined into several spidergraphs,

which indicate the level of maturity on how they manage their ISMS and the gover-

nance controls the organization has put into place, their compliance to relevant pri-

vacy laws, and the degree to which their IT infrastructure is resistant to internal and

external threats. These spidergraphs are then transformed into an organizational

subscore, a behavioural subscore (comprising of knowledge, attitude and aware-

ness), and a technical subscore. Finally, these subscores are used to calculate a

final grade for how mature the organization’s is in terms of Information Security.

Northwave then presents the findings to the organization, and delivers a report

with recommendations on how to improve the level of Information Security. The

result of a State of Security assessment is therefore a clear plan with actionable

advice to improve the level of Information Security within the organization.
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5.2 Goal of the case study

The overall goal of this thesis is to validate ISAMs based on relevant Information

Security frameworks and standards. This case study serves as the validation of the

framework. The case study documents the application of the framework to the State

of Security assessment.

The goal of the case study is therefore to demonstrate that the framework can

be used in practice to validate an ISAM.

Note: there is not a lot of content here. May merge it with another section.

5.3 Results of the case study

In this section, the results of the case study are outlined. First, some additional

insight is generated on the standards that make up the OSSUM framework. Then,

an in-depth analysis is given of the SOS, and how well it adheres to each of the

standards that are in the framework.

5.3.1 Performing the case study

This section outlines how the case study is actually performed, and the steps that

have been taken.

First, an analysis was conducted of the State of Security assessment. This anal-

ysis consisted of interviews with stakeholders, desk research into the standards that

make up the State of Security assessment and the documents used in administering

the State of Security assessment to customers, and hands-on experience adminis-

tering the State of Security assessment at a customer organization. This resulted in

the flowchart depicted in 5.1.

The documents that are used in performing a State of Security assessment

were gathered and analyzed. The main document consisted of an Excel worksheet,

with questions structured along the categorization of the ISO 27001:2013 and ISO

27002:2013 standards, and questions that were inspired by the CIS Controls.

In analyzing the worksheet, the questions in the worksheet were traced to in-

dividual controls in the several standards that make up the database. For each, a

determination was made of how well the question tests adherence to the control.

Figure 5.2 shows a small selection of ISO 27001:2013 controls, and the way they

were analyzed in the case study. The first three columns indicate the control, and

the colored column indicates how well the column is measured, and if so by which

control. This serves as an illustration of how the OSSUM framework is used.
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Figure 5.2: Small selection of controls as measured by the State of Security as-

sessment

In the end, a numerical analysis of the State of Security assessment is per-

formed. The database automatically calculates how many controls for each stan-

dard have been determined to be measured, and to which degree. A part of the

numerical analysis is shown in figure 5.3. This part shows the number of controls in

each of the chapters, divided over each of the levels defined in table 5.1.

The numerical analysis is used to generate graphs such as the one displayed in

5.5. These graphs serve as the starting point for writing an analysis, as they provide

a highlevel overview of the coverage of each standard. Recommendations are made

to increase the coverage of the individual standards, where applicable.

Additionally, the categories of the NIST CSF are taken to represent a highlevel

overview of the different aspects of Information Security, and recommendation are

made to improve the coverage of categories within the NIST CSF, in order to in-

crease the Information Security coverage of the State of Security assessment as a

whole.
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Figure 5.3: Statistical analysis of the State of Security assessment in the case study

Table 5.1: Legend - degree to which a control is measured by an ISAM
Level Description Explanation

0 Not at all This control is not measured at all by the ISAM

1 Somewhat/partial This control is not measured in detail, or only partially, by the ISAM

2 Mostly This control is mostly measured by the ISAM

3 Completely This control is completely measured by the ISAM

5.3.2 Overview of adherence to standards

This section analyzes how well the OSSUM framework tests an organization’s ad-

herence to the standards under consideration in a statistical method. It will contain

an overall statistical analysis of the State of Security assessment, as well as an

interpretation of that analysis.

As outlined in section 5.3.1, each of the questions in the State of Security assess-

ment has been traced to the corresponding controls in the various standards, and

an assessment was made on how well the question measures the control. These

assessments were graded on a scale of zero to three, as demonstrated in table 5.1.

This section gives some insight in how well each standard is covered by looking

at the number of controls that are covered by the State of Security assessment.

Graphs were generated for this purpose.

5.3.2.1 ISO 27001:2013

Figure 5.4 shows each of the clauses in the ISO 27001:2013 standard. For each

of the clauses, it shows how many of the controls are measured by the State of

Security assessment, and to what degree.

Unlike the ISO 27002:2013 clauses, the ISO 27001:2013 clauses were not cate-

gorized further than their individual controls.

It should be noted that this measurement serves only as an indicator of the quality

of the questions in the questionnaire, since the consultants are required to have

demonstrable experience with ISO 27001:2013.

Each of the clauses in the ISO 27001:2013 standard are measured to at least

some degree, with each clause having at least two sections that are measured to a
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Figure 5.4: Highlevel overview of coverage of ISO 27001:2013 by State of Security

assessment

great degree.

Noteworthy is that clauses 4 (Context of the organization), 9 (Performance eval-

uation) and 10 (Improvement) have no sections that were judged to be measured

completely.

5.3.2.2 ISO 27002:2013

Figure 5.5 shows to what degree each of the clauses of the ISO 27002:2013 stan-

dard is covered by the State of Security assessment. These clauses are further split

down into control categories in figure 5.6. It should be noted here that the graphs

also show the absolute number of controls in each of the clauses and categories.

Table TODO MAKE TABLE shows the structure of the ISO 27002:2013 standard,

and can be used as a legend for these figures.

What immediately jumps out is that clause 5 (Information Security Policies) and

clause 10 (Cryptography ) do not appear to be very well covered by the State of Se-

curity assessment at first glance. An explanation for why they have so few controls

that are either completely (3) or mostly (2) measured, is because these clauses

contain a relatively low number of controls to begin with (2 each). Clause 13 (Com-

munications Security ) also contains a relatively large number of sections that are

not measured, with only one of its seven controls being mostly measured. The other
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Figure 5.5: Highlevel overview of coverage of ISO 27002:2013 by State of Security

assessment

controls have at least 2 controls that are mostly measured by the State of Security

assessment. What this means is that, apart from the clauses mentioned above, the

State of Security assessment appears to have a balanced selection of controls from

the ISO 27002:2013 standard.

This is also reflected when this is broken down into the individual control cate-

gories that make up the ISO 27002:2013. Out of the 35 control categories, there

are two that do not contain a control that is measured (level 0; category 12.7 In-

formation Systems audit considerations and category 13.1 Network Security Man-

agement), with two more control categories that have at most a control that is only

partially measured (level 1; category 5.1 Information Security policies - Management

directions for Information Security and category 10.1 Cryptography - Cryptographic

controls).

Furthermore, out of the five controls that make up category 6.1 (Organization of

information security - Internal Organization), only one was determined to be level 2

(mostly measured), and out of the three controls that make up category 18.2 (In-

formation Security reviews), likewise only one was determined to be level 2 (mostly

measured). Finally, while all three of the controls that make up category 8.3 (Asset

Management) were determined to somewhat measure the control (level 1), none of

the controls are determined to be mostly measured by the State of Security assess-

ment.
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Figure 5.6: Detailed overview of coverage of ISO 27002:2013 per control category

Finally, it should be noted that the above analysis is performed over the questions

in the questionnaire that is to be used during the interview, which is conducted by

an ISO 27001:2013 certified Information Security consultant, and that the questions

are meant to be used as a fallback for the interviewer rather than a fully structured

guideline. This means that Northwave should make a determination which recom-

mendations to follow.

5.3.2.3 NIST SP 800-53r4

While the NIST SP 800-53r4 is a catalog of cybersecurity controls that is primarily

aimed at federal organizations in the United States of America, it can also be ap-

plied to organizations outside the federal government of the United States of Amer-

ica. Figure 5.7 shows how well the control categories in the NIST SP 800-53r4 are

measured by the State of Security assessment.

It is important to note that implementing NIST SP 800-53r4 does not mean that

every control in the catalog has to be implemented by the organization. Rather, as

with ISO 27002:2013, a selection of the controls will have to be made based on a

risk assessment.

Of note is that the NIST SP 800-53r4 appears to be much less well-covered than

the ISO 27001:2013 and ISO 27002:2013 standards, with a relatively large number

of controls that are not measured by the State of Security assessment (level 0.
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Figure 5.7: Highlevel overview of coverage of NIST SP 800-53r4 by State of Secu-

rity assessment

Nevertheless, most categories do have some amount of controls that are measured

completely (level 3) or mostly (level 2). An explanation for why a relatively large

number of NIST SP 800-53r4 controls are not measured can be found in the fact

that many of the controls and subcontrols of the NIST SP 800-53r4 go beyond what

is required for the purposes of a State of Security assessment.

Specifically noteworthy is that none of the controls in the NIST SP 800-53r4

category Maintenance are measured.

Additionally, none of the controls in both the NIST SP 800-53r4 Families Auditing

and review and Risk assessment have no controls which were determined to mostly

be measured by the State of Security assessment.

Finally, a relatively large number of the controls in the System and Communica-

tion family are not measured by the State of Security assessment (level 0). This may

be explained by the fact that the State of Security assessment is designed around

ISO 27001:2013, and in part because the NIST SP 800-53r4 is not designed to be

universal in nature, but rather is aimed at federal organizations.

5.3.2.4 CIS Controls

The CIS Controls are a prioritized, industry-driven set of cybersecurity standards

that are aimed at improving organizations’ cybersecurity posture. They are devel-
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Figure 5.8: Overview of coverage of CIS Controls by State of Security assessment

oped by the SANS institute. They are a best-practice standard that is widely used

by organizations.

Figure 5.8 shows the coverage of the CIS Controls by the State of Security as-

sessment. The questions in the State of Security interview document were traced to

the subcontrols that make up these controls.

There are several CIS Controls that could not be traced to questions in the State

of Security assessment, namely 1 (Inventory of Authorized and Unauthorized De-

vices), 11 (Secure Configurations for Network Devices), 17 (Security Skills Assess-

ment and Appropriate Training to Fill Gaps) and 18 (Application Software Security ).

Furthermore, control 2 (Inventory of Authorized and Unauthorized Software) and

control 20 (Penetration Tests and Red Team Exercises) have only one subcontrol

that is mostly measured by the State of Security assessment, and other subcontrols

are not measured.

Apart from these parts, the State of Security assessment appears to measure a

balanced number of subcontrols from each CIS Controls.

An explanation for why the CIS Controls appear to be measured only to a modest

degree may be that the subcontrols are very specific, while the questions in the

State of Security assessment questionnaire are mostly highlevel and rely on the

interviewer to ask deeper questions when necessary.



CHAPTER 5. CASE STUDY 53

5.3.3 Improvement recommendations

This section recommends potential points of improvement for the State of Security

assessment. TODO: add numbering to recommendations.

5.3.3.1 Compliance with ISO standards

Overall, the compliance with ISO standards is good, and most of the ISO controls

that were determined to be not or mostly not measured by the State of Security

assessment either had to do with questions specific to an ISMS. As the goal of the

State of Security assessment is not to measure an organization’s ISMS, but rather

its Information Security posture, these questions are less relevant.

One of the more relevant omissions is ISO 27001:2013 control category 6.1,

Actions to address risks and opportunities - General, as there is no formal risk as-

sessment in the State of Security assessment. This is also not covered by any of

the other standards.

Recommendation 1: Consider adding a risk assessment to the State of

Security assessment.

The State of Security assessment questionnaire does not ask extensively about

how the organization manages an asset and software inventory, as required by

ISO 27002:2013, clause 8 (Asset management). While the vulnerability scan does

give Northwave some insight in which assets there are, and the network overview

and Configuration Management Database (CMDB) requested at intake may provide

some insight, concrete questions about how the organization manages their hard-

ware and software.

Recommendation 2: Include questions on how the organization man-

ages an asset inventory and software inventory, and how the organiza-

tion performs asset management, if not already adequately covered by

the desk research.

While the consultants can get a reasonable feel for how well an organization

manages their physical security, the State of Security assessment does not ask a lot

of questions about physical security. Northwave will have to determine whether the

level of insight consultants get is sufficient in determining whether or not to adopt

this recommendation.

Recommendation 3: Include questions about physical security into the

State of Security assessment, including questions regarding the imple-

mentation about security areas and the physical security of the server

room.
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Overall, the coverage of the ISO 27001:2013 standards by the State of Security

assessment questionnaire is comprehensive. Barring minor exceptions, omissions

are overall explained by the goal of the State of Security assessment, namely to

deliver an expert opinion on the level of Information Security (rather than performing

an in-depth audit).

5.3.3.2 NIST SP 800-53r4

Many of the NIST SP 800-53r4 controls that are not covered by the State of Security

assessment are very detailed, and are beyond the level of detail that is required for

the purposes of a State of Security assessment. Therefore, the recommendations

below should not be regarded as essential omissions, but rather as potential points

for deepening the State of Security assessment.

In general, the Access Control and Awareness and Training families of controls

are reasonably covered for the purposes of the State of Security assessment. The

Audit and Accountability family of controls, however, could be covered better by

adding questions to the State of Security assessment about how the organization

ensures actions by employees can be audited and can be accounted for. Controls

AU-1, which states that the organization should have an audit and accountability pol-

icy, and AU-2, which states among other things that the organization needs to have

thought about which events need to be auditable, may be beneficial. Northwave will

need to make a determination whether it is necessary for the purposes of the State

of Security assessment to ask about controls regarding audit and accountability.

Recommendation 4: Determine whether to add more questions to the

State of Security assessment about auditing and accountability.

The Maintenance family of controls of the NIST SP 800-53r4 is not measured by

the State of Security assessment. These NIST SP 800-53r4 controls mostly pertain

to ensuring the authentication, authorization and accountability of maintenance, and

making sure maintenance is properly authorized. While NIST SP 800-53r4 consid-

ers Maintenance important enough to warrant its own family of controls, it should be

noted that NIST SP 800-53r4 is aimed at organizations in the federal US govern-

ment, and organizations taking a State of Security assessment are usually smaller

in scope. Northwave should make a determination whether measuring the authenti-

cation, authorization and accountability of maintenance falls within the scope of the

State of Security assessment. These controls are also not measured in significant

detail elsewhere in the State of Security assessment.

Recommendation 5: Determine whether to add questions to the State of

Security assessment that pertain to scheduled and unscheduled mainte-

nance.
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Finally, the Risk assessment family of controls is not extensively measured by the

State of Security assessment in its current state, as was noted in recommendation

1.

5.3.3.3 CIS Controls

Most of the CIS Controls are well covered by the State of Security assessment. This

section outlines potential points of improvement in the State of Security assessment

based on the CIS Controls.

CIS Controls 1 (Inventory of Authorized and Unauthorized Devices) and 2 (In-

ventory of Authorized and Unauthorized Software) are not measured very well by

the State of Security assessment. These are among the first five CIS Controls,

which SANS refers to as providing cybersecurity ”hygiene.” SANS claims that ”im-

plementation of the first five controls provides an effective defense against the most

common cyber-attacks ( 80% of attacks)” [13]. This has already been addressed in

recommendation 3.

CIS Controls 11 (Secure Configurations for Network Devices) is also not very

well measured by the State of Security assessment. This control mostly measures

whether routers, switches and access points are configured in a secure manner.

This may be too specific for the State of Security assessment, and depending on

the scope of the State of Security assessment this may not be relevant.

Recommendation 6: Determine whether to add questions regarding the

secure configuration of network devices, as mentioned in CIS Controls

11.

CIS Controls 17 (Security Skills Assessment and Appropriate Training to Fill

Gaps) is not measured very well, either. This control mostly measures security

awareness and training of employees. Because of the prevalence of social engi-

neering and other attacks that seek to target employees, it is recommended that the

State of Security assessment measures awareness and knowledge of Information

Security.

Recommendation 7: Add questions to the State of Security assessment

to measure how the organization ensures that employees have adequate

knowledge to recognize Information Security incidents, and respond to

them appropriately.

Finally, CIS Controls 18 (Application Software Security ) is not measured very

well by the State of Security assessment. This control mostly measures how well

the organization secures applications that are developed by the organization itself,
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and how well the organization ensures that third party applications are supported

and updated. This is also not covered elsewhere by the State of Security assess-

ment. Depending on the scope of the State of Security assessment, a determination

should be made whether adding questions about Application Software Security is

necessary.

Recommendation 8: Determine whether to add questions to the State

of Security assessment to measure the implementation of security mea-

sures for applications that are developed in house, as well as third party

applications.

5.3.3.4 NIST Cybersecurity Framework

The NIST CSF is a framework that can be used as an ”umbrella” for the other stan-

dards that were used to develop the OSSUM framework described in this thesis. It

can be used to distinguish between the various aspects of Information Security, and

can be used to determine the degree to which all aspects of Information Security

are covered by an ISAM. During this thesis, all of the controls in the other standards

were mapped to the NIST CSF. The analysis of how well the different categories of

the NIST CSF are covered by the State of Security assessment.

Figure 5.9 shows the different Activities of the NIST CSF, and the degree to which

they are covered by the State of Security assessment. Figure 4.1 outlines the five

core Functions of the NIST CSF, and the Activities that make up those Functions.

What should be noted is that there is a large difference between the number of con-

trols that measure each Activity, as can be seen by comparing the absolute height

of the different bars in figure 5.10. The Activity Protect - Information Protection Pro-

cesses and Procedures (PR.IP), for instance, is measured by 119 controls spread

over all standards, while Identify - Risk Management Strategy (ID.RM) is only mea-

sured by 4 controls spread over all standards, and Protect - Maintenance (PR.MA)

is measured by 7 controls over all standards. This may be because Activities that

are considered may be measured to a more detailed degree than Activities that are

considered less important.

While the State of Security assessment measures most of the Activities to a

reasonably high degree (with most of the Activities being mostly measured (level 2)

by at least 30% to 50% of existing controls), Identify - Risk Management Strategy

(ID.RM) and Protect - Maintenance (PR.MA) are measured to a lesser degree. None

of the 4 controls that make up ID.RM are measured by the questionnaire used in the

State of Security assessment, and of the 7 controls that make up ID.RM two are

mostly measured (level 2), and the rest is also not measured at all. A determination

should be made by Northwave whether this is acceptable.
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Recommendation 9: Determine whether the State of Security assess-

ment should measure Risk Management Strategy and Maintenance to a

more detailed degree.

Identify - Risk Assessment (ID.RA) is another Activity that is not very well mea-

sured. Of the 31 controls that make up this Activity, 3 are completely measured

(level 3) and 2 are mostly measured (level 2), but 20 are not measured at all (level

0). Considering the important role that Risk Assessment plays in Information Secu-

rity, Northwave may want to consider improving the coverage by the State of Security

assessment of this area.

Recommendation 10: Add more questions regarding Risk Assessment

to the State of Security assessment in order to increase the coverage of

the ID.RA Activity.

Finally, 5.9 shows how many controls measure each of the core Functions of

the NIST CSF. While this overview is most likely not granular enough to elicit useful

recommendations, it is interesting to see that the Protect Function has the largest

number of controls by a wide margin. This indicates that, in general, Information

Security standards put an emphasis on protecting assets from harm.

In general, barring the recommendations made in this section, the State of Se-

curity assessment covers the various aspects of Information Security rather well.

5.4 Conclusion

In this case study, the State of Security assessment was analyzed alongside the

standards that were adopted in the OSSUM framework. The case study analyzed

how well each of the standards is covered by the State of Security assessment. It

gave an overview of how well each of the categories and subcategories are covered

by the State of Security assessment. Finally, this case study gave recommendations

on how to improve the State of Security assessment, and in doing so demonstrated

the suitability of the OSSUM framework.

The document collection step, which is outlined in section 4.5.2.1, was rather

brief in the case of the State of Security assessment, since the entire set of docu-

ments consisted of one worksheet, and was not documented due to its brevity.

The Process overview step, which is outlined in section 4.5.2.2, consisted of

creating a flowchart of the State of Security assessment. This flowchart is shown in

5.1.

The Correlate elements to controls step, which is outlined in section 4.5.2.3, is

documented in section 5.3.1.
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Figure 5.9: Detailed overview of coverage of the Activities in the NIST CSF by State

of Security assessment

Finally, the Analyze and report step, which is documented in section 4.5.2.4, is

documented in section 5.3.3. This section discusses the results in section 5.3.1,

and makes recommendations based on the results of the previous step.

Based on the results of the case study, the State of Security assessment covers

relevant Information Security standards well. No major omissions could be found,

and several recommendations were made in order to improve the coverage of rele-

vant standards by the State of Security assessment.
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Figure 5.10: High-level overview of coverage of the Functions in the NIST CSF by

State of Security assessment



Chapter 6

Conclusions and future work

6.1 Conclusions

Subquestion 1, ”Which standards, guidelines and other relevant materials should

be covered by an information security assessment methodology?” is answered by

chapter 2, which gives background information on the most relevant Information

Security standards found in the literature study.

In answering subquestion 1.1, ”In which ways can the controls found in these

standards be categorized?” several methods of categorizing controls have been

considered. Apart from categorizing the controls using the categories given in the

standards themselves, the controls were mapped to the NIST Cybersecurity Frame-

work (CSF). These categories proved useful when eliciting recommendations.

Subquestion 2, ”How can Information Security Assessment Methodologies be

validated according to relevant Information Security standards?” was answered by

designing the framework that is described in this thesis. The design of the OSSUM

framework is presented in chapter 4. This design builds on the categorization of

controls which was investigated in answering subquestion 1.1, and relies on it for

analyzing ISAMs. Additionally, this thesis presents a case study in which the OS-

SUM framework is used for analyzing the coverage of relevant Information Security

standards of an ISAM known as the State of Security assessment, and to elicit rec-

ommendations for improving the quality of this ISAM.

Finally, the main research question, ”What constitutes a framework for validat-

ing methodologies designed to assess the level of (aspects of) information security

within organizations?” is answered by the combination of the answers of the sub-

questions. This thesis explores various methods of measuring the level of Infor-

mation Security in organizations found in literature. Lacking a good definition for

these various methodologies, a definition is proposed for this class of methodolo-

gies, namely ISAM. It explores Information Security standards, makes a selection

of these standards and integrates them into one database, which can be used to

60
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analyze the overall coverage of several categorizations of controls, which in turn are

used in order to analyze the overall coverage of an ISAM. The suitability of this

database for analyzing ISAMs is demonstrated in a case study of the State of Se-

curity assessment, which demonstrates the framework by developing a report with

recommendations on how to improve the State of Security assessment.

6.2 Discussion and Limitations

This thesis follows up on the conclusion drawn from a literature review of method-

ologies which measure Information Security, which established that there is a need

for a framework for validating such methodologies, and attempts to establish such

a framework. In this thesis, multiple Information Security standards were combined

into one database of controls with which Information Security Assessment Method-

ologies (ISAMs) can be measured and analyzed. In order to demonstrate the suit-

ability of this framework to the main goal, an ISAM named the State of Security

assessment is analyzed as a case study, and the results of this analysis are pre-

sented in this thesis.

The result of this thesis is a framework that can be used to determine the cover-

age of relevant Information Security standards by a ISAMs, and to elicit recommen-

dations in order to improve the quality of the ISAM.

Due to time constraints, a subset of all major Information Security standards that

were found was actually incorporated into the database. Notable omissions include

PCI-DSS (the Payment Card Industry Data Security Standard) and ISA/IEC 62443

(a series of standards aimed at improving the security of ICS). A contributing fac-

tor in deciding to implement other standards first was that these standards are not

universal in scope, applying mainly to organizations that process payment card infor-

mation (having a focus on payment card information as a result) and organizations

that use ICS.

While care has been taken to reduce the role that various forms of bias can play

in the measurement of an ISAM (e.g. defining various levels to which a control can

be measured and requiring evidence supporting these determinations), bias can still

play a role in how an ISAM is assessed. To that end, it is recommended to have two

researchers perform the measurement independently and compare their respective

conclusions, if possible.

Information Security is a rapidly developing discipline, due to the cat-and-mouse

game that is being played between cybercriminals and the defenders. As such,

there is a lot of rapid change, which means standards change all the time as well.

Indeed, since writing on this thesis began, both the CIS Controls and NIST SP 800-

53 received an update, and the ISO 27001:2013 standard is up for review in 2018
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as well. As a result, the set of controls that make up this database is likely subject to

a lot of change. The rest of the OSSUM framework will need to be updated to reflect

these changes when a standard is revised.

Finally, since the OSSUM framework relies on documented information in order

to measure the coverage of an ISAM, the measurements made with the OSSUM

framework may fail to measure tacit knowledge and poorly documented information.

In the case of the State of Security assessment, for instance, consultants conducting

the assessment are expected to have prior working knowledge of ISO 27001:2013,

and the questionnaire is meant as a fall-back mechanism.

6.3 Future work

This section presents potential directions for new research following this thesis.

Future work based on this thesis could be performed in the following directions:

1. The current database only contains ISO 27001:2013, ISO 27002:2013, NIST

SP 800-53r4 and the CIS Controls, with all controls being categorized accord-

ing to the NIST Cybersecurity Framework. Adding new Information Security

standards and categorizations may increase the breadth and depth of the

framework, and the usefulness of the framework for measuring ISAMs against

other standards.

2. The process of applying this framework to ISAMs is still a manual process.

While it would be hard to fully automate this process due to the different mean-

ings that various terms can have, and because computers are notoriously bad

at interpretation, it may be possible to develop tooling in order to increase

the researcher’s efficiency. Such tools may, for instance, automatically search

through text based on keywords and synonyms and present potentially rele-

vant snippets of text to the researcher.

3. While several ISAMs are identified in this thesis, due to time constraints none

of them were validated using this methodology. For some, this is unavoidable,

since the papers describing the ISAM do not contain a reference to the source

materials required to actually execute the ISAM, but for the remainder this may

be a useful next step.

4. Due to time constraints, it was impossible to apply this framework to more

ISAMs. Future work could also include applying the OSSUM framework to

other ISAMs.
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