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MANAGEMENT SUMMARY

The goal of this thesis is to improve the internal control system at Company X by developing a com-
prehensive risk control framework. Due to a fast-changing world and business environment, the com-
plexity of risk has changed. This has urged the need for increased risk awareness and oversight, to-
gether with improved risk reporting. In this regard, traditional internal control systems may not be suf-
ficient anymore to deal with the increased risk complexity.

Compared to traditional internal control systems, enterprise risk management (ERM) provides a more
complete view of risk management. We use the 'COSO ERM: integrating with strategy and perfor-
mance' framework to develop a new risk control framework, for which we use the current risk over-
view as starting point. The new framework should provide better insight into the risks faced by the
organisation and how these risks relate to the company’s strategy and objectives. Moreover, we ana-
lyse whether residual risks align with risk appetites, and define specific actions and responsibilities
regarding risk governance and oversight. Altogether, this should lead to the improvement of the cur-
rent internal control system.

The development of the framework follows the five components for ERM as defined by COSO. In
addition, each component comprises several principles of which the relevant ones are discussed. The
five components are:

e Governance & Culture.

e Strategy & Objective-Setting.

e Performance.

e Review & Revision.

e Information, Communication & Reporting.

Although the effectiveness of ERM practices relates to the presence of all five components in an or-
ganisation and their interconnectedness, the component 'performance’ receives most attention since it
is concerned with the identification, assessment, and response to risks.

For the identification of relevant risks on an entity level, and their assessment, we use a qualitative
approach consisting of interviews, the review of business plans and the annual report, and meetings
with the risk project team. Consequently, we assess the risk appetite, impact, probability, inherent risk
exposure, control effectiveness, and residual risk exposure, using classifications ranging from ‘negligi-
ble' to 'high'. By using these classifications, the relative importance of risks is indicated. Ultimately,
the residual risks should align with the risk appetites.

Twelve main risks are identified in this report, for which we describe the risk components and control
processes. From the assessment of these risks, we conclude that for two of the twelve main risks, re-
sidual risks are not within risk appetites. These risks are reputation risk and people risk. It is currently
neither desirable, nor cost-effective to increase mitigation measures for reputation risk, which is why
the medium residual is retained despite of the low risk appetite. However, continued efforts are neces-
sary for improvement of the mitigation measures for people risk, to bring the medium residual risk
within the low risk appetite. Besides the twelve main risks, three opportunities are identified: ICT im-
provement, cross department initiatives, and the development of alternative business. Seizing these
opportunities can also help to reduce the negative effects of the twelve main risks. In order to keep the



proposed framework up to date and effective, we present a process of maintenance, together with re-
sponsibilities and risk oversight activities for various internal stakeholders.

The main recommendations regarding the implementation of ERM are to create one clear focal point
for risk management practices and to increase risk awareness throughout the organisation. By trans-
forming the current risk project team into a risk committee, it becomes clear who is responsible for
managing and supervising risks. By making risk management part of Company X’s culture, people
across the organisation become aware that risks are a shared understanding and responsibility. Lastly,
high commitment from management is crucial because without it, ERM will most likely not become
part of the corporate strategy or will not be integrated in the decision-making process.

Concluding, the proposed framework in this report provides a more complete, and coherent, overview
of risks compared to traditional internal control systems. The new framework considers risks on an
entity level in relation to Company X's strategy and entity objectives, governance structure, and cul-
ture. This should help to bring residual risks within risk appetites and to achieve Company X's ambi-
tion of being the market leader in their focussed business direction.
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1. INTRODUCTION

Chapter 1 introduces the research at Company X. Section 1.1 starts with a description of the company
where after the problem is described in Section 1.2. Section 1.3 discusses the goal of the research and
Section 1.4 defines the research questions. Lastly, Section 1.5 discusses the scope and limitations of
the research after which Section 1.6 presents an overview of the report structure.

11 Company description
This sub section has been intentionally left out for confidentiality purposes.

1.2 Problem identification

In today's enterprises, managing risks is very important. Since the introduction of ERM, firms do not
only see risk as something that needs to be reduced or eliminated anymore, but acknowledge that
there are potential opportunities connected to these risks. This way, risk is seen as the effect of uncer-
tainty on objectives (ISO, 2009), rather than only considering negative effects or financial loss. In this
regard, connecting risk management to the strategic objectives of the enterprise is essential. Due to the
competitive, complex and fast changing world Company X operates in, there is a need to keep devel-
oping risk management practices within the organisation. Not only do adequate risk management and
internal control help with realising company objectives, they also help with the ability to implement
the right strategy and the realisation of targets. In order to be able to deal with uncertainty, it is im-
portant to map the possible risks. The outcomes of these risks can be both positive and negative, but
being aware of the scenarios is essential.

Currently, Company X is starting to give more attention to the risks associated with the organisation.
An important first step in this regard is the identification of these risks, together with their probability
of occurrence and impact. Mapping these risks is necessary to come up with a plan on how to control
them, and to decide to what extent residual risks are allowed. Although the mapping of risks associ-
ated with the different divisions by a project team has resulted in an overview already, there is still a
need to explore the risks in depth in order to embed risk management in the organisation.

The absence of a clear approach towards risk management can cause a suboptimal realisation of the
organisation's targets and objectives (RIMS, 2012). This can be from a strategic perspective but might
relate to operational performance as well. At this moment there is no clear document that provides a
comprehensive framework of the risk management practices. Furthermore, there is insufficient trans-
lation of this information into concrete actions for relevant people in every layer of the organisation.

13 Research goal

Company X is aware that their business goals and corresponding strategic choices expose the organi-
sation to risks. To deal with the uncertainty this implies, a comprehensive risk control framework
needs to be developed to mitigate risks and manage exposure. The current overview of risks will be
taken as a starting point. The goal is to create a comprehensive risk control framework that specifies
and complements the components already identified in the overview, and to translate the framework
to the everyday practice in the organisation. To do so, the already existing overview will be coupled to
a theoretical ERM model to make sure that the eventual framework matches the standards of ERM
models in the field. The framework has to show what the risk profile of the organisation looks like,
what the elements of the risks are and whether these are related, and to what extent residual risks are
acceptable. Finally, the framework needs to be translated into practice in order to connect risk



management to the strategic objectives. It should become clear why specific elements are chosen and
how they help with reaching company objectives. This final step might further include making every-
one aware of their responsibility in the process by specifying concrete actions.

14 Research questions

Company X is looking for a way to improve internal control. A systematic approach is needed to de-
fine clear steps in the risk management process and to come up with concrete actions and maintenance
processes that can be used by the relevant stakeholders. These stakeholders will be discussed in Chap-
ter 4. The COSO ERM model is one of the most widely used frameworks (Olson & Wu, 2008) when
it comes to internal control. It aims to identify the relationship between the risks facing the organisa-
tion and the internal control system. COSO (2017) defines five elements for control systems that
should help with realising strategic objectives, operational efficiency, reliable reporting, and compli-
ance with relevant laws and regulations. Such a model could provide a solid base for the development
of a risk control framework at Company X.

Now that the problem has been identified and the research goal has been defined, a research question
can be formulated. Based on the problem at hand and the desired result, the research question should
contain a threefold of components:

1. It should refer to the improvement of the internal control system. The main improvement
compared to the initial overview should be a more complete and more coherent overview
of risks in the organisation.

2. The outcome should contain a framework with, among other things, a list of clear actions,
which will help with the transition to practice.

3. Effective risk management contributes to reaching company goals and objectives (RIMS,
2012) The result should explain how this link can be achieved.

Combining these three component results in the following research question:
Main question

e How can Company X improve its internal control system by developing a framework that
connects risk management to its strategic objectives?

Sub questions - current situation

The first step in the process of answering the main question is the mapping of the current situation. In
this regard it is important to understand how risk management practices are currently performed in the
organisation. This includes for instance the risk appetite of the company and who ensures that risk
management is performed in a responsible way. In relation to the current situation, the following sub
guestions need to be answered:

o \What does the governance structure for risk management look like?
e To what extent is Company X willing to take risk?
e What does the overview for risk management currently look like?



Sub questions - theory

Subsequently, a literature review will be performed to get more knowledge about what risk manage-
ment is and how theoretical models can be used to develop a framework for Company X. This way,
the developed framework will match standards used in the field. Related to this, the following theoret-
ical sub questions are defined:

e What is ERM?
e What standards are available in theory for internal control?
¢ How can the governance structure be effectively organised?

Sub questions - solution

Based on the theory, the current risk management overview for Company X can be improved. Besides
using standards from theory to improve the overview, aspects like the risk type, exposure and mitiga-
tion measures need to be specified and, if needed, expanded in order to develop a comprehensive
framework.

e Which risks does the organisation face and how can these be categorised?

o What is the risk exposure?

e How can the risks be mitigated and which processes are already in place to do so?
e To what extent are residual risks acceptable?

e How can risk management be modelled comprehensively?

The developed framework should be self-containing and easy to understand, so that it can be used as a
reference for risk control practices. An accompanying subsection should explain why a certain theo-
retical model is chosen and how this results in the presented framework.

Sub questions - application

Finally, the solution needs to be translated to practice. At this point, there should be a framework on
paper, but people should become aware of their own responsibility to embed risk management in the
organisation. In this part, I will discuss some concrete actions for the successful implementation of the
framework. Therefore, the following questions need to be answered:

e How can the risk model be applied in practice?
e How can the model contribute to the strategic objectives of the company?
o What is needed to make everyone in the organisation aware of their role in ERM?

15 Scope and limitations

The goal is to present a framework that will help improve internal control. In this regard, the focus
will primarily be on the risk factors that directly influence the organisation, and the ability to deal
with those factors. The macro environment of the organisation might therefore be discussed to a lesser
extent. Furthermore, the framework will be qualitative. Quantification of risks is out of the scope of
this research.



1.6 Report structure

In this chapter, Company X is introduced, together with the problem the company is dealing with and
the objectives this research aims to realise. Chapter 2 will be about the current situation. A look is
taken at how risk management is currently organised. This includes the risk components that are al-
ready identified but also the way in which risk is governed and how responsibilities are assigned.
Chapter 3 describes the theoretical framework of the research, including literature about risk manage-
ment frameworks, ERM, governance and the elaboration of identified risk components. In Chapter 4,
I propose a risk control framework for Company X which should function as a reference book for
questions regarding risk management practices within the organisation.

Chapter 5 deals with the way the framework presented in Chapter 4 can be applied in practice. It con-
cerns the implementation of the steps necessary to embed risk management in the organisation and the
way in which employees become aware of their responsibility in this process. In Chapter 6 we con-
clude the research, where after we discuss the limitations and possibilities for further research in
Chapter 7.



2. SITUATION DESCRIPTION

Chapter 2 discusses the current situation regarding risk management at Company X. In Section 2.1,
we present the governance structure and Section 2.2 gives an overview of the components Company
X considers in their risk management practices.

2.1 Governance structure

2.1.1 Organisational structure
This sub section has been intentionally left out for confidentiality purposes.

2.1.2  Authority and Responsibility

Corporate responsibility

Senior management ultimately holds the responsibility for risk management practices within the or-
ganisation. The board of directors advises and monitors senior management to make sure risk man-
agement practices are performed in a responsible manner.

Local Responsibility

On a local level, the responsibility for managing risk is delegated to the respective person(s) in
charge. They are expected to give an overview of the main risks and opportunities for their depart-
ments in their business plans.

2.2 Risk overview

Across the organisation, several risk management practices are already conducted. However, a clear
and practical overall framework is missing. The first step the company took to create such an over-
view was the establishment of a project team.

2.2.1 Risk identification

To get an idea about the risks in the organisation, interviews are conducted with people from different
departments. Input from people in different functions is crucial to get a complete risk profile. The
identification of risks should ultimately give better insights into how risks can affect the realisation of
objectives and how business continuity can be guaranteed. Business continuity means that in case of
an event with possibly serious operational consequences, the organisation should be able to (partly)
carry on with delivering their service. Interviews with people from the different departments and busi-
ness plans from these departments, will give various perspectives to create a complete overview of
risks. The initial interviews are conducted by the members of the project team and resulting from this,
they created the overview in Appendix B. Based on these interviews and the corresponding overview,
conversations with the project team, and business plans from the departments, | composed a list of
risks that are relevant on an entity level. These risks will be discussed in Section 2.2.3. The specific
functions of the interviews with internal stakeholders are listed in Appendix A.

2.2.2 Risk categorisation

Before discussing the individual risks, risk categories are defined so the risks can be classified accord-
ing to their nature. The current classification is based on the four categories as defined by the Tread-
way Commission (COSO, 2004) and is complemented with a financial category. Together, this results
in the following five categories:



e Strategic: high-level goals, aligned with and supporting the mission
e Operational: effective and efficient use of resources

e Reporting: reliability of reporting

e Compliance: compliance with applicable laws and regulations

¢ Financial: risk regarding financial performance

2.2.3 Risk description

Interviews, group sessions and department business plans resulted in a list of eighteen risks. The indi-
vidual risks will be discussed below, together with the initial categorisation of these risks by the task
force.

Strateqic

e Critical employee positions
The risk of losing key employees with specific knowledge and capabilities.

¢ Reputation (brand positioning)
The way in which Company X is generally seen or judged by (potential) customers.

e Culture & behaviour
The norms and values in the organisation and the way people act in their working environ-
ments.

o Market risk
The risk of changing market conditions (e.g. economic conditions, competition).

Operational
e Purchasing & payable cycle (products and services)

The risk relating to the outsourcing of services and hiring external personnel.

e IT performance
The availability and continuity of IT systems.

o Cyberattack
A possible strike against the company’s computer systems, causing theft of sensitive infor-
mation or the falling-out of digital systems.

e Quality and innovation of services
The degree to which the organisation is able to fulfil the needs of their customers, and the
ability to adapt to changing requirements by providing new or improved services.

¢ Internal control risks
Inadequate division of tasks, inefficient processes and control measures that do not function
as intended or are absent.

¢ Insufficient awareness of risk
Not being aware of all the risks facing the organisation, which makes it impossible to come
up with effective mitigation measures.

Reporting
The risk that reports do not use the same standards, provide the same quality or reflect reality. Exam-
ples of reports are:
e Corporate Social Responsibility - including media interest and transparency reporting
e Financial reporting
e Law and regulations requirements



Compliance
e Customer risk

The risk of getting into business with the wrong parties.

o Joiner and leaver process (employees)
The risk of hiring new employees and ending employment in a responsible manner.

e Professional development
Guaranteeing enough critical employee positions to make internal advancement possible and
to keep the company attractive for future employees. Provide regular education and training
for current employees.

Financial
e Financing
Arrange sustainable financing to ensure long-term growth.
e Profitability (margin)
The risk that the profit to revenue ratio is not high enough, causing the need for cost reduction
which is undesirable.

2.2.4 Impact

The effect an individual risk can have on the organisation is defined as the risk impact. The higher the
impact is, the higher the potential (negative) consequences are. The impact can be classified as negli-
gible, low, medium or high. The actual meaning of these classifications depends on the impact cate-
gory and was initially determined by the project team. In case of the financial risks, negligible (mar-
ginal) means a potential loss of under 25,000 euro, low between 25,000 and 100,000 euro, medium
between 100,000 and 500,000 euro, and everything above 500,000 is considered a high impact. On
the other hand, we have the remaining impact categories where the meaning of the classification is
defined qualitatively, rather than quantitatively. The exact meaning of the classifications for every im-
pact category is listed in Appendix C.

2.2.5 Control processes

Across the organisation there are different measures in place to deal with uncertainty. The control pro-
cesses range from a trust person in case employees have a complaint that needs to be dealt with pri-
vately, to active customer screenings, and audits performed internally and externally. The project
team defined the possible classifications for the control measures, which are non-existent, low, me-
dium and high. In case there is an actual control mechanism in place to deal with a specific risk, the
frequency is classified as on-going, regular or ad-hoc.

2.2.6 Residual risk

The control mechanisms are meant to mitigate risks and manage exposure. However, for some of the
risks needs to be determined whether the control measures are sufficient to match the residual risk
with Company X’s risk appetite. Again, these residual risks can be defined as negligible, low, medium
and high.

By putting the discussed aspects together, the project team created an overview which specifies for
every risk to what category it belongs and what the potential impact might be. Furthermore, it speci-
fies the control mechanisms in place for mitigation purposes and ends with the residual risk that re-
mains. The overview can be found in Appendix B.






3. THEORETICAL FRAMEWORK

In this chapter, we discuss the theoretical framework. In Section 3.1, the focus will be on some core
concepts related to risk management, including a definition of risk itself. Section 3.2 discusses ERM,
where after a comparison is made between ERM frameworks in the literature in Section 3.3. This re-
sults in the elaboration of the COSO ERM framework in Section 3.4 and finally the three lines of de-
fence model will be discussed in Section 3.5 with regard to the governance structure.

3.1 Core concepts

Relating to risk management practices, a lot of terms and definitions are used interchangeably or have
a meaning that is rather vague. In this section, relevant terms and definitions will be discussed to clar-
ify how they are used in this report.

3.11 Risk

Risk is a subject that has traditionally concerned many scholars and practitioners (Gahin, 1971). There
are many definitions of risk of which the meaning is not always the same. When people think about
risk, it is often regarded as a negative concept, but there might also be a potential upside connected to
a risk. In an attempt to create a definition of risk that can be used consistently while still capturing the
essence of what risk is about and how it occurs, the International Standards Organization (2009) de-
fines risk as:

The effect of uncertainty on objectives.

Trying to achieve company objectives causes uncertainty since both internal and external factors are
involved that cannot be controlled completely. This may cause the organisation to fail to achieve its
objectives or may cause delay (Purdy, 2010). The objectives could also be achieved early or ex-
ceeded, which is why risk is neither positive nor negative by definition. With this definition, risk is a
description of what could happen and how this influences the achievement of objectives, rather than
just an event or consequence.

Risk is built up out of two components, probability and impact. Probability is the likelihood that an
event occurs that influences the achievement of objectives. Impact is the degree to which the event
affects the organisation. To describe the relation, the following risk formula can be used (Cox Jr.,
What's Wrong with Risk Matrices, 2008):

Risk = Probability * Impact

Likelihood is often used interchangeably with probability and frequency, and impact with severity and
consequences. In this report, probability and impact will be used as defaults. In case the components
cannot be defined quantitatively, it is also possible to assess the risks qualitatively. With a risk matrix,
probability and impact can be represented graphically to show the relative importance of risks. The
use of risk matrices has been supported by risk management standards (e.g. AS/NZS 4360:1999
(Standards Association of Australia, 1999)) and is now widely adopted by organisations and risk con-
sultants, for instance in the field of ERM (Cox Jr., What's Wrong with Risk Matrices, 2008).



Table 1: Standard risk matrix.

Prob. | Very low Medium Very high
Impact
Very high \
Medium Medium -
Low
Very low

Although risk matrices are widely adopted, there is little research as to how they actually improve risk
management decisions. Since the inputs and resulting risk ratings are largely subjective, risk matrices
should be used with caution, and with careful explanations of embedded judgements (Cox Jr., What's
Wrong with Risk Matrices, 2008). Because the risk assessment in this report will be qualitative, a risk
matrix can provide a simple overview of the relative importance of the risks.

3.1.2 Internal control

"Internal control is a process, effected by an entity's board of directors, management, and other per-
sonnel, designed to provide reasonable assurance regarding the achievement of objectives relating to
operations, reporting, and compliance (COSO, 2012)." When comparing this definition with ERM, it
can be seen that internal control neglects the strategic aspect, and a silo-approach is used instead of
looking across the enterprise. The silo-approach means that risks are treated independently in different
business units.

3.1.3 Risk exposure, appetite & tolerance

Risk exposure is the amount of risk Company X experiences. Risk appetite refers to the amount of
risk Company X is willing to take in the pursuit of its strategy and objectives. This (partly) reflects the
definitions used by ISO (2009) and COSO (2009). Risk appetite might be with respect to individual
risks or aggregates, and can be expressed as being qualitative or quantitative. In case the risk appetite
of arisk is high, Company X is willing to accept a high level of residual risk. When the appetite is
averse, Company X aims to reduce the residual risk as much as possible.

COSO0 (2009) defines risk tolerance as "the acceptable variation in outcomes related to specific per-
formance measures linked to objectives the entity seeks to achieve". According to Purdy (2010) it
should be avoided to get ensnared in the debate about risk appetite and risk tolerance, since the terms
are often misused and confusing. In for instance the financial sector, there is no consensus on what the
two terms actually mean and how they can be differentiated (Basel Committee on Banking
Supervision., 2010). Therefore, this report will only make use of the definition for risk appetite.

3.1.4 Inherent, target & residual risk

In the process of assessing risks and determining to what extent these risks are acceptable, a distinc-
tion is made between inherent risk, target residual risk and residual risk. Inherent risk represents the
amount of risk to the entity in case control measures are absent. This means that no actions are taken
to alter the risk’s probability or impact. Target residual risk on the other hand, is the desired level of
residual risk, knowing that mitigation measures will be, or have been implemented and should fall
within the organisational risk appetite. Residual risk refers to the amount of risk that actually remains
after the entity's risk response which differ from the risk appetite.

10



3.2 Enterprise risk management

In the last decades, especially after the financial crisis in 2008, a more holistic view of risk manage-
ment has replaced the traditional silo-approach (Oliviera et al., 2018). A growing number of firms
show interest in this new and more complete view of corporate risk, which is commonly referred to as
ERM (Oliviera et al., 2018).

According to the Treadway Commission (COSO, 2004), ERM can be defined in the following way:
"ERM is a process, affected by an entity's board of directors, management and other personnel, ap-
plied in strategy setting and across the enterprise, designed to identify potential events that may affect
the entity, and manage risks to within its risk appetite, to provide reasonable assurance regarding the
achievement of entity objectives."

In essence, ERM and the corresponding frameworks are concerned with identifying, analysing, re-
sponding to, and monitoring risks and opportunities in the enterprise environment. Typically, every
organisation has its own departments or functions to map and deal with risks. Encountering risks in a
competitive environment is inevitable, which makes it of utmost importance to deal with these risks in
a correct manner. The actions taken to manage risk are generally classified into four categories:

1. Avoidance: stop with the activity causing the risk.

2. Reduction: take action in order to reduce impact of the risk or the
likelihood of occurring.

3. Transfer: sharing or transferring risk, for instance by taking out
insurance.

4. Retain: accept the risk as it is and take no action. Potential bene-
fits outweigh the cost of mitigation.

The risks facing the enterprise can be either external or internal. External factors are often beyond the
control of an organisation and can result from developments in the economic landscape, or due to
changes in the political, legal, technological, and demographic environments (Olson & Wu, 2008).
Internal factors on the other hand might include human errors, fraud and system failure. For internal
risks it is often easier for organisations to develop procedures to control these risks.

When comparing ERM with traditional risk management, some differences can be noticed (Olson &
Wu, 2008). Probably the most notable one is that ERM sees risk in the context of the business strat-
egy, rather than individual hazards. Risk is treated as a portfolio instead of individual identification
and assessment. The focus is primarily on the critical risks and risk is not only seen as something that
must be mitigated or eliminated, but as something that needs to be optimised. Critical risks can for in-
stance be determined by looking at whether residual risks align with the risk appetites. Instead of only
setting risk limits, ERM results in a risk strategy where responsibilities are clearly defined and every-
one in the organisation is aware of their role.

3.3 Comparison frameworks

With the increasing interest in (enterprise) risk management practices over the years, many frame-
works appeared in an attempt to create a risk management standard. Among the first risk management
standard is the first edition of AS/NZS 4630, originating in Australia and New Zealand (Moeller,
2007). Nowadays, over 80 frameworks exist with COSO's "Enterprise Risk Management - Integrated
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Framework" and "AS/NZS 4360" as the ERM frameworks that are used most commonly (Olson &
Wu, 2008; Moeller, 2007). Although the definitions and number of steps in these two frameworks dif-
fer, the principles seem fundamentally the same.

In 2009, the International Organization for Standardization (ISO) published I1SO 31000:2009 "Risk
management - principles and guidelines”. The standard is aimed at creating a standard for managing
risk in every organisation by creating one vocabulary, a set of performance criteria, one common pro-
cess for identifying, analysing, evaluating and treating risks, and guidance on how this process should
be integrated in the decision-making process (Purdy, 2010). According to Gjerdrum & Peter (2011),
ISO provides a streamlined approach, where the COSO framework is rather complex and difficult to
implement. However, since ISO largely adopts the process as defined by AS/NZS 4360:2004 (Purdy,
2010), one could argue that the underlying principles are still the same. Furthermore, in an attempt to
create a standard that can be used in every organisation no matter the size or sector, 1SO uses broad
definitions and abstract language. Resulting from this, Leitch (2010) summarizes 1ISO 31000:2009 as
unclear, impossible to comply with, not mathematically based, and causing illogical decisions.

Although there are different views on which framework to use, it can be argued that the different
standards have more in common than in opposition (Gjerdrum & Peter, 2011). Ultimately, an addi-
tional standard may provide additional insight. The topic of risk management remains rather abstract
and therefore requires a tailored and well-founded approach for every individual company. Since the
COSO model is control and compliance based, and Company X is already familiar with certain as-
pects of the model, COSO will be used as the basis for the new risk management framework for Com-
pany X.

3.4 COSO ERM framework

One of the most widely used frameworks for ERM is the 'Enterprise Risk Management - Integrated
Framework', developed by the Committee of Sponsoring Organizations of the Treadway Commission
(COSO). In the section above, ERM was shortly introduced and a definition of ERM was given, as
stated by COSO. With the underlying premise of ERM that every entity exists to provide value for its
stakeholders, the definition reflects some core concepts (COSO, 2004); ERM is an ongoing process,
affected by people in different levels of the organisation, throughout the entity. ERM should be taken
into account when determining strategy, and risks should be managed from an entity-level portfolio
view. Developing a portfolio view of risk means identifying risks that are severe on an entity level
(COSO0, 2017). It might for instance be acceptable that some operating units experience a higher level
of risk than others, as long as the overall risk remains within the risk appetite. Possible events have to
be identified to manage risk within the organisation’s risk appetite, thereby providing assurance to the
management and board of directors, and contributing to the achievement of entity objectives.

The link between ERM and the achievement of entity objectives is a recurring theme. Effective risk
management helps with reaching objectives in the context of the entity's mission or vision. The COSO
framework presents four categories in which the objectives can be put. By defining four categories, a
distinct focus can be used for different objective types. A particular objective can however still fall
into more than one of the four categories (COSO, 2004):

e Strategic: high-level goals, aligned with and supporting the mission
e Operations: effective and efficient use of resources
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o Reporting: reliability of reporting
e Compliance: compliance with applicable laws and regulations

The way each category is managed is also connected to the degree the organisation is able to control
the respective objectives. Reporting and compliance is an internal affair and therefore the organisation
should be able to provide reasonable assurance that objectives in these categories will be achieved.
Strategic and operational objectives on the other hand, are also subject to events in the external envi-
ronment which cannot always be controlled and therefore might require a different approach. This re-
quires the responsible parties to be aware of external events that might happen and being able to re-
spond adequately in case such an event does occur. Events with a negative impact represent risks,
whereas events with a positive impact represent opportunities.

Besides the four objective categories, the COSO framework defines eight interrelated components
ERM consists of. The components should not be treated as a step-by-step plan, but as a process that is
iterative and in which most components influence each other. The components are (COSO, 2004):

e Internal environment - The internal environment describes the culture and values in the or-
ganisation. It encompasses the way in which risk is viewed and addressed, to what extent the
organisation is willing to bear risk, and the environment in which they operate.

o Objective setting - By defining entity objectives, potential events that might disrupt their
achievement can be identified. A process must be in place to ensure the objectives are con-
sistent with for instance the risk appetite.

e Event identification - Events that can affect the achievement of the entity objectives must be
identified. These events can be internal or external, and represent a risk or opportunity. In
case of an opportunity, these might be channelled back to the point where strategy is deter-
mined and objectives are being set.

e Risk assessment - This component is concerned with analysing the identified risks. Likelihood
and impact of the risks are considered to come up with a plan on how these risks can be man-
aged effectively.

o Risk response - Based on the risk assessment, a response strategy is chosen to align the risk
with the risk appetite. As discussed in Section 3.2, possible risk responses are to avoid, re-
duce, accept (retain) or share (transfer) risk.

e Control activities - The policies and procedures that are in place to ensure the risk response
strategies are carried out effectively.

¢ Information and communication - Relevant information is identified and communicated to
make people aware of their responsibilities, as well as to spread the information throughout
the organisation.

e Monitoring - Monitoring of ERM practices to ensure effective execution and improvements
when necessary. This can be done by ongoing management activities, separate evaluations, or
both.

Relationship

The relationship between the entity's objectives and the needed ERM components to achieve these ob-
jectives, can be represented in a three-dimensional matrix. The horizontal rows represent the eight
ERM components, the vertical columns represent the four objective categories, and the third dimen-
sion are the entity's units. When combining the three dimensions graphically, the relationship can be
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shown in the form of a cube. It shows that the focus can be on the entirety of the entity's ERM, as well
as on a specific component, unit, or objective category.

The effectiveness of the model largely de-
pends on the judgement of whether the eight
components are present and well-functioning.
The components therefore also serve as crite-
ria for the effectiveness of ERM.

Figure 3.2: Relationship between objectives, components and units (COSO, 2004).

Updated COSO framework

In 2017, a revised version of the 'Enterprise Risk Management - Integrated framework' was presented
by COSO. Since 2004, the complexity of doing business and the emergence of corresponding risks
have changed. The updated framework, 'Enterprise Risk Management - Integrating with Strategy and
Performance' addresses the changes in ERM and how this influences the risk approach in the organi-
sation. It clarifies the importance of ERM in strategic planning and embedding it throughout the or-
ganisation (COSO, 2017). Instead of using eight components, the updated framework uses five inter-
related components, as shown in Figure 3.2, which are supported by a set of twenty principles.

ENTERPRISE RISK MANAGEMENT

STRATEQY BUSINESS X IMPLEMENTATION ENHANCED
DEVELOPMENT OBJECTIVE . & PERFORMANCE VALUE
FORMULATION
1 Governance 35 Strategy & Performance Review Information,
. & Culture 3 Objective-Setting & Revision Communication,
& Reporting

Figure 3.2: Risk management components (COSO, 2017).

The Treadway Commission describes the five components in the following way (COSO, 2017):
e Governance & Culture - Governance and culture refers to the tone of the organisation, the

way in which responsibilities are established and their importance in relation to ERM, and the
culture. Culture is about desired behaviours, ethical values, and the understanding of risk.
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e Strategy & Objective-Setting - Strategy and objective-setting are connected to ERM, and are
therefore important in the strategic-planning process. This component is concerned with the
establishment of risk appetite, setting up objectives, and alignment with the chosen strategy.

o Performance - Based on the strategy and objectives, risks are identified to assess their impact.
The risks are prioritized and evaluated in relation to the risk appetite. Risk responses are se-
lected and a portfolio view is taken of the amount of risk it has assumed. The outcomes are
then reported to key risk stakeholders.

e Review & Revision - A review should be performed on how the ERM components are func-
tioning and whether they are effective. Based on the review, revisions can be considered for
improvement.

¢ Information, Communication & Reporting - Information regarding ERM needs to be commu-
nicated and reported. Obtaining and sharing information, from internal and external sources,
is essential in the process of creating awareness across the entire organisation.

The principles associated with the components are represented in Figure 3.3. A short explanation of
the individual principles is provided in Appendix D.

Figure 3.3: Risk management principles (COSO, 2017).

Governance Strategy & ¢y} Performance Review Information,
& Culture Objective-Setting & Revision Communication,
& Reporting
1. Exercises Board Risk 8. Analyzes Business 10. ldentifies Risk 156. Assesses Substantial 18. Leverages Information
Chwersight Confext 11. Assesses Severity Change and Technolbogy
2. Establishes Operafing 7. Defines Risk Appetite of Risk 18. Reviews Risk and 18. Communicates Risk
Structures 8. Evaluates Alternative 12. Prioritizes Risks Performance Information
3. Defines Desired Culture Strategies 13. Implements Risk 17. Pursues Improvement 20. Reports on Risk,
4. Demonstrates 8. Formulates Business Responses in Enterprise Risk Culture. and
Commitment Objectives 14. Develops Porifalio Management Performance

to Core Values View

f. Affracts, Develops,
and Retains Capable
Individuals

3.5 The three lines of defence model

With the need to identify and manage risks properly, organisations more often have a diverse range of
risk management functions. These functions can for instance be compliance officers, internal auditors,
and ERM specialists and are increasingly being split over multiple departments and divisions. (l1A,
2013). To make sure there is an effective coverage of tasks and responsibilities, a well-coordinated
approach is necessary. Although risk management frameworks can help with the identification of the
specific risks an organisation should aim to control, there is little documentation on how risk func-
tions should specifically be assigned and coordinated. The three lines of defence model, discussed by
the institute of internal auditors (2013), "provides a simple and effective way to enhance communica-
tions on risk management and control by clarifying essential roles and duties". This model presents a
guideline to improve the effectiveness of risk management within the organisation.

3.5.1 Three lines of defence
The three lines of defence model distinguishes three groups that are involved in effective risk manage-
ment (1A, 2013):

e Functions that own and manage risks.

e Functions that oversee risks.

e Functions that provide independent assurance.
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Figure 3.4: Three lines of defence model (I1A, 2013).

3.5.2 The first line of defence: operational management

One of the concepts behind the model is to assign the basic control and responsibilities to the first line
of defence. These are often the staff and managers from the business units that generate revenues
(BIS, 2015). This way, these staff members and managers own and manage the relevant risks. Opera-
tional management encounters the risks on a daily basis and is therefore the first line that "identifies,
assesses, controls, and mitigates risks, guiding the development and implementation of internal poli-
cies and procedures and ensuring that activities are consistent with goals and objectives". Their famil-
iarity with the workflow corresponding to the daily business should enable them to identify weak-
nesses early and act appropriately.

3.5.3 The second line of defence: risk management and compliance functions

Only a single line of defence, especially in larger organisations, can often prove to be inadequate.
Therefore, risk management and compliance functions are created to assist and control the first line of
defence for if they become ineffective (BIS, 2015). According to the model, these functions can for
instance be financial control, security, risk management, quality assessment, inspection and compli-
ance. The second line is concerned with monitoring and reporting risk-related practices and infor-
mation. Furthermore, they deal with issues regarding compliance and financial control. By doing so,
these second line functions must ensure that the first line functions as intended. Although the second
line functions offer some degree of independence, they are management functions by nature. There-
fore, the analyses the second line provides cannot be truly independent regarding risk management
and internal controls (I1A, 2013).

3.5.4 The third line of defence: internal audit

The third and last line of defence is the internal audit. This line is meant to give assurance to the gov-
erning body and senior management, with the highest level of independence (11A, 2013). This can be
for instance on the effectiveness of governance and internal control. This also includes the way in
which the first and second line achieve their risk management objectives. In order for the function to
be effective, the highest level of independence is needed. Therefore, the chief executive audit should



be able to communicate with senior management and the board of directors directly (Arndorfer &
Minto, 2015). The third line often comes down to a periodic risk assessment of categories with a high
level of residual risk, rather than an ongoing risk assessment that is typical for the first line of defence
(Arndorfer & Minto, 2015).

3.5.,5 External control

The three lines of defence model is focussed on assigning control functions and risk management re-
sponsibilities within an organisation. There can however also be additional external levels of control
that complement the first three lines. BIS (2015) mentions the financial sector as an example of an in-
dustry where specific regulatory bodies monitor whether organisations comply with the rules. Alt-
hough this case is focussed on the financial sector, external audits might add an extra layer of control
with a high level of independence in other regulated industries as well. However, the scope of risks
addressed by external bodies is generally less extensive than the internal lines of defence (11A, 2013).

3.5.6 Remarks

The three lines of defence model provides a clear structure for governance within an organisation, but
the model also has weaknesses that should be addressed. Often, the first line of defence is seen as the

most important since this is the line that encounters risks on a daily basis (Arndorfer & Minto, 2015).
However, the first line also comprises the people that are responsible for the revenues in the organisa-
tion. When these people are also the risk takers in the organisation, there might be a conflict of inter-

est when the risk is connected to the amount of revenue that is being generated.

When it comes to the second line of defence, a certain degree of organisational independence is re-
quired to ensure effective control. However, control functions in the second line sometimes lack this
kind of independence (Anderson & Eubanks, 2015) which causes the control to be inadequate. In a
formal structure, risk management functions report directly to the board. However, in daily practice it
is more likely to go to management which causes the second line to become engaged with other con-
trol functions. The exchange of information resulting from this might cause the control units in the
second line to adopt views that decrease their independence. Decreased independence might cloud the
second lines' judgements, making the control ineffective. Even if organisational independence is guar-
anteed, this does not necessarily mean that the second line of defence has sufficient skills and exper-
tise to control the first line of defence effectively.

Lastly, there is the third line of defence. For the internal audit to be effective, the annual risk assess-
ment should be well planned and performed by internal auditors that have a good understanding of the
risk profile of the organisation. In case internal auditors have insufficient skills and knowledge to
identify the high-risk areas to be assessed in the periodic review, wrong risk areas will be highlighted
and the effectiveness of the third line of defence will be undermined.
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4. RISK CONTROL FRAMEWORK

In Chapter 4, 1 will elaborate the proposed risk control framework for Company X. The structure of
the framework is based on the five components as defined by COSO (2017) and aims to cover the rel-
evant principles as described in Appendix D. Section 4.1 describes the governance structure and cul-
ture. In Section 4.2, Company X 's strategy and objectives are presented, together with the degree to
which the organisation is willing to accept risk. Section 4.3 zooms in on the individual risks and their
gualitative assessment. Finally, in Sections 4.4 and 4.5, | will give examples of triggers for reassess-
ment of the framework, together with the way in which the framework should be communicated.

4.1 Governance and culture
Company X's board has a significant role in risk governance, and influencing ERM. Defining a clear
governance structure and culture are important so they reflect Company X's core values.

411 Risk governance

In Chapter 2, the current responsibilities regarding risk management are discussed. For the new risk
control framework as discussed in this chapter, the three lines of defence model will be adapted to im-
prove risk governance throughout the organisation.

Corporate responsibility

The board ultimately holds the responsibility that the overall risk profile of the organisation is in line
with the risk appetite. The board of directors advices and monitors senior management to make sure
risk management practices are performed in a responsible manner.

Three lines of defence

Although the board ultimately holds the overall responsibility for risk management, tasking them with
carrying out major ERM practices would be very time consuming. By applying the three lines of de-
fence model, essential roles and duties are appointed and clarified to enhance communication on risk
and control.

The first line of defence: operational management

Basic control and responsibilities are assigned to the first line of defence. For Company X this means
that on a local level, the responsibility for identifying, evaluating and managing risks is delegated to
the department managers and the employees in those departments. Since operational management is
expected to encounter risk on a daily basis as part of their workflow, they should be able to identify
risks early and act appropriately.

The second line of defence: risk management and compliance functions

Because a single line of defence can often prove to be inadequate, risk management and compliance
functions should assist and control the first line of defence to make sure they operate effectively. At
Company X, second line of defence functions are compliance and financial control. Furthermore, a
project team works towards the creation of a risk control framework. Altogether, the second line of
defence is concerned with monitoring and reporting risk-related practices and information.

The third line of defence: internal audit

Internal audit should provide independent assurance to senior management and the board of directors
regarding risk management practices. Internal audit performs checks at random and can be tasked
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with the periodic assessment of the main risks in the organisation. Since Company X does not have an
internal audit function, there is no absolute independence. This is however compensated by the fact
that an external audit is performed. Additionally, regulators oversee whether Company X abides laws
and regulations.

Board
Senior Management 3rd Line of Defence*
Risk Assurance
m
2 =
: &
1st Line of Defence 2nd Line of Defence 2 c
= ]
Risk Ownership Risk Control > =
g_ =
0 Basic control & responsibility 0 Assist & control 1st line O
X . N . o Independent assurance
O Risk taking and owning risk o0 Modify framework S
. . . . O Periodic risk assessment
o Act according policies o0 Monitor & report risk
o Department managers o Compliance
o Department directors o Financial control o Internal Audit
o Staff o Risk project team

*Currently not present
Figure 4.1: Three lines of defence Company X - Adapted from Figure 3.4 (11A, 2013).

412 Culture

The ultimate goal regarding culture is the creation of a stimulating and inspiring environment where
everyone is given the opportunity to reach their full potential. In this regard, Company X strives to
stimulate a professional culture which is characterized by three objectives:

e Not only provide customers with expertise, but also to think from an entrepreneurial perspec-
tive where Company X is able to identify opportunities, and delivers real solutions based on a
thorough understanding of their customer's business.

e Use of a collective approach based on teamwork to create added value by combining
knowledge and building on each other's strengths instead of focussing on individual perfor-
mance.

e Create openness through direct feedback, collective responsibility, and transparency. This
should result in an open environment where questions can be asked, and the initiation of ideas
is stimulated.

The organisational structure, and in particular the division between commercial people and others,
causes a split in culture. Certain aspects of the desired culture, like being entrepreneurial in addition to
providing expertise, are mainly applicable to the commercial people. Moreover, the fact that commer-
cial people are engaged in customer contact, requires them to be more formal in certain aspects of
their work. Regarding general internal behaviour, a positioning survey is performed on how people
would describe Company X 's culture. Resulting from this survey, key words describing the internal
behaviour are considerate, integer, friendly, and humane.
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4.2 Strategy & objective-setting

The integration of ERM with strategy-setting, provides insight regarding the risk profile associated
with strategy and business objectives (COSO, 2017). Understanding the business context, like trends
and relationships that influence the organisation's current and future strategy and objectives, enables
Company X to create a comprehensive risk profile.

4.2.1 Strategy & entity objectives
Company X 's ambition is to be the market leader in their focussed business direction. To realise this
ambition, four main priorities are identified for 2017-2018 to realise progress:

e Business direction
The development of a clear and shared market focus to prepare for sectors with growth oppor-
tunities, and to deepen the relationship with customers. Depending on the market of the indi-
vidual offices, commercial employees are asked to participate in company-wide, strategic
commercial activities, focussing on the most attractive customers, markets, and sectors.

e Authentic positioning
The implementation of authentic positioning is a five-phase process, to reposition Company
X's brand distinctively. The gathering of information, and sessions with customers and em-
ployees resulted in a draft of five customer promises. The testing of these customer promises
and the mapping of required resources, should ultimately result in the internal- and external
roll-out of the final brand promise.

e Innovation
Transformation in the business of customers, mainly caused by digitalisation, requires Com-
pany X to keep developing their services and business model. In this regard, innovating is im-
portant to stay in touch with the needs of customers while staying focussed on Company X 's
performance.

e Professional culture
By stimulating a professional culture as described in Section 4.1.2, Company X aims to fulfil
their renewed brand promise, work on service improvement, and bring success in their fo-
cussed business direction.

Realising the strategy and corresponding four main priorities on an entity level, also require activities
and projects on a business level. To achieve the ambitions, priorities are defined for daily practice in
four categories: market, people, quality, and operational excellence. Examples of activities and pro-
jects are presented in Appendix E.

4.2.2  Define risk appetites

Company X acknowledges and accepts that their strategic choices and corresponding business goals
and objectives expose the organisation to risk. The uncertainty this implies is inherent to doing busi-
ness. The attitude towards individual risks depends on the characteristics of the risk category. Com-
pany X is relatively risk averse when it comes to for instance compliance and reporting risks since the
degree to which the organisation should be able to control these risks is relatively high (COSO, 2004).
On the other hand, market risk for instance also depends on the external environment (e.g. competi-
tors, economy) and therefore, the organisation is not always able to provide the same level of assur-
ance as to risks in the internal environment. This can cause the risk appetite for market risk to be
higher.
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To be able to assess the risks individually, the amount of risk Company X is willing to accept needs to
be defined. In case the risk appetite of a risk is high, Company X's target residual risk is relatively
high. When the appetite is averse, Company X's target residual risk is negligible. The risk appetites
for the individual risks are determined in a session with the members of the project team and shown in
Figure 4.2. The risk categories and corresponding individual risks are discussed in detail in Section
4.3.

Strategic Operational
2
8
5
1 ) 6
7
3 10 9
12
11
Compliance Reporting
Averse Low Medium High
Strategic Operational Compliance Reporting
1) Reputation risk 5) IT risk 11) Compliance risk 12) Reporting risk
2) Market risk 6) Service risk
3) Financial risk 7) People
4) Culture risk 8) Customer risk
9) Control risk
10) Awareness risk

Figure 4.2: Risk appetites.

4.3 Performance

Identifying, assessing, and responding to risks is often a key part of risk management practices. By
assessing risks, the actual performance regarding the identified risks for Company X can be deter-
mined by looking at whether residual risks are within risk appetites.

4.3.1 Risk identification

Resulting from multiple interviews with internal stakeholders (see Appendix A) and reports from dif-
ferent departments, the main risks for Company X have been identified. The initial categorisation and
description of these risks have already been discussed in Section 2.2. The initial categorisation com-
prised five categories: financial, strategic, operational, compliance, and reporting. In the proposed risk
control framework, financial' will not be treated as a separate category. Instead, | apply the categori-
sation as defined by COSO (2004) to Company X:

22



e Strategic
Company X should think of risk in relation to high-level goals, aligned with and supporting
its mission. The uncertainty of changing market conditions requires Company X to create a
professional environment where adaptability enables Company X to fulfil the need of their
customers.

e Operational
Operational risk refers to Company X’s risk in relation to operational practices, and the effec-
tive and efficient use of resources. Company X should think of people in relation to their ca-
pability in providing and improving services, and take the risk and opportunity associated
with business decisions into consideration.

e Compliance
Company X’s ability to abide relevant laws and regulations, which is important in providing
services. Not doing so directly endangers Company X’s integrity and reputation.

e Reporting
Company X should provide uniform reporting standards and guarantee reliability regarding
the provision of information.

To keep the framework clear and accessible, | grouped together or renamed some of the risks as dis-
cussed in Section 2.2. This results in the definition of twelve main risks, which are divided into the
respective categories based on their characteristics (see Figure 4.3). The division does not exclude that
a risk can fall into more than one of the categories, but instead indicates in which category the risk fits
best.

Strategic IT risk Operational

Service risk
Reputation risk People risk
Market risk Customer risk
Financial risk Control risk
Culture risk Awareness risk
Compliance risk Reporting risk

Figure 4.3: Risk categories and main risks.
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Strategic

Reputation risk

Trend:

Impact:

Mitigation:

Market risk
Trend:

Impact:

Mitigation:

Financial risk
Trend:

Inherent to doing business is the risk of reputation damage. The reputation of Com-
pany X is founded on trust from its employees, customers, regulators and from the
public in general. Isolated events can undermine that trust and negatively impact
Company X's reputation as a whole. Creating a strong and reliable reputation should
ultimately result in the realisation of Company X's ambition of being the market
leader in their focussed business direction.

The reputation of Company X is crucial in realising their ambition. Reputation dam-
age can cause disruption in establishing and keeping customer relations, and in at-
tracting the best people.

Company X works together closely with customers to formulate clear customer prom-
ises. In 2015/2016, Company X started with gathering information from employees
and customers to reposition the brand distinctively. This resulted in five customer
promises that can be used as a starting point for customer dialogues. In 2017/2018,
the specific resources needed for the positioning statement and promises were de-
fined, so the authentic positioning can eventually be rolled out internally and exter-
nally. Employees are stimulated to operate according to these promises and Company
X's values. Project A and a professional culture should align individual behaviour
with Company X’s brand. In addition, Company X invests heavily in information se-
curity related to the ICT environment as well as to physical storage, which are audited
regularly.

After the crisis, companies have profited from the economic recovery. Developments
like increasing digitalisation lead to new forms of services. While this presents excit-
ing opportunities to differentiate from the competition, it also brings new risks with
regards to innovation choices. Events like the Brexit show how unpredictable the
market is and that disruption is always possible. Lastly, increasing competition causes
margins to be under pressure.

Changing market conditions might cause Company X to pursue different customers,
offer innovative services, and operate more efficiently. Moreover, new entrants offer-
ing digital services at a lower price might threaten profitability.

Closely monitoring the market enables Company X to spot opportunities and chang-
ing market conditions at an early stage. Project B must strengthen customer focus and
collaboration. Lastly, striving for steady innovation must enable Company X to stay
ahead of their competitors.

To stay in business and grow sustainably, Company X must operate profitably. Over
the last years, the development of margins has been stable. However, it remains im-

portant to monitor developments in the markets Company X operates in to stay com-
petitive and ensure profitability. In addition, the Finance department monitors Com-
pany X's liquidity and solvency. Company X should be able to meet its financial
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Impact:

Mitigation:

Culture risk
Trend:

Impact:

Mitigation:

Operational

obligations, both on the short- and long-term. It is therefore important to keep paying
attention to the management of working capital and to ensure financing by external
parties.

Not being able to meet financial obligations can endanger Company X's continuity
and its ability to do business.

Paying close attention to customer contracts must ensure Company X engages with
customers on favourable terms. Monthly and quarterly reporting must provide a good
overview of the financial situation. By making reports regularly, (negative) develop-
ments can be spotted easily. Besides the internal reporting, a regular external audit is
performed. For the management of working capital, quick billing of expenses is im-
portant.

The culture and behaviour of Company X contribute to a stimulating working envi-
ronment. By stimulating the professional culture of Company X, employees and con-
tractors are enabled to develop, and an atmosphere of mutual trust is created. Devel-
oping this culture can be realised by focussing on entrepreneurship, a collective ap-
proach where teamwork is emphasized, and moving towards openness through direct
feedback, shared responsibilities, and transparency.

By not creating a professional, open environment, people might not be able to reach
their full potential. The development of culture helps with brand positioning and the
improvement of services.

To create an open environment, Project A has been introduced. To build trust and cre-
ate social control, there are whistleblower and trust regimes. Regular workshops and
trainings must ensure that individual behaviour is aligned with the organisational cul-
ture.

Information technology risk

Trend:

Impact:

To further enable collaboration and supporting business intake within Company X,
ICT services have been centralised and harmonised. This however increases the risk
of critical ICT systems having restricted availability or being unavailable. Failing ICT
systems will endanger the continuity of Company X. Data should be recoverable in
the case of a risk event and employees should at all times be able to do their job. By
storing documents in the cloud, Company X does not have to rely on a single physical
storage. At the same time, digitalisation increases the risk of cyberattacks, since the
information systems contain a lot of sensitive information about customers that
should be protected. Improvement of the overall ICT infrastructure remains a point of
attention.

The disability to withstand the loss of critical systems can come at a high cost. Stud-
ies suggest that companies losing critical systems for more than ten days quickly file
for bankruptcy and companies suffering a catastrophic loss of data and equipment
without a business continuity plan in place go out of business within 24 months of the
loss (Krell, 2006). Relating to a cyberattack, different consequences may occur de-
pending on the kind of attack. The company can have financial losses due to the theft
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Mitigation:

Service risk
Trend:

Impact:

Mitigation:

People risk

Trend:

Impact

Mitigation:

of (confidential) company and customer information, or a disruption in business con-
tinuity. An attack can also damage customer trust and consequently Company X's
reputation.

The ICT helpdesk is available to help solve general problems regarding the ICT infra-
structure. The ICT department additionally defines for instance the maximum tolera-
ble period in which data might be lost from an ICT service due to a major incident.
Stress tests must show whether Company X is able to recover within this tolerable
period. Additionally, Company X invests heavily in protection against cyberattacks.

To be able to provide customers with the solutions they desire, the quality and inno-
vation of services is essential. Transformations in the business of customers, primar-
ily digitalisation, can cause current services to become ineffective, and at the same
time offers opportunities for future business.

Quality and innovation of services are key in attracting and retaining customers. In
case Company X is not able to provide the right service for the needs of their custom-
ers (in the future), this might result in a loss of business.

To stay in touch with the needs of their customers, regular customer satisfaction as-
sessments are performed. Quality of service also means complying with relevant laws
and regulations. In addition to the internal procedures, external supervision provides
assurance that the quality of services is vouched for. Corresponding with the business
objective of continuous innovation, ideas for new services, sectors, and themes are
identified and prioritised. This must result in the development of cross department in-
novations.

People are key in offering services to customers. Therefore, attracting and retaining
the best people, and giving them the opportunity to develop is important. The ap-
pointment of new board members must be well founded, taking into account individ-
ual capabilities as well as the size of the respective department. Continuity in critical
partner and employee positions should remain monitored to ensure critical knowledge
and capabilities are warranted in case of people leaving. Lastly, screening procedures
for new employees have been intensified over the years.

By not creating sufficient development possibilities for employees, Company X
might fail to attract and retain the best people. Since employees are key in offering
the best solutions to customers, not being able to attract the right people might have
consequences for the success of doing business. With the disappearance of employees
from critical positions of the organisation, knowledge and capabilities that are im-
portant for the business could potentially be lost. Furthermore, underutilisation can
cause a decrease in quality of work, or result in health issues. Finally, the use of a
flexible layer of personnel might cause safety risks regarding confidential information
because of limited loyalty.

To ensure professional development, employees receive education and training. In
addition, periodic reviews are conducted to assess individual performance and to dis-
cuss career path opportunities. Critical positions with corresponding knowledge and
capabilities are monitored and mapped. Adequate back-ups for these critical positions
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Customer risk
Trend:

Impact:

Mitigation:
Control risk

Trend:

Impact:

Mitigation:

must ensure a smooth transition in case of a sudden departure. Potential employees
are screened intensively by an external party (i.e., certificate of conduct, references)
before entering a working relationship.

Thorough selection of customers helps to determine whether Company X will be able
to provide the quality of service customers demand and whether the customers satisfy
the requirements from Company X.

Insufficient customer selection may lead to undesirable contracts, causing margins to
be under pressure. Furthermore, it might negatively affect Company X's ability to get
paid. By engaging in unfavourable contract, the customer base does not grow sustain-
ably.

This sub section has been intentionally left out for confidentiality purposes.

Unpredictable process environments in which control measures are inadequate or ab-
sent remain a point of attention. Reasonable deliberation regarding monitoring and
control processes is required, while a high level of bureaucracy is undesirable.

As a result from insufficient internal control, process goals are not always well de-
fined, ICT tools are utilized suboptimally and staff might not always be aware of their
tasks and responsibilities, or might not possess the right capabilities. Control
measures that are designed or implemented do not always work effectively. Conse-
guently, this leads to inadequate separation of functions and inefficient processes.
The mapping of control measures must provide an overview to stakeholders about
control processes. By paying attention to responsibilities, managers, employees and
contractors are made aware of their tasks and roles in the internal control process.

Awareness risk

Trend:

Impact:

Mitigation:

Compliance

In the last few years, Company X has worked towards the creation of a complete risk
overview. By composing a project team and proposing a risk control framework as a
basis for risk management dialogues, Company X strives towards mapping the risks
faced by the organisation to the best of its ability.

Not being aware of all the risks in the organisation makes it impossible to come up
with appropriate mitigation measures or to seize opportunities. This might for in-
stance have financial or reputational consequences. In addition, the reporting of the
overall risk profile of the organisation might be incorrect.

The proposed risk control framework provides an overview of the risks Company X
faces. Periodic assessment of the main risks and opportunities by departments, to-
gether with reviewing and discussing the risks in the framework, should result in a
complete overview and increased risk awareness.

Compliance risk

Trend:

Company X does business in accordance with laws and (professional) regulations in
the jurisdictions in which it operates. Company X notices that regulation in society is
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Impact:
Mitigation:

Reporting

Reporting risk

Trend:

Impact:

Mitigation:

generally increasing. Although this offers opportunities for new business, Company
X also increasingly needs to comply with applicable laws and regulations, whilst
pressure in the market increases in terms of financial performance to develop the mar-
ket position. A recent example of such regulation is the General data Protection Reg-
ulation (GDPR). Internal policies and codes of conducts are developed and imple-
mented to help Company X reach this goal.

This sub section has been intentionally left out for confidentiality purposes.

The compliance office is observant when it comes to new developments in laws and
regulations. They are responsible for monitoring and advising the board to implement
new requirements in a timely manner.

With offices in different countries, unambiguous reporting is important. Written re-
ports regarding financial statements, corporate social responsibility, and law and reg-
ulations requirements must provide the same quality and use of standards, reflecting
the current state of the organisation.

Misstatements in reporting might cause disturbance internally or the need for rectifi-
cations externally. This might influence Company X's reputation by damaging their
credibility.

Reports are checked and reviewed extensively by both the authors and management.
Next to the internal control measures, the external auditor performs a quarterly review
in the form of an external audit. Together, this should provide assurance that the re-
ports provide a true and fair overview.

4.3.2 Risk assessment

In Section 4.3.1, twelve main risks for Company X have been identified. To understand Company X's
exposure to these risks in relation to the achievement of its strategy and objectives, and risk appetite,
they are assessed. Since it is neither practicable, nor cost-effective to obtain sufficient data for quanti-
fication, the risks will be assessed using a qualitative approach. Qualitative assessments are more effi-
cient to complete, but the ability to identify correlation between the risks or perform a cost-benefit
analysis is limited (COSO, 2017). The qualitative approach consisted of:

e Interviews with different internal stakeholders by the project team (see Appendix A).

o Review of the annual business plans from Company X's departments where they indicate their
main risks and opportunities.

e Review of previous risk assessments (e.g. Appendix B).

e Sessions with the project team to discuss classifications of individual risks.

This way, the qualitative assessment takes into account different internal stakeholders:

e The departments and their employees.
e The second line of defence, consisting of the compliance office and financial control.
o A member of the executive committee.
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For the assessment of the risks, | use the same classifications as in the initial overview of the project
team (as described in Section 2.2): negligible, low, medium and high. By using these four categories,
the relative importance of the risks can be easily represented. In addition, this classification is also
similar to the way in which departments report their main risks in their annual business plans, so
changing would be impractical. The global meaning of the different classifications is shown in Ap-
pendix C.

Prob. | Negligible Low Medium High
Impact
High Service risk
Customer risk
Medium Reporting risk IT risk
Control risk
Low Financial risk
Negligible

Figure 4.4: Risk matrix.
Negligible inherent risk

Low inherent risk

Medium inherent risk

High inherent risk

Inherent risk

The risk appetites for the main risks are already described in Section 4.2.2. To determine the inherent
risk exposure, a risk matrix is used. In the matrix, probability is the likelihood that an event occurs
that influences the achievement of objectives. Impact is the degree to which the event affects the or-
ganisation. By using the described qualitative approach, the probability and impact of the twelve main
risks are assessed, resulting in the risk matrix in Figure 4.4. The combination of probability and im-
pact determines the inherent risk classification. The probability, impact, and inherent risk classifica-
tions are also represented in Appendix F (1/2).

Mitigation measures
For every main risk and its components, the (possible) control processes to mitigate the risk are listed
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(see Appendix F). For every control process, the effectiveness is assessed, together with the frequency
in which these processes are conducted. The frequency can be none-existent, on-going, regular, or ad-
hoc. Subsequently, | determine the overall control effectiveness of the mitigation measures which are

represented in Table 4.2.

Residual risk

Where inherent risk indicates the amount of risk before mitigation measures are considered, residual
risk is the risk that remains after mitigation. Company X's target is to bring the residual risk within the
risk appetite. By considering the inherent risks and overall effectiveness of mitigation measures for
the twelve main risks, | assess the residual risks which are represented in Table 4.2.

Table 4.2: Classification main risks.

Risk appetite Inherent risk Mitigation Residual risk
measures

1) Reputation risk  HEY High Medium Medium

2) Market risk Medium High Low Medium

3) Financial risk Low Medium High Low

4) Culture risk Low High Medium Low

5) IT risk Low Medium Medium Low

6) Service risk Low Medium Medium Low

7) People risk Low High Medium Medium

8) Customer risk Medium Medium Medium Low

9) Control risk Medium Medium Low Medium
10) Awareness risk Averse Low Medium Negligible
11) Compliance risk EEY High High Low
12) Reporting risk Averse Medium Medium Negligible

When comparing the risk appetites with the residual risks, it can be noticed that for two of the twelve
main risks, the residual risk is not within Company X's risk appetite. | will discuss these risks individ-
ually:

e Reputation risk
Company X's risk appetite for reputation risk is low. By conducting business, Company X is
inevitably exposed to this kind of risk on a daily basis. Despite the positioning project, Project
A, and culture and behaviour, the possibility of losing a laptop, a customer being unsatisfied,
or negative reporting about Company X remains. Therefore, the residual risk is still classified
as medium. Although this is not within the risk appetite, it is neither desirable, nor cost-effec-
tive to prohibit for instance the use of personal laptops or to monitor the performance and be-
haviour of Company X's professionals more intensively. By defining a low risk appetite,
Company X strives to keep improving current mitigation measures and to identify possible
new ones as long as the benefits outweigh the downsides. For now, the residual risk is re-
tained.

e People risk
Company X's risk appetite towards people risk is low. The residual risk is however medium
and therefore not within the risk appetite. People risk consists of several components (see
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Appendix F). Over the last years, Company X has intensified screening procedures for new
employees which increases the control effectiveness. However, departments still feel the risk
of underutilisation is present, as well as limited back-ups for critical positions which might
cause the loss of knowledge and capabilities in case of departure. Therefore, the current resid-
ual risk does not match Company X's risk appetite. Lining up critical positions more fre-
guently and creating adequate back-ups can help to reduce the residual risk further. Other-
wise, Company X might want to change its appetite.

4.3.3 Main opportunities

The main focus of this report is to identify downside risks and to come up with appropriate mitigation
actions, rather than the identification of opportunities. In general, efforts to seize opportunities are
limited compared to mitigation actions, although it could help to reduce the negative effects of risk
(Oliviera et al., 2018). Therefore, I will list the main opportunities for Company X, resulting from the
interviews (see Appendix A) and departments' business plans.

e ICT improvement
Besides cyberattacks, many departments see ICT as an opportunity, rather than a risk.
Improving the ICT infrastructure offers opportunities for the development of new tools, im-
proving efficiency and monitoring performance.

o Cross department initiatives
Increased collaborations between departments should enable Company X to reach more cus-
tomers by developing new services and improving existing ones. Furthermore, inter-office
cross selling by introducing, for instance, historical Dutch customers to Company X's interna-
tional offices can increase business.

e Alternative business
The identification of alternative, or fast-growing, business and service areas can help in creat-
ing a diverse portfolio of customers and sustainably grow the business. In this regard, it is im-
portant to attract relevant experts to increase Company X's knowledge on these topics.

4.3.4 Portfolio view

ERM aims to approach risk from an entity-wide, or portfolio, perspective (COSO, 2017). Such a port-
folio view must enable Company X to think of risks in relation to strategy and objectives, and to each
other. When Company X's strategy is to be the market leader in their focussed business direction, it is
for instance important to think about this strategy in relation to attracting and retaining capable indi-
viduals, as well as to how compliance with laws and regulations can position Company X as a trust-
worthy business partner. Moreover, treating risks in so called "silo's" might enable individual business
units to specialize their approach to reduce individual risks, but does not consider the organisation as a
whole. At Company X, different departments experience different amounts of risk, for instance re-
garding competition. This is acceptable as long as the overall risk remains within Company X's risk
appetite, which can only be assessed by using a portfolio view. Lastly, developing a portfolio view
might help in showing how risks can offset each other. Strengthening the professional culture at Com-
pany X for example, helps in reducing reputation risk.

COSO0 (2017) distinguishes four levels of integration in the development of risk views. With minimal

integration (risk view), only individual risks are considered. Limited integration (risk category view),
allows for risks to be organised in categories, while partial integration (business objective view) also
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considers business objectives. Lastly, full integration (portfolio view) adds the layers where Company
X's strategy and entity objectives are considered. This portfolio view for Company X is represented in

Figure 4.4.

Ambition: Market leader in their focussed business direction

Business Authentic Continuous Professional
direction positioning innovation culture
Market People Quality Operational Excellence
. Business development || e Employee Survey . Customer satisfaction . Lean
elevator . People development . Compliance . Flexible
. Account & Target . Performance . Professional expertise . ICT
management management . 1SO certification for
. Thought Leadership . Diversity & Inclusion information technology
. CSR . Staff (processes)
improvement
|

/ Strategic Operational Compliance Reporting
/
/
| e  Reputation risk o ITrisk e  Compliance risk e  Reporting risk
/ e  Market risk e Service risk
/ e  Financial risk e People risk
/‘ e  Culture risk e  Customer risk
| e  Control risk
‘/ e Awareness risk

Figure 4.5: Portfolio view of risk - Adapted from COSO (2017).

4.4 Review & revision
Changes in the business context of the organisation might cause the need to revise the risk control

framework and its corresponding practices. Therefore, it is important to identify triggers for reassess-

ment to integrate reviews into business practices.

4.4.1  Assess substantial change
Organisations are usually able to anticipate changes in relation to strategy, culture and operational

performance. However, attention should also be paid to substantial change in the underlying assump-
tions that make up the framework's components. According to COSO (2017), substantial internal and
external changes related to the business context require identification because they might affect the

entire attitude towards risk. Some examples will be discussed below.

32



Internal change

Leadership & staff: Change in leadership can affect the attitude towards risk management. A new
leader might approach risk management differently by focussing on risk per-
formance without linking it to risk appetite or organisational culture.

Innovation: The introduction of innovations might change risk responses or manage-
ment's attitude towards risk. For example, staff might need training as a result
of an innovation in the ICT environment. At the same time, such an innova-
tion can increase management's ability to monitor performance.

External change

Market environment:  Changes in the competitive environment, or political events like the Brexit
can cause disruption in the way Company X does business. Besides the indi-
vidual risks that are affected, the need to implement another strategy can also
influence the entire risk appetite.

Laws & regulations:  New laws and regulations may cause staff to work according to new policies,
or force Company X to pursue other type of customers, resulting in a chang-
ing risk profile.

4.4.2 Review risk and performance

Besides the assessment of underlying assumptions that make up the framework, the risk mapping and
risk performance need to be reviewed. To do so, questions that need to be answered are for instance
whether the description of risks is complete, the risk classifications still representative, the level of
residual risk matches the organisational risk appetite, and opportunities are pursued in the way they
should? In case the answers to these questions are not within acceptable boundaries, Company X
might want to review, and possibly revise, specific components of the risk control framework as dis-
cussed in this chapter.

4.4.3 ERM improvement

Assessing change, and reviewing risk and performance must ultimately contribute to the improvement
of ERM practices within Company X. Management should pursue steady improvement at all levels by
embedding evaluations into business practices, while pursuing opportunities to improve efficiency
and usefulness of ERM (COSO, 2017). Improvements might further result from new technology, ana-
lysing shortcomings in dealing with risk events, or peer comparison. In Chapter 5, the application of
ERM will be discussed more specifically.

4.5 Information, communication & reporting

Nowadays, organisations face an increasing amount of information they have to deal with. Technol-
ogy has made it easier to collect, store and share this information, but this might also create an over-
load. Therefore, it is important to communicate the right information to the right people, to support
decision-making in all layers of the organisation.

This chapter provides a portfolio view of risk. The main risks on an entity level are discussed, to-
gether with their severity and possible impact on the achievement of Company X's strategy and busi-
ness objectives. In doing so, a high-level overview is created which provides the overall risk profile of
the organisations to relevant stakeholders. Additionally, this report provides a structured basis for risk
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management dialogues. Chapter 5 will address how risk management practices can be communicated
and reported, and how this results in the right information ending up with the right people.
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5. APPLICATION

In Chapter 5, | discuss the application of the proposed risk control framework. In Section 5.1, | pro-
pose a maintenance process, where after critical success factors are discussed in Section 5.2. Chapter
5 ends with the definition of typical ERM activities and responsibilities for the board and risk com-
mittee in Section 5.3.

5.1 Maintenance process

The framework as discussed in Chapter 4 provides a comprehensive overview of the risks and (de-
sired) risk management practices in the organisation. Keeping the framework up to date is important
for risk management practices to be effective. Therefore, a process for maintenance is discussed in
this section, together with the identification of specific triggers for reassessment of the framework.

Generally, the risks faced by Company X will be reviewed once a year. The departments, report the
most important risks they encounter in their daily practice, together with opportunities that could be
pursued. Until now, departments were asked to think about specific risks (e.g. market risk, operational
risk, human resources risk). In the new situation, departments can use the risks from the proposed
framework as reference and must be encouraged to think beyond the framework to spot new risks as
well. In addition to naming the risks, the departments are asked to think about the possible impact and
probability of occurrence. Impact and possibility ratings will consequently be used to determine the
overall risk classifications. Lastly, the annual business plans of the departments are discussed in a
meeting with all the department managers.

Based on the annual business plans of the departments, the framework must be updated to make sure
it is a good representation of the current situation. The risk project team will incorporate significant
changes, resulting from the business plans and department managers meeting, in the risk control
framework. Subsequently, the updated framework is discussed in a meeting of the executive commit-
tee. They discuss for instance whether the framework represents the overall risk profile of the organi-
sation, whether the control measures function as intended, and if appropriate actions are taken to deal
with possible residual risks.

Identifying triggers for reassessment must enable Company X to review risk management practices in
case of an event that might change the overall risk profile. Examples of triggers are the introduction of
a new strategy or policy plan, change in the underpinning risk appetite, a significant increase/drop in
revenue or margin, or innovations that might disrupt the industry. The overall process for maintenance
and improvement of the risk control framework is represented in Figure 5.1.

5.2 Critical success factors in ERM implementation

Although more and more companies are embracing ERM in response to regulators calling for its
adoption, its implementation remains poorly integrated (Arena et al., 2010). Oliviera et al. (2018) per-
formed a literature review which identifies critical factors associated with ERM initiatives. The criti-
cal success factors (CSFs) are ranked based on a questionnaire that is conducted among risk manage-
ment experts. The identified ten CSFs are discussed below, starting with the CSF that is ranked the
highest (Oliviera et al., 2018).
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Figure 5.1 Process for maintenance and improvement - Adapted from risk-based approach according to 1ISO 31000.

High management commitment

A high commitment from management is important to make ERM a priority and essential to
the organisation. Without it, ERM will most likely not become part of the corporate strategy
or will not be integrated in the decision-making process (Oliviera et al., 2018).

Awareness and risk culture

Related to the first CSF to make ERM a priority in the organisation, is the creation of risk
awareness and making ERM part of the organisational culture. This way, risks become a
shared understanding and responsibility of all people. Therefore, Company X might want to
make risk management part of their desired culture.

Risk identification, analysis and response

Risk identification, analysis and response are key components of many risk management
frameworks like COSO ERM (2017), 1ISO 31000 (2009) and AS/NZS 4360 (1999). Including
these actions in the proposed risk control framework helps with the identification of main
risks, which improves the ability to come up with appropriate mitigation measures and reduc-
ing residual risk.

Focal point for ERM process

Although one could argue that the responsibility towards ERM is shared across organisations,
Banham (2004) states the importance of having a responsible person to manage and supervise
risks. Sometimes, organisations create a Chief Risk Officer position. Alternatively, Company
X might want to make a senior executive or risk committee responsible for issues related to
risk management.

Institution’s compliance with laws and applicable regulations

Conforming to laws, regulations and internal policies stands out in literature as a relevant fac-
tor for ERM implementation (Oliviera et al., 2018), by contributing to the development of
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5.3

ERM initiatives. At Company X, internal policies and compliance actions already reduce the
exposure to risk in individual business units, as well as the general exposure to risk in the
company.

Risk communication

Communicating information regarding risk management across Company X increases trans-
parency and risk awareness. Moreover, it enables relevant stakeholders to use this information
in decision-making (COSO, 2017).

Risk indicators, monitoring, review and improvement

Section 5.1 proposed a process for maintenance for Company X regarding the risk control
framework. Monitoring and review must result in improvement of the framework so that it
represents Company X's current situation. Identifying specific risk indicators for monitoring
are beyond the scope of this research, but could possibly improve Company X's ability to
monitor the main risks.

Tolerance and risk appetite

Risk appetite refers to the amount of risk Company X is willing to take in the pursuit of its
strategy and objectives. The desired level (target) of residual risk must hereby fall within this
risk appetite. As discussed in Section 3.1.4, this report does not use the concept of risk toler-
ance. Nonetheless, risk appetite and (target) residual risk are important components of risk
management frameworks that balance the organisation's strategy and objectives, and the de-
sired comfort level to achieve them (COSO, 2004).

Seizing opportunities

Often, the focus of risk management is on the mitigation of risks, while the effort to seize op-
portunities is limited. This is also reflected by the fact that seizing opportunities is among the
least voted CSFs with very high influence in their research, which is remarkable since it could
help to reduce negative effects of risk (Oliviera et al., 2018).

Resources availability

Resource availability, for instance qualified personnel, is important for Company X to im-
prove risk management processes. However, since resource availability does not arouse risk
awareness or incorporate ERM in the organisational culture, this CSF has less power com-
pared to the other CSFs (Oliviera et al., 2018).

ERM activities & responsibilities

In Section 4.1.1, the governance structure for risk management was introduced, using the three lines
of defence model to describe basic accountabilities for the various lines. In this section, risk oversight
activities and responsibilities for senior management, the board of directors, and the risk committee
are discussed in detail.

Senior management

Senior management is ultimately responsible for ERM and the overall culture, capabilities, and prac-
tices needed to achieve Company X's strategy and objectives. COSO (2017) defines responsibilities
that typically belong to senior management:

Defining Company X's core values, standards, expectations of competence, organisational
structure, and accountability. Moreover, they provide leadership and direction to management
functions.
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o Evaluating different strategies, choosing one, and defining business objectives in line with
this strategy. In setting these objectives, senior management should consider the business con-
text, resources, and capabilities in relation to Company X's risk appetite.

e Overseeing the risks facing the organisation by directing management and staff to proactively
identify, assess, prioritize, respond to, and report risks they encounter.

e Providing guidance to the development and performance of ERM practices across Company
X, and delegating responsibilities to management functions.

Risk oversight

The board of directors is generally responsible for providing oversight, including oversight of risk
management practices related to the proposed risk control framework. Since it is undesirable for the
board of directors at Company X to hold complete risk oversight responsibility, specific tasks can be
dedicated to the risk committee. By appointing two chairs from different departments, independence
of the risk committee is stimulated. Both chairs discuss the topic 'risk’ in their meetings with other
managers and directors who are tasked with compliance and risk management to evaluate and im-
prove risk management practices. The risk committee can be responsible for (COSO, 2017):

o Overseeing the proposed risk control framework, including the identification, assessment, pri-
oritization, responding to, and reporting of risks.

o Communicating ERM practices to senior management and the board of directors Moreover,
the risk committee escalates identified or emerging risk exposures.

e Acting as focal point for risk management, creating and maintaining relationships with those
responsible for risk management practices in the different departments, and overseeing risk
management ownership in the different lines of defence.

e Developing and improving the risk control framework by establishing new practices and poli-
cies to identify, assess and manage risks.

e Reviewing Company X's risk profile and whether residual risks are within Company X's risk
appetites.

In addition, COSO (2017) identifies risk oversight activities for the board of directors related to the
five components of the COSO framework, which are represented in Table 5.1. As mentioned, these
activities can be (partly) dedicated to the risk committee.

Table 5.1: Board oversight activities (COSO, 2017).

ERM component Risk oversight activities

Governance & Culture e Assess the appropriateness of the Company X 's strategy,
alignment to the mission, vision, and core values, and the risk
inherent in that strategy.

o Define the board risk governance role and structure including
sub-committees for Company X.

e Engage with management to define the suitability of ERM.

e Oversee evaluations of the Company X's culture and that man-
agement remediates any noted gaps.
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Strategy & Obijective-set-
ting

Performance

Review & Revision

Information, Communica-
tion & Reporting

Promote a risk-aware mindset that aligns the maturity of Com-
pany X with its culture.

Oversee the alignment of business performance, risk taking,
and incentives/compensation to balance short-term and long-
term strategy achievement.

Challenge the potential biases and organisational tendencies of
management and fulfil its independent and unbiased oversight
role.

Understand Company X's strategy, operating model, industry,
and issues and challenges affecting Company X.

Understand how risk is monitored by management.

Set expectations for integrating ERM into the strategic man-
agement processes, including strategy planning, capital alloca-
tion, etc.

Discuss and understand the risk appetite and consider whether
it aligns with its expectations.

Engage in discussions with management to understand the
changes to the business context that may impact the strategy
and its linkage to new, emerging, or manifesting risks.
Encourage management to think about the risks inherent in the
strategy and underlying business assumptions.

Require management to demonstrate an understanding of the
risk capacity of the entity to withstand large, unexpected
events.

Review Company X's strategy and underlying assumptions
against the portfolio view of risk.

Set expectations for risk reporting, including the risk metrics
reported to the board relative to Company X's risk appetite
and external ERM disclosures.

Understand how management identifies and communicates the
most severe risks as depicted by Company X's portfolio view.
Review and understand the most significant risks, including
emerging risks, and significant changes in the portfolio view
of risk and specifically what responses and actions manage-
ment is taking.

Understand the plausible scenarios that could change the port-
folio view.

Ask management about any risk manifesting in actual perfor-
mance (both positive and negative).

Ask management about the ERM processes and challenge
management to demonstrate the suitability and functioning of
those processes.

Identify information, underlying data, and formats required to
execute board oversight.

Access internal and external information, and insights condu-
cive to effective risk oversight.
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Obtain input from external audit, and other independent par-
ties regarding management perceptions and assumptions
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6. SUMMARY AND CONCLUSIONS

This research project provides a clear approach towards risk management for Company X. We pro-
pose a comprehensive risk control framework to help Company X deal with the uncertainty the com-
pany inevitably experiences in the pursuit of its strategy and objectives. The main research question
underlying this report was as follows:

How can Company X improve its internal control system by developing a framework that connects
risk management to its strategic objectives?

By reviewing literature regarding risk management, it became clear that the traditional silo-approach
associated with internal control in organisations is not sufficient anymore to deal with the fast-chang-
ing world Company X operates in. This traditional approach thinks of risks independent from each
other, thereby neglecting the overall risk profile and strategic aspect. We have discussed the example
of market risk, where departments experience a different level of competition. Resulting from this,
these departments are exposed to different amounts of risk. These varying amounts of risks are ac-
ceptable as long as the overall risk for Company X remains within the risk appetite. This way, a negli-
gible market risk exposure in one practice group can be offset by the high market risk exposure in an-
other practice group. By using a holistic approach, Company X can see risks in relation to the com-
pany’s strategy and objectives, rather than individual hazards. This more complete view is commonly
referred to as ERM.

The comparison of different ERM frameworks results in the adoption of the COSO ERM framework:
integrating with strategy and performance. We adopt the five components of this framework to work
out the proposed Company X risk control framework as described in Chapter 4. The effectiveness of
ERM practices is related to the presence of the five components.

Twelve main risks have been identified, together with the control processes to mitigate these risks.
We use a qualitative approach to determine whether the residual risks are within Company X's risk
appetite. From this we conclude that residual risks are not within risk appetites for two of the twelve
main risks. For reputation risk, it is neither desirable, nor cost-effective to increase mitigation
measures at this time. Therefore, the medium residual risk is retained. For people risk however, con-
tinued efforts must make sure that the current medium residual risk will be reduced to match the low
appetite. Literature also ranks risk identification, analysis and response as one of the most important
factors for successful ERM implementation.

Other important factors for successful ERM implementation are commitment from management,
awareness and risk culture, and a focal point for ERM. The proposed framework provides a clear ap-
proach towards risk management, but without commitment from senior management, it will not be-
come a priority and essential to Company X. Furthermore, risk management should become part of
Company X's culture to make it a shared understanding and responsibility of all people. I would there-
fore recommend adding risk management to Company X's culture. Lastly, by transforming the project
team into a risk committee, one clear focal point for risk management practices is created. Besides be-
ing responsible for the effectiveness of the proposed framework and keeping it up to date, people
across Company X can escalate identified and emerging risks to the risk committee apart from their
direct manager.
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Although the focus of this report is on managing downside risk, we present three main opportunities.
Improvement of ICT must stimulate the creation of new tools, which can help to improve operational
efficiency and monitor risk performance. In addition, continued efforts should go to cross department
initiatives and the development of alternative business. Seizing these opportunities can also help to
reduce the negative effects of risks.

With the help of the three lines of defence model, we define risk oversight activities and responsibili-
ties for senior management, the board of directors, the risk committee, and staff. This way, people in
every layer of the organisation are aware of their responsibilities. In addition, | propose a process of
maintenance to keep the framework up to date and effective.

Altogether, the proposed risk control framework approaches risk from an entity-wide perspective, or
portfolio view. This must enable Company X to think of risks in relation to its strategy and entity ob-
jectives, and to each other. In doing so, Company X's overall risk profile is considered instead of only
mitigating risks in individual departments. Moreover, it provides insights in how some of the risks
might offset each other. This should ultimately increase Company X's ability to bring residual risks
within risk appetites, thereby providing reasonable assurance towards the achievement of Company
X's strategy and objectives.
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7. LIMITATIONS AND FURTHER RESEARCH

Limitations

The twelve main risks that are identified in this report are described from a high-level perspective so
they represent the threats to Company X as a whole, rather than individual departments. Conse-
guently, a qualitative approach has been used to classify Company X's risks, resulting in a global as-
sessment of the residual risks Company X faces. Since quantification of the risks was undesirable and
out of the scope of this research, the qualitative approach was an efficient way to assess the degree to
which Company X is exposed to risks. At the same, this limits Company X's ability to identify corre-
lation between risks or to perform a cost-benefit analysis. In the future, Company X might want to ex-
plore the possibility of increased risk quantification so that the risks can be assessed in more detail.
This also improves Company X's ability to assess whether control processes function as intended. A
guantitative approach might for instance encompass the definition of key performance indicators for
the twelve main risks, or risk modelling. However, Company X first has to determine whether this is
desirable and if the benefits of such a quantitative approach outweigh the costs.

We provide a comprehensive framework for risk management practices within Company X. However,
the proposed framework is neither final, nor binding. Instead, this research aims to provide a clear ap-
proach towards risk management, including the assessment of risk appetites, probabilities, impacts,
inherent risks, control processes, and residual risks, which can be used as a basis for further discus-
sions and risk management dialogues. Although I believe that this report takes into account perspec-
tives from various internal stakeholders, senior management still has to determine whether the pro-
posed framework and corresponding risk assessments are representative for Company X as a whole.
The current classifications might be partly subjective because they rely on personal interpretations and
those of the project team (risk committee) members. This is also a result of the chosen qualitative ap-
proach.

Finally, the proposed framework still needs to be implemented. General responsibilities for senior
management, the board of directors, risk committee, and staff have been defined, together with a pro-
cess for maintenance to keep the framework up to date. However, this still needs to be applied to indi-
vidual departments, for instance by appointing a focal point for risk management practices besides the
risk committee. Perhaps the most important is that all people within Company X become aware that
risk management is a collective responsibility. This might take time and requires continued efforts.

Further research

Although quantitative assessments are beyond the scope of this research, further research on this topic
can help to improve risk management practices even more. The improvement of risk management in
this research is primarily concerned with creating a comprehensive risk overview and increased risk
awareness, whereas a quantitative approach also offers opportunities for risk monitoring and more
specific risk assessments.

Quantitative assessment approaches allow for increased precision and support a cost-benefit analysis.
Probabilistic models such as value at risk (VAR) can help to think of a range of possible risk events,
together with the corresponding impact and probability of these events. Understanding how each risk
factor could vary and impact the cash flow, for instance, allows management to better measure and
manage risk (COSO, 2017).
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In this research, we use the following risk formula to assess the twelve main risks (Cox Jr., 2008):
Risk = Probability * Impact

For the impact is defined when it is seen as negligible, low, medium, or high (see Appendix C). How-
ever, for probability we have not looked at which percentage corresponds to, for instance, the classifi-
cation ‘negligible’. The risks with a very high impact and very low probability can be dangerous,
since these could disrupt the whole organisation. Using VAR would require Company X to think
about the probability (in percentages instead of qualitatively) of a potential loss and the height of that
loss. When doing this for a range of possible events, VAR indicates the probability that a loss exceeds
a certain amount over a period of time. The quantified potential loss for an individual risk event can
be defined as the risk exposure, which is calculated by multiplying the probability with the potential
loss. This also corresponds to the risk formula presented earlier. For Company X we have seen that a
financial loss is high when it exceeds €500,000. An interesting question for further research might be
for which probability Company X is willing to accept a loss of over €500,000 in a certain time period?
However, to be able to determine this, quantification is required. Moreover, this raises the question to
what extent it is beneficial to reduce the probability of such an event if this increases the cost of miti-
gation significantly. By using VAR, we ultimately want to make a statement like: “We are X percent
certain that we will not lose more than V euros in time T” (Hull, 2015).

As mentioned, we assess the risk impact as negligible, low, medium, or high. For each classification,
we define the meaning in Appendix C. A medium risk impact for instance, represents a monetary loss
between €100,000 and €500,000. However, a risk event causing a loss of customers, media attention,
a decrease in customer or employee satisfaction, or a change in competitive advantage can also be
classified as medium. A loss of customers is relatively easy to express as financial loss compared to
for instance media attention, since it directly decreases turnover. Then again, if this causes a loss be-
tween €100,000 and €500,000 the classification is medium, and if the loss exceeds €500,000 the clas-
sification is high. However, risk events like media attention, customer and employee satisfaction, and
competitive advantage are much more difficult to express as a monetary amount. Instead, negative
media attention might make it more difficult to attract new customers and consequently disables Com-
pany X to grow sustainably. Moreover, a decrease in employee satisfaction can cause these employees
to be less productive. Although we cannot directly assign a monetary amount to these kind of risk
events, there certainly is a loss of value. Thinking about this value quantitatively and how this affects
Company X’s performance, might further improve risk management practices.

Another benefit of risk quantification is the increased ability to monitor risks. By defining key perfor-
mance indicators (KPIs) for the main risks, it can be monitored whether risk performance is within
acceptable variation. If we look for instance at financial risk, KPIs can for instance be the margin,
solvability, and liquidity. These examples are already part of the periodic financial reporting at Com-
pany X, but KPIs could be useful for other risks as well.

IT risk is an example of a risk within Company X for which monitoring KPIs can be useful. Examples
of possible KPIs are the number of events causing downtime, the actual downtime, and the number of
cyberattacks. By using a dashboard to represent the KPIs graphically, Company X can easily see
whether the KPIs are within acceptable boundaries, and how this performance relates to the same
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period in a different year. This way, Company X can also determine whether mitigation measures are
effective and function as intended.

For people risk, KPIs might be the number of sick days per employee or the amount of trainings per
time period. These examples also show that quantification does not mean that risks need to be ex-
pressed as a potential monetary loss. It differs per risk category how often certain risks arise and how
quick they change. Operational and compliance risks are more likely to be experienced on a daily ba-
sis, whereas strategic risks like reputation risk and market risk are probably more difficult to measure,
and more focussed on the long-term.

Concluding, there are enough opportunities for further research in the area of risk quantification.

However, Company X first has to determine whether they think it is useful and if the increased efforts
associated with quantification are beneficial from a cost-perspective.
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APPENDIX A: FUNCTIONS PROJECT TEAM & INTERVIEWS

Appendix A is intentionally left out for confidentiality purposes.
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APPENDIX B: INITIAL RISK OVERVIEW

Possible Gurrent control / process Control 7 Control / Residual risk
risk Impact process process classification
classification frequency
Financial Reputation High
Profitability {co st ratio) Madium
Financing Low
Op i 1 ing critical posith [emoloyees) Meadi b ‘saties inregelen / Adegquate back-up Low Ad-hoc
Purchasing & payable cycle {prod and icag) - Madi Intermnal audit {sample taken atrandom) Low Ad-hoc
increasing risk of cutsourcing
Caulfturs and behaviour High Project A Medium On-going
Strategic Culture and behavior High Project A Medium On-going
WhnisteDlowers r2gime Low On-going
Trustregime Low On-going
Posiioning / reputation High Culturs and behaviour Madium On-going
Project A and positioning project Madium On-going
Profitability / margin Madium  Monthly and quartery reperting (including High Regular
memorandum}
Financial reporting High Regular
Accountants compilation report Low
("samenstelingsverklarng”) BFT
IGT / Faciity regards innovation, privacy ("beschanming Madium
D8re00nEgegevens’) and secuny - Unval ke ke
infrastructuur / badnfsapplicates
Cyberaanvalen High
Laws and Culture and behavior High Busineg sz dilemma workshop Low On-going
regulations /
compliance
Code of Conduct (zactor leval} Low On-going
Customer acceptance process High Customer acceptance software Medium On-going
Joinerand leaver process ([emoloysss) High {Pre-employment) screening pocedurss Madium On-geoing Madium
Professional development udi T L i Performance reviews [Meetngs) - assessments High Regular Low
Education / raining (leaming & developmeant) - aiso Madium Regular Low
diidual skils S ban derad
Purchasing & payable cycle (products and sanicas) Madium  Qutsourcing ravisw Low Ad-hoc Madium
Quality and innovation of ssnices High
Reporting Corporate Social Re sponsibiity reporting (s.9. Medium  Financial statements Low Regular Medium
separate CER report} - including media intare st
{increasing involvement of corporate govemancs) -
transparency reporting
Financial reporting Medium  Quartsry review by extemal auditors Medium Regular Low
Law and regulatons requirements, &.g. Standard Madium  Notimolemeniad None Nong
Busi Reporing reguiremants regards fi al
statsments
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APPENDIX C: MEANING CLASSIFICATIONS

Financial

Operational

Strategic

Laws and
requlations
!
compliance

Heporting

Loss of < 25.000 EUR
- Impact on management contral
on operational processes,

- Impact on competitive
aduwantage,

- Impact an reputation.

- Impact on management control
on operational processes.

- Impact on competitive
adwantage.

- Impact an reputation.

- Inwaleement of autharities.

- Impact an reputation.

- Impact on management contral
on operational processes,

- Impact on competitive
adwvantage,

" Impact on reputation,

Loss of <100.000 ELR

- Impact on management contral
on operational processes,

- Impact on competitive
aduwantage,

- Loss of customers.
- Decrease customer of
employes satisfaction,

- Impact on management contral
on operational processes.

- Impact on competitive
adwantage.

- Loss of customers.
- Decrease customer or
employee satisfaction.

- Inwaleement of autharities.
- Loss of customers.

- Decrease customer or
employee satisfaction.

- Impact on management contral
on operational processes,

- Impact on competitive
adwvantage,

- Loss of customers.

- Decrease customer of
employes satisfaction.
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Lo=s of <500.000 ELUR

- Impact on management control
on operational processes.,

- Impact on competitive
aduantage.

- Mledia attention.

-Loss of customers.

- Oecrease of customer or
employes satisfaction,

- Impact on management control
on operational processes,

- Impact on competitive
adwantage.

- Mledia attention.

-Loss of customers.

- Decrease of customer ar
employee satizfaction.

- Ineolvement of authorities.
- Sanctions may be imposed.

- Mledia attention.

-Lo=s of custaomers.

- Decrease of customer ar
employes satisfaction,

- Impact on management cantrol
on operational processes,

- Impact on competitive
adwantage,

- Media attention.

-Loss of customers.

- Decrease of customer or
employes satizfaction.

L= of = 500.000 EUR

- Impact on management control
on operational processes.

- Impact on competitive
advantage.

- Mational { international media
attentian.

- Loss of customers.

- Decrease of customer ar
employes satiskaction.

- Impact on management contral
on operational processes.

- Impact on competitive
aduantage.

- Mational { international media
atkention.

- Loss of customers.

- Decrease of customer or
employes satisfaction.

- Inwalvement of authorities.

- Sanctions may be imposed.

- Business continuity in danger.
- Mlational f international media
atkention.

- Loss of customers.

- Decrease of customer or
employes satisfaction.

- Impact on management contral
on operational processes,

- Impact on competitive
adyvantage,

*- Mational f international media
atkention.

- Loss of customers.

- Decrease of customer or
employee satisfaction.



APPENDIX D: COMPONENTS AND PRINCIPLES COSO FRAMEWORK

Components and Principles

1.

=]

)

10.

1.
12.
13.
14.
15.

16.

17.

18.

19.

20.

Exercises Board Risk Oversight—The board of directors provides oversight of the strategy
and carries out governance responsibilities to support management in achieving strategy and
business objectives.

Establishes Operating Structures—The organization establishes operating structures in the
pursuit of strategy and business objectives.

Defines Desired Culture—The organization defines the desired behaviors that characterize the
entity's desired culture.

Demonstrates Commitment to Core Values—The organization demonstrates a commitment
to the entity's core values.

Attracts, Develops, and Retains Capable Individuals —The organization is committed to
building human capital in alignment with the strategy and business objectives.

Analyzes Business Context—The organization considers potential effects of business context
on risk profile.

Defines Risk Appetite—The organization defines risk appetite in the context of creating,
preserving, and realizing value.

Evaluates Alternative Strategies—The organization evaluates alternative strategies and
potential impact on risk profile.

Formulates Business Objectives—The organization considers risk while establishing the
business objectives at various levels that align and support strategy.

Identifies Risk—The organization identifies risk that impacts the performance of strategy and
business objectives.

Assesses Severity of Risk—The organization assesses the severity of risk.

Prioritizes Risks—The organization prioritizes risks as a basis for selecting responses to risks.
Implements Risk Responses—The organization identifies and selects risk responses.
Develops Portfolio View—The organization develops and evaluates a portfolio view of risk.

Assesses Substantial Change—The organization identifies and assesses changes that may
substantially affect strategy and business objectives.

Reviews Risk and Performance—The organization reviews entity performance and considers
risk.

Pursues Improvement in Enterprise Risk Management—The organization pursues
improvement of enterprise risk management.

Leverages Information Systems—The organization leverages the entity's information and
technology systems to support enterprise risk management.

Communicates Risk Information—The organization uses communication channels to support
enterprise risk management.

Reports on Risk, Culture, and Performance—The organization reports on risk, culture, and
performance at multiple levels and across the entity.
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APPENDIX E: BUSINESS OBJECTIVES

Appendix E is intentionally left out for confidentiality purposes.
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APPENDIX F: RISK OVERVIEW

(1/2)

Risk

Appetite

Component(s)

Risk

Inherent risk
Probability [exposure

Strategic Reputation gk Low Reputation & positioning High High High
Warketrizk Madium Changing economic conditions High Medium High
Increased compatition
Financialrizk Low Profitability {mangin} Medium Low Madium
Financing
Salvalility
Liguidity
Crufturs nsk Low Caulture and behawviour - discipling / diversity High Medium High
Operational Informaton Low Functionality, availabiity Medium Medium Madium
technology risk Safety (cybarattack)
Sarvice nizk Low Quality High Low Madium
Innavation
Paople rizk Low Critical employes positions Medium High High
Professional developmeant
Joinerand leaver process
FlLexible perzonnel
Customer risk Madium  Customer acceptance process High Low Madium
Unfavourable contracts
Contriol isk Madium Control measure s not working Medium Medium Madium
Procassinefiiciency
Inadequate task dvison
Awarengss sk Avarze Mot being aware of igks and opportunities Low Low Low
Compliance Complancs Low Conforming to laws and regulations High Meadium High
rizk Intemal policies
Reporting Reporting risk Avarse Transparency, reliability, confidentiality of: Medium Low Madium

- Corporate social responsibity;
- Financial reporting;
- Law & Regulations requirsmeants
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APPENDIX F: RISK OVERVIEW

Current control processes

Strategic Reputation nsk |Culiure and behaviour Medium On-going Meadium Medium
ND Open project Medium On-going
Investment in information sacunty Medium Ad-hoc
Positioning project Medium On-going
Warkst nsk Client diversification Low On-going Low Medium
Ssnvice innovation Low Ad-hoc
Developing the Comporats Nome markst Low On-going
Account program Medium On-going
Creating intemational network Low On-going
Financial ngk Meonthly and quarterty reporiing High Ragular High Low
Financial statements High Regular
Working capital managemsant Meadium On-going
Cliznt selection Medium Ad-hoc
Contol process X Low On-going
Culture rigk Project A Medium On-going Medium Low
Trust regims Low On-going
Whistieblowers regime Low On-going
Busine sz dilemma workshop Low Regular
Code of conduct (sector lkewel} Low On-going
Operational informaton Sarver storage (DME), Personal laptop Medium On-going Medium Low
technology risk IT senice center Madium On-going
Sarmverhosting Medium On-going
Cyberattack prevention Medium On-going
Sanics nizk Cliznt satsfaction assessment Medium Ragular Madium Low
Extemal supervizion High Regular
People nsk Ling up crtical positions, Adeguate backups Low Ad-hoc Medium Medium
Periomancs ravisgws Medium Regular
Eduction and training Medium Regular
[Pre-employment) screening pocedures Low On-going
Leaver procadures MNone Mone
Intzmal udit {sample taken at random) Low Ragular
‘Customer risk | Customer acceptance process Meadium Ad-hoc Medium Low
Checking potential clients Medium Ad-hoc
Conttol nsk Mapping contol measure s Low Ragular Low Medium
Defing tasks &responsbites Nong Mong
Awarenezs sk |Risk contol framework Medium Ragular Medium Nagligible
Department risk repaorting Medium Ragular
Compliance Comolance Busingss dilemma workshop Low Regular High Low
nizk Code of conduct (sector level} Low On-gaing
Laws and regulations requiremants reporting MNong Mone
Extzrmal supsrvizion High Ragular
Compliance departmentiofiicers High On-going
Reporting Reporting rick  |Financial statements, including (imited) Low Ragular Medium Nagligible
information regarding people, planet and profit.
Quartsrly review by extemal auditors High Regular
Extemal supervision regulators Medium Regular
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