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Summary

Distributed ledger technology (DLT) has been gaining in popularity for businesses and academics
alike in the previous years. The promise of DLT is that it ensures shared control over data without
a central party to control these data. With DLT, businesses no longer need to base their trust in the
integrity of the data on this central party since DLT systems can potentially guarantee this integrity.
Distributed ledger technology is still a young technology and there are only a limited number of
organization which are using applications with DLT. One of the reasons that it's not widely used yet is
due to the risks involved with the technology. Identifying risks specific to DLT is difficult with current
risk assessment models. This research proposes a new IT Risk DLT Application Maturity Model
which can be used by businesses to asses risks of DLT and enhance their development processes.

In this research, a multi-method approach was applied to develop a maturity model. We started by
identifying IT risks of DLT applications through a literature study. The risks identified in literature were
presented to a panel of 15 experts from various companies and academic institutions in a two round
Delphi study. The panel proposed a large number of additional risks that have been consolidated
into a total of 48 risks divided over 5 risk areas and 14 sub-risk areas. We found that there were
many risks that are not mentioned in literature which are considered important to businesses. The
combination of both fields provide valuable insights for both academics and practice.

The risks that were collected were further verified within five different case studies. Within these
case studies, it was found that the identified risks are not generalizable to every DLT application.
There are aspects, such as DLT performance, which differ per use case. In order to define these
restrictions of the model, criteria have been drafted which the use case should adhere to before the
maturity model can be applied.

For each of the 14 risk areas, five maturity level descriptions were defined based on the definitions
of the CMMI levels in combination with the identified risks. These level descriptions were checked
once more by a panel of experts through a survey. In this survey, we found that a number of areas,
such as the Data Management area and the Endpoint Security area, are still in discord. Not all
experts agree with the descriptions, but have given feedback on how to improve them. The feedback
has been incorporated in the final level descriptions.

The created maturity model can be applied to a DLT application through a number of drafted
assessment questions based on the level descriptions for each level. The results of the assessment
are visualized through a dashboard to improve the comprehensibility of the results and to quickly
identify possible areas of improvement for the applications. Both the assessment questions and the
dashboard have been verified with one of the case studies used earlier in the research.

The created IT Risk DLT Application Maturity Model and the collection of IT risks are the most
important contributions of this research. The model includes a number of risk areas which can be
improved upon in future research. The combination of academics and practice within this research
allowed us to create a comprehensive list of IT Risks for DLT applications which can be used both in
academics and in practice as a basis for future research.
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Chapter 1

Introduction

Distributed Ledger Technology (DLT) has been gaining popularity in the previous years. Many compa-
nies are looking for opportunities to use DLT within their business but there are not many instances
where a company moves onto using a DLT application in their regular business processes. Often
times after a proof of concept is created the decision is made to not further develop the applica-
tion since DLT is simply not yet mature enough to perform a vital role within the company. There
is currently no method to easily analyze a DLT application that gives an overview of its associated
technology and business risks.

The promise of DLT is that it enables shared control over data without a central party to control
these data (Hileman & Rauchs, 2017). With DLT, businesses no longer need to base their trust in the
integrity of the data on this central party since DLT systems can potentially guarantee this integrity.
This opens up new opportunities for businesses for collaborations where previously no central trusted
party was available. However, it is still proving dif cult to nd these new uses and integrate them
within their organization. Start-ups have sprouted up around new and improved applications of the
technology, and research and development departments at larger enterprises are creating proof of
concept applications to be used within their organization.

Bosch is currently in the process of identifying use cases and producing proof of concept appli-
cations using distributed ledger technology. Working together with a multitude of partners in different
consortia they are producing use cases mainly in the eld of IoT and mobility. One of the strategic ob-
jective of Bosch is to become an loT company with many of it's products being interconnected. This
idea of an IoT company is leaking through all the different industries in which Bosch is active, from
connected industry to smart homes and connected mobility, to only name a few. Simply connecting
devices to the Internet is not enough to create an effective 10T network, devices need to be properly
secured and methods to manage the devices should be set up. DLT can help to support this network
of secured inter-connected devices and create trusted data connections between l0T devices from
various organizations.

Distributed ledger technology is a young technology and there are only a limited number of or-
ganization which are using applications with DLT. Some organizations have introduced applications
using DLT but each application has limitations, such as scalability, security, a centralized governance
and others. Popular DLT networks such as Ethereum and Blockchain are not optimized to run to-
gether with loT devices since they require too much power, storage or require the device to be online
all the time.

Identifying the limitations and risks of the created applictions can often prove dif cult for managers
since there is no reference system to compare them to. Existing IT risk assessment frameworks are
not suitable for DLT applications since they lack the ability to easily identify DLT related risks such as
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the immutability of data and shared governance issues.

Maturity models are often used in larger companies as an informed approach to continuous im-
provement or as a means of benchmarking and self-assessment. These models often look at larger
processes such as the development process of an application, but they can also be applied to assess
the maturity of processes surrounding a speci c technology. This type of object-speci ¢ models can
serve as a developmental aid in organizations wanting to develop or implement DLT applications.
Using maturity models to assess DLT applications offers managers a structure they are familiar with
and it can show different types of risks in a common format.

This thesis will focus on evaluating current methods of IT risk identi cation using maturity models.
After this, a new maturity model is presented which focuses on evaluating the IT risks of DLT applica-
tions in connection with loT. This model is veri ed through a number of case studies evaluating proof
of concept applications.

1.1 Organization Background

This research is being carried out with the cooperation of Robert Bosch GmbH. Bosch is a multi-
national engineering and electronics company with over 400.000 employees spread out over 60
countries. The company is headquartered in Gerlingen, Germany, close to Stuttgart where it was
founded in 1886. In 2017 they had 78.1 billion euros in sales with their mobility solutions business
sector producing 61 percent of the sales. Other business sectors they are active in are industrial
technology, energy, building technology and consumer goods.

Research and development is a key focus of the company which is always looking to expand and
improve their product range. Their objective is to develop innovative, useful, and exciting products and
solutions to enhance quality of life. They have around 59,000 researchers and developers working
on research at 120 location worldwide. In the past six years they have invested around 27 billion
euros in research and development.

1.1.1 Central IT - Advanced Development

Central IT (CI) at Bosch consists of about 5000 employees of which most are located in Feuerbach,
Germany, again close to Stuttgart. The Advanced Development department within Cl focuses on
analyzing IT trends and supporting the operative business units in the pre-development phase. The
department is consulting other business units, scouting new technologies, prototyping and creating
contacts with universities and other technology leaders. It aims to be the connection between the
Corporate Research (CR) division and CIl. The department is spread out over multiple locations;
Feuerbach, Palo Alto, Pittsburg and Singapore. Within the departments these departments there are
teams focusing on different emerging IT technologies ranging from Al to Edge computing.

Within the CI Advanced Development department there is also a focus on Distributed Ledger
Technology. The department focuses mostly on the initial generation of business cases and proof
of concept development. When a proof of concept (PoC) is deemed to have suf cient potential they
are further developed within a different department. The initial risk assessment of these PoCs is not
a main focus during this initial phase, but it becomes important when assessing the possibilities for
further development.
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1.2 Research Goal

The goal of this research is to create a method to evaluate risks of DLT applications to be used
by organizations within their development process. This method should help to identify risks and
show in what aspects an application can be improved to reduce these risks. Currently, much of the
development of DLT applications does not take risks into account in early development since they are
either not well known or dif cult to evaluate.

This research aims to create a systematic means to evaluate the risks and rate an application
based on standardized levels. These standardized levels will form a maturity model which is easily
understood by organizations already familiar with maturity modeling. The model will look speci cally
into risks of the combined usage of 10T and DLT while also being applicable to DLT applications in
general. Applying DLT to the 10T presents an interesting opportunity but the are currently still many
risks involved in applications harnassing both technologies. The created maturity model can be used
for risk assurance of DLT related projects. This can be useful in a multitude of different stages of DLT
application development.

1.2.1 Research Questions

In order to achieve our research goal, the following main research question has been de ned:

Research Question: What constitutes a usable maturity model for IT risk assessment of
distributed ledger applications in connection with the Internet of Things?

In order to answer the main research question we have de ned a number of sub questions which
help guide the research to the answer.

Sub Question 1: What is Distributed Ledger Technology in connection with the Internet
of Things?

Sub Question 2:  What maturity models are currently available to evaluate IT risk maturity
of software applications?

Sub Question 3: What is the state of the art of maturity models with respect to risks of
DLT applications in the 10T domain?

Sub Question 4: What are the IT risks and corresponding risk domains for DLT applica-
tions in general and speci c to loT?

Sub Question 5: How can the maturity levels be de ned for each risk domain?

Sub Question 6: How can the IT risk maturity of a DLT application be assessed using
the created model?

1.3 Research Methodology

In order to create a method to evaluate the risks of DLT applications a maturity model is designed.
This type of model is chosen because it is well known within many organizations and can provide a
good overview of risks and how well these risks are mitigated.

Inthe eld of information systems many maturity models have been created but they are often crit-
icized for their lack of empirical foundations (De Bruin et al., 2005). To counter this criticism, a number
of prominent researchers have proposed research methodologies for creating empirically grounded
maturity models (Becker, Knackstedt, & Pdppelbuf3, 2009; De Bruin et al., 2005; Mettler, Rohner, &
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Winter, 2010). During our research, the design science methodology for maturity models as pro-
posed by Mettler (2011) is followed. He has compared and combined elements from the mentioned
research methodologies with his expertise of creating maturity models to create a methodology which
includes essential decision parameters from both a developers and a users perspective.

During this research the following four phases of the development cycle are followed:

1. De ne scope
2. Design model
3. Evaluate design
4. Re ect evolution

For each of these phases, Mettler (2011) has created decision parameters to help guide the
development of the maturity model. The decision parameters for each of the phases are shown in
table 1.1.

Before the development cycle starts, the need for a model is established and a review on existing
maturity models is completed. An evaluation will be performed to identify if there is a need for a new
or adapted maturity model and the rst phase of the development cycle is started by de ning the
scope of the model.

The second phase is focused on designing the model. In this research this phase is divided up
into a number of different parts in order to build up the model. The rst elements of the model are
gathered through a literature review and a two round Delphi study with industry experts. These steps
ensure that risks from both literature and practice are covered in the model. The collected risks are
further evaluated through a number of case studies. After gathering all the information about the
risks maturity levels are created that represent the identi ed risks.

The third phase, evaluating the design, is done by presenting the design to the the experts which
helped to identify the risks in the Delphi study. Furthermore the created model is applied to one of
the case studies which has been researched to evaluate its design.

After a nal model is presented, the fourth and last phase is the ‘re ect evolution phase'. Here,
the evolution of the model will be further investigated since the topic of Distributed Ledger Technology
is far from mature and changes may take place in the de nition of maturity in the eld. A guideline
should be in place to adapt the model to the changing environment.

Table 1.1: Decision parameters per design phase

1. De ne scope 2. Design model 3. Evaluate design 4. Re ect evolution
Focus/breadth Maturity de nition Subject of evaluation  Subject of change
Level of analysis/depth  Goal function Time-frame Frequency

Novelty Design process Evaluation method Structure of change
Audience Design product

Dissemination Application method

Respondents
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1.4 Structure of the Thesis

This thesis will follow the development cycle as de ned by (Mettler, 2011). The structure of this thesis
is build around the different phases of this development cycle. Figure 1.1 illustrates the organization
of this research mapped onto the development cycle.

Chapter 2 will de ne the various concepts relevant to this research and present the state of the
art for each topic. At rst, the basic concepts behind Distributed Ledger Technology are explained.
Second, the concept of Internet of Things will be explained. Third and last, IT risks are de ned and
the basic concepts behind maturity models are explained.

Chapters 4, 5, 6 and 7 include the design phase of the model. In chapter 4 the risks of DLT as
described by literature are collected through a literature study. Chapter 5 gathers additional risks
from eld experts through a Delphi study. The collected risks are evaluated with a number of case
studies in chapter 6. Chapter 7 includes the design of the maturity model with level descriptions
based on the identi ed risks.

Chapter 8 evaluates the created maturity model using a survey and presents a number of assess-
ment questions accompanied by a dashboard to visualize the model. Finally, in chapter 9 the results
of this research will be discussed and directions for future research are proposed.

Figure 1.1: Overview of different chapters in this thesis
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Chapter 2

State of the Art

This research touches upon a number of topics, some already well established and some which
are still developing. This chapter will introduce the different topics on which this research is built
and present the state of the art for each topic. First, an introduction to the focus of this research,
Distributed Ledger Technology, is given. Second, the Internet of Things is explained together with its
close connection to Distributed Ledger Technology. Third, maturity models and their connection with
DLT is presented.

2.1 Distributed Ledger Technology

In order to explain what DLT is and how it works, we rst have to establish a de nition of DLT. The
de nition of DLT is disputed within literature, it is often used interchangeably with blockchain tech-
nology (Hileman & Rauchs, 2017; Maull, Godsiff, Mulligan, Brown, & Kewell, 2017; Walport, 2016).
Blockchain technology is a subset of DLT that uses a data structure of chained blocks (Ellervee, Mat-
ulevicius, & Mayer, 2017; Hileman & Rauchs, 2017). In order to create a clear de nition, throughout
this paper the term Distributed Ledger Technology (DLT) will be used when referring to the overall
technology instead of the more common, but more restrictive, term blockchain technology.

This research uses an approach by Platt (2017) and adapted by Hileman and Rauchs (2017) to
de ne DLT as a number of layers to distinguish the various components of a DLT system. The three
'layers' that are proposed are: protocol, network, and application.

Protocol layer - The backbone on which network and applications are build, the in-
frastructure.

Network layer - The network that connects participants within a speci ¢ protocol.

Application layer - Provides products and services on a speci ¢ network, the user
interface of a DLT.

Although these layers are not as clear cut as explained above, they do help to understand the
different elements of DLTs. In this research the focus will be on evaluating IT risks in the applica-
tion layer of DLT systems. Inherently this also includes risks in the layers above on which these
applications are built.

Blockchain and DLT represent different part of this layered de nition. Blockchain can be seen as
only one type of DLT. There are new technologies being introduced in the DLT landscape which do
not fall under the blockchain de nition but do conform to the de nition of a DLT. In this research, the
following de nitions are used, which are further explained in the sections below:
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Distributed Ledger Technology (DLT) - “...all initiatives and projects that are build-
ing systems to enable the shared control over the evolution of data without a central party,
with individual systems referred to as distributed ledgers” (Hileman & Rauchs, 2017, p.
24)

Blockchain based protocol - A subset of Distributed Ledger Technology which has
“...global data diffusion and/or uses a data structure of chained blocks” (Hileman &
Rauchs, 2017, p. 24)

Directed Acyclic Graph (DAG) based protocol - A subset of Distributed Ledger
Technology which has “. . . a directed graph data structure that uses a topological ordering”
(Lee, 2018)

Distributed Ledger Technology is the overarching technology that encompasses technologies like
the blockchain. It can be characterized as a shared database without a central validation system
and it builds on the assumption that some nodes in a distributed network are malicious (Hileman &
Rauchs, 2017; Pinna & Ruttenberg, 2016). Validation of the data often happens by multiple nodes
in the network which removes the need of a trusted third party to validate correctness of data. The
data of a DLT is distributed across multiple nodes in the network which means there is no single point
of failure within the system (Maull et al., 2017). Figure 2.1 visually represents the differences of a
centralized ledger with a trusted third party and a distributed ledger. Within the centralized ledger
a trusted third party, the clearing house, is needed to perform transactions between parties which
do not necessary trust each other. A decentralized ledger removes the need of the clearing house,
generating trust between parties which do not trust each other so they can perform transactions
directly with each other.

Figure 2.1: Difference of centralized and distributed ledger (Santander Innoventures et al., 2015)
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There are a number of different variations of the DLTs which can be useful in different applications
depending on the trust of nodes in the network and the anonymity that is needed. In principle, a DLT
can be open (public), meaning any participant can read data, or closed (private), meaning only a spe-
ci ¢ set of participants are able to read data based on certain requirements. Within these categories,
there are different sets of permissions for writing and committing to a DLT. In permissioned systems
only authorized participants can write and commit, and in permissionless systems any participant
can write and commit.

2.1.1 Blockchain

The blockchain is arguably the most well known subsidiary of DLT. It is the technology on which the
rst public cryptocurrency Bitcoin is built (lansiti & Lakhani, 2017; Nakamoto, 2008). As mentioned
in the de nition at the beginning of this chapter, it is built up of blocks that are linked together in a
single chain. Multiple transactions are combined into blocks, each with a unique block header. This
block header contains the contents of the block, a timestamp and the header of the previous block,
thus creating a chain of blocks. Next to this, the block also contains the Merkle root in order to verify
the validity of the whole chain without needing to download it all (de Kruijff & Weigand, 2017). This is
graphically represented in gure 2.2.

Figure 2.2: Schematic of a blockchain (de Kruijff & Weigand, 2017)

With different nodes all acting on the same data, a method is needed to ensure that the data which
is in a distributed ledger has not been altered in any way. A number of ways have been proposed
to verify the integrity of a blockchain, Proof of Work (PoW) and Proof of Stake (PoS) proof-of-stake
are the most common versions. Proof-of-work relies on computer power to validate integrity of the
blockchain. Users in the network, called miners, solve a computationally hard problem, with which
they prove that they processed the transaction and that it is legitimate (Babaioff, Dobzinski, Oren,
& Zohar, 2012). Proof of Stake does not use computationally hard problems, instead it relies on
users putting up a stake, or locking up an amount of their coins, to verify a block of transactions. The
cryptographic calculations in PoS are much simpler for computers to solve: you only need to prove
you own a certain percentage of all coins available in a given currency. There are different variations
based either on proof-of-work or proof-of-stake, relying on different algorithms to achieve consensus.
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2.1.2 DAG

Recently, new types of DLT protocols that are based on Directed Acyclic Graphs (DAGS) have been
gaining traction. These protocols differ from blockchain based protocols in the way that transactions
are linked to each other. Within blockchain based protocols there is one single chain of transactions
or blocks while in DAG based protocols there can be a multitude of chains.

A DAG is a directed graph data structure in which the sequence can only go from earlier to later
(Lee, 2018). Multiple transactions can take place simultaneously and depending on the protocol, the
validation of transactions is done by the transactions themselves and not by separate miners. These
differences are essential changes from the blockchain where there is one single “chain' on which
transactions are kept and blocks of transactions can only be created sequentially. Figure 2.3 is a
graphical representation of a such a DAG, in which the G is the genesis node; the rst node created
in a DAG. The genesis node is the only node which does not refer to any other nodes but to which all
nodes eventually refer back to.

Figure 2.3: Schematic of a DAG (Churyumov, 2016)

Depending on the implementation, validation on a DAG can work differently than within a blockchain.
When a node communicates with the network to submit a transaction, it also con rms multiple other
transactions at the same time. This can be done using the same protocols as explained in the previ-
ous section. This method eliminates the need for separate “miners' in the network.

There are currently a number of protocols that use this technology; some are fully based on this
technology and others use it in combination with other blockchain technologies (Churyumov, 2016;
0T Chain, 2017; LeMahieu, 2014; Lewenberg, Sompolinsky, & Zohar, 2015; Popov, 2017).

2.2 Internet of Things

This section will focus on introducing Internet of Things (loT) in order to better understand why DLT
can play a large role in its future. While exploration in the combination of these two technologies has
only just begun, it shows great promise for future applications.

The Internet of Things is a topic that has been gaining interest in the past years. De ned simply,
it's a network of interconnected 'things' which were previously not connected. A simple example of
a smart home device is a smart lamp, providing consumers with the opportunity to control the lamp
from their smartphone or other device instead of a simple light switch. The actual application of loT
devices goes much further than this example, extending to connecting manufacturing plants and even
entire cities.

A more extensive and inclusive de nition of IoT is given by Gartner as “the network of physical
objects that contain embedded technology to communicate and sense or interact with their internal
states or the external environment” (Gartner, 2018b). This interconnection of things opens up many
new business opportunities for organizations to improve the customer experience for their products or
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even to improve their manufacturing processes. In order to do so, organizations need to change their
way of offering products to their customers. What was once merely the manufacturing of products,
transforms into long time support of these products and offering services on top of these physical
products.

In order to support loT products, an organization needs to support a new technology infrastructure
around their products. Figure 2.4 presents all the elements that are needed for successful IoT prod-
ucts according to Porter and Heppelmann (2014). From this technology stack, it is clear that there
are many more elements involved than simply the product hardware and software. An organization
needs to create a cloud platform with multiple functionalities and create a method of connecting their
products to this cloud platform. All of these systems need to work together with their existing business
systems and be able to accept information from external sources. Furthermore, customers need to
be able to access all the systems through an authentication system. While all these elements do
not need to be provided by a single organization, they do need to be in place in order to provide
customers with IoT products.

Figure 2.4: Technology stack of 10T (Porter & Heppelmann, 2014)
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2.2.1 Challenges of IoT

Current loT systems have evolved around a centralized model using centralized product clouds to
register devices. While this may work for smaller loT ecosystems, the operating costs and security
concerns around this infrastructure increase when the 10T ecosystem grows. The centralized nature
of current loT systems causes them to be expensive due to the high infrastructure and maintenance
costs of the centralized cloud solutions (Banafa, 2017). Scaling the systems will cause these cloud
solutions to grow even larger and become more expensive. Furthermore, when one of the centralized
systems is not available, the entire network can be disrupted as all the communication goes through
these centralized systems.

There are currently a number of challenges regarding 10T devices, mostly regarding security of
the devices and the information handled by these devices. Securing lIoT devices and the surrounding
ecosystem create a large challenge for organizations. Currently there are many IoT devices that
lack both extensive security measures and life cycle management, creating possibilities for attacks
on these devices. Furthermore, in home automation IoT devices, there is a large privacy concern
regarding the safety of personal information being saved on the devices or a poorly secured cloud
platform. Due to the immature nature of 10T devices, there is currently a lack of security or authenti-
cation standards shared by a large number of 10T devices.

A good example of the lack of security in existing 10T devices is a large Distributed Denial of
Service attack carried out on October 21st of 2016 targeting Domain Name Systems. This attack
was carried out by a botnet largely consisting of poorly secured 10T devices (Symantec, 2016). The
botnet used for the attack used weaknesses in the security of 10T devices and default credentials
in order to gain access to devices. The attackers were able to shut down or reduce traf c to a
number of popular websites for up to a couple of hours. While this attack has awoken customers
and organizations about the risks of IoT devices, the situation around poorly secured devices is not
resolved yet.

2.2.2 10T and DLT

Distributed Ledger Technology is presented as a solution for many of the challenges that the loT
ecosystem currently faces. DLT can be seen as a solution to settle privacy and reliability concerns in
the Internet of Things (Banafa, 2017). It acts as an enabler for 10T by providing a robust mechanism
to support decentralized networks. This decentralized network reduces the single points of failure
and the cryptographic algorithms of many DLT networks protect consumer data. Furthermore, it
reduces the costs of maintaining a single centralized cloud to support the IoT devices.

The security of 10T devices can be improved by using DLT to perform a number of essential func-
tions. These functions include controlling access, checking and performing software updates, and
providing transparency and anonymity for 10T devices. It also opens up the possibility for new busi-
ness cases using loT devices. It might for example open up the possibility of using micro-payments
between multiple machines or between a machine and a customer without a centralized third party.

While DLT opens up the possibility for many new use cases for 10T, it also comes with a number
of limitations that still need to be addressed. IoT ecosystems require a large number of devices to be
interconnected with each other but most current DLT systems are not scalable enough to handle this
amount of devices. The reduced processing power, battery capacity and networking capabilities of
many 0T devices create bottlenecks of running certain types of DLT networks (Fernandez-Carames
& Fraga-Lamas, 2018). While research is currently being done to create 10T speci ¢ DLT networks
(Dorri, Kanhere, & Jurdak, 2017; 10T Chain, 2017), these networks are not mature enough yet to be
rolled out in consumer products.
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2.3 Maturity Models and IT Risks

When deciding if and how to implement applications within an organization, one aspect that must
be carefully considered are the risks associated with the application. With the rapid expansion of
Distributed Ledger Technology come many risks as well. These risks associated with the application
can be de ned as IT risks. There are not many large scale implementations of DLT since many
of the applications or networks are not mature enough yet. The development and improvement of
applications is rapidly taking place but deciding if an application is ready for large scale roll-outs can
prove dif cult.

Within literature there are multiple interpretations of the term IT Risks (ISACA, 2009; I1SO, 2011,
NIST, 2012), but there is no commonly accepted term. Some enterprises put IT risks only as an
operational risk while we believe IT risks touch many aspects of different risks. IT has penetrated
many aspects of enterprises and therefor the risks related to IT should also be considered throughout
these different risk areas. It should not be seen as separate risk, rather as a part of existing risk areas
as illustrated by gure 2.5.

Figure 2.5: IT Risks as part all risks areas

This idea that IT risks are part of multiple risk areas will be used to classify risks associated with
DLT applications. In order to aid this classi cation, the following de nition by ISACA (2009) is used:

“The business risk associated with the use, ownership, operation, involvement, in uence
and adoption of IT within an enterprise.”

Assessing these IT risks of a speci ¢ application like a DLT application is part of IT risk man-
agement. This assessment and managing of risks can be aided with maturity models. Maturity
models provide organizations with a method to assess the maturity of a selected domain based on a
comprehensive set of criteria (De Bruin et al., 2005).

2.3.1 De ning maturity models

Maturity is de ned differently in different elds. In the eld of information systems the overall con-
sensus (Lahrmann, Marx, Mettler, Winter, & Wortmann, 2011; Péppelbul? & Rdglinger, 2011) is to
use the de nition coined by Rosemann and Bruin (2005): “a measure that allows organizations to
evaluate their capabilities with regard to a certain problem area.” These problem areas can fall in
different types of organizational resources which are usually divided into three sections: People ma-
turity, process maturity and object maturity (Mettler et al., 2010). Process maturity is the extend to
which a process is de ned, managed, measured, controlled and effective. Object maturity is the ex-
tend to which a speci c object, like a piece of software, reaches a prede ned level of sophistication.
Finally, people maturity is the extend to which the workforce is able to enable knowledge creation and
enhance pro ciency.
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The idea of maturity models has its roots in models by R. Nolan (1979); R. L. Nolan (1973), where
he described a stage model on the progression of IT through organizations. This stage hypothesis
has been criticized by multiple scholars (Benbasat, Dexter, Drury, & Goldstein, 1984; King & Kraemer,
1984) but it remains the basis of much research in the IS eld due in part to its simplicity. Maturity
models became popular in practice with the development of the Capability Maturity Model (CMM)
(Paulk, Curtis, Chrissis, & Weber, 1993). This model, developed by the US Department of Defense
Software Engineering Institute, has been further developed and adapted into new models over the
years (Poppelbul’ & Réglinger, 2011).

The many maturity models that have been created can be used by businesses for multiple pur-
poses depending on the need of the organization. Pdppelbul? and Rdéglinger (2011) de nes three
different types of maturity models based on how they are applied in an organization:

 Descriptive - Maturity model applied as an as-is assessment of current capabilities of an entity.

 Prescriptive - Maturity model which indicates how to identify desirable maturity levels and pro-
vides speci ¢ guidelines on improvement measures.

« Comparative - Maturity model that can be applied for internal or external benchmarking in order
to compare maturity levels of similar business units and organizations.

The most basic form and usage of a maturity model is for a descriptive purpose. Comparative
maturity models are most complex to create as each organization is different. The criteria for each of
these types of maturity models is presented in the next chapter.



Chapter 3

Maturity Models for DLT risk
evaluation

To evaluate if current models t the need for evaluating DLT applications this chapter creates an
overview of current relevant models. As presented in the previous chapter, over the years many
different maturity models have been developed all with different purposes. Through this landscape
of different maturity models it is easy to lose track of what is available and relevant. There are
many maturity models of varying quality and varying elds of applicability. This chapter evaluates a
selection of models based on quality and relevance to identify the need for a different model.

In order to identify relevant models a literature search for speci ¢ maturity models aimed at IT risk
maturity of DLT applications has been carried out. The search engines Google Scholar and Scopus
are used in addition to the databases of IEEE and ACM. This led to two relevant results based on
the title and/or abstract. One of these sources is academic while the other is hon academic but upon
further research also has an academic basis. This will be explained further in the next section. The
models found in the initial search are the following:

< Maturity Model for Blockchain Adoption (Wang, Chen, & Xu, 2016)

* KPMG Blockchain Maturity Model (KPMG, 2017)

In order to gather more models which might be relevant to the research we broadened the search
to also include general and/or IT speci ¢ risk management maturity models not directly related to
DLT. A selection of well known maturity models with risk management aspects have been included in
this analysis:

« CMMI for Development v1.3 (CMMI Product Team, 2010)
« Risk Maturity Model (RIMS, 2006)

« |IT Capability Maturity Framework Risk Management (Carcary, 2013)

These models have been chosen because these models all have a different degree of generaliz-
ability in business contexts. CMMI for Development (CMMI-Dev) has a high level of generalizability
as it can be applied to many different processes within an organization. On the other side of the
spectrum is the KPMG model which is very speci ¢ as it can only be applied to analyzing IT risks of
blockchain applications. In the following sections each model will be explained in more detail. The
order of models will be from general maturity models to more speci ¢ maturity models.

17
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3.1 Overview of Maturity Models

3.1.1 CMMI for Development 1.3

The CMMI-DEV model is aimed to guide process improvement across a project, division or an entire
organization (CMMI Product Team, 2010). The model aims at covering multiple processes within an
entire organization. Some of the areas on which the CMMI focuses can therefor be very abstract in
order to cover a large number of practices.

The CMMI model is most well known in the industry, it is used as a basis for multiple other models
as well (Becker et al., 2009). It is developed at the Software Engineering Institute of the Carnegie
Mellon University and its development traces back to 1987. Through the years multiple models have
been released improving on the previous versions.

The CMMI-DEV model is divided into 22 process areas, each area contains a cluster of related
practices that when implemented collectively, satis es a set of goals considered important for making
improvement in that area (CMMI Product Team, 2010). For the purpose of this research we will focus
on one of the process areas namely Risk Management (RKSM).

It should be noted that at the time of writing the CMMI-DEYV 2.0 has been released. This model
is the rst update after 8 years but for the rst time it is not available for free. Even though changes
to this model are signi cant, for the purpose of this research it is expected to not be of in uence.
Because of this reason, along with the costs associated with using the new model, the 1.3 version of
the model will be used for this research.

3.1.2 Risk Maturity Model

The Risk Maturity Model (RMM) is a model which combines elements from different models and
standards into one model. It is aimed at Enterprise Risk Management (ERM) practitioners and aims
to offer a method to evaluate and set goals in terms of risk performance (RIMS, 2006). It is focused
only on risk management and mainly on an enterprise level.

The model is created in 2006 by LogicManager in collaboration with the Risk and Insurance
Management Society (Risk Management Society, 2018). It is based on the methodology of the CMM
model and has therefor the same levels as the CMM model.

The RMM consists of seven attributes which t in existing frameworks like COSO ERM, and
COBIT. Attributes consist of subjects like "'ERM process management', "Uncovering risks' and "Root
cause discipline', among others. In order to further specify risk management within these attributes
there are 25 competency drivers consisting of a total of 68 key readiness indicators to measure these
competencies.

3.1.3 IT Capability Maturity Framework Risk Management

Managing IT speci c risks is well discussed in literature but there exist relatively few maturity mod-
els aimed speci cally at IT risk management. Most literature is in the form identifying IT risks or
best practice frameworks like the IT risk management framework Risk IT by ISACA (2009). These
frameworks do however not provided the added bene ts of a maturity model like providing a path for
improvement.

Carcary (2013) has provided an IT risk management maturity framework which is part of the
IT Capability Maturity Framework (IT CMF) by Curley (2008). The IT CMF consists of 33 critical
capabilities of which risk management is one, Carcary (2013) focuses on this capability. The risk
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management capability consists of ten capability building blocks which consist in turn of multiple
dedicated maturity questions.

3.1.4 Maturity Model for Blockchain Adoption

Wang et al. (2016) have created a maturity model for blockchain adoption. While this is a blockchain
speci ¢ maturity model, it is not very extensive. It identi es the current maturity of blockchain pro-
tocols in general. It states that the maturity of the blockchain is currently not high enough yet and
provides some recommendations to organizations choosing to adopt blockchain applications.

3.1.5 KPMG Blockchain Maturity Model (BMM)

KPMG has created a maturity model for analyzing risks of blockchain application adoption. This
model can be used to assess the state of a DLT implementation and how well certain DLT-speci ¢
IT risks are under control (Spenkelink, 2017). The exact content of the model is not available to the
public, however, through contact with KPMG more details about the model have been collected. An
adaption of the paper on which the model is based is published in (van der Voort & Spenkelink, 2018).
Using this model and an interview held with one of the authors of the model this maturity model is
further evaluated.

While there has been research about risks of blockchain and implementing blockchain technology
in businesses, this has been relatively scattered or only applies to a small niche in the market. The
model by KPMG has created a comprehensive overview of the IT risks involved in implementing
private DLTs and is created for and veri ed within the nancial services industry (Spenkelink, 2017).
A literature review has been carried out to identify current IT risks and these have been categorized
into eight risk areas. Each of these risk areas is divided into multiple sub risks which are in turn
measured using maturity self assessment questions. Each self assessment question relates to an IT
risk area and is assigned to a speci ¢c maturity level. These questions and corresponding levels have
been created in collaboration with experts within KPMG and the nancial services industry.

3.2 Evaluation of Maturity Models

To evaluate the maturity models that are mentioned in the previous section we will look at two different
aspects of the models, the applicability and the quality of the models. Quality of models is a heavily
debated issue within IS research (De Bruin et al., 2005; Mettler et al., 2010; Péppelbul3, Niehaves,
Simons, & Becker, 2011), many authors argue that research rigor is often times not carried out
successfully. A method to create maturity models by rigorously executed design science research
has been proposed by (Becker et al., 2009). In order to evaluate the quality of maturity models
Poppelbul and Roglinger (2011) has proposed a number of design principles that can be used to
develop and evaluate maturity models.

The applicability of maturity models on speci ¢ applications is less discussed in literature. While
there is a consensus that there are many different models available and some are very similar, a
comprehensive method to choose a speci ¢ model has not been proposed yet. Mettler (2011) has
made suggestions as to criteria for maturity model selection. These can be used to evaluate the
applicability of the selected maturity models to the identi ed problem area.

The criteria that will be used to evaluate the methods have been extracted from the papers of
Mettler (2011) and Poppelbuld and Roglinger (2011). They are combined to the following criteria:
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 Applicability

Origin of the model

Reliability

Accessibility

Practicality of recommendations

Method of application

Design mutability
 Design principles

— Basic
= Basic information
» De nition of central constructs related to maturity and maturation
» De nition of central constructs related to the application domain
= Target group-oriented documentation

— Descriptive

= Intersubjectively veri able criteria for each maturity level and level of granularity
» Target-group oriented assessment methodology

— Prescriptive

= Improvement measures for each maturity level and level of granularity
» Decision calculus for selecting improvement measures
= Target group-oriented decision methodology

For each model presented in the previous section these criteria will be used for evaluation. The
complete notes of the evaluation can be found in appendix A. In table 3.1 an overview of the results
of the evaluation are presented. CMMI-Dev v1.3 is qualitatively a very good model that is in use
within many different companies and is freely accessible. Appraisals take place by professionals
according to Appraisal Requirements for CMMI which includes general recommendations of process
improvement. All basic and descriptive design principles are included in the model, not all prescriptive
principles are included but these principles might be included in appraisals of the CMMI model.

The Risk Maturity Model (RMM) is based in practice created by Logicmanager. It has been
veri ed at a large number of organisations and validated in a single research paper. The model itself
is not available for free, a small self assessment is available for free. The recommendations are
general on processes of risk management. From the information that was freely available it can be
deduced that all basic and descriptive principles are included in the model. Only the inter subjectively
veri able criteria are unknown based on the information available. The prescriptive principles are not
all included, missing a decision calculus and a target group decision methodology.

The IT CMF model is based in academics and further developed in practice. The model is veri ed
in practice but not validated and it is not available for free. Only academic papers can be found with
parts on the model. The recommendations by the model are problem speci ¢ and assessments are
carried out by third parties. All the design principles are included in the IT CMF model.

The Blockchain Maturity Model is very limited in its applicability and information. It is an academic
model but it is not veri ed or validated. It offers a very general overview of the maturity of blockchain
in general. Almost none of the design principles are included, only the basic information and target
group documentation is available.
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The KPMG Blockchain Maturity model is based in academic research into the IT risks of blockchain
of which the full research is not available to the public. It is veri ed through case studies but the step
from individual risks to maturity levels is not clear from the available literature. Assessment is done in
collaboration with KPMG after lling in an assessment. The recommendations from this assessment
are very speci ¢ to the problems identi ed. The model includes many of the basic and descriptive
design principles, although not all elements are clear from the available research. The prescriptive
design principles are not included in this model but it might be possible that these elements are
included in the consulting services of KPMG.

3.3 Conclusion

The current landscape of maturity models is very broad with models operating on different levels of
analysis. In this research a solution is being sought for evaluating speci ¢ DLT applications using a
maturity model. While some of the identi ed maturity models that have been evaluated are of good
enough quality, only the KPMG Blockchain Maturity model ts the purpose of evaluating a single DLT
application. Other models are either too broad or do not offer enough guidance in evaluating the risks
related to DLT applications.

The KPMG model is not available to the public and the complete academic background cannot
be veried. It is also focused on the nancial technology sector which may have some different
requirements than the 10T sector. While the model is able to evaluate speci ¢ DLT applications, we
believe additional bene t can be had from a publicly available model t for 10T applications.
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Table 3.1: Comparison of different maturity models

Criteria CMMI-DEV v1.3 RMM IT CMF BCMM KPMG BMM
Applicability
Origin Academic Practitioner Academic Academic Academic
Reliability Validated Validated Veri ed None Veri ed
Accessibility Free/Charged? Charged Charged Free Charged
Practicality General General Specic General Specic
Method of application Certi ed professionals Self-assessment  Third-party assisted None Third-party assisted
Design mutability Form and functioning Form Form and functioning Form Form and functioning
Design Principles
Basic principles
Basic info ++ + + + +
De nition of constructs related + + ++ - +/-P
to maturity
De nition of application domain ++ ++ ++ - - ++
Target group documentation ++ ++ + +/- +
Descriptive principles
Intersubjectively veri able crite- ++ ?2¢ + - ++
ria
Target group  assessment ++ + + -- +/-
methodology
Prescriptive principles
Improvement measures + + 7d -- +/-
Decision calculus - -- + -- -
Target group decision methodol- - -- + -- - -

ogy

aThe v1.3 model is available for free but the newest v2.0 model is charged.
PFull documentation not publicly available

¢Documentation not freely available

dDocumentation not freely available
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Chapter 4

IT Risks Described in Literature

With the need of a new model established, we start to identify what is needed to design the model.
In this chapter the IT risks related to Distributed Ledger Technology are identi ed through a literature
study which is complimentary to a study already executed by van der Voort and Spenkelink (2018).
This study is brought up to date and an additional search for risks speci c to 10T has been executed.
This resulted in a collection of 29 individual risks divided over ve areas.

4.1 Literature Study

This literature study followed a semi-structured approach. It attempts to cover all relevant papers
in order to collect IT risks of DLTs. The literature review is carried out according to the Preferred
Reporting Items for Systematic Reviews and Meta-Analysess (PRISMAS) approach (Moher, Liberati,
Tetzlaff, & Altman, 2009). This is a method to carry out a thorough systematic literature review. In
this research not all steps of the PRISMA approach are completed, the qualitative synthesis and
meta-analysis are excluded. Instead of these last steps we are analyzing the primary papers and
extracting only IT risks from these papers. A systematic literature review approach is chosen in order
to include as many as possible papers about IT risks of Distributed Ledger Technology.

A literature review close to the topic of this review has already been carried out by van der Voort
and Spenkelink (2018), this review covered risks of DLT but did not cover IT risks of DLT in the loT
eld. The full results of the literature review form van der Voort and Spenkelink (2018) are also not
available. The keywords from this study are adapted in order to also cover 10T risks. Furthermore, a
search has been carried out in Elsevier Scopus in order to obtain more papers. The main keywords
are related to the three main themes of this research: Distributed Ledgers, Internet of Things and
Risks. From these main keywords a number of similar keywords were identi ed which are used to
formulate a search string. The keywords used for the search are listed in table 4.1.

IT risks of DLT applications in general are inherently also risks which are applicable to DLT appli-
cations in the 10T domain. Therefore in this literature review two search terms will be used to collect
relevant articles. While the only difference of the search query is the addition of IoT keywords, this
produced different results than searching for 10T keywords within the results of the general query.
This is likely due to the way the search engines for speci c databases are set up.

The search engines Scopus and Google Scholar and the databases of IEEE and ACM are used to
nd relevant articles. The Science Direct database is excluded from this search since these articles
are also included in the Scopus search engine. The results from the initial search query are narrowed
down rst by title and the remaining papers by relevance of the abstract. Because of the large amount
of results in the Google Scholar search engine, only the rst 10 pages (100 results) of the results
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Table 4.1: Keywords utilized in the literature study

Distributed Ledger Internet of Things Risks
DLT loT IT risks
Distributed Ledger Technology Embedded Systems Disadvantage
Blockchain Risk management
Block chain Threat
Weakness
Vulnerabilities
Challenge

will be included. Additional papers from forward/backwards citing and recommendation engines from
Mendeley are also included.

In gure 4.1 the result from each stage in the literature study is visualized. Each number in the
diagram represents the number of papers included in the step. In the selection of titles a relatively
broad selection of papers has been made. This is because in an initial search it has been found that
there are many articles that cover some detail on risks or challenges of DLTs but do not have it as their
main focus. Therefor the title may not re ect some of the relevant information in this research. The
titles that were included relate to challenges and risks with different types of DLT or to the connection
between IoT and DLT.

The selection on abstracts looked at the abstract or introduction and headers of different sections
of the paper or article. Papers were included in the selection when they showed they had connection
with risks of DLTs or challenges related to them.

Figure 4.1: Diagram of papers collected through systematic review
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