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ABSTRACT
Manufactured products flow through complex supply chains
involving many actors. Visibility within the supply chain
is a key business challenge with the potential to improve
business performance through higher efficiency in processes
as a result of this increased visibility. This visibility is dif-
ficult to achieve as it requires sharing sensitive data, re-
quiring a high level of access control, trust and security.
Blockchain technology may provide the trust and security
aspects, but some challenges are present. These include
user access control to manage who can perform certain
actions and access data. In this research, the necessary
components for a blockchain based system for supply chain
visibility are identified, a prototype is developed, leading
to a system architecture and knowledge of further impli-
cations that need to be overcome.
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1. INTRODUCTION
Everyday, billions of products are being manufactured across
the globe through complex supply chains. Very little is
known of how, when and where these products were origi-
nated, manufactured and used through their life cycle -
although the rise of the Internet of Things is likely to
change that in the future, for example with RFID tags
on products that automatically update the location or
other information[13][12]. These goods travel through an
often vast network of retailers, distributors, transporters,
storage facilities and suppliers that participate in design,
production delivery and sales [1]. For example, Maersk
(the world’s largest carrier, responsible for over 21% of
the world’s shipping volume), found in 2014 that just a
simple shipment of refrigerated goods from East Africa
to Europe can go through nearly 30 people and organisa-
tions, including more than 200 different interactions and
communications among them [8].

Visibility within the supply chain is a key business chal-
lenge, because end to end supply chain transparency and
visibility can help model the flow of products from raw ma-
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terials to manufacturing, testing, and finished goods, en-
abling new kinds of analytics for operations, risk and sus-
tainability [1]. This leads to more informed decision mak-
ing and potentially improved performance [11][20]. For ex-
ample, currently, manual interaction is required between
companies if a container suddenly has to be assigned to a
different carrier, resulting in business process inefficiencies
that can be solved using supply chain visibility. Another
example is the optimisation of planning processes by pre-
dicting logistics processes as a result of increased visibility
in the supply chain [9].

Achieving this visibility is extremely difficult as it requires
sharing data between many companies. These compa-
nies are heterogeneous, meaning they operate differently
and have different IT systems with different data mod-
els[24][20]. Furthermore, every time they want to share
data, they need to agree on how to give their machines
and users access to this data and how to trust each other
with this data [9]. Other initiatives have failed as they
can not achieve this trust, security, access control and a
common interface as data model. Moreover, companies
benefit from information asymmetry as they can extract
value from this difference in information. While supply
chain visibility may improve business performance, com-
panies need to be convinced to give up the benefits of
information asymmetry.

A substantial amount of research has been done regard-
ing supply chain visibility, but it proves to be a challenge
to achieve as there is still no final solution. Technology
pushes such as blockchain technology open up new pos-
sibilities in achieving important aspects of supply chain
visibility such as trust and security. In a blockchain, trust
is gained through decentralisation where no single party
has all the power, as each participant holds the data and
consensus has to be achieved by the rest of the network in
order to reach consensus. Additionally, security is gained
through cryptography and this consensus mechanism. Thus,
a blockchain implementation could provide a solution for
supply chain visibility [25][1][14]. In addition to improv-
ing supply chain visibility, blockchains could also allow for
operational improvements (for example, less IT staff re-
quired to maintain the system). Challenges are data own-
ership and intellectual property being difficult to define,
and protecting commercially sensitive information and pri-
vacy [25]. This access control is an important aspect that
should be considered. Furthermore, it is difficult to share
information in global supply chains due to many different
code schemes [14].

2. RESEARCH QUESTIONS
In order to benefit from supply chain visibility and other
blockchain features, these challenges need to be overcome.
This paper will explore the possibilities of overcoming the
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challenging aspect of user access control in a blockchain-
based supply chain visibility solution.

We will try to resolve the following research question:

RQ How can user access control be implemented in a
blockchain for supply chain visibility?

And in order to do so, we will answer the following sub-
questions:

RQ1 What are the requirements for user access control for
supply chain visibility?

RQ2 Which existing user access control method could be
used for such an implementation?

RQ3 Which existing blockchain could be used for such an
implementation?

RQ4 Which components are required to create a proto-
type of such an implementation?

2.1 Methodology
In order to conduct this research we will first solve the
sub-questions (RQ1, RQ2, RQ3 and RQ4) by means of
exploring existing literature and solutions. The literature
will be searched using keywords such as ”supply chain vis-
ibility”, ”blockchain” and ”user access control”, and com-
binations of those keywords using AND modifiers. Litera-
ture will be chosen on aspects such as relevance, citations
and date published. Newer articles are preferred in order
to capture the state of the art.

With this knowledge, a prototype implementation will be
made that provides user access control and data storage
in a decentralised manner. The development will mainly
consist of experimentation and attempting to connect the
various components. With the knowledge gained from the
development of this prototype, a system architecture will
be made showing these components and their connections.
Validation will be discussed using internal and external
validity [17].

This would demonstrate the possibilities of such an im-
plementation and research whether the challenges regard-
ing user access control in this context can be overcome.
The resulting system architecture will answer the main
research question RQ.

3. BACKGROUND
3.1 Supply chains
3.1.1 General

Carter et al (2015) describe supply chains as follows: A
supply chain can be seen as a network of nodes and links.
Each node is an agent with the ability to make decisions
and aims to maximise its own gain within its parame-
ters. A supply chain is relative to a particular product
and agent. In this context a product is either an input
or an output of the agent, which physically moves in or
out of the node. Links are connections between the nodes,
such as transportation. Each agent tries to focus on cen-
trally controlling their operations in order to increase per-
formance for their own benefit. However, each node is
bounded by its visible nodes. A node is visible to another
node if the latter has knowledge of existence, location and
activities, of the first node. The supply chain often con-
tinues beyond this visible horizon and there are additional
nodes and links the node is unaware of. As a result, the

agent (node) has no choice but to accept what happens
beyond the visible range.

Furthermore, support supply chains exist, consisting of
supporting nodes such as financial institutions, brokers
and transportation [3].

3.1.2 Supply chain visibility
This visibility in the supply chain is described by Baratt
(2007) [11] as ”the extent to which actors (agents) within
a supply chain have access to or share information which
they consider as key or useful to their operations and which
they consider will be of mutual benefit”. It is a key busi-
ness challenge which enables new kinds of analytics for
operations, risk and sustainability [1], potentially leading
to improved performance due to more informed decision
making [11].

3.2 Blockchain
3.2.1 General

Blockchain is a distributed ledger technology aiming to
achieve three goals: anonymity, an unchangeable record
and independence of any central or trusted authority. These
goals are achieved by means of three main components.
The first being the ledger, which is a series of blocks that
form the public record of transactions and the order of
these transactions. The second component is the consen-
sus protocol, which allows members of the community to
agree on the values stored in this ledger. This is often a
Proof of Work mechanism, where so called miners have to
perform calculations (work) in order to reach consensus.
And finally, a digital currency forms the third component
and provides the reward for those willing to do work of
advancing the ledger [10].

3.2.2 Smart contracts
Blockchain functionality may extend beyond mere trans-
actions by means of smart contracts and decentralised
applications. The Ethereum blockchain, for example, is
a blockchain with a built-in Turing-complete program-
ming language, allowing anyone to write smart contracts
and decentralised applications where they can create their
own arbitrary rules for ownership, transaction formats and
state transition functions [21].

3.3 Access control
Access control concerns determining the allowed activities
of users (actors) in a system, where every attempt by a
user to access a resource (object) in the system is medi-
ated. Access control systems can be implemented in an
information technology infrastructure in many places and
different levels. Three main types of access control are
defined. Discretionary Access Control (DAC) determines
access by the owner of an object or other authorised actors.
Mandatory Access Control (MAC) relies on a central au-
thority instead of the object owner to determine access to
an object. Furthermore, the owner can not change access
rights. Role-Based Access Control (RBAC)[5] determines
access based on the role of an actor in an organisation [22].

4. RELATED WORK
4.1 Practitioner relevance
A number of companies are currently working on blockchain
implementations for logistics. IBM and Koopman have
conducted a case study [7] on using blockchain to gain
real-time visibility, reduce fraud, eliminate paperwork, ac-
celerate deliveries and cut supply chain costs. Their re-
sults were a potential 775 million euros in savings in the
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EU, potential real-time decision making due to increased
transparency and reduced commercial friction and fraud
as a result of increased trust.

IBM and Maersk [8] have also collaborated on a blockchain
solution with similar goals of increasing transparency and
providing secure information sharing, with the potential
to save the industry billions of dollars.

Provenance’s white paper [16] describes a prototype that,
using blockchain, provides secure traceability of certifica-
tions and other information of physical products in supply
chains. This provides proof of the authenticity and origin
of a product.

A survey from Gartner [4] states 90% of blockchain-based
supply chain projects are failing due to lack of important
use cases for the technology. Only 19% of the respon-
dents believed blockchain to be an important technology
for their business and only 9% have invested in it. A
combination of technology immaturity, lack of standards,
overly ambitious scope and a misunderstanding of the im-
pact of blockchain on the supply chain causes most of these
projects to remain pilot projects.

iShare [9], is a current initiative with similar goals as this
research, attempting to provide supply chain visibility.
However, they do not use blockchain technology. Instead,
trust is gained from being part of the iShare network, re-
quiring an agreement with the iShare foundation. This
agreement includes committing to rules on, for example,
technical requirements and how to deal with data confi-
dentiality. They use OpenTripModel as data model.

4.2 Literature
Various researchers have looked at the possibilities block-
chain technology can offer. Ter Stege (2018) [19] concludes
blockchains have a potential to disturb logistics on the long
term and to be applied on the short term. He concludes
especially track & trace can benefit from a blockchain im-
plementation and that higher efficiency can be achieved if
processes are redesigned and automated for optimal im-
provements.

Abeyratne and Monfared (2016) [1] propose a system for
a blockchain based supply chain management system and
identify various actors and processes. This concept is visu-
alised in Figure 1. Their concept system includes a high-
level overview of authentication, validation and storage.
The system shows a blockchain component with which
various stakeholders interact, guarded by an authentica-
tion component. The blockchain, containing the relevant
data, is accessed through this authentication component
by means of a client or directly by a product. This al-
lows for users to interact and influence the data through
a client, and for a product to influence the data by itself
using IoT applications such as RFID tags. Furthermore,
they conclude there are cultural and technical challenges
to overcome, but the benefits and impact on the environ-
ment are sufficient motivation to progress.

Nakasumi (2017) [14] states information in supply chains
is one of the most valuable resources for manufacturers
in order to build competitive supply chains. Information
asymmetry between actors in the supply chain increases
the severity of capacity risk, resulting in lower efficiency.
He identifies the following benefits of information sharing
in the supply chain: clarification, automatic supplying,
auto-selecting of distributor, capacity optimisation, opti-
misation in transportation, reduction of sale opportunity
loss and on time collection and delivery. Furthermore, he
concludes it is difficult to share information in a global

supply chain due to many different code schemes.

5. RESEARCH
5.1 Requirements
In order to create a blockchain implementation for supply
chain visibility with user access control, it is important
to know the requirements for such as system. Trust, se-
curity and decentralisation have already been named as
important aspects of such an implementation, other im-
portant aspects exist. Abeyratne & Monfared (2016) [1]
propose a blockchain based system for supply chain vis-
ibility and identify various actors and types of data to
be shared amongst these actors. Identified actors include
registrars, certifiers & standards organisations, producers
& manufacturers, retailers, distributors, consumers, and
waste management. Furthermore, this proposed system
includes important aspects such as authentication, valida-
tion and storage. An important and useful aspect of their
proposed system is how data entries are divided into sub-
entries, where access can be given or denied to an actor
for each sub-entry. This allows for sharing only a portion
of the data with an actor and thus for very precise control
of data access. Authentication is performed by means of
public and private keys, a widely used and secure method
of authentication in information technology. A high-level
overview of the proposed system can be seen in Figure 1.

5.2 Access control
Controlling who has access to which data is an impor-
tant aspect of this system as it involves potentially sensi-
tive data and many parties and stakeholders. Not every-
one who may see the data should be able to edit it, and
thus clear policies have to be defined. Therefore, RQ2
aims to find out which access control method should be
used for this research. Various access control methods
exist, as discussed in Chapter 3.3, however there is one
method which is capable of implementing all of them and
more: Attribute-Based Access Control (ABAC) [26][23].
A widely used implementation of ABAC is XACML [15],
an XML-based standard defining various components to
manage and perform attribute-based access control. Maesa
et al. (2019) [6] have implemented and tested XACML on
the Ethereum blockchain using smart contracts, thus re-
sulting in a fully decentralised access control system with
the flexibility of ABAC.

The fact that this ABAC implementation using XACML
is flexible, already widely used and can be decentralised
using smart contracts make it a perfect choice for this
research. This technology decision answers RQ2.

5.3 Blockchain implementation
As this research aims to decentralise supply chain visibility
using blockchain technology, an important research sub-
question is RQ3, which aims to find out which existing
blockchain implementation may be of use to this research.

As mentioned in the previous chapter (Chapter 5.2), Maesa
et al. (2019) [6] present an implementation of XACML
attribute-based access control on the Ethereum blockchain
[21]. The smart contracts of this blockchain allow for the
decentralised execution of code, thus opening up the pos-
sibility to decentralise the access control system as demon-
strated in their implementation. Thus, the Ethereum block-
chain is a perfect choice for this research. However, while
the Ethereum blockchain provides the smart contracts fea-
ture for the access control aspect, it does not include a
proper method of storing data.
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As supply chain visibility focuses on sharing data between
various stakeholders, this data needs to be stored some-
where. An important requirement is that this data is also
decentralised in order to make sure it is immutable, se-
cure and can be trusted. Conventionally, data is stored in
a database which can be queried. Immutable distributed
databases exist which combine the properties of a block-
chain, such as immutability, decentralisation and data own-
ership, with the properties of a database, such as index-
ing & querying of structured data, high transaction rate
and low latency. An existing implementation for this is
BigchainDB [2]. BigchainDB includes a method of storing
assets with changeable metadata and data ownership by
means of private keys. Other noteworthy features1 include
MongoDB queries to search all content, low latency, cus-
tomisability, Byzantine Fault Tolerance (up to one third
of the notes can be experiencing faults and the rest of the
network will still function) and an open source code.

These features make the Ethereum and BigchainDB block-
chains very good solutions for this research. Furthermore,
it is out of the scope of this research to look at and compare
all existing blockchain implementations. This technology
decision answers RQ3.

5.4 Data model
In order to allow communication between companies, these
companies need to agree on how to store and request data.
This requires a data model providing rules on how to for-
mat this data and specifying an API on how to interact
with the data. In the logistics sector, OpenTripModel2

(OTM) is an open standard which is free, lightweight and
easy to use. OTM is already used by 3 large-scale shippers,
20 transport carriers within the Netherlands, the Dutch
postal service provider and local road authority adminis-
trations.

This simplicity, openness and usage by existing companies
makes it a solid choice for this research. Furthermore, like
with the blockchain implementation, it is out of the scope
of this research to look at and compare all existing data
models.

This is one of the requirements for supply chain visibility,
as without it, companies can not communicate with each
other and thus no visibility can be achieved. Thus, this
adds to sub-question RQ1.

6. PROTOTYPE
In order to gain more insight into the possibilities of user
access control on the blockchain for supply chain visibility,
a prototype will be developed. This chapter will discuss
the identification of components and the development of
the prototype.

6.1 Components
As a result of the research sub-questions, answered in
Chapter 5, a number of components can be identified which
form the system for user access control on the blockchain
for supply chain visibility. With that knowledge, this
chapter will answer RQ4. Users interact with a server
through a client. This client may be a website or a smart-
phone application and does not contain any logic other
than sending, showing and receiving data, and attaching
a cryptographic key to the sent data to provide the iden-
tity of the user for authentication. Processing of the data,
such as authentication, access control, validation and stor-
age, happens on the server side.
1https://www.bigchaindb.com/features/
2https://www.opentripmodel.org/

Figure 1. Proposed concept by Abeyratne and
Monfared (2018) [1]

The server consists of multiple sub components that pro-
vide these functionalities by communicating with each other.

6.1.1 Communication
First, data needs to be sent and received. A widely used,
secure (with HTTPS) and flexible method of achieving
this is through a HTTP REST API. OpenTripModel, the
chosen data model for this research, is defined using the
OpenAPI3 specification, which can be used to generate a
client and REST server in a variety of programming lan-
guages. These support sending and receiving data format-
ted in either XML or JSON data formats. The decision
was made to opt for JSON as it is believed to provide a
more human-readable and thus user friendly syntax and is
often used in web applications.

6.1.2 Client
The client will be generated in JavaScript, as JavaScript
can run natively in every browser (both desktop and smart-
phone). Combined with HTML and CSS, a web-based
user interface can easily be created. Using a web develop-
ment framework such as Bootstrap4, this interface can be
made responsive to fit all device sizes and thus allow for
increased accessibility.

6.1.3 Server
As the server contains a variety of different components
that need to interact with each other, it is important to
generate it in a programming language that is supported
by all or most of these components. Therefore, the deci-
sion was made to choose Python, which is easy to use and
deploy as it does not require a compiler or an IDE (In-
tegrated Development Environment). Furthermore, the
HTTP REST server, BigchainDB driver and Ethereum
blockchain interface are all available in Python, making
this a solid choice. Many packages are available to aid in
development, providing functions for, for example, cryp-
tographic operations.

6.1.4 Authentication & user access control
In order to provide proof of identity, a user needs to be
able to authenticate themselves. This is commonly done
using a username and password, but this is inefficient as
the password will have to be sent with every request, and
unsafe as a password is relatively susceptible to hacking.

3https://www.openapis.org/
4https://getbootstrap.com/
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The system proposed by Abeyratne & Monfared (2016)[1]
uses public-key cryptography for authentication. Upon
user registration, a public and private key are generated
for the user. A user is identified using their public key,
and may interact with the network using their private key
- together providing secure authentication.

Besides identifying a user, the system has to decide if a
user has rights to view or edit data in the system. This is
where the implementation of Maesa et al. (2016) [6] can be
implemented to provide ABAC with XACML in a decen-
tralised manner. In their implementation the Ethereum
blockchain is used and the access control logic is imple-
mented using smart contracts.

Thus, this component exists on the Ethereum blockchain
in smart contracts, which use the Solidity programming
language, and receives a public or private key for authen-
tication and an identifier for a data object and the de-
sired action to this data object (view or edit). The smart
contracts compare the user and data identities, together
with the desired action, against the policy of that data
object. These policies may be stored on the BigchainDB
blockchain, as this blockchain is specialised for the purpose
of database-like storage. This will be further discussed in
Chapter 6.1.6.

The Ethereum blockchain can be interfaced with using
Python as to provide integration possibilities with the rest
of the system.

6.1.5 Validation
The data (be it received or to be sent), needs to be vali-
dated in order to make sure correct data is entered into the
fields. A field that may only contain a string should not
contain an integer, and requests that violate this require-
ment need to be refused. While the OpenAPI specification
of the OpenTripModel data model does include a descrip-
tion of fields and their data types, it is unknown if the
generated server actually performs validation as a lot of
the logic happens behind the scenes in external libraries
and the documentation does not seem to be clear about
this either. The importance of this component is recog-
nised, however, and plays an important part in ensuring
integrity of the data.

6.1.6 Storage
The storage of logistics data and access control policies
takes place on the BigchainDB blockchain, which com-
bines the characteristics of a database with the blockchain.
Data is stored using transactions, which contains elements
such as owners, an asset, and metadata. BigchainDB as-
sets can be ’linked’ by referencing the ID of another asset.
With this, it is possible to store data and reference an
XACML access control policy, which the authentication
& access control component evaluates in order to decide
on the access decision.

Data stored on a BigchainDB blockchain is just plain data
and readable by everyone who has access to the blockchain.
Thus, it is important to encrypt this data before it is stored
and decrypt it when requested, with cryptographic keys of
the owners. This encryption and decryption may happen
in the storage component, but could also take place in the
authentication component or REST API component.

Furthermore, while the system aims to improve trans-
parency, transaction data (who submits, requests, edits or
transfers data) is sensitive data that should not be known
to everyone as it could indicate the activity of a company
or partnerships between companies. Whether to share this
information should be up to the company to decide. Trans-

actions contain a public key to identify parties that inter-
acted with an asset, and these public keys (identities) are
not hidden by default. A system may be implemented to
provide this, but research is still being performed on how
to achieve this for BigchainDB.

A Python driver is available for BigchainDB, allowing for
integration with the rest of the system.

6.2 Development
Development was started by evaluating each component
separately and becoming familiar with the mechanics using
the documentation and experimentation.

Many obstacles presented themselves during the develop-
ment of the prototype. First, the BigchainDB Python
driver did not work on Windows, requiring wrapping it in
a Docker container as to place it in a virtual Linux envi-
ronment.

Second, the BigchainDB testnet became unavailable, re-
quiring the self-hosting of a node. This did not work on
the Windows machine either and a Linux server had to be
set up.

Third, part of the reason why OpenTripModel was chosen
as a data model is because it is specified using the Ope-
nAPI specification. OpenAPI (formerly known as Swag-
ger) is an open specification supported by large IT compa-
nies such as Google, Microsoft and IBM5. With OpenAPI,
an API can be specified with elements such as endpoints,
request types, data types and examples. This specifica-
tion can be used to generate documentation, a client and
a server, allowing for supposedly easy development. How-
ever, the predicted ease of use turned out to be misplaced,
as generating the Python server and JavaScript client code
using the OpenAPI specification for OpenTripModel did
not work as the file contained errors. These errors did not
show up in all OpenAPI validators and the one where it
did show up did not indicate the line number of the er-
ror. Eventually the errors were solved using a validator
from IBM6 which provided more detailed feedback. Fur-
thermore, the JavaScript client was difficult to use as it
required Browserify to build the file on each change in the
code, and automating this using GulpJS did not seem to
work.

Fourth, the OpenAPI server did not receive JSON objects
on a PUT request properly, indicating that the object was
missing while the HTTP request body clearly did contain
it. This was solved by removing this object requirement,
but this is a bit of a dirty fix.

Once these obstacles were overcome, some of the com-
ponents could be connected. The client and server can
communicate, and within the server a GET request to
an endpoint can successfully query for the appropriate
data on the BigchainDB blockchain and return this to the
client. However, it lacks validation and also the user ac-
cess control component could not be implemented due to
lack of time, developers and knowledge of the Ethereum
blockchain and its Solidity programming language. With
more time and resources, the prototype could have been
extended by requiring identification of the user before pro-
cessing the request, and checking the identity and request
against an XACML-based ABAC system on the Ethereum
blockchain.

However, the development and its problems lead to ex-
perience which contributed to the research as the specific

5https://www.openapis.org/membership/members
6https://github.com/IBM/openapi-validator

5



workings and characteristics of each component were dis-
covered. Insights were gained in how to connect the com-
ponents and where challenges still lie.

7. RESULTS
While the developed prototype is not a fully functioning
system, but rather a collection of components, the knowl-
edge of identifying and working with these components did
result in insights of how such a system should be built up
and what connections are to be made. The attempt to
develop a prototype resulted in a model for the architec-
ture of the system. This model can be found in Figure
2. It builds upon the model of Abeyratne & Monfared
(2016) [1] and provides a more detailed overview of the
internal components and technologies that may be used,
such as XACML for user access control and BigchainDB
for storage.

As can be seen in Figure 2, the resulting model iden-
tifies two blockchains on which processing and storage
take place, and a REST API as intermediate interface be-
tween these blockchains and a client. This decentralises
both the user access control and storage processes. In the
model, the REST API is depicted as a separate compo-
nent due to it not being a blockchain implementation that
can run on, for example, the Ethereum blockchain. It
could be possible to adapt the source code of BigchainDB
nodes to each include the required REST API component,
which would also decentralise the REST API. However,
this would result in a custom version of BigchainDB, re-
sulting in higher development costs to keep up with fea-
tures, security patches and bug fixes.

The system works as follows. Through a client, a user
identifies themselves with a cryptographic key and per-
forms a request to an endpoint of the API, following the
specification of OpenTripModel. An example would be
sending a GET request to the endpoint /locations/{uuid}
to request information about a location with a certain
uuid. This information is sent to the XACML access con-
trol system on the Ethereum blockchain and evaluated by
its sub components. The Policy Decision Point (PDP)
searches for a policy on BigchainDB that matches the
requested asset identifier and evaluates the policy. The
result is returned through the Policy Enforcement Point
(PEP) and depending on this outcome the asset may be
queried from the BigchainDB blockchain and decrypted so
that the user may view its contents.

Similarly, data owners can manage policies through the
same client but instead of the PEP, the Policy Adminis-
tration Point (PAP) is addressed and appropriate actions
are taken.

7.1 Validation
The design can be validated on internal validity, trade-offs
and external validity [17]. The internal validity questions
if the design, implemented the problem context, would sat-
isfy the identified criteria. The identified criteria are user
access control, trust, security and a common interface for
data. These are achieved in the system by each of the
components. User access control through XACML, trust
and security through the blockchains and a common data
interface through OpenTripModel. Thus, in the domain
of supply chain visibility, the proposed solution should
have the desired effects and these effects should satisfy
the stakeholder criteria.

Regarding trade-offs, components in the designed system
may be switched for alternatives that achieve the same

functionality or provide greater functionality and the sys-
tem should still satisfy the criteria.

External validity should also be applicable. The system is
built to provide access control with a high level of trust
and security. The system may thus also be applied in
other domains where these requirements exist, such as the
medical sector. Only the data model would have to be
changed.

7.2 Discussion
During the research and development of the prototype,
it became clear why there is no existing implementation
for supply chain visibility that uses blockchain technology
combined with user access control. Aside from the obsta-
cles that presented themselves during development, other
obstacles remain that still stand in the way of supply chain
visibility.

Regardless of the technology push of blockchain technol-
ogy that has emerged in the past couple of years, and
the potential it may have to solve supply chain visibil-
ity[25][1][14], the current (used) implementations still lack
important features. For example, in order to provide sup-
ply chain visibility, it is important that interactions to the
blockchain are anonymous as to protect matters such as
business connections or an indications of activity within
the company.

Another important obstacle is the fact that companies are
heterogeneous and thus each operate differently[24]. This
means different processes, data formats, IT systems and
IT budgets. A company will have to adapt to a common
standard in order to use the system, and this may be dif-
ficult as a result of these differences.

Controlling data access and ownership is an issue that
spreads across more than just the domain of supply chain
visibility and may also be applied to a domain such as
healthcare. Sensitive information is at stake and thus
there has to be a guarantee that this will not fall into
the right hands. Again, the blockchain may offer a so-
lution here but only with appropriate access control and
encryption methods.

However, companies do want to collaborate and share data
in order to improve their business processes and achieve
higher efficiency in their processes [18].

This willingness is mentioned in the paper of iShare [9],
which was briefly mentioned in Chapter 4.1 as an initiative
with similar goals regarding supply chain visibility. While
they also use OpenTripModel, they do not use blockchain
technology. Instead, their trust and security are based
on agreements. While this may be a solution, there is
still reliance on trusting a central authority: the iShare
foundation. And who is to say these companies keep to
the rules? Perhaps the concepts of iShare and this research
can be combined to achieve a working system for supply
chain visibility.

8. CONCLUSION
The logistics sector could benefit from supply chain vis-
ibility and the proposed system in this paper could be
a possible solution, attempting to overcome some of the
challenges that are currently present, such as trust, secu-
rity and user access control. As a result, business processes
may become more efficient and less resources are wasted
by means of increasing visibility, allowing for more timely
reactions to a change in situations.

The proposed system includes OpenTripModel as a data
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Figure 2. Resulting model of components forming the system

model, because it is an open standard, already imple-
mented by a number of logistics companies and is built
with the OpenAPI specification, allowing for easy server
and client code generation. In order to achieve trust and
security, two blockchains are included, Ethereum for pro-
viding decentralised execution of code using smart con-
tracts, and BigchainDB for providing database character-
istics such as querying of structured data, low latency and
high transaction rate. Access control is achieved by means
of XACML, which can be decentralised on the Ethereum
blockchain using smart contracts. XACML provides ABAC
(attribute-based access control), a powerful access control
mechanism capable of implementing and supplementing
existing access control mechanisms such as DAC, MAC
and RBAC.

From this, various insights were gained and obstacles were
identified. Each of the individual components turned out
to have its own obstacles in getting them to function as de-
sired. Moreover, connecting the components was difficult
and due to lack of time and developers. Blockchain tech-
nology still has its limitations, such as lacking anonymity
in transactions and encryption of the data (aside from
known limitations such as scaleability, resource efficiency
and transaction speed).

In order for these challenges to be overcome, a company
or collection of companies has to dedicate resources, such
as time and manpower, for the development of such a sys-
tem. And even then, the previously mentioned limitations
of blockchain technology have to be overcome. And once
a fully functioning system has been realised, fulfilling all
requirements, it will still be a challenge to motivate com-
panies to migrate their current IT infrastructure to the
new system.

8.1 Future work
From the limitations and challenges that have come forth
from this research, several topics for additional research
came to mind.

Blockchain technology still has its limitations in terms
of efficiency with computing resources and scaleability in
terms of transaction throughput. While these are known
to be actively researched right now, it could be interesting
to research how (if at all) the system as proposed in this
paper would scale to the size of something as large as the
global logistics sector.

A similar issue is the difference in data models. It may
be interesting to research how companies can be encour-
aged to change their data model to a common model such
as OpenTripModel. It would be interesting to know how
compatible OTM currently is with a variety of large com-
panies, and whether it has to evolve in order to become
more compatible, making a transition easier for compa-
nies.

It may also be interesting to know the financial impact on
implementing a system as proposed in this paper, taking
into account the impact of achieving supply chain visi-
bility, and possible savings in the IT department due to
not having to maintain a proprietary system. Performing
transactions on the blockchain is not free Additionally, it
may be interesting to get an estimate of the development,
deployment and maintenance costs of the system.
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