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Summary

At early stages of Internet development, users were only able to register or access
domains with ASCII characters. The introduction of IDN (Internationalized Domain
Name) which uses the larger Unicode character set, made it possible for regional
users to deal with domain names using their local language alphabet. Beside the
advantages provided by IDN, a new type of network threats has also emerged. The
reason behind this is that there are many similar-looking characters in Unicode sys-
tem, called homoglyphs. These characters could be used by an attacker to lure
users by replacing one or more characters of a benign domain.

Although there are many homoglyphs in the Unicode system, there is no absolute
way to group them and some researches are done to create homoglyph confusion
tables. However, performance of these tables is not assessed. Quality of existing
confusion tables is explored during this thesis by applying them to different domain
datasets, as well as comparing their performance to a proposed table. A Unicode
character might have both a Unicode and an ASCII homoglyph; however, due to
the computational limitations, only ASCII homoglyphs of Unicode characters are
considered to extract homoglyph domain pairs in this research. Results show that
using the proposed table we are able to detect more homoglyph domains than ex-
isting tables. Besides, considering the time gap between registration of a malicious
domain and actively using it to perform an attack, it would be possible to reveal at-
tacks at their infancy or even before they happen using the traces left in the DNS
(Domain Name System) data. The database provided by OpenINTEL active DNS
measurement platform is used in this research to detect malicious IDN homoglyph
domains. “ASN” (Autonomous System Number) and four DNS records, namely “A”
(IPv4 host address), “AAAA” (IPv6 host address), “NS” (Name Server) and “MX ”
(Mail eXchanger), are used to distinguish between malicious and benign domains.
Results show on average 42 days early detection of malicious domains, compared
to appearance of them on existing blacklists.

The main outcome of this research is documented as a paper to be submitted
to IEEE/IFIP NOMS 2020 conference, and this thesis only includes documentation
of parts of the research which are not covered in the paper. For an easier compre-
hension of the contents, it is highly recommended to first read the NOMS paper in
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Appendix A, before continuing with the rest of this thesis.
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Chapter 1

Introduction

This document is titled as “Master of Science Thesis”; however, it has a major differ-
ence in its structure compared to traditional theses. In an agreement with graduation
committee, it has been decided to document the outcome of this research in the form
of a paper. This paper is meant to be submitted to IEEE/IFIP Network Operations
and Management Symposium (NOMS) 2020 which is a well known conference in
the field of networking. This paper is included in Appendix A. The main body of
thesis only includes documentation of parts of the research which are not covered
in the NOMS paper. Thus, for an easier comprehension of the contents, it is highly
recommended to first read the NOMS paper in Appendix A, before continuing with
the rest of this thesis.

During the organization of this thesis, I have tried to fulfill the requirements set
by the examination committee. These requirements and how they are met through
this research are discussed in the following subsections. I have been fully involved
in all steps of this research during its 28 weeks long period, starting from defining
the research, followed by doing a literature review, production of the results for the
proposed methodology and validation of these results and finally writing a paper
as the main outcome that concludes this research. While I am the main author of
the above-mentioned paper, my supervisors have contributed to it by providing their
valuable feedback.

1.1 Assessment Standards

In order to conclude a master degree study, students are supposed to write a thesis.
This thesis must document the research done during their graduation assignment.
A list of requirements and standards [1] are set by each faculty which need to be
considered in the thesis. The set of learning objectives for assessment standards
are grouped into 3 categories: scientific quality, organization and communication. In
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2 CHAPTER 1. INTRODUCTION

the following subsections, an elaboration is given on how each of these requirements
are satisfied.

1.1.1 Scientific quality

• Interpret a possibly general project proposal and translate it to more con-
crete research questions.

Despite some master degree programs in which there is a part separated from
thesis called “Research Topics”, in Electrical Engineering there is not such a
course and complete thesis is done in one step as a graduation assignment.
However, as any other research project, this is a fundamental part that for-
mulates research. Thus, similar steps were taken which formed a research
proposal and partially the “Introduction”, “Background” and “Related Work ”
sections of the resulting paper in Appendix A. Through a literature study, fol-
lowing three research questions were defined as the basis of this research:

– How large could be the problem of malicious IDN homoglyph domains?

– How could we decide whether an IDN domain which has an ASCII homo-
glyph, is a malicious one?

– Can we detect malicious IDNs before they appear on blacklists and if so,
what is the achievable time advantage?

These research questions would be summarized in the overall research ques-
tion “What would be the advantage of detecting malicious IDN homoglyph do-
mains using active DNS measurements?” to get a global idea of the goal
behind this research.

• Find and study relevant literature, software and hardware tools, and crit-
ically assess their merits. Research questions mentioned above are based
on the literature study, critically assessing pros and cons of the existing work.
These information was used to explore subjects in the literature which still
needed to be explored. Based on the literature study, available tools and fea-
sibility of various methods were investigated. Important parts of the literature
review which did not make it to the paper due to the limited number of pages,
are discussed with more details in Chapter 2.

• Work in a systematic way and document your findings as you progress.
Working according to a timetable is a necessity in conducting every project
in time and efficiently. Thus, during definition phase of this research a time
table was defined to make sure that the deadlines are met. All of the scripts
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used during this thesis were documented with details on how to use them, so
that the results are reproducible. This documentation also made it possible to
identify errors and verify results whenever needed.

• Work in correspondence with the level of the elective courses you have
followed.

Although it is hard to pinpoint the relation of each course to one part of this the-
sis, there were absolute lessons learned during either elective or compulsory
courses which were applied to conduct this research. An example would be
the programming skills developed during projects for these courses. Consider-
ing the fact that the outcome of this research is to be submitted to a reputable
conference, would guarantee that its level is comparable to the courses taken.

• Perform original work that has sufficient depth to be relevant to the re-
search in the chair. As already mentioned, the outcome of this research is
to be submitted to a highly reputable conference in the field of networking and
computer science. This already emphasizes necessity for originality and sci-
entific depth of the research. Besides, many other researches in similar topics
is being conducted in DACS research group, which proves its relevance to
research group.

1.1.2 Organization, planning, collaboration

• Work independently and goal oriented under the guidance of a supervi-
sor.

The majority of this work was done independently and goal oriented, under
critical assessment of my supervisors. We had regular meetings to discuss
thesis progress with dr. Anna Sperotto and Olivier van der Toorn, MSc. During
these meetings I presented what I had done since our last meeting and got
feedback on it as well as getting recommendations on how to continue with the
rest of project.

• Seek assistance within the research group or elsewhere, if required and
beneficial for the project.

As there are multiple researcher in DACS group dealing with projects in the
same field, it was highly beneficial for me to get assistance from ones who had
the highest experience around the issues I faced.

• Benefit from the guidance of your supervisor by scheduling regular meet-
ings, provide the supervisor with progress reports and initiate topics that
will be discussed.
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During this thesis I had regular meetings with dr. Anna Sperotto and Olivier
van der Toorn, MSc. I prepared progress reports for each session to make
meetings more efficient as well as documenting feedback without missing im-
portant points. After each meeting I got a clear scope of how to tackle issues I
faced.

• Organize your work by making a project plan, executing it, adjusting it
when necessary, handling unexpected developments and finish within
the allotted number of credits.

During definition of the proposal for this thesis, a time plan was made with
a time period allocated to each of the predefined tasks. This time table is
available in Appendix B.

1.1.3 Communication

• Write a Master thesis that motivates your work for a general audience,
and communicates the work and its results in a clear, well-structured
way to your peers.

This thesis including the paper derived from it explains the drawbacks of the
existing work around its topic, which motivates why it was beneficial to conduct
this research. Results are given in an order which helps the reader to keep
track of how each research question is answered. Besides, metrics used in
results are meant to clearly deliver outcomes.

• Give a presentation with similar qualities to fellow-students and mem-
bers of the chair.

In order to update other researchers with relevance of the topic and progress
of the work, a progress report presentation was conducted on 24th of April
2019. The thesis will have a defence session to present the committed work
to a larger group of audiences. In case the paper to be submitted to IEEE/IFIP
NOMS 2020 gets accepted, there will be another chance to present the re-
search. Table 1.1 summarizes the details of each presentation.

The remainder of this thesis is structured as follows. In Chapter 2 details of
the study during literature review which were not discussed in the NOMS paper are
presented. Chapter 3 discusses additional results and graphs of the research. In
Chapter 4, reflections and lessons learned during this research are given. Chapter
5 concludes the thesis and discusses future work. The paper to be submitted to
the NOMS 2020 conference is given in Appendix A. The thesis proposal defined at
the starting phase of this research is presented in Appendix B. Sample rows of the
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Table 1.1: Summary of the presentations for this research
Date Occasion Place Audience
2019-04-24 Progress report University of Twente DACS group
2019-08-21 Thesis defence University of Twente DACS group,

friends
2020-04-20
2020-04-24

NOMS presentation
(if accepted)

NOMS conference,
Budapest

Experts in the
field

existing homoglyph tables are represented in Appendix C. The revisions made to
form the proposed Unicode homoglyph table are given in Appendix D.
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Chapter 2

Literature Review

This chapter discusses the additional background of IDN homoglyph domains which
is summarized in “Background” and “Related Work ” sections of NOMS paper. As a
starting point, it is important to get an idea about size of the problem we are facing
with.

2.1 IDN growth

Internationalized Domain Names were proposed in 1996 and implemented in 1998
for the first time for generic TLDs (Top Level Domains). However, using IDNs for
ccTLDs (country code Top Level Domains) was not approved till 2009 and first IDN
ccTLDs were then installed in 2010. EURid (EUropean Registry for internet do-
mains) [2] provides annual world reports on internationalized domain names. They
have been studying IDNs since 2011, and gathered data starting from 2009. Fig-
ure 2.1 plots the total number of IDNs reported by EURid. As seen in this plot, the
number of IDNs has been monotonically increasing from their introduction till 2016.
However there is a reduction of approximately 14% which is mainly caused by the
change of policy for “.vn” ccTLD. In December 2017, 71% of registered IDNs were at
the second level (such as IDNs in “.com” TLD), and 29% were at the top level (such
as IDNs in ”.xn--p1ai” ccTLD) [2].

The distribution of IDNs in different TLDs and SLDs (Second Level Domains)
are depicted in Figure 2.2. These figures reveal that a large portion of IDNs are
registered using Eastern Asian language scripts such as Chinese, Japanese and
Korean. Characters used in these languages mainly do not have a high level of
similarity with ASCII characters. Thus considering the main scope of this thesis,
which is to find IDN homoglyphs for ASCII domains, investigation of these TLDs
would not be interesting.

Figure 2.3 represents the contribution of various language scripts used on IDNs

7
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Figure 2.1: IDN growth reported by EURid [2]

reported by EURid. As seen in this figure, roughly 42% of IDNs are based on Latin
and Cyrillic scripts. IDNs using these scripts might be registered as a malicious
homoglyph for an ASCII domain. The dataset used in this thesis is obtained from
OpenINTEL platform [3], covering “.com” TLD and 9 ccTLDs (“.se”, “.nu”, “.ca”, “.fi”,
“.at”, “.dk ”, “.ru”, “.xn--p1ai” and “.us”) which approximately covers 26% of total
IDNs. Comparing this dataset to Figure 2.3, roughly 62% of total IDNs with a poten-
tial ASCII homoglyph domain are covered by the dataset used in this research.

(a) Top TLD IDNs (b) Top SLD IDNs

Figure 2.2: Top TLD and SLD IDNs reported by EURid [2]

Figure 2.3: Language scripts of IDNs reported by EURid [2]
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2.2 Punycode Algorithm

The DNS protocol being one of the cornerstones of the internet was designed long
before the introduction of IDNs and thus it is only compatible with ASCII charac-
ters. In order to keep backward compatibility, IDNs had to be converted to an ASCII
equivalent string before being implemented in DNS. This ASCII Compatible Encod-
ing (ACE) needs to be easy to implement as well as minimizing the length of the
encoded string. This is necessary since a domain label is limited to 63 characters
(RFC 1034) [4]. To convert an IDN to the ACE (also called Punycode format), the
Punycode algorithm [5] was introduced. This algorithm is explained here giving an
example. Consider the domain name “exámple.com” (with the equivalent Punycode
string “xn--exmple-qta.com”) in which the label “exámple” contains the non-ASCII
character latin small letter “a” with acute “á” (U+00E1) with a decimal value of 225.
In order to convert this label to the ACE, the Punycode algorithm starts with copying
all ASCII characters existing in the IDN to the output (exmple) and adding a hyphen
character to the resulting string (exmple-). This hyphen notifies the end of ASCII
characters present in the original label. In the next step, the non-ASCII charac-
ters (“á” in “exámple.com”) and their location in the original string (third character in
“exámple.com”) must be encoded in the output. In order to keep the encoded string
short, only an integer value is embedded in the output (“qta” with decimal value 681
in “xn--exmple-qta.com”) for each non-ASCII character. This integer represents both
the Unicode character and its location in the original label. Besides, rather than con-
ventional integer representation generalized variable length encoding (base-36) is
used which avoid using delimiters between consecutive integers. Finally an “xn--”
prefix is added to output string to make it distinguishable form basic ASCII strings.

The method used to encode integers (“qta”) in the output string is better under-
stood considering the decoder side. A decoder is a finite state machine with two
counters i and n [5]. Counter i represents the possible locations to insert a non-
ASCII character and always can be an integer between 0 and current length of the
string k (k=6 in “exmple”). Counter n represents the decimal codepoint of non-ASCII
characters and starts from 128 (decimal codepoint for the first non-ASCII charac-
ter) and is incremented till the right extended character is found (“á” with decimal
codepoint of 225). For each n value, the value of i increments with steps of one,
resetting to zero when it reaches the length of the string, and then n is incremented
by one. This process is continued till (n-128)*(1+k)+i is equal to the encoded integer
(n=225, k=6, i=2). At this point the decoder understands that it has to put nth Uni-
code character (“á”) at (i+1)th slot (third character) in the sting and then continues
with decoding remaining non-ASCII characters (if there were any).
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Table 2.1: Sample homoglyphs for “example.com"
Domain name Punycode format Code point of characters
example.com example.com 0065, 0078, 0061, 006D, 0070, 006C,

0065, 002E, 0063, 006F, 006D
exаmple.com xn--exmple-4nf.com 0065, 0078, 0430, 006D, 0070, 006C,

0065, 002E, 0063, 006F, 006D
ехаmрlе.com xn--ml-6kctd8d6a.com 0435, 0445, 0430, 006D, 0440,

006C, 0435, 002E, 0063, 006F, 006D

2.3 Homoglyph characters

IDNs provide an advantage for local users to access domains in their native lan-
guage alphabet. However, this feature might be misused by attackers due to the
existence of many similar looking Unicode characters called homoglyphs. An at-
tacker is able to replace one or more characters in a domain name to lure a victim
who is intending to access a benign domain. As an example, two potential attack
vectors for “example.com” are given in Table 2.1. The first row of this table repre-
sents the domain name with ASCII-only characters. In the second and third rows 1
and 5 characters are replaced by their Unicode homoglyphs, respectively.

The similarity of two characters does not have a clear definition and there is no
concrete method to define whether two characters are similar. Thus, homoglyph
confusion tables are introduced in the literature, in which similar-looking characters
in the Unicode system are grouped. There are a number of studies providing these
confusion tables. “Unicode Confusables” [6] and “UC-SimList0.8” [7] are two publicly
available homoglyph tables used in this research. Sample rows of these tables
are given in Appendix C. In order to construct the “UC-SimList”, the Microsoft Arial
Unicode MS font is used in [8], since it covers more Unicode characters than other
existing fonts. English, Chinese and Japanese are three languages considered to
develop this table. The visual similarity is calculated by calculating the similarity of
each pair of characters c1, c2 and is denoted with vs(c1, c2) [8],

vs(c1, c2) =
|OverlapPix(c1, c2)|

p|Pix(c1)|+ (1− p)|Pix(c2)|
, (2.1)

where |OverlapPix(c1, c2)| is the number of overlapping pixels of the bitmaps of
c1 and c2, |Pix(c)| is the number of pixels of the character c, and p ∈ [0, 1] is the
factor for tuning the similarity computation validity. It is mentioned in [8] that the best
experimental value for p is 1 when the number of pixels of character c1 is larger than
the number of pixels of character c2, and 0 otherwise.



Chapter 3

Results

This chapter contains results achieved during this thesis which are not covered in
NOMS paper due to the limited number of available pages. These results are aligned
with answering the research questions discussed in Section 1.1.1.

3.1 Homoglyph tables

As discussed in Chapter 2, there are multiple studies which aim to provide Uni-
code homoglyph confusion tables. Efficiency of “Unicode Confusables” [6] and “UC-
SimList0.8” [7] were explored in this research. Another table which is a combination
of these two tables with some revision is proposed in this research. It includes addi-
tion of 81 missing characters and replacing 42 characters form “UC-SimList0.8” for
which a better homoglyph existed. The proposed table is publicly available online on
“https://www.tide-project.nl/blog/noms2020/”. Details about revisions made to form
the proposed table are given in Appendix D.

3.2 ASN distribution

The “ASN” record obtained from OpenINTEL platform would be useful to qualify if
malicious IDN homoglyph domains are mostly registered by a specific authority. In
order to do so, Top-20 ASN distributions for detected IDN homoglyph domains in
“.com” and “ccTLDs” are plotted in Figure 3.1. At first glance, a difference between
these two plots is that the distribution for “ccTLDs” is scattered over different AS
numbers, however in “.com” a big group of domains are registered using the same
“ASN”.

A closer look at the owner information of these ASNs reveals that for “.com” TLD,
roughly 31% of domains have an “ASN” corresponding to “GoDaddy ” which is the
largest domain registrar for this TLD. On the other hand in “ccTLDs” the AS numbers

11
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Figure 3.1: Distribution of ASNs

with highest amount of corresponding domains are owned by “Zitcom” and “Loopia”
which are two Danish and Swedish hosting companies. Since our “ccTLDs" dataset
included “.dk ” and “.se”, this ASN distribution does not reveal any unusual behaviour.

3.3 ccTLD parsing

The growth of IDNs plotted in the NOMS paper exhibited a weekly pattern for “ccTLDs”.
In order to investigate this behaviour, contribution of each unique ccTLD in this group
was looked up. Results are plotted in Figure 3.2. This figure reveals that “xn--p1ai”
ccTLD is causing this weekly pattern in which the number of existing domains typi-
cally increases monotonically till Mondays and drops on Tuesdays. Further investi-
gation is necessary to figure out why this happens, which was out of scope of this
research. However, a potential reason might be de-registration policy of expired
domains implemented by registrars for this ccTLD.
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Figure 3.3: Domains detected by blacklists

Comparing Figure 3.1b and Figure 3.2, one might also notice that, although “.xn-
-p1ai” has a large share in our “ccTLDs” dataset (roughly 87%), the corresponding
“ASN” for these domains are not concentrated as the case for “.se” and “.dk ”. The
reason behind this phenomena would be the wide geographic distribution of regis-
trants of these domains.

3.4 Blacklists

Appearance of detected domains on a list of existing blacklists (called “RBL” in this
research) is investigated in NOMS paper. Results show that a very limited number of
detected domains by the proposed method have appeared on the blacklists. Count
of the domains detected by each blacklist is plotted in Figure 3.3. This plot shows
that roughly 76% of domains are detected by the “hostfile” blacklist.

3.5 Maliciousness scores

The method proposed in the NOMS paper to calculate scores for differences in
“ASN” and DNS records, considers records as different only if both domains have
an entry for that record in OpenINTEL measurements. However, this could be done
in various ways. For example one might consider two records as different even when
one of them is empty. Another approach would be considering different weights for
records to emphasize ones that are considered to have a higher impact on our deci-
sion. Figure 3.4 plots the scores for domains extracted in “.com” and “ccTLDs” when
an empty record compared to a nonempty corresponding record is also counted as
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a different one. Comparing these scores to ones presented in Fig. 8 of NOMS pa-
per, we notice that the number of domains with an score higher than 3, considerably
increases. Although this would result in detection of more malicious domains, the
false positive rate would increase as well.
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Chapter 4

Lessons Learned

This chapter discusses the lessons learned through this research. Although con-
tents of this chapter are a personal reflection rather than a scientific context, it would
still provide valuable points about the thesis.

4.1 Unicode system

Despite the ASCII encoding which is frequently used in programming languages, the
Unicode system used to extend the basic ASCII characters is not that prevailing. Be-
fore conducting this research I did not have a clear view on how the Unicode system
works. Besides, as discussed in this thesis, it is not possible to apply the Unicode
characters directly on DNS, which increases the complexity around this topic. Dur-
ing this thesis I got hands on experience with the Unicode character system and
algorithms used to convert them to DNS compatible strings, without which I wouldn’t
be able to manage my research properly.

4.2 Hadoop ecosystem

The Hadoop framework is used to store and process big data in a distributed man-
ner. This framework is utilized in OpenINTEL measurements platform to store and
process DNS queries. Although this ecosystem was not something that I directly
needed to conduct my research, the knowledge I achieved around how this frame-
work is built up, would be a fruitful lesson I learned during this thesis.
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4.3 SQL queries

I had used SQL queries before this research, however it was limited in terms of both
frequency and complexity of the queries. Since DNS measurements of OpenINTEL
platform used to provide the input dataset of this research, were accessed through
Impala engine (which provides a SQL-like interface), proper SQL queries were an
inseparable part of this research to ensure the integrity of achieved results. This
is important because an incorrect SQL query will still provide you with results that
you might not be able to verify them due to large size of your dataset. Thus, I tried
to parse my dataset into small subsets and check for their integrity during various
steps of this research.

4.4 Programming

Python is a programming language which is popular nowadays and as many other
researchers I have used it during various projects. However, I always learn new
lessons in programming when dealing with a new topic. As an example, processing
Unicode strings and characters was something that I had never performed in python
or any other script. Therefore I faced new errors which were not only relatively simple
syntax errors, but ones that were not discovered till looking closer at the outputs.

4.5 Writing skills

In order to write a paper which is appealing to readers, we need to be able to critically
assess our writings to find out parts which are not well discussed or missing. This
is sometimes tricky, since considering your paper from another person’s point of
view who is not thoroughly familiar with your topic, is not trivial. Our skill in writing
develops as we do and this is the case for me as well. I try to learn from my previous
writings to improve my future papers.



Chapter 5

Conclusions and Future Work

This chapter consists of conclusions of the thesis as well as recommendations for
future work.

5.1 Conclusions

A malicious IDN homoglyph detection method was proposed in this thesis. In the fol-
lowing a conclusion is given based on each research question discussed in Section
1.1.1.

5.1.1 IDN homoglyphs

The IDNs existing in OpenINTEL DNS measurements were investigated in this re-
search to determine the size of malicious homoglyph IDNs problem and answer
RQ1. Since there is no absolute method to group homoglyph domains, two existing
homoglyph confusion tables were used in this research. Beside the utilization of
existing homoglyph tables to extract similar looking domains, an improved table was
proposed in this research which is a combination of existing tables by considering
some revisions. It is shown that using the proposed table there is a higher oppor-
tunity to detect homoglyph domains. Results achieved by using the proposed table
reveal that roughly 23% of the added IDNs in “.com” TLD and 13% of the added
IDNs in “ccTLDs” group have an ASCII homoglyph domain. Considering a threshold
of 3, roughly 44% of the domains with a homoglyph in “.com” TLD (10% of added
IDNs) and 24% of these domains with a homoglyph in “ccTLDs” group (3% of added
IDNs) are highly suspicious homoglyph domains. It is noteworthy that results for
“ccTLDs” might be biased as “xn--p1ai” ccTLD which is based on Cyrillic script, has
a large share in our “ccTLDs” dataset and a homoglyph ASCII counterpart for these
domains rarely could be found.
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5.1.2 Detection method

The extracted domains were investigated to decide whether they are meant for ma-
licious intent. This was done since not all IDN homoglyph domains are malicious
and there are domains proactively registered by a company for protection purposes.
In order to differentiate between suspicious and benign domains and answer RQ2,
“ASN” and four DNS records from OpenINTEL platform were queried for homoglyph
domain pairs. Based on these records, a score of maliciousness is calculated and
if it is greater than a threshold, the Unicode domain is high likely used for malicious
activity. Since there is not enough evidence to mark these domains as malicious,
they are only considered as candidates which are highly suspicious for further in-
vestigation.

5.1.3 Time advantage

By defining RQ3, I was concerned about the achievable time advantage through
early detection of malicious domains. Previous studies propose that due to a time
gap between registration of malicious domains and actively using them in attacks,
there is a possibility to detect them before they are used for attacks. This feature
was utilized here, using traces left in DNS data. By comparing detection results of
the proposed method to the appearance of detected domains on existing blacklists,
on average an early detection of 42 days is achieved. This gets more important if
we consider domains detected by the proposed method which have not yet ended
up on blacklists.

5.2 Future work

The proposed method to detect malicious IDN homoglyphs in this thesis could be
improved in several ways. These are discussed in the following.

First of all, in this research only one ASCII homoglyph is used for each Unicode
character. This could be improved in two ways, by considering Unicode homoglyphs
for Unicode characters as well as considering multiple ASCII homoglyphs of a Uni-
code character. Although this would increase the computational complexity of the
proposed method, the outcome might include interesting observations.

Another aspect to be investigated more is to use a larger dataset in terms of TLD
coverage, specially those which include many Latin based characters.

Finally, a combination of whois data and OpenINTEL measurements would be
used as enrichment data to increase the accuracy of the proposed method.



Bibliography

[1] “Master’s thesis assessment standards.” [Online]. Available:
https://www.utwente.nl/en/mee/programme-information/Master’s%20thesis/
Description%20of%20the%20master’s%20thesis/#assessment-committee

[2] “EURid IDN world report,” https://idnworldreport.eu/.

[3] “OpenINTEL,” https://www.openintel.nl/.

[4] P. V. Mockapetris, “Domain names-concepts and facilities,” 1987.

[5] A. Costello, “Punycode: A bootstring encoding of unicode for internationalized
domain names in applications (idna),” Tech. Rep., 2003.

[6] “Unicode Confusables list.” [Online]. Available: https://unicode.org/Public/
security/

[7] “Unicode Similarity List.” [Online]. Available: http://people.csail.mit.edu/ayf/IRI/
UCSimList/UCSimList/UC_SimList0.8.txt

[8] A. Y. Fu, X. Deng, L. Wenyin, and G. Little, “The methodology and an application
to fight against unicode attacks,” in Proceedings of the second symposium on
Usable privacy and security. ACM, 2006, pp. 91–101.

19

https://www.utwente.nl/en/mee/programme-information/Master's%20thesis/Description%20of%20the%20master's%20thesis/#assessment-committee
https://www.utwente.nl/en/mee/programme-information/Master's%20thesis/Description%20of%20the%20master's%20thesis/#assessment-committee
https://unicode.org/Public/security/
https://unicode.org/Public/security/
http://people.csail.mit.edu/ayf/IRI/UCSimList/UCSimList/UC_SimList0.8.txt
http://people.csail.mit.edu/ayf/IRI/UCSimList/UCSimList/UC_SimList0.8.txt


20 BIBLIOGRAPHY



Appendix A

IEEE NOMS 2020

This appendix contains the final version of the paper to be submitted to IEEE/IFIP
Network Operations and Management Symposium 2020 (NOMS) as the main out-
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Abstract—The possibility to include Unicode characters in
domain names lets local users to deal with domains in their
regional languages, which is done through the introduction of In-
ternationalized Domain Names (IDN). Due to the visual similarity
of Unicode characters in different languages - technically called
homoglyphs - a new type of potential threat has been of concern.
The IDN homograph attack is a way that an attacker might
impersonate a benign server by replacing one or more characters
by their homoglyph. Although there are many homoglyphs in
the Unicode system, there is no absolute way to create Unicode
homoglyph confusion tables. The quality of existing confusion
tables is explored in this paper by applying them to different
domain datasets, as well as comparing their performance to a
proposed table. Results show that using the proposed table we
are able to detect more homoglyph domains than existing tables.
Besides, considering the time gap between the registration of a
malicious domain and actively using it to perform an attack, it
would be possible to reveal attacks at their infancy or even before
they happen using the traces left in the DNS data. The database
provided by the OpenINTEL active DNS measurement platform
is used in this research to detect malicious IDN homoglyph
domains. “ASN” record and four DNS records, namely “A”,
“AAAA”, “NS” and “MX”, are used to distinguish between
malicious and benign domains. Results show on average 42 days
early detection of malicious domains, compared to appearance
of them on existing blacklists.

Index Terms—homoglyph, IDN, homograph attacks, malicious
domains, active DNS measurements

I. INTRODUCTION

In order to store and represent characters of Latin alphabet
in early stages of computer systems, ASCII encoding standard
was developed which maps each character to an 8 bits string of
zeros and ones. However, expanding this encoding scheme and
creating a unified character system was necessary to include all
of the characters from different regional languages. The Uni-
code standard [1] was introduced to solve this issue, in which
each character is mapped to one to four bytes using UTF-8 (8-
bit Unicode Transformation Format) variable width encoding
scheme. The Internationalized domain name (IDN), originally
proposed in 1996 [2], is the term used for a domain name in the
Internet, containing one or more labels in a language-specific
script or alphabet, such as Greek, Cyrillic, Arabic, Chinese or
the Latin-based characters with diacritics, etc by making use of
the Unicode characters. Beside the advantages of the Unicode
system in the user experience, there are major security risks
with introduction of the Unicode characters into the domain

name space. The Unicode system consists of many similar-
looking characters, called homoglyphs. These characters could
be abused by attackers to register domains visually looking
similar to a benign domain, in order to lure a user. Although
a Unicode character might have both Unicode and ASCII
homoglyphs, due to the computational limitations, only ASCII
homoglyphs of the Unicode characters are investigated in this
paper and a method is proposed which extracts IDNs having
a similar-looking ASCII domain. However, not all homoglyph
domains are malicious and they might be proactively registered
by brand owners to prevent homograph attacks. In order to
detect and mark suspicious homoglyph domains, homoglyph
domain pairs are investigated more using DNS (Domain Name
System) data. The proposed method is based on OpenINTEL
[3], [4] active DNS measurements. The main contributions
of this paper are: (1) evaluation of the existing Unicode
homoglyph tables through introduction of an improved table,
(2) using a comprehensive dataset in terms of time span and
covering ccTLDs (country-code Top Level Domains), (3) ap-
plying the proposed detection method on all existing domains
and not limited to a number of brand domains, (4) replacing
the utilization of whois data with “ASN” (Autonomous System
Number) record and four DNS records, and (5) evaluation of
achievable time advantage through early detection of malicious
domains.

The remainder of this paper is organized as follows. In
Section II, the background of IDN and homoglyph domains are
given. Section III discusses the related works in the literature.
In Section IV, the proposed methodology is presented. Section
V introduces the datasets used in this research. Results of
our study are presented in Section VI. Finally, Section VII
concludes the paper.

II. BACKGROUND

Domain Name System (DNS) protocol, as one of the
cornerstones of the Internet was designed much earlier than
the introduction of IDNs, restricted to the utilization of ASCII
characters only. In order to keep backward compatibility with
DNS protocol in use and avoid upgrading the existing infras-
tructure, IDNs are first converted into an ASCII-Compatible
Encoding (ACE) string which is done using the “Punycode”
[5] algorithm. To do so, the Punycode algorithm uses an
algorithm called “Bootstring” which keeps all ASCII char-
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acters, encodes the location of non-ASCII characters, and re-
encodes the non-ASCII characters with generalized variable-
length integers. An “xn--” prefix is added to the converted
Punycode after the above-mentioned process. Since ACE
strings are meaningless for end users, this process is reversed
by applications to compute and display the Unicode values.
The Unicode-ASCII mapping is dealt with in applications by
means of Internationalized Domain Names in Applications
(IDNA) leveraging two conversion algorithms “ToASCII” and
“ToUnicode” forming Bootstring algorithm together. [6].

The Unicode system incorporates numerous writing systems
and languages, in which many similar-looking characters -
technically called homoglyphs - such as Greek letter “Ο”
(U+039F), Latin letter “O” (U+004F), and Cyrillic letter “О”
(U+041E) are assigned to different code points. The IDN
homograph attack is a way that an attacker might impersonate
a benign server and lure users about the identity of the server
they intend to communicate with, by replacing a character
with its homoglyph. This would provide a possibility for
malicious usage of the Unicode to perform security attacks
since there is little or no visual difference in the glyphs for
these characters in most of the fonts. One of the first IDN
homograph attack incidents was detected in 2005 [7], where
a spoofed PayPal website lured scam victims by replacing
the first Latin character “a” (U+0061) by a Cyrillic “а”
(U+0430). Although IDN homoglyph attacks have existed for
a long time, they still occur frequently nowadays and strong
countermeasures are needed to deal with them.

The DNS protocol provides a number of benefits to detect
malicious domains such as containing only a small fraction of
the overall network traffic, caching feature and unencrypted
data. Besides, considering the fact that normally there is a
time gap between registration of a malicious domain and the
instance when it is actively used to perform an attack [8], [9], it
would be possible to reveal attacks at their early stages or even
before they happen, due to some traces left in the DNS data.
Collection of the DNS data to perform analysis, could be done
either actively or passively. There are a number of challenges
using any of these methods. In passive measurements, it is
not possible to put traffic sensors in a large enough network
and achieve a global behaviour of internet traffic. Also due to
the sensitivity of the DNS data, it is normally not possible to
access the data form public DNS servers. On the other hand
active DNS measurements do not present the pattern of real
users’ behaviour.

III. RELATED WORK

In this section results of studying the existing work is
described. Unicode attacks are generally classified in three
classes in the literature: spam attacks, web identity attacks
and phishing attacks. Although the intention of attackers in
these classes are different, the principle behind all is the
same, which places these attacks under the Unicode attacks
category. Various studies have tried to detect and mitigate IDN
homograph attacks, which is the main focus of this research.
Fu et al. [10] construct a Unicode Character Similarity List

(UC-SimList) in which characters in English, Chinese and
Japanese are paired with their visually and semantically similar
Unicode characters. In this list, different levels of similarity
could be selected by applying a threshold. “UC-SimList” is
then used to check validity and similarity of a domain name
requested to be registered. Roshanbin et al. [11] propose a
method to measure the degree of similarity between Unicode
glyphs using the Normalized Compression Distance (NCD)
metric, which could be used to build a Unicode character
Similarity List.

A number of spoofing defences try to improve the UI
of browsers [12], [13]. They implement a client-side anti-
phishing extension into the browsers which prints characters of
different subsets of Unicode in different colors in the address
bar. Also when a domain name consists of both digits and
characters, they are printed in different colors, for example to
avoid confusions between Latin small letter L “l” and digit
one “1”, etc.

Alvi et al. [14] propose a method to detect plagiarism in
texts when obfuscation is made using the Unicode characters.
This is a similar issue to IDN homoglyph domains where
the intention is to create visually similar strings which are
treated differently by computers. The “Unicode Confusables”
list provided by the Unicode Consortium [15] and normalized
hamming distance are two basic features used in their research
to detect plagiarism. A phishing IRI/IDN pattern generation
tool called REGAP is proposed in [16], where a keyword level
non-deterministic finite automaton (NFA) is used to identify
the potential IRI/IDN-based phishing patterns. This method is
able to detect semantic similarity in domain names, however
it has to be done manually considering that the number of
domains to protect is limited.

In [17], authors propose a phishing domain classification
strategy which uses seven domain name based features and
models the relationship between the domain name and the
visible content of a web page. One of the features for phishing
domains used in this research is when a domain name contains
non-alphabetical characters (digits and hyphen). However,
there are many legitimate domain names which contain such
characters. Holgers et al. [18] perform a measurement study
by first passively collecting a nine-day-long trace of domain
names accessed by users in a department and then generating
corresponding confusable domain names. In order to reduce
the bias of gathered domain names, the list of Alexa [19] top
500 sites was added to the collected list. In the next step, an
active measurement study is performed to check whether those
domains are actually registered.

Qiu et al. [20] propose a Bayesian framework to calculate
the posterior distribution of a suspicious character in a domain
name. If the probability of the suspicious character is above
a threshold or maximal among all the probabilities of its
homoglyphs, the character is detected as legitimate character,
otherwise, as spoofing. In order to further improve results
of their method, three extra rules are considered, such as
assuming that a legitimate string appears more frequently than
the spoofing ones on the web pages.
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Fig. 1: High-level overview of the proposed method

Elsayed et al. [21] extract newly registered Unicode domains
by downloading DNS zone files for “.net” and “.com” TLDs
(Top Level Domains), and then replace the Unicode charac-
ters by their ASCII homoglyph character from the “Unicode
confusables” list to decide whether a domain is meant for
phishing. One of the performed tests in their research is to
check the IPV4 addresses and registrant organizations of two
domains using whois data. If both of these records were
different, the Unicode domain is considered to be a phishing
domain. Several issues happen to be problematic when it
comes to usage of whois data to differentiate between benign
and malicious domains. First of all, there are many domains
with masked whois data for privacy reasons, which might
result in a high number of False Positives. Second, there
is a possibility to spoof whois fields of a benign domain,
which in turn hides malicious domain from being detected
and reduce the number of True Positives. Another drawback
of using whois data to differentiate between malicious and
benign domains is that, on average malicious domains have a
short lifetime. Thus, it is not possible to access their whois
data when studying historical DNS measurements. Besides,
parsing failures of the whois crawler might also happen as the
case in [22] where roughly 50% of whois data are successfully
obtained.

Although the existing research discussed in this section,
addresses detection of malicious IDN domains to some extent,
to the best of authors’ knowledge there is no research which
has applied these methods on a big dataset (including ccTLDs)
and the DNS data used in these researches could offer only
a limited local view of the threats. Besides, most of the
researches done to detect IDN homograph attacks, focus on
highly reputed brand names such as social media domain
names, and thus are unable to achieve a global perspective of
the existing problem. Finally, the maturity of different Unicode
homoglyph tables is not studied yet and there is no measure of
how useful these tables are. The proposed method to address
these issues is discussed in the next section.

IV. METHODOLOGY

Our proposed method to address the drawbacks mentioned
in the previous section, are discussed here. A high-level

view of the proposed detection mechanism for malicious IDN
homoglyphs is depicted in Fig. 1, divided in five major steps
(A) to (E). These steps are summarized as follows:
(A) Gathering IDNs from OpenINTEL database which are

domains containing at least one Unicode character.
(B) Processing queried domains using various Unicode ho-

moglyph tables to form homoglyph domains pairs.
(C) Querying homoglyph domain pairs from OpenINTEL to

discard non-existing pairs.
(D) Decision making on likelihood of IDN to be malicious

using enrichment data gathered from OpenINTEL.
(E) Looking up extracted domains on existing blacklists to

quantify achievable time advantage through early detec-
tion of malicious domains.

The above mentioned process is repeated on a daily basis.
Details of these steps are elaborated in the following.

A. IDN Extraction

The proposed method starts with extraction of IDNs from
our databases. As discussed in Section II, all IDNs start
with a “xn--” prefix, which makes it easy to separate these
domains from the rest. The objective here is to extract IDNs
in OpenINTEL measurements which are domain names con-
sisting of one or more Unicode characters and then acquire
their growth rate. OpenINTEL DNS measurements are used
as the data source in this research. Currently, OpenINTEL
platform captures daily DNS measurements for all domains
under the main generic TLDs (including .com, .net and .org,
comprising approximately 50% of the global DNS name
space) and 12 country-code TLDs, as well as Alexa top 1
million, Infrastructure measurements and Cisco Umbrella top
1 million domains. This results in approximately 217 million
domains measured on a daily basis. Due to the comprehensive
coverage of domain names, OpenINTEL provides a suitable
dataset to investigate existence of malicious IDN homoglyph
domains and is used in this research.

According to the 2018 IDN report provided by European
Registry for internet domains (EURid) [23], there were ap-
proximately 6 and 7.5 million IDNs by the end of 2014
and 2017 respectively, which counts for approximately 2%
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Table I: Tables of homoglyph Unicode character

Unicode Confusables UC-SimList0.8 Proposed table
Total characters 6296 29880 2627

Characters with an ASCII homoglyph 2236 536 2627
Character to string mapping X - X

of entire domain name space. In 2017 roughly 70% of these
domains were registered on a ccTLD, which verifies the
importance of exploring ccTLDs for malicious homoglyphs.

B. Homoglyph Domains

In this step, extracted IDNs are investigated to form homo-
glyph domain pairs. Although there are many homoglyphs in
the Unicode system, there is no absolute way to determine
whether two characters are similar. The list of confusable
characters published by the Unicode Consortium (referred to
as “Unicode Confusables” in this paper) consists of a list
of 6296 pairs of homoglyphs in its 12.0.0 version. This list
makes it possible to investigate IDN homoglyph domains.
Besides, the “UC-SimList0.8” [10], [24] is used as a comple-
mentary input to investigate homoglyph domains. Although a
Unicode character might have both a Unicode and an ASCII
homoglyph, due to the computational limitations, only ASCII
homoglyphs of Unicode characters are considered to extract
homoglyph domain pairs in this paper. We have noticed some
irregularities in the “UC-SimList0.8”. For example Latin small
letter dotless I “ı” (U+0131) is considered as a homoglyph to
exclamation mark “!” (U+0021), however Latin small letter I
“i” would be a better choice as we rarely find a label including
exclamation mark.

Quality of the above-mentioned confusion tables is explored
more in this research by introduction of a third table, which is a
mix of the “Unicode Confusables” and the “UC-SimList0.8”
by replacing irregularities and adding a number of missing
characters. The proposed table is publicly available online1.
Specifications of each confusion table is given in Table I.
Comparing two existing homoglyph tables, it is seen that
although the “UC-simList0.8” contains more characters in
total, it covers much less characters with an ASCII homo-
glyph than the “Unicode Confusables”. This is because the
“UC-SimList0.8” covers many characters from Chinese and
Japanese alphabet for which an ASCII homoglyph does not
exist. Another major difference between these tables is that the
“Unicode Confusables” provides homoglyph strings for Uni-
code characters that can not be replaced by a single character.
A frequently observed example on ccTLDs is the Latin small
letter AE “æ” (U+00E6) which could be replaced by the Latin
small letter A “a” (U+0061) plus the Latin small letter E “e”
(U+0065). However, this feature is not supported on the “UC-
SimList0.8”. On the other hand, the “UC-SimList0.8” provides
multiple homoglyphs for each Unicode character (when they
exist), ordered by their degree of similarity. For simplicity
we only use the ASCII homoglyph with the highest similarity

1https://www.tide-project.nl/blog/noms2020/

score for each Unicode character in this paper. In the next
step, the Unicode characters present in each IDN domain are
replaced by an ASCII homoglyph using each of the three
confusion tables to create an ASCII homoglyph counterpart
domain. The performance of these three tables is compared in
Section VI-A.

C. Existing Homoglyph Pairs

The extracted homoglyph domains only represent a list of
potential pairs. Since ASCII homoglyph domains are created
by replacing the Unicode characters with their homoglyph
counterpart, we do not expect all of these domains to exist.
These pairs are checked across the OpenINTEL database and
when an ASCII homoglyph domain does not exist, the pair is
discarded.

D. Malicious Homoglyph Detection

In order to detect malicious domains, the list of homoglyph
domain pairs created in the previous step are compared for
“ASN” record and four DNS records namely “A” (IPv4
address), “AAAA” (IPv6 address), “NS” (Name Server) and
“MX” (Mail eXchanger) queried from OpenINTEL database.
Based on these information a score of maliciousness is calcu-
lated. If any of these records were different for two domains,
the score is incremented by one. Thus, the maliciousness score
will be an integer in [0,5]. Finally a decision is made on
whether the IDN domain is highly likely to be meant for
malicious activity if the score was higher than a threshold.
This threshold value has to be selected based on a trade-
off between desired True Positive and False Positive rates.
Utilization of the whois data to differentiate between malicious
and benign domains is replaced with DNS records and “ASN”
record to overcome the drawbacks regarding the use of whois
data mentioned in Section III.

E. Time Advantage

Malicious domains on average have a shorter lifetime com-
pared to benign domains [25], [26]. A main reason for this
behaviour is that their registrants want to keep their activity
hidden from detection systems. This implies that there is
a limited time to perform reactions against attacks which
use these domains. To qualify the achievable time advantage
by detecting malicious IDN homoglyphs before they appear
on blacklists, historical OpenINTEL data was used to detect
malicious IDN homoglyph domains and study the time gap
between their detection and appearance on existing black-
lists. The blacklists used in this research include “Hostfile”
[27], “hpHosts” [28], “Ransomwaretracker” [29], “DNS-BH”
[30], “Openphish” [31], “Malwaredomainlist” [32], “Joewein”
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Fig. 2: IDNs in “.com” TLD and ccTLDs in 2018

[33], “Feodotracker” [34], “Zeustracker” [35], “Malcode” [36],
“Squidblacklist” [37], “C2Dom” [38], “Urlhaus” [39], “Cy-
bercrimetracker” [40], “Dshield” [41], “VXVault” [42], “UT-
Capitole” [43], “Ponmocup” [44] and “Urlvir” [45]. In the rest
of this paper this set of blacklists is refered to as “RBL”.

V. DATASETS

To form the input datasets of this research, a query of
Unicode domains present in “.com” and “ccTLDs” is done
on a daily basis from 1st Jan. 2018 till 31th Dec. 2018.
The “ccTLDs” group used in this research include “.se”,
“.nu”, “.ca”, “.fi”, “.at”, “.dk”, “.ru”, “.рф” and “.us”. The
measurement databases for different TLDs have been added
on OpenINTEL at various points in time. To avoid confusion
in the results and make the plots easy to read, the time span of
our dataset is selected such that the TLDs under study are not
added during this period. Comparing the lists of domains for
each pair of consecutive days, the list of domains registered on
a specific date are extracted, which are then processed using
three Unicode confusion tables mentioned in Section IV-B to
detect domains with a potential ASCII homoglyph domain.
For these pairs of domains, five records mentioned in Section
IV-D are obtained from OpenINTEL to perform the detection
procedure.

VI. RESULTS

Before applying our detection method to extract suspicious
domains, some numerical details about the dataset explained
in Section V are discussed here. Growth of IDNs in “.com”
and “ccTLDs” are depicted in Fig. 2. This plot shows a
negative growth trend for IDNs, which has a steeper descent
in “ccTLDs”. Besides, three deeps are visible for “ccTLDs”
which after closer investigation turned out to be caused by a
failure in the OpenINTEL measurements. A weekly pattern
in “ccTLDs” is visible in which the number of domains
grows monotonically till Mondays and drops on Tuesdays.
This is caused by “.рф” ccTLD and might be due to the de-
registration policy of the expired domains applied by corre-
sponding registrars. However, exact reasoning on this pattern
needs more investigation and is out of scope of this research.
Considering the total number of 7.5 million IDNs on Dec.
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Fig. 3: IDNs in Alexa top 1M domains

2017 reported by EURid, our dataset includes roughly 26%
of all registered Unicode domains. A big portion of remaining
IDNs include characters of Eastern Asian languages for which
an ASCII homoglyph does not exist. Thus our dataset covers
a significant part of IDNs that could be used for homograph
attacks. Fig. 3 depicts the number of IDN domains in Alexa
top 1M from 22nd Jan. 2016 till 30th Jun. 2019. As seen in
this figure, the number of Unicode domains in Alexa top 1M
exhibits extreme oscillations from 01st Feb. 2018 onward. This
is mainly caused by the number of IDNs in “.рф” ccTLD
and “.com” TLD which end up on Alexa. Regardless of
these oscillations the average number of IDNs on Alexa stays
constant during this time period of 3.5 years of observation,
which approximately contributes to a percentage of 0.2% on
Alexa 1M. Comparing this to the total IDN count on entire
name space reveals that IDNs are much less popular than
ASCII domain names among the Internet users. Our database
shows no IDNs on Alexa 1M on 22 Nov. 2016, which is due
to a measurement failure.

A. Comparison of Confusion Tables

Extraction of homoglyph domain pairs is done using the
three Unicode confusion tables discussed in Section IV-B for
each dataset. Results for “.com” and “ccTLDs” are plotted
in Fig. 4. In order to better represent the difference between
three homoglyph tables and make plots readable, rather than
absolute values, curves are smoothed using a moving average
filter and the y-axis of these figures are log-scaled. Fig. 4a
shows that on average using the “UC-SimList0.8”, we are able
to extract three times more homoglyph domains than using
the “Unicode Confusables” for domains in “.com” TLD. The
proposed confusion table is able to extract more domains than
two existing tables (5 times more than “Unicode Confusables”
and 0.5 times more than “UC-SimList0.8”), since it covers
both tables plus some missing characters. Considering the
number of characters present in different confusion tables
mentioned in Table I, one would have expected that the
“Unicode Confusables” must be able to extract more domains
compared to the “UC-SimList0.8”, which turns out not al-
ways to be a correct assumption. This is mostly because the
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Figure 4: Extracted homoglyph domains and characters for added IDNs in “.com” and “ccTLDs”

“Unicode Confusables” includes many punctuation characters
which rarely appear on a domain name.

The performance of various homoglyph tables on
”ccTLDs”, is plotted in Fig. 4b. We notice that the proposed
confusion table is able to extract 3 times more homoglyph
pairs than “Unicode Confusables” and 8.7 times more than
“UC-SimList0.8”. Comparing the “Unicode Confusables” and
“UC-SimList0.8” reveals that despite the case of domains in
“.com”, the “Unicode Confusables” achieves a better perfor-
mance in “ccTLDs” by extracting 1.4 times more homoglyph
domains compared to the “UC-SimList0.8”. This happens
because many domains in each ccTLD share a limited number
of Unicode characters which are covered by the “Unicode
Confusables”. It is noteworthy that in Fig. 4b we neglect three
aforementioned measurement failures of Fig. 2 for “ccTLDs”,
so that our results are not negatively affected. Besides, we
notice that although a small set of missing characters are
added in our proposed table, this makes a big difference in
the number of extracted domains. This implies that there are
frequently used Unicode characters which are not covered by
existing tables. This could be quantified by looking at the
count of the Unicode characters present in added IDNs per day
and comparing it to the number of characters covered using
each homoglyph table. Fig. 4c and Fig. 4d plot the number of
total Unicode characters and the Unicode characters covered

by each table for IDNs added per day in “.com” and “ccTLDs”
respectively. It is seen from these figures that although the
“UC-SimList0.8” outperforms the “Unicode Confusables” for
domains in “.com” TLD, there is negligible difference between
the performance of these two tables in “ccTLDs”. Also, we
noticed that despite a slightly higher number of characters with
a homoglyph in the “UC-SimList0.8” for “ccTLDs”, these
characters yield in detection of a smaller set of homoglyph
domain pairs as seen in Fig. 4b. This implies that the “Unicode
Confusables” provides homoglyphs which are frequently seen
on “ccTLDs”.

B. Detection results

Extracted homoglyph domains produced in the previous step
are fed into the detection module where “ASN” record and four
DNS records are queried form OpenINTEL as enrichment data
and a score of maliciousness is calculated as the summation of
the count of different records for these domains (see Section
IV-D for more details. Based on this score domains are marked
as suspicious if the score is higher than a threshold. A high
threshold value results in marking a lower number of domains
as suspicious and consequently lower false positive rate. On
the other hand with a low threshold more domains will be
detected resulting in a higher false positive rate. Since marking
a benign domain as malicious might be much more costly
than not detecting a suspicious one, threshold value has to be
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Fig. 5: Scores for extracted domains

selected so that the number of false positives is minimized.
This threshold could be selected once a look up of the
detected domains on the existing blacklists is performed. This
is discussed in Section VI-E. However, not all domains include
an entry for all 5 records we are looking at, causing them not
to achieve a high score by our method and consequently not
being marked as a suspicious domain. For example only 2% of
homoglyph domain pairs both have an “AAAA” record among
our extracted domains from “.com” TLD. In order to limit the
number of false positives in our detection method, a record is
counted as different only if both domains have an entry for it.

The distribution of records difference score is plotted in Fig.
5. It is seen that for “ccTLDs” a big portion of the homoglyphs
have no difference in records, while for “.com” there is a large
group of domains with three different records. This suggests a
relatively higher chance of malicious intent behind extracted
IDN domains in “.com” compared to “ccTLDs”.

C. Top Targeted domains

In order to get a better insight on the domains which are
highly targeted by IDN homoglyphs, we have listed extracted
ASCII domains based on the number of times a homoglyph
IDN domain corresponding to each of them is seen. Results are
plotted in Fig. 7. The domain name targeted the most in “.com”
TLD, belongs to a crypto-currency service with 238 IDN
homoglyphs registered through 2018. Besides, considering 30
highly targeted domains in “.com” TLD, we notice that 18
domains are related to crypto-currency and financial service
providers with overall 1051 IDN homoglyph domains. The
social media and IT service providers are in the second rank
consisting of 7 ASCII domains with overall 325 IDN homo-
glyph domains. This characteristic is not seen in “ccTLDs”
where each ASCII domain has a handful of corresponding
IDN homoglyphs.

D. Validation

The validation process for detection methods is usually done
based on using different ground truth which consists of both
black and white lists. Different blacklists are available to cross
check detected domains against them including but not limited
to the “RBL” group of blacklists mentioned in Section IV-E.
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However, there might be domains detected by the proposed
method which are not yet covered by blacklists. Comparison of
the detected domains against blacklists is discussed in Section
VI-E. As a white-list, the Alexa top domains is usually utilized.
Although not all domains on Alexa are benign, the chance of
them being benign is higher than a random set of domains.
Neglecting these shortcomings, whitelists and blacklists are
still useful to a high extent to validate the proposed method.
Results of looking up the detected IDN homoglyph pairs on
the Alexa 1M is represented in Fig. 6. It is seen that IDN
homoglyph domains rarely end up on the Alexa 1M (the curve
for IDNs on the Alexa 1M has very small values and sticks to
x-axis), however a higher number of their ASCII counterparts
appear on the Alexa. The difference gets bigger when we
consider that each ASCII domain potentially corresponds to
multiple homoglyph pairs as detailed in Section VI-C.

Due to the lack of sufficient proof, especially for domains
that are detected by the proposed method and have not
appeared on the blacklists yet, rather than being marked as
malicious, they are considered as highly suspicious domains
in this research. The proposed method could be used in parallel
with other methods to further investigate the malicious intent
behind these domains.

E. Time advantage

In this section the achieved time advantage for proposed
detection approach over a set of existing blacklists called
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“RBL” is investigated. This time advantage is calculated as
the window (in days) between detection of malicious domains
by the proposed method and the time at which these domains
appears on one of the aforementioned blacklists. Detected
domains over 2018 have been checked in RBL from 1st Jan.
2018 till 19th Jun. 2019. 307 domains out of entire extracted
domains in our dataset, have been detected by at least one of
the blacklists in RBL during this period. Although this number
is pretty low compared to the number of domains detected by
the proposed method, it signifies that our method detects a
specific subset of malicious domains which have been given
free room to a high extent. Besides, 305 of these domains are
ones detected in “.com” TLD and only 2 domains are from
“ccTLDs”. This reveals that detection procedures implemented
by blacklists have a higher concentration on the generic TLDs
and it needs to be improved to better cover ccTLDs. However,
as already discussed in Fig. 5 the probability for an IDN
homoglyph in “ccTLDs” to be malicious is lower than “.com”.
Fig. 8 depicts the early detection in days for domains detected
in “.com” and “ccTLDs” compared to the appearance of these
domains on the RBL blacklist set, limited to first 90 days.
Four different categories have been defined based on the time
difference between registration of a domain and its detection
by the blacklists as follows:

1) domains detected on the same day as their registration
2) domains detected at least a day after their registration and

at most in a month
3) domains detected with a difference between a month and

a year
4) domains detected after a year
Out of 307 domains detected by blacklists, 41 domains

(13.4%) fall in the first category, 169 in the second (55%),
89 in the third (29%) and 8 domains in the fourth category
(2.6%). On average 42 days of early detection is achieved
using the proposed method considering the domains that are
already blacklisted. The maliciousness score distribution for
domains detected by blacklists is plotted in Fig. 9. 78% of
these domains have achieved a score of 3 or higher. besides,
the reason for majority of remaining domains achieving a
lower score is that they only had a limited number of record
entries. Considering these results, a threshold value of 3 to
mark a domain as highly suspicious seems logical.

VII. CONCLUSIONS

The introduction of Internationalized Domain Names has
enabled local users register and access domain names using
their regional languages leveraging the Unicode character
system. Beside the convenience provided by this feature, a new
type of threat is introduced in which an attacker is able to lure
users by replacing an ASCII character by its similar-looking
Unicode character called a homoglyph. In order to study
homoglyph IDNs in a large scale, active DNS measurements
of OpenINTEL for “.com” TLD and 9 ccTLDs from 1st Jan.
2018 till 31th Dec. 2018 are used as input database in this
research.

Although there are many homoglyphs in the Unicode sys-
tem, there is no absolute way to determine whether two charac-
ters can be considered similar. However, there are studies in the
literature which aim to provide a list of Unicode homoglyph
tables. In this paper performance of two existing Unicode
homoglyph tables namely the “Unicode Confusables” and
the “UC-SimList0.8” is compared to a proposed homoglyph
table. Results of this research show that the proposed table
outperforms existing homoglyph tables and is able to extract
more homoglyph domains. As a detection strategy, extracted
homoglyph domains are compared for “ASN” record and
four DNS records including “A”, “AAAA”, “NS” and “MX”
records. Based on these records a score of maliciousness is
calculated. If this score is higher than a threshold there is
high chance that the IDN is meant for some malicious activity.
Cross checking detected domains across existing blacklists
shows that majority of the domains that are already detected by
a blacklist have 3 or more different records than their ASCII
counterpart. Besides, comparing the time these domains are
detected using the proposed method with the first time they
appear on one of the blacklists, on average an early detection
of 42 days is achieved.
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Appendix B

Thesis Proposal

This appendix contains the thesis proposal defined at the starting phase of the
graduation assignment. It summarizes the literature review of the topic as well
as definition of the research questions and initial methodology to find proper an-
swers to these questions. Initial sections of this proposal overlap with NOMS paper
given in Appendix A. The last section of this proposal defines the time plan of the
project.
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ABSTRACT
The possibility to include Unicode characters in domain names
lets local users to deal with domains in their regional languages,
which is done through introduction of Internationalized Domain
Names (IDN). Due to the visual similarity of Unicode characters
in different languages called homoglyphs, a new type of potential
threat has been of concern. The IDN homograph attack is a way that
an attacker might impersonate a benign server by replacing one or
more characters by their homoglyph. Domain Name System (DNS)
protocol - being an essential part of the Internet - is beneficiary to
detect domain spoofing due to its characteristics. Considering the
time gap between registration of a malicious domain and actively
using it to perform an attack, it would be possible to reveal attacks
at their infancy or even before they happen using the traces left
in the DNS data. OpenINTEL is a platform which performs active
DNS measurements, covering a large portion of the entire DNS
name space. The database provided by OpenINTEL will be used in
this project to detect IDN homographs in DNS traffic.

KEYWORDS
Homoglyph, IDN, Homograph attacks, Phishing, DNS measure-
ments, OpenINTEL

1 INTRODUCTION
In order to store and represent characters of Latin alphabet in
computer systems ASCII encoding standard was developed which
maps each character to an 8 bits string of zeros and ones. However,
expanding this encoding scheme and creating a unified character
system was necessary to include all characters of different regional
languages. Unicode standard [1] was introduced to solve this issue
by mapping each character to 16 bits (32 bits in the latest version).
Internationalized domain name (IDN), originally proposed in 1996
[2], is the term used for a domain name in the Internet, containing
at one or more labels in a language-specific script or alphabet, such
as Greek, Cyrillic, Arabic, Chinese or the Latin-based characters
with diacritics, etc by making use of Unicode characters.

Domain Name System (DNS) protocol, as the core component
of the Internet was designed much earlier than the introduction of
IDNs, restricted to use of ASCII characters only. In order to keep
backward compatibility with DNS protocol in use and avoid upgrad-
ing the existing infrastructure, IDNs are applied to DNS protocol
as ASCII strings using Punycode algorithm. Thus, Unicode-ASCII
mapping is dealt with in applications by means of Internationalized
domain names in Applications (IDNA) leveraging two conversion
algorithms “ToASCII” and “ToUnicode” [3].

Unicode system incorporates numerous writing systems and
languages, in which many similar-looking characters - technically

called homoglyphs - such as Greek letter “Ο” (U+039F), Latin let-
ter “O” (U+004F), and Cyrillic letter “О” (U+041E) are assigned to
different code points. The IDN homograph attack is a way that
an attacker might impersonate a benign server and deceive users
about the identity of the server they intend to communicate with by
replacing a character with its homoglyph. An example of such an
attack would be the replacement of the Latin character “a” (U+0061),
with the Cyrillic character “а” (U+0430) in “www.example.com” to
register a new domain. This would provide a possibility for mali-
cious usage of Unicode to perform security attacks since there is no
visual difference in the glyphs for these characters in most of the
fonts. One of the first IDN homograph attack incidents was detected
in 2005 [4], where a spoofed PayPal website lured scam victims
by replacing the first Latin character “a” (U+0061) by a Cyrillic “а”
(U+0430).

Detection of IDN spoofing domains could be done at various
nodes of the network such as registries, registrars, DNS, web browsers,
etc. DNS protocol being the core component of the Internet, pro-
vides a number of benefits to detect malicious domains, compared
to other approaches. Containing only a small fraction of the overall
network traffic, together with caching feature of DNS, provides a
significant decrease in the amount of data to be analyzed. On the
other hand, a large portion of DNS traffic is unencrypted compared
to other protocols, making it possible to perform easier inspection.
Considering the fact that normally there is a time gap between
registration of a malicious domain and the instance when it is ac-
tively used to perform an attack [5, 6], it would be possible to reveal
attacks at their early stages or even before they happen, due to
some traces left in the DNS data.

DNS data needed to perform analysis, could be collected either
actively or passively. In order to actively obtain DNS data, a data
collector would deliberately send DNS queries and record the cor-
responding DNS responses. Typical lists to query include popular
domains lists such as the Alexa Top Sites [7], zone files of authorita-
tive servers and various blacklists. On the other hand, passive DNS
data collection is done by deploying sensors in front of DNS servers
or by having access to DNS server logs to obtain DNS queries and
responses created by actual users. There are a number of challenges
regarding DNS data collection. In passive measurements, it is not
possible to put traffic sensors in a large enough network and achieve
a global behaviour of internet traffic. Also due to the sensitivity of
DNS data, it is normally not possible to access the data form public
DNS servers. On the other hand active DNS measurements might
not present the pattern of real users’ behaviour.

OpenINTEL [8, 9] is a high-performance infrastructure which
performs Internet-scale active measurements, currently querying
over 50% of the DNS name space on a daily basis. It is designed
from the ground up to enable big data analysis approaches on,
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e.g., a Hadoop cluster. By performing active measurements, rather
than passively collecting DNS data, it build consistent and reliable
time series of the state of the DNS. Due to the comprehensive
coverage of domain names, OpenINTEL provides a suitable dataset
to investigate existence of IDN phishing and will be used in this
project.

A general problem statement for this research would be to de-
termine whether a domain name is a phishing or benign one. To
pursue the goals of this research, the following research questions
(RQ) are defined as the basis:

• RQ1: How large could be the problem of IDN phishing?
• RQ2: How could we detect whether an IDN is a malicious
one and how high is the performance of detection method?

• RQ3: Can we detect malicious IDNs before they appear on
blacklists and if so, what is the achievable time advantage?

The remainder of this proposal is organized as follows. Section
2 will discuss the related works in the literature. In section 3, the
strategies to answer research questions are discussed. Finally, a
planning for the thesis structure is given in Section 4.

2 RELATEDWORK
In this section results of studying existing work is described. Uni-
code attacks are generally classified in three classes: spam attacks,
web identity attacks and phishing attacks. Although the intention
of attackers in these classes are different, the principle behind all is
the same, which places these attacks under Unicode attacks cate-
gory. Various studies have tried to detect and mitigate IDN phishing
attacks, which is the main focus of this research. Fu et al. [10] con-
struct a Unicode Character Similarity List (UC-SimList) in which
characters in English, Chinese and Japanese are paired with their
visually and semantically similar Unicode characters. In this list,
different levels of similarity could be selected by applying a thresh-
old. UC-SimList is then used to check validity and similarity of
a domain name requested to be registered. Roshanbin and Miller
[11] propose a method to measure the degree of similarity between
Unicode glyphs using the Normalized Compression Distance (NCD)
metric, which could be used to build a Unicode character Similarity
List.

A number of spoofing defences try to improve the UI of browsers
[12], [13]. They implement a client-side anti-phishing extension
into the browsers which prints characters of different subsets of
Unicode in different colors in the address bar. Also when a domain
name consists of both digits and characters, they are printed in
different colors, for example to avoid confusions between small
letter L “l” and digit one “1”, etc.

Alvi et al. [14] propose a method to detect plagiarism in texts
when obfuscation is made using Unicode characters. This is a simi-
lar issue to IDN phishing where the intention is to create visually
similar strings which are treated differently by computers. Uni-
code confusables list provided by Unicode Consortium [15] and
normalized hamming distance are two basic features used in their
research to detect plagiarism. A phishing IRI/IDN pattern genera-
tion tool called REGAP is proposed in [16], where a keyword level
non-deterministic finite automaton (NFA) is used to identify the
potential IRI/IDN-based phishing patterns. This method is able to
detect semantic similarity in domain names, however it has to be

done manually considering that the number of domains to protect
is limited.

In [17], authors propose a phishing domain classification strategy
which uses seven domain name based features and models the
relationship between the domain name and the visible content
of a web page. One of the features for phishing domains used in
this research is when a domain name contains non-alphabetical
characters (digits and hyphen). However, there are many legitimate
domain names which contain such characters. Holgers et al. [18]
perform a measurement study by first passively collecting a nine-
day-long trace of domain names accessed by users in a department
and then generating corresponding confusable domain names. In
order to reduce the bias of gathered domain names, the list of Alexa
top 500 sites was added to the collected list. In the next step, an
active measurement study is performed to check whether those
domains are actually registered.

Qiu et al. [19] propose a Bayesian framework to calculate the
posterior distribution of a suspicious character in a domain name.
If the probability of the suspicious character is above a threshold
or maximal among all the probabilities of its homoglyphs, the char-
acter is detected as legitimate character, otherwise, as spoofing. In
order to further improve results of their method, three extra rules
are considered, such as assuming that a legitimate string appears
more frequently than spoofing ones on web pages. Elsayed and
Shosha [20] extract newly registered Unicode domains by down-
loading DNS zone files for .net and .com TLDs, and then replace the
Unicode characters by their ASCII similar character from Unicode
confusables list to decide whether a domain is meant for phishing.
one of the performed tests is to check the IP addresses that host two
domains. If they were different, the Unicode domain is considered
to be a phishing domain.

Although the existing research discussed in this section, ad-
dresses IDN phishing detection to some extent, to the best of au-
thor’s knowledge there is no research which has applied these
methods on a big data set (including ccTLDs) and the DNS data
used in these researches could offer only a limited local view of
global threats. In order to address this issue, the proposed method
is discussed in the next section.

3 METHODOLOGY
In order to address drawbacks mentioned in the previous section,
OpenINTEL measurement data will be used in this research. Cur-
rently, OpenINTEL measurement platform captures daily DNS mea-
surements for all domains under the main generic TLDs (including
.com, .net and .org, comprising approximately 50% of the global
DNS name space) and ten country-code TLDs, as well as Alexa top
1 million, Infrastructure measurement and Cisco Umbrella top 1
million domains. This results in 216 million domains measured in
a daily basis. A high level view of the proposed IDN phishing de-
tection mechanism is depicted in Figure 1, covering three research
questions mentioned in section 1. These research questions are
discussed briefly in the following.

3.1 Growth of IDN
According to the 2018 report of EURid [21] there were approxi-
mately 6 and 7.5 million IDNs by end of 2014 and 2017 respectively,
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Figure 1: Proposed IDN phishing detection method

which counts for approximatley 2% of entire domain name space.
Although there are many homoglyphs in the Unicode system, there
is no absolute way to determine whether two characters are similar.
The list of confusable characters published by Unicode Consortium
consists of a list of 6296 pairs of homoglyphs in its 12.0.0 version.
This provides an almost complete list to investigate IDN phishing.
Besides, the UC-SimList proposed by Fu et al. [10] considering dif-
ferent levels of similarity, could be used as a complementary input
to investigate homoglyph domains.

In order to answer RQ1, the objective here is to extract IDNs in
OpenINTEL measurements and acquire the growth rate of them. In
the next step, extracted IDNs will be investigated using Unicode
homoglyph tables to measure the hit rate per confusable character
to see which characters are prone to be used in phishing attacks. As
a result of this step, relevance of different homoglyph tables used
in the literature could be measured.

3.2 Phishing Detection Method and validation
This subsection aims to answer RQ2. In order to detect phishing
domains, the list of domain names consisting of one or more Uni-
code characters will be extracted by looking up the OpenINTEL
database. Then Using Unicode homoglyphs lists, the corresponding
ASCII domain name will be created. Two domains will be compared
for some parameters such as the Geo-location of IP addresses host-
ing them. Based on these information, a decision will be made on
whether the IDN is meant for phishing.

In order to evaluate detected phishing domains, benign and
malicious ground truth will be used. As a malicious ground truth,
blacklists such as PhishTank [22] and OpenPhish [23] would be
used. As a ground truth for benign domains, Alexa top sites list is
frequently used in the literature.

3.3 Time Advantage
Results of a study on domains used in spam emails by Hao et al.
[6] indicate that roughly half of the domains used by spammers
are registered less than 24 hours before actively being used. This
implies that there is a limited time to perform reactions against such

attacks before they occur. To find an answer for RQ3 and qualify
the achievable time advantage by detecting IDN phishing before
they appear on blacklists, historical OpenINTEL data will be used
to detect IDN phishing domains and study the time gap between
its detection and appearance in Blacklists.

4 PLANNING
In this section, the planning for this research is shortly discussed.
The study has been split into two main parts of literature research
and thesis analysis, as a guideline which can be seen in the Table
1. The literature research part consists solely of studying similar
researches that focuses on discovering pros and cons of methods
used in these works and proposing approaches which can answer
the research questions. Relevant information learned from this
study is used to develop the methodology of this research as well
as being integrated in a survey that will form the first part of the
thesis.

Following the literature research, in the thesis analysis part, the
methodology of this research will be deployed which consists of
developing the scripts to acquire the answers to research questions,
with time allotted at the end to integrate the results into the thesis.
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Appendix C

Samples of Existing Homoglyph
Tables

This appendix represents sample rows of the “Unicode Confusables” and “UC-
SimList0.8” Unicode homoglyph tables. Each row in the “Unicode Confusables”
table includes the codepoint of the Unicode character, the codepoint of the ASCII
homoglyph character (or string of characters), the visual glyph for the Unicode char-
acter, the visual glyph for the ASCII character(s), the name of the Unicode character
and the name of the ASCII character(s), respectively. A row in the “UC-SimList0.8”
starts with a character for which homoglyphs are given in the same line along with
their degree of similarity (a number between 0.8 and 1) in a descending order of
similarity.

37



Sa
m

p
le

 r
o

w
s 

o
f 

th
e

 ”
U

n
ic

o
d

e
 C

o
n

fu
sa

b
le

s”
 t

ab
le

: 

2
3
7
A
 
;
 
0
0
6
1
 
;
 
M
A
 

#
*
 
(
 
⍺
 
→
 
a
 
)
 
A
P
L
 
F
U
N
C
T
I
O
N
A
L
 
S
Y
M
B
O
L
 
A
L
P
H
A
 
→
 
L
A
T
I
N
 
S
M
A
L
L
 
L
E
T
T
E
R
 
A
 

#
 
→
α
→
 

F
F
4
1
 
;
 
0
0
6
1
 
;
 
M
A
 

#
 
(
 
ａ
 
→
 
a
 
)
 
F
U
L
L
W
I
D
T
H
 
L
A
T
I
N
 
S
M
A
L
L
 
L
E
T
T
E
R
 
A
 
→
 
L
A
T
I
N
 
S
M
A
L
L
 
L
E
T
T
E
R
 
A
 

#
 
→
а
→
 

1
D
4
1
A
 
;
 0
0
6
1
 
;
 
M
A
 

#
 
(
 
𝐚
 
→
 
a
 
)
 
M
A
T
H
E
M
A
T
I
C
A
L
 
B
O
L
D
 
S
M
A
L
L
 
A
 
→
 
L
A
T
I
N
 
S
M
A
L
L
 
L
E
T
T
E
R
 
A
 
#
 
 

1
D
4
4
E
 
;
 0
0
6
1
 
;
 
M
A
 

#
 
(
 
𝑎
 
→
 
a
 
)
 
M
A
T
H
E
M
A
T
I
C
A
L
 
I
T
A
L
I
C
 
S
M
A
L
L
 
A
 
→
 
L
A
T
I
N
 
S
M
A
L
L
 
L
E
T
T
E
R
 
A
 

#
 
 

1
D
4
8
2
 
;
 0
0
6
1
 
;
 
M
A
 

#
 
(
 
𝒂
 
→
 
a
 
)
 
M
A
T
H
E
M
A
T
I
C
A
L
 
B
O
L
D
 
I
T
A
L
I
C
 
S
M
A
L
L
 
A
 
→
 
L
A
T
I
N
 
S
M
A
L
L
 
L
E
T
T
E
R
 
A
 
#
 
 

1
D
4
B
6
 
;
 0
0
6
1
 
;
 
M
A
 

#
 
(
 
𝒶
 
→
 
a
 
)
 
M
A
T
H
E
M
A
T
I
C
A
L
 
S
C
R
I
P
T
 
S
M
A
L
L
 
A
 
→
 
L
A
T
I
N
 
S
M
A
L
L
 
L
E
T
T
E
R
 
A
 

#
 
 

1
D
4
E
A
 
;
 0
0
6
1
 
;
 
M
A
 

#
 
(
 
𝓪
 
→
 
a
 
)
 
M
A
T
H
E
M
A
T
I
C
A
L
 
B
O
L
D
 
S
C
R
I
P
T
 
S
M
A
L
L
 
A
 
→
 
L
A
T
I
N
 
S
M
A
L
L
 
L
E
T
T
E
R
 
A
 
#
 
 

1
D
5
1
E
 
;
 0
0
6
1
 
;
 
M
A
 

#
 
(
 
𝔞 
→
 
a
 
)
 
M
A
T
H
E
M
A
T
I
C
A
L
 
F
R
A
K
T
U
R
 
S
M
A
L
L
 
A
 
→
 
L
A
T
I
N
 
S
M
A
L
L
 
L
E
T
T
E
R
 
A
 

#
 
 

1
D
5
5
2
 
;
 0
0
6
1
 
;
 
M
A
 

#
 
(
 
𝕒
 
→
 
a
 
)
 
M
A
T
H
E
M
A
T
I
C
A
L
 
D
O
U
B
L
E
-
S
T
R
U
C
K
 
S
M
A
L
L
 
A
 
→
 
L
A
T
I
N
 
S
M
A
L
L
 
L
E
T
T
E
R
 
A
 

#
 
 

1
D
5
8
6
 
;
 0
0
6
1
 
;
 
M
A
 

#
 
(
 
𝖆
 
→
 
a
 
)
 
M
A
T
H
E
M
A
T
I
C
A
L
 
B
O
L
D
 
F
R
A
K
T
U
R
 
S
M
A
L
L
 
A
 
→
 
L
A
T
I
N
 
S
M
A
L
L
 
L
E
T
T
E
R
 
A
 
#
 
 

1
D
5
B
A
 
;
 0
0
6
1
 
;
 
M
A
 

#
 
(
 
𝖺 
→
 
a
 
)
 
M
A
T
H
E
M
A
T
I
C
A
L
 
S
A
N
S
-
S
E
R
I
F
 
S
M
A
L
L
 
A
 
→
 
L
A
T
I
N
 
S
M
A
L
L
 
L
E
T
T
E
R
 
A
 

#
 
 

1
D
5
E
E
 
;
 0
0
6
1
 
;
 
M
A
 

#
 
(
 
𝗮
 
→
 
a
 
)
 
M
A
T
H
E
M
A
T
I
C
A
L
 
S
A
N
S
-
S
E
R
I
F
 
B
O
L
D
 
S
M
A
L
L
 
A
 
→
 
L
A
T
I
N
 
S
M
A
L
L
 
L
E
T
T
E
R
 
A
 

#
 
 

1
D
6
2
2
 
;
 0
0
6
1
 
;
 
M
A
 

#
 
(
 
𝘢
 
→
 
a
 
)
 
M
A
T
H
E
M
A
T
I
C
A
L
 
S
A
N
S
-
S
E
R
I
F
 
I
T
A
L
I
C
 
S
M
A
L
L
 
A
 
→
 
L
A
T
I
N
 
S
M
A
L
L
 
L
E
T
T
E
R
 
A
 

#
 
 

1
D
6
5
6
 
;
 0
0
6
1
 
;
 
M
A
 

#
 
(
 
𝙖
 
→
 
a
 
)
 
M
A
T
H
E
M
A
T
I
C
A
L
 
S
A
N
S
-
S
E
R
I
F
 
B
O
L
D
 
I
T
A
L
I
C
 
S
M
A
L
L
 
A
 
→
 
L
A
T
I
N
 
S
M
A
L
L
 
L
E
T
T
E
R
 
A
 

#
 
 

1
D
6
8
A
 
;
 0
0
6
1
 
;
 
M
A
 

#
 
(
 
𝚊
 
→
 
a
 
)
 
M
A
T
H
E
M
A
T
I
C
A
L
 
M
O
N
O
S
P
A
C
E
 
S
M
A
L
L
 
A
 
→
 
L
A
T
I
N
 
S
M
A
L
L
 
L
E
T
T
E
R
 
A
 

#
 
 

0
2
5
1
 
;
 
0
0
6
1
 
;
 
M
A
 

#
 
(
 
ɑ
 
→
 
a
 
)
 
L
A
T
I
N
 
S
M
A
L
L
 
L
E
T
T
E
R
 
A
L
P
H
A
 
→
 
L
A
T
I
N
 
S
M
A
L
L
 
L
E
T
T
E
R
 
A
 

#
 
 

0
3
B
1
 
;
 
0
0
6
1
 
;
 
M
A
 

#
 
(
 
α
 
→
 
a
 
)
 
G
R
E
E
K
 
S
M
A
L
L
 
L
E
T
T
E
R
 
A
L
P
H
A
 
→
 
L
A
T
I
N
 
S
M
A
L
L
 
L
E
T
T
E
R
 
A
 

#
 
 

1
D
6
C
2
 
;
 0
0
6
1
 
;
 
M
A
 

#
 
(
 
𝛂
 
→
 
a
 
)
 
M
A
T
H
E
M
A
T
I
C
A
L
 
B
O
L
D
 
S
M
A
L
L
 
A
L
P
H
A
 
→
 
L
A
T
I
N
 
S
M
A
L
L
 
L
E
T
T
E
R
 
A
 

#
 
→
α
→
 

1
D
6
F
C
 
;
 0
0
6
1
 
;
 
M
A
 

#
 
(
 
𝛼
 
→
 
a
 
)
 
M
A
T
H
E
M
A
T
I
C
A
L
 
I
T
A
L
I
C
 
S
M
A
L
L
 
A
L
P
H
A
 
→
 
L
A
T
I
N
 
S
M
A
L
L
 
L
E
T
T
E
R
 
A
 

#
 
→
α
→
 

1
D
7
3
6
 
;
 0
0
6
1
 
;
 
M
A
 

#
 
(
 
𝜶
 
→
 
a
 
)
 
M
A
T
H
E
M
A
T
I
C
A
L
 
B
O
L
D
 
I
T
A
L
I
C
 
S
M
A
L
L
 
A
L
P
H
A
 
→
 
L
A
T
I
N
 
S
M
A
L
L
 
L
E
T
T
E
R
 
A
 

#
 
→
α
→
 

1
D
7
7
0
 
;
 0
0
6
1
 
;
 
M
A
 

#
 
(
 
𝝰
 
→
 
a
 
)
 
M
A
T
H
E
M
A
T
I
C
A
L
 
S
A
N
S
-
S
E
R
I
F
 
B
O
L
D
 
S
M
A
L
L
 
A
L
P
H
A
 
→
 
L
A
T
I
N
 
S
M
A
L
L
 
L
E
T
T
E
R
 
A
 
#
 
→
α
→
 

1
D
7
A
A
 
;
 0
0
6
1
 
;
 
M
A
 

#
 
(
 
𝞪
 
→
 
a
 
)
 
M
A
T
H
E
M
A
T
I
C
A
L
 
S
A
N
S
-
S
E
R
I
F
 
B
O
L
D
 
I
T
A
L
I
C
 
S
M
A
L
L
 
A
L
P
H
A
 
→
 
L
A
T
I
N
 
S
M
A
L
L
 
L
E
T
T
E
R
 
A
 
#
 

0
4
3
0
 
;
 
0
0
6
1
 
;
 
M
A
 

#
 
(
 
а
 
→
 
a
 
)
 
C
Y
R
I
L
L
I
C
 
S
M
A
L
L
 
L
E
T
T
E
R
 
A
 
→
 
L
A
T
I
N
 
S
M
A
L
L
 
L
E
T
T
E
R
 
A
 

#
 
 

F
F
2
1
 
;
 
0
0
4
1
 
;
 
M
A
 

#
 
(
 
Ａ
 
→
 
A
 
)
 
F
U
L
L
W
I
D
T
H
 
L
A
T
I
N
 
C
A
P
I
T
A
L
 
L
E
T
T
E
R
 
A
 
→
 
L
A
T
I
N
 
C
A
P
I
T
A
L
 
L
E
T
T
E
R
 
A
 

#
 
→
А
→
 

1
D
4
0
0
 
;
 0
0
4
1
 
;
 
M
A
 

#
 
(
 
𝐀
 
→
 
A
 
)
 
M
A
T
H
E
M
A
T
I
C
A
L
 
B
O
L
D
 
C
A
P
I
T
A
L
 
A
 
→
 
L
A
T
I
N
 
C
A
P
I
T
A
L
 
L
E
T
T
E
R
 
A
 

#
 
 

1
D
4
3
4
 
;
 0
0
4
1
 
;
 
M
A
 

#
 
(
 
𝐴
 
→
 
A
 
)
 
M
A
T
H
E
M
A
T
I
C
A
L
 
I
T
A
L
I
C
 
C
A
P
I
T
A
L
 
A
 
→
 
L
A
T
I
N
 
C
A
P
I
T
A
L
 
L
E
T
T
E
R
 
A
 

#
 
 

1
D
4
6
8
 
;
 0
0
4
1
 
;
 
M
A
 

#
 
(
 
𝑨
 
→
 
A
 
)
 
M
A
T
H
E
M
A
T
I
C
A
L
 
B
O
L
D
 
I
T
A
L
I
C
 
C
A
P
I
T
A
L
 
A
 
→
 
L
A
T
I
N
 
C
A
P
I
T
A
L
 
L
E
T
T
E
R
 
A
 

#
 
 

1
D
4
9
C
 
;
 0
0
4
1
 
;
 
M
A
 

#
 
(
 
𝒜
 
→
 
A
 
)
 
M
A
T
H
E
M
A
T
I
C
A
L
 
S
C
R
I
P
T
 
C
A
P
I
T
A
L
 
A
 
→
 
L
A
T
I
N
 
C
A
P
I
T
A
L
 
L
E
T
T
E
R
 
A
 

#
 
 

1
D
4
D
0
 
;
 0
0
4
1
 
;
 
M
A
 

#
 
(
 
𝓐
 
→
 
A
 
)
 
M
A
T
H
E
M
A
T
I
C
A
L
 
B
O
L
D
 
S
C
R
I
P
T
 
C
A
P
I
T
A
L
 
A
 
→
 
L
A
T
I
N
 
C
A
P
I
T
A
L
 
L
E
T
T
E
R
 
A
 

#
 
 

1
D
5
0
4
 
;
 0
0
4
1
 
;
 
M
A
 

#
 
(
 
𝔄
 
→
 
A
 
)
 
M
A
T
H
E
M
A
T
I
C
A
L
 
F
R
A
K
T
U
R
 
C
A
P
I
T
A
L
 
A
 
→
 
L
A
T
I
N
 
C
A
P
I
T
A
L
 
L
E
T
T
E
R
 
A
 
#
 
 

1
D
5
3
8
 
;
 0
0
4
1
 
;
 
M
A
 

#
 
(
 
𝔸
 
→
 
A
 
)
 
M
A
T
H
E
M
A
T
I
C
A
L
 
D
O
U
B
L
E
-
S
T
R
U
C
K
 
C
A
P
I
T
A
L
 
A
 
→
 
L
A
T
I
N
 
C
A
P
I
T
A
L
 
L
E
T
T
E
R
 
A
 

#
 
 

1
D
5
6
C
 
;
 0
0
4
1
 
;
 
M
A
 

#
 
(
 
𝕬
 
→
 
A
 
)
 
M
A
T
H
E
M
A
T
I
C
A
L
 
B
O
L
D
 
F
R
A
K
T
U
R
 
C
A
P
I
T
A
L
 
A
 
→
 
L
A
T
I
N
 
C
A
P
I
T
A
L
 
L
E
T
T
E
R
 
A
 

#
 
 

1
D
5
A
0
 
;
 0
0
4
1
 
;
 
M
A
 

#
 
(
 
𝖠
 
→
 
A
 
)
 
M
A
T
H
E
M
A
T
I
C
A
L
 
S
A
N
S
-
S
E
R
I
F
 
C
A
P
I
T
A
L
 
A
 
→
 
L
A
T
I
N
 
C
A
P
I
T
A
L
 
L
E
T
T
E
R
 
A
 

#
 
 

1
D
5
D
4
 
;
 0
0
4
1
 
;
 
M
A
 

#
 
(
 
𝗔
 
→
 
A
 
)
 
M
A
T
H
E
M
A
T
I
C
A
L
 
S
A
N
S
-
S
E
R
I
F
 
B
O
L
D
 
C
A
P
I
T
A
L
 
A
 
→
 
L
A
T
I
N
 
C
A
P
I
T
A
L
 
L
E
T
T
E
R
 
A
 
#
 
 

38 APPENDIX C. SAMPLES OF EXISTING HOMOGLYPH TABLES



Sa
m

p
le

 r
o

w
s 

o
f 

th
e

 ”
U

C
-S

im
Li

st
0

.8
” 

ta
b

le
: 

 0
0
4
1
 

1
:
F
F
4
1
:
ａ
 

1
:
0
0
6
1
:
a
 

1
:
0
4
3
0
:
а
 

1
:
0
3
9
1
:
Α
 

1
:
F
F
2
1
:
Ａ
 

1
:
0
4
1
0
:
А
 

1
:
0
0
4
1
:
A

 
0
.
9
4
9
6
8
5
5
:
1
E
A
0
:
Ạ
 

0
.
9
4
1
3
9
1
9
:
1
E
A
1
:
ạ
 

0
.
9
2
0
7
3
1
7
:
1
F
B
C
:
ᾼ
 

0
.
9
0
4
1
9
1
6
:
1
E
0
0
:
Ḁ

 
0
.
8
8
9
2
7
3
3
:
1
E
0
1
:
ḁ
 

0
.
8
6
5
3
1
9
8
:
0
1
0
5
:
ą
 

0
.
8
5
0
5
7
4
7
:
0
4
E
9
:
ө
 

0
.
8
4
9
4
2
0
8
:
0
2
7
5
:
ɵ

 
0
.
8
3
2
8
1
7
3
:
0
3
8
6
:
Ά
 

0
.
8
2
9
4
5
7
3
:
0
E
2
5
:
ล
 

0
.
8
2
1
0
1
1
7
:
0
2
5
9
:
ə
 

0
.
8
2
1
0
1
1
7
:
0
4
D
9
:
ə

 
0
.
8
2
1
0
1
1
7
:
0
1
D
D
:
ǝ
 

0
.
8
1
3
2
2
9
6
:
0
2
5
0
:
ɐ
 

0
.
8
0
1
5
5
6
4
:
0
1
A
8
:
ƨ
 

 

0
0
4
2
 

1
:
0
4
1
2
:
В
 

1
:
F
F
4
2
:
ｂ
 

1
:
0
0
6
2
:
b
 

1
:
0
3
9
2
:
Β
 

1
:
F
F
2
2
:
Ｂ
 

1
:
0
0
4
2
:
B

 
0
.
9
5
6
0
4
4
:
1
E
0
4
:
Ḅ
 0
.
9
4
8
7
1
8
:
0
1
8
5
:
ƅ
 0
.
9
4
4
6
3
6
7
:
1
E
0
5
:
ḅ
 

0
.
9
1
6
6
6
6
7
:
0
2
5
3
:
ɓ
 

0
.
9
1
3
3
8
5
8
:
1
E
0
6
:
Ḇ

 
0
.
8
9
2
1
5
6
8
:
1
E
0
7
:
ḇ
 

0
.
8
8
8
1
5
7
9
:
0
0
F
E
:
þ
 

0
.
8
6
6
2
4
2
1
:
0
1
8
3
:
ƃ
 

0
.
8
5
6
3
2
1
8
:
0
1
8
2
:
Ƃ

 
0
.
8
1
5
8
8
4
5
:
1
0
E
E
:
ხ
 

0
.
8
0
9
5
2
3
8
:
1
E
2
B
:
ḫ
 

0
.
8
0
9
5
2
3
8
:
1
E
9
6
:
ẖ
 

0
.
8
0
9
5
2
3
8
:
0
0
6
8
:
h

 
0
.
8
0
9
5
2
3
8
:
1
E
2
5
:
ḥ
 

0
.
8
0
9
5
2
3
8
:
F
F
4
8
:
ｈ
 

0
.
8
0
9
5
2
3
8
:
0
4
B
B
:
һ
 

0
.
8
0
7
4
7
1
3
:
0
4
1
1
:
Б

 
0
.
8
0
4
7
1
3
8
:
1
E
5
5
:
ṕ
 

 

0
0
4
3
 

1
:
0
4
4
1
:
с
 

1
:
F
F
4
3
:
ｃ
 

1
:
2
1
7
D
:
ⅽ 

1
:
0
0
6
3
:
c
 

1
:
0
3
F
2
:
ϲ
 

1
:
0
0
4
3
:
C
 

1
:
F
F
2
3
:
Ｃ

 
1
:
2
1
6
D
:
Ⅽ
 

1
:
0
4
2
1
:
С
 

0
.
8
9
5
7
3
4
6
:
0
4
5
4
:
є
 

0
.
8
9
5
4
2
4
8
:
0
4
0
4
:
Є
 

0
.
8
9
2
6
1
7
5
:
0
4
8
0
:
Ҁ

 
0
.
8
6
2
5
:
0
4
A
A
:
Ҫ
 

0
.
8
2
6
0
8
6
9
:
0
4
A
B
:
ҫ
 

0
.
8
2
5
6
2
2
8
:
1
0
B
A
:
Ⴚ
 

0
.
8
2
0
4
3
3
4
:
0
0
C
7
:
Ç
 

0
.
8
1
4
6
5
5
2
:
0
0
E
7
:
ç

 
0
.
8
1
0
5
2
6
3
:
0
2
5
4
:
ɔ
 

0
.
8
1
0
3
4
4
8
:
0
2
5
5
:
ɕ
 

0
.
8
0
0
6
2
3
1
:
0
4
1
E
:
О
 

0
.
8
0
0
6
2
3
1
:
F
F
2
F
:
Ｏ

 
0
.
8
0
0
6
2
3
1
:
0
3
9
F
:
Ο
 

0
.
8
0
0
6
2
3
1
:
0
0
4
F
:
O
 

 

0
0
4
4
 

1
:
0
0
6
4
:
d
 

1
:
F
F
4
4
:
ｄ
 

1
:
2
1
7
E
:
ⅾ
 

1
:
0
0
4
4
:
D
 

1
:
F
F
2
4
:
Ｄ
 

1
:
2
1
6
E
:
Ⅾ

 
0
.
9
5
1
8
0
7
2
:
1
E
0
C
:
Ḍ
 

0
.
9
4
4
2
5
0
9
:
1
E
0
D
:
ḍ
 

0
.
9
2
2
8
0
7
:
0
2
5
7
:
ɗ
 0
.
9
1
8
6
4
4
1
:
0
1
0
F
:
ď
 

0
.
9
0
9
3
9
6
:
0
1
1
1
:
đ

 
0
.
9
0
5
4
4
4
1
:
1
E
0
E
:
Ḏ
 

0
.
8
9
1
4
4
7
4
:
1
E
0
F
:
ḏ
 

0
.
8
9
0
1
4
0
8
:
1
E
1
2
:
Ḓ
 

0
.
8
7
5
3
4
6
2
:
1
E
1
0
:
Ḑ

 
0
.
8
7
4
1
9
3
5
:
1
E
1
3
:
ḓ
 

0
.
8
6
3
0
5
7
3
:
0
1
8
C
:
ƌ
 

0
.
8
5
6
6
8
7
9
:
1
E
1
1
:
ḑ
 

0
.
8
5
2
2
0
1
3
:
0
2
5
6
:
ɖ

 
0
.
8
4
2
4
9
0
9
:
0
3
A
C
:
ά
 

0
.
8
4
2
4
9
0
9
:
1
F
7
0
:
ὰ
 

0
.
8
4
2
4
9
0
9
:
1
F
7
1
:
ά
 

0
.
8
4
1
3
2
8
4
:
1
0
E
B
:
ძ

 
0
.
8
2
7
0
4
4
:
0
2
A
0
:
ʠ
 0
.
8
2
1
4
2
8
6
:
0
1
5
1
:
ő
 

0
.
8
0
6
2
2
8
4
:
1
F
B
0
:
ᾰ
 

0
.
8
:
0
2
0
D
:
ȍ
 

 

0
0
4
5
 

1
:
0
0
6
5
:
e
 

1
:
0
4
3
5
:
е
 

1
:
F
F
4
5
:
ｅ
 

1
:
0
3
9
5
:
Ε
 

1
:
0
0
4
5
:
E
 

1
:
0
4
1
5
:
Е
 

1
:
F
F
2
5
:
Ｅ

 
0
.
9
4
2
0
2
9
:
1
E
B
8
:
Ẹ
 0
.
9
3
8
4
6
1
5
:
1
E
B
9
:
ẹ
 

0
.
9
0
9
8
3
6
1
:
0
2
5
8
:
ɘ
 

0
.
8
8
4
1
6
9
9
:
0
2
7
5
:
ɵ
 

0
.
8
8
1
2
2
6
1
:
0
4
E
9
:
ө

 
0
.
8
6
9
5
6
5
2
:
1
E
1
8
:
Ḙ
 

0
.
8
6
6
6
6
6
7
:
1
E
1
A
:
Ḛ
 

0
.
8
6
4
7
5
4
1
:
F
F
4
F
:
ｏ
 

0
.
8
6
4
7
5
4
1
:
0
3
B
F
:
ο

 
0
.
8
6
4
7
5
4
1
:
0
0
6
F
:
o
 

0
.
8
6
4
7
5
4
1
:
0
4
3
E
:
о
 

0
.
8
6
2
1
9
0
8
:
1
E
1
9
:
ḙ
 

0
.
8
5
9
1
5
4
9
:
1
E
1
B
:
ḛ

 
0
.
8
5
6
5
5
7
4
:
0
2
5
E
:
ɞ
 

0
.
8
5
2
4
5
9
:
0
1
1
8
:
Ę
 0
.
8
5
0
8
0
6
5
:
1
E
C
D
:
ọ
 

0
.
8
4
6
7
1
5
3
:
0
4
7
3
:
ѳ
 

0
.
8
4
1
3
7
9
3
:
0
1
1
9
:
ę

 
0
.
8
2
7
8
6
8
9
:
0
2
5
9
:
ə
 

0
.
8
2
7
8
6
8
9
:
0
2
5
0
:
ɐ
 

0
.
8
2
7
8
6
8
9
:
0
4
D
9
:
ə
 

0
.
8
2
7
8
6
8
9
:
0
1
D
D
:
ǝ

 
0
.
8
2
3
7
7
0
5
:
0
2
5
1
:
ɑ
 

0
.
8
0
3
9
8
6
7
:
0
1
8
2
:
Ƃ
 

 

0
0
4
6
 

1
:
F
F
4
6
:
ｆ
 

1
:
0
0
6
6
:
f
 

1
:
F
F
2
6
:
Ｆ
 

1
:
0
0
4
6
:
F
 

0
.
9
0
1
2
3
4
6
:
0
1
A
D
:
ƭ
 

0
.
8
4
5
1
3
2
8
:
0
3
D
C
:
Ϝ

 
0
.
8
1
4
4
3
3
:
0
4
1
3
:
Г
 0
.
8
1
4
4
3
3
:
0
3
9
3
:
Γ
 0
.
8
0
2
6
3
1
6
:
F
F
5
4
:
ｔ
 

0
.
8
0
2
6
3
1
6
:
0
0
7
4
:
t
 

 

0
0
4
7
 

1
:
0
2
6
1
:
ɡ
 

1
:
0
0
6
7
:
g
 

1
:
F
F
4
7
:
ｇ
 

1
:
F
F
2
7
:
Ｇ
 

1
:
0
0
4
7
:
G
 

0
.
9
3
9
4
8
1
3
:
0
1
E
5
:
ǥ

 
0
.
9
3
7
5
:
0
1
E
4
:
Ǥ
 

0
.
9
3
5
0
2
8
3
:
0
1
2
2
:
Ģ
 

0
.
8
2
9
2
6
8
3
:
0
0
3
9
:
9
 

0
.
8
2
9
2
6
8
3
:
F
F
1
9
:
９
 

0
.
8
2
1
7
5
2
3
:
F
F
2
F
:
Ｏ
 

39



40 APPENDIX C. SAMPLES OF EXISTING HOMOGLYPH TABLES



Appendix D

Added and Revised Homoglyphs

This appendix represents details of the proposed homoglyph table. Only differences
of this table compared to the “UC-SimList0.8” in terms of added and replaced char-
acters are given. Added characters were selected based on a manual look up of
characters which appear frequently on domain names. In Table C.1, when there is
no value in the “Existing homoglyph (codepoint)” column, it means that the character
didn’t have any ASCII homoglyph in the “UC-SimList0.8” table. Besides, the existing
ASCII homoglyphs in this column are replaced with ones in “Proposed homoglyphs
(codepoint)” column due to higher similarity.
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