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Management Summary

Software companies and specifically Software as a Service providers are looking
for ways to improve their software. To achieve this, insight in how users use their
software can help. The customer journey through an application could give insight
in if users follow the expected use cases and use all functionality as expected. Pro-
cess mining; the area of analysing logs to discover processes, could be a good
starting point to discover these customer journeys. Privacy of the user is of course
of essence. This research therefore looked at a customer journey process mining
approach that takes the privacy of users into account so that software companies
can improve the usability of their collaborative software.

A systematic literature review on process mining, user behaviour, collaborative
software and privacy was used to give an overview of the current stage of user beha-
viour process mining. Four categories of process mining were identified: Business
Process Mining, Service Mining, Mining Software Process and Mining User Beha-
viour. The results from this last category were used in the remainder of this research.
Furthermore, the literature review identified a few techniques and tools that can be
used for mapping the customer journey in collaborative software. Last, the literature
review identified What is needed to guarantee user privacy in terms of the General
Data Protection Regulation. The software company should choose between an-
onymous data, which protects the user better but is less detailed, or pseudonymised
data, which is more work to implement because of the privacy measures but gives
more details on the user behaviour. Secondary to that, techniques to protect busi-
ness privacy were discussed.

Based on the literature review, a solution was designed to help software compan-
ies with implementing user behaviour tracking. Three methods were created: Func-
tionality Tracking, Customer Journey Tracking and Personalised Feedback Tracking.
The first method can be used by small companies with little experience in user be-
haviour tracking. The tracking is Anonymous, but the results will not include any
user journeys. The second method supports customer journey tracking for both col-
laborative and non-collaborative software. customer journey tracking can also be
done anonymously except for the collaborative variant which used pseudonymised
data. The third method adds the possibility to give feedback to the user based on
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their journey through the application. This is the most advanced variant and there-
fore only suitable for large companies. All three methods are based on the same
concepts which makes it possible to start with functionality tracking and later extend
the tracking to customer journey tracking or personalised feedback tracking.

A Prototype implementation was used to show how solution can be used at a
software company. Fortes Solutions was used as an example case and anonymous
customer journey tracking was added to their application.

The prototype implementation was used in a single-case mechanism experiment
to show that the tracking actually worked. A scenario based on use cases of the ap-
plication was made. Participants clicked through the application and this data was
then analysed in three different tools (Grafana for usage data and RapidMiner and
Celonis for the customer journeys). A workshop was then held at Fortes to show
how the method was implemented and what results it gave. This workshop was fol-
lowed by a questionnaire to determine is the method would be deemed useful by the
participants. The results showed a positive attitude towards the method. although
the participants were not completely confident about the privacy, the method was
considered scalable.

This research showed that it is possible to get insight in user behaviour in ex-
isting software by looking at the customer journey with the help of process mining.
This was all done without compromising on the privacy of the user or business.
The method can be implemented without any prerequisites such as existing logs or
permission of the user. The solution can thus be used by any software company.
Further research could improve the solution and also examine the feedback to user
method.

This research was limited by the fact that not all methods were validated. The
case study only considered the customer journey tracking method. Regarding the
results on usefulness from the questionnaire it should be noted that the number of
participants was limited and that the only interaction with the method was through
the workshop.
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Chapter 1

Introduction

Software companies are transforming in the way they attract new customers. Tra-

ditionally, software was sold as a package deal to companies. Customers payed

upfront and bought prede�ned functionality. In newer business models, software is

sold as a service, where the added value for the customer is in the service instead

of the product itself. Inherently, software companies must become more agile to

keep up with the customer needs. To improve their service, software companies

should know how their service is used. Are their customers using it as intended?

What functions are critical? What functionality are rarely used? The answers to

these questions can help software companies to further develop and improve their

software.

Fortes Solutions is currently transforming their strategy from sales to customer

driven approach. With their product Fortes Change Cloud (FCC), they are offering a

full range of online apps that companies use for portfolio and project management.

Their mission is to enable change by offering a set of apps that support an agile

approach (do agile apps), as well as a set of apps designed for traditional waterfall

methods (do waterfall). New customers of Fortes are can use the software as a

Software as a Service (SAAS) solution and existing customers are also switching

from an on-premise environment to SAAS. This offers opportunities to quicker re-

lease new versions of the application. However, to determine which functionalities

should be updated, insight in the use of the application is needed.
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2 CHAPTER 1. INTRODUCTION

1.1 Research Goals

The goal of this research is to help software companies to improve their software.

Software companies such as Fortes Solutions create a product that in their eyes

�ts the needs of the customer. This is mostly tested by asking the customer for

feedback. However, this feedback is limited and in most cases, it does not cover

the entire product. This research aims to design a method on how to apply cus-

tomer journey process mining in collaborative software. With this method, software

companies have a step-by-step approach to get insight in the actual use of the soft-

ware. The generated data can give an overview of the actual use of speci�c parts

of the application. The results of the method could also give insight in how users

collaborate in the software.

1.2 Scope

This research is intended for software companies that want to investigate how their

users behave in their software and want to improve their application based on this.

The research offers a step-by-step approach which means that no preceding know-

ledge is needed. Additionally, it is assumed that the software company currently

does not collect data on user behaviour. This research also considers software with

a collaborative aspect and for mature software companies this research can help in

including personalised feedback to users. The results of this research can be used

in agile software development, where feedback from customers is important. The

research is scoped for software companies that provide a SAAS solution. This is

important since the tracking data should be accessible for the software company.

1.3 Research Design

This research is divided in a descriptive research part and a design research part.

For the descriptive research part, a Systematic Literature Review (SLR) approach is

conducted to answers knowledge questions.

The design research part aims to �nd a suitable approach for analysing user

behaviour in a collaborative software tool. For the descriptive research part, the

guidelines of Kitchenham and Charters (2007) are followed.

The design science methodology of Wieringa (2014) is followed throughout the

research. Within design science, an artifact is studied in context. The underlying

principle is that the context should be understood to understand the design prob-

lem. Design science and divides in three stages: problem investigation, treatment
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Figure 1.1: Design Cycle, adapted from Wieringa (2014).

design and treatment validation. Figure 1.1 shows these stages in context of the

design cycle. The design cycle is iterative. After treatment validation it is possible to

start again with problem investigation with the input of the validation. For each stage

there are knowledge questions and design problems that are applicable for that

stage. In Figure 1.1, the question marks indicate a knowledge question, whereas an

exclamation mark indicates a design problem. The design cycle is part of the larger

engineering cycle which also includes treatment implementation and implementa-

tion evaluation. Treatment implementation and evaluation are de�ned by Wieringa

as applying and evaluating the `�nal' artifact in the real world. These steps are bey-

ond the scope of most researches and of this research. This research is limited to

applying a prototype to a model of the context.

1.3.1 Research Questions

The main research question is:

How to design a customer journey process mining approach that takes privacy of

users into account so that software companies can improve the usability of

collaborative software.

The following sub research questions were derived from the main research question:

RQ I What techniques can be used for process mining of user behaviour?

RQ II How can the customer journey in collaborative software best be mapped?
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RQ III Which privacy aspects are relevant to collecting user behaviour?

RQ IV How can the tracking of user behaviour be added to existing software?

RQ V How can tracking of user behaviour be applied in a privacy preserving way?

The goal of RQ I is to �nd out what the current state of art in the literature on

process mining user behaviour is. It will discuss what parts of process mining are

related and which tools and techniques can be used. RQ II Looks at the literat-

ure on customer journey and possible techniques that can be used for mapping the

customer journey in collaborative software. RQ III Looks at the privacy part. For

example, which parts of the General Data Protection Regulation (GDPR) are relev-

ant and what trade-offs between privacy of user behaviour and usefulness of data

should be made. RQ V tries to apply the trade-offs discovered with RQ III so that

information on the behaviour of users and the collaboration between users is still

useful. RQ IV Focuses on the whole methodology of extracting, storing, processing

and visualising (collaborative) user behaviour. The outcome will be in the form of a

method for applying customer journey process mining within a software application.

1.3.2 Research Methods

Different research methods will be used in this report. First, to answer RQ I, RQ

II and RQ III a literature review will be conducted. This review will be discussed in

Chapter 2. For RQ V and RQ IV a treatment design is proposed based on the results

of the literature review. A prototype will be made for Fortes Solutions. This Prototype

will be validated using both A single-case mechanism experiment as described by

Wieringa (2014). Finally, expert opinion will be used to validate the prototype and

argue about how it would stand in a real-world situation.

1.4 Report Structure

This report is structured as follows: Chapter 2 contains the literature review to an-

swer the �rst three research questions. Chapter 3 proposes a solution design for RQ

V and RQ IV. This solution is used in a case study discussed in Chapter 4. A valid-

ation of the research can be found in Chapter 5. Finally, in Chapter 6, the research

will be concluded.



Chapter 2

Literature Review

In this Chapter, the literature review is discussed. The literature review tries to �nd

answers to RQ I, RQ II and RQ III. The literature method will be discussed in Sec-

tion 2.1. The results can be found in Section 2.2. Section 2.3 discusses the results

per research question. Finally, Section 2.4 Concludes the literature review.

5



6 CHAPTER 2. LITERATURE REVIEW

2.1 Literature Review Method

2.1.1 Review Planning

The planning of the review started in July 2018. The review conduction stage was

done between July 2018 and January 2019. From January 2019 till Jun 2019 the

reporting part took place. All work was done by the author of this review.

Search Process

This research focused on scienti�c databases to �nd relevant peer-reviewed literat-

ure. The following databases were found relevant for this SLR:

– Scopus (https://www.scopus.com)

– Science Direct (https://www.sciencedirect.com)

– Web of Science (https://www.webofknowledge.com)

Scopus is the largest of the three databases. However, it falls short on literat-

ure about social sciences. Hence ScienceDirect and Web of Science were added.

Initially Google scholar was also considered but this database lacked good �ltering

options and with the huge amount of results in preliminary searches this database

was skipped.

Based on the research questions, the following keywords were used to search

in the databases: (`customer journey' OR `user �ow' OR `user journey' OR `process

mining' OR `business process discovery') AND (`tools' OR `technique' OR `method'

OR `approach'). The keyword search was performed on the title, abstract and

keywords of the papers in the databases.

2.1.2 Review Conduction

In this section the steps for conducting the SLR are discussed. This covers the

inclusion and exclusion criteria (Section 2.1.2), the study selection process (Sec-

tion 2.1.2), The data extraction form (Section 2.1.2) and the backward reference

search (Section 2.1.2).

Inclusion and Exclusion criteria

The inclusion and exclusion criteria for this review can be found in Table 2.1. This

study looked for literature on the intersection of customer journey and process min-

ing. Papers that discussed both topics were directly added. Papers that had relevant

information on one topic in combination with information on techniques, methods
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or privacy were added as well. Papers not related to computer science were dis-

carded. Only papers from the last �ve years were considered. Older papers that

might be relevant were later added during the backward search. Duplicate papers

that were already found in another database or papers that had a signi�cant overlap

with another paper from the same author(s) were marked as duplicate and excluded.

Studies that could not be retrieved were also excluded.

Table 2.1: Inclusion and Exclusion Criteria
Inclusion Criteria Exclusion Criteria

Peer reviewed studies

Journals and conference proceedings

Studies that relate to customer journey techniques

Studies about process mining

Studies that relate to privacy

Studies in languages other than English

Studies before 2014

Studies not related to the research questions

Duplicate studies

Conference reviews, notes, short papers

Inaccessible studies

Study Selection

The following process was used for selecting studies:

– Search selected databases using the keywords to �nd relevant papers

– Apply �lters on search results to exclude non-English studies, non-conference

or non-journals and studies before 2014

– Merge search results and remove duplicate studies based on title and au-

thor(s)

– Exclude studies based on titles and abstracts

– Remove non-accessible studies

– Evaluate studies based on full text

– Add studies based on backward search

– Obtain studies

Data Extraction

A data extraction form was used to group and select relevant studies that contrib-

ute to the research questions. Table 2.2 gives an overview of the eight selected

characteristics that were used for analysis in the full text step.

Backward Search

Backward reference search was used to �nd papers that are relevant but were out-

side of the scope of the search results. From the papers found to be relevant, the

references were scanned. Relevant papers were added to the �nal list.
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Table 2.2: Extracted data
No. Extracted data Description Type

1 Name, Year, Author General description of the paper General

2 Summary Short summary about the paper General

3 Type of study Case study, literature review General

4 Tool Tools used RQ I

5 Privacy Is the subject of privacy discussed? RQ III

6 User behaviour Is user behaviour discussed? RQ I

7 Process mining Discusses the topic of process mining RQ I

8 Customer journey Discusses the topic of customer journey RQ II

2.1.3 Synthesis

The full SLR process is shown in Figure 2.1. From the databases Scopus, Science

Direct and Web of Science the number of articles found were 2467, 222 and 1026,

respectively. In total, 3715 articles were found. The inclusion and exclusion criteria

as discussed in Section 2.1.2 were applied. The title, abstract and keywords of the

remaining 980 articles were then reviewed and irrelevant articles were excluded.

Of the remaining 58 articles, two were not accessible. All others were evaluated

using the data extraction form. 33 articles were found relevant based on this step.

An additional seven articles were added based on the backward search: S10, S25,

S27, S33, S38, S39 and S40. S33 is in the form of a short paper and was initially

excluded. However, this paper contained relevant information on customer journey

and was therefore added. Likewise, the book S27 was added later because it con-

tains thorough information on process mining from the founder of process mining.

All selected papers are listed in Appendix B.

Figure 2.1: Study Selection.

The selected papers were added to the data extraction and tested against the

criteria as described in Section 2.1.2. The results of the data extraction step can be
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found in Appendix A.

Figure 2.2 shows the papers found per year. Most papers were published in the

last two years. All found review papers were published in 2018. From all papers,

only six discuss the topic of privacy, 31 describe some form of tracking or visualising

user behaviour. 32 are on the topic of process mining and twelve papers were

found related to customer journey. Only four papers were found on the intersection

of process mining and user behaviour: S16, S17, S20 and S27. Moreover, the

�rst three papers have overlapping authors and S27 is a book that describes many

(theoretical) applications for process mining.
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Figure 2.2: Relevant publications per year grouped by type.

2.2 Results

This section contains the results from the literature review. The results are grouped

by research question. Section 2.2.1 discusses RQ I, Section 2.2.2 discusses RQ II

and in Section 2.2.3 the results on RQ III can be found.

2.2.1 RQ I - What techniques can be used for process mining of

user behaviour?

This section answers RQ I. the concepts of process mining are �rst shown. After

that, four categories of process mining that can be used in different contexts are

described. Then the eXtensible Event Stream standard is discussed and �nally

tools on process mining That are presented in the literature are listed.
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What is Process Mining?

Process mining bridges the gap between process science and data science (S27).

Process mining takes advantage of existing log �les to analyse the actual business

processes. This process can then be checked against the expected business model

to �nd exceptions or bottlenecks.

There are three main types of process mining: discovery, conformance and en-

hancement (S27). For discovery, event logs are used to discover process models

without any prior knowledge about the process. Conformance checks the models

from the event logs against the existing process models and looks for any discrep-

ancies. Enhancement extends and improves existing models with information from

the actual process event logs. In the literature, Process discovery is the most stud-

ied type, followed by conformance checking and then model enhancement (S9).

Figure 2.3 shows a schematic overview of the concept of process mining.

Figure 2.3: Concept of process mining: discovery, conformance and enhancement.

Adapted from: van der Aalst (2016).

In 2012, van der Aalst et al. from the IEEE Task Force on process mining presen-
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ted the process mining manifesto (S40). According to this manifesto, there are dif-

ferent perspectives which can be covered by process mining: control-�ow, organ-

isational, case and time. The organisational perspective is close to mining user

behaviour, since this perspective focuses on hidden information about resources in

the log. This can give information on which actors are involved and how they relate

to the task and each other (S40).

Process mining is used in a wide range of domains (S9). Although most research

on process mining is pure or theoretical (S9), some researchers focus on the applic-

ation of process mining. Industries such as healthcare and manufacturing seem to

get more attention from researchers on process mining. According to Thiede, Fuer-

stenau, and Barquet, A possible explanation is that various studies use the same

publicly available example log �les (S14).

Process Mining Contexts

Process mining can be used in different contexts. From this literature review, four

categories of process mining were identi�ed that can be applied to a speci�c con-

text: Business Process Mining, Service Mining, Mining Software Process and Min-

ing User Behaviour. The categories are described in the paragraphs below. All are

a subset of generic process mining. However, the context and thus the approach

and challenges per category differ. The focus in this literature review is the use of

process mining in the category Mining User Behaviour.

Business Process Mining

Business process mining is used to gather information on the business process

model. It is used to analyse the steps or activities companies follow to deliver a

product or service. An example is a business process of a web shop that follows

the order of a customer from ordering till delivery. In most cases, a basic control-

�ow perspective, i.e., ordering of activities is shown (S27). Dijkman, Turetken, van

Ijzendoorn, and de Vries used process mining to discover exceptions in business

processes in different companies (S3). Their results show that it is possible to show

the difference in throughput time between normal paths and paths with exceptions.

Bolt, de Leoni, and van der Aalst compared different variants of the same process

(S2). Their focus is on visualising differences based on a transitions system. Other

perspectives as mentioned in Section 2.2.1 can be used in business process mining.

For example, a timeline can be used to which activities are popular on which days.

Another example is to create a social network graph between resources. These

perspectives are mostly combined with the control-�ow perspective (S27). In that

case, these perspectives are added to the control-�ow as labels to show for example
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which resource is linked to an activity.

Service Mining

Process mining can also be used in the context of web services. Web services en-

ables different business applications work together within and across organisational

boundaries. The monitoring and analysing of activities inside services or interaction

between services is called service mining (S38). Two challenges that exist in service

mining are “how to correlate instances” and “how to analyse services out of context”

(S38). The �rst challenge refers to the situation in which cases in one service need

to be related to cases in another service. These relations might be not one to one

(S38), or the relation might not be stored at all (S24). This so-called correlation

challenge can be overcome by using information on how many times an event oc-

curred and at what time an event has occurred (S24). However, this technique only

of there are no cycles in the model, which heavily limits applying this technique in

real-world cases where loops can occur. According to Thiede et al., Research on

process mining from a service perspective is still limited (S14).

Mining Software Process

Mining software process is de�ned by Dong et al. (S4) as “utilising mining techniques

to discover and analyse software process and eventually (semi-) automatically build

software process models from raw event data generated.” The context in this case is

the development process of software. Data is collected from software repositories,

bug reporting tools and other development software. Liu, Van Dongen, Assy, van

der Aalst, and Society looked at behaviour of software components from execution

data (S22). Jorbina et al. made a dashboard that can be used for the prediction of

various indicators at runtime (S21). That is, based on a training set, runtime data

can be analysed, and the probability that a case will succeed based on previous

cases in the process can be made.

Liu, Zhang, Li, Gao, and Zeng describe a framework for the discovery of software

behaviour (S7). The authors used the process mining toolkit ProM as an example on

how the framework works. To collect execution logs, the toolkit itself was modi�ed

by adding logging classes to the software. These classes collect event logs on

starting a case, using a plugin and ending a case. Based on these logs, a graph

on plug-in calls and a user behaviour model was created. In their conclusion the

authors suggest that instead of manually instrument the software, it might be more

accurate to use method-level log events. There is however a gap between low-level

method call events and high-level operations like user behaviour. in S8 this gap

is addressed by using a training set in which method-calls were labelled manually

with the corresponding user action. This set was then used for alignment-based
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matching to abstract the user operation log. Existing process discovery approaches

can be used on this operation log.

Mining User Behaviour

As discussed in the previous paragraph, mining software process can be used for

user behaviour analysis by manually labelling user actions to calls. (S8). Other

research shows that it also possible to directly log user actions (S35). In the case

study of Rubin, Mitsyuk, Lomazova, and van der Aalst, the behaviour of users in two

different systems: a computer reservations system and a travel portal (S35). For the

�rst case, the tool Disco was used. This tool uses a fuzzy mining algorithm. For the

second case, the toolkit ProM was used with a fuzzy miner and a heuristic miner.

Rubin, Lomazova, et al. suggest embedding process mining for user and system

runtime behaviour into the agile development lifecycle (S36). Using process mining,

the authors could visualise the behaviour of the user and discuss this with them.

This enabled them to monitor the usage of the system in real time, discover bad

usage patterns, gather scenarios to create more realistic acceptance tests, discover

frequent and critical paths and retrace system failure with concrete events. As noted

by the authors, this paper is only a �rst step for integrating process mining in the agile

lifecycle (S36). Details about collecting data, processing the data and visualising the

data are not given.

S28 and S13 used fuzzy mining to investigate how users interact with the soft-

ware. S15 describe a model called Fuzzy Discrete Event System Speci�cation

(Fuzzy-DEVS). Event logs from an e-commerce site were extracted using the Sys-

tem Entity Structure method, which enabled them to have a broader concept of

the activities in the case study (S15). Gadler, Mairegger, Janes, and Russo mod-

elled the use of a system with hidden Markov models, to show the intents of users

(S19). Setiawan and Yahya take process mining to the physical world by monitoring

the physical activities of employees either inside or outside of their workplace us-

ing wearables (S12). A behaviour model was created using sequential rule mining

and considering time constraints. Privacy concerns on logging daily behaviour of

employees are not discussed. Padidem and Nalini looked at usage patterns of cus-

tomers in an e-commerce website (S23). Four distinctive types of customers with

different shopping behaviour were identi�ed.

XES

In 2010 the IEEE Task Force on Process mining introduced the IEEE Standard for

eXtensible Event Stream (XES) (van der Aalst et al., 2012). This standard is of�-

cially published by the IEEE as an XML schema for describing the structure of an
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XES event log/stream (Verbeek & van der Aalst, 2018). There are a handful of exten-

sions already available, such as: concept, organisation, lifecycle and time. Multiple

data mining tools already have support for this format. 12 papers in this literature

research described using the XES standard. S7 and S11 both used the organisation

Extension, which has three attributes: the name of the resource that triggered the

event, the role of the resource and the group in the organisation of which the re-

source is a member. In both cases only the resource attribute of this extension was

used. S13, S15, S17, S22 and S29 only mention That they used the XES standard

without any details on how they used it.

Tools

S4 describe four categories of process mining tools and their usage in mining soft-

ware process: Data extraction tools, Data pre-processing tools, data mining tools

and process discovery tools.

Most researchers use a process discovery tool. Table 2.3 shows the usage of

such tools in the papers found in this review. The majority uses ProM and Disco.

ProM is an open source tool founded by the process mining group whereas Disco

is offered for free for academic usage. This might explain the usage of these tools.

Commercial tools such as Celonis are not widely used in literature. According to

Maita et al. a possible explanation is academic research bias, since most scienti�c

research papers generally do not use commercial tools (S9). 2.3

Table 2.3: Use of process discovery tools.
Tool Count Papers

ProM 12 S2 S4 S7 S8 S12 S15 S22 S23 S29 S30 S32 S35

Disco 8 S3 S4 S13 S19 S24 S28 S35 S36

DPILMiner 1 S11

nirdizati 1 S21

interpretA 1 S18

CJM-ex 1 S16

On tool that is specially design for process mining of user behaviour is CJM-ex

from Bernard and Andritsos (S16). This tool is further discussed in Section 2.2.2.

Tools from the other categories are not widely discussed in process mining liter-

ature. Maita et al. give a few examples on each category for tools used in mining

software process S9. Most process discovery tools have however support for a lim-

ited form of data extraction and data pre-processing. For example, ProM has built in

functionality to translate csv �les to XES.
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2.2.2 RQ II - What techniques can be used for mapping the cus-

tomer journey in collaborative software?

This section shows the results of RQ II. Section 2.2.2 Describes how the concept

of customer journey is explained in the literature. In Section 2.2.2, the usage of

customer journey and customer journey mapping is described. This leads to Sec-

tion 2.2.2, where the concept of personas in customer journey is explained. Sec-

tion 2.2.2 literature that researched the combination of customer journey and pro-

cess mining is shown. Finally, in Section 2.2.2, results on collaborative user beha-

viour is shown.

Customer Journey

The topic of customer journey is best explored by Følstad and Kvale (S5). The

authors refer to the customer journey as to “obtain a customer viewpoint on the ser-

vice process” (S5). There are two broad groups for customer journey approaches:

customer journey mapping and customer journey proposition. The former looks at

the existing or “as is” service process whereas the latter is more about generative

design and which leads toward a possible service “to be” (S5).

The term customer journey is mostly found in marketing journals focusing on e-

commerce. Heuchert, Barann, Cordes, and Becker propose an entity-relationship-

model to describe the customer experience in Omni-Channel management (S6).

This model helps to relate the marketing view on customer journey to the tech-

nical Information System perspective. This model can be used in future research in

mapping the customer journey in an Information System perspective to decide how

logging and monitoring of the customer journey can be embedded.

Applications of Customer Journey

Wolny and Charoensuksai used mapping of the customer journey in multi-channel

shopping (S37). 16 Research diaries on cosmetic shopping were used to research

the journey in buying cosmetic products over two weeks. These diaries were then

grouped in three distinctive groups (impulsive, balanced and considered journeys)

and for each group a customer journey was made. Each map has multiple distinctive

stages (such as pre-shopping, information search and purchase) and each stage

shows related topics in the form of an image or a short text. Although the considered

journey types were visually shown concisely and clear, the manual work is high in

all stages (collecting, interpreting and visualising) (S37).

S1, S31 and S26 are more on the analytical side of customer journey. All three

papers focus on analysing the path of users towards an online purchase. Ballestar,
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Grau-Carles, and Sainz describe the case of a cashback site in which users are

clustered based on different variables (S1). For each cluster, a description is made

on what type of users belong to it. Most clusters seem to be based on the variable

role in social network, which determines if the user is a lonely user or if the user is

either referred by someone, has referees or both.

Anderl, Schumann, and Kunz propose to classify customers based on the con-

tact origin and brand usage rather than relying on the assumed browsing goal of the

customer (S26). The contact origins were in this case based on �rm-initiated chan-

nels or customer-initiated channels. The interaction effects between different touch-

points were also reviewed and it was shown that some behaviours show increased

purchasing propensity (S26). Wooff and Anderson also looked at the click stream

data but included time-weighted multi-touch attribution and channel relevance (S31).

Instead of using the so-called �rst click wins, last click wins or even-weighting meth-

ods, a bathtub method is proposed, where the �rst and last interactions are weighted

more than those in between (S31). Both researches are done from the view on e-

commerce where the goal is conversion of mostly products. Therefore, the touch-

points are merely a means to an end.

Personas

Earley suggest the use of personas to get into the mind of the user (S33). Creating

personas can help understand how users might react. For example, personas can

be used to group the experience of users and to create a customer journey map for

each persona (S39). Figure 2.4 gives an example of such customer journey map

on user experience at a theme park (S39). In this example, the strong and weak

points of each section of the theme park were listed, forming a graph that shows the

satisfaction level of the persona over the course of the visit. Thus, visualising the

service experience (S39).

Customer Journey Process Mining

Four papers discuss the use of process mining for discovering the customer journey.

The �rst mention of this concept is in the book of van der Aalst (S27). The author

discusses how each touchpoint in the customer journey can generate events that

make it possible to understand the customer better and create a better service. The

author describes how these events could be used to build a customer journey map.

However, this is only theoretical, and no examples are given. Bernard and Andritsos

propose a customer journey mapping model based on the XES standard (S16).

This enables the use of process mining for customer journey mapping by extending

the process mining framework. In another paper, the same authors introduce a
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Figure 2.4: Customer journey map from (S39).

tool called CJM-ex that can be used for exploring customer journey maps using

process mining techniques (S17). The main challenge addressed in this paper is

to represent many journeys in an intelligible and ef�cient manner. This is done

using a hierarchical clustering approach, merging activities that are most similar in

each iteration (S17). In S20 the authors Harbich, Bernard, Berkes, Garbinato, and

Andritsos take a probabilistic approach in to convert event logs in customer journey

maps. A combination of Markov models and expectation-maximisation is used for

event sequences (S20).

Collaborative User Behaviour

Krumeich et al. (S34) look at monitoring users their process decisions to create indi-

vidual process models. This creates knowledge about how people are working and

how decisions are taken. The individual processes are generally less complicated

and show a more logical �ow compared to the `crowed-based' process model for

all users. For the proof of concept, an email-based process miner was used, which

extracts information about the business process from the emails based on regular

expression information extraction.

Unlike Krumeich et al. (S34), Diamantini, Genga, Potena, and Ribighini looked

at the collaborative process (S32). The case study contained data about a research

paper on which different authors worked. Data was collected from Dropbox events,

svn logs and email and skype conversations. Events were classi�ed by what and

who dimensions. A fuzzy mining algorithm was used with the ProM framework. The
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outcome shows a graph of activities that are related to different actors. This gives

an overview on which author was most active on different tasks (S32).

Schönig, Cabanillas, Di Ciccio, Jablonski, and Mendling researched how the

process mining framework can be extended with integration of collaborative activities

(S11). Teams participating in a collaborative activity were extracted from log �les and

then the characteristics in terms of skills, roles etc. were uncovered.

2.2.3 RQ III - What privacy aspects are relevant to collecting

user behaviour data?

The results of RQ III are covered in this section. In Section 2.2.3, research related

to GDPR and the collecting of user behaviour is shown. Section 2.2.3 contains

papers related to process mining and business privacy. Results on user privacy are

shown in Section 2.2.3. The combination of business and user privacy is reported

in Section 2.2.3.

General Data Protection Regulation

As of the 25th of May 2018, the EU regulation 2016/679, otherwise known as the

GDPR, is in act in all member states of the European Union (European Union, 2016).

These regulations harmonise the data privacy laws across Europe. These regula-

tions are applicable on collecting user behaviour data since this is information on an

identi�able natural person.

Most papers do not address the topic of privacy. Even in cases where users are

tracked throughout their daily activities such as in S12. S18 diminishes privacy in

one sentence by stating: “the data was anonymised by using pseudonymised pa-

tient ids”. This is however not considered to be anonymising the data in terms of the

GDPR, which makes a clear distinction between anonymisation and pseudonymisa-

tion.

Still there is some research that focuses speci�cally on privacy in combination

with process mining or user behaviour. This topic is twofold, one part considers the

privacy of businesses, such as protecting con�dential business information. The

other part is speci�cally about protecting the privacy of the users.

Business Privacy

Process mining is not the core business of most companies. Outsourcing is there-

fore a relevant scenario for these companies. In such case con�dentiality of the

dataset is important because sensitive information about the company might leak.

Encrypting the data to hide sensitive information is a solution, but it should still
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be possible to group cases or determine the order based on timestamps. A Pail-

lier cryptosystem can be used which has homomorphic properties which allows to

do calculations such as additions without decrypting the data in advance (S29 and

S25). Burattin, Conti, and Turato used this method to anonymise business data in

the context of process mining (S29). Tillem, Erkin, and Lagendijk used the method

to also protect user data (S25). This is further discussed in Section 2.2.3.

Another possibility in which business privacy is relevant is that in the case of col-

laborative business processes. In this scenario, different companies work together,

and each company delivers a part of the process. Irshad et al. discusses this topic

and propose a solution in which privacy is preserved when a central repository that

supports process mining for generating business processes (S30).

User Privacy

For user privacy, the GDPR plays an important role. Mannhardt, Petersen, and

Oliveira studied the aspects of privacy and the GDPR in the context of process

mining, speci�cally for human-centred industrial environments (S10). They focused

on monitoring the well-being of operators in industrial manufacturing environments

(S10). Although this is more privacy invasive than monitoring user behaviour, the

challenges are also applicable. Privacy guidelines on using process mining are

proposed which can be used as a starting point for further research.

Both User and Business Privacy

Tillem et al. propose a solution for guaranteeing privacy of users and software com-

panies when their data is analysed by a third-party process miner that handles the

process mining (S25). The process miner only has access to the encrypted data

from which activity names and frequencies cannot be derived. To create the output

based on the alpha algorithm, the process miner sends the necessarily parts of en-

crypted data to the software company, which answers with the relevant information

for each step. This assures that the software company does not have direct ac-

cess to the raw data which includes resources and timestamps and that the process

miner cannot decrypt data such as activity names or frequencies of activities. This

protects the user from the software company and the software company from the

process miner. This will only work if the software company has no direct access to

the data set, otherwise the privacy of the user will be compromised. The process

miner and software company should thus not work together.
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2.3 Discussion

In this section, the results of the literature review are discussed. Section 2.3.1 dis-

cusses the general literature review. Section 2.3.2 discusses the identi�ed categor-

ies on process mining, the tools used and the XES standard. Then in Section 2.3.3,

the customer journey and collaborative process mining is discussed. This is followed

by a discussion on the GDPR and privacy in process mining in Section 2.3.4.

2.3.1 General Discussion

This section discusses the combination of customer journey and process mining to

get insight in user behaviour. From this review it seems that this combination is not

widely found in the literature. This might be since both topics are relatively new.

Most papers found in this review date from the last few years. Some theoretical

literature is available on the intersection as shown in Section 2.2.2, but research

from a practical perspective is missing. The proper steps to include process mining

of user behaviour in an existing are not well documented.

Most studies assume that data is already available and only focus on the process

discovery part. This is also one of the core concepts of process mining: using

already available logs to extract business processes. However, not all companies

have these logs available. Especially logs with information on user behaviour are

not commonly found. This means that companies that want to start with mining user

behaviour have no proper guideline on how to collect and store data.

2.3.2 Discussion on RQ I

The results show different context in which process mining could be used. Further-

more, the XES standard and different process mining tools were identi�ed. These

are discussed below.

Process Mining Context

This literature review identi�ed four distinctive categories on process mining based

on the context in which process mining is used. Each category has their own ap-

proaches and challenges. Business process mining is the original concept of pro-

cess mining and studies most. The other three categories are considered descend-

ant based on business process mining. The core ideas are used but placed in a

different context. This makes that there is some overlap between the different cat-

egories. For example, as explained in Section 2.2.1, Liu, Wang, Gao, Zhang, and
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Cheng started from mining software process but combined this with user actions

(S8). The result is a form of mining user behaviour.

Challenges can also overlap between different categories. For example, the cor-

relation challenge seen in service mining as described in Section 2.2.1 could also

occur in mining user behaviour. Due to privacy concerns it might not be possible to

link certain actions to the same user.

Process mining can thus be used for different purposes. The general ideas as

described in Section 2.2.1 apply to all four categories. In the future, more categories

could be discovered that make use of the concepts of process mining.

The results show that there are already techniques available for process mining

of user behaviour. These techniques mostly focus on analysing the available data

with process mining tools. The goals differ from improving the feedback cycle in

an agile development process (S35) to mapping different types of customers of an

e-commerce website (S23). However, the papers do not discuss good strategies to

start with user behaviour process mining.

XES

For storing event logs, the best format is to follow the XES standard. The basic

concepts of process mining are de�ned in this standard and these are applicable to

all categories. The standard can be extended such as S16 did for customer journey

mapping. Most tools support the standard and the IEEE task force on process

mining issues certi�cation on the standard for process mining tools (IEEE CIS Task

Force on Process Mining, 2019).

Tools

Section 2.2.1 showed that most researchers prefer the tools ProM and Disco for

process discovery. The explanation as given by S9 that this is caused by academic

research bias makes sense. However, this implies that although these tools are

widely used, they might not be the best �t for all use cases. A good comparison

between different tools does not yet exist in the literature. Commercial tools might

be better for large organisations that want to implement process mining, because of

the support and functionality to handle large datasets.

RQ I - What techniques can be used for process mining of user behaviour?

The above sections show that there are techniques available for process mining

of user behaviour. However, an implementation strategy for companies is missing.

Especially for mining of user behaviour. The XES standard could help with storing
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event logs since most tools support this. The tools mentioned in the literature are

missing the link with real business cases.

2.3.3 Discussion on RQ II

from the results it is shown that customer journey mapping and collaborative user

behaviour using process mining are already mentioned in the literature. Below these

two topics will be further discussed.

Customer Journey Mapping

Customer journey mapping is most known in the e-commerce world. The concepts

such as touchpoints and personas are however also applicable in the context of

user behaviour in applications. By combining this with process mining is should be

possible to get a better view on how users behave in an application. S17 made a

�st attempt at combining customer journey with process mining. Their research is

however limited to a theoretical view. The main challenge of both S17 and S16 was

to group customer journeys so that a good representation could be made. Their

approach with Markov models and expectation-maximisation seems to work well for

this use case.

Collaborative Process Mining

The Process mining manifesto already discusses the possibility of discovering roles

in organisations with the help of process mining (S40). This literature review also

identi�ed a few papers that discuss this possibility (Section 2.2.2). In CSCW sys-

tems, the insight in how different users work together can help to identify possible

bottlenecks in the software, for example, where one user must wait on another user

before the next action can be executed. Another scenario is that users execute tasks

that they are not supposed to do, such as an admin user that misuses their power

or users that bypass the process in place to get to the next step. These scenarios

were not identi�ed in this literature review.

RQ II - What techniques can be used for mapping the customer journey in

collaborative software?

Customer journey mapping should make the translation from the e-commerce world

to applications so that it can be used for getting insight in application usage and can

help contribute with improving applications. Process mining can help delivering the

tools for collecting and analysing the data.
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2.3.4 Discussion on RQ III

Privacy in literature is not widely discussed. Based on the literature that is available,

some concepts that might help with privacy aspects in combination with processing

user behaviour data are discussed.

General Data Protection Regulation

In the process mining manifesto, maturity levels of events logs are given. Only

the top-level mentions privacy and security. However, in sight of the recent GDPR,

this should be the case for all privacy sensitive data. In fact, when collecting data

such as the behaviour of users, the goal of collecting this data must be determined

beforehand and users must give their consent. The only exception is if the data

collection is completely anonymous. van der Aalst, 2016, p. 290 argues that process

mining makes use of existing logs and that therefore privacy and security issues

already exist. This is however not a valid argument. First, since the GDPR states

that users must give permission for speci�c goals of data collecting. Second, if

the collection of logs already had privacy or security concerns, this should be �xed

instead of ignored.

Pseudonymised vs Anonymised

Given the GDPR, there are two scenarios for collecting user behaviour:

Using pseudonymised data – In this scenario, the behaviour of individual users can

be tracked. The ids are pseudonymised but can be linked to individual users with

other data sources. For analytical purposes this gives the best results since be-

haviour can be tracked over multiple sessions. However, the user should be made

aware of the data collection, the goal must be made clear and the user should give

their consent. The user also “should have the right to have personal data concerning

him or her recti�ed and `a right to be forgotten'.” (European Union, 2016).

Using anonymised data - In this scenario, the log �les do not contain any data that

is relatable to individuals. Not relatable also means that the user cannot be linked

to the data with the use of other data sources. For example, the behaviour log �les

could include timestamps about the time a user logged in. The user might be iden-

ti�ed by relating these times with the logs on user logins. Or when instead the user

role is stored and there is only one user that has that speci�c role this could be

considered as personal data.

Both scenarios have their pros and cons. Pseudonymised data give a higher

level of detail and makes it possible give feedback to individual users. However, the

goal must be determined, and the user must give his or her consent before data
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can be collected. Furthermore, the software company must implement systems to

give the user access to their private data and let the user delete their private data.

Security breaches should be reported, and the storage of personal data should be

limited. For anonymised data these points are not needed. However, the company

should make certain that the user cannot be linked directly or indirectly to the data.

Table 2.4 gives a summary for this.

Table 2.4: Pseudonymised VS anonymised data.
Pros Cons

Pseudonymised

data

Tracking on user level

Higher level of detail

Give individual users

feedback

Goal must be determined on beforehand

User must give consent

User must get access to private data

User has right to be forgotten

Privacy of users not guaranteed

Anonymised

data

No consent needed

User privacy guaranteed

Goal is not �xed

No retention limit

Lower level of detail

Only aggregated data

Make certain no personal data is collected

Privacy Solutions

The solution proposed by Tillem et al. (S25) is in the grey area. The collected data

is processed while partially encrypted to cover private sensitive data. The data

can be decrypted when the process miner and software company work together, so

this is not anonymous data. But to retrieve the private data of individual users, the

proposed user privacy solution is undone for all users, since the software company

then must have access to the database.

Business Privacy

The literature on privacy in process mining is focusing more on business privacy.

Either in the case when different businesses work together, or when process min-

ing is outsourced. When companies work together it is important that no business

information is leaked to other companies. For companies that outsource process

mining and use process mining as a service, it is also important that the process

mining provider does not have access to the actual data.
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Privacy by Design

The concept of privacy (and security) by design is not widely adopted in the literature

on process mining or customer journey. This is important for both scenarios on data

collection. Companies should think about how they collect and handle data from a

privacy perspective. How can data be pseudonymised and how do we communicate

this to user whose data is collected? Or how do we make the data completely

anonymous? What are the implications if the data is leaked and how do we prevent

this from happening? The GDPR forces companies to consider these scenarios by

introducing high �nes for non-compliant companies.

RQ III - What privacy aspects are relevant to collecting user behaviour?

This literature review shows that privacy in the literature is limited. The concepts

discussed above could help to bridge this gap. According to the GDPR, Privacy by

design should be used, which is also applicable to collecting user behaviour data.

The privacy part is twofold: both the privacy of the users as well as the privacy

of the business should be considered. This last concept is especially important is

businesses work together or if data analysis is outsourced.

2.4 Conclusion

This Literature review shows that the �rst steps in customer journey process mining

have been made. The individual parts are already discussed; however, they do not

show real insight in how collaborative software is used. Customer journey maps

offer a solution to show the (collaborative) behaviour of users in software. However,

further research is needed.

The GDPR forces companies to consider the privacy of users in collecting and

processing user behaviour data. Privacy by design should be the standard. The goal

of collecting the data must be clear and users must be informed before collecting can

start. Business privacy also plays a role in process mining and should therefore not

be forgotten.

This literature review answered RQ I, RQ II and RQ III. From the literature review

it is now clear what techniques are available on customer journey process mining

and what the privacy aspects are relevant. The remainder of this research will use

these results to answer the remaining Research Questions.



Chapter 3

Solution Design

The solution design discussed in this chapter is an approach track user behaviour

in software using Process Mining. Based on the requirements in Section 3.1, three

methods are considered for software companies to implement user behaviour track-

ing. Section 3.2 discusses the different methods and helps software companies to

decide which method �ts best for their situation. In Section 3.3, the Stakeholders

for the different methods are identi�ed. The three different methods are discussed

in Section 3.4, Section 3.5 and Section 3.6. For each method, the corresponding

tasks are also discussed. Each method is described using Business Process Model,

which includes a visualisation that follows the Business Process Model and Notation.

26
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3.1 Solution Requirements

Software companies are all different in size, maturity, working method, product and

so on. Companies also have different goals for gathering user feedback. This sec-

tion determines the scope of the solution, by settings the following requirement:

– Privacy by design (Section 3.1.1)

– Suitable for small and large software companies (Section 3.1.2)

– Scalable (Section 3.1.3)

– Suitable for collaborative user behaviour tracking (Section 3.1.4)

– Suitable for giving feedback to users (Section 3.1.5)

These requirements are discussed below.

3.1.1 Privacy by Design

Following a privacy by design approach is essential to guarantee the privacy of

users. Article 25 of the GDPR explicitly mentions ”Data protection by design and

by default” (European Union, 2016, p.48). Based on the literature review, privacy

by design is not yet widely adopted in the literature on process mining or customer

journey. Nevertheless, the solution should use a privacy by design approach, both

to protect the user privacy and the business privacy.

Different frameworks exist to help with privacy by design. Cavoukian described

7 Foundational principles for privacy by design. Although this paper is not written

in the context of the GDPR, it still provides principles that are relevant for conform-

ing to the GDPR. Another framework is the `data protection by design' framework

of the privacy company (Privacy Company, 2019). The framework proposes to use

anonymous data where possible. according to their framework, if the data is com-

pletely anonymous (per de�nition of the GDPR), no extra measures are needed. In

all other cases, the schema from the framework should be followed (Privacy Com-

pany, 2019). Another framework that could be used is that of NOREA. Their privacy

control framework can be used to audit the control objectives regarding privacy and

personal data based on key elements of the GDPR (NOREA, 2018).

The solution should be compatible with these frameworks or other privacy frame-

works so that checks on privacy are built in. This will make sure that the gathering

of user feedback is GDPR compliant.

3.1.2 Suitable for Small and Large Software Companies

The solution should be suitable for small and large software companies. Small soft-

ware companies should be able to start with the solution and get feedback on user
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behaviour with little effort and from a situation where no data is yet available on user

behaviour. Large software companies should be able to get details insight in their

application and use more advanced methods such as behaviour tracking in collab-

orative software (Section 3.1.4) and personalised feedback (Section 3.1.5).

3.1.3 Scalable

In addition to the previous requirement in Section 3.1.2, the solution should also be

scalable. It should be easy for software companies to extend the solution to gather

more and different information. If a company decided to change the strategy on user

behaviour tracking to also allow for personalised feedback, this should be possible.

Thus, the solution should be �exible enough to handle such changes.

3.1.4 Suitable for Collaborative User Behaviour Tracking

User behaviour tracking in Computer Supported Collaborative Work (CSCW) applic-

ations should be supported by the solution. Tracking user behaviour in collaborative

software could give insight in how users work together. However, there are also

extra challenges in terms of user privacy and collecting collaborative data. For col-

lecting data on how users work together, identi�able information on users must also

be collected because otherwise it is not possible to differentiate between users. This

means that the data cannot be completely anonymous. Therefore, this is only re-

commended for medium to large software companies.

3.1.5 Suitable for Giving Feedback to Users

Information on the use of the application could be relayed back to the user. The

solution should provide the steps needed for this. The actions of users can be

compared to that of other users so that personalised advice can be given. Due to

the complexity, this is primarily meant for medium to large software companies with

some experience on other forms of user behaviour tracking.

3.2 Solution Methods

Based on the requirement in Section 3.1, three methods were constructed: function-

ality tracking, customer journey tracking and personalised feedback tracking. The

�rst method focuses on the usage of functionality in applications. The second en-

ables companies to follow customer journeys in the application. Finally, the third

method includes feedback to users.
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All three methods ful�l the �rst three solution requirements (privacy by design,

suitable for small and large software companies and scalable). The fourth require-

ment (suitable for collaborative user behaviour tracking) is considered by customer

journey tracking method and personalised feedback tracking. The last requirement

(suitable for giving feedback to users) is realised in the personalised feedback track-

ing method. Table 3.1 gives an overview on how the solution requirements are

ful�lled by each method.

Table 3.1: Overview of solution requirements ful�lled by each method.
Tracking Privacy Size Scalable Collaborative Feedback

Functionality Anonymous S/M Yes No No

Anon. customer journey Anonymous S/M Yes No No

Coll. customer journey Pseudonymised M/L Yes Yes No

Personalised feedback Identi�able M/L Yes Yes Yes

In Figure 3.1 a decision tree is shown to determine which method is most ap-

plicable for a company. The method of choice is the one that supports the needs of

the company and is the least privacy evasive for the user. For example, a medium

to large company that want to track customer journey in their application but has

no need to give feedback to users or track collaborative user behaviour should use

anonymous customer journey tracking.

Figure 3.1: Decision tree for selecting tracking method.
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The scalability of each method is not limited to scaling within the method itself,

but also by scaling to another method. A company that implemented functionality

tracking can easily extend the implementation to conform with customer journey

tracking. In the same way, customer journey tracking can be extended to support

personalised feedback tracking.

Each method consists of tasks that are performed by stakeholders. For each

method, a process model is given that uses the Business Process Model and Nota-

tion (BPMN) (OMG, 2011). All process models consist out of �ve `swimlanes', where

every swimlane represents a stakeholder role. These roles are generic and can dif-

fer per company. The generic de�nitions used for each stakeholder can be found in

Section 3.3. The models and corresponding tasks for each method can be found in

the following sections:

Functionality Tracking: Section 3.4

Customer Journey Tracking: Section 3.5

Personalised Feedback Tracking: Section 3.6

3.3 Solution Stakeholders

The following stakeholders that interact directly with the methods were identi�ed.

These are generic stakeholders and could vary per company.

Product Management - Responsible for the planning and production of the product.

Makes decisions on the direction of the software product. Information on the usage

and behaviour of users can be helpful in making these decisions.

Legal - Gives legal advice to the company. Most large companies have their own

legal department. Smaller organisation could outsource legal advice. The role for

the legal department in this case is to make sure that the tracking is conform the

GDPR and other legislation.

Development - Create the software based on the input of Product Management.

For the solution they are responsible for implementing the tracking in the applica-

tion.

Hosting - Hosting makes sure that the hardware and software is available to the

users. The host department is in this case responsible for making sure that data-

bases are available to store and retrieve the logs. Depending on the company this

could also be done by the development team.

Process Miner - The process miner tries to translate the logs on user behaviour to

useful information for Product Management. This role can be outsourced or could

be part of the development team.
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3.4 Functionality Tracking

Functionality tracking is suitable for small to medium companies that have little to no

experience with user behaviour tracking. From a privacy perspective this is also the

least invasive. User data can be collected anonymously therefore the user does not

have to give their consent.

An example of functionality tracking is the number of times each button in the

application is used, or how many times people an error message is show to a user.

These metrics will give the software company basic insight in how the application is

used and can help determine the focus of future development.

An overview of the tasks in this method is shown in Figure 3.2. The sections

below discuss the details of each task.

Figure 3.2: The model for the functionality tracking method.

3.4.1 Determine Tracking Goals

The �rst task for Product Management is to determine what the goals are of imple-

menting functionality tracking. The characteristics of this task are shown in Table 3.2.

Based on budget, time and technical possibilities it is determined if the set goal can

be achieved. Information on implementation can be discussed with Development.

the Process Miner can tell what is needed for visualisation. Mind mapping tools or

a business model canvas can be used to map all information. The outcome is the

feasibility of using functionality tracking. If the method is feasible, Product Manage-

ment determines which functionality should be tracked and on what level of detail.
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This can vary from only logging which pages the user visited to exactly track which

speci�c buttons and functions are used.

Table 3.2: Characteristics of determine tracking goals.
Owner Stakeholders Input Outcome Tools

Product Mgnt.
Development,

Process Miner

Budget, Goals,

Technical possibilit-

ies

Feasibility, Func-

tionality to track

Mind mapping tool,

Business Model

Canvas

3.4.2 Add Tracking to Software

Development adds the tracking to the software. The characteristics of this task can

be found in Table 3.3. Functionality marked as important by Product Management

should be tracked on the desired level of detail. Depending on what is available, the

developer can choose between using an existing tool that logs data on functionality

or build an own implementation. In consultation with Hosting, a storage strategy is

worked out. The outcome is working tracking software which delivers the desired

data on functionality to track.

For functionality tracking, the developer must only collect minimal data on user

interaction. For example, the count on how many times a button is clicked should be

collected.

Table 3.3: Characteristics of add tracking to software.
Owner Stakeholders Input Outcome Tools

Development

Product Mgnt.,

Hosting,

Process Miner

Functionality to

track

Tracking software,

Tracking data

Development tools,

External tracking

tools

3.4.3 Implement Log Storage

Hosting is responsible for storing the tracking data. Characteristics of this task are

shown in Table 3.4. Hosting should deliver the means to store the data and deliver

an interface for both Development and the Process Miner to store and retrieve the

data respectively. The data could either be stored within the company or at a cloud

provider. The outcome of this task is the log storage and the retention period of the

data.
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Table 3.4: Characteristics of implement log storage.
Owner Stakeholders Input Outcome Tools

Hosting
Development,

Process Miner
Tracking data

Log storage,

Retention period

Database,

Cloud storage

3.4.4 Visualise Data

The task of the Process Miner is to analyse the data from the log storage and create

a visual representation of the data. Table 3.5 shows the characteristics of this task.

The visualisation could be done with for example graphs on the use of functionality

over time or the total use of some functionality.

Table 3.5: Characteristics of visualise data.
Owner Stakeholders Input Outcome Tools

Process Miner Product Mgnt. Log storage
Tracking informa-

tion

Process mining

tools

3.4.5 Check Data Compliance

The task of legal is to check that the implementation is completely anonymous.

Table 3.6 shows that the input is the process and the metadata of stored logs. In

consultation with Development, the data is checked for any identi�able user data. If

this if found, this should be �xed �rst before proceeding to the next task.

Table 3.6: Characteristics of check data compliance.
Owner Stakeholders Input Outcome Tools

Legal Development
Retention period,

Log storage
Privacy issues

GDPR,

Privacy guideline

3.4.6 Compare Expected Behaviour to Real Behaviour

After the privacy of users is checked, the tracking can be activated and Product Man-

agement can get insight in which functionalities of the application are used to what

extent. This can be compared to the expected usage. Heavily used functionality

could get more attention whereas functionality that is rarely used could be phased

out. Reports on error messages shown to customers could show functionality that

is unclear or not working as expected. The results could also be used as input for

discussing the application usage with customers.
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Table 3.7: Characteristics of compare expected behaviour to real behaviour.
Owner Stakeholders Input Outcome Tools

Product Mgnt.
User,

Process Miner

Tracking informa-

tion
Improvements Interviews

3.4.7 Improve Application

Based on the results from the previous task, improvements can be made. Unused

functionality can be removed, and error prone functionality can be improved.

Table 3.8: Characteristics of improve application.
Owner Stakeholders Input Outcome Tools

Development Product Mgnt. Improvements
Software improve-

ments
Development tools

3.5 Customer Journey Tracking

Customer journey tracking is suitable for small to medium companies that want

to optimise the customer journey in their software. This method also comprises

collaborative customer journey tracking for medium to large companies that offer

CSCW software. Customer journey tracking extends functionality tracking by also

logging the session in which the action was performed. For non-collaborative track-

ing this can be done anonymously. For collaborative tracking pseudonymised data

is needed. The actions that were performed by the user in a session form the jour-

ney of a user. This journey can be compared to the expected journey to see if there

are any discrepancies. In CSCW software, the journey can also contain interactions

with other users. Tracking collaborative journeys can be used to see if there are

bottlenecks in the collaboration between users. For example, it could be that a user

must wait on actions of other users before they can continue their work. The process

model is shown in Figure 3.3.
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Figure 3.3: The model for the customer journey tracking method.

3.5.1 Determine Journey Tracking Goals

The �rst step is customer journey tracking is to determine the tracking goals. Table 3.9

gives an overview of the characteristics of this task. These are comparable to that

of Determine tracking goals in Section 3.4.1. The difference is that instead of func-

tionalities to track, Product Management must determine which customer journeys

are relevant to track.

For collaborative applications Product Management can choose to either add

collaborative tracking or stay with single user behaviour tracking. For collaborative

tracking, anonymous tracking is not an option since actions of different users must

be linked. Based on the type of application, the maturity of the software and consid-

ering the privacy of users, Product Management can decide to support collaborative

tracking. This decision determines if the next task is to document privacy measures

(Section 3.5.2), or that this can be skipped and continue to add tracking to software

(Section 3.5.5).

Table 3.9: Characteristics of determine journey tracking goals.
Owner Stakeholders Input Outcome Tools

Product Mgnt.
Development,

Process Miner

Budget, Goals,

Technical possibilit-

ies

Feasibility, Func-

tionality to track,

Collaborative

Mind mapping tool,

Business Model

Canvas
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3.5.2 Document Privacy Measures (Collaborative)

For collaborative tracking, identi�able information on users will be collected. It is

the task of the legal department to make sure that the data is processed according

to the applicable privacy regulations. By applying a privacy by design practice, pri-

vacy problems during or after implementation can be avoided. Following a privacy

design framework such as described in Section 3.1.1 can be used to ensure that all

requirements of the GDPR are met. The characteristics of this step can be found in

Table 3.10.

Table 3.10: Characteristics of document privacy measures.
Owner Stakeholders Input Outcome Tools

Legal

Product Mgnt.,

Development,

Hosting

Functionalities to

track,

Goals

Privacy document-

ation

GDPR,

Privacy guideline

3.5.3 Adjust Privacy Policy (Collaborative)

After privacy measures are clear, the legal department can start working on ad-

justing the privacy statement to let the users know what data is collected, how the

data is collected, why the data is collected, what measures are taken guarantee the

privacy of users and how they can get insight in their data. Table 3.11 shows the

characteristics of this step.

Table 3.11: Characteristics of document privacy measures.
Owner Stakeholders Input Outcome Tools

Legal User
Privacy document-

ation
Privacy policy

GDPR,

Privacy guideline

3.5.4 Build Permission Form (Collaborative)

If the collected data will not be completely anonymous, the users should give their

consent �rst. A permission form where the users can adjust their privacy is needed.

Based on the privacy documentation, the development team can build a permission

form that re�ects the choices that the user has. This can also be the place where

the user can retrieve and delete their personal data. Table 3.12 shows the charac-

teristics of this step.
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Table 3.12: Characteristics of build permission form.
Owner Stakeholders Input Outcome Tools

Development Legal

Privacy document-

ation,

Privacy policy

Permission form Development tools

3.5.5 Add Tracking to Software

After building a permission form (in the case of collaborative tracking), the develop-

ment team can add tracking to the software. Table 3.13 Shows the characteristics

of this step. This step is the same as Section 3.4.2, except that more that should

be collected so that users can be followed during their session. For collaborative

tracking, the privacy measures as described in the privacy documentation should be

followed.

Table 3.13: Characteristics of add tracking to software.
Owner Stakeholders Input Outcome Tools

Development

Product Mgnt.,

Hosting,

Process Miner

Privacy document-

ation,

Functionality to

track

Tracking software,

Tracking data

Development tools,

External tracking

tools

According to van der Aalst, the bare minimum needed for process mining is a

“Case Id” and “Activity” (van der Aalst, 2016). A case or, in terms of process mining,

a trace is a sequence of activities. The Case Id links different activities and forms

a trace. In user behaviour process mining, a trace is de�ned as the actions a user

executes when performing a speci�c use case. However, unlike normal process

mining, the use case can only be determined based on the actions of the user.

The intended user action is only known after the user performed that action. To

determine what activities belong to a case, it is assumed that a user performs the

use case during one session. The session id is thus the Case Id. During a session a

user can perform multiple use cases. Therefore, the session attribute is not mapped

directly to one use case. The order of activities is determined based on A Timestamp

or Time since beginning of session. The following attributes should thus be collected

on user actions:

Action Id, Session Id and Timestamp.

In collaborative tracking, the data of different users needs to be linked to determ-

ine collaboration. A Session Id is too limiting for this since it is not possible to, for
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example, show that a user waits on an action of another user. Instead, a User Id

should be used. An Action Id is also not enough since it does not provide inform-

ation on the object the user interacts with. For example, if two users work on the

same document, it is not enough to know that both users worked on a document.

The name or Object Id of the document they both worked on is needed to show

that they worked together on a document. For collaborative tracking, the following

attributes should therefore also be added:

User Id and Object Id

3.5.6 Implement Log Storage

This step extends the approach described in Section 3.4.3. The characteristics can

be found in Table 3.14. For collaborative tracking where identi�able information is

collected, the user should be able to retrieve their and delete their data. This should

be considered when implementing log storage.

Table 3.14: Characteristics of implement log storage.
Owner Stakeholders Input Outcome Tools

Hosting
Development,

Process Miner
Tracking data

Log storage,

Retention period

Database,

Cloud storage

3.5.7 Visualise Data

With customer journey tracking, the visualise data step as described in Section 3.4.4

is extended with visualising the journey of users in the application. Table 3.15

describes the characteristics of this step. tasks that the user performs should be

grouped so that paths that different users follow become visible. For collaborative

journey tracking, the interaction between users can also be visualised.

Table 3.15: Characteristics of Visualise Data.
Owner Stakeholders Input Outcome Tools

Process Miner Product Mgnt. Log storage
Tracking informa-

tion

Process mining

tools

3.5.8 Check Data Compliance

In this step the legal department checks if the privacy of the users is guaranteed.

For non-collaborative user behaviour tracking, the data should be anonymous. For
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collaborative tracking, the privacy documentation should match what is discussed in

the privacy documentation from Section 3.5.2. The privacy policy from Section 3.5.3

should also be compared to the actual implementation. Table 3.16 shows the char-

acteristics from this step. If privacy issues are present, then either the privacy policy

should be updated, or the tracking should be adjusted.

Table 3.16: Characteristics of check data compliance.
Owner Stakeholders Input Outcome Tools

Legal Development

Privacy document-

ation,

Privacy policy,

Retention period,

Log storage

Privacy issues
GDPR,

Privacy guideline

3.5.9 Compare Expected Journey to Real Journey

This step extends Section 3.4.6. The characteristics are also the same as shown in

Table 3.17. Product Management can compare the use of functionality and addition-

ally check if the users follow the expected journey. This can be done by comparing

the designed work�ow to the actual work�ow. If users follow different paths, the user

�ow might not be clear. The user journeys might also show that some tasks are

repeatedly executed by the user. In combination with interviews with users, Product

Management can use this to decide to make improve the usability of the application.

Table 3.17: Characteristics of compare expected journey to real journey.
Owner Stakeholders Input Outcome Tools

Product Mgnt.
User,

Process Miner

Tracking informa-

tion
Improvements Interviews

3.5.10 Improve Application

Just like the improve application step from functionality tracking discussed in Sec-

tion 3.4.7, the development team can use the input of the previous step to improve

the application. The characteristics are shown in Table 3.18. Together with Product

Management, the priority of improvements and issues can be determined.
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Table 3.18: Characteristics of improve application.
Owner Stakeholders Input Outcome Tools

Development Product Mgnt. Improvements
Software improve-

ments
Development tools

3.6 Personalised Feedback Tracking

Personalised feedback tracking is suitable for medium to large mature software com-

panies that have experience with user behaviour tracking and want to extend this

with personalised feedback to the users. In this case, it is not possible to anonymise

or pseudonymise the data, since it must be possible to give the user feedback on

their own behaviour.

The information from tracking the behaviour of individual users is used to give

feedback on their actions in the application. For example, the application could sug-

gest the next action based on what other users did. Personalised feedback tracking

extends customer journey tracking, so it is still possible to extract other information

on for example the journeys of users or functionalities used. Figure 3.4 shows the

process model of this method.

Figure 3.4: The model for the Feedback to users method.
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