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AEVWUDFW

Mobile deYiceV aUe geWWing XVed moUe and moUe in healWhcaUe. In WhiV UeSoUW, Ze
do a WhUeaW model anal\ViV of UecoUding aXdio on mobile deYiceV and WU\ Wo find
oXW hoZ aWWackeUV can obWain Whe SUiYac\-VenViWiYe aXdio daWa. We XVe mXlWiSle
WhUeaW model meWhodV, inclXding STRIDE, aWWackeU SUofileV, and aWWack WUeeV.
STRIDE iV XVed Wo geW an oYeUYieZ of YXlneUabiliWieV and WhUeaWV and alloZed Wo
find 19 iniWial WhUeaWV. We When define VeYen aWWackeU SUofileV, foXnd fUom liWeUaWXUe
and bUainVWoUming VeVVionV ZiWh e[SeUWV. We VelecW WZo of WheVe SUofileV, Whe
inVideU and cUiminalV SUofileV, Wo cUeaWe aWWack WUeeV and find aWWack VcenaUioV.
Then Ze gUade Whe nodeV of Whe WUeeV ZiWh an effoUW YalXe Wo find Zhich aWWack
VcenaUioV aUe moVW likel\ Wo haSSen. LaVW, Ze SUoSoVe miWigaWionV Wo coXnWeU
WheVe VcenaUioV and WU\ Wo Vee hoZ Whe\ affecW Whe SUobabiliW\. We foXnd in boWh
aWWack WUeeV, WhaW oXU miWigaWionV ZoXld make iW WhUee WimeV aV haUd Wo obWain Whe
aXdio daWa. WiWh Whe UeVXlWV, Ze chooVe WhUee miWigaWionV ChiSSofW can aSSl\.
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CHAP7ER 1

IN7ROD8C7ION

The mobile deYice iV being XVed moUe and moUe in oXU dail\ liYeV. NoW onl\ aUe
WheVe deYiceV XVed foU oXU SeUVonal liYeV, bXW alVo in Whe ZoUkSlace. HealWhcaUe
SUofeVVionalV can benefiW fUom XVing mobile deYiceV, inclXding incUeaVed effi-
cienc\ and enhanced SUodXcWiYiW\[1]. One comSan\ SUodXcing mobile aSSV foU
healWhcaUe SUofeVVionalV iV ChiSSofW. The\ aUe Whe biggeVW SUoYideU of elecWUonic
medical UecoUdV (EMR) VofWZaUe in Whe NeWheUlandV[2].

TheiU leading VofWZaUe iV called µHealWhcaUe InfoUmaWion X-change¶ oU HiX[3].
AW iWV coUe, iW iV an EMR V\VWem, bXW iW alVo haV a loW of e[WUa modXleV. Some
modXleV alloZ connecWiYiW\ Wo oWheU hoVSiWal deYiceV, like heaUW moniWoUV, oWheUV
helS Wo adminiVWeU medicaWion. HiX UXnV on deVkWoSV and laSWoSV in a WindoZV
enYiUonmenW. FoU Vome XVeUV, WhiV can be cXmbeUVome, becaXVe Whe\ do
noW alZa\V haYe diUecW acceVV Wo a comSXWeU, like nXUVeV and docWoUV doing
WheiU SaWienW UoXWe. To fill WhiV need, ChiSSofW cUeaWed mXlWiSle mobile aSSV Wo
VXSSlemenW (bXW noW UeSlace) Whe deVkWoS V\VWem. One of WhoVe aSSV iV foU
medical VSecialiVWV. IW alloZV Whem Wo Vee SaWienW infoUmaWion on WheiU mobile
deYiceV and Wo enWeU and VaYe SaWienW noWeV. In WhiV aSS, docWoUV ZoXld like
Wo Vee a neZ feaWXUe: Whe abiliW\ Wo UecoUd aXdio foU WheiU SaWienWV. Mainl\ Whe\
ZanW Wo UecoUd VXmmaUieV of conVXlWaWionV Whe\ had ZiWh WheiU SaWienWV. DocWoU
conVXlWaWionV can be comSlicaWed and emoWional foU a SaWienW, and he oU Vhe ma\
noW keeS WUack of ZhaW Whe docWoU Va\V. TheVe VXmmaUieV ZoXld alloZ SaWienWV Wo
liVWen Wo Whe docWoU¶V SoinWV again aW WheiU conYenience. In Whe fXWXUe, WhiV feaWXUe
coXld be e[Wended ZiWh VSeech-Wo-We[W VofWZaUe, Vo docWoUV can Wake noWeV b\
Walking Wo WheiU ShoneV.

When cUeaWing VofWZaUe XVed in a hoVSiWal, deYeloSeUV VhoXld Wake e[WUa
VecXUiW\ conceUnV inWo accoXnW. MoVW handled daWa Zill be VenViWiYe infoUmaWion
aboXW SaWienWV and VhoXld be SUoWecWed fUom XnaXWhoUi]ed SeoSle. The VofWZaUe
VhoXld alVo confoUm Wo (local) SUiYac\ laZV and, moVW of Whe Wime, ISO VWandaUdV
befoUe being alloZed in a hoVSiWal. WiWh WheVe conVWUainWV, iW VhoXld be knoZn
hoZ adYeUVaUieV coXld aWWack Whe VofWZaUe and ZhaW Whe conVeTXenceV of WheVe
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aWWackV aUe. ThiV knoZledge can When be XVed Wo UeaVon aboXW hoZ VecXUe Whe
VofWZaUe iV and hoZ iW can be made moUe VecXUe. The SUoceVV of finding e[SloiWV
and YXlneUabiliWieV in VofWZaUe iV called WhUeaW modeling.

In WhiV UeSoUW, Ze aSSl\ WhUeaW modeling WechniTXeV Wo leaUn if imSlemenWing a
VecXUe aXdio-UecoUding feaWXUe iV feaVible. In Whe fiUVW SaUW, Ze Zill define UeVeaUch
TXeVWionV (chaSWeU 2) and feaWXUe UeTXiUemenWV (chaSWeU 3). We conclXde ZiWh
chaSWeU 4, ZheUe Ze look inWo WhUeaW model anal\ViV meWhodologieV, WoolV, and
UelaWed ZoUkV. In Whe Vecond SaUW, Ze aSSl\ mXlWiSle WhUeaW modeling WechniTXeV
Wo anVZeU Whe UeVeaUch TXeVWionV. In chaSWeU 5, Ze look inWo STRIDE Wo geW an
oYeUYieZ of SoVVible YXlneUabiliWieV. ChaSWeU 6 conWainV an anal\ViV of SoVVible
aWWackeU SUofileV. TheVe WechniTXeV aUe combined in Whe ne[W SaUW µAWWack WUeeV
& MiWigaWionV¶, ZheUe Ze cUeaWe aWWack WUeeV foU WZo aWWack SUofileV: Whe inVideU
(chaSWeU 8) and Whe cUiminalV (chaSWeU 9). In WheVe chaSWeUV, Ze alVo define
miWigaWionV and Vee hoZ Whe\ affecW Whe aWWack WUeeV. In Whe laVW SaUW, Ze diVcXVV
Whe UeVXlWV of Whe anal\ViV (chaSWeU 10), conclXde (chaSWeU 11), and look ZheUe Wo
go fUom heUe (chaSWeU 12).
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CHAP7ER 2

GOALS & ME7HODOLOG<

In Whe XScoming VecWionV, Ze deWeUmine Whe goalV of WhiV UeSoUW and Zhich
meWhodologieV Wo XVe. We XVe TXeVWionV Wo define oXU goalV. We VWaUW b\
cUeaWing Whe main TXeVWion. Then Ze define backgUoXnd and UeVeaUch TXeVWionV
Wo helS anVZeU Whe main TXeVWion. FoU each of WheVe VXbTXeVWionV, Ze Whink of
meWhodV Wo anVZeU Whem. Table 2.1 VhoZV an oYeUYieZ of Whe VXbTXeVWionV and
Whe XVed meWhodologieV. The TXeVWionV define Whe VcoSe and VWUXcWXUe of WhiV
UeSoUW.

2.1 MAIN Q8ES7ION
BefoUe UeVeaUching Whe WoSic of VecXUe aXdio UecoUding on mobile deYiceV, Ze
define goalV and hoZ Wo Ueach Whem. The aXdio UecoUded conWainV VenViWiYe
SaWienW daWa and VhoXld be SUoWecWed. If noW SUoWecWed, Whe daWa coXld eaVil\ be
XVed b\ SeoSle ZiWh bad inWenWionV (i.e., aWWackeUV). FoU e[amSle, Whe\ coXld
XVe Whe daWa Wo blackmail a (famoXV) SaWienW, docWoU, hoVSiWal, oU ChiSSofW. IW iV
alVo SoVVible cUiminalV Zill WU\ Wo obWain WhiV daWa Wo Vell Wo Whe higheVW biddeU.
Leaked daWa Zill alVo bUeak Whe confidenWialiW\ beWZeen a docWoU and a SaWienW.
ThiV WheViV Zill WU\ Wo find oXW if WhiV daWa can be SUoWecWed and, if Vo, hoZ. The
main TXeVWion WheUefoUe iV:

How can a mobile app that records privac\-sensitive audio
prevent attackers from obtaining said audio?

ThiV TXeVWion VhoXld giYe ChiSSofW an idea if iW iV feaVible Wo UecoUd aXdio Vafel\
on a mobile deYice. If Vo, WhiV UeSoUW can be a VWaUWing SoinW foU Whe imSlemenWaWion
oU fXUWheU UeVeaUch. The UeSoUW Zill alVo helS ChiSSofW Wo comSl\ ZiWh VWandaUdV
and UegXlaWionV, aV diVcXVVed in VecWion 4.3.

FUom an academic SoinW of YieZ, iW iV inWeUeVWing Wo knoZ hoZ Vafe Wo XVe
mobile deYiceV aUe in Whe medical field, eVSeciall\ in a ZoUld ZheUe moUe and
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moUe deYiceV aUe XVed in Whe medical ZoUld. The UeSoUW Zill alVo VhoZ hoZ good
WheoU\ can be aSSlied in SUacWice.

We defined a mXlWiWXde of VXb-TXeVWionV, Zhich conViVW of backgUoXnd TXeV-
WionV and UeVeaUch TXeVWionV. The backgUoXnd TXeVWionV helS XndeUVWand Whe
conWe[W of Whe UeVeaUch. The UeVeaUch TXeVWionV helS anVZeU Whe main TXeVWion.
Table 2.1 VhoZV a VXmmaU\ of XVed meWhodologieV foU each TXeVWion. The
XScoming VecWionV Zill go inWo deWail of each TXeVWion.

2.2 BACKGRO8ND Q8ES7IONS

BQ1 What are the requirements for an audio recording feature in the
specialist app?

ReTXiUemenWV need Wo be defined fiUVW Wo anVZeU Whe main TXeVWion, aV Whe\ Zill
define Whe VcoSe of WhiV UeSoUW. The UeTXiUemenWV VhoXld be UeVWUicWed Wo (baVic)
fXncWional and VecXUiW\ UeTXiUemenWV. ReTXiUemenWV Zill be eliciWed fUom and b\
bUainVWoUming ZiWh ChiSSofW and diVcXVVed in chaSWeU 3.

BQ2 What are e[isting methods to find possible threats and attack sce-
narios?

AnVZeUing WhiV TXeVWion Zill helS Wo Sick Whe UighW meWhodolog\ and WoolV Wo XVe
foU oXU anal\ViV. IW Zill alVo helS Wo beWWeU XndeUVWand Whe conWe[W of Whe SUoblem
b\ finding UelaWed ZoUk. A liWeUaWXUe VWXd\ iV SeUfoUmed Wo find Whe anVZeU. ToolV
like Google ScholaU[4] and ScoSXV[5] aUe XVed Wo find SaSeUV conceUning WhiV
VXbjecW. OWheU infoUmaWion, like docXmenWaWion of WoolV and aWWack libUaUieV, iV
foXnd b\ VeaUching on Whe inWeUneW. ThiV TXeVWion Zill be diVcXVVed in chaSWeU 4.

2.3 RESEARCH Q8ES7IONS

RQ1 What are possible vulnerabilities and threats for an audio recording
feature in a mobile app?

ThiV TXeVWion Zill giYe a good oYeUYieZ of Whe V\VWem and ZeUe SoVVible YXlneUa-
biliWieV ma\ lie, Zhich Zill helS anVZeU UeVeaUch TXeVWion RQ3, becaXVe WheVe
YXlneUabiliWieV Zill define ZhaW VcenaUioV aUe SoVVible. The STRIDE meWhodol-
og\[6], diVcXVVed in moUe deWail in chaSWeU 4, iV XVed Wo anVZeU WhiV TXeVWion.
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QUESTION METHODOLOGY CHAPTER

BQ1 ReTXiUemenWV EliciW fUom and bUainVWoUming ZiWh ChiS-
SofW.

3

BQ2 LiWeUaWXUe LiWeUaWXUe VWXd\, VeaUch on inWeUneW 4

RQ1 ThUeaWV & YXlneUabil-
iWieV

STRIDE meWhodolog\, LiWeUaWXUe VWXd\,
manXalV fUom AndUoid and iOS

5

RQ2 AWWackeU SUofileV UVe UeVXlW BQ2, liWeUaWXUe VWXd\, bUain-
VWoUming ZiWh emSlo\eeV ChiSSofW

6

RQ3 AWWack VcenaUioV UVe UeVXlW RQ1, RQ2 and aWWack WUeeV 8, 9

RQ4 AWWack VcenaUioV
SUobabiliW\ & imSacW

AWWack WUeeV 8, 9

RQ5 AWWack VcenaUioV miW-
igaWion

UVe UeVXlW RQ1, bUainVWoUming, liWeUaWXUe
VWXd\

8, 9

7DEOH 2.1: OYeUYieZ of meWhodV XVed Wo anVZeU each UeVeaUch TXeVWionV.

STRIDE giYeV XV a global oYeUYieZ of YXlneUabiliWieV ZiWhoXW going inWo Woo mXch
(Xnneeded) deWail. The WhUeaWV can be foXnd in chaSWeU 5. In WhiV chaSWeU Ze alVo
diVcXVV Vome e[iVWing meWhodV Wo miWigaWe foXnd WhUeaWV, Wo SXW Whem in conWe[W.
TheVe miWigaWionV aUe alVo XVed Wo anVZeU UeVeaUch TXeVWion RQ5. ToolV like
Google ScholaU[4] and ScoSXV[5] aUe XVed Wo find miWigaWionV. OWheU YalXable
UeVoXUceV aUe Whe docXmenWaWionV fUom AndUoid[7] and iOS[8].

RQ2 What are possible attacker profiles?

AWWackeU SUofileV can be XVed Wo find aWWack VcenaUioV. The\ Zill define ZhaW
Vkill and UeVoXUceV an aWWackeU mighW haYe and hoZ Whe aWWackeU ma\ aWWack Whe
V\VWem. LiWeUaWXUe foXnd ZiWh backgUoXnd TXeVWion BQ2, and bUainVWoUming ZiWh
ChiSSofW emSlo\eeV Zill be XVed Wo find WheVe SUofileV. The\ can be foXnd in
chaSWeU 6.
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RQ3 What are possible attack scenarios?

PoVVible aWWack VcenaUioV Zill helS XndeUVWand hoZ adYeUVaUieV coXld obWain Whe
aXdio daWa. TZo aWWackeU SUofileV fUom UeVeaUch TXeVWion RQ2 aUe VelecWed Wo
cUeaWe WZo aWWack WUeeV. The aWWack WUeeV, e[Slained in VecWion 4.1.2, Zill VhoZ
ZhaW VcenaUioV aUe SoVVible. The UeVXlWV fUom UeVeaUch TXeVWion RQ1 Zill helS Wo
cUeaWe aWWack WUeeV. B\ knoZing Whe YXlneUabiliWieV, iW iV eaVieU Wo Whink of aWWack
VcenaUioV and model Whem inWo an aWWack WUee. The aWWack WUeeV can be foXnd in
Whe WhiUd SaUW of WhiV WheViV.

RQ4 What are the probabilities of attack scenarios?

KnoZing ZhaW aWWack VcenaUioV aUemoVW likel\ and WheiU imSacW Zill decide ZheWheU
Whe aXdio UecoUding feaWXUe can be made Vafe enoXgh. Ma\be iW iV noW SoVVible
Wo defend againVW an aWWack VcenaUio, bXW iV Whe UiVk Vo loZ, WhaW ChiSSofW decideV
Wo Wake WhaW UiVk. So-called effoUW YalXeV aUe aVVigned Wo Whe nodeV fUom Whe
aWWack WUeeV of UeVeaUch TXeVWion RQ3. TheVe YalXeV Zill giYe an inVighW inWo Whe
SUobabiliWieV of VcenaUioV haSSening and can be foXnd in Whe WhiUd SaUW of WhiV
WheViV.

RQ5 How can the attack scenarios from research question RQ4 be miti-
gated?

We VXggeVW miWigaWionV Wo loZeU Whe SUobabiliW\ of aWWack VcenaUioV haSSening Wo
anVZeU WhiV TXeVWion. The aWWack WUeeV can be XVed Wo define Whe moVW effecWiYe
miWigaWionV b\ addUeVVing Zeak VSoWV. MiWigaWionV aUe Waken fUom liWeUaWXUe, bUain-
VWoUming, and Whe UeVXlWV fUom UeVeaUch TXeVWion RQ1. We alVo WU\ Wo calcXlaWe
Whe effecW of miWigaWionV on Whe SUobabiliW\ of aWWack VcenaUioV. CalcXlaWing iV done
b\ XSdaWing Whe aWWack WUeeV ZiWh neZ nodeV and effoUW YalXeV, Zhich VimXlaWe
Whe miWigaWion being aSSlied. The miWigaWionV can be foXnd in Whe Vame chaSWeUV
aV Whe aWWack WUeeV, Zhich aUe in Whe WhiUd SaUW of WhiV UeSoUW.

2.4 CONCL8SION
In WhiV chaSWeU, Ze defined Whe main TXeVWion, backgUoXnd TXeVWionV, and Ue-
VeaUch TXeVWionV. We XVe WheVe TXeVWionV Wo define Whe VWUXcWXUe of oXU UeSoUW.
The WZo backgUoXnd TXeVWionV Zill helS XndeUVWand Whe conWe[W of Whe UeVeaUch,
and Whe fiYe UeVeaUch TXeVWionV Zill helS Wo anVZeU Whe main TXeVWion. We alVo
e[Slained Zhich meWhodV Zill be XVed Wo anVZeU each of Whe TXeVWionV, and
Wable 2.1 VhoZV in Zhich chaSWeU WhiV haSSenV. In Whe ne[W chaSWeU, Ze Zill
anVZeU Whe fiUVW backgUoXnd TXeVWion b\ VSecif\ing Whe UeTXiUemenWV.
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CHAP7ER 3

REQ8IREMEN7S

We Zill XVe WhiV chaSWeU Wo VSecif\ a (minimXm) VeW of UeTXiUemenWV foU an aXdio
UecoUding feaWXUe. We eliciW Whe UeTXiUemenWV b\ looking aW eighW VWakeholdeUV
and Walking ZiWh emSlo\eeV of ChiSSofW. FiUVW, Ze diVcXVV Whe VWakeholdeUV, When
Ze look aW fXncWional UeTXiUemenWV, and laVWl\, Ze menWion VecXUiW\ UeTXiUemenWV.
Table 3.1 liVWV all UeTXiUemenWV and Zhich VWakeholdeUV Whe\ affecW diUecWl\. TheVe
UeTXiUemenWV deWeUmine Whe VcoSe of Whe UeVW of WhiV UeSoUW. ThiV chaSWeU Zill
anVZeU oXU fiUVW backgUoXnd TXeVWion BQ1, menWioned in Whe SUeYioXV chaSWeU:

What are the requirements for an audio recording feature in the
specialist app?

3.1 S7AKEHOLDERS
BefoUe UeTXiUemenWV aUe defined, iW iV XVefXl Wo Vee Zhich SaUWieV haYe inWeUeVWV
in cUeaWing a neZ aXdio UecoUding feaWXUe. BeloZ Whe main VWakeholdeUV and
WheiU inWeUeVWV aUe diVcXVVed. The\ can be diYided inWo WhUee gUoXSV: comSan\
(S1 Wo S3), hoVSiWal (S4 Wo S6), and XniYeUViW\ (S7 and S8) VWakeholdeUV. Some
VWakeholdeUV haYe moUe inWeUeVW in Whe SUoceVV of Whe WhUeaW anal\ViV, like Whe
XniYeUViW\ VWakeholdeUV. OWheUV aUe onl\ inWeUeVWed in Whe feaWXUe iWVelf, like Whe
hoVSiWal VWakeholdeUV.

61 ChipSoft

AV a comSan\, ChiSSofW Zill ZanW Wo make VXUe Whe feaWXUe iV VecXUe. A daWa
leak coXld giYe mXch negaWiYe SXbliciW\ and Zill coVW Whe comSan\ mone\. NoW
onl\ Whe confidenWialiW\ of daWa, bXW inWegUiW\ iV eVVenWial Woo. Lack of inWegUiW\
ma\ UeVXlW in haUming Whe SaWienW, Zhich leadV Wo bad SXbliciW\. ChiSSofW alVo
needV Wo VhoZ WhaW Whe\ UeVeaUched VecXUiW\ UiVkV Wo comSl\ ZiWh Whe VWandaUdV
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menWioned in VecWion 4.3. The WheViV VhoXld helS Wo Ueach WheVe goalV, and Whe
UeVXlWV VhoXld be XVefXl foU oWheU feaWXUeV and SUojecWV acUoVV Whe comSan\.

62 Developers

The deYeloSeUV Zill benefiW fUom VecXUe, mainWainable, and TXaliW\ code. The
WheViV VhoXld helS deYeloSeUV deVign WhiV code. DeYeloSeUV ZoXld benefiW moVW
if iW iV cleaU ZhaW Whe ne[W VWeSV aUe afWeU WhiV UeSoUW. The UeSoUW VhoXld alVo giYe
Whem confidence WhaW a WhoUoXgh VecXUiW\ anal\ViV iV done. AlVo, like VWakeholdeU
ChiSSofW, Whe UeXVabiliW\ of Whe UeVXlWV iV imSoUWanW foU Whem.

63 Implementation and Support

The imSlemenWaWion and VXSSoUW deSaUWmenW fUom ChiSSofW helSV hoVSiWalV Wo
inVWall and XVe Whe comSan\¶V VofWZaUe. The\ Zill benefiW fUom a VWable imSle-
menWaWion, Zhich iV eaV\ Wo XVe b\ Whe end-XVeUV. SWable VofWZaUe helSV Whem
enVXUe haSS\ cXVWomeUV.

64 The hospital(s)

HoVSiWalV Zill XVe Whe VofWZaUe and Whe\ haYe Wo folloZ laZV and UegXlaWionV. AV
ZiWh ChiSSofW, one of WheiU SUioUiWieV iV Wo SUeYenW daWa leakV and inWegUiW\ of daWa.
OWheU SUioUiWieV aUe WhaW Whe VofWZaUe VaYeV mone\ and imSUoYeV Whe TXaliW\ of
caUe.

65 The medical specialist(s)

The medical VSecialiVWV Zill XVe Whe neZ aXdio UecoUding feaWXUe. TheiU inWeUeVWV
aUe WhaW iW iV eaV\ Wo XVe and WhaW Whe\ can be VXUe WheiU UecoUdingV geW VaYed
ZiWh Whe UighW SaWienW. If UecoUding a conYeUVaWion iV haUd oU XnUeliable, docWoUV
SUobabl\ Zill noW XVe iW.

66 The patient(s)

PaWienWV aUe alVo conceUned ZiWh WhiV neZ feaWXUe aV Whe UecoUdingV Zill conWain
SeUVonal infoUmaWion aboXW Whem. IW iV in WheiU inWeUeVW WhaW Whe aXdio UecoUdV
aUe onl\ aYailable Wo WhoVe Zho aUe alloZed Wo Vee WheiU medical UecoUdV. The
aYailabiliW\ of Whe UecoUdV Zill alVo be imSoUWanW foU Whem, bXW Whe focXV in WhiV
UeSoUW iV on UecoUding Whe aXdio.
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67 Universit\ of Twente

The XniYeUViW\ doeV noW haYe a diUecW inWeUeVW in Whe feaWXUe iWVelf. TheiU inWeUeVW
lieV in Whe academic YalXe of cUeaWing Whe feaWXUe. ImSoUWanW iV WhaW WhiV SUoceVV
UeYealV neZ infoUmaWion, Zhich can be UeXVed in oWheU SUojecWV. The\ alVo need
Wo Vee WhaW Whe gUadXaWe can do WhiV kind of SUojecW.

68 The graduate

FoU Whe gUadXaWe, Whemain inWeUeVW Zill be Wo comSleWe Whe final SUojecW VXcceVVfXll\.
ThiV inWeUeVW can be VXSSlemenWed ZiWh SeUVonal moWiYaWion, like diVcoYeUing
XnknoZn VolXWionV.

3.2 REQ8IREMEN7S
We XVe Whe VWakeholdeUV, Whe deVcUiSWion of Whe feaWXUe in chaSWeU 1, and inSXW
fUom ChiSSofW Wo define UeTXiUemenWV. FiUVW, Ze conVideU fXncWional UeTXiUemenWV,
When VecXUiW\ UeTXiUemenWV. We WU\ Wo keeS Whe fXncWional UeTXiUemenWV VimSle Wo
keeS Whe focXV on VecXUiW\. We Zill noW diVcXVV oWheU W\SeV of UeTXiUemenWV aV
Whe\ aUe oXW of VcoSe and noW cUXcial foU WhiV UeSoUW. Table 3.1 VhoZV an oYeUYieZ
of all UeTXiUemenWV and affecWed VWakeholdeUV.

3.2.1 F8NC7IONAL REQ8IREMEN7S

R1 A medical specialist should be able to record audio on his or her
mobile device.

The docWoU VhoXld be able Wo SUeVV Vome bXWWon Wo VWaUW Wo UecoUd aXdio. When
Whe docWoU iV done, he oU Vhe VhoXld be able Wo VWoS Whe UecoUding.

R2 The audio records should be sent to and stored in HiX.

The aXdio UecoUd VhoXld be VWoUed in HiX Vo iW can be eaVil\ UeWUieYed. DocWoUV
coXld When alVo acceVV Whe aXdio UecoUd fUom WheiU deVkWoS.

R3 Medical specialists should be able to choose the patient for which
the audio record is meant.

The docWoU VhoXld be able Wo VelecW a SaWienW befoUe he oU Vhe VWaUWV UecoUding.
SelecWing Whe UighW SaWienW VhoXld SUeYenW mi[-XSV, ZheUe UecoUdV aUe coXSled Wo
Whe ZUong SaWienW(V).
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R4 Medical specialists should be able to use their personal devices.

DocWoUV Wend Wo XVe WheiU SeUVonal deYiceV becaXVe Whe\ can UeceiYe callV aboXW
SaWienWV Whe\ aUe WUeaWing Zhen Whe\ aUe noW aW ZoUk. HaYing a deYice fUom ZoUk
ZoXld mean Whe\ ZoXld haYe Wo Wake WZo deYiceV eYeU\ZheUe.

BecaXVe of Whe VcoSe of WhiV SUojecW, Whe fXncWional UeTXiUemenWV aUe keSW aV
VimSle aV SoVVible. ReTXiUemenWV R1 Wo R3 aUe Whe minimal UeTXiUemenWV Wo
UecoUd aXdio foU a SaWienW. ReTXiUemenW R4 iV inWeUeVWing becaXVe iW haV a
VignificanW imSacW on VecXUiW\.

3.2.2 SEC8RI7< REQ8IREMEN7S

R5 The audio record should not be stored on the device.

CXUUenWl\, no medical daWa iV VWoUed on Whe deYice Wo SUeYenW daWa leakV Zhen a
docWoU loVeV a deYice, oU iW geWV VWolen. RXleV and UegXlaWionV alVo do noW alloZ
daWa Wo be VWoUed on deYiceV. TheUefoUe, aXdio daWa cannoW be VWoUed.

R6 The audio record should be saved with the right electronic medical
record (EMR).

ThiV UeTXiUemenW iV needed Wo enVXUe SaWienW VafeW\. SWoUing an aXdio UecoUd ZiWh
Whe ZUong EMR coXld mean WhaW a docWoU geWV Whe ZUong infoUmaWion aboXW Whe
SaWienW. IW coXld alVo UeVXlW in a daWa-leak Zhen a SaWienW can liVWen Wo a ZUongl\
VWoUed UecoUd fUom anoWheU SaWienW.

R7 Onl\ authori]ed people should have access to the audio records.

AXdio UecoUdV VhoXld onl\ be acceVVible foU aXWhoUi]ed SeoSle, Wo SUeYenW daWa
leakV.

R8 The feature should provide data integrit\.

A docWoU (and SaWienW) VhoXld be able Wo e[SecW WhaW Whe aXdio haV inWegUiW\.
InWegUiW\ iV alVo eVVenWial foU SaWienW VafeW\ becaXVe WamSeUed aXdio coXld conWain
falVe VWaWemenWV, Zhich coXld lead Wo docWoUV making ZUong deciVionV.
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REQ. DESCRIPTION STAKEHOLDERS

R1 A medical VSecialiVW VhoXld be able Wo UecoUd
aXdio on hiV oU heU mobile deYice

S4, S5, S6

R2 The aXdio UecoUdV VhoXld be VenW Wo and VWoUed
in HiX

S4, S5, S6

R3 Medical VSecialiVWV VhoXld be able Wo chooVe Whe
SaWienW foU Zhich Whe aXdio UecoUd iV meanW

S4, S5, S6

R4 Medical VSecialiVWV VhoXld be able Wo XVe WheiU
SeUVonal deYiceV

S4, S5

R5 The aXdio UecoUd VhoXld noW be VWoUed on Whe
deYice

S1, S4, S5, S6

R6 The aXdio UecoUd VhoXld be VaYed ZiWh Whe UighW
elecWUonic medical UecoUd (EMR)

S1, S4, S5, S6

R7 Onl\ aXWhoUi]ed SeoSle VhoXld haYe acceVV Wo
Whe aXdio UecoUdV

S1, S4, S5, S6

R8 The feaWXUe VhoXld SUoYide daWa inWegUiW\ S1, S4, S5, S6

7DEOH 3.1: An oYeUYieZ of Whe UeTXiUemenWV and Zhich VWakeholdeUV Whe\ affecW diUecWl\.

3.3 CONCL8SION
We foXnd eighW VWakeholdeUV, foXU fXncWional UeTXiUemenWV, and foXU VecXUiW\
UeTXiUemenWV. TheVe UeTXiUemenWV deWeUmine Whe VcoSe foU Whe UeVW of Whe UeSoUW.
The VWakeholdeUV helS Wo XndeUVWand Whe conWe[W and Wo define UeTXiUemenWV. We
keSW Whe feaWXUe aV VimSle aV SoVVible becaXVe Ze aUe inWeUeVWed in Whe VecXUiW\.
If Ze look aW Whe VecXUiW\ UeTXiUemenWV, iW iV haUd, if noW imSoVVible, Wo enVXUe
UeTXiUemenWV R7 and R8. NeYeUWheleVV, Whe VofWZaUe VhoXld VWUiYe Wo Ueach WheVe
goalV. ThiV UeSoUW VhoXld helS XndeUVWand if and Wo ZhaW e[WenW WhiV iV SoVVible.

Table 3.1 alVo VhoZV WhaW noW all VWakeholdeUV aUe diUecWl\ affecWed b\ Whe
UeTXiUemenWV. SWakeholdeUV S2 and S3, Whe deYeloSeUV, and Whe imSlemenWaWion
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and VXSSoUW deSaUWmenW aUe miVVing becaXVe UeTXiUemenWV WhaW diUecWl\ affecW
Whem, like mainWainabiliW\ and XVabiliW\ UeTXiUemenWV, aUe oXW of VcoSe. OWheU
VWakeholdeUV, like Whe XniYeUViW\ VWakeholdeUV (S8 and S7), aUe noW affecWed b\
UeTXiUemenWV becaXVe WheiU focXV iV on Whe UeVeaUch.

WiWh WhiV chaSWeU, Ze anVZeUed backgUoXnd TXeVWion BQ1 and defined Whe
VcoSe of Whe feaWXUe. In Whe ne[W chaSWeU, Ze Zill Wake a look aW WhUeaW modeling
WechniTXeV and UelaWed ZoUk.
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CHAP7ER 4

BACKGRO8ND & RELA7ED :ORK

TheUe e[iVW mXlWiSle WechniTXeV Wo do WhUeaW modeling. In WhiV chaSWeU, Ze VWaUW b\
e[Slaining ZhaW WhUeaW modeling iV. Then, Ze Zill look aW Vi[ WechniTXeV: STRIDE,
aWWack WUeeV, aWWackeU SUofileV, LINDDUN, CVSS, and aWWack libUaUieV. Wh\ WheVe
WechniTXeV aUe VelecWed iV e[Slained in Whe ne[W VecWion. We XVe SaSeUV and
bookV Wo XndeUVWand Whe WechniTXeV. LeaUning aboXW WheVe WechniTXeV helSV Wo
decide Zhich aUe aSSUoSUiaWe Wo anVZeU oXU UeVeaUch TXeVWionV.

In VecWion 4.2, Ze Zill diVcXVV aYailable WoolV WhaW can helS ZiWh Whe WhUeaW
modeling SUoceVV. ThUeaW modeling can be a Wime-conVXming SUoceVV, Vo WoolV
WhaW can VSeed XS WhaW SUoceVV aUe Zelcome. We foXnd Whe WoolV b\ VeaUching
Whe inWeUneW and looking foU WoolV XVed in Whe liWeUaWXUe. AfWeU Whe WoolV, Ze Zill
Wake a cloVeU look aW Whe laZV, UegXlaWionV, and VWandaUdV Zhich ChiSSofW haV Wo
folloZ in VecWion 4.3. We Zill geW Wo knoZ Zhich oneV affecW WhiV UeSoUW.

LaVW, Ze look aW oWheU UelaWed ZoUk in VecWion 4.4, ZheUe Ze WU\ Wo find and
diVcXVV VimilaU UeVeaUch. ThiV UeVeaUch coXld helS in defining and XndeUVWanding
oXU UeVeaUch. The XScoming VecWionV VhoXld helS XV XndeUVWand Whe conWe[W of
WhiV SUojecW. The chaSWeU VhoXld anVZeU backgUoXnd TXeVWion BQ2:

What are e[isting methods to find possible threats and attack scenar-
ios?

4.1 7HREA7 MODELING
WikiSedia defineV WhUeaW modeling aV ³a process b\ which potential threats,
such as structural vulnerabilities or the absence of appropriate safeguards, can
be identified, enumerated, and mitigations can be prioriti]ed´[9]. TheUe aUe
man\ Za\V Wo do WhiV SUoceVV, and iW deSendV on Whe conWe[W, Zhich meWhod iV
aSSUoSUiaWe. WhaW WheVe meWhodV haYe in common iV WhaW Whe\ alloZ idenWif\ing
and SUioUiWi]ing WhUeaWV Wo a V\VWem. ThUeaW modeling haV mXlWiSle benefiWV[10]:

18



� DeVign iVVXeV ZiWh VecXUiW\ aUe foXnd befoUe an\ line of code iV ZUiWWen.

� IW helSV XndeUVWand VecXUiW\ UeTXiUemenWV.

� IW decUeaVeV Whe nXmbeU of VecXUiW\ bXgV, making VofWZaUe moUe VWable.

� IW addUeVVeV VofWZaUe iVVXeV oWheU WechniTXeV and WoolV cannoW do.

DeYeloSeUV Zill haYe Whe moVW adYanWage of WheVe benefiWV Zhen Whe modeling iV
done befoUe oU dXUing Whe deVign VWage in Whe VofWZaUe deYeloSmenW life c\cle.
HoZeYeU, WhUeaW modeling can be done dXUing Whe Zhole deYeloSmenW c\cle and
be XVefXl. Doing iW laWeU Zill VWill find (Whe Vame) VecXUiW\ iVVXeV, bXW iW ma\ coVW
moUe effoUW Wo UeVolYe Whem.

OYeU Whe \eaUV, mXlWiSle aSSUoacheV emeUged Wo do WhUeaW modeling[11]. The
goal of WheVe aSSUoacheV iV Wo SUoYide a V\VWemaWic Za\ Wo find WhUeaWV. MeWhodV
can Uange fUom a bUainVWoUming VeVVion Wo cUeaWing deWailed modelV of SoVVible
aWWack VcenaUioV. FiYe meWhodologieV aUe VelecWed and diVcXVVed in moUe deWail.
The STRIDE meWhodolog\ iV VelecWed becaXVe iW iV maWXUe, Zell-knoZn, and
VXSSoUWed b\ WoolV. AW Whe momenW of ZUiWing, ChiSSofW alVo XVeV STRIDE Wo find
VecXUiW\ UiVkV. We diVcXVV aWWack WUeeV becaXVe iW iV a Zell-knoZn WechniTXe.
AnoWheU UeaVon iV WhaW Whe foUmal meWhodV gUoXS of Whe UniYeUViW\ of TZenWe
haV a loW of e[SeUWiVe aboXW Whem[12, 13]. AWWackeU SUofileV can VXSSoUW aWWack
WUeeV and giYe oUiginal aWWack VcenaUioV, Vo Ze alVo VelecWed WhiV WechniTXe. We
chooVe Whe LINDDUN WechniTXe becaXVe of Whe focXV on SUiYac\, Zhich iV a
VignificanW aVSecW of VofWZaUe in Whe medical field. The Common VXlneUabiliW\
ScoUing S\VWem iV VelecWed becaXVe iW iV one of Whe moVW SoSXlaU SUioUiWi]ing
meWhodV. LaVWl\, Ze diVcXVV aWWack libUaUieV becaXVe Whe\ aUe SoSXlaU in Zeb
and aSS deYeloSmenW.

4.1.1 S7RIDE
One of Whe moVW maWXUe meWhodologieV iV Whe STRIDE meWhod[11]. IW ZaV inWUo-
dXced b\ MicUoVofW in 1999 Zhen Whe\ VWaUWed Wo docXmenW WheiU WhUeaW modeling
SUoceVV[6]. The name comeV fUom Whe Vi[ W\SeV of WhUeaWV iW defineV: SSoofing
idenWiW\, TamSeUing ZiWh daWa, ReSXdiaWion, InfoUmaWion diVcloVXUe, Denial of
VeUYice, and EleYaWion of SUiYilege (hence STRIDE). Table 4.1 e[SlainV ZhaW
WheVe W\SeV mean, bXW alVo Zhich VofWZaUe SUoSeUW\ geWV YiolaWed b\ Whe W\Se.
TheVe aUe all VecXUiW\ SUoSeUWieV. DiVcoYeUing WhUeaWV iV done ZiWh Whe helS of

19



daWa floZ diagUamV of Whe V\VWem. DaWa floZ diagUamV (DFDV) aUe bXild ZiWh Whe
folloZing elemenWV[14]:

� PURFHVVHV UeceiYe inSXW daWa and SUodXce oXWSXW, foU e[amSle, a VeUYeU.

� DDWD VWRUHV YiVXali]e SlaceV ZheUe daWa iV VWoUed, like daWabaVeV oU a
fileV\VWem.

� E[WHUQDO HQWLWLHV aUe XVed Wo diVSla\, foU e[amSle, XVeUV of a V\VWem.

� DDWD IORZV aUe XVed Wo YiVXali]e e[changed daWa beWZeen elemenWV.

� BRXQGDULHV VhoZ ZheUe daWa cUoVVeV a WUXVW boXndaU\. A WUXVW-boXndaU\
iV a boXndaU\ beWZeen SaUWV of Whe V\VWem ZiWh a diffeUenW leYel of WUXVW[15].
An e[amSle iV an inWeUneW boXndaU\ beWZeen a clienW and a VeUYeU.

NoWe WhaW boXndaUieV aUe noW SaUW of µnoUmal¶ DFDV, bXW aUe XVed in WhUeaW
modeling[6]. DaWa floZ diagUamV do noW haYe Wo be deWailed (alWhoXgh Whe\ can
be): mXlWiSle ¶leYelV¶ can be made of a V\VWem. FoU e[amSle, a 0-leYel DFD VhoZV
Whe Zhole V\VWem and hoZ iW inWeUacWV ZiWh e[WeUnal enWiWieV. ThiV Za\, deYeloSeUV
can cUeaWe DFDV aW Whe beginning oU befoUe Whe deVign VWage of VofWZaUe Zhen
man\ deWailV aUe VWill miVVing. LaWeU on, moUe deWailed (1- oU 2-leYel) DFDV can
be made. HaYing mXlWiSle leYelV of deWail helSV find WhUeaWV on diffeUenW VcaleV.

When one oU moUe daWa floZ diagUamV aUe made, Whe ne[W VWeS iV Wo find
acWXal WhUeaWV, Zhich iV done b\ conVideUing all WhUeaW W\SeV fUom STRIDE foU
each elemenW. Table 4.1 VhoZV Zhich elemenWV aUe W\Sical YicWimV of Zhich WhUeaW
W\SeV. TheVe W\SeV VhoXld be conVideUed gXidelineV. SomeWimeV iW can be haUd
Wo caWegoUi]e a WhUeaW XndeU one W\Se Zhich VhoXld noW maWWeU, aV WhUeaWV VhoXld
be foXnd, noW caWegoUi]ed.

The STRIDE meWhod findV ZhaW YXlneUabiliWieV WheUe aUe foU a V\VWem, bXW noW
hoZ WheVe YXlneUabiliWieV can be e[SloiWed. ThiV diffeUV fUom, foU e[amSle, aWWack
WUeeV, ZheUe a deWailed model iV cUeaWed Wo VhoZ hoZ aWWackV can be e[ecXWed.
TheVe WZo meWhodV can ZoUk comSlemenWaU\, ZheUe STRIDE iV XVed Wo find Whe
(iniWial) WhUeaWV and aWWack WUeeV aUe XVed Wo geW a moUe deWailed YieZ. Finding
all WhUeaWV ZiWh STRIDE can be Wime-conVXming b\ hand[11]. LXckil\ WheUe e[iVW
WoolV Wo helS ZiWh WhaW, aV iV diVcXVVed in VecWion 4.2.

TheUe aUe alVo YaUianWV on STRIDE, like STRIDE-SeU-ElemenW[6], STRIDE-
SeU-InWeUacWion[10] and DESIST[10]. ThiV UeSoUW Zill onl\ focXV on STRIDE.
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THREAT PROPERTY
VIOLATED

THREAT DEFINITION TYPICAL
VICTIMS

SSoofing AXWhenWicaWion PUeWending Wo be VomeWhing oU
Vome-one oWheU Whan \oXUVelf

PUoceVVeV,
e[WeUnal
enWiWieV, SeoSle

TamSeUing InWegUiW\ Modif\ing VomeWhing on diVk,
on a neWZoUk, oU in-memoU\

DaWa VWoUeV,
daWa floZV,
SUoceVVeV

ReSXdiaWion Non-
ReSXdiaWion

Claiming WhaW \oX did noW do
VomeWhing, oU ZeUe noW UeVSon-
Vible. ReSXdiaWion can be hon-
eVW oU falVe, and Whe ke\ TXeV-
Wion foU V\VWem deVigneUV iV,
ZhaW eYidence do \oX haYe?

PUoceVV

InfoUmaWion
diVcloVXUe

ConfidenWialiW\ PUoYiding infoUmaWion Wo Vome-
one noW aXWhoUi]ed Wo Vee iW

PUoceVVeV,
daWa VWoUeV,
daWa floZV

Denial of
VeUYice

AYailabiliW\ AbVoUbing UeVoXUceV needed
Wo SUoYide VeUYiceV

PUoceVVeV,
daWa VWoUeV,
daWa floZV

EleYaWion of
SUiYilege

AXWhoUi]aWion AlloZing Vomeone Wo do Vome-
Whing Whe\ aUe noW aXWhoUi]ed Wo
do

PUoceVV

7DEOH 4.1: An oYeUYieZ of Whe diffeUenW WhUeaW W\SeV in STRIDE. Taken fUom Threat
modeling: Designing for securit\[10].

4.1.2 A77ACK 7REES
The Vecond meWhodolog\ diVcXVVed aUe aWWack WUeeV. AWWack WUeeV ZeUe SUoSoVed
b\ SchneieU in 1999[16]. Since When, Whe\ haYe become a SoSXlaU aid in WhUeaW
modeling.

In an aWWack WUee, Whe nodeV UeSUeVenW aWWackV/acWionV. The UooW node VWaWeV
Whe global goal of an aWWackeU. The childUen of Whe UooW node UeSUeVenW Za\V Wo
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FLJXUH 4.1: An e[amSle of an aWWack WUee fUom SchneieU[16]. NoWe Whe aUc beWZeen Whe
WZo aUUoZV aW Whe boWWom, Zhich UeSUeVenWV an AND UelaWionVhiS.

achieYe WhiV goal. Each child can again haYe childUen ZiWh Za\V Wo achieYe WhaW
child. ThiV Za\, nodeV geW VSliW XS aV faU aV needed.

FigXUe 4.1 VhoZV an e[amSle of oSening a Vafe. To oSen a Vafe, Vomeone
can eiWheU Sick Whe lock, leaUn Whe combo, cXW Whe Vafe oSen, oU inVWall iW imSUoSeUl\.
TheUe iV an OR UelaWionVhiS beWZeen WheVe childUen. On Whe loZeVW leYel of Whe
image, an aUc can be Veen beWZeen WZo aUUoZV. The aUc iV XVed Wo YiVXali]e an
AND UelaWionVhiS beWZeen Whe childUen. To be able Wo eaYeVdUoS, an aWWackeU
needV Wo liVWen Wo Whe WaUgeW, AND Whe WaUgeW haV Wo Va\ Whe code.

Once an aWWack WUee iV cUeaWed, aWWUibXWeV can be added Wo aWWack nodeV Wo
giYe moUe inVighW inWo aWWackV. Some aWWUibXWeV WhaW can be XVed aUe:[17]

� The PRVVLELOLW\ an aWWack haSSenV, Zhich can be e[SUeVVed in SeUcenWage,
SoVVible oU imSoVVible, oU caWegoUieV like high, mediXm, loZ.

� The CRVW Wo SeUfoUm an aWWack, Zhich can be coVWV Wo acTXiUe WoolV oU
WechnologieV, bXW can alVo be e[SUeVVed aV effoUW.

� The CRPSHWHQF\ UeTXiUed Wo SeUfoUm Whe aWWack.
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� The IPSDFW Whe aWWack haV. FoU e[amSle, an aWWack coXld make a comSan\
loVe mone\, oU inWellecWXal SUoSeUW\ coXld be VWolen.

ValXeV can SUoSagaWe XS Whe WUee. A node Zill haYe Whe Vame YalXe aV Whe loZeVW
child Zhen Whe\ haYe an OR UelaWion. An AND UelaWion Zill giYe Whe SaUenW node
Whe VXm of Whe childUen. When one oU moUe SUoSeUWieV aUe aVVigned Wo nodeV,
aWWackV can be SUioUiWi]ed. ChoiceV can be made ZheWheU iW iV ZoUWh defending
againVW an aWWack. FoU e[amSle, a comSan\ ma\ decide iW iV noW ZoUWh Wo inYeVW in
miWigaWing an aWWack, Zhich haV almoVW no imSacW. AVVigning WheVe SUoSeUWieV can
be haUd, eVSeciall\ if Vomeone ZanWV Wo giYe e[acW YalXeV. IW can helS Wo aVVign
YalXeV UelaWiYel\ (e.g., an aWWack coXld be WZo WimeV moUe likel\ Whan anoWheU
aWWack in Whe WUee).

AWWack WUeeV can alVo be combined ZiWh aWWackeU SUofileV, diVcXVVed in Whe
ne[W VecWion. DeSending on Whe SUofile, aWWUibXWeV of Whe nodeV can change.
FoU e[amSle, Whe SoVVibiliW\ of a node can deSend on ZheWheU Whe aWWackeU iV
a cUiminal oU an inVideU. DiffeUenW nodeV ma\ alVo lead Wo diffeUenW nodeV aV
SoVVible acWionV diffeU foU each SUofile.

AV diVcXVVed eaUlieU, aWWack WUeeV SUoYide a moUe deWailed YieZ on aWWackV
Whan STRIDE (and oWheU meWhodV). ConVeTXenWl\, anal\VWV need Wo haYe a good
XndeUVWanding of Whe V\VWem and a loW of c\beUVecXUiW\ e[SeUWiVe[11]. WhaW alVo
can be difficXlW iV WhaW aWWack WUeeV can become laUge. LXckil\ Whe\ can be eaVil\
VSliW inWo VXbWUeeV, ZheUe Whe UooW node iV a leaf node fUom anoWheU SaUenW WUee.
Common (VXb)WUeeV can alVo be Ue-XVed, like an aWWack on a TLS connecWion.

AV menWioned eaUlieU, aWWack WUeeV aUe TXiWe SoSXlaU. UVe-caVeV haYe been
SXbliVhed, bXW alVo UeVeaUch on Whe meWhod iWVelf. FoUmal aWWack WUeeV haYe been
SUoSoVed b\ mXlWiSle UeVeaUcheUV[18, 19]. FoUmali]aWion of aWWack WUeeV alloZV
moUe UeaVoning aboXW Whem, like VoXndneVV and comSleWeneVV. AnoWheU inWeUeVW-
ing SaSeU b\ KoUd\ eW al. SUoSoVeV nodeV WhaW UeSUeVenW defenViYe meaVXUeV[20].
ThiV e[WenVion alloZV moUe modeling caSabiliWieV and can UeYeal neZ WhUeaWV
WhaW emeUge fUom XVed defenViYe meaVXUeV. The claVVic aWWack WUeeV do noW
alloZ modeling WemSoUal deSendencieV. AUnold eW al. SUoSoVe VeTXenWial AND
(SAND) gaWeV and OR (SOR) gaWeV[12] foU WhiV. TheVe can be XVed Wo model
aWWack VcenaUioV moUe SUeciVel\.

AWWack WUeeV haYe alVo been XVed in conjXncWion ZiWh STRIDE b\ making Whe
STRIDE WhUeaWV UooW nodeV of aWWack WUeeV[11, 17]. The STRIDE meWhod iV XVed
Wo idenWif\ Whe WhUeaWV, and Whe aWWack WUeeV Zill VhoZ hoZ WheVe WhUeaWV can be
accomSliVhed.
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TYPE DESCRIPTION LITERATURE

S\VWem challengeUV WhiWe haW oU eWhical hackeUV, WhUill Veek-
eUV oU gloU\ hXnWeUV, \oXng oU noYice
hackeUV

NoYiceV, EWhical
hackeUV, BUoZVeUV
& c\beU SXnkV

SXSSoUWeUV Non-Wechnical VXSSoUW fXncWionV: mXleV,
caVh collecWoUV, bXVineVV fXncWionV VXch
aV UecUXiWmenW, maUkeWing oU cXVWomeU
VeUYice

InVideUV Banking emSlo\eeV, emSlo\eeV of WhiUd-
SaUW\ VXSSlieUV

InVideUV

IdeologiVWV HackWiYiVWV, online acWiYiVWV oU c\beU WeU-
UoUiVWV

HackWiYiVWV

OfficialV NaWion VWaWeV, VoYeUeign coXnWUieV, goY-
eUnmenW oU iWV agencieV, miliWaU\ fXnc-
WionV

GoYeUnmenW agenWV

PUofeVVionalV I:
gUoXSV and gangV

SoShiVWicaWed laUge cUiminal gUoXSV oU
gangV and oUganiVed online cUime V\ndi-
caWeV, alVo WeUmed aV c\beU mafia (mem-
beUV ofWen SUofeVVionall\ UecUXiWed)

PUofeVVional
cUiminalV

PUofeVVionalV II:
Small GUoXSV and
IndiYidXalV

Lone hackeUV and indiYidXal aWWackeUV,
Vmall cUiminal gUoXSV and gangV (can be
UelaWiYeV oU fUiendV UaWheU Whan UecUXiWed)

CUackeUV & codeUV

ToolkiW XVeUV UVeUV of aWWack WoolkiWV (alVo called
cUime-in-a-bo[, e[SloiW oU cUimeZaUe
kiWV), clienWV of cUiminal-Wo-cUiminal VeU-
YiceV (alVo named cUimeZaUe-aV-a-
VeUYice)

7DEOH 4.2: An oYeUYieZ of common aWWackeU W\SeV foXnd in 200 docXmenWV aboXW aWWackV
in Whe banking ZoUld and hoZ Whe\ UelaWe Wo W\SeV foXnd in Whe liWeUaWXUe b\ Moeckel[21].

24



4.1.3 A77ACKER PROFILES
AdiffeUenW and leVV foUmal meWhod of finding WhUeaWV iV cUeaWing SUofileV of SoVVible
aWWackeUV. CUeaWing WheVe SUofileV helSV Wo UeaVon aboXW Whe V\VWem fUom Whe
aWWackeU¶V SoinW of YieZ. ThiV meWhod can be XVed Wo find ZeakneVVeV in V\VWemV,
Zhich oWheU meWhodV ma\ noW find. OfWen, WheVe SUofileV inclXde moWiYaWion, a
WaUgeW, and UeVoXUceV[21, 22]. ReVoXUceV can UefeU Wo a mXlWiWXde of facWoUV like
Vkill, mone\, Wime, bXW alVo acceVV Wo a V\VWem.

Moeckel cUeaWed a liVW of common aWWack W\SeV foXnd in Whe liWeUaWXUe[21]. She
alVo cUeaWed eighW SUofileV b\ e[amining 200 docXmenWV conWaining ³infoUmaWion
aboXW digiWal banking fUaXd caVeV and Whe aWWackeUV inYolYed´. TheVe SUofileV
can be foXnd in Wable 4.2. A benefiW iV WhaW WheVe SUofileV aUe baVed on daWa and,
WheUefoUe, moUe Ueliable Whan SUofileV baVed on oWheU liWeUaWXUe. UnfoUWXnaWel\,
WhiV anal\ViV haV noW been done foU healWh-caUe aSSlicaWionV, bXW Whe SUofileV aUe
geneUic enoXgh Wo be XVed in anoWheU domain. So, Ze coXld XVe Whem in Whe
healWh-caUe domain, bXW Ze ma\ miVV domain-VSecific SUofileV.

AnoWheU inWeUeVWing Uead iV a UeSoUW aboXW Whe c\beUVecXUiW\ landVcaSe in Whe
NeWheUlandV fUom Whe miniVWU\ of JXVWice and SecXUiW\[23]. The UeSoUW VWaWeV WhaW
in 2019 Whe biggeVW WhUeaWV aUe coming fUom foUeign goYeUnmenWV like China,
IUan, and RXVVia. ScUiSW kiddieV and YandalV mainl\ did diVUXSWiYe aWWackV b\
DDOSing. The WhUeaW of cUiminalV VWa\V big, mainl\ becaXVe c\beUcUime VcaleV
Zell. In 2019 WheUe ZeUe alVo feZeU aWWackV fUom inVideUV.

MoUe deWailed aWWackeU SUofileV haYe been SUoSoVed b\ Cleland-HXang[24]
called ³PeUVonae non gUaWa´. TheVe aUe SeUVonaV ZiWh a backgUoXnd VWoU\,
moWiYeV, goalV, VkillV, and hoZ WhaW SeUVon ZoXld WU\ Wo aWWack Whe V\VWem. TheVe
e[WUa deWailV make iW eaVieU foU deYeloSeUV Wo Whink like Whe aWWackeU, bXW SUofileV
aUe alVo YeU\ VSecific foU a SaUWicXlaU XVe-caVe and haUd Wo Ue-XVe.

AV menWioned in Whe SUeYioXV VecWion, aWWackeU SUofileV can be XVed Wo cUeaWe
and gUade nodeV fUom aWWack WUeeV. Thinking aboXW hoZ an aWWackeU ZoXld aWWack
Whe V\VWem can alVo helS in making Whe aWWack WUeeV WhemVelYeV.

4.1.4 LINDD8N
A SUiYac\-focXVed WhUeaW modeling meWhodolog\ iV LINDDUN[25]. FigXUe 4.2
VhoZV an oYeUYieZ of Whe VWeSV in LINDDUN. The fiUVW VWeS iV cUeaWing a daWa floZ
diagUam (DFD) of Whe (VXb)V\VWem. The Vecond VWeS iV finding WhUeaWV, Whe Vame
Za\ WhiV iV achieYed ZiWh STRIDE, bXW ZiWh diffeUenW W\SeV. The main diffeUence
iV WhaW WheVe LINDDUN W\SeV aUe moUe SUiYac\-focXVed: LinkabiliW\, IdenWifiabiliW\,
Non-UeSXdiaWion, DeWecWabiliW\, DiVcloVXUe of infoUmaWion, UnaZaUeneVV, Non-
comSliance. DXUing VWeS WhUee, Whe WhUeaWV aUe e[amined in moUe deWail ZiWh
µWhUeaW WUeeV,¶ a YaUianW of aWWack WUeeV. In Whe VolXWion VSace, VWeS foXU, fiYe, and
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FLJXUH 4.2: The LINDDUN meWhodolog\ VWeSV[26]
.

Vi[, WhUeaWV aUe SUioUiWi]ed, miWigaWion VWUaWegieV eliciWed, and finall\, VolXWionV aUe
choVen. LINDDUN doeV noW SUoYide a fUameZoUk Wo SUioUiWi]e WhUeaWV bXW UaWheU
UefeUV Wo eVWabliVhed UiVk aVVeVVmenW WechniTXeV.

4.1.5 7HE COMMON 98LNERABILI7< SCORING S<S7EM
On of Whe eVWabliVhed UiVk aVVeVVmenW WechniTXeV iV Whe Common VXlneUabiliW\
ScoUing S\VWem (CVSS)[27]. CVSS iV mainWained b\ Whe FoUXm of IncidenW
ReVSonVe and SecXUiW\ TeamV (FIRST) and aW Whe momenW of ZUiWing aW YeUVion
3.1[28]. The meWhod can be XVed Wo VcoUe WhUeaWV beWZeen ]eUo (none) and Wen
(cUiWical). IW doeV Vo ZiWh Whe meWUicV VhoZn in FigXUe 4.3. ThUee meWUic gUoXSV
aUe defined. The baVe meWUic gUoXS UeSUeVenWV meWUicV WhaW aUe conVWanW oYeU
Wime and acUoVV XVeU enYiUonmenWV. TheVe meWUicV giYe a baVe VcoUe, Zhich can
be Uefined b\ Whe oWheU WZo gUoXSV. The WemSoUal meWUic gUoXS conWainV meWUicV
WhaW can change oYeU Wime, bXW noW acUoVV enYiUonmenWV. The enYiUonmenWal
meWUic gUoXS enWailV meWUicV WhaW aUe VSecific Wo a SaUWicXlaU XVeU¶V enYiUonmenW.

AlWhoXgh CVSS iV a SXblic iniWiaWiYe[27], iW iV XncleaU hoZ Whe VcoUe iV e[acWl\
calcXlaWed fUom Whe meWUicV. ConVeTXenWl\, Vome SeoSle aUe cUiWical aboXW Whe
meWhod, bXW VWill, Whe meWhod iV Zidel\ XVed[11]. AnoWheU Whing Wo noWe iV WhaW
deWailV aboXW Whe aWWack(V) aUe needed (e.g., Whe comSle[iW\) Wo VcoUe WhUeaWV.
ThiV UeTXiUemenW meanV WhUeaWV foXnd b\ meWhodV aV STRIDE cannoW be VcoUed
ZiWh WhiV WechniTXe, aV Whe\ do noW deVcUibe aWWackV. One can aUgXe WhaW CVSS
iV moUe a VcoUing V\VWem foU aWWack VcenaUioV Whan WhUeaWV.
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FLJXUH 4.3: The meWUicV XVed b\ CVSS in YeUVion 3.1.[28]
.

4.1.6 A77ACK LIBRARIES
An aWWack libUaU\ can be a XVefXl Wool Wo eliciW WhUeaWV fUom a V\VWem. AWWack libUaUieV
can conViVW of knoZn aWWackV, WoolV/code Wo SeUfoUm aWWackV, and modelV. TheVe
can be XVed aV UefeUence maWeUial Wo bXild VecXUe VofWZaUe. When bXilding a
libUaU\, aXdience, deWail YeUVXV abVWUacWion, and VcoSe VhoXld be conVideUed[10].
A YeU\ deWailed e[amSle iV a checkliVW ZiWh SQL-injecWion aWWackV. The W\SeV of
STRIDE coXld be Veen aV a YeU\ abVWUacW aWWack libUaU\.

CUeaWing an aWWack libUaU\ can be a UaWheU daXnWing WaVk. TheUefoUe, commX-
niWieV cUeaWed Vome oSen libUaUieV on Whe inWeUneW. An e[WenViYe geneUal aWWack
libUaU\ iV Whe Common AWWack PaWWeUn EnXmeUaWion and ClaVVificaWion (CAPEC)
libUaU\[29]. AV Whe name VXggeVWV, iW conWainV all kindV of aWWack SaWWeUnV ZiWh
deWailed e[ecXWion floZV. In Whe domain of mobile deYeloSmenW, Whe Mobile Secu-
rit\ Testing Guide[30] can be XVed. The gXide diVcXVVeV hoZ Wo cUeaWe VecXUe
aSSV and miWigaWe WhUeaWV. IW iV a SUojecW of Whe OSen Web ASSlicaWion SecXUiW\
PUojecW (OWASP)[31]. OWASP conWainV moUe SUojecWV, like Whe OWASP Cheat
sheet series[32], Zhich conWainV a comSUehenViYe liVW ZiWh VecXUiW\ SoinWV foU a
loW of diffeUenW (Zeb)WechnologieV. ThiV infoUmaWion can be XVefXl Zhen bXilding
an aSS WhaW commXnicaWeV ZiWh a VeUYeU.

4.2 7OOLS
ThUeaW modeling can be done in an\ model dUaZing Wool oU ZiWh Sen and SaSeU.
HoZeYeU, oYeU Whe \eaUV, WheUe emeUged Vome WoolV Wo helS ZiWh Whe SUoceVV. Well-
knoZn fUee WoolV aUe MicUoVofW¶V ThUeaW Modelling Tool[33] and ThUeaW DUagon[34]

27



b\ OWASP. BoWh WoolV alloZ cUeaWing daWa floZ diagUamV ZiWh boXndaUieV and
add WhUeaWV baVed on Whe STRIDE meWhodolog\. The Wool fUom MicUoVofW Zill
alVo geneUaWe WhUeaWV Zhile deVigning Whe diagUamV, bXW iW iV onl\ VXSSoUWed on
WindoZV. ThUeaW DUagon iV VXSSoUWed on boWh WindoZV and Mac, bXW aW Whe
momenW of ZUiWing, iW iV VWill an eaUl\ YeUVion and noW VXSSoUWed on LinX[. IW doeV
noW geneUaWe WhUeaWV (\eW), and Whe ediWoU iV leVV maWXUe Whan MicUoVofW¶V Wool.

A diffeUenW aSSUoach iV XVed b\ S\Wm[35]. InVWead of cUeaWing a daWa floZ
diagUam, Whe model iV cUeaWed in P\Whon b\ cUeaWing objecWV (elemenWV like
SUoceVVeV) and connecWing Whem (i.e., Whe daWa floZV). The libUaU\ When cUeaWeV
a daWa floZ diagUam, a VeTXence diagUam, and a WhUeaW UeSoUW. A doZnVide of
Whe Wool iV WhaW iW UeTXiUeV a loW of e[WeUnal WoolV Wo geneUaWe diagUamV and WhUeaW
UeSoUWV. IW alVo doeV noW VWaWe fUom ZheUe geneUaWed WhUeaWV oUiginaWe.

A fUee Wool Wo cUeaWe aWWack-defenVe WUeeV iV ADTool[36] baVed on Whe foUmal
SUeVenWaWion in ³FoXndaWionV of aWWack±defenVe WUeeV´[19]. The main feaWXUeV
of Whe Wool inclXde Whe cUeaWion and ediWing of aWWack-defenVe WUeeV bXW alVo
TXanWiWaWiYe boWWom-XS anal\ViV of aWWack-defenVe VcenaUioV.

LaVWl\, ThUeaWModeleU[37] iV a Said SlaWfoUm ZiWh mXlWiSle WoolV Wo find and
keeS WUack of WhUeaWV oYeU Whe Zhole SUojecW life c\cle. IW XVeV µViVXal, Agile,
SimSle ThUeaW modeling¶ oU VAST[38]. VAST iV baVed on WhUee SillaUV Wo VXSSoUW
a Vcalable VolXWion: aXWomaWion, inWegUaWion, and collaboUaWion. UnfoUWXnaWel\,
noW a loW of (indeSendenW)liWeUaWXUe can be foXnd aboXW hoZ VAST e[acWl\ ZoUkV.
ThUeaWmodeleU inclXdeV WoolV Wo bXild WhUeaW modelV and aWWack WUeeV. UVeUV can
alVo bXild WheiU oZn cenWUali]ed WhUeaW UeSoViWoU\ and keeS WUack of WhoVe WhUeaWV.

4.3 LA:S, REG8LA7IONS AND S7ANDARDS
Medical (and oWheU) VofWZaUe need Wo comSl\ ZiWh laZV and UegXlaWionV. SofWZaUe
cUeaWed b\ ChiSSofW VhoXld helS hoVSiWalV Wo adheUe Wo Whe ³GeneUal DaWa PUo-
WecWion RegXlaWion´ (GDPR). In Ma\ 2018, Whe GDPR became aSSlicable Wo all
membeUV of Whe EXUoSean Union[39]. IW aimV Wo giYe ciWi]enV moUe conWUol oYeU
WheiU SeUVonal daWa. All bXVineVVeV and oUgani]aWionV handling SeUVonal daWa
VhoXld comSl\ ZiWh Whe GDPR, WhXV hoVSiWalV Woo. ChiSSofW can helS hoVSiWalV Wo
folloZ Whe GDPR b\ VecXUing SeUVonal daWa bXW alVo keeS WUack of hoZ WhaW daWa
iV SUoceVVed[40].

ChiSSofW¶V HiX iV UegiVWeUed aV a medical deYice[41]. Which enVXUeV Whe
VofWZaUe iV Vafe Wo XVe in a hoVSiWal. SWandaUdV aUe XVed foU Whe deYeloSmenW
SUoceVVeV[41], Wo gXaUanWee TXaliW\ VofWZaUe:

� EN I6O 14971:2012, foU aSSlicaWion of UiVk managemenW Wo medical deYiceV
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� EN-IEC 62366-1:2015 + EN-IEC 62366-1:2015/C11:2016, Wo eYalXaWe Whe
XVabiliW\ aV iW UelaWeV Wo VafeW\

� EN-IEC 62304:2006+A1:2015, Zhich conWainV life c\cle UeTXiUemenWV foU
medical deYice VofWZaUe

� MHGGHY 2.12/1 UHY.8, gXidelineV on a medical deYiceV Yigilance V\VWem

� EN-I6O 15223-1:2016 (CRU. 2017-04), ZhaW V\mbolV Wo XVe on deYice
labelV eWc.

� EN 1041:2008+A1:2013, hoZ Wo VXSSl\ infoUmaWion ZiWh medical deYiceV

When deYeloSing VofWZaUe foU ChiSSofW, WheVe VWandaUdV mXVW be folloZed. ThiV
UeSoUW Zill helS folloZ Whe fiUVW WZo VWandaUdV liVWed aboYe. EN I6O 14971:2012
Zill be folloZed aV WhUeaW modeling iV a UiVk managemenW Wool. The UeSoUW giYeV
an idea of Whe UiVkV inYolYed Zhen cUeaWing an aXdio UecoUding feaWXUe. IW alVo
VhoZV hoZ XVabiliW\ can UelaWe Wo VafeW\ Wo Vome e[WenW, VXSSoUWing Whe Vecond
menWioned VWandaUd.

4.4 O7HER RELA7ED :ORK
ReVeaUch VhoZV mXlWiSle caVeV ZheUe WhUeaW modeling haV been aSSlied Wo
healWhcaUe VofWZaUe. AbomhaUa, GeUdeV, and K¡ien aSSlied STRIDE Wo WelehealWh
V\VWemV[42]. The\ ZeUe able, ZiWh Whe XVe of MicUoVofW¶V ThUeaW Modelling
Tool, Wo eliciW WhUeaWV and define coXnWeUmeaVXUeV, VXch aV haVhing and Vigning
daWa. AlmXlhem XVed aWWack WUeeV ZiWh VXcceVV on an elecWUonic healWh UecoUd
V\VWem[43]. TheVe UeVeaUcheV XnfoUWXnaWel\ onl\ conclXde WhaW Whe meWhodV
ZoUked. IW ZoXld haYe been inWeUeVWing Wo knoZ if Whe W\Se of VofWZaUe (i.e.,
healWhcaUe) had an\ imSacW on WhUeaW modeling. A moUe deWailed SaSeU fUom
Cagna]]o eW al. XVed STRIDE ZiWh a UiVk aVVeVVmenW meWhod DREAD, Wo find
WhUeaWV in a mobile healWh V\VWem[44]. The\ conclXded WhaW, alWhoXgh Whe\ foXnd
WhUeaWV, WhiV ZoXld onl\ be a VWaUWing SoinW, VSecific WhUeaW anal\ViV VhoXld be
done foU each XVe-caVe. Mainl\ becaXVe of Whe heWeUogeneoXV naWXUe of mobile
healWh V\VWemV. The\ alVo aUgXed WhaW VecXUe and XVable aXWhenWicaWion coXld
be a challenge becaXVe mobile healWh deYiceV coXld bUeak and be VZiWched a
loW.

KammXelleU did Vome inWeUeVWing UeVeaUch ZheUe Whe\ SUoSoVed a foUmal
modeling and anal\ViV meWhod Wo SUoYe GDPR comSliance[45]. The\ aSSlied
WheiU model Wo an IoT healWhcaUe V\VWem and SUoYed iW ZaV comSlianW ZiWh Whe
GDPR.
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4.5 CONCL8SION
In Whe SUeYioXV VecWionV, Ze e[Slained WhaW WhUeaW modeling iV a V\VWemaWic Za\
Wo find and SUioUiWi]e WhUeaWV. We looked aW Vi[ diffeUenW meWhodV Wo do WhUeaW
modeling. We Walked aboXW STRIDE, Zhich iV VXiWable foU iniWial anal\ViV Wo find
SoVVible YXlneUabiliWieV and WhUeaWV. We diVcXVVed aWWack WUeeV, Zhich can helS
find acWXal aWWack VcenaUioV and WheiU SUobabiliW\ of haSSening. AWWackeU SUofileV
ZeUe menWioned, Zhich SUoYide a diffeUenW angle leading Wo aWWack VcenaUioV oWheU
meWhodV ma\ noW find. The\ can alVo be combined ZiWh aWWack WUeeV. FoU a moUe
SUiYac\-focXVed aSSUoach, Ze can XVe LINDDUN, and Wo SUioUiWi]e WhUeaWV, CVSS
iV a good oSWion. Finall\, Ze looked aW aWWack libUaUieV, Zhich aUe a YalXable
UeVoXUce foU geneUic WhUeaWV.

In VecWion 4.2, Ze looked aW WoolV Wo helS imSUoYe Whe SUoceVV of WhUeaW
modeling. We ended ZiWh oWheU UelaWed ZoUk, ZheUe WhUeaW modeling ZaV aSSlied
Wo VofWZaUe in Whe medical field. In Whe XScoming SaUW of Whe UeSoUW, Ze Zill XVe
STRIDE, aWWackeU SUofileV, and aWWack WUeeV Wo find WhUeaWV.
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CHAP7ER 5

FINDING 7HREA7S

In Whe XScoming VecWionV, Ze Zill WU\ Wo find Whe main WhUeaWV and YXlneUabiliWieV
of Whe V\VWem. We XVe STRIDE aV iW VhoXld giYe a good oYeUYieZ of all WhUeaWV,
ZiWhoXW going inWo XnneceVVaU\ deWail. IW iV alVo VXSSoUWed b\ MicUoVofW¶V WhUeaW
modeling Wool and alUead\ XVed b\ ChiSSofW.

FiUVW, Ze e[amine Whe aUchiWecWXUe of Whe cXUUenW V\VWem, Zhich iV needed
Wo cUeaWe a daWa floZ diagUam (DFD) of Whe feaWXUe. The DFD ZaV cUeaWed in
MicUoVofW¶V WhUeaW modeleU Wool, and Whe geneUaWed WhUeaWV aUe XVed aV a VWaUWing
SoinW. The STRIDE meWhod iV When XVed Wo find an\ miVVing WhUeaWV. We find 19
WhUeaWV, Zhich aUe diVcXVVed in VecWion 5.3 and liVWed in Wable 5.1. We alVo Wake
a look aW e[iVWing miWigaWionV foU each WhUeaW.

ThiV anal\ViV Zill helS XV geW a global YieZ of YXlneUabiliWieV and hoZ Whe\
coXld be miWigaWed. We can XVe WhiV infoUmaWion Zhen cUeaWing aWWack WUeeV in
SaUW III. B\ knoZing SoVVible WhUeaWV and YXlneUabiliWieV, Ze can Whink of VcenaUioV
(oU nodeV) an aWWack mighW XVe Wo obWain daWa. ThiV chaSWeU VhoXld anVZeU
UeVeaUch TXeVWion RQ1:

What are possible vulnerabilities and threats for an audio recording
feature in a mobile app?

5.1 7HE HI; PLA7FORM
AV diVcXVVed befoUe, WhiV UeSoUW iV aboXW a neZ aXdio UecoUding fXncWionaliW\
in Whe e[iVWing mobile aSS foU medical VSecialiVWV. TheUefoUe, iW iV imSoUWanW Wo
XndeUVWand hoZ Whe cXUUenW V\VWem iV bXilW. FigXUe 5.1 VhoZV Whe (VimSlified)
aUchiWecWXUe of Whe V\VWem aV a Zhole. The daWabaVe and bXVineVV logic la\eU
iV VhaUed beWZeen mXlWiSle aSSlicaWionV. TheVe aSSlicaWionV UXn in a WUXVWed
enYiUonmenW on VeUYeUV and deYiceV aW Whe hoVSiWal. AV menWioned befoUe, HiX
iV Whe main EMR VofWZaUe and UXnV on deVkWoSV aW Whe hoVSiWal. COMEZ iV
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FLJXUH 5.1: The (VimSlified) HiX aUchiWecWXUe. The neZ feaWXUe Zill haYe an imSacW on
Whe aSS and Whe HiX ASSlicaWion SeUYice, VhoZn in blXe.

XVed Wo commXnicaWe ZiWh oWheU WhiUd SaUW\ VofWZaUe Yia indXVWU\ VWandaUdV. The
HiX ASSlicaWion SeUYice (HAS) alloZV acceVV Wo daWa oYeU Whe inWeUneW. TheUe
aUe moUe aSSlicaWionV WhaW XVe WheVe la\eUV, Zhich aUe noW VhoZn heUe. TheVe
aSSlicaWionV aUe connecWed Wo Whe Vame daWabaVe(V) Yia Whe daWabaVe la\eU.
CUeaWing VWand-alone aSSlicaWionV haV mXlWiSle benefiWV:

� IW incUeaVeV aYailabiliW\ and VWabiliW\. If, foU e[amSle, HiX iV doZn, Whe HAS
can VWill be XS and UXnning.

� IW incUeaVeV mainWainabiliW\ becaXVe WheUe iV a beWWeU VeSaUaWion of conceUnV.
HiX VhoXld noW be conceUned ZiWh VhaUing daWa oYeU Whe inWeUneW, making
Whe code leVV comSle[.

� Each aSSlicaWion can haYe iWV oZn (e[WUa) VecXUiW\. The HAS Zill need oWheU
W\SeV of VecXUiW\ becaXVe daWa iV VhaUed oYeU Whe inWeUneW. IW iV alVo eaVieU
Wo fine-WXne Zhich daWa iV VhaUed WhiV Za\.

The HAS iV XVed b\ mobile aSSV and Whe µZoUgSoUWaal¶, an online daVhboaUd
ZheUe SaWienWV can geW infoUmaWion aboXW WheiU medical UecoUd. CommXnicaWion
iV done oYeU HTTPS, and JSON iV XVed Wo VeUiali]e daWa. The HAS limiWV Zhich
daWa can be UeTXeVWed and haV iWV oZn aXWhoUi]aWion and aXWhenWicaWion.
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5.2 A DA7A FLO: DIAGRAM FOR RECORDING A8DIO
We cUeaWed a daWa floZ diagUam Wo find WhUeaWV ZiWh STRIDE. ThiV diagUam can
be foXnd in aSSendi[ A. IW VhoZV Whe XVeU VWaUWing Whe UecoUding on Whe aSS,
cUoVVing Whe mobile deYice boXndaU\. The mobile aSS UeTXeVW eiWheU VoXnd fUom
a micUoShone on Whe deYice oU an e[WeUnal micUoShone. The VelecWed micUoShone
Zill UeceiYe VoXnd fUom Whe enYiUonmenW, VhoZn ZiWh Whe daWa floZ aUUoZ fUom
Whe XVeU Wo Whe micUoShone(V). The micUoShone Zill UeWXUn WhiV VoXnd daWa Wo
Whe mobile aSS. FoU Whe inWeUnal micUoShone, WhiV Zill be a binaU\ VWUeam, foU Whe
e[WeUnal micUoShone, WhiV deSendV on Whe deYice and hoZ iW iV connecWed. MoVW
e[WeUnal micUoShoneV Zill eiWheU be connecWed ZiWh BlXeWooWh oU a cable. The
aXdio daWa Zill aW leaVW be WemSoUaUil\ VWoUed in local memoU\, Zhich iV SaUW of Whe
aSSlicaWion Vandbo[. In WheoU\, onl\ Whe aSS, oU a VXSeUXVeU, haV acceVV Wo WhiV
memoU\. LaVW, Whe aSS Zill Vend Whe aXdio Wo Whe HiX aSSlicaWion VeUYice. The
W\Se of daWa and SUoWocol of WhiV floZ Zill maWWeU foU hoZ WhUeaWV can be miWigaWed.

5.3 7HREA7S
The daWa floZ diagUam fUom fig. A.1 iV alVo cUeaWed in MicUoVofW¶V ThUeaW Modelling
Tool[33]. The Wool haV geneUaWed Whe fiUVW VeW of WhUeaWV, Zhich iV UaWheU geneUal.
Some of WheVe WhUeaWV aUe diVcaUded becaXVe Whe\ aUe noW aSSlicable Wo oXU
V\VWem. OWheU WhUeaWV aUe added b\ bUainVWoUming and e[amining Whe DFD. The
WhUeaWV aUe diVcXVVed beloZ, oUdeUed b\ W\Se, and an oYeUYieZ can be foXnd in
Wable 5.1 aW Whe end of WhiV chaSWeU. We alVo menWion Vome geneUic miWigaWionV
againVW each WhUeaW.

5.3.1 SPOOFING
In WheoU\, each SUoceVV elemenW in fig. A.1 coXld be VSoofed b\ an adYeUVaU\,
Zhich meanV a malicioXV SUoceVV SUeWendV Wo be a legiW SUoceVV in Whe hoSeV
Whe V\VWem Zill XVe iW. TheUefoUe Whe folloZing WhUeaWV VhoXld be Waken inWo
conVideUaWion.

71 Spoofing the user

The XVeU iWVelf coXld be µVSoofedµ b\ an aWWackeU, Zhich coXld lead Wo XnaXWhoUi]ed
acceVV. FoU e[amSle, an aWWackeU coXld VWeal Whe deYice of an XVeU and bUeak
inWo iW. A moUe common ViWXaWion iV ZheUe Whe docWoU lendV WheiU Shone Wo WheiU
VSoXVe, famil\, oU fUiendV. TheVe coXld When (b\ accidenW) oSen and XVe Whe aSS.
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MI7IGA7ION

The deYice, on Zhich Whe aSS iV XVed, coXld be comSUomiVed. The aSS VhoXld
enVXUe an aXWhoUi]ed XVeU XVeV iW. A VolXWion foU WhiV iV alUead\ in Slace: docWoUV
need Wo log in ZiWh WheiU HiX cUedenWialV and need Wo XVe a deYice-VSecific Sin
code. Logging in iV onl\ done once, bXW Whe Sin code needV Wo be enWeUed eYeU\
Wime Whe aSS iV XVed. The code enVXUeV onl\ Whe docWoU can XVe Whe aSS, eYen
Zhen famil\, fUiendV, oU an aWWackeU XVeV hiV oU heU deYice.

BiomeWUicV coXld alVo be XVed, bXW ChiSSofW decided noW Wo. One UeaVon ZaV
WhaW docWoUV coXld haYe mXlWiSle fingeUSUinWV on WheiU deYice, and WheUe iV no Za\
Wo enfoUce WhaW WheVe aUe all Whe docWoU¶V fingeUSUinWV. PeoSle VomeWimeV configXUe
a fingeUSUinW fUom WheiU SaUWneU. Facial UecogniWion haV Whe Vame SUoblem. IW iV
SUeWW\ Vafe Wo aVVXme WhaW, Zhen a Sin code iV enWeUed, iW iV Whe docWoU oSening
Whe aSS dXe Wo Whe Sin code being VeW UighW afWeU logging in foU Whe fiUVW Wime.
BiomeWUic ZoXld ZoUk if iW ZoXld alVo be VeW aW WhiV SoinW (and limiWed Wo one
fingeUSUinW/faceID), Zhich ZoXld UeTXiUe a cXVWom and e[SenViYe imSlemenWaWion.
BiomeWUic ZoXld alVo ZoUk if \oX can enfoUce WhaW Whe\ aUe onl\ configXUed foU
Whe docWoU, ZiWh WoolV like Microsoft Intune[46] and Android Enterprise[47]. NoW all
hoVSiWalV XVe WheVe WoolV, Vo (foU noZ) biomeWUicV aUe noW VXSSoUWed.

72 Spoofing the mobile app for the user

The mobile aSS iWVelf coXld be VSoofed foU Whe XVeU. A VSoofed aSS coXld mean
Whe XVeU (e.g., a docWoU) coXld UecoUd a SaWienW conYeUVaWion, Whinking iW Zill be
VaYed in Whe HiX V\VWem. HoZeYeU, in UealiW\, Whe UecoUding Zill be done ZiWh a
malicioXV aSS and XSloaded Wo a diffeUenW VeUYeU.

MI7IGA7ION

The end-XVeU VhoXld be VXUe Whe aSS iV indeed Whe aSS fUom ChiSSofW. TheUefoUe,
Whe aSS VhoXld onl\ be inVWalled Yia Whe official Google Pla\ SWoUe oU ASS SWoUe
fUomASSle. The XVeU VhoXld check Whe aSS iV SXbliVhed b\ ChiSSofW in Whe VWoUeV.
ChiSSofW WhemVelYeV coXld check if WheUe aUe an\ malicioXV coSieV in Whe VWoUe,
bXW WhiV ZoXld noW be WhaW effecWiYe. A malicioXV aSS coXld look diffeUenW in Whe
VWoUe, bXW Zhen inVWalled, haYe Whe Vame aSS icon.

73 Spoofing the mobile app for the web service

The mobile aSS coXld be VSoofed foU Whe Zeb VeUYice. The Zeb VeUYice ma\
UeceiYe ¶fake¶ UecoUdingV (i.e., noW made b\ an aXWhoUi]ed XVeU) and VWoUe Whem.
TheVe coXld, foU e[amSle, lead Wo docWoUV miVdiagnoVing SaWienWV afWeU liVWening
Wo WheiU UecoUding, Whinking iW ZaV Ueal.
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MI7IGA7ION

WiWh an aXWhenWicaWion V\VWem in Slace, a VSoofed aSS cannoW jXVW XSload UecoUd-
ingV. IW needV Whe UighW cUedenWialV, onl\ knoZn b\ Whe end-XVeU. The HiX
aSSlicaWion VeUYice ma\ alVo XVe IP ZhiWeliVWing Wo alloZ onl\ UeTXeVWV fUom ZiWhin
Whe hoVSiWal, alWhoXgh WhiV Zill noW helS againVW IP VSoofing. AnoWheU VecXUiW\
meaVXUe coXld be Wo cUeaWe a clienW-Vide ceUWificaWe foU Whe aSS and check WhaW
on Whe backend. The aSS and backend alVo can haYe a VhaUed VecUeW, alWhoXgh
WhiV coXld be comSUomiVed ZiWh UeYeUVe engineeUing of Whe aSS[48].

74 Spoofing the webservice

The aSS mighW be connecWed Wo a VSoofed Zeb VeUYice, meaning UecoUdingV can
be VenW Wo aWWackeUV. If SeUfoUmed Zell, Whe XVeU Zill noW knoZ Whe diffeUence.

MI7IGA7ION

WiWh Whe aVVXmSWion Whe aSS iV noW WamSeUed ZiWh, Whe XVed domain addUeVV foU
Whe VeUYice oU IP iV coUUecW. WiWh an hWWSV connecWion, Vome man in Whe middle
aWWackV can be miWigaWed. If a domain addUeVV iV XVed, an aWWackeU coXld WamSeU
ZiWh a DNS VeUYeU on a local neWZoUk. B\ onl\ alloZing commXnicaWion on a
Vafe and WUXVWed neWZoUk, iW coXld be made haUdeU foU aWWackeUV Wo VSoof Whe
Zeb-VeUYice.

75 Spoofing the (e[ternal) microphone

The aSS mighW XVe a VSoofed micUoShone Wo do Whe UecoUding. FoU e[amSle, a
malicioXV YiUWXal micUoShone coXld be cUeaWed, Zhich Uela\V a UecoUding fUom a
Ueal micUoShone bXW alVo XSloadV WhiV Wo anoWheU VeUYeU.

MI7IGA7ION

The SoVVibiliWieV of VSoofing Whe inWeUnal micUoShone deSendV on Zhich oSeUaWing
V\VWem iV XVed. FoU AndUoid, one can conVideU WhUee meWhodV[49].

The fiUVW one iV Wo cUeaWe a defaXlW UecoUding aSS. To do WhiV, aWWackeUV
ZoXld cUeaWe a (malicioXV) aSS, ZiWh an inWenW-filWeU, alloZing oWheU aSSV Wo XVe
iW foU UecoUding VoXnd. The inWenW-filWeU VhoXld XVe acWion �M/`QB/XT`QpB/2`
XJ2/B�aiQ`2X_1*P_.naPlL.[50]. ASSV XVing an e[WeUnal aSS Wo do WheiU
UecoUdingV coXld noZ XVe Whe malicioXV aSS. HoZeYeU, if mXlWiSle UecoUdeU aSSV
aUe inVWalled, Whe XVeU Zill haYe Wo VelecW Whe malicioXV aSS. A Za\ Wo SUoWecW Whe
aSS againVW WhiV aWWack iV noW XVing an e[WeUnal aSS Wo do Whe UecoUding bXW XVe
Whe AndUoid API diUecWl\.

36



The Vecond aSSUoach UeTXiUeV WamSeUing ZiWh Whe aSS iWVelf, Zhich Zill be
diVcXVVed in moUe deWail in VXbVXbVecWion 5.3.2 and VXbVXbVecWion 5.3.2. The
laVW VolXWion ZoXld be a keUnel aWWack ZheUe aWWackeUV cUeaWe a YiUWXal micUoShone.
ThiV aWWack ZoXld UeTXiUe adYeUVaUieV Wo inVWall a WamSeUed AndUoid YeUVion on
Whe deYice of a docWoU. IW Zill be haUd Wo SUoWecW Whe aSS againVW WhiV aWWack, aV
Whe Zhole deYice iV comSUomiVed.

On iOS iW Zill be haUdeU Wo VSoof Whe micUoShone. The oV iV noW oSen VoXUce,
Vo iW Zill be haUdeU Wo cUeaWe a YiUWXal micUoShone. iOS alVo doeV noW alloZ
chooVing a defaXlW UecoUding aSS.

5.3.2 7AMPERING
AWWackeUV coXld WamSeU ZiWh Whe V\VWem: Whe\ coXld change code and daWa.
TamSeUing giYeV Whe folloZing WhUeaWV Wo oXU V\VWem.

76 Tampering the app¶s runtime

The aSS coXld be WamSeUed ZiWh, dXUing UXnWime, Yia code injecWion. ToolV like
SXbVWUaWe[51], FUida[52], XSoVed[53] oU MagiVk[54] can be XVed foU injecWionV.
ConVeTXenWl\, Whe VecXUiW\ mechaniVmV imSlemenWed in Whe aSS coXld be b\-
SaVVed.

MI7IGA7ION

TheUe iV no Za\ Wo SUeYenW an aWWackeU fUom WamSeUing ZiWh and XVing Whe aSS.
TheUefoUe, Whe aSS cannoW be WUXVWed Wo SUoWecW daWa oU handle aXWhenWicaWion
and aXWhoUi]aWion. TheVe VhoXld be Whe UeVSonVibiliW\ of Whe backend, Zhich,
cXUUenWl\, iW alUead\ iV. ThiV Za\, an aWWackeU Zill alZa\V need cUedenWialV, eYen if
he oU Vhe haV WamSeUed ZiWh Whe aSS.

TheUe can be a WhUeaW of XVeUV XnknoZingl\ XVing a deYice ZheUe Whe aSS iV
being WamSeUed. UVing an XnUooWed deYice VhoXld SUeYenW WamSeUing ZiWh Whe
UXnWime foU Whe moVW SaUW, aV man\ WoolV need UooW acceVV Wo Whe deYice.

77 Tampering the app b\ binar\ patching

The aSS can be WamSeUed ZiWh b\ modif\ing Whe binaU\ e[ecXWableV, WamSeU
ZiWh UeVoXUceV oU UeYeUVe engineeUing and UecomSiling Whe aSS[30]. Again, Whe
VecXUiW\ mechaniVmV imSlemenWed in Whe aSS coXld be b\SaVVed, oU malicioXV
code added. The neZl\ comSiled aSS coXld be inVWalled on a YicWim¶V deYice,
and adYeUVaUieV coXld VWeal infoUmaWion.
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FLJXUH 5.2: The ZoUkfloZ of GoogleV SafeW\NeW AWWeVWaWion VeUYice[57]
.

MI7IGA7ION

TheUe iV no Za\ Wo SUeYenW aWWackeUV fUom UeYeUVe engineeUing, WamSeUing, and
UecomSiling Whe aSS. IW can be made haUdeU b\ XVing obfXVcaWing WoolV, like
SZifWVhield[55] foU iOS oU R8[56] foU AndUoid.

AnoWheU Za\ Wo make iW haUdeU Wo WamSeU ZiWh Whe aSS iV Wo check foU Whe
inWegUiW\ of Whe aSS. OnAndUoid, SafeW\NeW can be XVed Wo check if Whe deYice and
Whe aSS aUe WamSeUed[57]. IW SUoYideV a cU\SWogUaShicall\-Vigned aWWeVWaWion. The
ZoUkfloZ iV VhoZn in fig. 5.2 and iV deVcUibed in Whe docXmenWaWion aV folloZV[57]:

1. The SafeW\NeW AWWeVWaWion API UeceiYeV a call fUom Whe aSS. ThiV call
inclXdeV a nonce.

2. The SafeW\NeW AWWeVWaWion VeUYice eYalXaWeV Whe UXnWime enYiUonmenW and
UeTXeVWV a Vigned aWWeVWaWion of Whe aVVeVVmenW UeVXlWV fUom Google¶V
VeUYeUV.

3. Google¶V VeUYeUV Vend Whe Vigned aWWeVWaWion Wo Whe SafeW\NeW AWWeVWaWion
VeUYice on Whe deYice.

4. The SafeW\NeW AWWeVWaWion VeUYice UeWXUnV WhiV Vigned aWWeVWaWion Wo \oXU
aSS.

5. YoXU aSS foUZaUdV Whe Vigned aWWeVWaWion Wo \oXU VeUYeU.

6. ThiV VeUYeU YalidaWeV Whe UeVSonVe and XVeV iW foU anWi-abXVe deciVionV.
YoXU VeUYeU commXnicaWeV iWV findingV Wo \oXU aSS.

NoWe WhaW WheVe checkV done b\ Whe aSS can be UemoYed Zhen an aWWackeU
UebXildV Whe aSS. IW onl\ incUeaVeV Whe effoUW. A Za\ Wo make iW eYen haUdeU
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iV Wo imSlemenW a cXVWom aWWeVWaWion VeUYice and XVe WhaW in conjXncWion. A
cXVWom VeUYice SUeYenWV WhaW an aWWackeU can XVe a geneUal Wool Zhich cUackV
Whe SafeW\NeW AWWeVWaWion VeUYice. He oU Vhe VhoXld noZ alVo cUack Whe cXVWom
VeUYice and, alWhoXgh WhiV VeUYice ma\ be leVV UobXVW, Whe effoUW foU Whe aWWackeU
Zill be incUeaVed a loW.

ASSle XVeV Vigned ceUWificaWeV foU aSSV in iOS Wo SUeYenW WamSeUing[58]. To
XSload an aSS Wo Whe iOS aSS VWoUe, a XVeU needV a deYeloSeU accoXnW Wo geW a
Vo-called Vigning idenWiW\. ThiV Vigning idenWiW\ conViVWV of a SUiYaWe and SXblic
ke\. The\ aUe SaUW of a ceUWificaWe SUoYided b\ ASSle. The SXblic ke\ iV XVed
Wo Vign Whe aSS. ASSle can XVe Whe SUiYaWe ke\ Wo check if WheUe haV been an\
WamSeUing.

78 Tampering the device¶s OS

AWWackeUV coXld WamSeU ZiWh Whe OS. AWWackeUV coXld ciUcXmYenW defenVeV mech-
aniVmV fUom Whe aSS, Zhich deSend on Whe OS. AV AndUoid iV oSen VoXUce, a
cXVWom (WamSeUed) ROM can be made and inVWalled on a UooWed deYice. TheUe
aUe alVo WoolV foU iOS Wo change Whe OS like SXbVWUaWe.[51]

MI7IGA7ION

The afoUemenWioned SafeW\NeW fUom AndUoid[57] can alVo check (Wo a degUee) if
Whe XVed ROM haV been cXVWomi]ed. An aWWackeU coXld make adjXVWmenWV Wo
AndUoid Wo ciUcXmYenW WhiV VeUYice b\ faking Whe UeVSonVe aV if Whe ROM ZaV noW
changed.

The Vame can be Vaid foU iOS: WheUe aUe Za\V Wo check if a deYice haV been
jailbUoken, bXW if Whe deYice iV jailbUoken, iW iV alVo UelaWiYel\ eaV\ Wo ciUcXmYenW
WhoVe checkV.

79 Tampering an e[ternal microphone

If an e[WeUnal micUoShone iV XVed, aWWackeUV coXld WamSeU ZiWh Whe fiUmZaUe of
WhiV micUoShone. TamSeUed fiUmZaUe coXld VS\ on Whe XVeU.

MI7IGA7ION

UVing an e[WeUnal micUoShone oSenV Vome neZ Za\V foU aWWackeUV Wo UecoUd daWa.
One of WhoVe iV WamSeUing ZiWh Whe micUoShone¶V fiUmZaUe. IW Zill be haUd Wo deWecW
WhiV fUom ZiWhin Whe aSS. TheUe aUe a loW of diffeUenW YendoUV and micUoShone
W\SeV, Vo making a geneUal Za\ Wo check foU WamSeUing Zill SUobabl\ be imSoVVible.
UVing a ZiUed micUoShone ZoXld be VafeU in geneUal Whan one ZiWh BlXeWooWh.
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UVing BlXeWooWh cUeaWeV a Zhole neZ aWWack VXUface foU aWWackeUV. In 2017,
SeUi and ViVhneSolVk\ VhoZed mXlWiSle ]eUo-da\ YXlneUabiliWieV in BlXeWooWh on
AndUoid and iOS deYiceV[59]. OldeU ShoneV ma\ VWill haYe WheVe YXlneUabiliWieV,
and a WamSeUed micUoShone ma\ XVe WhiV Vend daWa Wo Whe aWWackeU. A WamSeUed
micUoShone ma\ alVo ZoUk WogeWheU ZiWh a malicioXV aSS b\ Vending daWa Wo iW.
The aSS coXld When Vend WhiV Wo Whe aWWackeU. On AndUoid, VendoU-VSecific AT
commandV[60] can be XVed, Zhich alloZV cXVWom BlXeWooWh commandV. On iOS,
Whe CoUe BlXeWooWh fUameZoUk[61] can be XVed.

IW VhoXld be conVideUed if e[WeUnal micUoShoneV VhoXld be alloZed becaXVe
of Whe added UiVk. If Whe\ aUe noW alloZed, Whe aSS coXld check if one iV connecWed.
On AndUoid, Whe AXdioManageU[62] can be XVed, and on iOS, Whe AVCaSWXUeDe-
Yice[63] claVV.

5.3.3 REP8DIA7ION
AV diVcXVVed, UeSXdiaWion meanV WhaW an enWiW\ can den\ WhaW VomeWhing haS-
Sened. In Whe medical field, iW iV eVVenWial Wo knoZ Zho did ZhaW. The UeaVon
being WhaW SUiYac\-VenViWiYe daWa iV being SUoceVVed. ReSXdiaWion giYeV XV Whe
folloZing WhUeaW.

710 Data repudiation recording b\ end-user

The end-XVeU coXld den\ WhaW he oU Vhe UecoUded VSecific conYeUVaWionV.
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CXUUenWl\, moVW acWionV done b\ XVeUV in Whe aSS alUead\ geW logged. ThiV Za\,
Whe hoVSiWal can knoZ Zhich docWoU UeadV Zhich SaWienW daWa. LogV aUe alVo
needed foU Whe cUeaWed UecoUdingV. IW VhoXld be cleaU Zhich XVeU made iW and
Zhen.

5.3.4 INFORMA7ION DISCLOS8RE
The aXdio WhaW Zill be UecoUded Zill be SUiYaWe. The daWa mXVW noW geW inWo Whe
ZUong handV, meaning WheUe VhoXld be no infoUmaWion diVcloVXUe. Ne[W aUe Whe
WhUeaWV of WhiV haSSening.

711 An attacker ma\ listen to the microphone

AnoWheU aSS coXld be liVWening Wo Whe micUoShone in Whe backgUoXnd aW Whe Vame
Wime Whe aSS iV UecoUding.
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When Whe aSS iV UecoUding a conYeUVaWion, iW VhoXld make VXUe no oWheU (mali-
cioXV) aSS iV UecoUding aW Whe Vame Wime. If aWWackeUV ZeUe able Wo do Vo, Whe
SUiYac\ of Whe SaWienW (and docWoU) ZoXld be bUeached. HoZ and Whe SoVVibiliW\
Wo SUeYenW WhiV Zill deSend on Whe SlaWfoUm. TheUe ma\ alVo be fXncWionaliW\ in
Whe oSeUaWing V\VWem iWVelf WhaW XVeV Whe micUoShone. FoU e[amSle, Zhen SiUi iV
enabled on iOS, iW Zill alZa\V liVWen foU Whe ShUaVe ³He\ SiUi´ locall\ and Vend Whe
VoXnd coming afWeU Wo be SUoceVVed[64]. A XVeU coXld WUiggeU WhiV b\ accidenW,
Vending (SUiYaWe) daWa Wo ASSle ZiWhoXW Whe XVeU knoZing. The GXaUdian alVo
UeSoUWed WhaW ASSle conWUacWoUV heaU SiUi UecoUdingV Wo imSUoYe Whe SUodXcW[65].
Google doeV Whe Vame ZiWh Google Home and Google AVViVWanW. NeZV oXWleW
VRT NWS fUom BelgiXm goW WheiU handV on UecoUdingV fUom Google, XVed b\
emSlo\eeV Wo imSUoYe Whe SUodXcWV[66]. TheVe alVo conWained falVe SoViWiYeV,
i.e., Whe aVViVWanW goW WUiggeUed ZiWh no inWenWion of Whe end-XVeU.

The VeUYiceV liVWening Wo Whe micUoShone aUe a biggeU SUiYac\ SUoblem in
geneUal, eVSeciall\ in Whe medical field. The aSS VhoXld WU\ Wo find oXW if oWheU
VeUYiceV oU aSSV aUe alVo XVing Whe micUoShone and eiWheU block WhiV oU ZaUn Whe
XVeU (and block Whe UecoUding fXncWionaliW\). HoZ WhiV iV achieYed Zill diffeU fUom
AndUoid and iOS. BoWh aUe diVcXVVed ne[W.

AQGURLG
UnWil noZ, iW ZaV noW SoVVible Wo VhaUe Whe micUoShone beWZeen WZo aSSV. If
an aSS ZaV alUead\ UecoUding and anoWheU aSS ZaV WU\ing Wo UecoUd, an eUUoU
ZoXld be UeWXUned, and Whe UecoUding ZoXld noW VWaUW. An e[ceSWion ZaV Zhen
an aSS (like Google AVViVWanW oU an acceVVibiliW\ VeUYice) ZiWh Whe SeUmiVVion
*�Shl_1n�l.APn>PhqP_. and aXdio VoXUce of W\Se >PhqP_. ZaV UecoUding.
Then anoWheU aSS coXld VWaUW a UecoUding, ZheUe Whe SUeYioXVl\ menWioned aSS
ZoXld be WeUminaWed[67]. If AndUoid iV aVVXmed Vafe, When Ze can alVo aVVXme
WhaW no oWheU aSS can liVWen Wo Whe micUoShone Zhile Whe ChiSSofW aSS iV UecoUding.
FUom Whe aSS¶V SoinW of YieZ, no e[WUa miWigaWion iV needed, e[ceSW foU making
VXUe Whe XVed AndUoid YeUVion iV noW UooWed, and no-one WamSeUed ZiWh iW.

WiWh Whe neZAndUoid Q, Whe behaYioU foU aXdio VhaUing haV changed. AndUoid
noZ diVWingXiVheV WZo kindV of aSSV: Vo-called µoUdinaU\ aSSV,¶ inVWalled b\
Whe XVeU, and µSUiYileged aSSV,¶ Zhich come SUe-inVWalled on Whe deYice, like
Google AVViVWanW and acceVVibiliW\ VeUYiceV. An aSS iV alVo WUeaWed diffeUenWl\ if iW
XVeV a µSUiYac\-VenViWiYe¶ aXdio VoXUce, meaning one ZiWh W\Se *�J*P_.1_ oU
oPA*1n*PJJlLA*�hAPL. The UXleV foU VhaUing aXdio aUe aV folloZV[67]:

� PUiYileged aSSV haYe higheU SUioUiW\ Whan oUdinaU\ aSSV.

� ASSV ZiWh YiVible foUegUoXnd UIV haYe higheU SUioUiW\ Whan backgUoXnd aSSV.

41



� ASSV caSWXUing aXdio fUom a SUiYac\-VenViWiYe VoXUce haYe higheU SUioUiW\
Whan aSSV WhaW aUe noW.

� TZo oUdinaU\ aSSV can neYeU caSWXUe aXdio aW Whe Vame Wime.

� In Vome ViWXaWionV, a SUiYileged aSS can VhaUe aXdio inSXW ZiWh anoWheU
aSS.

� If WZo backgUoXnd aSSV ZiWh Whe Vame SUioUiW\ aUe caSWXUing aXdio, Whe laVW
one VWaUWed haV higheU SUioUiW\.

WhaW iV inWeUeVWing heUe iV WhaW in Vome ViWXaWionV, a SUiYileged aSS can VhaUe
aXdio ZiWh anoWheU aSS, VomeWhing, Zhich VhoXld be aYoided. AccoUding Wo
Whe AndUoid docXmenWaWion, WhiV can onl\ occXU Zhen eiWheU an AcceVVibiliW\
VeUYice UI iV on WoS, oU ZiWh Google AVViVWanW and an aSS WhaW doeV noW liVWen Wo
a SUiYac\-VenViWiYe aXdio VoXUce.

The aSS VhoXld XVe a SUiYac\-VenViWiYe aXdio VoXUce, Vo iW haV SUioUiW\ oYeU
oWheU aSSV. If anoWheU (malicioXV) aSS alVo VWaUWV Wo liVWen Wo a SUiYac\-VenViWiYe aX-
dio VoXUce, iW can Vilence Whe UecoUding. The aSS VhoXld UegiVWeU Wo �m/BQ_2+Q`/
X`2;Bbi2`�m/BQ_2+Q`/BM;*�HH#�+FUV Wo be able Wo noWice WhiV haSSening.
The XVeU can When be ZaUned WhaW anoWheU aSS VWaUWed UecoUding, and Whe aSS
coXld UeVWaUW UecoUding Wo Wake oYeU Whe aXdio VoXUce again.

LO6
The official ASSle docXmenWaWion doeV noW VWaWe if and hoZ Whe micUoShone can
be VhaUed. UnfoUWXnaWel\, Whe emXlaWoU fUom XCode can noW be XVed Wo WeVW WhiV. IW
onl\ alloZV UecoUding Whe micUoShone ZiWhAVAXdioRecoUdeU[68], Zhich ZUiWeV Whe
UecoUding Wo a file UighW aZa\. AV diVcXVVed in Whe ne[W VecWion, Whe aXdio VhoXld
be UeWXUned aV a bXffeU and noW ZUiWWen Wo a file, foU Zhich AVCaSWXUeSeVVion[69]
can be XVed.

712 The apps data could be stolen

An aWWackeU coXld WU\ Wo VWeal Whe VWoUed daWa b\ Whe aSS. The aSS Zill conWain
Vome aXdio daWa in local memoU\. An aWWackeU coXld WU\ Wo Uead WhiV memoU\.

MI7IGA7ION

AV Whe aSS coXld be comSUomiVed b\ WamSeUing, iW iV beVW Wo VWoUe Whe leaVW
SoVVible amoXnW of VenViWiYe daWa on Whe deYice. FoU UecoUding Whe conYeUVaWion
ZiWh a SaWienW, WhiV meanV Whe UecoUding VhoXld be XSloaded UighW aZa\ and noW
VWoUed on Whe deYice. TheUe alZa\V Zill be UecoUding daWa, aV a bXffeU, on Whe
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deYice dXUing Whe UecoUding. HoZeYeU, WhiV Zill be in RAM and onl\ aW Whe Wime of
UecoUding. GeWWing daWa fUom RAM iV a loW haUdeU. He oU Vhe cannoW geW Whe daWa
aW a laWeU momenW b\ UooWing Whe (VWolen) deYice. SWill, Whe bXffeU on Whe deYice
VhoXld be encU\SWed. In Whe fXWXUe, Whe bXffeU ma\ be VWoUed on Whe deYice Vome
Wime Wo alloZ UecoUding aXdio ZiWhoXW an inWeUneW connecWion.

713 An attacker could sniff the upload connection

An aWWackeU coXld geW hiV handV on Whe UecoUding b\ comSUomiVing Whe connecWion
beWZeen Whe aSS and Whe HiX V\VWem.
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The connecWion beWZeen Whe aSS and Whe HiX aSSlicaWion VeUYice VhoXld be
VecXUe. AVVXming WhaW no daWa ma\ be loVW, a TCP connecWion iV SUobabl\ Whe
beVW oSWion. An SSLSockeW[70] coXld be XVed, Zhich alloZV a connecWion oYeU
TCP, VecXUed b\ SSL oU TLS. IW inclXdeV SUoWecWion foU inWegUiW\, aXWhenWicaWion,
and confidenWialiW\. BoWh AndUoid and iOS VhoXld be able Wo connecW Wo a VockeW.
CXUUenWl\, Whe aSS connecWV Wo HiX ZiWh a RESTfXl API, Vo, foU noZ, iW ma\ be
eaVieU Wo Vend Whe daWa in SackeWV oYeU HTTPS.

The Vend daWa iWVelf coXld alVo be encU\SWed foU an e[WUa la\eU. FoU e[amSle,
a VWUeam ciSheU[71] coXld be XVed. The deciVion haV Wo be made if WhiV iV ZoUWh
iW becaXVe iW Zill coVW moUe comSXWaWional SoZeU (and VXbVeTXenWiall\ baWWeU\
SoZeU) fUom Whe deYice. One VcenaUio ZheUe WhiV mighW be XVefXl iV Zhen a
docWoU decideV if Whe UecoUding VhoXld be VaYed aW Whe end. The aSS coXld
XSload Whe encU\SWed UecoUding UighW aZa\, bXW ZiWhoXW Whe iniWiali]aWion YecWoU.
The encU\SWion meanV Whe backend Zill noW be able Wo Uead Whe UecoUding. If Whe
docWoU decideV Wo VaYe Whe UecoUding, Whe aSS coXld Vend Whe iniWiali]aWion YecWoU,
alloZing Whe backend Wo Uead Whe UecoUding. PUiYac\ Zill be incUeaVed, aV Whe
docWoU can noZ decide afWeUZaUd, knoZing Whe conWenW if Whe UecoUding VhoXld be
aYailable on Whe HiX V\VWem. The iniWiali]aWion YecWoU VhoXld alVo be encU\SWed
Zhen VenW, Zhich can be done ZiWh aV\mmeWUic encU\SWion.

714 An attacker could sniff the connection with an e[ternal microphone

An aWWackeU coXld Vniff Whe connecWion beWZeen Whe deYice and an e[WeUnal
micUoShone.

MI7IGA7ION

AV VWaWed befoUe, XVing an e[WeUnal micUoShone Zill inWUodXce moUe YXlneUabiliWieV,
SUimaUil\ Zhen XVed ZiWh BlXeWooWh. An aWWackeU coXld WU\ Wo liVWen in on a
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BlXeWooWh connecWion. EncU\SWion of BlXeWooWh WUaffic VhoXld aW leaVW be XVed
aV defined in Bluetooth Core Specification[72]. UnfoUWXnaWel\, WheUe haYe been
foXnd mXlWiSle YXlneUabiliWieV[59] in BlXeWooWh, and Vome of Whem aUe SXblicl\
aYailable. USdaWing BlXeWooWh headVeWV iV haUd oU imSoVVible, Vo VecXUiW\ iVVXeV
Zill (moVW of Whe Wime) noW geW fi[ed. No XSdaWeV leaYe headVeWV YXlneUable foU
aWWackV. AndUoid deYiceV haYe Whe Vame SUoblem aV Whe\ aUe onl\ XSdaWed foU a
limiWed Wime. AV docWoUV ma\ XVe WheiU oZn deYiceV, iW iV haUd Wo Well if Whe\ aUe XS
Wo daWe. A moUe VecXUe aSSUoach ZoXld be XVing a headVeW WhaW encU\SWV Whe
daWa iWVelf.

FoU noZ, iW ZoXld be VafeU Wo block e[WeUnal micUoShoneV. AV diVcXVVed befoUe,
WhiV can be done ZiWh AXdioManage[62] on AndUoid and AVCaSWXUeDeYice[63]
on iOS.

5.3.5 DENIAL OF SER9ICE
AdYeUVaUieV coXld do a denial of VeUYice aWWack, meaning Whe\ Zill block VeUYiceV
b\ abXVing UeVoXUceV. AWWacking acceVVibiliW\ coXld be dangeUoXV if a docWoU
needV infoUmaWion fUom a SaWienW in a life-WhUeaWening ViWXaWion. ThUee denial of
VeUYice WhUeaWV can be foXnd.

715 The mobile app ma\ be crashed or stopped

The mobile aSS ma\ be cUaVhed oU VWoSSed. FoU e[amSle, Whe Zhole deYice can
be cUaVhed b\ an aSS XVing Woo man\ UeVoXUceV. The mobile¶V oV mighW alVo
giYe SUioUiW\ Wo oWheU aSSV oYeU Whe UecoUding aSS, VhXWWing iW doZn.
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In geneUal, keeSing an aSS in Whe foUegUoXnd Zill enVXUe iW Zill noW geW cloVed. On
AndUoid, a foUegUoXnd VeUYice[73] coXld be XVed Wo do Whe UecoUding. IW Zill noW
be killed Zhen Whe oV UXnV loZ on memoU\. So alWhoXgh Whe aSS iWVelf ma\ be
killed, Whe feaWXUe of UecoUding Zill noW be killed.

On iOS, Whe backgUoXnd mode aXdio[74] VhoXld alloZ an aSS Wo UecoUd
Zhile iW iV in Whe backgUoXnd. IW VhoXld be WeVWed if WhiV iV WUXe, aV Whe (official)
docXmenWaWion iV noW cleaU on WhiV.

716 The microphone ma\ become unavailable

DeSending on Whe OS Whe aSS coXld loVe acceVV Wo Whe micUoShone, mainl\
becaXVe anoWheU aSS UeTXeVWV iW.
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Which aSS geWV Whe micUoShone iV an OS deciVion, meaning Whe aSS coXld loVe
iWV acceVV Wo anoWheU aSS.

AV diVcXVVed in VecWion 5.3.4 on AndUoid, in geneUal, Whe aSS Zill loVe Whe
micUoShone if anoWheU aSS decideV Wo XVe iW. UnWil AndUoid 9, WheUe iV noW a loW
WhaW can be done fUom Whe aSS, e[ceSW ZaUn Whe XVeU. In AndUoid 10, moUe WhingV
can be done, like XVing a SUiYac\-VenViWiYe aXdio VoXUce.

The official iOS docXmenWaWion doeV noW VWaWe hoZ Whe micUoShone UeVoXUce
iV aVVigned Wo Zhich aSS. TeVWV Zill be needed Wo Vee hoZ WhiV ZoUkV.

717 The web service ma\ be crashed, overloaded or stopped
The Zeb VeUYice mighW be oYeUloaded b\ DDoV aWWackV oU cUaVhed b\ Vending
bUoken UeTXeVWV.
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DDoV aWWackV VhoXld be SUeYenWed on Whe neWZoUk leYel, and SUoWecWion Wo bUoken
UeTXeVWV VhoXld be done on Whe backend and oU neWZoUk. MiWigaWing WhiV iV
conVideUed oXW of Whe VcoSe of WhiV UeSoUW.

5.3.6 ELE9A7ION OF PRI9ILEGE
An aWWackeU coXld XVe eleYaWion of SUiYilege, meaning he oU Vhe geWV moUe
aXWhoUi]aWion UighWV Whan alloZed. TZo eleYaWion of SUiYilege WhUeaWV can be foXnd.

718 An end user ma\ gain additional privileges
An end-XVeU ma\ geW addiWional SUiYilegeV, alloZing a docWoU Wo UecoUd foU SaWienWV
Zho aUe noW XndeU hiV oU heU caUe.
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A docWoU coXld UecoUd daWa foU SaWienWV ZheUe he oU Vhe VhoXld be able Wo acceVV.
CXUUenWl\, Whe HiX aSSlicaWion VeUYiceV alUead\ imSlemenW an aXWhoUi]aWion la\eU,
Vo iW iV aVVXmed WhiV WhUeaW iV coYeUed.

719 An malicious app ma\ gain additional privileges
A malicioXV aSS ma\ WU\ Wo µbUeak oXW¶ of iWV aSSlicaWion conWaineU. ThiV aSS
coXld When e[ecXWe code aV a VXSeUXVeU and, foU e[amSle, Uead Whe memoU\ of
ChiSSofW¶V aSS.

45



MI7IGA7ION

AV diVcXVVed, a malicioXV aSS ma\ WU\ and VXcceed Wo geW VXSeUXVeU UighWV on
a deYice. IW coXld When haYe acceVV Wo all daWa on Whe deYice. MiWigaWing WheVe
aWWackV can onl\ be done b\ Whe OS and noW fUom an aSS. The onl\ defenVe iV
making VXUe WheUe iV aV leaVW SUiYac\-VenViWiYe daWa aV SoVVible on Whe deYice.

5.4 CONCL8SION
In WhiV chaSWeU, Ze ZeUe able Wo cUeaWe a daWa floZ diagUam of an aXdio UecoUding
feaWXUe. We XVed WhiV diagUam and Whe STRIDE W\SeV Wo find 19 diffeUenW WhUeaWV
liVWed in Wable 5.1. We alVo looked aW SoVVible coXnWeU-meaVXUemenWV againVW
WheVe WhUeaWV. MoVW WhUeaWV can be miWigaWed ZiWh e[iVWing WechniTXeV. We
can Walk ZiWh moUe ceUWainW\ aboXW AndUoid becaXVe Whe docXmenWaWion iV moUe
comSUehenViYe Whan WhaW fUom iOS. FoU iOS, moUe (SUacWical) WeVWing needV Wo
be done. HoZeYeU, Whe XndocXmenWed behaYioU of iOS ma\ change ZiWhoXW
ZaUning. TheVe WhUeaWV SUoYide XV ZiWh an oYeUYieZ of SoVVible YXlneUabiliWieV.
ThiV YalXable infoUmaWion helSV XV define Whe aWWack WUeeV and miWigaWionV in
SaUW III. In Whe XScoming chaSWeU, Ze Zill Wake a look aW aWWackeU SUofileV, Zhich
Ze alVo XVe foU aWWack WUeeV.
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THREAT DESCRIPTION

T1 SSoofing Whe XVeU

T2 SSoofing Whe mobile aSS foU Whe XVeU

T3 SSoofing Whe mobile aSS foU Whe Zeb VeUYice

T4 SSoofing Whe ZebVeUYice

T5 SSoofing Whe (e[WeUnal) micUoShone

T6 TamSeUing Whe aSS¶V UXnWime

T7 TamSeUing Whe aSS b\ binaU\ SaWching

T8 TamSeUing Whe deYice¶V OS

T9 TamSeUing an e[WeUnal micUoShone

T10 DaWa UeSXdiaWion UecoUding b\ end-XVeU

T11 An aWWackeU ma\ liVWen Wo Whe micUoShone

T12 The aSSV daWa coXld be VWolen

T13 An aWWackeU coXld Vniff Whe XSload connecWion

T14 An aWWackeU coXld Vniff Whe connecWion ZiWh an e[WeUnal micUoShone

T15 The mobile aSS ma\ be cUaVhed oU VWoSSed

T16 The micUoShone ma\ become XnaYailable

T17 The Zeb VeUYice ma\ be cUaVhed, oYeUloaded oU VWoSSed

T18 An end XVeU ma\ gain addiWional SUiYilegeV

T19 An malicioXV aSS ma\ gain addiWional SUiYilegeV

7DEOH 5.1: An oYeUYieZ of SoVVible WhUeaWV
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CHAP7ER 6

A77ACKER PROFILES

We Zill XVe WhiV chaSWeU Wo look aW mXlWiSle SoVVible aWWackeU SUofileV. FiUVW, Ze
e[Slain hoZ Ze foXnd WheVe SUofileV. We When diVcXVV Whe VeYen SUofileV Ze
foXnd. We alVo look aW aWWUibXWeV like Vkill, UeVoXUceV, and acceVV. An oYeUYieZ
of Whe SUofileV can be foXnd in Wable 6.1. In Whe end, Ze VelecW WZo SUofileV: Whe
diVVaWiVfied (e[)emSlo\ee and Whe cUiminal hackeU gUoXS. TheVe SUofileV Veem
Whe moVW inWeUeVWing foU cUeaWing aWWack WUeeV and aVVigning YalXeV Wo nodeV. In
VecWion 6.3, Ze e[Slain Zh\. ThiV chaSWeU VhoXld anVZeU UeVeaUch TXeVWion RQ2:

What are possible attacker profiles?

6.1 ME7HODOLOG<
To find aWWackeU SUofileV, Ze held bUainVWoUming VeVVionV ZiWh mXlWiSle emSlo\eeV.
DXUing WheVe VeVVionV, Ze aVked Zho SoWenWial aWWackV coXld be and hoZ Whe\
ZoXld aWWack an aXdio UecoUding feaWXUe. The TXeVWionV Ze XVed Wo geW Whe
bUainVWoUming VWaUWed can be foXnd in aSSendi[ B.1. The emSlo\eeV ZeUe choVen
foU WheiU Uole aW ChiSSofW: Whe Weam leadeUV of Whe coUe mobile and mXlWimedia
Weam, a membeU of ChiSSofW¶V Ued-haW Weam, and a Wechnical conVXlWanW ZiWh
e[SeUWiVe in VecXUiW\. The diffeUenW UoleV VhoXld giYe a bUoadeU YieZ of SoVVible
SUofileV. We comSaUed Whe VXggeVWed SUofileV ZiWh Whe SUoSoVed aWWackeU SUofileV
fUom VecWion 4.1.3. We foXnd WhaW moVW SUofileV aUe comSaUable Wo a SUofile fUom
Whe liWeUaWXUe, eVSeciall\ WhoVe fUom Wable 4.2. ComSaUing Whem helSV XV define
and gUade aWWUibXWeV, aV VhoZn in Wable 6.1. TheVe aWWUibXWeV Zill be XVefXl foU
Zhen Ze cUeaWe aWWack WUeeV and haYe Wo aVVign effoUW YalXeV Wo each node. The
aWWUibXWeV Ze XVe aUe Vkill, UeVoXUceV, and acceVV. The UeVoXUceV aWWUibXWe iV a
mi[WXUe of mone\ and amoXnW of SeoSle.
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6.2 POSSIBLE PROFILES
AfWeU bUainVWoUm VeVVionV, Ze foXnd VeYen diffeUenW SUofileV. Each SUofile can
be linked Wo a SUofile foXnd in Whe liWeUaWXUe. Table 6.1 VhoZV an oYeUYieZ of all
SUofileV. FoU each SUofile, Ze VcoUed Whe Vkill, UeVoXUceV, and acceVV. TheVe
YalXeV aUe Waken fUom Whe liWeUaWXUe and bUainVWoUming VeVVionV. Ne[W, Ze diVcXVV
each SUofile in moUe deWail.

AP1 Dissatisfied patient

ASaWienW ma\ noW be haSS\ Whe Za\ he oU Vhe iV WUeaWed in Whe hoVSiWal, Zhich ma\
UeVXlW in a conflicW ZiWh a docWoU, and WU\ing Wo diVcUediW WhiV docWoU. FoU e[amSle,
a SaWienW ma\ WU\ Wo VWeal WheiU Shone and WU\ Wo geW infoUmaWion. IW iV haUd Wo Va\
ZhaW Whe Vkill leYel of a SaWienW SUeciVel\ Zill be, bXW WheUe iV a high chance Whe
SaWienW Zill noW haYe WhaW mXch Vkill. The Vame can be Vaid foU UeVoXUceV. BoWh
aWWUibXWeV aUe VcoUed aV µloZ¶ in Wable 6.1. AcceVV iV VcoUed aV µmediXm¶ becaXVe
Whe SaWienW Zill be in conWacW ZiWh Whe docWoU. WiWhoXW WhaW mXch Vkill, Whe SaWienW
Zill SUobabl\ hiUe Vomeone, oU WU\ Wo XVe e[iVWing WoolV. TheUefoUe, Ze can Vee
WhiV SUofile aV a µToolkiW XVeU¶ fUom Wable 4.2.

AP2 Competitor

A comSeWiWoU ma\ ZanW Wo diVcUediW ChiSSofW b\ e[SoVing leakV in WheiU VofWZaUe.
ComSeWiWoUV can be conVideUed Wo haYe a high Vkill leYel and man\ UeVoXUceV,
Zhile WheiU acceVV Wo ChiSSofW¶V VofWZaUe iV loZ (Vee Wable 6.1). The\ Zill WU\
Wo aWWack Whe Zhole V\VWem, ZheUe oWheU SUofileV mighW focXV on a VSecific SaUW.
AWWackV can Uange fUom geWWing SeoSle inWo a hoVSiWal Wo acceVV HiX diUecWl\, Wo
decomSiling code Wo find leakV and VWeal inWellecWXal SUoSeUW\. A comSeWiWoU Zill
SUobabl\ WU\ Wo VWa\ ZiWhin Whe laZ, oU aW leaVW in a µgUa\¶ aUea. Looking aW Whe Vkill
and UeVoXUceV of WhiV SUofile, iW iV beVW comSaUable Wo µPUofeVVionalV I: gUoXSV
and gangV´ oU µPUofeVVionalV II: Small GUoXSV and IndiYidXalV´ fUom Wable 4.2.

AP3 Dissatisfied (e[)emplo\ee

ChiSSofW ma\ geW in a conflicW ZiWh an (e[)emSlo\ee. ThiV emSlo\ee ma\ WU\
Wo diVcUediW ChiSSofW b\ e[SloiWing oU Velling leakV. An (e[)emSlo\ee Zill haYe
mXch knoZledge aboXW Whe VofWZaUe and acceVV Wo Whe code baVe. TheUefoUe,
Ze VcoUe aWWUibXWeV Vkill and acceVV ZiWh µhigh¶ in Wable 6.1. AV an indiYidXal, an
(e[)emSlo\ee Zill noW haYe man\ UeVoXUceV. An e[SecWed aWWack fUom WhiV SUofile
iV cUeaWing a back dooU of Vome VoUW. ThiV SUofile iV Whe Vame aV an µInVideU¶ fUom
Wable 4.2.
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AP4 Criminal hacker group

A cUiminal hackeU gUoXS ma\ WU\ Wo obWain healWh caUe daWa Wo Vell Wo Whe higheVW
biddeU oU XVe iW Wo blackmail Vomeone. We aVVXme a cUiminal gUoXS haV aW
leaVW Vome Vkill. Man\ cUiminalV Zill be oSSoUWXniVWic, and XVe WoolV Whe\ foXnd
oU boXghW Wo make aV mXch mone\ aV SoVVible. UVing WheVe WoolV doeV noW
UeTXiUe high VkillV, Vo Ze chooVe µmediXm¶ in Wable 6.1. We alVo XVe µmediXm¶
foU UeVoXUceV becaXVe cUiminalV ZanW Wo make mone\ and noW VSend Woo mXch
on aWWackV. AcceVV iV VcoUed aV µloZ¶ aV a cUiminal gUoXS haV no diUecW acceVV.
DeSending on Whe gUoXS Vi]e, iW can be comSaUed Wo µPUofeVVionalV I: gUoXSV and
gangV´ oU µPUofeVVionalV II: Small GUoXSV and IndiYidXalV´ fUom Wable 4.2.

AP5 Hobb\ists

Hobb\iVWV ma\ WU\ Wo hack Whe aSS foU a boXnW\, Whe WhUill, UecogniWion fUom SeeUV,
oU Wo make medical aSSlicaWionV VafeU. We aVVXme Whe\ haYe a high Vkill becaXVe
Whe\ haYe a SaVVion foU ZhaW Whe\ do. ThiV SaVVion makeV Whem WU\ neZ Za\V Wo
aWWack V\VWemV inVWead of XVing e[iVWing WoolV, Zhich UeTXiUeV a high Vkill. We
VcoUe UeVoXUceV and acceVV boWh µloZ¶ in Wable 6.1. We aVVXme hobb\iVWV aUe
acWing alone, oU ma\be in Vmall gUoXSV, and Whe\ do noW haYe an\ (in)diUecW
acceVV. The\ can be comSaUed Wo Whe µS\VWem challengeUV¶ oU eYen µIdeologiVWV¶
fUom Wable 4.2.

AP6 The Dutch Government

The DXWch goYeUnmenW ma\ WU\ Wo geW WheiU handV on medical daWa Wo VXSSUeVV
ciWi]enV, foU e[amSle, b\ blackmailing SoliWical acWiYiVWV. In geneUal, goYeUnmenWV
haYe a high amoXnW of UeVoXUceV and SeoSle ZiWh high VkillV. The DXWch goY-
eUnmenW haV alVo acceVV Wo Whe DXWch neWZoUk infUaVWUXcWXUe and coXld demand
acceVV Wo ChiSSofW¶V VofWZaUe. The\ Zill need legiWimaWe UeaVonV Wo do Vo, b\
laZ. TheUefoUe, Ze VcoUe acceVV aV µmediXm¶ in Wable 6.1. ThiV SUofile e[iVWV in
Wable 4.2 aV µOfficialV.¶

AP7 Foreign Government

FoUeign goYeUnmenWV ma\ aWWack DXWch comSanieV Wo geW inWellecWXal SUoSeUWieV
oU deVWabili]e Whe coXnWU\. Again, aV ZiWh Whe DXWch goYeUnmenW, Ze can aVVXme
Whe\ haYe a high amoXnW of Vkill and UeVoXUceV. We aVVXme acceVV Zill be loZ
becaXVe Whe\ Zill oSeUaWe fUom a diffeUenW coXnWU\. The\ Zill haYe Wo make e[WUa
effoUW Wo gain acceVV Wo ChiSSofW¶V VofWZaUe. Table 4.2 VhoZV Whe choVen YalXeV
foU Whe aWWUibXWeV. ThiV SUofile iV Whe Vame W\Se aV Whe µOfficialV¶ SUofile in Wable 4.2.
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# WHO GOAL TYPE S
K
IL
L

R
E
S
O
U
R
C
E
S

A
C
C
E
S
S

AP1 DiVVaWiVfied
SaWienW

DiVcUediW
hoVSiWal/docWoU

ToolkiW XVeU + + ++

AP2 ComSeWiWoU DiVcUediW ChiSSofW PUofeVVionalV I +++ +++ +

AP3 DiVVaWiVfied
(e[)emSlo\ee

DiVcUediW ChiSSofW InVideUV +++ + +++

AP4 CUiminal hackeU
gUoXS

ObWaining medical
daWa

PUofeVVionalV I,
PUofeVVionalV II

++ ++ +

AP5 Hobb\iVWV BoXnW\, WhUill,
acWiYiVW

S\VWem challengeUV,
IdeologiVWV

+++ + +

AP6 The DXWch
GoYeUnmenW

PoliWical inflXence OfficialV +++ +++ +++

AP7 FoUeign
GoYeUnmenW

PoliWical inflXence,
diVUXSWion

OfficialV +++ +++ +

7DEOH 6.1: SXmmaU\ of aWWackeU SUofileV SUoSoVed b\ ChiSSofW and hoZ Whe\ UelaWe Wo
Whe aWWackeU W\SeV of Moeckel[21]. On Whe UighW, Vkill, UeVoXUceV and acceVV aUe VhoZn
aV loZ (+), mediXm (++) oU high (+++).

6.3 SELEC7ING 7:O PROFILES
We VelecW WZo SUofileV Wo cUeaWe aWWack WUeeV in Whe ne[W SaUW. The nXmbeU WZo
iV choVen becaXVe of Wime conVWUainWV, bXW in Whe fXWXUe, ChiSSofW mighW ZanW Wo
UeVeaUch moUe SUofileV. We WU\ Wo VelecW Whe WZo moVW inWeUeVWing SUofileV, ZiWh
Whe helS of VecXUiW\ e[SeUWV fUom ChiSSofW.

The fiUVW VelecWed SUofile iV Whe diVVaWiVfied (e[)emSlo\ee (AP3). AWWackV
b\ inVideUV haYe SoWenWiall\ a big imSacW, making iW an inWeUeVWing choice. The
e[SeUWV aW ChiSVofW alVo haYe had e[SeUienceV in hoVSiWalV ZheUe emSlo\eeV
blocked UeVoXUceV b\ changing SaVVZoUdV, making iW UealiVWic WhaW an emSlo\ee
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coXld aWWack ChiSSofW. Looking aW WhiV SUofile Zill alVo SUoYide a cUiWical look aW
Whe VofWZaUe deVign SUoceVV.

The Vecond VelecWed SUofile iV Whe cUiminal hackeU gUoXS (AP4). AV menWioned
in VecWion 4.1.3, cUiminalV UeSUeVenW a big SaUW of SoVVible aWWackeUV[23]. ChiSSofW
alVo haV had e[SeUience ZiWh cUiminalV WU\ing Wo geW inWo WheiU V\VWem. So iW iV
UeaVonable Wo e[SecW WhaW cUiminalV Zill alVo aWWack Whe aSS.

TheVe WZo aWWackeU SUofileV Zill alVo giYe diffeUenW W\SeV of aWWack VcenaUioV.
InVideUV Zill SUobabl\ WU\ Wo geW malicioXV code in Whe code baVe, Zhile cUiminalV
Zill XVe (e[iVWing) WoolV Wo obWain daWa. TogeWheU Whe\ giYe a bUoad YieZ of SoVVible
VcenaUioV.

6.4 CONCL8SION
In WhiV chaSWeU, Ze diVcXVVed VeYen SoVVible aWWackeU SUofileV, liVWed in Wable 6.1.
We XVed SUofileV foXnd in Whe liWeUaWXUe and bUainVWoUm VeVVionV Wo eliciW WheVe
SUofileV. We VelecWed WZo SUofileV Wo XVe foU aWWack WUeeV. The diVVaWiVfied
(e[)emSlo\ee, oU inVideU, iV choVen becaXVe of Whe SoVVible imSacW WhiV aWWackeU
can haYe. The cUiminal hackeU gUoXS iV VelecWed becaXVe Whe\ UeSUeVenW a big
SaUW of SoVVible aWWackeUV. In Whe ne[W SaUW, Ze Zill XVe aWWack WUeeV Wo find aWWack
VcenaUioV, Whe SoVVibiliWieV of Whem haSSening, and hoZ effecWiYe miWigaWionV ma\
be. HoZeYeU, fiUVW, Ze Zill e[Slain hoZ Ze made Whe aWWack WUeeV and aVVigned
effoUW YalXeV Wo nodeV.
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PAR7 III

A77ACK 7REES & MI7IGA7IONS
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CHAP7ER 7

CREA7ING A77ACK 7REES

In WhiV SaUW of Whe UeSoUW, Ze Zill cUeaWe aWWack WUeeV. AWWack WUeeV, aV Ze e[Slained
in moUe deWail in VecWion 4.1.2, Zill helS XV diVcoYeU SoVVible aWWack VcenaUioV and
Whe SoVVibiliWieV of Whem haSSening. In WhiV chaSWeU, Ze Zill e[Slain oXU SUoceVV,
Zhich conViVWV of Vi[ VWeSV:

1. CUeaWe nodeV of aWWack WUeeV, ZiWh helS of STRIDE UeVXlWV and aWWack SUofileV

2. GUade leaf nodeV ZiWh effoUW YalXeV

3. CalcXlaWe Whe effoUW YalXeV fUom oWheU nodeV

4. PUoSoVe miWigaWionV, conVideUing Whe Zeak SoinWV of Whe aWWack WUee

5. USdaWe Whe effoUW YalXeV, aVVXming miWigaWionV aUe in Slace

6. ComSaUe aWWack WUeeV Wo Vee Whe effecW of miWigaWionV

In Whe XScoming VecWionV, Ze Zill look aW each VWeS in moUe deWail and hoZ Whe\
Zill helS anVZeU UeVeaUch TXeVWionV RQ3 Wo RQ5. In Whe ne[W WZo chaSWeUV, Ze
Zill XVe WhiV SUoceVV foU Whe inVideU and cUiminalV aWWackeU SUofileV.

7.1 CREA7ING NODES
We VWaUW oXU SUoceVV b\ cUeaWing Whe nodeV of Whe aWWack WUeeV. We begin ZiWh
Whe UooW node µObWain aXdio daWa.¶ AfWeU all, obWaining aXdio daWa iV ZhaW Ze aUe
UeVeaUching ZiWh Whe main TXeVWion of WhiV UeSoUW. The WUee iV When e[Wended ZiWh
Whe infoUmaWion aboXW WhUeaWV and YXlneUabiliWieV fUom chaSWeU 5, bUainVWoUming,
and moUe liWeUaWXUe UeVeaUch. DXUing bUainVWoUming, haYing Whe aWWackeU SUofileV
helSV Wo Whink XS neZ Za\V Wo aWWack Whe V\VWem.

We cUeaWe Whe aWWack WUeeV in Whe deVkWoS YeUVion of dUaZ.io[75], a SUogUam Wo
dUaZ diagUamV. The WUeeV haYe OR and SAND (VeTXenWial AND) gaWeV, VhoZn
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FLJXUH 7.1: The comSonenWV and WheUe meaning of Whe cUeaWed aWWack WUeeV.

in fig. 7.1, Wo SUeVenW WheVe UelaWionV beWZeen child nodeV. The\ alVo conWain
Vo-called µXndeYeloSed¶ nodeV. TheVe nodeV aUe ignoUed becaXVe Whe\ aUe oXW
of VcoSe and coXld be e[Wended in fXWXUe ZoUk. The final WUee Zill giYe a good
inVighW inWo SoVVible aWWack VcenaUioV. ThiV anVZeUV UeVeaUch TXeVWion RQ3:

What are possible attack scenarios?

7.2 GRADING LEAF NODES
The ne[W VWeS iV Wo aVVign YalXeV Wo Whe leaf nodeV. We chooVe Wo call WhiV Whe
effoUW YalXe, meaning Whe effoUW an aWWackeU ZoXld haYe Wo make Wo SeUfoUm an
aWWack. The YalXe iV a combinaWion of Vkill and UeVoXUceV. IW iV haUd Wo giYe e[acW
YalXeV Wo nodeV, Vo Ze WU\ Wo gUade nodeV ZiWh UelaWiYe YalXeV. FoU e[amSle,
nodeA coVWV WhUee WimeV moUe effoUW Whan node B. We maUk nodeV fUom one Wo Wen.
One meanV a node coVWV liWWle Wo no effoUW and Wen an imSoVVible amoXnW. We XVe
a logaUiWhmic Vcale, Wo incUeaVe Whe WoWal Uange Zhile keeSing Whe VcoUing V\VWem
VimSle. We choVe baVe nXmbeU WhUee, Zhich iV a WUade-off beWZeen gUanXlaUiW\
and Uange. ChooVing a Woo Vmall nXmbeU Zill giYe XV a Woo Vmall Uange, Zhich
ma\ UeVXlW in an imSoVVible bUXWe foUce coVWing onl\ Wen WimeV moUe effoUW When
decomSiling an aSS, foU e[amSle. In Ueal life, WhiV ZoXld noW be Whe caVe. If Ze
chooVe Whe baVe nXmbeU Woo high, nodeV ma\ end XS ZiWh Whe Vame nXmbeU
(UemembeU Ze UaWe ZiWh UoXnd nXmbeUV), Zhich in UealiW\ coVWV a diffeUenW amoXnW
of effoUW. FoU e[amSle, ZiWh baVe nXmbeU Wen, if node A coVW fiYe moUe WimeV
effoUW Whan node B, Whe\ VWill Zill haYe Whe Vame effoUW nXmbeU. ThiV Za\, Ze loVe
(imSoUWanW) gUanXlaUiW\.
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The YalXeV Ze aVVign aUe edXcaWed gXeVVeV. To make VXUe Whe\ aUe UealiVWic,
Whe\ ZeUe diVcXVVed ZiWh VecXUiW\ e[SeUWV fUom ChiSVofW and Whe XniYeUViW\. We
alVo baVed Whe gUadeV moUe on AndUoid Whan iOS. The docXmenWaWion fUom
AndUoid iV moUe e[WenViYe, making iW eaVieU Wo gUade nodeV moUe SUeciVel\.
UnfoUWXnaWel\, Whe official docXmenWaWion fUom iOS iV leVV comSUehenViYe, making
iW haUd Wo knoZ Whe effoUW YalXe foU a node.

7.3 CALC8LA7ING EFFOR7 9AL8ES
The ne[W VWeS iV calcXlaWing Whe effoUW YalXeV foU each node fUom Whe leaf nodeV.
DUaZ.io[75] VWoUeV iWV diagUamV aV XML, Zhich Ze XSdaWe ZiWh a VcUiSW Wo calcXlaWe
Whe YalXeV aXWomaWicall\. If a node haV child nodeV ZiWh an OR gaWe, WhaW node
geWV Whe YalXe of Whe loZeVW child node. AfWeU all, Wo SeUfoUm Whe SaUenW node, Ze
can chooVe an\ of Whe OR child nodeV, Vo Ze onl\ need Whe loZeVW amoXnW of
effoUW. If a node haV child nodeV ZiWh a SAND gaWe, Whe SaUenW node geWV Whe
VXm of Whe child nodeV aV effoUW YalXe. In WhiV VcenaUio, an aWWackeU Zill haYe Wo
do all child nodeV, Vo Ze need Whe VXm of Whe childUen. The VcUiSW alVo coloUV
all nodeV, deSending on Whe effoUW YalXe. The coloU Vcale can be Veen in fig. 7.1.
The coloUV helS XV idenWif\ higheU and loZeU effoUW YalXeV moUe eaVil\. WiWh Whe
YalXeV calcXlaWed, Ze can Va\ Zhich aWWack VcenaUioV aUe moUe SUobable Whan
oWheUV, and Ze anVZeUed UeVeaUch TXeVWion RQ4:

What are the probabilities of attack scenarios?

7.4 PROPOSING MI7IGA7IONS
WiWh all effoUW YalXeV calcXlaWed, Ze can SUoSoVe miWigaWionV WhaW focXV on Whe
Zeak SaUWV. The coloU-coding helSV XV find WheVe SoinWV moUe eaVil\. To Whink of
miWigaWionV, Ze XVe Whe miWigaWionV menWioned in chaSWeU 5 aV a UeVoXUce. FoU
each miWigaWion, Ze look aW Zhich VWakeholdeU fUom VecWion 3.1 can helS achieYe
iW. ThiV Za\, Ze knoZ Zhich miWigaWionV ChiSSofW coXld do WhemVelYeV and Zhich
need Wo be done b\ e[WeUnal SaUWieV, like Whe hoVSiWalV.
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7.5 8PDA7E A77ACK 7REES
The ne[W VWeS iV Wo XSdaWe Whe effoUW YalXeV of Whe aWWack WUeeV foU each miWigaWion.
We do WhiV b\ aVVXming Whe miWigaWion iV in Slace. ThiV Zill lead Wo higheU effoUW
YalXeV on ceUWain nodeV oU neZl\ added nodeV. If nodeV aUe added, Ze alVo
add Whem Wo Whe oUiginal aWWack WUee ZiWh YalXe 0. We do WhiV Wo keeS all WUeeV
conViVWenW, Zhich SUeYenWV eUUoUV ZiWh miVVing nodeV and makeV Whem moUe
manageable. Technicall\, Whe ]eUo in oXU Vcale endV XS being one aV a YalXe,
bXW WhiV VhoXld noW affecW oXU YalXeV Woo mXch. We XVe oXU VcUiSW Wo UecalcXlaWe
Whe effoUW YalXeV on all nodeV. BeVideV calcXlaWing Whe effecW of eYeU\ Vingle
miWigaWion, Ze alVo calcXlaWe Whe effoUW YalXeV Zhen Ze aSSl\ all miWigaWionV Wo
Whe WUee. Again Whe neZ effoUW YalXeV aUe edXcaWed gXeVVeV and checked ZiWh
e[SeUWV.

7.6 COMPARE A77ACK 7REES
AV Whe final VWeS, Ze comSaUe Whe effoUW YalXeV fUom all WUeeV. We diVcXVV ZhaW
miWigaWionV aUe moVW effecWiYe. We look aW Whe effoUW YalXeV of Whe UooW node and
Vome high-leYel nodeV. TheVe UeVXlWV Zill helS XV anVZeU UeVeaUch TXeVWion RQ5:

What are possible attack scenarios?

In Whe ne[W WZo chaSWeUV, Ze Zill folloZ WhiV SUoceVV foU Whe inVideU and cUiminalV
SUofileV.
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CHAP7ER 8

7HE INSIDER

AWWack WUeeV Zill helS XV XndeUVWand ZhaW aWWack VcenaUioV aUe SoVVible and Zhich
aUe moVW likel\. KnoZing Zhich aWWackV aUe moVW likel\ Zill helS Wo imSlemenW
miWigaWion VWUaWegieV effecWiYel\. In WhiV chaSWeU, Ze Zill cUeaWe an aWWack WUee
foU Whe inVideU SUofile, Zhich can be foXnd in aSSendi[ C. We folloZ Whe VWeSV
diVcXVVed in Whe SUeYioXV chaSWeU. In VecWion 8.1, Ze diVcXVV Whe cUeaWed aWWack
WUee, Zhich iV Whe UeVXlW of Whe fiUVW WhUee VWeSV. We Wake a look aW Vome inWeUeVWing
nodeV in Whe WUee and WheiU effoUW YalXeV. In VecWion 8.2, Ze XVe Whe aWWack WUee Wo
SUoSoVe miWigaWionV, Zhich aUe liVWed in Wable 8.1. FoU each miWigaWion, Ze look
aW hoZ iW ZoXld change Whe WUee and Zhich VWakeholdeUV aUe UeVSonVible. ThiV
VecWion coUUeVSondV Wo VWeS foXU and fiYe fUom Whe SUeYioXV chaSWeU. Finall\, in
VecWion 8.3, Ze comSaUe Whe effoUW YalXeV of Whe UooW and Vome high-leYel nodeV
afWeU aSSl\ing Whe effecWV of miWigaWionV. The UeVXlWV aUe liVWed in Wable 8.2. We
find WhaW aSSl\ing miWigaWionV can make iW WhUee WimeV haUdeU foU an inVideU Wo
obWain Whe aXdio daWa.

8.1 A77ACK 7REE
The fXll aWWack WUee haV been added Wo Whe aSSendi[ (fig. C.1) and can be Veen
on digiWal deYiceV b\ ]ooming in. AV e[Slained in Whe SUeYioXV chaSWeU, Whe
WUee conWainV nodeV ZiWh SAND and OR gaWeV, haV nXmbeUV UeSUeVenWing Whe
effoUW YalXeV, and iV coloU-coded. The diamond µXndeYeloSed¶ nodeV aUe ignoUed
becaXVe Whe\ aUe oXW of VcoSe foU WhiV UeSoUW. The UooW node iV obWaining Whe
VenViWiYe aXdio daWa, Zhich haV foXU child nodeV. The moVW lefW iV obWaining daWa
Yia Whe XSload connecWion, Zhich iV diVcXVVed in Whe ne[W VecWion. The Vecond
iV geWWing daWa fUom Whe VeUYeU and iV oXW of VcoSe foU WhiV UeSoUW. The WhiUd and
foXUWh aUe µgeWWing daWa fUom Whe aSS¶ and µWamSeU ZiWh Whe aSS¶ UeVSecWiYel\.¶
Table 8.2 VhoZV Whe effoUW YalXeV of WoS-leYel nodeV and Whe UooW node. The effoUW
YalXeV aUe edXcaWed gXeVVeV and haYe been UeYieZed ZiWh Whe VecXUiW\ e[SeUWV
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fUom ChiSSofW Wo Vee if Whe\ aUe UealiVWic. ThiV VecWion coYeUV VWeSV one Wo WhUee,
diVcXVVed in Whe SUeYioXV chaSWeU. Ne[W, SaUWV of Whe aWWack WUee aUe diVcXVVed in
moUe deWail.

8.1.1 ADDING MALICIO8S CODE
One of Whe ZeakeVW nodeV in Whe aWWack WUee iV adding malicioXV code, aV can
be Veen in fig. 8.1. CXUUenWl\, MicUoVofW¶V Team FoXndaWion VeUVion ConWUol
(TFVC)[76] iV XVed aV a cenWUal YeUVioning V\VWem. DeYeloSeUV can check-in
code diUecWl\ in Whe main bUanch of WheiU Weam. AfWeU Whe check-in, an aXWomaWic
bXild SUoceVV checkV if Whe code VWill bXildV and if all XniW WeVWV aUe VWill SaVVing.
If noW, Whe deYeloSeU geWV noWified and haV Wo fi[ oU Uollback WheiU code aV Voon
aV SoVVible. So aV long a malicioXV deYeloSeU enVXUeV WheVe WZo UeTXiUemenWV,
he oU Vhe can add code ZiWhoXW Uinging an\ bellV. TheUefoUe, Ze conVideU WhaW iW
iV eaV\ Wo ciUcXmYenW Whe UeYieZ SUoceVV and add (malicioXV) code Wo Whe code
baVe.

Code geWV alVo UeYieZed b\ oWheU deYeloSeUV. ReYieZing iV done b\ VeaUching
check-inV ZiWh a VSecific iVVXe nXmbeU. So if a deYeloSeU doeV noW add an iVVXe
nXmbeU Wo Whe check-in, WhiV Zill noW come XS dXUing code UeYieZV. AnoWheU
aSSUoach coXld be XVing an iVVXe nXmbeU fUom an iVVXe WhaW iV alUead\ UeYieZed
oU a non-e[iVWing nXmbeU. AlWhoXgh heUe, WheUe iV a moUe VignificanW UiVk a
deYeloSeU ma\ noWice. An aSSUoach Zhich coVW moUe effoUW iV Wo geW a µfake¶
UeYieZ b\ finding an accomSlice oU XVing Whe accoXnW of a colleagXe.

Check-inV Zill alVo VhoZ XS in Whe hiVWoU\ of a file, bXW ZoXld SUobabl\ be haUd
Wo VSoW. DeYeloSeUV can alVo check-in code inWo code of oWheU WeamV, e[ceSW
Whe µcoUe¶ WeamV, Zhich aUe UeVSonVible foU Whe fUameZoUk Whe V\VWem iV bXilW on
and geneUal code. ThiV check-in Zill be eaV\ Wo VSoW becaXVe in Whe hiVWoU\ of
a file aV Whe name of a deYeloSeU Zill VhoZ XS WhaW iV noW SaUW of Whe Weam. Of
coXUVe, an aWWackeU coXld WU\ Wo geW Whe cUedenWialV of anoWheU colleagXe, Wo coYeU
XS WhemVelYeV oU geW acceVV Wo coUe Weam code.

8.1.2 7HE 8PLOAD CONNEC7ION
One Za\ Wo obWain daWa iV b\ geWWing iW fUom Whe daWa floZ beWZeen Whe aSS and
Whe VeUYeU. In oXU aWWack WUee, Ze aUe focXVing on WZo SaWhV: acWiYe Vniffing, b\ a
man in Whe middle aWWack, and SaVViYe Vniffing.

FigXUe 8.2 VhoZV Whe man in Whe middle aWWack node ZiWh childUen. An inVideU
ZoXld need Wo conWUol a node and Vend WUaffic Wo iW. An aWWackeU coXld WamSeU
ZiWh Whe neWZoUk WhaW hoVWV Whe back-end, bXW Ze aVVXme WhiV Zill be haUd Wo do
becaXVe Whe emSlo\ee haV no diUecW acceVV Wo WheVe neWZoUkV. HoZ WhiV can
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FLJXUH 8.1: IW iV UelaWiYel\ eaV\ foU an inVideU Wo add malicioXV code.

be done iV conVideUed SaUW of Whe back-end and oXW of VcoSe. BeVideV, iW ZoXld
be eaVieU Wo change Whe code of Whe aSS and UoXWe Whe WUaffic Wo Whe aWWackeU¶V
node. An aWWackeU mighW noW onl\ change Whe URL, aV WhiV can be Woo obYioXV.
An aSSUoach ZoXld be Wo oYeUZUiWe Whe URL Zhen ceUWain condiWionV aUe meW, like
Zhen iW iV UXnning on a docWoU¶V Shone. ThiV aSSUoach coXld helS hide iW dXUing
WeVWing and deYeloSmenW.

The fXll aWWack WUee VhoZV WhaW XVing SaVViYe Vniffing Zill be haUdeU Whan a W\Se
of man in Whe middle aWWack. ObWaining Whe SUiYaWe ke\V XVed b\ Whe back-end
and aSS Wo eVWabliVh a VecXUe connecWion ZoXld UeTXiUe Whe leaVW amoXnW of effoUW.
He oU Vhe ZoXld When be able Wo decU\SW Vniffed WUaffic.

AnoWheU aSSUoach ZoXld be Wo foUce VecXUiW\ SUoWocolV ZiWh knoZn YXlneUabil-
iWieV like SSL3.0 and Whe POODLE[77] YXlneUabiliW\. FoUcing SSL3.0 can be haUd
becaXVe boWh Whe deYice and Whe back-end VeUYeU need Wo VXSSoUW iW. AndUoid
VWoSSed VXSSoUWing WhiV Vince API leYel 26 (AndUoid 8)[78], and iOS alVo doeV
noW alloZ aSSV Wo XVe iW an\moUe. AnoWheU SUoblem ZiWh XVing YXlneUabiliWieV in
oldeU SUoWocolV iV WhaW moVW of WheVe YXlneUabiliWieV aUe noW XVefXl Wo decU\SW a
Zhole daWa VWUeam. MoVW e[SloiWV aUe focXVed on obWaining daWa like SaVVZoUdV,
Zhich iV a UelaWiYel\ Vmall SaUW of Whe Zhole VWUeam.

8.1.3 GE77ING DA7A FROM 7HE APP I7SELF
The Vecond geneUal aSSUoach iV geWWing daWa fUom Whe aSS iWVelf. The aWWack WUee
haV WhUee VXb-bUancheV: acceVV Whe micUoShone UemoWel\ (Yia Whe aSS), Vend Whe
daWa fUom Whe aSS, oU VWoUe Whe daWa on Whe Shone and obWain iW aW anoWheU Wime.
The moVW coVW-effecWiYe Za\ iV Wo Vend daWa Wo a VeUYeU VeW XS b\ Whe aWWackeU,
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FLJXUH 8.2: PoVVible Za\V foU an inVideU Wo SeUfoUm a man in Whe middle aWWack.

VhoZn in fig. 8.3. Again, WhiV deSendV on Whe inVideU adding malicioXV code. An
aWWackeU coXld UecoUd and Vend daWa an\ Wime Whe aSS iV XVed, bXW a docWoU coXld
noWice WhiV becaXVe iW Zill aVk foU micUoShone SeUmiVVionV. LeVV obYioXV ZoXld
be Wo Vend Whe daWa Zhen a docWoU ZanWV Wo UecoUd oU Zhen UecoUding iV VWoSSed.
The laWWeU aSSUoach ZoXld need a Za\ Wo VWoUe Whe daWa on Whe Shone Vo WhaW iW
can be VenW laWeU on.

The Vecond moVW coVW-effecWiYe iV injecWing malicioXV code Wo acceVV Whe
micUoShone UemoWel\. The benefiW foU an aWWackeU can be, WhaW WhiV iV leVV obYioXV
Whan Whe SUeYioXV aSSUoach becaXVe Whe aSS Zill onl\ Vend daWa Zhen Whe aWWackeU
chooVeV. The aSS ZoXld need a back dooU Wo connecW Wo, like a VockeW VeUYeU.
The infecWed deYice ZoXld alVo need Wo leW Whe aWWackeU knoZ WheiU IP addUeVV, Vo
he oU Vhe can connecW Wo iW.

The laVW conVideUed Za\ Wo geW daWa fUom Whe aSS iV b\ VWoUing Whe daWa on Whe
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FLJXUH 8.3: PoVVible Za\V foU an inVideU Wo Vend daWa Wo a malicioXV VeUYeU.

Shone and acceVVing iW. ThiV aSSUoach UeTXiUeV Wo VWoUe Whe daWa on Whe Shone
and Wo obWain Vaid Shone. ThiV meWhod Zill noW be WhaW effecWiYe foU Whe inVideU aV
iW Zill be haUd Wo obWain a VignificanW amoXnW of daWa, aV he oU Vhe needV Wo VWeal
a Shone each Wime.

8.1.4 7AMPER :I7H 7HE APP
The laVW conVideUed oSWion iV Wo WamSeU ZiWh Whe aSS and make Whe docWoU inVWall
WhiV YeUVion. The fiUVW VWeS heUe iV Wo obWain Whe VoXUce code. ThiV acWion VhoXld
noW be a big iVVXe foU an inVideU aV deYeloSeUV aW ChiSSofW can acceVV all VoXUce
code. A haUdeU aSSUoach ZoXld be UeYeUVe engineeUing Whe aSS. AfWeU obWaining
Whe code, Whe aWWackeU coXld add malicioXV code and XVe an\ of Whe WechniTXeV
alUead\ VhoZn in oWheU SaUWV of Whe aWWack WUee. The haUdeVW SaUW Zill be Wo geW Whe
aSS on Whe deYice of Whe docWoU. InVWalling can be done manXall\ b\ Whe aWWackeU,
bXW Zill UeTXiUe acceVV Wo Whe deYice, Zhich ma\ be haUd foU an inVideU. AnoWheU
aSSUoach ma\ be Wo add Whe (WamSeUed) aSS Wo Whe aSS VWoUe and hoSing docWoUV
Zill inVWall and XVe iW. The aWWackeU Zill haYe no conWUol oYeU WhiV.
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# DESCRIPTION STAKEHOLDERS⇤

M1 SecXUe SUoceVV of adding code S1,S2

M2 DecUeaVe acceVV Wo (VecXUiW\-VenViWiYe) code S1,S2

M3 MoniWoU e[WeUnal connecWionV S1,S2,S4

M4 MoniWoU VWoUed daWa S1,S2,S4

M5 Add e[WUa encU\SWion la\eU S1,S2

M6 Check VignaWXUe aSS S1,S2

⇤ S1: ChiSSofW, S2: DeYeloSeUV, S4: The hoVSiWal(V)

7DEOH 8.1: The SUoSoVed miWigaWionV and Zhich VWakeholdeUV aUe oU can be UeVSonVible
foU Whem.

8.2 MI7IGA7ION
MiWigaWionV VhoXld helS incUeaVe Whe effoUW foU an inVideU Wo SeUfoUm Whe aWWackV
fUom Whe aWWack WUee (fig. C.1). We SUoSoVe Vi[ miWigaWionV, liVWed in Wable 8.2.
ThiV Wable alVo VhoZV Zhich VWakeholdeUV aUe oU can be UeVSonVible foU Whem. AV
can be Veen, Whe VWakeholdeUV ChiSSofW and deYeloSeUV aUe UeVSonVible foU all
oXU SUoSoVed miWigaWionV. ThiV UeVXlW can be e[Slained b\ Whe facW WhaW oXU aWWack
WUee focXVeV on an inVideU aW ChiSSofW. TheUefoUe, oXU miWigaWionV alVo focXV on
Waking coXnWeU-meaVXUeV aW ChiSSofW.

FoU each miWigaWion, Ze look aW hoZ iW changeV Whe aWWack WUee Zhen iW ZoXld
be aSSlied. We can When UecalcXlaWe Whe effoUW YalXeV of Whe aWWack WUee. Table 8.2
VhoZV Whe effecW of all miWigaWionV VeSaUaWel\ and WogeWheU. A miWigaWion can
change eiWheU Whe YalXeV of nodeV oU inWUodXce neZ nodeV. The neZl\ added
nodeV aUe alVo added in Whe oUiginal aWWack WUee ZiWh effoUW YalXe 0 Wo keeS all
YeUVionV of Whe aWWack WUee conViVWenW. WiWh conViVWenW aWWack WUeeV, iW iV eaV\
Wo noWice if one of Whe WUeeV iV miVVing a node Zhen Whe oUiginal aWWack WUee iV
XSdaWed, UedXcing eUUoUV. ThiV VecWion coYeUV VWeSV foXU and fiYe of Whe SUeYioXV
chaSWeU. We Zill noZ look aW each miWigaWion in moUe deWail.
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M1 Secure process of adding code

One of Whe ZeakeVW SoinWV in Whe aWWack WUee iV ciUcXmYenWing Whe code UeYieZ
SUoceVV (VecWion 8.1.1), aV can be Veen in fig. 8.1. Making iW haUdeU Wo add code
XnnoWiced Zill helS miWigaWe WheVe W\SeV of aWWackV. One Za\ Wo VolYe WhiV iV Wo
make VXUe oWheU deYeloSeUV UeYieZ all check-inV. TheUe VWill ZoXld be a chance
Whe UeYieZeU(V) ZoXld helS Whe aWWackeU and add malicioXV code, bXW Whe chance
ZoXld be a loW VmalleU. Each check-in VhoXld be linked Wo an oSen iVVXe Wo
enVXUe code UeYieZV IVVXeV VhoXld onl\ be cloVed Zhen all code iV UeYieZed
and aSSUoYed b\ anoWheU deYeloSeU. A V\VWem coXld check all check-inV and
ZaUn WeamV Zhen iW iV noW linked Wo an iVVXe.

ThiV aSSUoach VWill haV a doZnVide WhaW Whe code iV alUead\ in Whe main
bUanch. If a ZaUning iV ignoUed oU foUgoWWen, code Zill VWill be added XnnoWiced.
IW ZoXld be beWWeU if code can onl\ be added afWeU iW iV UeYieZed and aSSUoYed
b\ oWheU deYeloSeUV. UnfoUWXnaWel\, Team FoXndaWion VeUVion ConWUol haV no
VWUaighWfoUZaUd Za\ Wo do WhiV. One WechniTXe ZoXld be Wo diVable diUecW check-
inV on Whe main bUanch and onl\ meUge feaWXUe-bUancheV inWo Whe main bUanch.
HoZeYeU, in TFVC, cUeaWing a bUanch iV a µheaY\¶ oSeUaWion and moVWl\ can onl\
be done b\ ceUWain (SUiYileged) deYeloSeUV[79].

A beWWeU VolXWion ZoXld be Wo XVe GiW[80] in combinaWion ZiWh Whe e[iVWing
Team FoXndaWion SeUYeU (TFS). GiW alloZV onl\ Wo add code Wo Whe main bUancheV
Yia SXll UeTXeVWV. A SXll UeTXeVW iV a UeTXeVW Wo meUge a (feaWXUe) bUanch inWo
Whe main bUanch. BefoUe Whe meUge can haSSen, iW iV SoVVible Wo haYe µgXaUdV.¶
FoU e[amSle, WhaW anoWheU deYeloSeU UeYieZed and aSSUoYed Whe UeTXeVW, oU WhaW
Whe code can be bXilW b\ an aXWomaWic bXild V\VWem. ConVeTXenWl\, no meUge
can haSSen if Whe neZ code iV noW aSSUoYed oU Zill bUeak Whe bXild. UVing WhiV
SUoceVV enVXUeV all code iV aSSUoYed b\ anoWheU deYeloSeU. UVing GiW iV alVo
moUe fXWXUe-SUoof aV iW iV noZ Whe defaXlW YeUVioning V\VWem foU TFS[79], and
MicUoVofW haV choVen GiW oYeU TFVC[81].

TheUe aUe WZo VWakeholdeUV UeVSonVible foU WhiV miWigaWion: ChiSSofW and Whe
deYeloSeUV. ChiSSofW VhoXld enfoUce WhiV miWigaWion b\ making iW a comSan\-Zide
Solic\. DeYeloSeUV VhoXld folloZ WhiV Solic\ and make VXUe WheiU colleagXeV do aV
Zell. If Ze XSdaWe Whe aWWack WUee ZiWh WhiV miWigaWion, Whe µcheck-in code ZiWhoXW
iVVXe nXmbeU¶ and µadd code afWeU UeYieZ¶ (Vee fig. 8.1) Zill be XSdaWed Wo 10
(i.e., imSoVVible). WiWh WhiV miWigaWion, WheVe acWionV Zill noW ZoUk an\moUe Wo
ciUcXmYenW Whe UeYieZ SUoceVV. TheUefoUe, an inVideU Zill noZ need Wo find oWheU
Za\V Wo ciUcXmYenW Whe UeYieZ SUoceVV. Table 8.2 VhoZV hoZ WhiV miWigaWion
affecWV Whe effoUW YalXeV.
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M2 Decrease access to (securit\-sensitive) code

CXUUenWl\, deYeloSeUV haYe Uead acceVV Wo all VoXUce code. ThiV acceVV helSV
Zhen fi[ing bXgV and deYeloSing neZ feaWXUeV aV iW alloZV Wo XVe Whe debXggeU
on oWheU Weam¶V code. IW alVo makeV iW eaVieU Wo XndeUVWand hoZ code fUom oWheU
WeamV ZoUkV Zhen (XS Wo daWe) docXmenWaWion iV miVVing. The doZnVide and
VignificanW UiVk aUe WhaW an aWWackeU can VeaUch foU ZeakneVVeV in Whe V\VWem oU
cUeaWe a malicioXV coS\.

Ideall\, deYeloSeUV ZoXld onl\ need acceVV Wo Whe modXleV Whe\ aUe ZoUking
on, bXW WhiV iV noW UealiVWic. A conceVVion coXld be made b\ decUeaVing acceVV
Wo VSecific modXleV ZiWh VecXUiW\-VenViWiYe code. ThiV Za\, deYeloSmenW Wime
Zill noW be affecWed Woo mXch, bXW Whe VecXUiW\ incUeaVed. An aWWackeU coXld VWill
decomSile Whe modXleV, and an e[WUa SUecaXWion can be XVing VWXbV. TheVe
coXld eYen decUeaVe deYeloSmenW Wime aV WheVe VWXbV can VkiS comSXWe-heaY\
oSeUaWionV.

TeamV alVo VhoXld noW be able Wo check-in code in modXleV of oWheU WeamV.
CXUUenWl\, WhiV iV an XnZUiWWen UXle, bXW iW VhoXld be enfoUced ZiWh XVeU UighWV. IW iV
alUead\ enfoUced foU code fUom Whe coUe WeamV, Vo iW VhoXld be UelaWiYel\ eaV\ Wo
aSSl\ WhiV Wo oWheU WeamV aV Zell. Again, aV ZiWh Whe SUeYioXV miWigaWion, ChiSSofW
and Whe deYeloSeUV Zill be UeVSonVible foU WhiV miWigaWion.

DecUeaVing Whe acceVV Wo code Zill change Whe effoUW YalXe fUom Whe µacceVV
VoXUce code¶ node. The effoUW YalXe Zill noZ deSend on Zhich code needV Wo be
XSdaWed: acceVVible code oU noW acceVVible. IW iV haUd Wo aVVign a YalXe ZiWhoXW
e[acWl\ knoZing Zhich code becomeV inacceVVible. We aVVXme aWWackeUV can
make moVW back-dooUV in WheiU oZn Weam¶V acceVVible codebaVe. HoZeYeU, iW
Zill Wake moUe Wime becaXVe Whe\ Zill haYe Wo ZoUk aUoXnd inacceVVible VecXUiW\
code. TheUefoUe, Ze chooVe Whe neZ effoUW YalXe 3 foU noZ. The µVWeal VoXUce
code¶ in µWhe WamSeU ZiWh aSS¶ bUanch Zill be XSdaWed fUom 1 Wo 5 aV WhiV aWWack
Zill UeTXiUe all VoXUce code. We aVVXme geWWing all code iV aV haUd aV geWWing
WhingV aV SUiYaWe ke\V.

M3 Monitor e[ternal connections

Agood Za\ Wo knoZ if an\ daWa iV leaking iV moniWoUing foU VXVSicioXV connecWionV.
ThiV ZoXld miWigaWe aSSUoacheV ZheUe an aWWackeU addV malicioXV code Wo Vend
daWa Wo WheiU VeUYeU. MoniWoUing coXld be done all Whe Wime b\ code in Whe aSS
iWVelf. FoU VXcceVVfXl moniWoUing, WhiV code VhoXld noW be eaVil\ acceVVible
(miWigaWion M2). If Vo, an aWWackeU knoZV hoZ Wo ciUcXmYenW iW. The benefiW of WhiV
aSSUoach iV WhaW iW can UXn in SUodXcWion.

AnoWheU Za\ ZoXld be Wo moniWoU WhiV dXUing inWegUaWion WeVWV. ThiV aSSUoach
ZoXld alloZ XV Wo check Whe Zhole deYice and ma\ find WUaffic WhaW cannoW be
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deWecWed fUom Whe aSS. A doZnVide iV WhaW an aWWackeU coXld ciUcXmYenW WhiV
check b\ onl\ acWiYaWing malicioXV code Zhen iW iV UXnning on a docWoU¶V deYice.

TheVe WZo aSSUoacheV VhoXld, again, be aSSlied b\ ChiSSofW and Whe deYel-
oSeUV. A WhiUd aSSUoach coXld be made b\ Whe hoVSiWal: moniWoUing ZiWh oWheU
VofWZaUe on deYiceV. If a hoVSiWal alUead\ XVeV deYice managemenW VofWZaUe,
Whe\ coXld e[Wend iW ZiWh WhiV W\Se of moniWoUing.

A node iV added Wo Whe aWWack WUee called µCiUcXmYenW connecWion moniWoUing¶
Wo Vee Whe effecW of WhiV miWigaWion. The effoUW YalXe of WhiV node deSendV on hoZ
Whe moniWoUing Wool Zill and can be imSlemenWed. We aVVXme WhaW an aWWackeU
needV Wo knoZ hoZ Whe moniWoUing ZoUkV, Wo ciUcXmYenW iW. We alVo aVVXme WhaW
Whe moniWoUing iV noW acceVVible Wo all deYeloSeUV. TheUefoUe, Ze giYe WhiV node
effoUW YalXe 5, Zhich iV like VWealing a SUiYaWe ke\.

M4 Monitor stored data

ReTXiUemenW R5 in VecWion 3.2.2 VWaWeV WhaW no daWa VhoXld be VWoUed on Whe
deYice, aV WhiV incUeaVeV Whe SoVVibiliW\ daWa geWV leaked. The aWWack WUee VhoZV
WhaW Vome aWWack VcenaUioV UeTXiUe daWa Wo be VWoUed on Whe deYice. MoniWoUing if
Whe aSS VWoUeV daWa coXld be a Za\ Wo miWigaWe an\ (accidenWal) VWoUage of daWa.
The Vame WacWicV coXld be XVed aV ZiWh miWigaWion M3: moniWoU in a SUodXcWion
enYiUonmenW, dXUing Whe inWegUaWion WeVW-ShaVe oU ZiWh anoWheU e[WeUnal Wool on
Whe deYice.

A node iV added Wo Whe aWWack WUee Wo UeSUeVenW WhiV miWigaWion. The effoUW
YalXe iV deSendenW on hoZ Whe moniWoUing Zill be imSlemenWed. We aVVXme
Whe aWWackeU needV Wo VWeal Whe moniWoUing code Wo ciUcXmYenW iW, jXVW like ZiWh
miWigaWion M3. TheUefoUe, Ze giYe Whe node effoUW YalXe 5.

M5 Add e[tra encr\ption la\er

AnoWheU la\eU of encU\SWion coXld be added Wo coXnWeU a comSUomiVed XSload
connecWion. S\mmeWUic encU\SWion ZoXld SUobabl\ be beVW fUom a SeUfoUmance
SoinW of YieZ. The aSS and back-end coXld XVe a ke\ knoZn befoUehand, XVe
a neZ calcXlaWed ke\ oU VhaUe a neZ Uandom ke\. The inVideU Zill SUobabl\
comSUomiVe Whe connecWion b\ VWealing SUiYaWe hWWSV ke\V, Vo VWealing Whe en-
cU\SWion ke\ Zill noW be WhaW mXch e[WUa effoUW. If a ke\ iV calcXlaWed each Wime,
Whe inVideU coXld find oXW hoZ WhiV iV done in Whe code and VWill decU\SW Whe daWa.
MiWigaWion M2 coXld helS SUeYenW WhiV, bXW iW VWill meanV ke\V can be SUedicWed.
UVing a neZ VhaUed ke\ Zill alVo be knoZn b\ Whe aWWackeU aV he oU Vhe alUead\
haV acceVV Wo Whe connecWion. In conclXVion, iW iV TXeVWionable if iW Zill add WhaW
mXch e[WUa VecXUiW\. On Whe oWheU hand, encU\SWion can make iW haUdeU and iV
UelaWiYel\ eaV\ Wo imSlemenW.
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ThiV miWigaWion Zill alloZ docWoUV Wo decide if a UecoUding VhoXld be VaYed aW Whe
end of a UecoUding, b\ Vending Whe ke\ afWeU. DaWa ZoXld be VWoUed encU\SWed on
Whe back-end, ZheUe Whe V\VWem cannoW acceVV iW (\eW). A docWoU coXld VWill cancel
iW, and Whe UecoUding can be Vafel\ deleWed, ZiWhoXW an\ oWheU enWiW\ acceVVing iW.

Again, WhiV miWigaWion needV Wo be aSSlied b\ ChiSSofW and iWV deYeloSeUV. An
e[WUa node iV added Wo Whe aWWack WUee Wo calcXlaWe Whe effecW of WhiV miWigaWion.
WiWh Whe aVVXmSWion WhaW if an inVideU can bUeak Whe hWWSV encU\SWion, WhiV e[WUa
encU\SWion Zill be UelaWiYel\ eaV\, Whe effoUW YalXe giYen iV 3.

M6 Check signature app

AV menWioned befoUe, in VecWion 5.3.2, SUeYenWing aWWackeUV fUom WamSeUing ZiWh
Whe aSS iV noW SoVVible. ThoXgh, iW can be made haUdeU Wo do, Zhich ma\ deWeU
Vome aWWackeUV. One Za\ ZoXld be Wo make XVe of Whe facW WhaW aSSV need Wo be
Vigned Wo be inVWalled. IW iV SoVVible Wo check Whe VignaWXUe in Whe aSS code and
comSaUe WhaW ZiWh an e[SecWed VignaWXUe. ThiV can be done on Whe aSS iWVelf, bXW
a beWWeU VolXWion ZoXld be Wo do WhiV on a VeUYeU. The afoUemenWioned Google¶V
SafeW\NeW AWWeVWaWion VeUYice[57] coXld be helSfXl ZiWh WhiV.

ChiSSofW and Whe deYeloSeUV Zill be UeVSonVible foU WhiV miWigaWion. An e[WUa
node iV added Wo calcXlaWe Whe effecWV. AV WhiV check Zill onl\ VloZ doZn Whe
aWWackeU, Whe effoUW YalXe 3 iV giYen Wo WhiV neZ node.

8.3 RES8L7 MI7IGA7IONS
B\ XSdaWing Whe aWWack WUee ZiWh Whe effecWV of Whe miWigaWionV, Ze can Vee hoZ
effecWiYe Whe miWigaWionV Zill be. The XSdaWed aWWack WUeeV can be Veen in aS-
Sendi[ C.1. Table 8.2 VhoZV Whe UeVXlW of Whe neZl\ calcXlaWed aWWack WUee foU Whe
WoS-leYel nodeV and UooW-node. MiWigaWion M1 iV YeU\ effecWiYe. IW incUeaVeV Whe
UooW node Whe moVW and affecWV Whe Vecond-moVW nodeV. IW alVo haV Whe higheVW
incUeaVe of indiYidXal nodeV. MiWigaWion M2 iV moVW oYeUall effecWiYe bXW doeV noW
incUeaVe nodeV WhaW mXch. MiWigaWion M3 incUeaVeV Whe UooW node ZiWh Whe Vame
amoXnW aV miWigaWion M1, bXW affecWV feZeU nodeV. The laVW WhUee miWigaWionV
haYe no effecW on Whe UooW node bXW do haYe Whe higheVW effecW on VSecific child
nodeV. MiWigaWion M4 haV Whe higheVW, bXW VWill Vmall, effecW on acceVVing daWa
on Whe Shone. MiWigaWion M5 haV onl\ a Vmall effecW bXW iV Whe onl\ one affecWing
Whe µcollecWing daWa connecWion¶ node. MiWigaWion M6 haV a Vmall, bXW higheVW,
effecW on Whe µWamSeU ZiWh aSS¶ node. Looking aW all miWigaWionV combined iW iV
inWeUeVWing Wo Vee WhaW all nodeV aUe incUeaVed. The µWamSeU ZiWh aSS¶ iV noZ Whe
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DESCRIPTION NONE M1 M2 M3 M4 M5 M6 ALL

Man in Whe middle
aWWack

4.15 +1.14 +0.21 5.63 (+1.21)

CollecW connecWion
daWa

5.1 +0.08 5.18 (+0.08)

AcceVV micUoShone
UemoWel\

3.74 +1.99 +0.53 +1.46 6.12 (+2.38)

Send daWa 3.42 +1.72 +0.41 +1.73 5,74 (+2.32)

AcceVV daWa on
Shone

5.31 +0.48 +0.06 +0.49 6.14 (+0.83)

TamSeU ZiWh aSS 4.14 +0.08 0.22 4.42 (+0.28)

RRRW QRGH 3.42 +0.72 +0.41 +0.72 4.42 (+1.00)

7DEOH 8.2: Some high-leYel nodeV and Whe UooW node of Whe cUiminalV aWWack WUee and WheiU
effoUW YalXe SeU aSSlied miWigaWion. HigheU nXmbeUV mean moUe effoUW and aUe WheUefoUe
beWWeU.

loZeVW node. The oWheU nodeV aUe noZ all aboYe 5. The UooW node iV noZ 1.00
higheU, meaning iW Zill be WhUee WimeV haUdeU Wo geW Whe daWa foU an inVideU.

8.4 CONCL8SION
In WhiV chaSWeU, Ze looked aW an aWWack WUee cUeaWed foU Whe inVideU aWWackeU SUofile.
We When SUoSoVed miWigaWionV and looked aW Whe effecWV. We XVed Whe VWeSV
diVcXVVed in Whe SUeYioXV chaSWeU Wo do Vo. The aWWack WUee had Vome inWeUeVWing
nodeV, like Whe Za\ an inVideU coXld add malicioXV code Wo Whe code baVe. In
geneUal, iW doeV noW coVW mXch effoUW foU an inVideU Wo acW malicioXVl\. The Vi[
miWigaWionV Ze SUoSoVed WU\ Wo incUeaVe WhiV effoUW. ChiSSofW iWVelf can do all
miWigaWionV. ComSaUing Whe effecWV of WheVe miWigaWionV ZiWh Whe oUiginal WUee
VhoZed WhaW iW coXld make iW WhUee WimeV aV haUd Wo obWain Whe aXdio daWa.

SecXUing Whe SUoceVV of adding code Wo Whe code baVe (miWigaWion M1) iV Whe
moVW effecWiYe miWigaWion. IW ma\ coVW ChiSSofW effoUW Wo imSlemenW WhiV miWigaWion,
bXW iW can When be XVed foU oWheU SUojecWV aV Zell. If GiW[80] iV XVed, bUoken bXildV

68



on Whe main bUanch can alVo be aYoided. ConVeTXenWl\, deYeloSeUV Zill noW be
blocked b\ bUoken bXildV, Zhich Zill lead Wo higheU SUodXcWiYiW\. So WheUe iV a
mXlWiWXde of UeaVonV, beVideV VecXUiW\, Wo aSSl\ WhiV miWigaWion, and iW iV Whe fiUVW
one Ze adYiVe Wo do. We alVo adYiVe aSSl\ing Whe Vecond miWigaWion: UeVWUicWing
acceVV Wo VecXUiW\-VenViWiYe code. IW iV an effecWiYe miWigaWion and iV UelaWiYel\
eaV\ Wo do, aVVXming VecXUiW\-VenViWiYe code iV noW VSUead WhUoXgh Whe Zhole
codebaVe. BoWh of WheVe miWigaWionV haYe an imSacW on Whe deYeloSmenW SUoceVV,
Zhich ChiSSofW mighW conVideU Woo coVWl\. In WhaW VcenaUio, Ze adYiVe Wo aW leaVW
imSlemenW Whe WhiUd and foXUWh miWigaWion: moniWoUing foU e[WeUnal connecWionV
and VaYing daWa. TheVe miWigaWionV VhoXld helS find malicioXV code and can be
XVed foU Whe Zhole aSS, noW onl\ Whe aXdio UecoUding SaUW. The laVW WZo miWigaWionV
do noW haYe WhaW mXch effecW bXW aUe cheaS Wo imSlemenW.

WiWh WhiV chaSWeU, Ze leaUned aboXW SoVVible aWWack VcenaUioV, WheiU SUobabiliW\,
and hoZ Ze coXld miWigaWe Whem, Zhich anVZeUV UeVeaUch TXeVWionV RQ3 Wo RQ5
foU Whe inVideU SUofile. In Whe ne[W chaSWeU, Ze Zill UeSeaW Whe SUoceVV foU Whe
cUiminalV SUofile.
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CHAP7ER 9

CRIMINALS

In WhiV chaSWeU, Ze Zill look aW Whe aWWack WUee and miWigaWion foU Whe cUiminal
SUofile (AP4). We XVed Whe Vame VWeSV aV in Whe SUeYioXV chaSWeU and diVcXVVed
in moUe deWail in chaSWeU 7. We VWaUW b\ diVcXVVing Whe cUeaWed aWWack WUee foU
Whe cUiminal SUofile in VecWion 9.1. ThiV WUee iV Whe UeVXlW of Whe fiUVW WhUee VWeSV
menWioned in chaSWeU 7. We Zill alVo Wake a cloVeU look aW Vome inWeUeVWing SaUWV
of Whe WUee. Ne[W, Ze SUoSoVe VeYen miWigaWionV in VecWion 9.2. An oYeUYieZ
of WheVe miWigaWionV iV liVWed in Wable 9.1. FoU each miWigaWion, Ze Zill diVcXVV
hoZ iW affecWV Whe effoUW YalXeV of Whe aWWack WUee. Finall\, Ze Zill (Ue)calcXlaWe
Whe effoUW YalXeV and comSaUe WheVe ZiWh Whe oUiginal oneV in VecWion 9.3. AV
ZiWh Whe SUeYioXV chaSWeU, WhiV chaSWeU VhoXld helS find aWWack VcenaUioV, WheiU
SUobabiliW\, and hoZ Ze can miWigaWe Whem. TheVe findingV Zill anVZeU UeVeaUch
TXeVWionV RQ3 Wo RQ5.

9.1 A77ACK 7REE
FigXUe C.9 in Whe aSSendi[ VhoZV Whe cUeaWed WUee. AV ZiWh Whe SUeYioXV aWWack
WUeeV, Whe WUee conWainV SAND and OR gaWeV. Each node haV a logaUiWhmic effoUW
YalXe ZiWh baVe nXmbeU WhUee and iV coloUed Wo UeflecW WhaW nXmbeU. The UooW node
iV again obWaining Whe aXdio daWa. ComSaUed Wo Whe inVideU aWWack WUee, Whe effoUW
YalXeV aUe higheU. ThiV WUee again haV Whe µgeW daWa fUom XSload connecWion¶ and
µWamSeU ZiWh aSS¶ nodeV. NeZ high-leYel nodeV aUe µXVing a VS\ing aSS,¶ µYiUWXal
micUoShone,¶ and µWamSeUed e[WeUnal micUoShone.¶ In Whe XScoming VecWionV, Ze
Zill look Wo Whe WoS-leYel nodeV in moUe deWail.

9.1.1 7HE 8PLOAD CONNEC7ION
GeWWing daWa fUom Whe XSload connecWion haV WZo child nodeV: Yia a man in Whe
middle aWWack (MITM) oU b\ Vniffing daWa. The MITM can be achieYed b\ bUeaking
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FLJXUH 9.1: The effoUW YalXeV foU a man in Whe middle aWWack

inWo Whe neWZoUk, geWWing a malicioXV SUo[\ on Whe deYice, oU WechniTXeV like DNS
cache SoiVoning. IW Zill Wake cUiminalV Vome effoUW Wo SeUfoUm WhiV aWWack. FUom Whe
aSS, WheUe iV noW a loW Ze can do Wo miWigaWe WhiV. The moVW effecWiYe miWigaWionV
aUe done on Whe neWZoUk iWVelf, Zhich iV oXW of VcoSe foU WhiV UeSoUW. The oWheU
WechniTXe, Vniffing daWa, Zill be haUdeU Wo accomSliVh, aVVXming TLS iV XVed.

9.1.2 7AMPER :I7H APP
TamSeUing ZiWh Whe aSS iV Whe ZeakeVW SoinW of Whe aWWack WUee. One of Whe UeaVonV
iV WhaW iW iV noW SoVVible Wo SUeYenW WamSeUing. CUiminalV ZoXld haYe Wo do Whe
Vame VWeSV aV Whe inVideU in VecWion 8.1.4. The eaVieVW Za\ Wo obWain Whe VoXUce
code ZoXld be b\ decomSiling a doZnloaded YeUVion fUom Whe VWoUe (fig. 9.2).
Then Whe\ coXld WamSeU ZiWh iW and injecW malicioXV code Wo VWeal VenViWiYe daWa.
The haUdeVW SaUW Zill be Wo geW Whe WamSeUed aSS inVWalled on Whe deYice of a
docWoU. The aWWackeU coXld WU\ Wo geW Sh\Vical acceVV Wo Whe deYice Wo inVWall iW,
bXW a moUe effoUWleVV Za\ ZoXld be Wo WUick Whe docWoU in inVWalling iW fUom Whe aSS
VWoUe. One Za\ ZoXld be Wo cUeaWe a look-a-like aSS in Whe VWoUe, ZiWh (almoVW)
Whe Vame name and icon, and hoSe Whe docWoU inVWallV iW. AnoWheU Za\ coXld be
Wo cUeaWe a diffeUenW aSS and geW Whe docWoU Wo inVWall WhaW. The cUiminal gUoXS
coXld When XSdaWe WhiV aSS ZiWh Whe WamSeUed aSS, Zhich lookV Whe Vame aV Whe
official aSS. The docWoU ma\ XVe Whe aSS of Whe cUiminal if he oU Vhe doeV noW
noWice Whe WZo idenWical aSSV.
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FLJXUH 9.2: ObWaining Whe VoXUce code

9.1.3 8SE A SP<ING APP
CUiminalV ma\ decide Wo XVe a VS\ing aSS Wo obWain Whe aXdio UecoUding daWa.
ThiV W\Se of aWWack alVo alloZV Whem Wo obWain daWa conWinXoXVl\. The fiUVW VWeS iV
obWaining an aSS Wo VS\ on Whe docWoU. FigXUe 9.3 VhoZV hoZ WhiV can be achieYed.
CUiminalV can cUeaWe Whe aSS oU bX\ iW. The bX\ node iV Whe loZeVW becaXVe Ze
aVVXme cUiminalV Zill knoZ hoZ Wo obWain WhaW W\Se of VofWZaUe. TheUe iV alVo a
big chance Whe\ alUead\ boXghW oU cUeaWed iW. In Whe aWWack WUee, WhiV iV conVideUed
SaUW of Whe bX\ node.

Ne[W, Whe cUiminalV Zill need Wo find a Za\ Wo geW Whe aSS on Whe docWoU¶V
deYice. The nodeV heUe aUe VimilaU Wo geWWing a WamSeUed aSS on Whe deYice. The
SaUW of doing WhiV Yia Whe aSS VWoUe diffeUV a biW becaXVe Whe VS\ aSS doeV noW
look like Whe aSS fUom ChiSSofW. CUiminalV coXld WU\ Wo cUeaWe a legiW XVefXl aSS
ZiWh Whe malicioXV code embedded oU cUeaWe a look-a-like of a SoSXlaU aSS. In
boWh VcenaUioV, Whe\ VhoXld hoSe a docWoU inVWallV iW.

9.1.4 9IR78AL MICROPHONE
In VecWion 5.3.1, Ze Walked aboXW Whe SoVVibiliW\ of VSoofing Whe micUoShone.
SSoofing can be done b\ cUeaWing a malicioXV YiUWXal micUoShone. The aSS can
When XVe WhiV micUoShone Wo UecoUd aXdio, Zhich ZoXld alVo Vend Whe daWa Wo
a malicioXV VeUYeU. FigXUe 9.4 VhoZV hoZ an aWWackeU can achieYe WhiV. ThiV
aSSUoach haV Whe doZnVide WhaW iW onl\ ZoUkV foU one docWoU. IW alVo needV a
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FLJXUH 9.3: ObWaining an aSS Wo VS\ on docWoUV

WamSeUed OS, Zhich can be haUd Wo inVWall, Zhile keeSing e[iVWing fileV and aSSV
on Whe deYice. If cUiminalV inVWall a WamSeUed OS, Whe\ SUobabl\ Zill noW cUeaWe a
YiUWXal micUoShone bXW XVe Whe micUoShone Wo Vend daWa all Whe Wime. AfWeU all,
WhiV aSSUoach ZoXld giYe moUe daWa.

9.1.5 7AMPERED E;7ERNAL MICROPHONE
The laWWeU aSSUoach in Whe aWWack WUee iV Wo WamSeU ZiWh Whe fiUmZaUe of an e[WeUnal
micUoShone. FoU WhiV Wo VXcceed, Whe cUiminalV ZoXld fiUVW need Wo WamSeU ZiWh
Whe fiUmZaUe and be able Wo leW iW Vend aXdio daWa. The\ coXld leW iW Vend daWa
Wo a SlanWed BlXeWooWh UeceiYeU, aVVXming iW VXSSoUWV BlXeWooWh. The oWheU Za\
ZoXld be Vending iW Yia Whe deYice, bXW When Vome comSanion aSS iV SUobabl\
needed. The aWWackeUV Zill alVo haYe Wo find a Za\ Wo leW Whe docWoUV XVe Whe
micUoShone. The\ coXld WU\ Wo Vell iW UelaWiYel\ cheaSl\ Wo docWoUV oU VZiWch a
docWoU¶V micUoShone ZiWh a WamSeUed one.
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FLJXUH 9.4: CUeaWing a malicioXV YiUWXal micUoShone

9.2 MI7IGA7IONS
Again, Ze SUoSoVe miWigaWionV Wo incUeaVe Whe effoUW YalXeV of Whe cUiminalV aWWack
WUee (fig. C.9). Table 9.1 VhoZV all miWigaWionV Ze SUoSoVe in WhiV chaSWeU and
Zhich VWakeholdeUV can oU aUe UeVSonVible foU Whem. ThiV VecWion Zill coYeU
VWeSV foXU and fiYe menWioned in chaSWeU 7. We Zill Ue-XVe miWigaWion M5 µAdd
e[tra encr\ption la\er¶ and miWigaWion M6 µCheck signature app¶ of chaSWeU 8.
MiWigaWionV M1 Wo M4 do noW aSSl\ Wo WhiV WUee. The\ aUe focXVed on VecXUing Whe
deYeloSmenW SUoceVV, and no node in Whe cUiminalV aWWack WUee makeV XVe of
WhaW.

MiWigaWion M5 can be XVed in Whe µcollecW connecWion daWa¶ SaUW of Whe WUee,
ZheUe a node iV added Wo UeflecW Whe encU\SWion. AV in chaSWeU 8, Ze aVVXme WhaW
if cUiminalV haYe bUoken Whe hWWSV connecWion, Whe\ SUobabl\ haYe done WhiV b\
VWealing ke\V. If Whe\ ZeUe able Wo geW WhoVe ke\V, WheUe iV a high chance Whe\
can geW ke\V fUom Whe cXVWom encU\SWion. So Whe YalXe aVVigned Wo Whe node iV 3.

MiWigaWion M6 can again be XVed Wo make iW haUdeU Wo WamSeU ZiWh Whe aSS. AV
ZiWh Whe inVideU aWWack WUee, a node iV added Wo UeflecW WhiV miWigaWion ZiWh effoUW
YalXe 3.

M7 Obfuscate code

AV menWioned befoUe, in VecWion 5.3.2, SUeYenWing aWWackeUV fUom WamSeUing ZiWh
Whe aSS iV noW SoVVible. IW can be made haUdeU Wo do, Zhich ma\ deWeU Vome
aWWackeUV. One UelaWiYel\ eaV\ Za\ iV Wo obfXVcaWe code. ObfXVcaWing code
makeV iW haUdeU foU Whe aWWackeU Wo XndeUVWand Whe decomSiled code, Zhich coXld
VloZ Whem doZn in XndeUVWanding Whe aSS and making adjXVWmenWV. ChiSSofW
alUead\ did Vome WeVWV ZiWh obfXVcaWing and foXnd iW did noW incUeaVe Whe effoUW
Wo decomSile a loW. TheUefoUe, Whe node µdecomSile code¶ iV XSdaWed fUom effoUW
YalXe 2 Wo 3. SWakeholdeUV ChiSSofW and Whe deYeloSeUV aUe UeVSonVible foU WhiV
miWigaWion.
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# DESCRIPTION STAKEHOLDERS⇤

M5 Add e[WUa encU\SWion la\eU S1,S2

M6 Check VignaWXUe aSS S1,S2

M7 ObfXVcaWe code S1,S2

M8 Block oWheU aSSV fUom XVing Whe micUoShone S1,S2

M9 UVe a ZhiWeliVW foU aSSV S4,S5

M10 Block e[WeUnal micUoShoneV S1,S2,S4,S5

M11 UVe an encU\SWed e[WeUnal micUoShone S1,S2,S4,S5

⇤ S1: ChiSSofW, S2: DeYeloSeUV, S4: The hoVSiWal(V), S5: The medical VSecialiVW(V)

7DEOH 9.1: The SUoSoVed miWigaWionV and Zhich VWakeholdeUV aUe oU can be UeVSonVible
foU Whem.

M8 Block other apps from using the microphone

In chaSWeU 5, Ze Walked aboXW Whe XVe of a micUoShone b\ WZo aSSV on AndUoid
and iOS. If Whe aSS coXld SUeYenW oWheU aSSV fUom XVing Whe micUoShone aW Whe
Vame Wime, VS\ing aSSV coXld be blocked. If blocking iV SoVVible Zill deSend
on hoZ adYanced Whe VS\ing aSS iV. On AndUoid, if iW XVeV Whe micUoShone in a
µnoUmal¶ Za\, XVing iW in ChiSSofW¶V aSS ZoXld effecWiYel\ block iW. If Whe VS\ aSS
XVeV an acceVVibiliW\ VeUYice oU Vome oWheU WUick, WhiV Zill noW ZoUk. FoU iOS, iW
iV haUd Wo Va\ foU VXUe if Whe micUoShone can be blocked. Again, VWakeholdeUV
ChiSSofW and Whe deYeloSeUV aUe UeVSonVible foU WhiV miWigaWion.

FoU noZ, Ze aVVXme WhaW Ze can block oWheU aSSV fUom XVing Whe micUoShone
in moVW VcenaUioV, and a VS\ing aSS Zill haYe Wo SXW moUe effoUW Wo ciUcXmYenW
WhiV. A neZ node iV added called µKeeS acceVV Wo Whe micUoShone.¶ The effoUW
YalXe iV haUd Wo eVWimaWe. IW Zill deSend on hoZ Whe VS\ing aSS iV acceVVing
Whe micUoShone, Zhich Ze do noW knoZ. We do a UoXgh eVWimaWe and VcoUe WhiV
YalXe on 4, Zhich VeemV aSSUoSUiaWe comSaUed Wo Whe YalXeV of oWheU nodeV.
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M9 Use a whitelist for apps

Man\ nodeV in Whe aWWack WUee Uel\ on Whe facW WhaW a docWoU (XnknoZingl\) inVWallV
a malicioXV aSS. An effecWiYe Za\ Wo SUeYenW WhiV iV b\ XVing a ZhiWeliVW of aSSV a
docWoU iV alloZed Wo inVWall. ToolV menWioned befoUe, like Microsoft Intune[46] oU
Android Enterprise[47], can be XVed foU WhiV. A ZhiWeliVW Zill SXW an e[WUa baUUieU
foU cUiminalV Wo geW WheiU malicioXV code on Whe docWoU¶V deYice. The doZnVide iV
WhaW docWoU can geW anno\ed Zhen Whe\ cannoW inVWall aSSV Zhich aUe noW on Whe
liVW, Zhich can be eVSeciall\ Whe caVe Zhen docWoUV XVe a SeUVonal deYice. The
UeVSonVibiliW\ foU WhiV miWigaWion Zill be mainl\ Whe hoVSiWal VWakeholdeU, Zhich
VhoXld make VXUe mobile managemenW WoolV aUe XVed. TheUe coXld be VcenaUioV
ZheUe hoVSiWalV do noW haYe fXll conWUol oYeU deYiceV becaXVe SeUVonal deYiceV
aUe XVed. In WhaW VcenaUio, docWoUV can alVo be Veen aV a UeVSonVible VWakeholdeU
aV Whe\ Zill haYe Wo comSl\ ZiWh Whe ZhiWeliVW.

A node iV added called µCiUcXmYenW ZhiWeliVW¶ Wo SaUWV of Whe aWWack WUee ZheUe
an aSS needV Wo be inVWalled, Wo Vee Whe effecW of WhiV miWigaWion. The effoUW YalXe
aVVigned iV 4, ZiWh Whe aVVXmSWion WhaW WheUe ma\ be WoolV Wo ciUcXmYenW WheVe
W\SeV of ZhiWeliVWV, and cUiminalV ma\ haYe acceVV Wo Whem. Again WhiV iV a UoXgh
eVWimaWe afWeU looking aW Whe YalXeV of oWheU nodeV.

M10 Block e[ternal microphones

SecWion 9.1.5 WalkV aboXW cUiminalV WamSeUing ZiWh Whe fiUmZaUe of e[WeUnal mi-
cUoShoneV and obWaining VenViWiYe daWa. ThiV aSSUoach can be blocked b\ noW
alloZing e[WeUnal micUoShoneV Wo be XVed in Whe aSS.

TheUe iV no VWUaighWfoUZaUd Za\ Wo do WhiV in AndUoid. IW onl\ alloZV XV Wo
chooVe an inSXW W\Se[82] like a micUoShone, bXW AndUoid Zill decide Zhich deYice
iV XVed. AnoWheU aSSUoach Zill be Wo check if an\ deYiceV aUe connecWed Yia
BlXeWooWh. If Vo, Whe aSS coXld block UecoUding aXdio.

On iOS, Ze can XVe Whe inWeUnal micUoShone b\ VeWWing Whe inSXWDaWaSoXUce
of Whe AVAXdioSeVVion[83] Wo Whe inWeUnal micUoShone. We can alVo check Zhich
inSXWDaWaSoXUceV aUe aYailable Wo check if an\ e[WeUnal micUoShone iV connecWed
and block UecoUding in Whe aSS.

TheVe WZo aSSUoacheV can be e[ecXWed b\ VWakeholdeUV ChiSVofW and de-
YeloSeUV. AnoWheU Za\ Wo achieYe WhiV iV b\ making iW a hoVSiWal Solic\ noW Wo
XVe e[WeUnal micUoShoneV. In WhiV VcenaUio, Whe hoVSiWal and docWoUV aUe Whe
UeVSonVible VWakeholdeUV.

ThiV miWigaWion Zill decUeaVe Whe XVabiliW\ of Whe aSS, Vo ChiSSofW VhoXld
conVideU ZhaW iV moUe imSoUWanW. A node iV added called µLeW aSS XVe Whe
WamSeUed micUoShone¶ ZiWh YalXe 7, Wo Vee Whe effecWV on Whe aWWack WUee. The
UeaVon foU WhiV high YalXe iV WhaW iW Zill be haUd Wo connecW an e[WeUnal micUoShone
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oYeU BlXeWooWh bXW hide iW in Whe liVW of deYiceV. We alVo aVVXme heUe WhaW Whe
WamSeUed micUoShone iV connecWed ZiWh BlXeWooWh.

If Whe XScoming miWigaWion M11 iV alVo XVed, Ze aVVXme WhiV miWigaWion blockV
all micUoShoneV e[ceSW Whe encU\SWed micUoShoneV. The effoUW YalXe of Whe added
node Zill be 6 inVWead of 7 aV Whe cUiminalV noZ haYe Whe chance Wo WamSeU Whe
encU\SWed micUoShoneV. UVing boWh miWigaWionV alVo addV an e[WUa node ZiWh
YalXe 6 aW Whe YiUWXal micUoShone SaUW of Whe WhUee, becaXVe aWWackeUV mXVW find a
Za\ Wo leW Whe docWoU XVe WheiU YiUWXal micUoShone. The\ can do WhiV b\ making
Whe YiUWXal micUoShone aSSeaU aV a ZhiWeliVWed micUoShone, bXW a geneUal YiUWXal
micUoShone Zill noW ZoUk an\moUe.

M11 Use an encr\pted e[ternal microphone

A defenVe WhaW coXld helS againVW WamSeUing and a VS\ing aSS iV XVing a headVeW
ZiWh encU\SWion like SUoSoVed b\ BoUXchinkin[84]. The idea iV WhaW Whe headVeW
haV a chiS Wo encU\SW Whe aXdio daWa, and Whe Shone meUel\ SaVVeV iW Wo Whe VeUYeU.
The Shone Zill noW be able Wo decU\SW Whe daWa Zhich SUoWecWV fUom aWWackV Yia
a comSUomiVed Shone. If cUiminalV managed Wo cUeaWe a WamSeUed aSS, Whe\
Zill noZ alVo haYe Wo enVXUe WhaW anoWheU micUoShone iV XVed inVWead of Whe
encU\SWed one. A VS\ing aSS Zill noW be able Wo XVe Whe daWa fUom Whe micUoShone
aV iW iV encU\SWed.

A node iV added ZiWh YalXe 3 Wo Whe WamSeUing SaUW of Whe aWWack WUee. ThiV
node UeSUeVenWV Whe effoUW needed Wo SUeYenW Whe XVe of Whe encU\SWed micUoShone
and inVWead XVe anoWheU (XnencU\SWed) micUoShone. One Za\ Wo achieYe WhiV
ZoXld be Wo diVable BlXeWooWh, foUcing Whe XVe of an inWeUnal micUoShone. Doing
WhiV ZoXld be UelaWiYel\ eaV\, bXW cUiminalV Zill need Wo knoZ WhaW iW iV needed,
Vo 3 VeemV aSSUoSUiaWe. WiWh WhiV miWigaWion, Ze aXWomaWicall\ alVo imSlemenW
miWigaWion M5, Vo WheVe effecWV alVo aSSl\.

ThiV miWigaWion UeTXiUeV Whe cooSeUaWion of mXlWiSle VWakeholdeUV. ChiSSofW
and iWV deYeloSeUV need Wo enVXUe Whe XVe of WhiV micUoShone in Whe code. HoVSi-
WalV Zill haYe Wo VXSSl\ Whe micUoShone, and docWoUV Zill haYe Wo XVe iW.

ThiV miWigaWion iV noW comSaWible ZiWh miWigaWion M10 ZheUe Ze block e[WeUnal
micUoShoneV. HeUe Ze ZanW Wo foUce Whe XVe of an e[WeUnal micUoShone bXW onl\
a VSecific one. TheUefoUe, Whe effecWV of MiWigaWion M10 diffeU Zhen WhiV miWigaWion
iV alVo aSSlied. In Whe SUeYioXV VecWion, Ze alUead\ menWioned ZhaW WheVe effecWV
aUe.

77



DESCRIPTION NONE M5 M6 M7 M8 M9 M10 M11 ALL

Man in Whe middle
aWWack

5.26 5.26 (+0.00)

CollecW connecWion
daWa

7.01 +0.01 +0.01 7.02 (+0.01)

TamSeU ZiWh aSS 4.24 +0.20 +0.14 +0.51 +0.20 5.04 (+0.80)

UVe VS\ing aSS 3.68 +0.80 +0.80 +0.34 5.00 (+1.32)

ViUWXal micUoShone 6.26 6.77 (+0.51)

TamSeUed e[WeUnal
micUoShone

6.34 +1.02 6.81 (+0.46)

RRRW QRGH 3.68 +0.56 +0.80 +0.34 5.00 (+1.32)

7DEOH 9.2: Some high-leYel nodeV and Whe UooW node of Whe cUiminalV aWWack WUee and WheiU
effoUW YalXe SeU aSSlied miWigaWion. HigheU nXmbeUV mean moUe effoUW and aUe WheUefoUe
beWWeU.

9.3 RES8L7 MI7IGA7IONS
Table 9.2 VhoZV Whe effecWV of each miWigaWion on Whe effoUW YalXeV in Whe aWWack
WUee. The fiUVW Whing Wo noWe iV WhaW Whe VWaUWing YalXeV aUe UelaWiYel\ high, e[ceSW foU
µWamSeUing ZiWh Whe aSS¶ and µXVing a VS\ing aSS.¶ The effecWV of Whe miWigaWionV
aUe all beloZ one e[ceSW one, Zhich can be e[SecWed becaXVe a logaUiWhmic
Vcale iV XVed: Whe higheU Whe VWaUWing YalXe, Whe moUe effecW a miWigaWion needV Wo
haYe Wo incUeaVe Whe YalXe in Whe aWWack WUee.

The Wable alVo VhoZV WhaW Whe miWigaWionV do noW affecW Whe µman in Whe middle
aWWack¶ node. TheUe aUe onl\ Vo man\ SoVVibiliWieV Wo coXnWeU WhiV fUom ZiWhin Whe
aSS, and coXnWeU-meaVXUeV imSlemenWed on Whe neWZoUk and back-end VeUYeU
Zill haYe moUe effecW. InYeVWigaWing WheVe coXnWeU-meaVXUeV iV oXW of VcoSe of WhiV
UeSoUW. The µViUWXal micUoShone¶ node onl\ VhoZV an incUeaVe Zhen all miWigaWionV
aUe aSSlied. The UeaVon being WhaW miWigaWion M10 and miWigaWion M11 aUe aSSlied
aW Whe Vame Wime. The aSS Zill foUce Wo XVe a VSecific e[WeUnal micUoShone, Zhich
makeV iW leVV eaV\ foU aWWackeUV Wo leW Whe docWoU XVe a malicioXV YiUWXal inWeUnal
micUoShone.
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The miWigaWionV haYe Whe moVW effecW on Whe WZo ZeakeVW nodeV, Zhich ZaV
Whe SUimaU\ goal. BoWh aUe noZ aboYe 5, Zhich incUeaVeV Whe UooW node ZiWh 1.32.
Meaning Whe cUiminalV Zill haYe Wo make moUe Whan WhUee WimeV Whe effoUW Wo geW
Whe VenViWiYe daWa.

9.4 CONCL8SION
In WhiV chaSWeU, Ze diVcXVVed Whe aWWack WUee foU Whe cUiminal hackeU gUoXS SUofile.
We noWiced WhaW iWV Zeak SoinWV ZeUe mainl\ WamSeUing of Whe aSS and XVing a
VS\ing aSS. We SUoSoVed VeYen miWigaWionV, Ue-XVing WZo fUom Whe laVW chaSWeU.
ChiSSofW and iWV deYeloSeUV can aSSl\ moVW of WheVe miWigaWionV. ASSl\ing WheVe
miWigaWionV alloZed XV Wo incUeaVe Whe effoUW YalXe ZiWh moUe Whan one, meaning
iW Zill be moUe Whan WhUee WimeV haUdeU foU cUiminalV Wo obWain Whe aXdio daWa. The
moVW effecWiYe miWigaWionV aUe blocking Whe XVe of Whe micUoShone b\ oWheU aSSV
(M8) and XVing a ZhiWeliVW foU aSSV(M9). TheUefoUe, Ze adYiVe Wo aSSl\ing WheVe
WZo fiUVW. Blocking aSSV fUom XVing Whe micUoShone can be done b\ ChiSSofW
and iV UelaWiYel\ cheaS. WhiWeliVWing Zill be Whe UeVSonVibiliW\ of Whe hoVSiWal and
iWV VSecialiVWV. MiWigaWionV M5 Wo M7 can be done becaXVe Whe\ aUe UelaWiYel\
cheaS, bXW WheiU effecW iV limiWed. The Vame goeV foU miWigaWion M10, blocking
e[WeUnal micUoShoneV, Zhich VhoXld be cheaS Wo imSlemenW bXW Zill onl\ helS
againVW WamSeUed e[WeUnal micUoShoneV Zhile haYing an imSacW on XVabiliW\.
MiWigaWion M11, XVing an encU\SWed micUoShone, alVo haV a decenW effecW, bXW
Zill coVW mXch mone\ foU Whe hoVSiWal and alVo decUeaVeV XVabiliW\.

WiWh Whe laVW WZo chaSWeUV, Ze ZeUe able Wo anVZeU UeVeaUch TXeVWionV RQ3
Wo RQ5. In Whe ne[W SaUW, Ze Zill diVcXVV Whe UeVXlWV, conclXde Whe UeSoUW, and
look aW fXWXUe ZoUk.
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PAR7 I9

CONCL8SION
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CHAP7ER 10

DISC8SSION

In WhiV UeSoUW, Ze XVed mXlWiSle WhUeaW modeling anal\ViV meWhodV Wo anVZeU Whe
UeVeaUch TXeVWionV in chaSWeU 2. In WhiV chaSWeU, Ze UeYieZ Whe UeVXlWV. In each
VecWion Ze diVcXVV one WhUeaW modeling WechniTXe and Ze end ZiWh Whe SUoSoVed
miWigaWionV. ThiV diVcXVVion aimV Wo helS XndeUVWand oXU UeVXlWV beWWeU, ZhaW aUe
VWUong SoinWV and ZhaW coXld be imSUoYed.

10.1 S7RIDE
In chaSWeU 5, Ze XVed STRIDE Wo anVZeU UeVeaUch TXeVWion RQ1. The UeVeaUch
TXeVWion ZaV µWhaW aUe SoVVible YXlneUabiliWieV and WhUeaWV foU an aXdio UecoUding
feaWXUe in a mobile aSS?¶. We did find WhUeaWV and YXlneUabiliWieV, bXW noW all. The
nXmbeU of WhUeaWV foXnd deSendV mainl\ on WZo facWoUV. The fiUVW iV hoZ coUUecW
Whe daWa floZ diagUam iV, and Whe Vecond, if WhUeaWV fall in one of Whe STRIDE
caWegoUieV. The daWa floZ diagUam ZaV UeYieZed b\ Whe VecXUiW\ e[SeUWV fUom
ChiSSofW and Whe VXSeUYiVoUV. TheUefoUe, Ze Whink WhaW iW iV a UealiVWic diagUam
and VhoXld e[SoVe moVW WhUeaWV. SWill, Ze onl\ cUeaWed a diagUam of Whe V\VWem,
Vo WhUeaWV WhaW aUe noW diUecWl\ linked Wo comSonenWV in Whe V\VWem aUe miVVed. An
e[amSle iV Whe WhUeaW WhaW emSlo\eeV Zill add malicioXV code Wo Whe code baVe,
Zhich Ze laWeU foXnd ZiWh aWWack WUeeV. We can conclXde WhaW Whe UeVXlWV coYeU
moVW WhUeaWV, bXW noW all. The WhUeaWV WhaW Ze did find ZeUe a YalXable UeVoXUce
Zhen cUeaWing Whe aWWack WUeeV in chaSWeUV 8 and 9. The\ helSed XndeUVWand hoZ
aWWackeUV coXld achieYe WheiU goalV.
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10.2 A77ACKER PROFILES
ReVeaUch TXeVWion RQ2, µWhaW aUe SoVVible aWWackeU SUofileV?¶, ZaV anVZeUed
in chaSWeU 6. We foXnd VeYen SUofileV ZiWh Whe helS of bUainVWoUming VeVVionV
and liWeUaWXUe. The liWeUaWXUe enVXUed Ze goW aW leaVW Whe moUe geneUic SUofileV
and Whe bUainVWoUm VeVVion helSed Wo geW moUe VSecific SUofileV. SWill, Whe SUofileV
coXld be imSUoYed ZiWh daWa of Ueal life aWWackV. ThiV daWa can be obWained fUom
aWWackV done Wo ChiSSofW and hoVSiWalV. DaWa can helS SUioUiWi]e SUofileV and
XndeUVWand moUe aboXW WheiU moWiYeV, VkillV and UeVoXUceV. The foXnd SUofileV
can be conVideUed a good VWaUWing SoinW, and helSed in aVVigning YalXeV Wo nodeV
in Whe aWWack WUeeV of chaSWeUV 8 and 9.

10.3 A77ACK 7REES
We XVed aWWack WUeeV Wo find aWWack VcenaUioV and Whe SUobabiliWieV of Whem
haSSening Wo anVZeU UeVeaUch TXeVWionV RQ3 and RQ4 in chaSWeUV 8 and 9. We
foXnd Vome iniWial UeVXlWV, bXW Whe WUeeV can be imSUoYed. The cXUUenW WUeeV do
VhoZ Vome common aWWack aSSUoacheV bXW aUe noW comSleWe. In geneUal, aWWack
WUeeV Zill neYeU be comSleWe aV Whe\ model a ZoUld ZiWh XnlimiWed Za\V Wo aWWack
a V\VWem. AWWack WUeeV VhoXld alVo be mainWained and XSdaWed aV Whe V\VWem
changeV, and neZ Za\V Wo aWWack iW aUe diVcoYeUed.

IW iV alVo imSoUWanW Wo be aZaUe WhaW Whe aVVigned effoUW YalXeV aUe edXcaWed
gXeVVeV. ImSUoYemenWV can be made b\ WU\ing Wo XVe daWa Wo find WheVe YalXeV.
IW Zill be challenging Wo find WhiV daWa and Wo combine iW inWo an effoUW YalXe WhaW
iV baVed on mXlWiSle aWWUibXWeV. ChoiceV haYe Wo be made on hoZ mXch ZeighW
each aWWUibXWe haV. So eYen ZiWh daWa, iW Zill be no e[acW Vcience. We aVVigned
YalXeV UelaWiYe Wo geW beWWeU UeVXlWV. WiWh WhiV WechniTXe, Ze coXld find aW leaVW
Whe ZeakeVW SoinWV UeaVonabl\ accXUaWe, eYen if Whe abVolXWe YalXeV fUom nodeV
aUe noW WhaW accXUaWe. In chaSWeU 7, Ze menWioned effoUW YalXeV aUe mainl\ baVed
on AndUoid aV iOS¶V docXmenWaWion ZaV leVV comSUehenViYe. SWill, Whe cXUUenW
WUeeV WU\ Wo VXSSoUW boWh SlaWfoUmV. An imSUoYemenW ZoXld be Wo cUeaWe VeSaUaWe
WUeeV oU aW leaVW diffeUenW effoUW YalXeV foU each SlaWfoUm.

When aSSl\ing Whe miWigaWionV Wo Whe WUeeV, Ze alVo diVcoYeUed WhaW aWWack-
defenVe WUeeV mighW be moUe aSSUoSUiaWe Wo model WhiV. We alVo did noW look aW
Whe imSacW of aWWackV ZiWh oXU WUeeV. FoU e[amSle, an inVideU adding a backdooU
Wo Whe aSS Zill haYe Za\ moUe imSacW Whan one hacking Whe Shone of one docWoU.
The imSacW VhoXld be conVideUed b\ ChiSSofW Zhen SUioUiWi]ing miWigaWionV.
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10.4 MI7IGA7IONS
The UeVXlWV fUom STRIDE and Whe aWWack WUeeV helSed XV define miWigaWionV.
The effecWV of WheVe miWigaWionV on Whe aWWack WUeeV aUe edXcaWed gXeVVeV, aV
ZiWh Whe effoUW YalXeV in geneUal. In fXWXUe ZoUk, iW ma\ be inWeUeVWing Wo XVe
aWWack-defenVe WUeeV, inVWead of XSdaWing Whe oUiginal aWWack WUee. TheVe can
incoUSoUaWe oXU miWigaWionV, Zhich ma\ lead Wo neZ inVighWV. The adYice foU Zhich
miWigaWionV Wo aSSl\ fiUVW aUe baVed on Whe foXnd effecWiYeneVV. BefoUe deciding
Zhich miWigaWionV Wo aSSl\, ChiSSofW VhoXld alVo look aW Whe imSacW and coVWV of
miWigaWionV. The imSacW of Whe aWWackV a miWigaWion helSV Wo defend VhoXld alVo
be conVideUed.
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CHAP7ER 11

CONCL8SION

In WhiV UeSoUW, Ze did a WhUeaW model anal\ViV of an aXdio UecoUding on mobile
healWhcaUe aSSlicaWionV. DXUing oXU UeVeaUch, Ze conVideUed iOS and AndUoid.
UnfoUWXnaWel\, Whe docXmenWaWion of iOS ZaV noW aV e[WenViYe aV WhaW fUom
AndUoid. TheUefoUe, Whe UeVXlWV aUe beWWeU aSSlicable Wo AndUoid, Zhile iOS coXld
XVe moUe UeVeaUch.

We deYided oXU UeSoUW in foXU SaUWV. AfWeU Whe inWUodXcWion in Whe fiUVW SaUW, Ze
VWaUWed b\ defining Whe VcoSe and goalV of WhiV WheViV in chaSWeU 2. MeWhodologieV
ZeUe VelecWed Wo anVZeU each of Whe UeVeaUch TXeVWionV. We When defined Whe
UeTXiUemenWV foU deVigning an aXdio UecoUding feaWXUe in Whe mobile aSS fUom
ChiSSofW in chaSWeU 3. We looked foU fXncWional bXW alVo VecXUiW\ UeTXiUemenWV Wo
anVZeU backgUoXnd TXeVWion BQ1. In chaSWeU 4, Ze did an e[WenViYe liWeUaWXUe
VWXd\ Wo leaUn aboXW WhUeaW model anal\ViV meWhodologieV, WoolV, and UelaWed ZoUk.
We foXnd a mXlWiWXde of meWhodV, fUom Zhich Ze coXld XVe a feZ Wo anVZeU oXU
UeVeaUch TXeVWionV. WiWh WhiV chaSWeU, Ze anVZeUed backgUoXnd TXeVWion BQ2.

In Whe ne[W SaUW, Ze XVed Whe STRIDE meWhodolog\ Wo geW an oYeUYieZ of
WhUeaWV and YXlneUabiliWieV of Whe V\VWem Wo anVZeU UeVeaUch TXeVWion RQ1 in
chaSWeU 5. We cUeaWed a daWa floZ diagUam of Whe V\VWem, and Ze conVideUed
all Whe STRIDE W\SeV foU each comSonenW of Whe diagUam. We foXnd 19 WhUeaWV
and diVcXVVed e[iVWing miWigaWionV Wo coXnWeU WhoVe WhUeaWV. We alVo diVcoYeUed
WhaW STRIDE iV XVefXl Wo find WhUeaWV WhaW can be coXSled Wo VSecific SaUWV of Whe
V\VWem bXW doeV noW find WhUeaWV in Whe deYeloSmenW SUoceVV. SWill, Whe UeVXlW
SUoYided a good oYeUYieZ and UeVoXUce foU Whe oWheU WhUeaW modeling WechniTXeV.

In chaSWeU 6, Ze foXnd aWWackeU SUofileV, Zhich aUe needed Wo cUeaWe aWWack
WUeeV, and anVZeUed UeVeaUch TXeVWion RQ2. We XVed bUainVWoUming VeVVionV,
and Whe liWeUaWXUe Wo eliciW Whem. We looked aW mXlWiSle aWWUibXWeV foU each SUofile,
inclXding Vkill, UeVoXUceV, and acceVV. WiWh Whe helS of Whe VecXUiW\ e[SeUWV fUom
ChiSSofW, Ze VelecWed WZo SUofileV, Zhich Veemed inWeUeVWing, Wo XVe foU oXU
aWWack WUeeV. The VelecWed SUofileV ZeUe Whe diVVaWiVfied (e[)emSlo\ee oU inVideU
and Whe cUiminalV gUoXS.
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# DESCRIPTION

M1 SecXUe SUoceVV of adding code

M2 DecUeaVe acceVV Wo (VecXUiW\-VenViWiYe) code

M8 Block oWheU aSSV fUom XVing Whe micUoShone

7DEOH 11.1: The miWigaWionV Ze adYice Wo do fiUVW, aV Whe\ aUe moVW effecWiYe and can be
e[ecXWed b\ ChiSSofW.

In Whe WhiUd SaUW, Ze cUeaWed WZo aWWack WUeeV and SUoSoVed miWigaWionV. The
aWWack WUeeV VhoZed SoVVible aWWack VcenaUioV foU Whe WZo VelecWed aWWackeU
SUofileV, anVZeUing UeVeaUch TXeVWion RQ3. The inVideU aWWack WUee VhoZed iW
ZaV UelaWiYel\ eaV\ Wo inVeUW malicioXV code in Whe code-baVe. The cUiminalV aWWack
WUee had WamSeUing ZiWh Whe aSS aV Whe ZeakeVW SoinW. The WUeeV SUoYide a good
VWaUW bXW VhoXld be mainWained and e[Wended aV Whe V\VWem eYolYeV. We gUaded
each node ZiWh an effoUW YalXe Wo find Whe VcenaUioV ZiWh Whe higheVW SUobabiliW\
Wo anVZeU UeVeaUch TXeVWion RQ4. We WUied Wo VcoUe Whe nodeV UelaWiYe Wo each
oWheU, aV Whe YalXeV aUe edXcaWed gXeVVeV. ScoUing Whem UelaWiYe enVXUeV Ze
can find accXUaWe Zeak SoinWV in Whe WUeeV, alWhoXgh Whe YalXe iWVelf ma\ noW be
WhaW SUeciVe. We YalidaWed Whe WUeeV ZiWh VecXUiW\ e[SeUWV fUom ChiSSofW Wo enVXUe
Whe\ ZeUe UealiVWic.

WiWh Whe helS of chaSWeU 5 Ze SUoSoVed miWigaWionV Wo coXnWeU Zeak nodeV in
Whe aWWack WUeeV, anVZeUing UeVeaUch TXeVWion RQ5. We XSdaWed Whe aWWack WUeeV
ZiWh Whe miWigaWionV Wo Vee ZhaW Whe effecWV ZoXld be on Whe SUobabiliWieV of aWWack
VcenaUioV. WiWh miWigaWionV, Ze ZeUe able Wo make iW WhUee WimeV aV haUd foU an
inVideU Wo obWain Whe aXdio daWa. FoU cUiminalV, iW became moUe Whan WhUee WimeV
aV haUd. We adYiVed aSSl\ing WhUee miWigaWionV fiUVW, aV Whe\ aUe moVW effecWiYe
and can be Ueali]ed b\ ChiSSofW. Table 11.1 liVWV Whem. OXU adYice iV baVed on
Whe UeVXlWV of calcXlaWing Whe effecWV ZiWh oXU aWWack WUeeV. We did noW look aW
Whe coVWV of miWigaWionV, Zhich VhoXld be knoZn befoUe ChiSSofW can decide on
Zhich miWigaWion Wo aSSl\.

UVing mXlWiSle comSlemenWaU\ WhUeaW model anal\ViV meWhodV, gaYe XV a
bUoad YieZ of SoVVible VecXUiW\ iVVXeV. ThiV bUoad YieZ iV needed becaXVe
VecXUiW\ affecWV mXlWiSle aVSecWV of VofWZaUe deVign, inclXding Whe deYeloSmenW
SUoceVV, imSlemenWing Whe code, and UXnning Whe aSSlicaWion in SUodXcWion. We
VhoZed hoZ Ze coXld SUeYenW adYeUVaUieV fUom obWaining SUiYac\-VenViWiYe
aXdio daWa and anVZeUed oXU main TXeVWion. ThiV UeSoUW VhoXld helS ChiSSofW
comSl\ing Wo Whe VWandaUdV menWioned in VecWion 4.3. In Whe ne[W VecWion, Ze
diVcXVV ZhaW can be done in Whe fXWXUe.
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CHAP7ER 12

F878RE :ORK

AV menWioned befoUe, in chaSWeU 10, Whe WhUeaW anal\ViV can be imSUoYed. In WhiV
chaSWeU, Ze SUoSoVe ideaV WhaW ChiSSofW coXld do in Whe fXWXUe. Man\ of WheVe
ideaV focXV on imSUoYing Whe WhUeaW anal\ViV. ChiSSofW coXld alVo decide Whe
anal\ViV VXfficeV and imSlemenW Whe aXdio feaWXUe, diVcXVVed in Whe laVW VecWion.

12.1 INCREASE 7HE SCOPE OF 7HE ANAL<SIS
In WhiV UeSoUW, Ze focXVed on Whe aXdio UecoUding in Whe aSS. HoZeYeU, aWWackeUV
ma\ XVe mXlWiSle aWWack YecWoUV in diffeUenW V\VWemV. TheVe aWWack VcenaUioV Zill
onl\ be foXnd if Whe VcoSe of Whe anal\ViV iV incUeaVed. FoU e[amSle, Whe anal\ViV
coXld alVo inclXde back-end VeUYiceV. AnoWheU UeaVon Wo incUeaVe Whe VcoSe
of Whe anal\ViV iV WhaW man\ WhUeaWV and miWigaWionV aUe aSSlicable on a biggeU
VcoSe. Man\ of Whe SUoSoVed miWigaWionV aUe alVo XVefXl foU Whe Zhole aSS, noW
onl\ Whe aXdio UecoUding feaWXUe. Man\ foXnd WhUeaWV and aWWack VcenaUioV aUe
alVo noW e[clXViYe Wo WhiV feaWXUe. TheUefoUe, Ze can UeXVe Whe UeVXlWV fUom WhiV
UeSoUW foU a biggeU VcoSe.

12.2 DO A DA7A ANAL<SIS OF SEC8RI7< INCIDEN7S
ChiSSofW coXld UeVeaUch VecXUiW\ incidenWV aW hoVSiWalV and Whe comSan\ iWVelf.
DaWa VhoXld be acTXiUed fUom hoVSiWalV, Zhich coXld When be UeVeaUched like
Moeckel[21] haV done (e[Slained in VecWion 4.1.3). FoU each incidenW, UeVeaUcheUV
coXld look aW ZhaW W\Se of aWWack ZaV done and Zho did iW. KnoZing Zhich aWWackV
ZeUe done Zill VhoZ Zhich W\SeV haYe Whe higheVW SUobabiliW\. ChiSSofW coXld XVe
WhaW infoUmaWion Wo aSSl\ miWigaWionV. KnoZing WheVe W\SeV can alVo be XVed Wo
imSUoYe and cUeaWe aWWack WUeeV. KnoZing Zho made Whe aWWackV Zill helS cUeaWe
UealiVWic aWWackeU SUofileV foU Whe healWhcaUe domain. Again, WhiV infoUmaWion can
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helS imSUoYe aWWack WUeeV. EYen ZiWhoXW aWWack WUeeV, WhiV infoUmaWion can helS
ChiSSofW XndeUVWand ZheUe Wo focXV WheiU effoUW on VecXUing Whe V\VWem.

12.3 IMPRO9E A77ACK 7REES
The cUeaWed aWWack WUeeV can VWill be imSUoYed and XSdaWed. In a changing
enYiUonmenW, aWWack WUeeV aUe neYeU finiVhed: neZ aWWack VcenaUioV ma\ aUiVe aV
VofWZaUe changeV. EffoUW YalXeV ma\ alVo change aV aWWackeUV cUeaWe neZ WoolV.
The folloZing SoinWV can be imSUoYed:

� E[WHQG QRGHV: Whe WUeeV can be e[Wended ZiWh moUe aWWack VcenaUioV.

� IPSURYH HIIRUW YDOXHV: Whe effoUW YalXeV aUe edXcaWed gXeVVeV and coXld
be made moUe accXUaWe. DaWa VhoXld be XVed Wo do Vo.

� 8VH DWWDFN GHIHQVH WUHHV: Whe WUeeV ma\ be XSgUaded Wo aWWack defenVe
WUeeV, menWioned in VecWion 4.1.2. TheVe W\SeV of WUeeV ma\ be a beWWeU fiW,
eVSeciall\ Zhen SUoSoVing miWigaWionV.

� CRQVLGHU LPSDFW: in WhiV UeSoUW, Ze did noW conVideU Whe imSacW an aWWack
haV. An inVideU adding malicioXV code Zill haYe a biggeU imSacW Whan a
cUiminal infecWing one deYice. ThiV infoUmaWion can be imSoUWed Wo decide
Zhich miWigaWionV haYe SUioUiW\.

AWWack WUeeV can be haUd Wo mainWain becaXVe Whe\ can geW TXiWe laUge. IW
ZoXld be adYiVable Wo cUeaWe oU bX\ VofWZaUe WhaW VXSSoUWV WhiV SUoceVV.

12.4 RESEARCH MI7IGA7IONS
ThiV UeSoUW giYeV an idea of Zhich miWigaWionV aUe effecWiYe. HoZeYeU, Whe XSdaWeV
Ze aSSlied Wo Whe aWWack WUeeV in chaSWeUV 8 and 9 ZeUe edXcaWed gXeVVeV, aV
ZeUe all effoUW YalXeV. AV SUoSoVed in Whe SUeYioXV VecWion foU Whe aWWack WUee,
WheVe YalXeV coXld be made moUe accXUaWe. Ideall\, daWa can be XVed foU WhiV.

AnoWheU Whing WhaW can be imSUoYed Wo Whe SUoSoVed miWigaWionV iV UeVeaUching
hoZ high Whe coVWV and imSacW aUe. A miWigaWion ma\ be Woo coVWl\ Wo be feaVible,
foU e[amSle, giYing eYeU\ docWoU an encU\SWed micUoShone. OWheU miWigaWionV
ma\ haYe a big imSacW on XVabiliW\ oU VofWZaUe deYeloSmenW. KnoZing WheVe WZo
SUoSeUWieV of miWigaWionV Zill helS Wo SUioUiWi]e Whem.
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12.5 IMPLEMEN7 7HE A8DIO RECORDING FEA78RE
The UeSoUW VhoXld giYe a good idea of SoVVible WhUeaWV and YXlneUabiliWieV and hoZ
Wo miWigaWe Whem. ChiSSofW coXld decide WhiV iV VXfficienW Wo VWaUW imSlemenWing
Whe aXdio UecoUd feaWXUe. The infoUmaWion fUom Whe STRIDE anal\ViV in chaSWeU 5
and Whe SUoSoVed miWigaWionV in SaUW III can be XVed Wo deVign Whe feaWXUe. If Whe
infoUmaWion in WheVe chaSWeUV iV noW enoXgh, iW VhoXld aW leaVW SoinW in Whe UighW
diUecWion. ThiV deVign coXld When be imSlemenWed and WeVWed on VecXUiW\ b\ Whe
e[SeUWV fUom ChiSSofW.
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