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Abstract

Ransomware is a problem that is becoming more prevalent as companies start to
rely more on IT infrastructure. Ransomware causes major damages to compa-
nies and has recently emerged in a new form, Ransomware-as-a-Service (RaaS).
RaaS is a service provided by ransomware authors which allows cyber-criminals
to rent ransomware for a fee. RaaS allows cyber-criminals without the skills
to write their own ransomware to deploy a ”rented” version. A RaaS strain,
REvil, is compared to a regular ransomware strain, WannaCry. Differences and
common properties are discovered among these strains and are evaluated using
existing works on other RaaS and regular ransomware strains.

From these characteristics it follows that RaaS is at least as advanced if not more
advanced than the most sophisticated regular ransomware. Several possible
mitigation techniques are proposed to reduce the impact of RaaS, classify it
during or after infection and recover files from an encrypted system. Finally,
it is shown how these differences and common properties can aid in a criminal
investigation.

REvil is also compared to an older RaaS strain, GandCrab. Differences and
common properties are found for these two strains and evaluated using analyses
of other RaaS strains. From these differences and common properties several
trends in RaaS development are identified. RaaS is moving towards using more
advanced encryption techniques and making the ransomware more configurable.
Finally RaaS has moved towards a model that is able to encrypt systems inde-
pendent from Command & Control servers.
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1 Introduction

Ransomware is a problem that is currently very relevant. More and more
news articles are published that describe ransomware infections of Universi-
ties, government entities and companies. An example of such an infection is
the ransomware attack on the University of Maastricht in the Netherlands that
is currently getting a lot of attention[49][66][48][36][35]. In the ransomware
domain there is a new model that is increasing in popularity, Ransomware-as-
a-Service(RaaS). This model follows innovations made by legitimate companies
such as Software-as-a-Service and Platform-as-a-Service[56]. Ransomware-as-a-
Service allows criminals with limited technical knowledge to ”rent” sophisticated
ransomware. According to [56] Raa$S is a growing trend. Even though it is grow-
ing in popularity there is little information about it in the academic domain.

1.1 Contribution

This paper will look at a very recent Ransomware-as-a-Service strain, REvil,
which has not been studied in any academic literature. At the time of writing
REvil is the most active strain, which can be seen in[Figure 1[44]. It will be com-
pared to WannaCry, which is one of the most thoroughly studied ransomware
strains[96] [91][92][T00]. This comparison will result in a set of differences and
common properties between Ransomware-as-a-Service and regular ransomware.
On top of that, this paper will try to identify trends in ransomware development
by comparing REvil to Gandcrab, which is an older Ransomware-as-a-Service
strain that shares many similarities with REvil[55] and which has already been
studied[95].



Most Prevalent Ransomware Variants 2019
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Figure 1: Most popular ransomware strains in Q4 of 2019

Identifying the differences and common properties between Ransomware-as-a-
Service and regular ransomware will allow for determining which differences/prop-
erties can be used for detection, classification, prevention and removal of RaaS.
These differences and common properties will also be used to show if there is a
basis for legal action against the malicious actors. On top of this RaaS strains
will be compared to identify developments in RaaS strains. These developments
will be used to to paint a picture of possible future developments in RaaS. These
results will fill the void in academic works on Ransomware-as-a-Service and aim
to reduce the impact of RaaS.

1.2 Report structure

The rest of the report will be structured as follows. In[section 3|the core concepts
necessary to follow this report will be explained. Section [4] will describe the
outline of the study. It will list the main research questions for the study and the
methodology used to answer these questions. Sections 5] []and [7]will contain the
application of the methodology on REvil, WannaCry and GandCrab. Section
contains an overview of what is published about other ransomware and RaaS
strains by security companies. It is used as an additional source of information
for verifying the differences and common properties found. In the
results found will be discussed and finally, [section 10| will describe the conclusion
of this research.



2 Research questions

The goal of this research is to explore the current state of Ransomware-as-a-
Service(RaaS), find measures to reduce the impact of RaaS and discover possible
future developments in this area. To explore the current state of RaaS this re-
search aims to find characteristics of RaaS based ransomware. To find measures
to reduce the impact of RaaS, the aforementioned characteristics will be evalu-
ated for possibilities to use them for detection, classification and removal of the
ransomware. On top of that they will be evaluated for the the possibility to use
them for legal action against the malicious actors behind the ransomware. To
explore the possible future developments of RaaS, this research aims to find dif-
ferences between a current and an olders RaaS strain and tries to identify trends
in RaaS development. As such this results in the following research questions:

RQ 1: What is the current state of Ransomware-as-a-Service, what measures
can be taken to reduce the impact of Ransomware-as-a-Service and what is the
direction of development in Ransomware-as-a-Service?

RQ 1.1: What are the differences and common properties of Ransomware-as-a-
Service ransomware compared to reqular ransomware?

RQ 1.2: How can the characteristics of Ransomware-as-a-Service be used to
reduce the impact of Ransomware-as-a-Service?

RQ 1.2.1: Can these characteristics be used to detect Ransomware-as-a-Service
ransomware in the early stages of its execution?

RQ 1.2.2: Can these characteristics be used to classify a Ransomware-as-a-
Service ransomware during/after infection?

RQ 1.2.3: Can these characteristics be used to recover files from an encrypted
system?

RQ 1.2.4: Can these characteristics be used to aid in criminal investigations?

RQ 1.3: What are the differences and common properties of REwvil compared to
GandCrab?

RQ 1.4: Can these differences be used to find trends in current Ransomware-
as-a-Service development?
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3 Background

This section will provide the reader with an overview of the core concepts that
are necessary to understand this report.

3.1 Ransomware

Ransomware is a form of malware that is designed with the sole purpose of
extorting ransom from a victim by encrypting all their files[99]. Ransomware is
a great danger to businesses as it can shut down critical systems of the organi-
zations and cause a seize of all business operations[T00].

Simoiu et al. suggest that a large part of ransomware between 2015 and 2016
is actually a locker based ransomware and not cryptographic based[103]. They
state that only 34% of users infected with ransomware experienced any actual
encryption of their files, while the rest of the users only experienced a lock screen
that ignores user input, without any encryption. This is further solidified by
a report from Kaspersky labs indicating that only 40% of ransomware actually
encrypted files in the period 2015-2016[33]. There is no literature supporting or
contradicting if this pattern is still present in 2020. Even though locker-based
ransomware seems to be more prevalent than cryptographic ransomware, we
will focus on the latter as dealing with locker-based ransomware requires little
technical knowledge to remove. The screen is usually locked by creating a new
desktop that ignores all user input or by showing a full-screen web page in a
browser asking for a ransom[85]. Both can be removed to resolve the infection.

A pattern that seems to emerge from multiple works is that ransomware does
not encrypt folders belonging to critical services. Joseph et al. state this for the
WannaCry ransomware strain[92]. According to Pillai et al.[99] and Adamov
et al.[82] this is also the case in several other strains. This is further enforced
by [97], which mentions that the Spora ransomware also does this. And this is
also confirmed for the CryptoWall ransomware by [98] and for the GandCrab
strain by [95]. One can conclude that most strains that actually encrypt files on
the computer of the user want the operating system to remain accessible, most
likely to make it possible for the victim to actually decrypt the system after
paying the ransom.

Adamov et al. found that the VaultCrypt, TeslaCrypt, WannaCry, Spora and
Serpent ransomware strains delete copies of backup files[82]. This seems to be
a pattern among the more sophisticated ransomware strains. They will delete
any backup data they can find in order to leave the victim no other option than
to pay the ransom. If the victim does not pay he will lose all data. In order to
demonstrate that actual encryption was used and files can be recovered, most
ransomware actors will offer free decryption of a small set of files[91]. Adamov
et al. also found that most ransomware strains make use of the Tor network to
offer their decryption services[82].

Payment is processed using anonymous payment services. This is most likely

11



done to make it hard for authorities to link ransomware payments back to the
ransomware actors. Payments in Bitcoins are most frequently used[82][94] [102].

3.2 Ransomware-as-a-Service

Ransomware-as-a-Service(RaaS) is a phenomenon that has increased in popularity [91].
Raa$ is an online software package sold using a subscription type payment struc-

ture. RaaS provides ransomware that customers can deploy. It aims to simplify
ransomware attacks for criminals that lack the technical skills to build their own
ransomware in exchange for a part of the ransom acquired by the criminals[90].
RaaS is usually quite sophisticated software with an online dashboard giving
them an overview of current attacks and payments[90]. RaaS is a growing
phenomenon, increasing in popularity among criminals mainly due to its re-
duced infrastructure costs, deployment times and specialized social-engineering
teams[88], which makes it easily accessible to criminals.

3.3 Cryptography

According to Joseph et al. the WannaCry ransomware strain makes use of
AES-128 with a random key to encrypt all files on the target machine. This
random key is then encrypted with the RSA-2048 public key corresponding to
the private key held by the ransomware authors[92][96]. This same structure is
used in Lockergoga ransomware. Lockergoga makes use of AES-128 symmetric
encryption to encrypt all files on the drive and then encrypts the encryption
keys using the RSA-1028 public key of the authors[83]. The same AES and
RSA encryption process is also used in the Spora ransomware strain[97], Petya
ransomware[104], as well as in other strains[I07][98] [87][88][82][91][94]. The en-
cryption of the WannaCry and Spora strains is performed using the Windows
Crypto API[92][97]. According to Caivano et al. the majority of strains make
use of the Windows Crypto API for encryption[87]. However, according to Ko-
tov et al. there are some strains that are moving to OpenSSL as encryption
using the OpenSSL library is harder to detect[94].

Elliptic curve cryptography is also making its way into ransomware. It is spotted
by Adamov et al. in TeslaCrypt, where it is used to generate bitcoin addresses
for the ransom payment as well as managing the AES session key[82].

3.4 Privilege Escalation and Anti-virus evasion

According to Caivano et al. some ransomware strains make use of privilege
escalation techniques to increase their effectiveness[87]. They make use of the
SeDebugPrivilege to run files at the system-level instead of the user-level, which
allows the ransomware to gain full access to the system processes. Caivano
et al. also state that some ransomware strains make use of process injection
and process hollowing[87] to hide their activity. Process injection means that
malware will inject it’s own code into a running process to hide itself. Process
hollowing essentially does the same thing, except that it completely overwrites
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the memory of the process. According to Kotov et al. process injection is
actually the most common mode of operation for ransomware[94].

According to Adamov et al. Lockergoga ransomware attempts to evade anti-
virus software by distributing the encryption of files over processes, only en-
crypting one file per process[83]. Another observation was that ransomware
makes use of passive methods of protection like packing, obfuscation and en-
cryption in order to avoid detection[82]. As well as actively checking for running
antivirus processes, which will result in shutting down the anti-virus[82].

3.5 Social engineering

Social engineering is used the most for spreading ransomware[94]. Social engi-
neering is a process that aims to manipulate people into doing something the
threat actors want[74][88]. The actors will try to get their target to open a link
or file that contains a virus that will allow them access to the system of their
target.

In social engineering, email traffic is often used to spread ransomware[90].
Spam emails are utilized by actors to distribute keyloggers, banking trojans
and ransomware[89]. The ransomware is included in the email as a malicious
link, or attached to the email as a document. Employees from Northwave men-
tioned that they saw a lot of ransomware activity following from an infection of
Trickbot and Emotet, which are banking trojans. Unfortunately these specific
trojans are not linked to ransomware by existing scientific literature.

Garg et al. claim that there are many phishing variations that are frequently
used to distribute ransomware. For example, Teslacrypt regularly utilizes Javascript
documents or a malicious word document attached to an email to spread itself[89].
This observation is also supported by [92], [90], [82], [102] and [I00]. According

to [97] the Spora ransomware family is also distributed using phishing e-mails
and according to [98] the CryptoWall ransomware strain does so as well.

Distribution of malware through e-mails is done using several methods. They all
come down to the same goal, to run malicious code on the system of the victim,
but are done using different tactics. All tactics involve the victim opening a
file, which will run the malicious code in the background. The first method is
phishing e-mails. These mails are sent in bulk and will pretend to be genuine by
making use of the same formatting as the source they are pretending the e-mail
originates from[90]. The second method is spear phishing, which is a variation of
phishing that does not focus a large group of people but instead targets a single
person or company with a personalized e-mail. This type of phishing was used
to distribute the Cerber, Spora and Serpent ransomware strains[82]. Thirdly
there is whale phishing, which is focused on executives of companies in order to
obtain access that lower employees of the company do not have. Finally there is
e-mail spoofing, which changes the e-mail header to make it look like the e-mail
originates from a trustworthy company[90].
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Another form of social engineering used to distribute ransomware is through
malicious files. When the legitimate looking file is executed the ransomware
will start. According to Simoiu et al. pirating media increases the risk of
malware infection[I03]. This makes sense as such malicious files often show up
on Torrent sites where any user can upload files without any anti-virus checks in
place[90]. Lemmou et al. state that Gandcrab was distributed via fake software
cracking sites[95]. Another method that is used to distribute these malicious
files is through USB devices. Once a victim inserts the compromised USB stick
into a machine, the malicious code on it will install automatically[90]. Different
methods are used to distribute these USB sticks, one example being an attacker
dropping the infected USB stick on the parking lot of the company that is being
targeted[90].

3.6 Exploit kits

According to Garg et al. ransomware distributers often make use of exploit
Kits(EK)[89], other works support this[95][105]. EKs are developed to auto-
matically and silently exploit vulnerabilities on victims’ machines[73]. It is an
Internet crime-ware package for attackers and comprises not only of the tools to
infect machines, but also offers command and control capabilities. These com-
mand and control capabilities allow users to orchestrate networks of infected
systems and also allows the user remote access to the victims. This access
allows for execution of further criminal operations[105].

These EKs are usually used in combination with social engineering campaigns
mentioned in[subsection 3.5|or in combination with malvertisement campaigns[105] [94].
Malvertising is the process of embedding malicious code in an advertisement
hosted on a legitimate website[I05][90]. This advertisement then reroutes the
visitor of the website to a website belonging to the EK owner, which will infect
them.

An example of an EK is the Angler EK, which has distributed various versions
of TeslaCrypt and Locky ransomware[89][82]. The Atomic EK has been used
to spread Locky ransomware[89]. Another ransomware that was spread using
EKs was GandCrab, which was spread using RIG EK and GrandSoft EK[95],
the CryptoWall ransomware strain is also linked to EKs[98].

WannaCry spreads itself by using a SMBv1 vulnerability[91]. It infects systems
through the use of two exploits, EternalBlue[83][91] and DoublePulsar[96][91].
According to Popli et al. the Petya ransomware strain also spreads using these
exploits[I00]. These kinds of exploits are usually carried out using an EK, which
further solidifies the association between ransomware and exploit kits.

Suren et al. state that EK-as-a-service is a model that is currently becoming
the standard[105]. Which essentially means that an exploit kit is rented out
to cybercriminals, who can use them for their own purposes, usually spreading
banking trojans or ransomware. Exploit kits are one of the fastest growing
online threats[90].
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3.7 Remote access services

Another attack vector for ransomware is using remote access services. An exam-
ple of such a service is RDP. RDP is a protocol used by many operating systems
that allows a user to mirror the screen, keyboard and mouse of a remote system
on the local device[90]. RDP port scans are often used by cyber-criminals to
find deployed RDP applications[89]. These applications can then be attacked
using, for example, a brute force attack. Alternatively an attacker can log in
using credentials that they acquired through other means(phishing, password
dumps etc.)[90].

3.8 Packers

According to Yan et al. a packer is a software program that compresses and
encrypts an executable file and restores the original executable when the packed
file is executed[I06]. A packed file is a type of archived file that is not necessarily
malicious. For example some packers are used to protect legitimate programs
from cracking tools by putting a ”Shell” around them[I06]. Because of the way
packers work they are also very attractive to malicious actors. A packer allows
a malicious actor to encrypt their malware in such a way that when a static
analysis is done on the malware, only the code used to unpack the malware is
visible for analysis. This process allows the actors to evade anti-virus software
trying to scan files on disk. The executable would need to be executed for the
actual malicious code to be decrypted and executed. According to Ban et al.
a common solution to analyze a packed executable is to extract the original
code from the packed program using an appropriate unpacker prior to malware
analysis[86]. Generally, extracting the unpacked code is done by monitoring the
execution process of the program and capturing the memory snapshot when the
original code is loaded into memory[86].

3.9 Anti-RE techniques

Malware authors use anti-reverse engineering techniques to impede the reverse
engineering process[I01]. These techniques can be seen in the overview created
by Priya et al. shown in[Figure 2J101]. Malware authors terminate their code or
run a different section of code if the code thinks it is being debugged or running
in a virtual environment.
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Figure 2: Anti-Reverse engineering techniques

3.10 Intrusion detection systems

Intrusion detection systems are programs that look for malicious activity on
networks. In practice there are many tools that are used to look for malicious
activity, both on networks and on endpoints. Examples of network solutions are
Suricata[65] and Snort[64]. Most intrusion detection systems(IDS) make use of
rules that allow or block traffic from a network.
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4 Methodology

In order to answer the research questions that are formulated in [section 2]
a structured methodology is necessary. The methodology below will discuss
how to collect new data as well as potential data sources that can contain
existing information that is useful for answering the research questions. The
methodology will describe the steps to answer each research question and sub
question.

4.1 RQ 1: What is the current state of Ransomware-as-a-
Service, what measures can be taken to reduce the im-
pact of Ransomware-as-a-Service and what is the di-
rection of development in Ransomware-as-a-Service?

The current state of Ransomware-as-a-Service(RaaS) will be evaluated in RQ
1.1. The characteristics identified in RQ 1.1 will be used in RQ 1.2 to find out
if it is possible to use these characteristics to reduce the impact of RaaS. RQ
1.3 will be used to find the characteristics neccessary for RQ 1.4 to analyze the
direction of development.

4.2 RQ 1.1: What are the differences and common prop-
erties of Ransomware-as-a-Service ransomware com-
pared to regular ransomware?

In order to find differences between the strains an analysis is needed to deter-
mine what functionality is present in the REvil strain and how it differs from
functionality offered by WannaCry. This will be done using dynamic and static
analysis. To perform such an analysis samples are needed. These samples will
be downloaded from Malshare[37]. Initially, dynamic analysis will be used to
gain an overview of what functionality the ransomware has, after which static
analysis is used to find more details about the functionality of the sample. The
samples will be compared using the following variables:

e Packing method

e Anti-reverse engineering techniques
e Imports

e Mutexes

e Registry keys

e API Functions

e Privilege escalation methods

e Configuration options
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e Encryption method

e Encryption key management

e Command & Control communication fields
e Network traffic

e Anti-virus evasion methods

e Persistence mechanisms

e Spreading mechanisms

e Process white/blacklist

e Folder white/blacklist used for encryption
e Execution flowchart

e MITRE ATT&CK matrix[40]

The dynamic analysis will initially be done through Any.run[l]. Any.run is a
sandbox environment that does automatic analysis on programs ran inside it.
In Any.run it is possible to generate a MITRE ATT&CK matrix[40]. On top of
that Any.run will provide an overview of what processes the sample starts and
what file activity occurs on the system. This information is beneficial for the
static analysis as it provides context for the functions within the executable.
After reviewing the sample in Any.run, it will be analyzed using PEiD[I9] and
Detect It Easy[16](DIE) to test if it is packed. In the case that it is not packed
the following unpacking steps will be skipped. When the executable is packed
and PEiD/DIE are able to identify the packer, that packer will be used to
unpack the executable. If PEiD/DIE are not able to find which packer is used
or automatic unpacking fails, then x32Dbg[81] will be used to manually unpack
the executable. After an unpacked executable is available, x32Dbg and IDA
PROI28] will be used to mitigate any anti-reverse engineering methods used.
Finally, the source code of the ransomware will be reverse engineered using
these same tools.

After the aforementioned steps have been taken it is already possible to collect
the Anti-reverse engineering techniques used and the packing method used(which
might differ for several samples and as such will be tested for multiple samples
from different sources). The source code of the ransomware will produce data
for the following variables: imports, mutexes, registry keys, API functions, pro-
cess white/blacklist, folder white/blacklist used for encryption, configuration
options, encryption method, encryption key management, anti-virus evasion
methods, persistence mechanisms, spreading mechanisms and privilege escala-
tion methods. Any.run will be used to collect data used to create the network
traffic overview and execution flowchart. Finally a combination of the network
traffic in Any.run and the source code of the sample will be used to fill in the
command & control communication fields variable.
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This process will be applied to both WannaCry and REvil and will result in
a list of variables for both REvil and WannaCry. Each variable in the list
will show the properties of REvil and WannaCry and describe how they are
common/different. These differences and common properties will be further
solidified using existing literature on different ransomware strains in order to
account for the small sample size.

4.3 RQ 1.2: How can the characteristics of Ransomware-
as-a-Service be used to reduce the impact of Ransomware-
as-a-Service?

There are several possibilities to reduce the impact of RaaS. The first option is
detecting an infection in the early stages of its execution, which will be analyzed
in RQ 1.2.1. The second possibility is to classify a RaaS infection during/after
infection, which will be explored in RQ 1.2.2. The third possibility is to recover
files from an encrypted system, which is analyzed in RQ 1.2.3. Finally, RQ 1.2.4
aims to use the characteristics of RQ 1.1 to aid in criminal investigations. The
answers to these subquestions will provide the reader with an overview of how
the characteristics of RaaS can be used to reduce the impact of Ransomware-
as-a-Service.

4.4 RQ 1.2.1: Can these characteristics be used to detect
Ransomware-as-a-Service ransomware in the early stages
of its execution?

It is likely that the differences and properties of RaaS will contain unique pat-
terns that are necessary to execute the ransomware. An example of this could be
fetching the encryption key from a command and control server. Such behavior
can be blocked and will as such detect and even prevent the ransomware from
fulfilling its purpose. In practice there are many tools that are used to look for
malicious activity, both on networks and on endpoints. Examples of network
solutions are Suricatal65] and Snort[64], an example of an endpoint solution is
Enterprise Inspector[2I]. Most intrusion detection systems(IDS) make use of
rules that allow or block traffic from a network. The network traffic data and
C&C communication will be transformed to a list of malicious domains, ports
frequently used by the ransomware and unique packet contents. This list can
then be used to detect ransomware in the early stages of its execution using an
IDS solution.

The list of malicious domains, ports frequently used and unique packet contents
will be used to create a SNORT[64] rule as a proof of concept. In order to test
the proof of concept a virtual network will be created containing 2 systems. One
Windows 10 machine that will execute the malware and one Ubuntu 18.04 LTS
system running SNORT in IDS mode. The Windows machine will be connected
to the network through the Ubuntu system. RaaS Ransomware is executed on
the Windows machine, which should result in SNORT picking up the infection
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based on the SNORT rule that was created. The result of the proof of concept
will show whether it is possible to detect RaaS ransomware in the early stages
of its execution using an IDS solution.

Endpoint detection is a process in which a machine is scanned for programs or
processes containing certain patterns or performing certain system calls to detect
if they are potentially malicious. Many vendors make use of YARA to identify
and classify malware samples[72], which is a tool aimed at helping malware
researchers to identify and classify malware samples. YARA can be used to
describe malware based on textual or binary patterns. The characteristics found
in RQ 1 will be used to create a YARA rule that will match Ransomware-as-a-
Service ransomware. Each characteristic will be analyzed to decide if it usable
for identification and detection of malware. In order to evaluate if this rule
is able to detect ransomware in the early stages of execution using endpoint
detection, a YARA test setup is used. YARA will be installed on a Windows 10
system and is used to analyze several RaaS ransomware files using the YARA
rule that was created.

4.5 RAQ 1.2.2: Can these characteristics be used to classify
a Ransomware-as-a-Service ransomware during/after
infection?

Ransomware running on a system will produce artifacts that are left behind on
an infected system. Examples of this are configuration files or registry keys.
There will likely be many other artifacts that will be found when answering RQ
1. These will be used to create a list of artifacts that investigators can use to
determine if ransomware is or was present on the system they are investigating.
This list of artifacts will be in the form of actions that the ransomware takes
on the system and the possible traces that will be left behind. These will
then allow investigators to identify which specific ransomware strain ran on the
system. The execution flowchart as well as each entry in the API functions,
registry keys, mutexes, the network traffic data, persistence mechanisms and
Encryption key management variables will be used to look for entries that are
unique to ransomware and cannot also be linked to benign activity. Each entry
that indicates malicious activity will be provided in a list that investigators
can use to identify if the system they are working on has been infected by
ransomware. A Windows 10 system is infected with RaaS ransomware and the
list created is then used to evaluate the infected system to determine if these
characteristics can be used to classify the RaaS ransomware that executed on
the system. This process is done for several RaaS ransomware samples.

4.6 RQ 1.2.3: Can these characteristics be used to recover
files from an encrypted system?

There might be a flaw in the encryption method, encryption key management
or Command & Control communication that can result in decryption of the

20



system. Each variable found in RQ 1.1 is analyzed to find if there are any
existing methods that are able to decrypt files based on the variable. If there
are no existing methods available but there seems to be a flaw in the way the
variable is implemented in the ransomware then that is explored further to see
if there is any possibility for recovery(this mainly applies to the way encryption
and key management is implemented). This will result in a list of all variables,
for each variable a possibility for file recovery is indicated. If one of the variables
makes file recovery possible, a proof of concept will be created that should be
able to recover one or multiple files on an encrypted system. This proof of
concept will be tested on an infected Windows 10 system.

4.7 RQ 1.2.4: Can these characteristics be used to aid in
criminal investigations?

This sub question will attempt to draw on the new insights provided by RQ 1.1
in an attempt to aid law enforcement. Very complex cases can benefit from any
new insight that is found as even the slightest bit of information could result
in new evidence being uncovered. Command & Control communication fields
and the network traffic data will be used to create a list of domains and ip
addresses that law enforcement can possibly use to locate the actors behind the
ransomware. In order to determine if these characteristics can be used to aid in
criminal investigations, the list is checked for characteristics that can be used
to attribute an infection to a specific actor or group.

4.8 RQ 1.3: What are the differences and common prop-
erties of REvil compared to GandCrab?

REvil and Gandcrab share many similarities in the way they operate as well as
in their codebase. This leads to the suspicion that REvil was written by the
same authors as GandCrab[55]. What seems more interesting in this case are
the differences. GandCrab will be analyzed in the same manner as WannaCry,
using the methodology described in and will result in a list of
differences and common properties of GandCrab and REvil. The data gathered
on GandCrab will be backed up using existing literature such as [95], for REvil
the results of RQ 1 will be used.

4.9 RQ 1.4: Can these differences be used to find trends
in current Ransomware-as-a-Service development?

By looking at the differences between the two strains one can derive the improve-
ments that authors are currently making to Ransomware-as-a-Service which al-
lows us to create an overview of trends in current RaaS development. Each
variable of REvil will be compared to the same variable for GandCrab to iden-
tify trends in ransomware development, these differences will be evaluated using
literature on several other Ransomware-as-a-Service families. Furthermore dif-
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ferences in several variables will be combined to draw more conclusions about
trends that are occurring in ransomware development.
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5 REvil analysis

This section will explore the REvil ransomware family. It will describe the
analysis done on REvil using the methodology described in [subsection 4.2} This
chapter will consist of subsections dedicated to each variable listed in
tion 4.2

5.1 Packing method

To start reversing the malware the first step is finding out if a packer is used.
When putting the sampleEl through PEiD a hardcore scan indicates that UPX[70]
is used, as can be seen in|[Figure 3 A normal and deep scan result in no packer
being identified. This means that the executable is probably packed using a
custom version of UPX.

[ PEID v0.95 - X

File: | C:\Users\REM\Documents\Sodi2\6 1c19e7ce627dad9b 5004371867247 | ...

Entrypoint: [0000SEDO EP Section: [UPXO =]
File Offset: [00005200 FirstBytes: [E8,E2,90,00 ||
Linker Info: [12.0 Subsystem: [Win32GUI | >

|UPX 0.89.6 - 1.02 / 1.05 - 2.90 -> Markus &Laszlo

‘ Multi Scan | Task Viewer Options | ‘ About | ‘ Exit |
¥ stay on top \i‘

Figure 3: PEiD identifying UPX as the packer used

Scanning the sample with Detect It Easy(DIE) using the YARA scan method
also results in the sample being identified as packed with UPX, this result can

be seen in [Figure 4

D8] Detect it Easy 2.03 - X

C:/Users/REM/Documents/Sodif6 1c 19e7ce6 27dagh 5004371186 7a47d3. exe

Entopy FLC S

Import  Resource
00005ed0. > eBase: 00400000
00082000

Options

About

Exit

Figure 4: DIE identifying UPX as the packer used

As the executable is packed with UPX, the first step is to try and unpack it with

IMD5:61c19e7ce627da9b5004371867a47d3
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UPX. UPX is not able to unpack the executable, stating that the executable
is not packed with UPX. UPXUnpack, deUPX, ShitDie, UPX-Analyser, UPX-
ripper, UPXFix, UpxUnpacker, deSimpleUPXCryptor and UPXUP were not
able to unpack the executable.

In order to unpack the executable manual unpacking is neccessary. Thus the ex-
ecutable is loaded in x32Dbg. Setting a breakpoint on the return of VirtualAlloc
will make the program break each time memory is allocated. The address to
which this memory is allocated can then be found in the EAX register. Check-
ing the return value of the VirtualAlloc call results in the memory address to
which the unpacked code is loaded. The memory block before returning can be
seen in After returning the memory block is filled with the malicious
code, which can be seen in figure

Address | Hex ASCII

00170000 |06 00 00 00|00 00 00 00[00 00 00 00[00 00 00 DO|E..ueererararens
00170010| 00 00 OO0 OOQ|O0 OO0 OO QO(OQ OO0 OO0 QO|00 00 00 00| ... uiavennnnnnns
00170020| 00 00 OO0 OO|00 OO0 OO OO(00 OO0 OO0 00|00 00 OO 00| .. .uveeeiennnnnn
0017003000 00 00 00|00 OO0 00 00|00 00 00 00|00 00 00 D0| e eerernrarens
00170040| 00 00 00 OOQ|O0D OO0 QO QOO0 OO0 OO0 QO|00 00 OO OD| . viuiavannnnnnns
00170050| 00 0O OO0 OO|00 OO0 OO0 0O(00 OO0 OO0 00|00 00 00 00| v uriavannsnnnns
0017006000 00 00 00|00 OO0 00 00|00 00 00 00|00 00 00 00| .. eeeernrarens
0017007000 00 00 00|00 OO0 00 00|00 00 00 00|00 00 00 D0| e eerernrarens
00170080 |00 00 OO0 OO|O0 OO0 OO QO(OQ OO0 OO0 QO|00 00 00 00| . .iuiavannnnnnns
00170090 |00 00 OO0 OO|00 OO0 OO0 00|00 OO0 OO0 00|00 00 00 00| .. .. eeiennnann
001700A0| 00 00 00 00|00 OO0 00 00|00 00 00 00|00 00 00 D0| e eernrnrarens
001700BO| 00 00 OO0 OOQ|O0D OD QO QOO0 OO0 00D Q0|00 00 00 00| ... uiavennnnnans
001700CO |00 0O OO0 OO|00 OO0 OO0 00|00 OO0 OO0 00|00 00 00 00| v uriavannsnnnns
00170000| 00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00| .ueueernernrnrens

Figure 5: Memory allocated before VirtualAlloc return

Address | Hex ASCII
00170000400 5A 90 00|03 00 00 00[04 00 00 OO|FF FF 00 00|MZ

00170010 E& 00 00 00|00 OO 00 00|40 00 00 0OO|00 00 0O 00|,
0017002000 00 00 00|00 OO 00 00|00 00 00 00|00 00 00 00|.
00170030| 00 00 00 0O|00 OO0 00 00|00 00 00 OO|DO 00 00 O0|. c
00170040 |0E 1F BA OE|00 B4 09 CD|21 B8 01 4C|CD 21 54 63|. L Lteth
0017005069 73 20 70|72 6F &7 72|61 6D 20 63|61 6E GE &F|is program canno
00170060|74 20 62 65|20 72 75 GE|20 69 GE 20|44 4F 53 20|t be run in DOS
00170070| 6D 6F 64 65|2E OD OD 0A|24 00 00 00|00 00 00 00| mode....$...veu:
00170080 | F1 1A 07 B9|BS 7B 63 EA|B5 7B 63 EA|B5 7B 69 EA|n.. 'p{iépu{iéu{ié
00170090 | 8E 25 &C EB|B4 7B 62 EA|SE 25 GA EB|B4 7B 69 EA|.%1& {iéd.xj& {ié
001700A0|22 25 6D EB|AF 7B 69 EA|22 25 B EB|B4 7B 69 EA|"¥mé {id"xké& {ié&
001700BO|52 69 63 68|B5 7B 69 EA|00 00 00 00|00 00 00 00|Richpu{ié&........
001700C0| 00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 D0| .. eerernrarens
001700D0|50 45 00 00|4C 01 05 00|5C 77 FE 5C|00 00 00 O0|PE..L...%WwH'....

Figure 6: Memory after letting the unpacking code run

After the unpacking code has executed and filled the memory block with the
unpacked code the memory block is dumped to a binary file for analysis.

It was found that some REvil samples are not packed at all as the Sampleﬂ
provided by Northwave was not packed.

Different packing methods are used during the spreading of REvil, it was found
that in some instances the ransomware was not packed at all, while in other

2MD5:fc86892c5cc1 7f9dfbd9ab4d524f9a
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instances the ransomware was packed using a custom written packer based on
UPX]70].

5.2 Anti-reverse engineering techniques

5.2.1 Dynamic imports

When opening the dumped binary in IDA one can see that there are no imports
at all in the file. This indicates that the binary most likely resolves the imports
at runtime. This is a technique frequently used by malware authors to make
their code harder to reverse engineer[20]. When looking at the entry point of
the binary one can see that the entry function executes two functions, the entry

function can be seen in [Figure 7|

* FUNCTION

undefined __stdcall entry(void)

undefined AL:1 <RETURN>
entry
004036e6 6a 00 PUSH 0x0
004036e8 e8 bo ff CALL FUN_0040369d
ff ff
004036ed 6a 00 PUSH 0x0
004036ef e8 fb 07 CALL FUN_00403eef
00 00
0040364 59 POP ECX
0040365 c3 RET

Figure 7: Entry function of the unpacked binary

The first function in the entry function contains an unresolved pointer. This
pointer probably points to an import that needs to be resolved at runtime. There
is a single function that is executed before the pointer, as such this function is
most likely the function responsible for resolving the imports at runtime. The
unresolved pointer and the function before it can be seen in

* FUNCTION

undefined4 _ stdcall FUN_0040369d(void)

undefined4 EAX:4 <RETURN>
FUN_0040369d
0040369d e8 ab 33 CALL ‘thunk_FUN_00405bcd
00 00
00403622 6a 01 PUSH 0x1
00403624 ff 15 64 CALL dword ptr [DAT_0041cb64]|
A

Figure 8: Unresolved import in the binary

This suspicion is further confirmed when opening the sample in API monitor.
In one can see that the process does actually import a lot of API
functions. An important observation to make here is that the malware starts
with GetProcAddress API calls for all the API methods that it wants to use.
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# Time of Day Thread Module API \)w Return Value
1 11:08:09.226 PM 1 61c19e7ce627da9b... GetSystemTimeAsFileTime ( 0x0019ff60)

2 11:08:09.226 PM 1 61c19e7ce627dadb... e 6380
3 11:08:09.226 PM 1 61c19e7ce627dasdb... 2212
4 11:08:09.226 PM 1 61c19e7ce627dadh... 58) TRUE
5 11:08:09.226 PM 1 61c19e7ce627dash... StartupInfoW

6 11:08:09.226 PM 1 61c19e7ce627dadh... Get Heap [ )

7 11:08:09.226 PM 1 61c19e7ce627dad%b... GetModuleHandleW (“kernel32.dIl")

8 11:08:09.226 PM 1 KERNELBASE.dII linitUnicodeString ( 0x0015fe30, “kernel32.dII" )

9 11:08:09.226 PM 1 KERNELBASE.dII -LdrGetDIIHandle [ NULL, NULL, 0x0015fe30, 0x0019fe38)

10 11:08:09.226 PM 1 61c19e7ce627dadb... GetProcAddress [ 0x75 0, "FlsAlloc™ )

11 11:08:09.226 PM 1 KERNELBASE.dII E -RtlinitString ( 0 “FlsAlloc”)

12 11:08:09.226 PM 1 61c19e7ce627dadb... GetProcAddress (0 0, “FlsFree”)

13 11:08:09.226 PM 1 KERMNELBASE.dII linitString “FlsFree”)

14 11:08:09.226 PM 1 61c19e7ce627dad%b... ProcAddre 0 “FlsGetValue® )

15 11:08:09.226 PM 1 KERNELBASE.dII lInitString ( 0x “FlsGetValue™ )

16 11:08:09.226 PM 1 61c19e7ce627dadb... GetProcAddress “FlsSetValue™ )

17 11:08:09.226 PM 1 KERNELBASE.dII :‘"'F‘thtStlmg { O “FlsSetValue™ )

18 11:08:09.226 PM 1 61c19e7ce627dadb... GetProcAddress (0 “InitializeCriticalSectionEx” ) 0x75
19 11:08:09.226 PM 1 KERMELBASE.dII : RtlInitString “InitializeCriticalSectionEx™ )

20 11:08:09.226 PM 1 61c19e7ce627dadb... G_etPra-,;-j-j\ass { Ox75 00, “CreateEventExW" )

Figure 9: API calls made by the ransomware sample

After making note of the location of the import resolving function the binary
is opened in x32Dbg again. In x32Dbg a breakpoint is set on the call after the
import resolving function, as can be seen in By setting a breakpoint
on the line after the import resolving function the binary will resolve the imports
for itself.

—

ES8 AB330000 €all unpackedsodi.976A4D
6A 01 push 1
FF15 64CB9800 €aN dword ptr ds:[98CB64]

Figure 10: x32Dbg breakpoint after the import resolving function

After running the binary until it hits the breakpoint, ScyllaJ60] is used to look
up the Import Address Table(TAT), fix the imports for the binary and dump the
binary. In one can see that Scylla was able to identify 139 imports,
validating the suspicion that dynamic imports are used by the binary. By using
Scylla to dump a binary with fixed imports to disk the dynamic imports do not
need to be fixed manually, as can be seen in [Figure 12
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Attach to 2n active process
1672 bin - C:\L bi ~| | PickDLL

Imports
@ user3zdl (1) FThunk: 0001C9F8 ~
- ntdl.di (1) FThunk: 0001C9FC

G- winhttp.dl (1) FThunk: 0001CA00

G-+ kernel32.dl (1) FThunk: 0001CA04

- advapi32.dl (1) FThunk: 0001CA08

B« ole32.dl (1) FThurk: 0001CAOC

-+ kernel32.dll (1) FThunk: 0001CA 10

&« mpr.dl (1) FThunk: 0001CA14

- shiwapi.dl (1) FThunk: 0001CA18

/ kemel32.dl (1) FThunk: 0001CAIC

gdi32.dll (1) FThurk: 0001CA20

1022 1ucar? A1) EThynke AON1CA74 s

Show Invaid | | Show Suspect Clear
IAT Info Actions Dump
oep [00973642 IAT Autosearch Autotrace oump | | PERebuid
T —
GetImports
size [0000022C pxDay
Log
1AT Search Adv: Found 123 (0x78) possible IAT entries, ~

AT Search Adv: Possible IAT first 0098C9F8 last 0098CC20 entry.
IAT Search Adv: IAT VA 00SBCSFS RVA D00 1CSFS Size 0x022C (556)
AT Search Nor: IAT VA 0098C3F4 RVA 000 1C9F4 Size 0x0234 (564)
parsing fiished, found 13 valid APls, missed 0 APIs
Found 0 possible drectimports with 0 urigue APIS!

Imports: 139 ¥ Invalid: 0 Imagebase: 00970000 unpackedSodi.bin

Figure 11: Scylla resolving the IAT and showing the imports used by the binary
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Figure 12: Resolved imports after dumping the binary using Scylla

5.2.2 Encrypted strings

In order to find meaningful data about the inner workings of the binary, the
unpacked binary is analyzed using strings. After analyzing it the observation
can be made that the only human-readable strings in the binary are strings
needed to resolved the dynamic imports at runtime. These names of functions
are neccessary to look up their memory location during runtime. The lack of
any other readable strings leads to the suspicion that string encryption is used
on string variables. When exploring the binary in IDA the first time a string
variable is used in the program is in the creation of a mutex. In order to load the
mutex name a decryption function is called with the following arguments: the
location of the encrypted data, the offset in the data where the string is located,
the key length with which it is encrypted, the length of the string in the data
and finally a pointer where the result of the decryption should be stored. The
pseudocode for this call can be seen in As can be seen from the
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pseudocode a call to code executing the rc4 algorithm is made to decrypt the

string. This string decryption can be seen in

ckra leealion, Sifing efieet, ley lon, siring lon, fesulk

DNV

decryptData((const char *)&encrypted data_ptr, @x7BE, 15, 86, (int)&mutex_name);

char mutex_name; // [esp+4h]

__int16 v3; // [esp+5Ah] [

Figure 13: Pseudocode for decryption call of the mutex name

1{int _ cdecl decryptData(const char *encrypted_data_ptr, int variable_location, int
=
2

return rc4(

Figure 14: Rc4 decryption call within the decryptData function

The decryptData function is not only used for the mutex name, but also for
several other variables. All calls to the decryptData function can be seen in
There are 101 calls to decryptData and as such there are 101 strings in
the binary that are decrypted during runtime. Reverse engineers from OALabs
have created a script to decrypt these strings in IDA Pro. The link to this script
can be found on Github[I4]. All strings in the binary are decrypted to aid in
reversing the malware.

[52] xrefs to decryptData O *

Directio Typ Address Text 2
sub_971786+1A call deayptData

= Up p  sub_971286+31 call  decryptData

@ Up p sub_971286+48 call decryptData W

< >

Cancel Search Help

Line 1 of 101

Figure 15: References to the dataDecrypt function

To summarize, REvil makes use of two anti-reverse engineering techniques. It
resolves imports at runtime with an import address table(TAT) building function
that is executed at the start of the program. This function makes use of the
GetModuleHandleW (’kernel32.d1l’) call to get access to the Windows API and
then makes use of that module handle to build the IAT. The second technique
used is that of string obfuscation, all strings present in the ransomware are stored

28



in a block of rc4 encrypted data. Each string is retrieved at runtime using an
offset inside the datablock. At the offset the data starts with an encryption key,
followed by the encrypted variable.

5.3 Imports

After resolving the imports using Scylla, the following imports are found to be
used by REwvil:

e ADVAPI32.dll
e CRYPT32.dll
e GDI32.dll

o Kernel32.dll

e MPR.AI

e NTDLL.dI

e OLE32.dll

e SHELL32.dll

e SHLWAPIL.dI
e USER32.dll

e WINHTTP.dIl
e WINMM.dII

5.4 Mutexes

After the decryptData function is reversed it is possible to decrypt the mutex
name that the binary uses. In order to do this one can copy the data from mem-
ory, use the offsets found in the binary and then use rc4 to decrypt the variable.
This decryption results in the following mutex name: ” Global\206D87E0-0EG0-
DF25-DD8F-8E4E7D1E3BF0”. This mutex name seems to contain a unique
identifier hardcoded in the ransomware sample. This is confirmed when compar-
ing the mutex to the analysis done by Intel[54] as the mutex found in the sam-
ple Intel analyzed contained the mutex ”Global\1DE3C565-E22C-8190-7A66-
494816E6C5F5”

Thus, REvil makes use of one mutex with a hardcoded identifier that is unique
to each ransomware sample to make sure that it only runs on a system once.

5.5 Registry keys

Any.Run is used to find out more of the general behavior of the executable.
Following from the Any.run analysis we learn that the executable adds itself as
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a startup app for the admin user. It does this by adding its own executable as a
value to the HKEY_LOCAL_MACHINE\Software\ Microsoft\ Windows\ Current Version\Run

registry key. This can be seen in

key: HKEY_LOCAL _MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersio
n\Run
name: L2mKLMcNmB

operation:  write

typeValue: REG_SZ

value: C:\Users\admin\Desktop\tst.exe
time: 3668ms

Figure 16: REvil adding itself to the Run registry key

When further exploring the code in IDA one can see that there is a function
inside the executable responsible for creating and setting registry keys, as can

be seen in

key_handle, int subkey_name, int value_name, int dw_type, int data, int data_len)

signed int _ cdecl setRegistry
{

signed int v6; // esi
int s y_handle; // [esp

6 = @;
if ( !'RegCreateKey

if ( !'RegSetValueExW(subkey_ha
6 =1;
RegCloseKey(subkey

ame, @, dw_type, data, data_len) )

handle);

return vGj

}

Figure 17: REvil function for creating and setting registry keys

By looking at the references to this function, which can be seen in
all registry keys that are created by the executable can be located.

524 xrefs to setRegistryK [m} X
gistrykey

Directio Typ Address Text

initializeEncryptionKeys +344 setfegistryKey

L= Up p initializeEncryptionkeys+381 call setRegistryKey
@ Up p initigizeEncryps ys+362 call gistryKey
[ up p initislizeEncryptionkeys+343 call  setRegistryKey
@ Up p initislizeEncryptionkeys+328 call setRegistryKey
@ Up p initigizeEncryps ys+305 call gistryKey
[ up p initislizeEncryptionkeys+266 call  setRegistryKey
@ Up p initislizeEncryptionkeys+2C0 call  setRegistryKey
@ Up p getSystemSummary+193 call setRegistryKey
= up p oetSystemSummary+175  call setRegistryKey
@ Up p createRandomFileExtensio... call setRegistryKey
p

createRandomFileExtensio... call setRegistryKey

Figure 18: References to the SetRegistryKey function

These registry keys are the following:
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SOFTWARE\recfg\rnd\_ext
SOFTWARE\recfg\stat
SOFTWARE\recfg\sub\_key
SOFTWARE\recfg\pk\_key
SOFTWARE\recfg\sk\_key
SOFTWARE\recfg\0\_key

For each of these registry keys REvil will attempt to write them to registry key
-2147483646, if that fails it will write them to registry key -2147483647, this can
be seen in[Figure 19] These values correspond to the HKEY _LOCAL_MACHINE
and HKEY_CURRENT_USER registry hives[52].

if ( TseERegistryKey(—514_7‘183646, &—:—
setRegistrykKey(-2147483647, &subkey name,

g wvalue, 3, &subkey data, sub_key len) )
lue, 3, &subkey_data, sub_key len

|

Figure 19: Registry hive usage in the setRegistryKey function

To summarize, REvil stores the file extension it uses, a summary of system infor-
mation and its encryption keys in the registry on the HKEY_LOCAL_MACHINE
and HKEY_CURRENT_USER registry hives. Finally, it also adds itself to the
Run registry key to add itself as a startup app.

5.6 API Functions

REvil makes use of 139 API functions spread out over 12 different DLL files.
The imports are distributed in the following manner:

e ADVAPI32.DLL - 16 functions
e CRYPT32.DLL - 2 functions

e GDI32.DLL - 14 functions

e KERNEL32.DLL - 70 functions
e MPR.DLL - 3 functions

e NTDLL.DLL - 7 functions

e OLE32.DLL - 1 function

e SHELL32.DLL - 2 functions

e SHLWAPI.DLL - 3 functions

e USER32.DLL - 8 functions

e WINHTTP.DLL - 11 functions
e WINMM.DLL - 2 functions
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The only notable function in the list is the CryptGenRandom function from
ADVAPI32.DLL. This function fills a buffer with cryptographically random
bytes[II]. This function is used to generate the random bytes used for the
encryption keys.

The full list of imported functions can be found in the Appendix in
tion 12.2)

5.7 Privilege escalation methods

When the code initially runs the first thing it does is check if the system is
vulnerable to CVE-2018-8453[13], and exploits the vulnerability if possible. This

can be seen in

1lint (__stdcall *_ cdecl execute

3(int pid))(int)

int (__stdcall *is_vulnerable)(int); // eax
4| wchar_t *junk_byte; // eb

5| int size; // esi

int (__stdcall *address)(int); // edi

is_: 05IsVulnerable();
ol i (s ]

ble )

{
11 if ( SysIsxe4() )
{

junk_byte = L"&";
4 size = Bx9600;
}

else

7 {
junk_byte = &unk_985748;
19 size = Bx3600;

Alloc(@, size, @x30@8, @x48);// 8, v3, 2, PAGE_EXECUTE_READWRITE
if ( is_vulne

5 write_to_address(is_vulnerable, junk_byte, size);

:. is_vulnerable = address(pid); !

Figure 20: Code to check for and execute CVE-2018-8453

If this exploit fails the executable will attempt to run itself as administrator.
This will result in a popup for the end user asking if the program is allowed to be
executed with administrator privileges. If the user clicks no a new prompt will
spawn. This will continue until the user clicks yes and privileges are obtained.

The code to perform this can be seen in
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= GetCurrentProcess();
= getOSVersion();
>= @x6eeu )

= getElevationType(pr s_handle);
csion == 3 ) // If elevationType == TokenElevationTypelLimited

getIntegritylevel(process_handle);
sion < @x3000 )

closeMutex();
getFileName(8, &/24);

name )
39 ExitProcess(@);

40 v5 = sub_97459C(a2, al);

41 decryptData(&encrypted_data_ptr, 139, 7, 1@, &cunas_str);// runas
42 v7

= 60;
@;

3
GetForegroundWindow();
= &runas_str;

i
3

3

= 8;
= e;

)
1
)
[
)
)
)
)
)
(

while ( !ShellExecuteExiW(&v7) )

H
freevVariable(fil
freevariable(vs);
ExitProcess(@);

Figure 21: Code that attempts to run the executable with administrator privi-
leges

REvil makes use of two privilege escalation techniques to gain administrator
privileges. The first technique is to make use of CVE-2018-8453, the second
technique is to prompt the user for administrator rights with a call to the runas

tool[57].

5.8 Configuration options

The configuration file can be found by placing a breakpoint on the return of
the config loader. This config loader is located inside the startup function of
the executable. To find the actual contents of the configuration file x64Dbg is
used. A breakpoint is placed on the result of the config loader as can be seen

in [Figure 22

L call unpackedsodifixedimports_dump_scy.1391A73
L mov ebx,eax
. XOr eax,eax
Eg— test ebx,ebx
[Fosoosss L je unpackedsodifixedimports_dump_scy.1391E7B

Figure 22: Breakpoint after the configuration file has been loaded

When the program hits this breakpoint the configuration file can be scraped

33



from memory, as can be seen from |[Figure 23

Address | Hex ASCII |
00DCF4BO | FB 22 70 6B|22 3A 22 31|67 33 2F 51|45 51 50 4F|{"pk":"1g3/QEQPO
O0ODCF4C0|51 37 52 23(66 42 4C 5A 77 76 75 |2F 42 39 4E|Q7S3TBELZOWVU,/BIN
O0DCF4D0| 66 7O 4C 4C|76 66 358 6D |42 73 6F 4E|33 6F 72 39| fpLLvTB8mByoN3or3
00DCF4EQ| 45 30 3D 22|2C 22 70 69|64 22 3A 22|35 22 2C 22 |EO=","pid":"s5","
00DCF4F0O| 73 75 62 22|3A 22 33 36|37 22 2C 22|64 62 &7 22|sub™:"367","dbg"
O0DCF500(|3A 66 61 6C |73 65 2C 22|66 61 73 74|22 3A 74 72|:false,"fast":tr
O0DCF510| 75 65 2C 22|77 69 70 65|22 3A 74 72|75 65 2C 22| ue,"wipe"itrue,”
00DCF520|77 68 74 22|3A 7B 22 66|6C 64 22 3A|5B 22 77 69 |wht":{"f1d": ["wi

O0DCF530|gE 64 ©F 77|73 22 2C 22|70 72 6F 67|72 61 6D 20|ndows™,"program

O0DCF540| 66 &9 & 65|73 20 28 78|38 36 29 22|2C 22 24 72|fTiles (x86)","3$r
0ODCF550| 65 63 73 63|6C 65 2E 62|69 6E 22 2C |22 70 72 6F|ecycle.bin","pro
0DODCF560| 67 72 61 6D |64 61 74 61|22 2C 22 62|6F &6F 74 22Z|gramdata"”,"boot"
O0DCF570|2C 22 70 65|72 66 6C 6F (67 73 22 2C|22 61 70 70| ,"perflogs™,"app
O0ODCF580| 64 61 74 61|22 2C 22 eD|6F 7A &9 6C|6C 61 22 2C|data”,"mozilla™,

Figure 23: Memory Map showing the configuration file in ASCII

The contents of the complete config file can be found in Appendix
as it is too long to display here. Descriptions of the config fields are
found in research done by McAfee[39] and Intel471[54]. The config file contains
the following fields:

e pk - Base64 encoded public key of the affiliate
e pid - Affiliate id
e sub - Campaign id
e dbg - Debug flag
o fast - Fast encryption
e wipe - Wipe folders present in the wfld option
e wht Whitelist, items in this list will not be encrypted
— fld - Folders that are whitelisted
— fls - Files that are whitelisted
— ext - Extensions that are whitelisted
e wild - Folders to be wiped
e prc - List of processes that are killed before encryption
e dmn - List of c&c domains
e net - Flag that indicates if REvil should connect to c&c servers
e nbody - Base64 encoded ransom note template
e nname - Name of the ransom note
e exp - Exploit flag that determines if REvil should exploit CVE-2018-8453

e img - Base64 encoded text to be written in the background image
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REvil has a set of configuration options that constist of the public key to use,
an affiliate id, campaign id, debug flag, fast encryption option, file wipe option,
folder file and extension whitelist, list of folders to wipe, list of processes to kill,
list of c&c domains, net flag to determine if a connection to a c&c domain needs
to be made, ransomnote, exploit option to determine if the CVE in the code
should execute, and an img that can be used as the background after encryption.

5.9 Encryption method

The process of identifying encryption algorithms within an executable is a very
tedious process when done manually. Fortunately there are several IDA plugins
that are able to do so. These plugins look for constants used by encryption
algorithms. If such a constant is present within the executable it is tagged by
the plugin, greatly speeding up the identification process. The first plugin that
is used is the signsrch[29] plugin. Executing the plugin results in several patterns
that are identified in the code, which allow us to identify the code responsible

for AES encryption, as can be seen in

Address Size Label

rdata:0139C37C 0040  padding used in hashing algorithms (0x80 0 ... 0) [..64]
.rdata:013A8D60 0400 Rijndael Ted (Dxc66363a5U) [32.le. 1024]
rdata:013A9160 0400 Rijndael Tel (0xa5ce6363U) [32.1e.1024]
rdata:013A9560 0400 Rijndael Te2 (0x63a5c663U) [32.le. 1024]
rdata:013A3960 0400 Rijndael Te3 (0x6363a5c6U) [32.le.1024]
.rdata:013A3D60 0400 Rijndael Te4 (0x63636363U) [32.le. 1024]
rdata:013AA 160 0400 Rijndael Td0 (0x51f4a750U) [32.le. 1024]
rdata:013AA560 0400 Rijndael Td1 (0x5051f4a7U) [32.le. 1024]
rdata:013AA%60 0400 Rijndael Td2 (0xa75051f4U) [32.le. 1024]
rdata:013AADG0 0400 Rijndael Td3 (0xf4a75051U) [32.le. 1024]
rdata:013AB160 0400 Rijndael Td4 (0x52525252U) [32.le. 1024]
rdata:013AB560 0028 Rijndael rcon [32.le.40]

Figure 24: Signsrch results on the unpacked REvil file

Upon exploration of the pseudocode surrounding the AES constants, AES is
found to be used to encrypt data before it is stored in the registry. This hap-
pens for 3 variables, the system summary, sk_key and zero_key. These variables
correspond to the stat, sk_key and 0_key registry keys. The other registry keys
are also encrypted in the same manner, using a different wrapper function.
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[ xrefsto encrypt_buffer_data O x

Direction Type Address Text
qutEncryptedSystemSumrn... call  encrypt_buffer_data

=] Up p initializeEncryptionkeys+244 cal  encrypt_buffer_data

@ Up p initializeEncryptionkeys+262 call  encrypt_buffer_data

Figure 25: Calls made to the AES-based EncryptBufferData function

From the fact that a 128bit random IV is generated for the AES encryption we
can derive that AES-128 is used for encryption. The fact that the AES encrypt
function starts by XOR’ing the plaintext with the IV indicates that CBC mode
is being used.

generateRandomBytes((int)&8LE5 TV, 16);
AESWrapper((int)}&hased_secret, 256, (int *)&8AES IV, (int)vs, wi + 4);

Figure 26: 128 bit AES IV being used for encryption

In order to find out if other encryption algorithms are also present in the code,

Finderypt[23] is used. As can be seen in Findcrypt also identifies
the AES constants, on top of that is also identifies variables used in Salsa20

encryption.

@x@13A8D48: found censt array Salsa2@ ChaCha_sigma (used in Salsa2@_ChaCha)
@x@13A8D05@: found censt array Salsa2@ ChaCha_tau (used in Salsa2@ _ChaCha)
@x@13A8D68: found censt array Rijndael_Te® (used in AES)

@xe13A916@: found censt array Rijndael_Tel (used in AES)

@x@13A9568: found censt array Rijndael_Te2 (used in AES)

@x@13A996@: found censt array Rijndael_Te3 (used in AES)

@x@13A9D68: found censt array Rijndael_Te4 (used in AES)

@xe13a8168: found censt array Rijndael_Td@ (used in AES)

@x@13AA568: found const array Rijndael_Tdl (used in AES)

@xe1388968: found censt array Rijndael_Td2 (used in AES)

@x@13AAD68: found censt array Rijndael_Td3 (used in AES)

@x@13AB16@: found const array Rijndael_Td4 (used in AES)

Figure 27: Findcrypt results on the unpacked REvil file

Through analysis of the code surrounding the salsa20 code, the code responsible

for encrypting all files on the system is found. REvil makes use of lToCompletionPorts[5]
to schedule the encryption of all files, the pseudocode of the code re-
sponsible for creating the port, and the threads performing the file encryption is
shown. The encryption function seen in the pseudocode is a salsa20 encryption
function, which is further explored in This leads to the con-
clusion that file encryption in REvil is done with salsa20 encryption. Research

done by Intel471 supports this conclusion[54].
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signed int _ cdecl setupIoEncryptionThreads(_DWORD *io_data, int a2, int zero, int encryptionFunction)

int v4; // ea

int io_port_handle; // ea
4 = createHeapVar(z2);

*io_data = va;

if ( lva )
return 8;

eateIoCompletionPort(-1, @, @, zero);
t_handle;

)

destroyVar(*io_data);
return @;

if ( !createThreadsToExecuteFunction(io_data, encryptionFunction) )
destroyVar(*io_data);
closeHandle(io_data[1]);
return @;

return 1;

Figure 28: REvil pseudocode to setup IoCompletionPort-based multithreaded
encryption

To summarize, REvil makes use of AES-128-CBC to encrypt data saved in the
registry and uses Salsa20 to encrypt files.

5.10 Encryption key management

Encryption keys are generated during the initial setup of the program. The
public key(pk_key) is generated using Curve25519. This is done using the pseu-
docode that can be seen in An important note to make is that the
private key(secret) is generated in this function as well.

signed int _ cdecl curve25519GeneratePk(int buffer, int public_key)
{
signed int result; // eax
result = generateSecretToBuffer((_BYTE *)buffer);
if ( result
1
curve25519Wrapper({ BYTE *)buffer, public_key);
result = 13
3
return result;
}

Figure 29: REvil pseudocode to use Curve25519 to generate the public key used
during encryption

After the private and public key are obtained, the private key is encrypted and
saved in two different registry keys. This is done using two different public keys

to encrypt the private key using the function identified in This
process can be seen in
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H
= encrypt_buffer_data((int)&subkey, &uffer, 32, &sk ke

z s = encrypt_buffer_data((int)&master_pk, &uffer, 32, &ze

fillBuffer(&uffer, @x208u);

1);// Encrypt private key using subkey
<ey_len);// Encrypt private key using master_key

Figure 30: REvil pseudocode that generates the local public and private key
and encrypts the private key using two public keys

The first key used to encrypt the private key for the sk_key registry entry is the
key that is loaded from the configuration of the binary. According to McAfee
and Intel471 this key belongs to the affiliate spreading the ransomware[39][54].
The second key used to encrypt the private key for the 0_key registry is present
in the binary itself. According to McAfee and Intel471 this is suspected to be
the master key of the ransomware authors[39][54]. Finally the buffer containing
the local private key is overwritten to remove the private key from memory.

The generated public key of the system(pk_key), corresponding to the private
key that will be saved in the sk _key and 0_key registry is used in combination
with the public key that is generated for the registry data to generate a SHA-3
hased shared secret. This secret is used as the AES encryption key to encrypt
the data that will be saved in the sk_key and 0_key registries, which have been

discovered in Eubsection 5.5l

The same process of generating a shared secret is used to generate a salsa20
encryption key using the public key generated for a file to encrypt the file.
Each file has its own unique public key. The salsa20 encryption pseudocode

responsible for this process can be seen in [Figure 31

void _ cdecl salsa2@Encrypt(_DWORD *al)
{
char hashed_secret; // [e

char se // [esp+2Ch]

gmemcpy(al + 1@, &sk_key, @x58u);

gmemcpy(al + 32, &zero_key, @x58u);

curve25519GeneratePk((int)&secret, (int)(al + 54));// Second argument is file public key
getHashedSharedSecret((int)&: (int)&pk_key, (int)&hashed secret);

cret, 256);

" GXZBuij

1+ 62), 8);
ECRYPT_ivsetup(al + 67, al + 62);
al[64] = crc32(@, (unsigned _ intd *)al + 216, 32);
al[65] = encryptionType;
=1[66] = 8;

ECRYPT_encrypt_bytes((int)(al + 67), (unsigned int)(sl + 66), (unsigned int)(al + 66), 4u);
1

Figure 31: REvil pseudocode responsible for encrypting files using salsa20

To summarize, REvil makes use of Curve25519 to generate public and private
keys that are used for encryption. The private key used for encryption is en-
crypted using two public keys provided by the affiliate and by the ransomware
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authors. The private key used for encryption is used in combination with a
file public key to generate a Curve25519 shared secret. This secret is hashed
using SHA-3 to create a Salsa20 symmetric encryption key, which is used to
encrypt the file. This same method is used with the public key generated for
each registry key to generate the AES key used to encrypt data saved in the
registry.

5.11 Command & Control communication fields

The only data that is sent to the Command & Control servers is a summary of
the system the ransomware is running on.

When analyzing the code in IDA a part of the code decrypts a format string
that looks like a summary of the infected system. It then calls the snwprintf
function on it, which fills the format string and places the results into a buffer,

as can be seen in |Figure 32

decryptData(&encrypted_strings, 1998, 13, 314, &systen_overview format);// {"ver”:%d,"pid":"%s","sub":"%s","pk": "¥s", "uid": "¥s","sk" : "¥s

6= 0;

snwprintf(
buffer,
0x20000u,
&system_overvi

Figure 32: Code that fills the system overview format string

To obtain a filled example of the system overview x32Dbg is used. In order
to allow execution flow of the process to reach the system overview loader the
program needs administrator rights. If it does not have these rights upon initial
execution, the privilege escalation methods mentioned in are
called, which result in a new process with the proper rights being started. This
causes the debugger to lose control of the process. To circumvent this x32Dbg
is started with administrator rights. A breakpoint is placed on the snwprintf
function call as can be seen in

- FF15 ABCA4COL ||:a'|1 dword ptr ds: [<& smwprintf>]
83C4 5C add esp,5C

Figure 33: Breakpoint on the snwprintf function

When the breakpoint on snwprintf is hit, the result of the call can be seen by
stepping into the program once and then looking at the ESP pointer, as can be

ESE  DOS5F7E4 &L {\"ver\":1258,\"pid\":\"5\", \"sub\ " \"367\", \"pk\ "1 \"103/QEQPOQ7 S3TBLZOWVL,/BINFpLLVF 8mByoN30r 9E0=\", \"uid\": \"06

Figure 34: ESP contents after executing the snwprintf function
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In |subsection 5.12| we will learn that this system overview is the only data that
is sent to the Command & Control server. An interesting observation is that

the code used to generate the summary is called before the encryption process
starts, as well as before sending the information to the C&C server. This first
call might be done to use information from the summary in the ransom note.
The system overview contains the following fields[39] [54]:

ver: REvil version number

pid: Affiliate number

sub: Campaign id

pk: Public key of the attacker

uid: Hardware id of the system

sk: Encrypted local secret key used for file encryption
unm: Windows account username

net: Computer name

grp: Domain name

Ing: System language

bro: Flag indiciating if the system is immune to infection
os: Operating system present

bit: CPU architecture

dsk: Base64 encoded disk information

ext: Encrypted file extension used

An example of the system overview string generated on the VM used for analysis
can be seen below.

\"ver\":258,

\"pid\":\"5\",

\"sub\":\"367\",

\"pk\":\"1g3/QEQPOQ7S3fBLZ0Owvu/BINfpLLvf8mByoN3or9EO=\",

\"uid\":\"06B26639FADFB4A3\",

\"sk\":\"uV21M+qG7e6iunb+4d0CBw/uRFUUSHitSP5+yjUcJIufRf A9PphZn6ROJGD5LutQPUSWtZ1TyoKtmyXd
0elUogocMOXUG+t48C8ARKYS46dgc5Q17kIJvw==\",

\"unm\" : \"REM\",

\"net\":\"DESKTOP-MS89A1V\",

\"grp\":\"WORKGROUP\",

\"lng\":\"en-US\",

\"bro\":false,

\"os\":\"Windows 10 Home\",

\"bit\":86,

\"dsk\":\"QwADAAAAAPCf4BgAAAAAIDxDFAAAAA==\",

\"ext\":\"2bub1f\"

To summarize, REvil creates an overview of system information, which is sent
to the Command & Control server.
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5.12 Network traffic

Analysis on Any.run results in an initial overview of network traffic generated by
the malware. The malware appears to send some data to a subset of domains
in the dms list of the configuration file found in The first 64

domains of the list are contacted, a subset of these domains can be seen in

HTTP REQUESTS O CONNECTIONS 75 DNSREQUESTS 64 | THREATS 15

Time Status
RESPONDED
RESPONDED
RESPONDED
RESPONDED
REQUESTED

Rep Domain

30409ms.

A T craftingalegacy.com

©) g2mediainc.com [)78.46.1

© brinkdoepke.eu [[1134.119.253.108

A Dvipcarrental.ae [1174.142.126.20

59076ms A Bvipcarrental.ae 1P Addresses not found

60104ms  [JRESPONDED) [E) autoteamlast.de

372

6112 RESPONDED [ hostastay.com ©101.99

9 RESPONDEDN] A ) gavelmasters.com £160.15

BESOANDER. [ ! 185 10

Figure 35: Dus requests for domains listed in the configuration file

shows an exchange between a suspected command & control server,
which has been flagged as malicious by Any.run, and the ransomware. Some
data is exchanged with the domains mentioned above, all data is encrypted. In
the case that a server sends back a reply, a new message is sent with different
contents. In order to find out what messages are sent to and from the C&C
server the code needs to be examined in IDA.

00000000 :
00000010 :
00000020 :
00000030 :
00000040 :
00000050 :
00000060 :
00000070 :

00000000 :
00000010 :
00000020 :
00000030 :
00000040 :
00000050 :
00000060 :
00000070 :
00000080 :
00000090 :
000000A0 :
00000080 :

000000C0 :
00000000 :
000000ED :
000000F0 :
00000100 :
00000110:
00000120 :

Figure 36:

Data exchange between REvil

.Scottsdalel%
.U....starfield

Technologies, In
c.1301..U...*htt
p://certs.starfi
eldtech.com/repo
sitory/1402..U..

and a suspected C&C server

From the Any.run analysis one can see that the domains contacted are in the
same order as they are present in the configuration file, starting from the first

entry in the file.
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Further analysis in IDA shows that this is due to the fact that the code will
loop over each domain in the configuration list and send them a summary of

the system that is infected, as can be seen in

char *domain; // eax

_WORD *domain_data2; // ea

char *domain2; // e

int position; // [espt4h] [ebp-2h]

return domaing |

Figure 37: REvil Code to iterate all domains and send them a system summary

To find out what communication occurs between the REvil code and a Command
& Control server the contactCCServer function is examined. The pseudocode

of this function can be found in

unsigned _ int8 *_ cdecl contactCCServer(int al, char *domain)

{

gned __int8 *encrypted_system_sun
unsigned __int8 *summary_to_send; // esi
char *url; // edi

int a4; // [

y; [/ eax

h] [ebp-2h]

= getEncryptedSystemSummary(&summary len);

system_summary;

url = build_url(domain);

if ( lurl
I« sendSummaryToUrl(url, summary_to_send, summary_len, &a4, &a5),
summary = freeVariable(url),
)
{
encrypted_system_summary = freeVariable(summary_to_send);
}
return encrypted_system_summary;

Figure 38: REvil Code to contact a C&C server on a specific domain

The first thing the function does is fetch an AES encrypted summary of the
system, the contents of this summary have already been examined in
Next a url is built for the domain that is passed as an argument. This
url is built in several steps. The url always starts with https://, followed by the
selected domain. After that one of the following options is appended randomly:

/wp-content, /static, /cont, /include, /uploads,
/news, /data, /admin
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Once that option has been appended to the url a second string is appended to
the url, chosen randomly from the following set:

/images/, /pictures/, /image/, /temp/, /tmp/,
/graphic/, /assets/, /pics/, /game/

Finally, a set of randomly generated letters, with a total length of 1-10 is ap-
pended to the string, followed by one of the following file extensions:

.jpg, .png, .gif

After constructing the url, a HTTP connection is set up with the C&C server.
A POST request is made to the server, with the following header:

Content-type: application/octet-stream
Connection: close

The payload of the POST request is the encrypted system summary. After this
POST request is sent to the server any response from the server is received but
never actually read or used by the ransomware.

To summarize, REvil collects information about the system it infects and sends
this data, encrypted with AES to all domains in the configuration file using a
randomized url for each request. Besides this no communication occurs between
REvil and the C&C server.

5.13 Anti-virus evasion methods

No anti-virus evasion methods were found during analysis of the code in IDA
and x32Dbg. This conclusion is supported by the analysis that was done by
intel[54], the analysis[39] done by McAfee Labs also did not mention any Anti-
virus evasion methods.

5.14 Persistence mechanisms

The only persistence mechanism found in this analysis was the executable adding
itself as a startup app for the admin user, as mentioned in
Besides this no persistence mechanisms were found during analysis in IDA and
x32Dbg. This is supported by the analysis done by Intel471[54], they state that
the only persistence mechanism was that registry key, and that the functionality
was removed after version 2.1 of REvil.

5.15 Spreading mechanisms

No code for spreading mechanisms was found during analysis with Any.run, IDA
and x32Dbg. McAfee Labs and Intel471 also make no mention of spreading
mechanisms in their analyses[39][54].
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5.16 Process white/blacklist
As discovered in there is a blacklist of processes that are killed

before encrypting files on the system. The blacklist of processes can be seen
below.

Processes : ["wordpad.exe","outlook.exe","tbirdconfig.exe","agntsvc.exe",
"thebat.exe","mydesktopservice.exe","sgbcoreservice.exe","thunderbird.exe",
"ocomm.exe","excel.exe","thebat64.exe","steam.exe","xfssvccon.exe",
"firefoxconfig.exe","sqlagent.exe","ocssd.exe","mydesktopqgos.exe",
"msaccess.exe","isqlplussvc.exe","mspub.exe","winword.exe","sqlbrowser.exe",
"dbengb0.exe","sqlservr.exe","oracle.exe","encsvc.exe","powerpnt.exe",
"dbsnmp.exe","infopath.exe","ocautoupds.exe", "mysqld_opt.exe","visio.exe",
"msftesql.exe","mysqld_nt.exe","synctime.exe","sqlwriter.exe", "mysqld.exe",
"onenote.exe"]

5.17 Folder white/blacklist used for encryption

As discovered in [subsection 5.8 REvil makes use of a whitelist policy for folders,
files and extensions that should not be encrypted. These whitelists can be seen

below.

Folders : ["windows","program files (x86)","$recycle.bin","programdata","boot",
"perflogs","appdata",'"mozilla","program files","intel","google",
"windows.old","tor browser","application data","system volume information",
"$windows. ws","msocache","$windows. “bt"]

Files : ["ntuser.dat","boot.ini","autorun.inf","ntuser.ini","thumbs.db","ntldr",
"bootsect.bak","ntuser.dat.log","iconcache.db","bootfont.bin",
"desktop.ini"]

Extensions : ["icl","nomedia","msc","1ldf","diagcab","drv","msp","key","wpx","idx",
"386","lock","rom","icns","msstyles","d11l","hlp","sys","ics","diagcfg",
"shs","adv","ani","ocx","nls","scr","hta","bat","lnk","cpl","ico","spl",
"deskthemepack","bin","msu","themepack","mpa","msi","prf","rtp","com","ps1",
"theme","exe","cab","cmd","mod","diagpkg","cur"]
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5.18 Execution flowchart

An execution flowchart was created based on the findings of the analysis of the
REvil sample{ﬂ in IDA. The flowchart can be seen below.
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Figure 39: REvil execution flowchart

3MD5: 61c19e7ce627da9b5004371f867a47d3
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5.19 MITRE ATT&CK matrix

Figure shows the MITRE ATT&CK chart for the REvil sampldﬂ that was
analyzed.

Figure 40: REvil MITRE ATT&CK matrix generated using Any.run[I]

4AMD5: 61c19e7ce627da9b5004371£867a47d3
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6 WannaCry analysis

6.1 Packing method

The Wannacry binary is contained inside a DLL file called launcher.dll. This file
is injected into the lsass.exe process using a SMB vulnerability[91]. Hsiao et al.
mention that the WannaCry binary is extracted and launches as mssecsvc.exe
on the system[91], which is also stated by FireEye in their analysis[71].

6.2 Anti-reverse engineering techniques

The DLL containing the encryption component of WannaCry is encrypted with
AES[84]. The AES key to decrypt the encrypted DLL is stored at the start of
the DLL file in encrypted form, which is decrypted using the RSA key of the
ransomware authors.

Another technique WannaCry uses is making use of domain resolving to test if
it is running inside a VM. It makes use of a killswitch that stops the program
if a domain resolves(as it should not be registered and will only resolve inside a

VM)[93][92]. This will be further discussed in

WannaCry is split up into several different components of code, which are each
encrypted seperately[71]. This is not specifically an anti-reverse engineering
technique but does make analysis more difficult.

6.3 Imports
Akbanov et al. state that WannaCry contains the following imports[84]:
e Worm component
— ws2.32.dll
— iphlpapi.dll
— wininet.dll
— kernel32.dll
— advapi32.dll
— msvep60.dll
— msvert.dll
e Encryption component
— kernel32.d1l
— advapi32.dll
— user32.dll
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6.4

— msvert.dll

Mutexes

WannaCry makes use of the following mutexes[84] [71][68]:

6.5

MsWinZonesCacheCounterMutexA

— Created when reading c.wnry. If the mutex already exists or c.wnry
is not found the process exits

Global\MsWinZonesCacheCounterMutexAQ

— WannaCry checks for this mutex before starting the encryption pro-
cess, if it is present on the system or created within 60 seconds of
WannaCry checking for it then WannaCry exits

Registry keys

According to Hsiao and Kao[93] WannaCry uses the following registry keys:

6.6

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\mssecsvc2.0

- Used for autorun
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\aucdehyopp032

- Used for autorun
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

- Used for autorun
HKEY_LOCAL_MACHINE\Software\WanaCryptOr

- Used to prevent accidental encryption of files belonging to WannaCry
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Session Manager

- Original filename is saved here during encryption of a file
HKEY_CURRENT_USER\Control Panel\Desktop

- Used to display the ransom note on the desktop

API Functions

Akbanov et al. have analyzed the functions that WannaCry uses for encryption
and found that the following list of functions are used|84]:

GetCurrentThread
GetStartuplnfoA
StartServiceCtrDispatcher A
RegisterServiceCtrDispatcher A
CreateServiceA

StartServiceA

CryptGenRandom
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e CryptAcquireContextA
e OpenServiceA

e GetAdaptersInfo

e InternetOpenUrlA

e OpenMutexA

o GetComputerNameW
e CreateServiceA

e OpenServiceA

e StartServiceA

e CryptReleaseContext
e RegCreateKeyW

e fopen

e fread

o fwrite

o fclose

o CreateFileA

e ReadFile

Akbanov et al. also mention that WannaCry makes use of the Windows Crypto
API to generate and manage random symmetric and asymmetric cryptographic
keys[84]. This can be seen in the fact that the CryptGenRandom function
is imported as well as the CryptAcquireContextA and CryptReleaseContext
functions.

6.7 Privilege escalation methods

The infection process of WannaCry makes use of the EternalBlue exploit to
infect the target with the DoublePulsar backdoor, which runs on the kernel
level[I§].

6.8 Configuration options

WannaCry makes use of a configuration file called c.wnry. This file contains
.onion domains belonging to C&C servers[93][91]. The file also contains a link
to a zipped installation of the TOR[69] browser[84]. After communicating with
the C&C server a bitcoin address is also written to the file, which is the address
used for the ransom payment[93].
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6.9 Encryption method

According to Joseph et al. WannaCry makes use of AES-128-CBC with a ran-
dom key to encrypt all files on the target machine[92], this is further supported
by Oikawa et al.[96] and Adamov et al.[82]. The encryption is performed by the
Windows Crypto API[92].

6.10 Encryption key management

The random AES key used for file encryption is encrypted with the RSA-2048
public key corresponding to the private key held by the ransomware authors[92][96] [82] [91].
The AES is key is generated using the Windows Crypto API[92].

6.11 Command & Control communication fields
The following data is sent to the C&C server[91][84] [71]:

e User name

e Host name

e System information such as configuration data, internal flags, counters
and timestamps

The C&C server sends back a bitcoin address to use in the ransom note[91].

6.12 Network traffic

WannaCry produces network traffic for 3 purposes. The first purpose is to check
if it is running inside a VM. WannaCry tries to connect to the following domain
"www.iugerfsodp9ifjaposdfjhgosurijfacwrwergwea.com”, if the domain responds
WannaCry exits[93][92]. This is because the supposedly random domain should
in theory only be resolved inside a vm that resolves everything. This is the
famous WannaCry killswitch[27][63][32] [51].

The second purpose of network traffic in WannaCry is to spread WannaCry
within a network. WannaCry will repeatedly send TCP SYN packets to port 445
of both LAN and random WAN ip addresses[93][92]. This port is the default port
for SMB traffic. If it discovers any potentially vulnerable SMB applications it

will attempt to infect those systems, this is further described in subsection 6.15

Finally, after encryption WannaCry will contact Command & Control servers
through the TOR browser[82][92], which is prepackaged within the ransomware.
The data sent to and from the C&C server was already discussed in
The server sends back a unique bitcoin address which will be listed
in the ransom note. This address is the address to which the ransom needs to
be paid[91].
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6.13 Anti-virus evasion methods

No Anti-virus evasion methods were found in current literature.

6.14 Persistence mechanisms

WannaCry creates a registry entry that ensures that it is executed every time
the machine is restarted[84]. Wannacry also attempts to gain persistence by
adding itself to the windows autorun feature[84].

6.15 Spreading mechanisms

WannaCry spreads itself using a SMBv1 vulnerability[91]. It infects systems
through use of the EternalBlue exploit[83][91] and DoublePulsar backdoor[96] [91].

6.16 Process white/blacklist

WannaCry tries to kill SQL and MS exchange database processes before the
encryption process starts[84]. This is probably done to avoid the database
processes from interfering with the encryption of the database files that they
manage. The processes are killed using the following commands[71]:

taskkill.exe /f /im Microsoft.Exchange.\*
taskkill.exe /f /im MSExchange\*
taskkill.exe /f /im sqlserver.exe
taskkill.exe /f /im sqlwriter.exe
taskkill.exe /f /im mysqld.exe

Thus the WannaCry process blacklist is as follows:

Microsoft.Exchange.*, MSExchange*, sqlserver.exe, sqlwriter.exe, mysqld.exe

6.17 Folder white/blacklist used for encryption

WannaCry only encrypts files with one of 178 specific extensions[92]. In
[ure 41] the list of specific extensions can be found, which is listed in a WannaCry
analysis done by FireEye[7T].

.der, .pfx, .key, .crt, .csr, .pl2, .pem, .odt, .ott, .sxw, .stw, .uot, .3ds, .max, .3dm,
.ods, .ots, .sxe, .ste, .dif, .slk, .wb2, .odp, .otp, .sxd, .std, .uwop, .odyg, .otg, .sxm,
.mml, .lay, .lay6, .asc, .sglite3, .sglitedb, .sql, .accdb, .mdb, .db, .dbf, .odb, .frm, .myd,
.myi, .ibd, .mdf, .ldf, .sln, .suo, .¢s, .¢, .cpp, .pas, .h, .asm, .js, .cmd, .bat, .psl,
.vbs, .vb, .pl, .dip, .dch, .sch, .brd, .jsp, .php, .asp, .rb, .java, .jar, .class, .sh, .mp3,
.wav, .swf, .fla, .wmv, .mpg, .vob, .mpeg, .asf, .avi, .mov, .mp4, .3gp, .mkv, .3g2, .flv,
.wma, .mid, .m3u, .méu, .djvu, .svg, .ai, .psd, .nef, .tiff, .tif, .cgm, .raw, .gif, .png,
.bmp, .ved, .iso, .backup, .zip, .rar, .7z, .gz, .tgz, .tar, .bak, .tbk, .bz2, .PAQ, .ARC,
.aes, .gpg, .vmx, .vmdk, .vdi, .sldm, .sldx, .sti, .sxi, .602, .hwp, .edb, .potm, .potx,
.ppam, .ppsx, .ppsm, .pps, .pot, .pptm, .xltm, .xltx, .xle, .xlm, .xlt, .xlw, .xlsb, .xlsm,
.dotx, .dotm, .dot, .doem, .docb, .jpg, .Jjpeg, .snt, .onetocZ, .dwg, .pdf, .wkl, .wks, .123,
.rtf, .esv, .txt, .vsdx, .vsd, .eml, .msg, .ost, .pst, .pptx, .ppt, .xlsx, .xls, .docx, .doc

Figure 41: File extensions that WannaCry will encrypt
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According to an analysis done by FireEye WannaCry will not encrypt folders
with the following names|[71]:

\\

$\

Intel

ProgramData

WINDOWS

Program Files
Program Files (x86)
AppData\Local\Temp
Local Settings\Temp
Temporary Internet Files
Content.IE5
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6.18 Execution flowchart

Below one can see the execution flowchart for WannaCry. This flowchart was
created based on the flowcharts of different WannaCry components found in the
analysis done by Hsiao et al[91].
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Figure 42: WannaCry execution flowchart

6.19 MITRE ATT&CK matrix

The ATT&CK matrix in should give the reader an overview of the
techniques used by WannaCry°}, most of which were discussed in this chapter.

5MD5: e58fdd8b0ce47bcb8ffd89f4499d186d
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Figure 43: WannaCry MITRE ATT&CK matrix generated using Any.run|[I]
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7 GandCrab analysis

7.1 Packing method

Lemmou et al state that GandCrab version 1,2,3 and 4 are all packed using
a custom packer that cannot be identified by PEiD and EXEInfoPacker[95].
There are also no strings visible in the packed binary. Since there is no un-
packed executable available for further research we will have to unpack our own
executable. A GandCrab v4 executable is downloaded from Malshard®l In order
to unpack the executable it is loaded into x32Dbg. By clicking the run button
once x32Dbg will halt execution in the original entry point (OEP) of the ex-
ecutable. We notice that there is a jump that jumps to a location above the
OEP, which does not happen in regular executables.

. 50 push eax
. 56 push esi esi:EntryPoint
. FF15 24E1F200 €a11 dword ptr ds:[<&VirtualFreex>]
. 57 push edi edi:EntryPoint
. FF15 40E1F200 €a11 dword ptr ds:[<&CloseHandlex]
. S5F pop edi edi:EntryPoint
. SE pop esi esi:EntryPoint
. 5B pop ebx
. BBES mov esp,ebp
. 5D pop ebp
. C3 ret
55 push ebp EntryPoint

. BBEC mov ebp,esp
. 83E4 F8 and esp,FFFFFFF3
. E8 30260000 €all gandcrab.F25548
. 85C0 test eax,eax

——————— . v 74 11 je gandcrab.F22F2D

] . E8 CD260000 €all gandcrab.F255EE
. 3D 00100000 cmp eax,1000

----- . ~ 77 05 ja gandcrab.F22F2D

. E8 B3FDFFFF €all gandcrab.F22CE0

l—se E8 FAFDFFFF call gandcrab.F22D2C
o BERNENE - E9 T3F9FFFF jmp gandcrab.F228aA

Figure 44: GandCrab jmp to above OEP

This is most likely the jump that jumps to the OEP of the unpacked code and
as such a breakpoint is set on this jmp instruction. After following the jmp
instruction the unpacked binary can be dumped. This is done using Scylla,
during this process the imports of the unpacked binary can also be viewed, this
can be seen in [Figure 45| This results in an unpacked binary that can be used
for the rest of this analysis.

6MD5: 0301296543c91492d498472e636857a4
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H so12 26 v0.9.8 - X

File Imports Trace Misc Help

Attach to an active process

1044 - GandCrab.exe - C:\Users\REM\Desktop\GandCrab.exe ~ | | Pick DLL

Imports

"""" advapi32.dll (18) FThunk: 0000E00D
kernel32.dll (96) FThunk: 0000ED4C
mpr.dll (3) FThunk: 0000E1D0
shell32.dll (3) FThunk: 0000E 1EQ
user32.dll (2) FThunk: 0000E 1F0
''''' wininet.dll (5) FThunk: DD00E 1FC

? (808) FThunk: D0D0E224

- - - - -
L A YR

Show Invalid Show Suspect Clear
IAT Info Actions Dump
OEp IAT Autosearch Autotrace Dump PE Rebuild
VA 00F2E000
See [oo0ii FacDump
Log
getApiByVirtualAddress :: No Api found 76757473 A

getApiByVirtualAddress :: Mo Api found 75868175
getApiByVirtualAddress :: No Api found 7525C460
getApiByVirtualAddress :: Mo Api found 77118461

IAT parsing finished, found 128 valid APIs, missed 808 APIs

DIRECT IMPORTS - Found 0 possible direct imports with 0 unique APIs!

Imports: 936 # Invalid: 808 Imagebase: 00F20000 GandCrab.exe

Figure 45: Dumping unpacked GandCrab binary using Scylla

An important note to make here is that it is not neccessary to load the IAT into
the binary with Scylla as it is already included in the binary.

To summarize, all GandCrab versions are packed using a custom packer that
loads the actual executable at runtime into its own process memory, the imports
of the executable are present inside the executable and not resolved at runtime.
After unpacking, strings inside the binary become visible in plaintext, no string
encryption is used.

7.2 Anti-reverse engineering techniques

After unpacking the GandCrab executable no anti-reverse engineering tech-
niques were found in the executable. This is confirmed by the analysis done by
Fortinet[25] which states that no anti-analysis or heavy obfuscation is present
within GandCrab v4. The analysis of GandCrab v1 by Lemmou et al. also does
not mention any anti-reverse engineering techniques[95]. Fortinet state that
in version 4.3 some anti-analysis code was added to make it harder to reverse
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engineer[4]. This code consisted of NOP codes inside the source code, making
functions appear larger than they were.

Thus GandCrab does not make use of anti-reverse engineering techniques in
version 1 and 4 of its ransomware. In version 4.3 an anti-analysis functionality
is added in the form of redundant code.

7.3 Imports

Since there are no scientific papers discussing which imports GandCrab uses, the

unpacked GandCrab v4 sample from is analyzed. After opening
the unpacked executable in IDA the following imports are found:

e Advapi32.dll
o Kernel32.dll
Mpr.dll
Shell32.d11
User32.dll

e Wininet.dll

7.4 Mutexes

GandCrab version 1 creates a unique mutex on each system using the pc_group of
the system and the unique ransom_id created for the system[95]. The ransom_id
is created in the following manner[95]:

ransom_id=CRC32(Decimal (8_FirstHex_VolumeSerialNumber) | |ProcessorName| |ProcessorFamily) | |
8_FirstHex_VolumeSerialNumber

Which results in the following mutex that is used by GandCrab[95]:
Global\pc_group=<PcGroup>&ransom_id=<ID_Victim>

This mutex serves as a kill switch for the ransomware in case the ransomware
has already ran on the system.

According to Fortinet this mutex creation function has been updated several
times in different updates of Version 4 as developers of Ahnlab released a
”vaccine” that created the mutex on a system, making the system immune
to GandCrabl[d].

7.5 Registry keys

The only registry key that versions below version 4 of GandCrab were found to
edit was the RunOnce key. This key is used to restart the ransomware after a
reboot[95].
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HKCU\Software\Microsoft\Windows\CurrentVersion\RunOnce

According to Fortinet GandCrab version 4 consisted of a major overhaul[4].
Newer versions of GandCrab were found to encrypt the generated RSA private
key with a randomly generated Salsa20 key. That Salsa20 key is then encrypted
using the RSA public key corresponding to the encrypted private key. This
combination of keys is then stored as a binary block in

HKCU\Software\keys_data\data\private
The RSA public key is stored in
HKCU\Software\keys_data\data\public

7.6 API Functions

GandCrab makes use of 128 API functions spread out over 6 different DLL files.
The imports are distributed in the following manner:

e ADVAPI32.DLL - 18 functions
e KERNEL32.DLL - 96 functions
e MPR.DLL - 3 functions
e SHELL32.DLL - 3 functions
e USER32.DLL - 2 functions
e WININET.DLL - 6 functions
Notable functions used by GandCrab are:
e CryptDestroyKey - Destroys the handle of the key passed to the function[7]

e CryptGenKey - generates a random cryptographic session key or a pub-
lic/private key pair[10]

e CryptEncrypt - Encrypts data using the algorithm corresponding to the
key passed to the function[§]

e CryptImportKey - Used to import cryptographic keys into the crypto-
graphic service provider[12]

e CryptExportKey - Used to export keys from the cryptographic service
provider[9]

To summarize, GandCrab uses Windows API functions for both encryption and
key management.

The full list of imported functions can be found in the Appendix in
ftion 123
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7.7 Privilege escalation methods

Lemmou et al. do not mention any privilege escalation methods in their anal-
ysis of GandCrab v1[95]. There is also no mention of any privilege escalation
methods within the analysis done by Fortinet on Gandcrab v4[25]. Running
several GandCrab Sampleﬂ in Any.run[I] confirmed this.

7.8 Configuration options

Configuration in versions up until version 4 appears to be done through the
C&C server. The response of the C&C server specifies if the ransomware should
continue to execute or terminate, as well as which public key should be used
to encrypt the AES keys used to encrypt files on the system[95]. The analysis
done by Lemmou et al. does not mention any other configuration options. From
version 4 onwards no longer contact the C&C server before encryption[25].

7.9 Encryption method

The RC4 algorithm is used to encrypt the C&C traffic[95]. RSA is used to
encrypt the file encryption keys[95]. In GandCrab V1 files are encrypted us-
ing AES-256 in CBC mode with a unique key for each file, which is afterwards
encrypted using the public RSA key mentioned in [95]. In ver-
sion 4 GandCrab switched to using the Salsa20[59] encryption scheme for file
encryption|24][4][25]. The encryption key itself is encrypted before being stored
at the end of the file together with the file size before encryption and some other
metadata about the file[95].

7.10 Encryption key management

According to Lemmou et al. in GandCrab vl a public/private RSA key pair is
generated using the Windows Crypto API[95]. This key pair is exported and
sent to the Command & Control server. The C&C server then replies with
the public RSA key to use for infection(to prevent overinfection). Files are
encrypted using AES-256-CBC with a key consisting of randomly generated
bytes generated using the CryptGenRandom function[II]. The file encryption
key is encrypted using the RSA public key and is appended to the file.

Analysis done by Fortinet shows that encryption key management is updated
in version 4[25]. From version 4 GandCrab no longer needs to contact the
Command & Control server to obtain the public RSA key needed to encrypt
a system. From version 4 onwards GandCrab generates a local RSA-2048 key
pair as well as a Salsa20 key and nonce. The local RSA-2048 private key is then
encrypted using Salsa20 and stored in the registry. The Salsa20 key used to
encrypt the private key is then encrypted using the the attackers RSA public

"MD5: 0301296543c91492d49847a¢636857a4
8MD5: b68dc553317d59f38d4894455b991100
IMD5: 6f1f59¢1301951467dc464743b649372
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key and stored in combination with the encrypted local RSA private key in
the registry. As can be derived from the imported API functions found in
Encryption keys are generated using the Windows Crypto API(found
in Advapi32.dll). File encryption is done using a randomly generated Salsa20
key for each file, which is then encrypted with the local RSA public key generated
during the process described above and appended to the encrypted file.

7.11 Command & Control communication fields

Lemmou et al. state that GandCrab version 1 collects the following variables
to send to the C&C server before encryption starts[95]:

e Ip_address - The external ip address of the system

e Pc_user - Name of the user that launched the ransomware

e Pc_name - NetBIOS name of the target machine

e Pc_group - DNS domain name of the system

e Pc.lang - Current language of the machine

e Pc_keyb - Boolean indicating if the keyboard language is set to Russian

e Os_major - Information about the system found by calling GetNativeSys-
temInfo as well as querying the following registry key:

HKLM\SOFTWARE\Wow6432Node\Microsoft\Windows_NT\CurrentVersion\

ProductName

e Os_bit - Indicates the how many bits the operating system is
e Ransom_id - The ransom id mentioned in [subsection 7.4]

e Hdd - List of drives on the system containing their drive type as well as
their size and used space

e Pub_key - Public key generated on the system to encrypt file encryption
keys

e Priv_key - Private key corresponding to the public key mentioned above
e Av - List of anti-virus processes present on the system
e Version - Version of GandCrab that is running

These fields are collected into a single data string, which is encrypted using the
RC4 algorithm before being sent to the C&C server using a POST request to
<C&C address>/curl.php?token=1027[95].

The following fields are collected and sent to the C&C server after encryption
of the system finished[95]:

e E files - Number of encrypted files
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E_size - Size of encrypted files

E_time - Time taken to encrypt all files

Pc_group - DNS domain name of the system

Ransom_id - The ransom id mentioned in [subsection 7.4|

7.12 Network traffic

Gandcrab versions before version 4 will use the network to send a system sum-
mary as well as the locally generated RSA keys to the C&C server and will
divert its execution based on the reply received[95]. The C&C server can send
back a RSA public key which will be used during encryption instead of the local
RSA public key. If the server sends back the response {DELETE} the process
will terminate[95]. This is most likely done if the victim is located in a CIS
country, which is a common factor used by ransomware authors to determine
if they should proceed with an infection[31]. After encryption has finished a
summary of the encryption process is sent to the C&C server. Finally when the
shadow copies have been deleted GandCrab will open the ransom link in the
default browser.

From GandCrab v4.1 onwards GandCrab only contacts the C&C server after
the encryption process has finished to send a summary of data collected from
the victim[4].

7.13 Anti-virus evasion methods

GandCrab scans SQL files for special strings, which according to Lemmou et al.
is to scan for decoy files[05]. This means that GandCrab will not encrypt files
it deems decoy files as a means of encrypting systems that employ decoy files
to detect ransomware infections.

7.14 Persistence mechanisms

The only persistence mechanism found in several GandCrab analyses[95] [25] [4]
is the fact that GandCrab adds itself as a startup service through a registry key
entry. The registry key used for this can be found in

7.15 Spreading mechanisms

There were no spreading mechanisms found in several analyses[05][4][25]. As
such there do not seem to be any spreading mechanisms present within Gand-
Crab.

7.16 Process white/blacklist

According to Lemmou et al. Gandcrab uses the following blacklist to kill
processes[95]:
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oracle.exe, ocssd.exe, msftesql.exe, mspub.exe,

dbsnmp.exe, sqlagent.exe, sqlbrowser.exe, sqlservr.exe, excel.exe,
agntsvc.exe, sqlwriter.exe, synctime.exe, agntsvc.exe, agntsvc.exe,
isqlplussvc.exe, xfssvccon.exe, thebat.exe, steam.exe, agntsvc.exe,
encsvc.exe, firefoxconfig.exe, ocomm.exe, mysqld.exe, powerpnt.exe,
mysqld-nt.exe, mysqld-opt.exe, dbengb0.exe, inmydesktopservice.exe,
fopath.exe, visio.exe, msaccess.exe, onenote.exe, ocautoupds.exe,
mydsgbcoreservice.exe, outlook.exe, thebat64.exe, thunderbird.exe,
wordpad.exe, esktopqos.exe, winword.exe, tbirdconfig.exe

7.17 Folder white/blacklist used for encryption

Lemmou et al. state that GandCrab does not encrypt files inside the following
folders[95]:

ProgramData,

Program Files,

Tor Browser,

Ransomware,

A1l Users,

Local Settings,

Windows,

Folders retrieved using the SHGetSpecialFolderPathW function\todo{find out what folder -

Lemmou et al. state that the ransomware authors confirmed to them that
GandCrab targets about 4400 file extensions. The extensions are received from
the Command & Control server after contacting the server. This process occurs
before encryption[95].

GandCrab does not encrypt the following files[95]:

desktop.ini,
autorun.inf,
boot.ini,
thumbs.db,
iconcache.db,
bootsect.bak,
ntuser.dat.log,
GDCB-DECRYPT . txt
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7.18 Execution flowchart

Versions before major update, based on research done by Lemmou et al.[95]:

Unpack executable
into process memory

Create unique mutex
based on system
information

Mutex already exists

Add persistence
through RunOnee Terminate
registry key

Kill all blacklisted
processes

Respense invalid | response={DELETE}

Generate RSA
public/private keys

RSA pub key in response

Use C&C RSA pub Send system No respense

key instead of local info/RSA keys to C&C
key senver
Encrypt all files not in

whitelisted folders Drop ransom notes
using RSA pub key

Send encryption
summary to C&C
senver

wmic.exe shadow
copies delete

Open ransom link in
default browser

Figure 46: GandCrab v1 execution flowchart
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Versions after major update based on research done by Fortinet[25]:

Unpack executable
into process memory

¥

Create unigue mutex
based on system
information

Mutex already exists

Yy .

Add persistence
through RunCOnce Terminate
registry key

4

Kill all blacklisted
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¥
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Salsa20 encryptfiles
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folders
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encryption keys using
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wmic.exe shadow
copies delete

¥

Open ransom link in
default browser

Figure 47: GandCrab v4 execution flowchart
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7.19 MITRE ATT&CK matrix

In the MITRE ATT&CK matrix can be seen for a samplﬂ of an ear-
lier version of GandCrab. There are not that many results due to the fact that
this version of GandCrab still relies on communication with the C&C server for
encryption, which is no longer operative. This fact was discovered in

tion (.12

MITRE ATT&CK™ MATRIX

Figure 48: MITRE ATT&CK matrix of old GandCrab sample generated using
Any.run[I]

In figure the MITRE ATT&CK chart can be seen for a sampld'T| of a
more recent version of GandCrab. More specifically a version after the update
mentioned in [subsection 7.12|that allows GandCrab to start encryption without

communicating with a C&C server.

MITRE ATTECK™ M

Office Application
Startup.

Figure 49: MITRE ATT&CK matrix GandCrab v4 sample generated using
Any.run[T]

1OMD5: b68dc553317d59f38d4894455b991100
HMD5: 0301296543c91492d49847a¢636857a4
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8 Other analyses

In this section analyses done by security companies will be used to paint a
more global picture of the characteristics for several other ransomware and
Ransomware-as-a-Service strains. This is done to account for the fact that the
previous 3 sections discuss 3 ransomware strains and as such do not paint a clear
picture of the entire ransomware landscape. This chapter will cover analyses of
the following ransomware strains: SporaE Phoboﬂ Mazﬂ and Lockbiﬂ
Two RaaS strains are also discussed: Nemty' ‘| and Bura

8.1 Packing method

Executables belonging to the Spora ransomware family were found to be packed
using several different packers. Most notably the executables were found to be
packed with the default UPX packer[22].

In contrast to most of the ransomware that comes protected by some packer,
Phobos is not packed or obfuscated. Although the lack of packing is not com-
mon in the general population of ransomware, it is common among ransomware
strains that are distributed manually by the attackers[L5].

According to an analysis done by McAfee the Maze ransomware is usually packed
into an exe or dll file[50].

Lockbit was found to make use of a packer that was written in .NET. It uses
RunPE to execute its payload, injecting it into the vbc.exe process. RunPE
is a technique that hides a running executable inside a process belonging to a
different executable. If vbc.exe is not present on the system the packer will
download and install it[67].

Nemty RaaS ransomware also uses the RunPE technique for execution, meaning
it unpacks itself to memory before executing[45].

The goal of the packer used by Buran Ransomware is to unpack the ransomware
using a RunPE technique to run it from memory[3].

8.2 Anti-reverse engineering techniques

The MalwareBytes team mentions that after unpacking no other obfuscation
techniques are used in Spora ransomware[22].

12MD5: 4a4a6d26e6¢8a7df0779b00a42240e7b
13MD5: 3b80deb6d55chb0bb8560afd22238885¢
HMMDS5: e59ffeaf7ach0c326e452fa30bb71a36

5MD5: c9eab430dade72b672ce29e56ecad603
16MD5: e4179bca5bf5b1fd51172d629f552118

I"MD5: 37aaba6b18c9c1b8150dae4fld31e97d
18MD5: e60e767e33acf49c02568a79d9cbdadd
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Phobos makes use of string encryption as an anti-reverse engineering technique[15].
The strings are encrypted using AES. This is the only anti-reverse engineering
technique identified by the MalwareBytes team[I5].

According to McAfee, Maze ransomware makes use of several tricks to make
analysis harder[50]. The first trick Maze uses is to load memory locations of
functions into global variables, that are never used. This causes a lot of clutter
inside the executable which makes it harder to reverse engineer. The second
trick that is used is string encryption. Strings used in the program are stored
in encrypted form and decrypted at runtime. There are also several blocks of
junk code inside the ransomware that have no apparent functionality. Maze
tests if it is being debugged by calling IsDebuggerPresent, if this returns true
the ransomware will stay in an infinite loop and do nothing. The ransomware
will also attempt to terminate debugging processes such as x32dbg.exe. Maze
attempts to prevent debuggers from attaching to the process by patching the
address that debuggers frequently hook with a return opcode. Finally, the
ransomware does not fetch the address of function calls directly but instead
uses the Export Address Table(EAT) from dll files to get the memory location
of a function. Function calls are made indirectly by pushing all arguments and
the function address to the stack and then jumping to the address manually.

Lockbit makes use of dynamic IAT building, which means that imports are
loaded at runtime instead of built beforehand[67]. Lockbit also manually checks
the PEB block of the program to check for the BeingDebugged flag[34]. All
strings in the executable are encrypted to make it harder for reverse engineers
to make sense of the code[34].

According to McAfee several anti-reverse engineering mechanisms were added
to the Nemty ransomware code[45]. Nemty only decrypts certain information
in memory if the encryption process is working as planned. It clears memory
after finishing some operations. Finally, information sharing between different
memory addresses is used, cleaning the old memory of the information.

Buran makes use of the reg.exe utility to make changes to the registry. This
is done as a way of avoiding automated detection of registry access[3]. This is
the only anti-reverse engineering technique mentioned in the analysis done by
McAfee[3].

8.3 Imports

Unfortunately the only analysis that contains a list of imports is the Lockbit
analysis done by Northwave[67]. The analysis mentions that Lockbit imports
the following dll files during runtime:

e Shell32.dll
e Ole32.dll
e Advapi32.dll
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User32.dll
Msvctr.dll
Crypt32.dll
Shlwapi.dll
e MPR.dI
Berypt.dll

8.4 Mutexes

Spora ransomware makes use of a mutex with the following naming convention[22]:
m<VolumeSerialNumber:decimal>

No mutex usage is mentioned in the Phobos analysis done by MalwareBytes[L5].

Maze creates a mutex with the name “Global\x” where x is a special value that
is unique per machine[50].

Lockbit was found to make use of a hardcoded mutex to prevent overinfection[34]:
Global\{BEF590BE-11A6-442A-A85B-656C1081E04C}

Nemty ransomware creates a mutex with a static name, which changes each
ransomware version but does not change accross samples of the same version[45].

No mutex usage was mentioned in the Buran analysis done by McAfee[3].

8.5 Registry keys
No registry key usage was listed in the Spora analysis done by MalwareBytes[22].

Phobos ransomware makes use of the following registry keys to add itself as a
startup app|[15]:

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

No registry usage is mentioned in the McAfee analysis of Maze[50].
Lockbit stores data inside the registry using two keys[67]:

HKCU\SOFTWARE\Lockbit\Full
HKCU\SOFTWARE\Lockbit\Public

The Full registry key is used to store the victim ID and file markers. The Public
registry key corresponds to the unique TOR URL ID that Lockbit builds for
the infected system|[34].

Nemty ransomware stores information in the registry. The following registry
keys are used[45]:
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HKCU\SOFTWARE\NEMTY\akey
HKCU\SOFTWARE\NEMTY\cfg
HKCU\SOFTWARE\NEMTY\fid
HKCU\SOFTWARE\NEMTY\pbkey

Finally Nemty also uses the following registry key to add itself as a startup
appl45]:
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
Buran uses the registry to add itself as a startup app using the following key[3]:
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

An important side note to make here is that Buran adds a * sign after its exe
value, this indicates that the executable will also be run as a startup app when
the system boots in safe mode. Buran also uses the registry to create a sort of
check, if the following registry key is not set Buran will connect to a domain
and then write to the registry key[3]:

HKCU\SOFTWARE\Buran\Knock

8.6 API Functions
Spora ransomware was found to make use of the Windows Crypto API[22].
Phobos uses the Windows Crypto API for encryption of files[15].

The CryptGenRandom function from the Windows Crypto API is used by maze
ransomware to generate encryption keys and IV values[50].

Lockbit makes use of the berypt.dll library for its encryption functionality. If
the dll file cannot be loaded Lockbit will use the Windows Crypto API as a
fallback for encryption[34].

Nemty makes use if the Windows APT for several different pieces of its functionality[45].
It queries the Windows API for disk information, information about the infected
system and uses the Windows Crypto API for encryption. In version 1.6 the
ransomware switched to its own AES implementation instead of the Windows
Crypto API implementation[45]. After the ransomware authors discovered that

a decryptor had been made based on a flaw in their AES implementation, the
ransomware switched back to using the Windows Crypto API for encryption[45].

This was done in version 1.6 of the ransomware.

Buran was found to not make use of any third party libraries[3].

8.7 Privilege escalation methods

Spora: No privilege escalation methods have been implemented, instead a prompt
for administrative rights appears repeatedly until the user accepts it[22].
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Phobos does not deploy any privilege escalation techniques and instead simply
displays a popup asking for elevated privileges|[I5].

No privilege escalation methods are identified in the Maze analysis done by
McAfee[50].

According to an analysis done by Northwave Lockbit makes use of several privi-
lege escalation techniques. The first technique exploits the ICMLuaUtil elevated
COM Interface-Object to gain administrative privileges. A COM object is an
object inside the Windows system that manages a certain part of the system.
The second technique that is used exploits the ColorDataProxy COM Object
to gain elevated privileges[67].

McAfee do not mention any privilege escalation methods in their Nemty analysis[45].

Buran makes use of the runAs API call to prompt the user for administrative
privileges[3].

8.8 Configuration options

No configuration options are mentioned in the MalwareBytes analysis of Spora[22]
and Phobos|[15].

Maze has a few runtime options that can be used to direct the execution flows.
The switches to do so are found in an analysis done by McAfee and are listed
below [50]:

e nomutex : Prevents checking the mutex so that it can run more than one
instance on the same machine. It can also be used to avoid vaccines that
are made before the malware creates the mutex name in the machine.

e noshares : The malware will not encrypt network shares.

e path : In this case the malware will encrypt all files in all folders starting
from this path unless they are blacklisted names, extensions or folder
names.

e logging : If this switch is enabled the malware will log all the steps it
makes.

No confuration options were identified in the Lockbit analyses of Northwave[67]
and Sophos[34].

No configuration options are mentioned in the Nemty analysis done by McAfee[45].

No configuration options were identified for Buran in the analysis done by
McAfee[3].

8.9 Encryption method

Spora makes use of AES-256-CBC to encrypt files with a unique key for each
file. File encryption keys are encrypted using a RSA-1024 public key that was
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included in the executable[22).

In Phobos all files are encrypted using the same AES 256 bits key, using a
unique IV for each file that is encrypted. The IV is appended to the encrypted
file. AES-256 is used, possibly in CBC mode. The authors are not sure about
this[15]. The AES key is encrypted using a RSA public key[15].

Maze ransomware encrypts all files using the ChaCha algorithm. Each file is
encrypted with a unqiue 32 bit random encryption key and 8 byte random IV.
The encryption keys are encrypted using the RSA public key of the attacker.
The size of the public RSA key used is not mentioned in the analysis[50].

Lockbit was found to check for AES cpu instruction support[67]. After dis-
cussing this further with the authors of the Northwave analysis they said that
Lockbit encrypts files with AES-256 and the file encryption keys are encrypted
using a RSA public key belonging to the attacker. The analysis done by
Sophos[34] shows that Lockbit makes use of I/O completion ports to speed
up the encryption process.

Nemty encrypts all files using AES. The key size and encryption mode are not
mentioned in the analysis done by McAfee[45]. Nemty was found to be using its
own implementation of AES in older versions. Upon publication of a decryptor
based on a vulnerability in their implementation the Nemty authors switched
to using the Windows Crypto API for encryption.

The only thing stated about the encryption method of Buran was that Buran
uses a reliable cryptographic algorithm using global and session keys as well
as random file keys[3]. No specific algorithms are mentioned in the McAfee
analysis[3].

8.10 Encryption key management

Spora appends the encrypted file encryption key to the end of each file. The
public RSA key used to encrypt file encryption keys is present in the executable
itself[22].

Phobos ransomware creates a set of data that is appended to the encrypted
file. The first block consists of metadata, including checksums, and the original
file name. After this block, the random IV and encrypted AES key are found.
Finally, The last element is the file marker: “LOCKO96”. This set of data is
appended to each encrypted file[I5]. The AES key used for file encryption is
encrypted with a public RSA key that is present in the executable[I5].

Maze creates a block of metadata for each file that is encrypted. This block is
stored at the end of the encrypted file and contains the encrypted key and IV
used to encrypt the file. The key and IV are encrypted using a public RSA key
present in the executable[50].

No sources could be found to describe the encryption key management employed
by Lockbit.
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Nemty makes use of a single AES key to encrypt all files on a system[45], each
file is encrypted using a unique IV. This AES key is unique on each system.
The encryption keys used are stored in a config file on the system[45]. The AES
key is encrypted with a locally generated RSA public key before being stored in
the config file. The config file is encrypted with RSA-8192 before being stored
on the system. It is not mentioned which RSA key is used for this[45].

The only key management mentioned in the Buran analysis[3] is the fact that
Buran makes use of random file keys as well as global and session keys.

8.11 Command & Control communication fields

A KEY file was found to contain information that is uploaded to the server
in Spora ransomware. The .KEY file contains encrypted data about the victim
that needs to be uploaded later to the attacker’s website for the purpose of
synchronizing the status of the victim[22].

Phobos does not seem to communicate with a Command & Control server, it
contains a unique key in the ransom note which needs to be sent to the authors
when contacting them[T5].

Maze attempts to send information to the C&C server by sending a POST
request to a list of hardcoded ip addresses[50]. The analysis does not elaborate
on the specific fields that are present in the request. On top of this the ransom
note also contains a unique identifier that must be used in communication with
the ransomware actors[50].

The only interaction that Lockbit was found to have with the C&C server was
the fact that an infection generated a unique TOR URL which is used to contact
the ransomware support. This URL contains the victim ID used to identify the
victim in the back-end C&C server[67][34].

Nemty collects data about the system it infects, which is later sent to the C&C
server. This data is saved in a config file which contains the following fields[45]:

e [P : External IP address of victim system

e Country : Country the victim system is located in

e Computer name : Computer name of victim

e Username : Username logged into the system

e OS : Operating system name

e isRU : Boolean indicating if the system is in a CIS country
e Version : Nemty version

e ComplD : Hardware id to identify the infected system

e FileID : Random string identifier
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e UserlID : Affiliate id

e key : AES key used to encrypt files

e pr_key : Private key used to encrypt the file encryption key

e disks : Information about the disk drives present in the system

This configuration file is encrypted with a RSA-8192 public key and encoded in
base64 before being saved to disk[45].

The only field that Buran sends to the C&C servers is the unique victim identifier
that one must manually send to the ransomware actors during negotiations
with them[3]. McAfee mentions that this field is used to link an infection to
an affiliate. No other communication is mentioned in the analysis done by
McAfee[3].

8.12 Network traffic

In early versions of Spora users had to upload their .KEY file(containing data
about their system) to the ransom website. In newer versions of Spora this data
is automatically submitted when clicking the ransom link. No other C&C traffic
is present in the ransomware[22].

As mentioned in the subsection above Phobos does not seem to contain any
network functionality[15].

Maze ransomware connects to a list of IP addresses hardcoded in the executable
after the encryption process has finished[50]. A POST request is done to a
random URL consisting of the IP address and random strings/folders appended
to it.

Lockbit generates network traffic during three stages. In the first stage Lockbit
will attempt to get the geolocation of the infected system by connecting to the
following URL: IPLO.RU[67]. The second stage in which Lockbit generates
network traffic is when it attempts to encrypt network shares. Lockbit will
enumerate all available network shares the current user of the victim system
has access to and will encrypt them all[67]. Finally Lockbit will automatically
spread itself on the local network using SMB. If Lockbit is able to connect to a
system through SMB it will launch a PowerShell command that will download
and execute a Lockbit installer[67].

Nemty fetches the external IP address of the system at the start of its execution
using an online ip service. https://api.ipify.org is used in versions before version
2.3 and https://www.myexternalip.com/raw is used in versions after version

2.3[45]. Tt also sends the config file mentioned in [subsection 8.11| through TOR
to the C&C server after encryption has finished [45].

The Buran analysis[3] done by McAfee only mentions that Buran connects to
iplogger.ru to fetch the external IP of the infected system and that Buran enu-
merates all local network shares for encryption.
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8.13 Anti-virus evasion methods

No anti-virus evasion methods are mentioned in any of the ransomware/RaaS
analyses[22] [15] [50] [67] [45] [3].

8.14 Persistence mechanisms
No persistence mechanisms were mentioned in the Spora analysis done by MalwareBytes[22].

The only persistence mechanism found in Phobos is the fact that it adds itself
as a startup application through the use of registry keys[15].

No persistence mechanisms are identified in the McAfee analysis of Maze ransomware[50].

Lockbit obtains persistence through two methods. The first method is to sched-
ule a a task through the COM interface[67]. The second method used is to add
itself as a startup app using the registry[67] [34].

Nemty obtains persistence through the scheduling of a task using the following
command: ”create /sc onlogon”. The binary of the ransomware is copied to the
user directory. The task is launched using ShellExectue[45].

Buran adds itself as a startup application through use of the registry. It also
ensures that it is started when the victim machine boots in safe mode[3].

8.15 Spreading mechanisms

No spreading mechanisms are present in Spora ransomware itself[22].

No spreading mechanisms are mentioned in the Phobos analysis done by MalwareBytes[15].
No spreading mechanisms have been identified in the Maze ransomware[50].

Lockbit was found to spread itself locally using SMB. If an SMB connection can
be established to a system on the local network, then Lockbit will automatically
deploy a local Lockbit installation on that system[67].

The Nemty ransomware was not found to contain any spreading mechanisms|[45].

No spreading mechanisms were found in the Buran analysis done by McAfee[3].

8.16 Process white/blacklist

No process termination is mentioned in the Spora analysis done by MalwareBytes[22].
Phobos makesn use of the following process blacklist[I5]:

agntsvc.exe dbengb0.exe dbsnmp.exe encsvc.exe excel.exe
firefoxconfig.exe infopath.exe isqlplussvc.exe msaccess.exe
msftesql.exe mspub.exe mydesktopqos.exe mydesktopservice.exe
mysqld-nt.exe mysqld-opt.exe mysqld.exe ocautoupds.exe
ocomm.exe ocssd.exe onenote.exe oracle.exe outlook.exe
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powerpnt.exe sqgbcoreservice.exe sqlagent.exe sqlbrowser.exe
sqlservr.exe sqlwriter.exe steam.exe synctime.exe
tbirdconfig.exe thebat.exe thebat64.exe thunderbird.exe
visio.exe winword.exe wordpad.exe xfssvccon.exe

Maze ransomware was found to make use of a blacklist that terminates processes
related to databases and office programs, as well as debuggers and analysis
tools[50]. The McAfee analysis lists an incomplete blacklist[50]:

dumpcap.exe excel.exe fiddler.exe msaccess.exe
mysqld-nt.exe outlook.exe pipanel.exe
procexpb64.exe procexp.exe procmon64.exe
procmon.exe python.exe taskkill.exe

visio.exe winword.exe x32dbg.exe x64dbg.exe

Lockbit kills several processes during its execution, the following list was iden-
tified by Northwave[67]:

axlbridge.exe Culture.exe dbsrvl2.exe DefWatch.exe fdlauncher.exe
httpd.exe MsDtSrvr.exe (BCFMonitorService.exe QBDBMgr.exe
QBIDPService.exe gbupdate.exe (BW32.exe RAgui.exe RTVScan.exe
sqlbrowser.exe sqlservr.exe supervise.exe tomcat6.exe
usbarbitator64.exe vmware.exe vmware-converter.exe winword.exe
wxServer.exe wxServerView.exe zhudongfangyu.exe

Nemty kills several processes before starting the encryption cycle. The following
process blacklist is used[45]:

Excel.exe Onenote.exe Oracle.exe Outlook.exe SQL.exe
Thunderbird.exe Virtualbox.exe WindWord.exe Wordpad.exe

No process blacklist is found during the analysis of Buran, however it is men-
tioned as a possibility in an advertisement for Buran on a russian hacking
forum|[3].

8.17 Folder white/blacklist

8.17.1 Spora ransoware
Spora does not encrypt anything in the following folders[22]:

windows

program files
program files (x86)
games

Spora ransomware encrypts files with the following extensions[22]:

xls doc xlsx docx rtf odt pdf psd dwg
cdr cd mdb lcd dbf sqlite accdb jpg
jpeg tiff zip rar 7z backup sql bak
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8.17.2 Phobos ransomware

Phobos ransomware makes use of a folder blacklist containing only the following
folder[I5]:

C:\Windows

It also contains both a file white and blacklist. The file blacklist contains file-
names that are not encrypted[I5]:

info.hta
info.txt
boot.ini
bootfont.bin
ntldr
ntdetect.com
io.sys

Files with an extension present in the following whitelist are encrypted[I5]:

lcd 3ds 3fr 3g2 3gp 7z accda accdb accdc accde accdt accdw adb adp
ai ai3 ai4 aib ai6 ai7 ai8 anim arw as asa asc ascX asm asmx asp
aspx asr asx avi avs backup bak bay bd bin bmp bz2 c cdr cer cf
cfc cfm cfml cfu chm cin class clx config cpp cr2 crt crw cs

css csv cub dae dat db dbf dbx dc3 dcm dcr der dib dic dif divx
djvu dng doc docm docx dot dotm dotx dpx dqy dsn dt dtd dwg dwt dx
dxf edml efd elf emf emz epf eps epsf epsp erf exr f4v fido flm
flv frm fxg geo gif grs gz h hdr hpp hta htc htm html icb ics iff
inc indd ini iqy j2c j2k java jp2 jpc jpe jpeg jpf jpg jpx js

jsf json jsp kdc kmz kwm lasso 1lbi 1lgf 1lgp log mlv m4a m4v max

md mda mdb mde mdf mdw mef mft mfw mht mhtml mka mkidx mkv mos mov
mp3 mp4 mpeg mpg mpv mrw msg mxl myd myi nef nrw obj odb odc odm
odp ods oft one onepkg onetoc2 opt oqy orf pl2 p7b p7c pam pbm

pct pcx pdd pdf pdp pef pem pff pfm pfx pgm php php3 php4 php5 phtml
pict pl pls pm png pnm pot potm potx ppa ppam ppm pps ppsm ppt
pptm pptx prn ps psb psd pst ptx pub pwm pxr py qt r3d raf rar raw
rdf rgbe rle rqy rss rtf rw2 rwl safe sct sdpx shtm shtml slk

sln sql sr2 srf srw ssi st stm svg svgz swf tab tar tbb tbi tbk
tdi tga thmx tif tiff tld torrent tpl txt u3d udl uxdc vb vbs vcs
vda vdr vdw vdx vrp vsd vss vst vsw vsx vtm vtml vtx wb2 wav wbm
wbmp wim wmf wml wmv wpd wps x3f x1 xla xlam xlk xlm xls xlsb xlsm
xlsx x1t x1tm x1tx xlw xml xps xsd xsf xsl xslt xsn xtp xtp2 xyze xz zip

8.17.3 Maze Ransomware

Maze makes use of a folder blacklist that contains folders that are ignored during
the encryption process. This list consists of the following folders[50]:

A1l Users
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AppData\Local

Games

Local Settings
Low\Content.IE5
Program Files
ProgramData

Tor Browser

User Data\Default\Cache
Windows

cache2\entries

Maze also contains a blacklist of file extensions that are not encrypted[50]:

LNK
EXE
SYS
DLL

Finally Maze also contains a blacklist of filenames that are not encrypted[50]:
inf
ini
dat
db
bak
dat.log
bin
DECRYPT-FILES. txt

8.17.4 Lockbit ransomware
Sophos found that Lockbit makes use of a folder blacklist[34]:

$recycle.bin
$windows. bt
$windows. “ws

A1l users
appdata
application data
boot

google

intel

Microsoft
mozilla

Msbuild

msocache
perflogs

system volume information
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tor browser
windows
windows.old
Windows nt

Lockbit also makes use of a file extension blacklist[34]:

.386 .cmd .exe .ani .adv .theme .msi .msp .com
.diagpkg .nls .diagcab .lock .ocx .mpa .cpl .mod

8.17.5 Nemty ransomware

Nemty ransomware does not encrypt the following folders[45]:

On top of that list the following files are also not encrypted[45]:

$RECYCLE.BIN I0.SYS appData Microsoft AUTOEXEC.bat MSDOS.SYS
boot.ini NTDETECT.COM bootmgr ntldr BOOTSECT.BAK ntuser.dat
Common_Files Programdata CONFIG.SYS rsa Desktop.ini windows DECRYPT.txt

Finally, nemty does not encrypt the following file extensions(case insensitive)[45]:

.log .cab .cmd .com .cpl .exe .ini .d1l1l .1lnk .url .ttf

8.17.6 Buran ransomware
Buran makes use of a folder blacklist that is not encrypted[3]:

$recycle.bin
$windows. bt

all users

appdata

apple computer\safari
application data
boot

c:\windows

common files

embedded lockdown manager
google

google\chrome
inetpub\logs

intel

internet explorer
microsoft

microsoft help
mozilla

mozilla firefox

78



msbuild

nvidia

opera,

opera software
package cache
recycler

reference assemblies
tor browser

windows

windows.nt
windows.old

windows defender
windows journal
windows mail

windows media player
windows photo viewer
windows portable devices
windowspowershell
windows security
windows sidebar

On top of this Buran also makes use of a file blacklist[3]:

11 _your_files_are_encrypted_!!!.txt master.exe boot.ini master.dat
bootfont.bin ntldr bootsect.bak ntuser.dat defender.exe ntuser.ini
desktop.ini temp.txt iconcache.db thumbs.db ntdetect.com unlock.exe
ntuser.dat.log master.exe unlocker.exe master.dat
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9 Discussion

In the previous sections an analysis has been performed on the REvil, WannaCry
and GandCrab ransomware strains. Finally, an overview was given of analyses
of several other ransomware and Raa$S strains. In this section the results of each
strain will be compared on the variables suggested in[section 4 Any conclusions
found will be supported using the analyses discussed in

9.1 Packing method

REvil is spread using different packing methods. Some samples are not packed
at all while other samples were found to be encrypted with a custom UPX-based
packer, resulting in a packed EXE file.

WannaCry is spread using a DLL file which unpacks and launches mssecsvc.exe,
which is the main WannaCry executable.

GandCrab version 1,2,3 and 4 are packed with a custom packer that cannot be
identified by PEiD and EXEInfoPacker. The files are in the EXE format.

Thus the differences in packing methods between REvil and WannaCry are
that REvil is packed into an EXE file while WannaCry is packed into a DLL
file. Besides this REvil is not always packed. REvil uses a RunPE technique
to unpack itself, whilst WannaCry does not use that technique. The common
property between WannaCry and REvil is that they both employ a packing
method.

The differences in packing methods between REvil and GandCrab are that REvil
is not always packed, while GandCrab is always deployed in a packed format.
The common property between REvil and GandCrab is that they are both
packed into an EXE using a custom packer.

REvil makes use of a RunPE technique to inject itself into a different process.
From [section 8 we learn that other Raa$S strains also make use of this technique.
Lockbit, a regular ransomware strain, was also found to make use of this tech-
nique. In order to reduce the impact of RaaS one could look to add functionality
to endpoint security software that prevents or scans for RunPE techniques such
as RunPE Detecter[58].

RaaS can be detected in the early stages of execution by looking at the exe-
cutable memory of the ransomware. During the unpacking process the decrypted
binary is written to the memory of the executable, which can be checked for by
regular anti-virus solutions that scan RAM memory such as MalwareBytes[17].

The packing method could be used to correlate the malware to a specific af-
filiate. As was shown in the packer analysis, the packing method differs for
different REvil samples and as such can be accredited to the modus operandi
of a specific affiliate distributing the ransomware. This pattern was not present
in the Nemty and Buran RaaS strains which might indicate that some RaaS
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strains provide their affiliates with a packer whilst other RaaS strains expect
their affiliates to source the packer. When a RaaS strain expects the affiliate to
provide the packer, the packing method used could possibly be used as an iden-
tifying characteristic in criminal investigations against the affiliates distributing
the ransomware, depending on if the packer used is unique to a single attacker.

The packer used by REvil is more sophisticated than the one used in GandCrab.
The packer of GandCrab simply decrypts the binary to a fixed location in it’s
own executable whilst REvil makes use of memory allocation before decrypting
the binary to the allocated memory and executing it. This makes it harder
to unpack as there is no large fixed jump within the code but instead a call
to a function that starts the main binary. This leads to the idea that packing
methods used by RaaS strains are increasing in sophistication. Nemty and
Buran were also found to use the RunPE technique present in REvil, since both
are also newer Raa$S strains(Buran first discovered in May 2019[3], Nemty first
discovered in August 2019[45]) this idea is further solidified.

9.2 Anti-reverse engineering techniques

REvil makes use of dynamic imports as a way of making static analysis harder.
It resolves the imports at runtime with an TAT building function at the start
of it’s code. REvil also makes use of string encryption to make analysis harder.
All strings are decrypted at runtime using the RC4 algorithm and are saved in
an encrypted state in the binary.

WannaCry is split up into different components, some of which are stored in
an encrypted state and decrypted at runtime. On top of this WannaCry makes
use of a killswitch at the start of its execution. It tries to resolve a very long
seemingly random domain that should only resolve inside a VM. If that domain
is resolved WannaCry shuts down.

GandCrab does not make use of any anti-reverse engineering techniques in ear-
lier versions of its ransomware. In version 4.3 redundant code is added as a form
of making analysis harder.

The differences in Anti-reverse engineering techniques between REvil and Wan-
naCry are that WannaCry is split up into different components while REvil
is contained inside a single executable. This is something that is most likely
unique to WannaCry as this was not found to be the case for Spora, Phobos,
Maze or Lockbit ransomware. WannaCry makes use of an anti-vm technique
to stop itself from running inside a VM while REvil uses no such techniques.
These anti-vm techniques were also found in Maze and Lockbit, but not in any
of the RaaS Strains. REvil makes use of dynamic IAT building and makes use
of RC4 encrypted strings whilst WannaCry encrypts entire components of it’s
code. Dynamic TAT building was also present in Lockbit and a similar technique
was also used in Maze, meaning that such techniques are not unique to RaaS.
The fact that REvil uses dynamic IAT building can be used to possibly identify
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it whilst it is running as requesting the memory addresses of DLL files is not
something that most software will do for legitimate purposes.

REvil makes use of dynamic TAT building and RC4 encrypted strings whilst
the only anti-reverse engineering technique used by GandCrab is the addition
of redundant code. Nemty was found to also make use of encrypted strings and
other obfuscation techniques, while Buran did not. This shows that more recent
strains not always make use of anti-reverse engineering techniques and that the
amount of anti-reverse engineering differs a lot per strain. There is a rising trend
in sophistication, but it differs a lot across strains, more sophisticated strains
seem to prefer incorporating anti-reverse engineering techniques.

9.3 Imports

In all imports of REvil, WannaCry and GandCrab are listed and the
differences and common imports can be seen.

REvil WannaCry | GandCrab
v v

Advapi32.dll
Crypt32.dll
Gdi32.dll
Kernel32.dll
Mpr.dll
Ntdll.dll
Ole32.dll
Shell32.d11
Shlwapi.dll
User32.dll
Winhttp.dll
Winmm.dll
Ws2_32.d11
Iphlpapi.dll
Wininet.dll
Msvep60.dll
Msvert.dll

\
\

SNININNINNNNNNYNS

ANENENENEN
\

Table 1: Import comparison of REvil, WannaCry and GandCrab

It can be seen that Advapi32.dll, Kernel32.dll and User32.dll are all used by
every strain that was examined. When looking at the functions imported from
these DLL files one can learn that Advapi32.dll contains functions to interact
with the current process and the registry. Kernel32.dll contains functions that
allow for interaction with the file system. User32.dll contains functions that
allow for interaction with windows on the screen. All of these imports are not
unique to ransomware and as such cannot be used to uniquely identify or detect
ransomware.
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There are several imports that are only used by REvil and not by WannaCry.
The most notable import in this set is the Shell32.dll import. Shell32.dll contains
Windows shell APT functions[61]. These functions are used by REvil to execute
commands on the system, such as the runAs command to elevate privileges and
to run commands to delete backups on the system. It seems that this import
is quite unique as there is not really much of a legitimate use for it. As such,
future work could include testing how many legitimate Windows applications
on a system make use of this import and where it is used for. If it is not used
for any legitimate purposes then thisit import can be used to detect REvil and
stop them before it can damage a system.

Crypt32.dll is the module that implements many of the Certificate and Cryp-
tographic Messaging functions in the CryptoAPI[6]. It is only used by REvil
for converting strings to binary and vice versa. Gdi32.dll contains functions for
the Windows graphical device interface[26] and is most likely used by REvil to
display ransom information to the user of the system or mask actions from ap-
pearing on the screen. Mpr.dll[41] and Winhttp.dll[76] contain code for network
functionality and are used by REvil to send data to C&C servers. Ntdll.dll
contains NT system functions[46] which are used by REvil for file interaction as
well as several other generic Windows NT functions. Ole32.dll contains func-
tions that allow for object linking and embedding[47], which is only used by
REVil to create an object stream. Shlwapi.dll contains functions for UNC and
URL paths, registry entries, and color settings[62] and is mainly used by REvil
to delete registry keys and values. Finally, winmm.dll contains functions be-
longing to the Windows multimedia API[79], which is used by REvil for time
management. These imports do not show any unique characteristics that can
be used for detection or classification of RaaS.

There are several imports that are used by WannaCry but not by REvil. Ws2_32.d11
contains functions for the Windows Sockets API[80]. Iphlpapi.dll contains func-
tions for interaction with the Windows IP Helper API[30]. Wininet.dll contains
functions for internet functionality[78]. These imports are used by WannaCry
for network connectivity purposes. Msvep60.dll and Msvert.dll are part of the
Microsoft C runtime libary and contains standard C library functions such as
printf and memcpy[d2][43]. All the unique imports for WannaCry are imports
that cannot be distinguished from legitimate software and as such cannot be
used to identify or detect ransomware and/or inversely detect RaaS.

The DLL files used by REvil that are not used by GandCrab have all been
described in the comparison between REvil and WannaCry already. From the
overview in [Table 1| one can see that REvil makes use of the Winhttp.dll. This
is most likely used by REvil for network functionality. GandCrab uses the
Wininet.dll import for that. From the Windows documentation[77] one can find
that winHttp supports being called while the thread is impersonating a different
user, which is not possible in winlnet. Since the REvil code impersonates a
logged on user during its execution, this is the most likely reason that REvil
developers chose winHttp over winlnet.
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9.4 Mutexes

REvil makes use of a mutex with a hardcoded identifier that is included in the
ransomware sample to make sure it only executes once on a system.

WannaCry makes use of two mutexes, one when starting up and reading the
configuration file, and one when starting the encryption process. Both of these
mutexes ensure that only one WannaCry process is running on the system. If
either of the mutexes is present on the system already, the WannaCry process
will exit. The fact that WannaCry contains two mutexes instead of just one is
most likely due to the fact that it is split up into multiple components, as the
mutexes are created in seperate pieces of the ransomware. On top of this the
mutex that is checked before the encryption process is not created by WannaCry
itself and is, according to logrhythm, most likely a check for software installed
on the target system[68].

GandCrab makes use of a single mutex. In version 1 the mutex is created with
a name that consists of the pcgroup of the victim as well as the ransom id of
the victim. This mutex is updated several times in Version 4 to stop security
companies from creating it on systems without an actual GandCrab infection.

Both REvil and WannaCry make use of a mutex that kills the process if the
mutex is already present on the system. This mutex is most likely present
to prevent overinfection of a system and is a method that was also found to
be employed by Spora, Maze, Lockbit and Nemty. Creating such a mutex
on a system before infection will result in the system being immune to the
ransomware in question. One problem with this is that RaaS strains change
this mutex name with each version(and sometimes even accross different samples
of the same version) and as such a widespread vaccine is easily countered by
releasing a new version with a different mutex. Regular ransomware strains
were found to make use of hardcoded mutexes or mutexes with names based on
local machine information, as such this would be effective to prevent infections
by regular ransomware. A difference between REvil and WannaCry is that
WannaCry contains an additional check for a mutex that is created by software
on the system, which is not present in REvil.

GandCrab makes use of a mutex that kills the process if already present on
the system, this same process is also present in REvil. The difference between
REvil and GandCrab is that the mutex name is found within the REvil binary
and is unique to each REvil sample, while the mutex name that GandCrab uses
is generated based on system information of the system it infects. The method
GandCrab uses has proven to be ineffective as security companies were able to
recreate their name generation algorithm and create mutexes on systems that
were not affected by GandCrab and as such prevent GandCrab from infecting
that system[4]. This is most likely the reason that REvil makes use of a mutex
name that is included in the sample itself. This methodology of using a hard-
coded mutex name was also found in Nemty, however Nemty only changes the
mutex name when a new version is released.
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9.5 Registry keys

REvil makes use of several registry key values saved in the LOCAL_MACHINE
hive if possible and otherwise in the CURRENT_USER hive.

HKEY_LOCAL_MACHINE\recfg\
or
HKEY_CURRENT_USER\recfg\

These are used to save the variables used during execution. REvil also adds its
own executable to the following registry to ensure that it is always started when
the system boots:

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run

WannaCry uses several registry keys to ensure it is started when the system
boots:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

The following registry key is used to save variables belonging to WannaCry:

HKEY_LOCAL_MACHINE\Software

And uses the following key to save the filename of the file being encrypted:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Session Manager

Finally, the key below is used to is used to display the ransom note on the
desktop.

HKEY_CURRENT_USER\Control Panel\Desktop

Older versions of GandCrab only used a single registry key, which is:
HKCU\Software\Microsoft\Windows\CurrentVersion\RunOnce

This key is used to restart the ransomware after a reboot. Newer versions of
GandCrab were also found to store their encrypted RSA private key in the
registry, as well as storing their public key in the registry. Both being stored in
the registry below:

HKEY_CURRENT_USER\Software\keys_data\data

One of the differences in registry key usage between REvil and WannaCry is that
REvil saves the encryption keys it uses to the registry. On top of this it stores
a summary of the system and the extension it appends to files in the registry.
WannaCry only saves the location of its working directory and the file name
of the file that is currently being encrypted. This process of saving encryption
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keys and system information to the registry was also found to be present in
Nemty, whilst it is not present in any of the other regular ransomware strains
analyzed. From this we learn that RaaS strains prefer to use the registry to
manage encryption keys whilst regular ransomware only uses the registry as a
means of adding itself as a startup app. Since the registry key names are static
for the RaaS strains, blocking the creation of these registry keys could possibly
prevent RaaS from executing. Another option could be extracting the values
of the registry keys containing the encryption keys, however since these values
are encrypted this would present the problem of decrypting the data from these
values. Since the registry keys are filled before the encryption process starts,
the registry keys being created can be used to detect RaaS during the early
stages of its execution.

Another difference between REvil and WannaCry is that REvil also uses the
CURRENT_USER hive as a fallback while WannaCry always tries to use the
LOCAL_MACHINE hive without a fallback option. Such a fallback option seems
to be unique to REvil. Phobos was found to use both the HKLM and HKCU
registry hives at the same time, while all other ransomware strains analyzed
only used a single registry hive. WannaCry uses the registry to change the
desktop of the current user while REvil does not use this method. No other
ransomware or RaaS strain was found to use this method and as such it seems
to be unique to WannaCry. Finally, WannaCry uses two additional registry
keys to ensure it is started on boot. The common properties between REvil and
WannaCry with respect to registry key usage is the fact that they both use the
same registry key to let their process execute when the system boots and use the
LOCAL_MACHINE hive as their base hive. The process of using the registry to
obtain persistence seems to be a pattern that is found in nearly all ransomware
and RaaS strains. Phobos, Lockbit, Nemty and Buran were also found to do
this. The fact that ransomware strains add themselves as a startup process using
a registry key can possibly be used to detect them during/after execution. For
future work one would have to test if the key/value pair to add the ransomware
as a startup process is the same across different samples/versions.

The differences in registry key usage between REvil and GandCrab are that
REvil stores the encryption keys, system summary and file extension in the
registry while GandCrab only stores its encryption keys in the registry. REvil
prefers the HKEY _LOCAL_MACHINE registry hive whilst GandCrab uses the
HKEY_CURRENT_USER registry hive. GandCrab and REvil both add them-
selves as a startup service but do so using different registry keys. As Nemty
also uses the registry to save encryption keys we can see that RaaS is moving
towards a key management system that stores keys in the registry. This might
be related to the fact that RaaS is moving towards multithreaded/asynchronic
encryption, which needs key management that supports this.
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9.6 API Functions

REvil makes use of the CryptGenRandom function from the advanced Windows
API to generate the random bytes that are used to create the encryption keys
used by the ransomware.

WannaCry also makes use of the CryptGenRandom function to generate the
encryption keys used to encrypt files on the system.

GandCrab makes use of the CryptGenKey function to generate the encryption
keys used. On top of that GandCrab also uses several other Windows API
functions to manage encryption keys, the CryptDestroyKey, CryptImportKey
and CryptExportkey functions are used for this. Finally GandCrab makes use
of the Windows API function CryptEncrypt to perform the encryption process.

All ransomware and RaaS strains were found to use the Windows Crypto API
to at least generate the encryption keys. This makes sense as this is a well
tested and proven implementation of a random number generator. As such
this would remove an attack vector against the ransomware compared to when
such an RNG function is implemented by the ransomware strain itself. Since
this is a Windows API function that is also used by legitimate applications
these functions cannot be used to detect or classify (RaaS)ransomware. If a
vulnerability is discovered in the CryptGenRandom API function then data
recovery might be possible as the encryption keys used could then possibly be
reproduced.

REvil makes use of the CryptGenRandom API function whilst GandCrab makes
use of the CryptGenKey function. This difference can be explained by the fact
that REvil makes use of Elliptic-Curve cryptography to generate a public/pri-
vate key pair which is not supported by the CryptGenKey function2]. On top
of this the Salsa20 algorithm is also not supported by the CryptEncrypt API
function[2].

9.7 Privilege escalation methods

Two methods for privilege escalation are present in REvil. The first method is
to exploit CVE-2018-8453. The second method is to call run as admin on itself
in an infinite loop until the system user presses the accept button. This second
method seems to be present in more ransomware/Raa$S strains as Phobos and
Buran make use of this technique as well.

WannaCry infects systems through the EternalBlue exploit which results in a
DoublePulsar backdoor running the WannaCry code on the kernel level.

GandCrab does not make use of any privilege escalation methods.

The differences in privilege escalation methods between REvil and WannaCry
are that WannaCry makes use of a different exploit than REvil and that Wan-
naCry only runs on systems that are vulnerable to the exploit whilst REvil
can operate on systems that are not vulnerable to it’s exploit using the runas
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method. The method to prompt a user for administrative rights seems to be a
method that is also used in other regular and RaaS strains and as such is not
necessarily a distinctive property of RaaS. Privilege escalation methods seem
to differ among strains, some do not contain any whilst others contain complex
UAC bypass methods. This does not seem to correlate to either RaaS or regular
ransomware but more to the sophistication of the strain.

The impact of RaaS(and ransomware in general) can be reduced by keeping sys-
tems updated, removing the ability of making use of UAC bypass techniques.
The CVE used by REvil has been patched in 2018, however there are still a lot
of production systems that have not updated and as such are vulnerable to the
CVE. Besides this training users of critical systems to not allow programs to
execute as administrator without understanding what the program does would
also significantly reduce the impact of ransomware(and RaaS) as it will be ren-
dered useless without administrative privileges. During forensic analysis one
could check for traces of exploits being used, and if found these could point to
a specific ransomware.

GandCrab does not use any privilege escalation method whilst REvil was found
to use several. Nemty and Buran also did not contain any privilege escalation
methods. This shows that the presence of privilege escalation methods mainly
depends on the sophistication of the strain. Nevertheless this shows us that
the more sophisticated RaaS developers are moving towards the inclusion of
privilege escalation methods in their product. This makes it easier for their af-
filiates to spread the ransomware as affiliates spreading ransomware with built-in
privilege escalation functions can deploy the ransomware with regular user per-
missions. When these privilege escalation methods are not present the affiliates
have to obtain administrative privileges before deploying the ransomware.

9.8 Configuration options

REvil operates based on a configuration file that is stored in encrypted form
within the executable. The complete list of fields in the configuration file can
be found in

The WannaCry configuration file is a lot smaller and only contains .onion do-
mains belonging to C&C servers and a link to a zipped installation of the TOR
browser. The bitcoin address for the ransom is also stored here after requesting
it from the C&C server.

GandCrab configuration is not done through a configuration file but instead
through communication with a C&C server. The server specifies if the ran-
somware should execute or terminate as well as which public key the ransomware
should use.

The differences between REvil and WannaCry with respect to configuration op-
tions are that REvil makes use of an extensive configuration file full of options
while WannaCry uses a configuration file that only contains C&C domains and
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a TOR download link. This difference seems to be unique to REvil. The only
other strain that was found to make use of configuration options was Maze Ran-
somware, and even that strain was not as highly configurable as REvil. This
shows that the number of configuration options correlates with the sophistica-
tion of the ransomware. The common properties of REvil and Wannacry are
that they both use a local configuration file and that they both store their C&C
domains in the configuration file. These differences and common properties do
not result in any possibilities for detection or classification. The affiliate id(pid)
present in the REvil configuration can be used by law enforcement to attribute a
ransomware infection to a specfic actor. Such affiliate ids are likely also present
in other RaaS strains as they will have to keep track of which infection belongs
to which affiliate. On top of this the campaign id(sub) can be used to link
different ransomware infections to a specific ransomware campaign. This has
already been done by McAfee[38].

The differences between REvil and GandCrab are that REvil makes use of a
local configuration file while GandCrab is configured through communication
with a C&C server. The configuration through the C&C server seems to be
unique to GandCrab as such functionality was not found in Nemty or Buran.
Nemty and Buran did not seem to be configurable at all. REwvil also has a
lot of different configuration options that GandCrab does not have, it is only
able to stop execution on the first C&C communication point. There are no
common properties of REvil and GandCrab with respect to the configuration
options. This shows us that the most sophisticated RaaS strain contains a lot
of configuration options whilst the less sophisticated recent RaaS strains have
removed the option to configure the ransomware all together.

9.9 Encryption method

REvil uses Salsa20 to encrypt files and uses AES-128-CBC to encrypt variables
stored on the system.

WannaCry makes use of AES-128-CBC for file encryption using the Windows
Crypto APL

In GandCrab V1 files are encrypted using AES-256-CBC. In version 4 GandCrab
switched to using the Salsa20 encryption scheme for file encryption.

The differences in encryption between REvil and WannaCry are that REvil en-
crypts the variables it uses and stores them in the registry while WannaCry does
not. This practice was also found in Nemty RaaS. This seems to be a property
that is unique to RaaS as it was not found in any of the analyzed regular ran-
somware strains. This is possibly due to the fact that RaaS strains make use of
two public keys and as such have to manage their keys in a different way. REvil
uses Salsa20 to encrypt files while WannaCry uses AES-128-CBC to encrypt the
files on the system. AES seems to be the preffered file encryption algorithm for
both RaaS and regular ransomware. Maze and REvil make use of newer encryp-
tion algorithms. These two strains were the most sophisticated strains found
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in the analyses and the the algorithms used are faster than AES with the same
security level. This leads to the conclusion that the difference in encryption
algorithms is correlated to the sophistication of the strain instead of the strain
being a RaaS or regular ransomware strain. There are no common properties for
the encryption used by WannaCry and REvil. Both encryption algorithms used
are standard cryptographic algorithms and as such do not contain any known
attacks. Most strains analyzed made use of the Windows Crypto API for either
key generation or key generation and encryption, which have no known attacks.
Thus file recovery is currently not possible. The type of encryption used to
encrypt files can be used as a variable to classify which ransomware was used
on a system, mainly for sophisticated strains.

REvil and GandCrab both make use of Salsa20, while older versions of Gand-
Crab used AES. This switch of AES to Salsa20 can be explained by the fact
that Salsa20 encryption is significantly faster whilst providing the same level of
security[75]. Nemty and Buran both use AES. Thus as mentioned above the
encryption algorithms seems to be correlated to the sophistication of the strain.
More sophisticated RaaS strains prefer newer and faster encryption algorithms
while less sophisticated RaaS strains stick to AES encryption.

9.10 Encryption key management

REvil uses Curve25519 public and private keys that are used for encryption. The
private key used to generate the shared secret that is used for file encryption is
encrypted using two different public keys, resulting in two encrypted keys. These
keys belong to the REvil authors and the affiliate spreading the ransomware.
SHA-3 is used to hash the secret and create a Salsa20 symmetric key used for file
encryption. This same process is used to generate AES keys for the encryption
of variables saved in the registry.

WannaCry uses a RSA-2048 public key belonging to the ransomware authors
to encrypt the randomly generated AES keys of each file. The AES key is
generated using the Windows Crypto API.

Older versions of GandCrab make use of a RSA key pair to encrypt the file
encryption keys. File encryption is done using a random AES-256-CBC encryp-
tion key generated using the CryptGenRandom function. Each file encryption
key is encrypted using the RSA public key and appended to the file. The pub-
lic key to use is decided through communication with a Command & Control
server. After version 4 GandCrab generates a RSA-2048 key pair as well as a
Salsa20 key and nonce. The RSA private key is encrypted using the Salsa20
key, after which the Salsa20 key is encrypted using the RSA public key. The
encrypted private key and Salsa20 key are combined as binary data and stored
in the registry. After this the RSA public key is also stored in the registry. File
encryption is done using a randomly generated Salsa20 key for each file. After
encryption the Salsa20 key is encrypted using the RSA public key and appended
to the file.

90



The differences between REvil and WannaCry with respect to encryption key
management are quite large. REvil makes use of elliptic curve cryptography
whilst WannaCry makes use of asymmetric cryptography. This difference seems
to be unique to REvil as every other ransomware and RaaS strain analyzed was
found to make use of RSA. REvil makes use of two public keys belonging to two
parties behind REvil while WannaCry only makes use of one public key. This
is a distinct difference that was present in every RaaS strain and not present in
any of the regular ransomware strains. One of these public keys likely belongs to
the RaaS strain creators whilst the other key belongs to the affiliate spreading
the ransomware. This fact can possibly be used by law enforcement to identify
the affiliate behind multiple infections, as their public key will might stay the
same. Future work would need to be done to check if this is indeed the case.

REvil also has a layer between the public keys of the authors/affiliate and the
file encryption keys by making use of a local Curve25519 key pair to encrypt
the file encryption keys. WannaCry directly encrypts the file encryption keys
with the authors public key. A similar process is also found in Nemty which
makes use of two RSA key pairs to enable both the ransomware authors and
the affiliate to decrypt the files and is suspected to also be present in Buran,
although the existing literature is not complete enough to explicitly confirm it.

The process of generating encryption keys is also different as WannaCry gener-
ates the AES keys using the Windows Crypto API whilst REvil generates the
keys by creating a Curve25519 shared secret based on a random file public key
and the local private encryption key, which is hashed to create the Salsa20 key
used to encrypt the file. The process REvil uses for key generation seems to
be unique to REvil and is most likely used because REvil uses elliptic curve
cryptography. All other ransomware and RaaS strains were found to use the
Windows Crypto API for key generation. The algorithms that are used do not
have any known attacks on them and as such recovery based on the key gener-
ation algorithms is currently not possible. Inteld71 was able to discover which
specific algorithm implementations were used in REvil[54], future work could
analyze these implementations for faults in hopes of developing a method for
recovering files.

The differences between GandCrab and REvil are that REvil makes use of
Curve25519 to generate a public/private key pair whilst GandCrab does this
using RSA-2048. As mentioned above this seems to be unique to REvil as
all other RaaS and regular ransomware strains make use of RSA. This shows
that RSA is the preferred method of assymetric encryption, whilst REvil has
started making use of elliptic curve cryptography. Besides this the way that
their public/private key pair is stored is also different. GandCrab makes use
of Salsa20 to store encryption keys in the registry whilst REvil makes use of
AES to store variables in the registry. No meaningful explanation can be found
for this. REvil generates Salsa20 keys using a Curve25519 shared secret which
is hashed using SHA-3 whilst GandCrab generates a random key using the
Windows Crypto API. This is due to the fact that REvil uses elliptic curve
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cryptography.

9.11 Command & Control communication fields

REvil sends an overview of system information to the C&C server. This overview
contains the following fields:

ver, pid, sub, pk, uid, sk, unm, net, grp, lng, bro, os,
bit, dsk, ext

For an explanation of these fields refer to [subsection 5.11
WannaCry sends 3 fields to the C&C server:

User name, Host name, System information

The system information is a single field that contains configuration data, internal
flags, counters and timestamps.

GandCrab collects system information and sends it to the C&C server, it sends
the following fields to the C&C server:

Ip_address, pc_user, pc_name, pc_group, pc_lang, pc_keyb,
os_major, os_bit, ransom_id, hdd, pub_key, priv_key, av,
version, e_files, e_size, e_time

For an overview of what is contained inside these fields refer to [subsection 7.111

The differences in C&C fields between REvil and WannaCry are that REvil
collects a lot more information about the system it infects. Which is something
that from the other RaaS and regular ransomware strains was only found to be
done in Nemty. This shows that RaaS strains keep track of more statistics than
regular ransomware strains. The common properties of REvil and WannaCry
are that they both send a summary of the infected system to the C&C server.
This is a process that does not necessarily happen for each regular ransomware
strain. Phobos, Lockbit and Spora do not seem to contact the C&C server at
all and instead produce a unique key or file that needs to be submitted to the
ransom site. Since RaaS collects a lot more data to send to the server this
could be used as a method to detect it during early stages of execution(since it
collects this data before the encryption process starts). This would be done by
checking for the requests that generate the data that the RaaS wants to send
to the C&C server. Future work needs to be done to see how the information
sent to the server is collected. As was already mentioned in
the affiliate id(pid) and campaign id(sub) can be used to link affiliates and
campaigns to specific ransomware infections. Since the RaaS strains and some
of the regular ransomware strains automatically send the data to the C&C server
after encryption has finished, this network traffic can also be used for detection
and classification of the infection.

The differences in C&C fields between REvil and GandCrab are a lot smaller.
REvil sends a campaign and affiliate id back to the server, which GandCrab

92



does not. This might indicate that tracking of campaigns and affiliates has
been added as a functionality to the RaaS back-end. Nemty does send back an
affiliate id but does not send back a campaign id. Buran was found to make
use of a unique identifier for each victim that is also used to link the infection
to an affiliate. This shows that more recent RaaS strains employ affiliate ids
to track the performance of their affiliates. GandCrab sends a private key and
anti-virus version to the server before encryption starts, which REvil does not
do and is also not present in Nemty and Buran. This is done by GandCrab
to prevent over-infection, and is no longer present in newer versions to allow
for offline infections. GandCrab also sends information about the encryption
process to the server as well as the ip address of the client, which REvil and
other Raas strains do not do. This shows that RaaS is moving towards a model
that will function independently from Command & Control servers. REvil and
Nemty send the random file extension used to the server which GandCrab does
not do. The common properties are that REvil and GandCrab both send the
public key used to the server(REvil after infection, GandCrab beforehand) as
well as a lot of information about the system including what operating system
is running on the system. This is a process that is also present in the other
RaaS strains.

9.12 Network traffic

The only network traffic REvil creates is traffic after an infection. It sends a
summary of the system to the C&C server, this summary is explored in
ftion 5111

WannaCry generates network traffic when checking if it is running inside a VM
by trying to resolve a killswitch domain. WannaCry also generates network
traffic when spreading itself as it infects other systems through a SMB vulner-
ability. Finally, WannaCry contacts its C&C server through the TOR browser
after the infection process is completed and sends the summary mentioned in

[subsection 6.11] to the server.

Older GandCrab versions contact a C&C server before encryption as a means
of preventing overinfection. This functionality is not present in newer versions.
GandCrab versions up until version 4 and from version 4.1 send a summary of
victim data to the C&C server after encryption has finished.

The differences between REvil and WannaCry with respect to network traffic
are that REvil only generates network traffic after the infection process is com-
pleted to notify the C&C server while WannaCry also generates network traffic
during the early stages of the infection process. WannaCry generates SMB traf-
fic when infecting a system and resolves a static domain when before starting
the encryption process. The network traffic related to spreading through the
network was also found in Lockbit, however this is likely related to the sophis-
tication of the strains and not to the fact that they are "regular” ransomware,
as this is quite advanced functionality. WannaCry also sends the system sum-
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mary through the TOR browser while REvil uses https. From the other regular
ransomware strains analyzed only Maze was found to automatically send data
to the C&C server. Spora, Phobos and Lockbit did not do this. From the RaaS
strains both Nemty and GandCrab did this, whilst Buran did not. This further
shows that RaaS strains keep track of systems they infect and will usually send
this information to the C&C server.

The servers that RaaS connects to can be used to identify the ransomware and
classify which ransomware is present on the infected system, as these servers are
most likely unique for a RaaS strain. Future work will need to be done to verify
this. For REvil specifically, the fact that REvil always iterates over all the C&C
domains in the config file is a dead giveaway that REvil is present. In order to
implement a classifier a SNORT[64] rule is created as a proof of concept.

alert tcp any any -> $REvilDomains 443
(msg:"REvil Command and Control domain detected"; sid:1000001;
rev:1;)

The rule makes use of the list of C&C domains($REvilDomains) extracted from
the REvil configuration file, which needs to be updated when new domains are
identified. This will possibly generate false positives as REvil authors also in-
clude a lot of domains unrelated to REvil in the list. The rule could be extended
to only generate an alert when several domains from the list are contacted within
a certain timespan, which would eliminate that problem.

The difference between REvil and GandCrab is that older versions of GandCrab
contacted the C&C server before encrypting a system. Older versions imple-
mented it to prevent a system from being infected several times. This is not
present in any recent RaaS strain. The most likely reason that RaaS devel-
opers have moved away from this method is due to the fact that systems that
are not connected to the internet cannot be encrypted using this methodology.
The common property between REvil and GandCrab is that they both send an
encrypted summary of the victim system to their C&C server after encryption
has finished. This process is present in nearly all recent RaaS strains, the only
RaaS strain that was found to not contain this functionality was Buran. Since
this traffic occurs after the system is encrypted it is not possible to use an IDS
solution to detect RaaS during the early stages of execution.

9.13 Anti-virus evasion methods

None of the ranswomware or RaaS strains contain any anti-virus evasion meth-
ods. GandCrab is the only strain that collects any data on running anti-virus
programs. The fact that none of the Ransomware strains make use of any
form of anti-virus evasion is most likely due to the fact that most of them are
packed and therefore undetected by anti-virus software. For REvil strains there
were also unpacked versions found in the wild. The most likely explanation
for this would be that the actors deploying the ransomware gain administrative
privileges on the system and simply terminate any anti-virus processes before
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launching the ransomware. This is a process that members from the Northwave
CERT have seen happening in the wild.

9.14 Persistence mechanisms

The only persistence mechanism found in REvil is the process of adding itself
as a startup app by setting a registry key value.

WannaCry uses several registry keys to ensure that it is started every time the
system is booted.

The only persistence mechanism found in GandCrab is that it adds itself as a
startup service through the registry. This functionality is present in all versions
of GandCrab.

Both REvil and WannaCry make use of the registry to create persistence. The
only difference is that WannaCry uses several different registry keys for it whilst
REvil uses only one. This is a process that is employed by many of the analyzed
RaaS and regular ransomware strains. Phobos, Lockbit and Buran were found
to also use the registry to add themselves as a startup app. The registry key
and value used for this might be static, which could be used to classify the
ransomware that infected a system. Future work would need to explore this
across a larger sample set.

Both REvil and GandCrab add themselfs as a startup service through the reg-
istry. REvil makes use of the Run registry key whilst GandCrab uses the
RunOnce registry key, no explicit reasoning could be found for this. Buran
also used the Run registry key to do so, whilst Nemty used a scheduled task to
obtain persistence. This shows that all RaaS strains use persistence mechanisms
and the most used method is through the registry.

9.15 Spreading mechanisms

REvil does not contain any spreading mechanisms. This is most likely due
to the fact that affiliates are responsible for spreading the ransomware. This
also applies to GandCrab, Nemty and Buran which also did not contain any
spreading mechanisms. The fact that the spreading method is not related to the
ransomware itself might show that different spreading methods can be attributed
to different affiliates, which could allow law enforcement to attribute infections
to a specific affiliate due to the spreading techniques used.

WannaCry spreads itself via an SMB vulnerability, using the EternalBlue exploit
to gain kernel access to the system. This shows that WannaCry spreads itself
through exploiting systems using a fixed vulnerability while the spreading of
REvil is based on the skills of the affiliate. Lockbit was also found to spread
itself through SMB, however only locally. There were no spreading methods
found in Spora, Phobos and Maze. This shows that regular ransomware does
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not necessarily depend on built-in spreading methods but is also spread by
actors manually.
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9.16 Process white/blacklist

All three ransomware strains make use of a process blacklist to kill any processes
they expect to impact the encryption of files on the system. This seems to be
a common practice among ransomware as Phobos, Maze, Lockbit, Nemty and
Buran are also found to use one, whilst Spora did not. The processes that are

killed by the strains are found in

REvil

WannaCry

GandCrab

Phobos

Maze

Lockbit

Nemty

agntsve.exe

v

v

v

axlbridge.exe

Culture.exe

dbeng50.exe

dbsnmp.exe

NS

s

dbsrv12.exe

DefWatch.exe

dumpcap.exe

encsvce.exe

esktopqos.exe

excel.exe

NN S

fdlauncher.exe

fiddler.exe

firefoxconfig.exe

fopath.exe

httpd.exe

infopath.exe

inmydesktopservice.exe

isqlplussvc.exe

\

\

mSExchange*

microsoft.Exchange.™*

msaccess.exe

MsDtSrvr.exe

msftesql.exe

mspub.exe

ANEN

mydesktopqos.exe

mydesktopservice.exe

NINN YIS

ANENENENENEN

mydsqgbcoreservice.exe

mysqld-nt.exe

mysqld-opt.exe

mysqld.exe

NN NS

NSNS

mysqld_nt.exe

mysqld_opt.exe

ocautoupds.exe

ocomim.exe

ocssd.exe

ANENENENENEN

NN S

NSNS
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REvil

WannaCry

GandCrab

Phobos

Maze

Lockbit

Nemty

onenote.exe

v

oracle.exe

v

outlook.exe

v

pipanel.exe

powerpnt.exe

ANERENENEN

NN NS

procexpb64.exe

procexp.exe

procmon64.exe

procmon.exe

python.exe

NISNN YN NS

QBCFMonitorService.exe

QBDBMgr.exe

QBIDPService.exe

gbupdate.exe

QBW32.exe

RAgui.exe

RTVScan.exe

ANENANE NANANAN

sqbcoreservice.exe

SQL.exe

sqlagent.exe

sqlbrowser.exe

NS

sqlserver.exe

sqlservr.exe

sqlwriter.exe

steam.exe

NN S

NN S

supervise.exe

synctime.exe

AN

AN

taskkill.exe

thirdconfig.exe

thebat.exe

thebat64.exe

thunderbird.exe

NINN YN IS INNS

NINNS

NAYAAN

tomcat6.exe

usbarbitator64.exe

visio.exe

\

AN

\

VirtualBox.exe

vimware.exe

vmware-converter.exe

winword.exe

wordpad.exe

wxServer.exe

wxServer View.exe

x32dbg.exe
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REvil WannaCry | GandCrab Phobos Maze Lockbit Nemty
x64dbg.exe v
xfssvccon.exe v v v
zhudongfangyu.exe

Table 2: Processes killed by REvil, WannaCry, Gandcrab, Phobos,
Maze, Lockbit and Nemty

From [Table 2Jone can see that there is a small overlap between the processes that
WannaCry and REvil kills, but that the list of processes of REvil is much larger.
As such it is unlikely that WannaCry and REvil have based their blacklist upon
the same list.

There is also a significant overlap between the processes killed by REvil and
GandCrab. There are a few processes that are not killed by REvil whilst they
are killed by GandCrab and vice versa. This is suspected to be due to the
ransomware authors fine-tuning the ransomware and deciding that some of the
processes do (not) interfere with the ransomware.

When looking at the blacklists employed by the strains analyzed in
one can see that there is also a large overlap among those strains and REvil and
GandCrab. This is likely due to the fact that the blacklists are recycled and
adjusted by ransomware authors.
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9.17 Folder white/blacklist used for encryption

All three ransomware strains make use of a folder whitelist, containing a list
of folders that are not encrypted by the ransomware. This is a process that
seems to be widespread amongst ransomware authors as all the ransomware
and Raas Strains analyzed in also made use of this. This confirms
the statements in stating that ransomware does not encrypt folders
belonging to critical services. An overview of the folders that are not encrypted
by the ransomware and RaaS strains analyzed in this paper can be seen in

[Table 31

REvil

Wan-
naCry

Gand-
Crab

Phobos

Maze

Lockbit

Nemty

Buran

$recycle.bin

$windows.~bt

$windows.~ws

NSNS

NN S

5\

All Users folders

appdata

ANEN

AppData\Local

AppData'\Local\ Temp

apple computer\

application data

boot

NS

c:\windows

NINN S

cache2\entries

common files

\

Content.IE5

embedded lockdown manager

\

Games

google

google\chrome

inetpub\logs

intel

internet explorer

NN NSNS

Local Settings

Local Settings\Temp

Low\Content.IE5

Microsoft

microsoft help

mozilla

mozilla firefox

Msbuild

NN NN S
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REvil

Wan-
naCry

Gand-
Crab

Phobos

Maze

Lockbit

Nemty

Buran

msocache

v

nvidia

opera

opera software

package cache

NINNS

perflogs

programdata

program files

NS

program files (x86)

NN NS

NSNS

ProgramData

Ransomware

recycler

reference assemblies

SHGetSpecialFolderPathW

system volume information

Temporary Internet Files

tor browser

N

User Data\Default\

windows

NSNS

windows.nt

windows.old

AN ANERASER A

windows defender

windows journal

windows mail

windows media player

NN NN NN S

windows nt

windows photo viewer

windows portable devices

windowspowershell

windows security

windows sidebar

NN NN S

A\

v

Table 3: Folders not encrypted by REvil, WannaCry, Gandcrab,
Phobos, Maze, Lockbit, Nemty and Buran

One can see that the folders not encrypted by the ransomware are all folders
belonging to user data, web browsers or applications that are needed to normally
operate the system. The whitelist used by REvil contains a few more entries
than WannaCry. However there is no meaningful conclusion that can be drawn
from this beside the fact that REvil developers found the Intel, Google and Tor
browser folders important enough to not encrypt. Possibly because they expect
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their victims to use these for communication with the ransomware actors. The
reason WannaCry does not whitelist the tor browser folder is due to the fact that
WannaCry contains a Tor browser installation inside its binary. Compared to
the overlap in process blacklists, the overlap in folder whitelists is a lot smaller.
There are many differences among the ransomware strains with respect to which
folders they do not encrypt. This is most likely due to the fact that developers
do not use the same base whitelist and each created their own folder whitelist.

Compared to GandCrab the REvil whitelist is more extensive and does not
contain a lot of overlap. As such the REvil developers most likely did not use
the same base whitelist as the GandCrab developers.

9.18 MITRE ATT&CK matrix

In this section an overview will be given of the MITRE ATT&CK matrices
of REvil, WannaCry and GandCrab. These matrices will be split up into the
relevant columns of the ATT&CK model.

REvil WannaCry | GandCrab

Command Line Interface v v
Execution Through Module Load v
Scheduled Task v
Scripting v
Windows Management Instrumentation v
Table 4: Execution ATT&CK techniques used
REvil WannaCry | GandCrab
Browser Extensions v
Hidden Files and Directories v
New Service v v
Office Application Startup v v
Scheduled Task v
Table 5: Persistence ATT&CK techniques used
REvil WannaCry | GandCrab
New Service Ve v
Scheduled Task v

Table 6: Privilege Escalation ATT&CK techniques used
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REvil WannaCry | GandCrab
Disabling Security Tools v v
File Permissions Modification v
Hidden Files and Directories v
Scripting v

Table 7: Defense Evasion ATT&CK techniques used

REvil WannaCry | GandCrab
Credentials in Files v v
Credential Dumping v

Table 8: Credential Access ATT&CK techniques used

REvil

WannaCry

GandCrab

] Query Registry

v

Table 9: Discovery ATT&CK techniques used

REvil WannaCry | GandCrab
Data Encrypted for Impact v v
Inhibit System Recovery v v

Table 10: Impact ATT&CK techniques used

The tables above have been created using data from Any.run and should give
a good overview of the capabilities of the ransomware strains analyzed in this
study. As Any.run performs this analysis in an automated manner, some be-
haviour is not (correctly) identified.

9.19 Summary

Among the RaaS strains REvil is by far the most sophisticated strain. This
is shown by the fact that many of the advanced properties found in RaaS are
only present in REvil. This seems to also be the case for WannaCry. There
were many unique properties in WannaCry that were not found in any other
regular ransomware strain that was analyzed. In order to gain a broader image
of RaaS and regular ransomware, other strains were also analyzed. The sum
of these analyses resulted in the fact that differences and common properties
are not always found between RaaS compared to regular ransomware, but more
between different ransomware strains in general. This is most likely due to the
fact that the sophistication of a ransomware strain does not necessarily imply
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that they implement a RaaS model. Nevertheless there were several differences
and common properties found between RaaS and regular ransomware.

The first difference is the fact that RaaS needs to keep track of the infections
done by different affiliates. They do this through a variable inside the ran-
somware called the affiliate id. Such a variable is not present in regular ran-
somware. The second difference is the fact that RaaS strains make use of two
public keys to encrypt the file encryption keys, one belonging to the RaaS au-
thors and one belonging to the affiliate. This is also not the case for regular
ransomware that only contains a single public key. RaaS strains collect a lot
more data about the system they infected. RaaS always automatically send
this data to the C&C server after an infection has finished. This is not done
by most regular ransomware strains. The most important common properties
found between RaaS and regular ransomware are that packing is done by nearly
all strains and that RunPE is the preferred method of unpacking. Nearly all reg-
ular ransomware and Raa$S strains preferred to use the Windows Crypto API for
their key generation and encryption. A mutex is used to prevent overinfection,
the specific mutex used for this is different for each implementation. The run
registry key is the preferred method of gaining persistence. AES is the preferred
file encryption algorithm whilst RSA is the preferred asymmetric encryption al-
gorithm. No anti-virus evasion methods are present in any of the ransomware
and RaaS strains. All RaaS strains and almost all regular ransomware strains
make use of a process blacklist that kills processes. All regular ransomware and
RaaS strains make use of a whitelist to avoid encrypting everything on a system.

Beside these differences and common properties, a lot of points were identified
that can be used for detection and mitigation of both ransomware and RaaS.
Several patterns were identified that can help law enforcement track affiliates
and ransomware actors.

9.20 Limitations

Given the limited time to do this research, the sample size of this research is
quite small. In order to account for this was added, which uses blog
posts of security companies to collect the characteristics of more ransomware
and RaaS strains.

Most of the suggested solutions are processes that will run on the same system
as the ransomware. As ransomware is regularly deployed with administrative
privileges it is likely that the actors behind the ransomware will terminate any
running process corresponding to an anti-ransomware solution before deploying
the ransomware. Rendering the solutions ineffective.

The lack of academic works on RaaS makes it difficult to obtain academic sources
and forced us to look at other sources like blog posts by security companies.

The characteristics discovered were not specific enough to generate accurate
YARA rules. The YARA rules that already exist are more thorough and should
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be used instead. An example of this would be [53] for REvil.

9.21 Future work

Shell32.dll was found to be used by many ransomware strains to run commands.
Future work needs to be done to test how many legitimate Windows applications
on a system make use of the shell32.dll import and what they use it for. If it
is not used for any legitimate purposes then this import can be used to detect
malicious programs and stop them before they can damage a system.

Since RaaS stores variables in the registry it should be examined if extracting
registry key data is a valid option for obtaining decryption keys. On top of this
one could also look into blocking access to said registry keys to see if this blocks
the ransomware from executing.

Future work needs to be done with regards to the methodology used to add
ransomware as a startup process. If the registry key/value pair for this is the
same across different samples/versions then this could possibly be used to detect
and mitigate ransomware/RaaS infections.

The open source implementations of encryption algorithms used by REvil should
be examined for implementation faults. If any are identified these flaws could
be used to build a decryptor.

The registry key and value used to gain persistence might be static for REvil
and WannaCry, which could be used to classify the ransomware that infected a
system. Future work would need to explore this accross a larger sample set.
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10 Conclusion

Several ransomware samples were analyzed, this resulted in the discovery of key
differences and common properties. In this section the research questions stated

in [section 2] will be revisited.

Since Ransomware-as-a-Service is a problem that is a growing trend, this paper
aims to provide the scientific community with insight in this topic. The main
research question for this research was:

What is the current state of Ransomware-as-a-Service, what measures can be
taken to reduce the impact of Ransomware-as-a-Service and what is the direction
of development in Ransomware-as-a-Service?

This question will be answered in three parts. First we will discuss what we
found about the current state of Ransomware-as-a-Service. Secondly, the dis-
covered measures to reduce the impact of Ransomware-as-a-Service will be dis-
cussed. Finally, the direction that RaaS development is heading in will be
discussed.

10.1 The current state of Ransomware-as-a-Service

In order to find the current state of Ransomware-as-a-Service, REvil was com-
pared to WannaCry. From this comparison several differences and common
properties arised. These differences and common properties are further solidi-
fied using analyses done by security companies. The following differences were
found between RaaS and regular ransomware:

e RaaS keeps track of affiliate ids in their infections, regular ransomware
does not

e RaaS contained more configuration options than regular ransomware

e RaaS makes use of two publics keys to encrypt the file encryption keys,
regular ransomware only contained one public key for this

e RaaS keep track of a lot more statistics than regular ransomware

e RaaS strains did not contain any built-in spreading method, some of the
regular ransomware strains did

Besides these differences a lot of common properties were also identified:
e Packing is done by nearly all strains
— RunPe is the preferred packing strategy

e Nearly all ransomware and RaaS strains prefer to use the Windows Crypto
API for their key generation and encryption.

e A mutex is used to prevent overinfection

— the specific mutex used for this differs per implementation
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e The Run registry key is the preferred method of gaining persistence

e AES is still the preferred file encryption algorithm whilst RSA is the pre-
ferred asymmetric encryption algorithm, more sophisticated strains are
moving towards incorporating newer encryption algorithms

e No anti-virus evasion methods are present in any of the ransomware and
RaaS strains

e All RaaS strains and almost all regular ransomware strains make use of a
process blacklist that kills processes

e All regular ransomware and RaaS strains make use of a whitelist to avoid
encrypting critical system folders

From these differences and common properties we learn that RaaS is at least as
advanced if not more advanced than the most sophisticated regular ransomware
strains. However, the sophistication does differ across RaaS strains, similarly to
the spread of sophistication across regular ransomware strains. REvil is by far
the most sophisticated RaaS strain analyzed in this study. Compared to other
RaaS strains, REvil makes use of several anti-reverse engineering techniques not
present in other RaaS strains. REvil uses elliptic curve cryptography, contains
a built-in exploit to elevate privilege and is more configurable. From the regular
ransomware strains only Maze and WannaCry are of similar sophistication as
they contain advanced anti-reverse engineering techniques and contain a lot
more functionality. Spora, Phobos and Lockbit are less sophisticated.

Distribution in RaaS strains is fully done by affiliates as there are no spreading
methods built into the ransomware. RaaS makes use of advanced encryption
algorithms, in some cases even including elliptic curve cryptography, as men-
tioned above. All encryption implementations used were found to either use
the Windows Crypto API or a third party implementation. Some older RaaS
versions were found to make use of their own encryption algorithm implemen-
tations. They moved away from that after that resulted in decryptors being
made. The key management practices used by RaaS cannot be cracked using
any known attacks. RaaS was found to be highly configurable compared to reg-
ular ransomware and several different execution paths are possible depending
on the configuration.

10.2 How the impact of Ransomware-as-a-Service can be
reduced

In order to find methods for reducing the impact of RaaS using the characteris-
tics that were discovered, four different paths are explored. The first path is to
detect RaaS in the early stages of its execution. Among the set of possibilities
suggested in this paper are the following: detecting the dynamic IAT building
process(for some strains), detecting access to the registry keys used by the ran-
somware to store data and detecting the unpacking process of the ransomware.
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For further possibilities of detecting Ransomware-as-a-Service ransomware in
the early stages of execution please refer to

The second option for reducing the impact of Ransomware-as-a-Service is to
detect it during or after infection. In several options are suggested
to achieve this. Among these options are: using the mutex that is created to
prevent overinfection as a way of classifying the ransomware on the system,
classifying it by the registry key it uses to add itself as a startup service and
detecting it based on the network traffic generated by sending data to the Com-
mand & Control server.

The third method is to recover files from an encrypted system. Unfortunately
no possibilities were uncovered directly from the characteristics identified in
this research. There were, however, two possible options that future research
should explore. Since REvil uses Shell32.dll functions to delete backups, finding
a method to prevent these methods from being able to do so would result in the
ability to preserve backups and limit the damage done by REvil. It would need
to be tested if this is also possible for other RaaS strains. The second possibil-
ity would be for future works to analyze the specific cryptographic algorithm
implementations that are used by RaaS authors.

Finally, the fourth possibility is to prosecute the actors behind the service.
This paper suggests several possibilities for law enforcement to track the ac-
tors behind the RaaS operation as well as the affiliates distributing the ran-
somware. Among these possibilities are the identification of specific affiliate id
numbers and campaign id numbers and the identification of two public keys
which are present in samples, compared to only one public key found in regular
ransomware. Several other possibilities are suggest in

10.3 The direction of Ransomware-as-a-Service develop-
ment

In order to find the direction of Ransomware-as-a-Service development REvil
was compared to GandCrab, which is an older RaaS strain. Several differences
and common properties were identified between them, which are discussed in
These differences and common properties were further solidified by
referencing analyses done on the Nemty and Buran RaaS strains. From these
characteristics several trends in RaaS development were identified. These trends
show that RaaS is moving towards using more sophisticated packing and anti-
analysis methods. RaaS has started to use more advanced encryption techniques
such as using elliptic curve cryptography and encryption algorithms such as
Salsa20, which are faster and safer than older implementations such as AES
and RSA. The number of possibilities for configuring the RaaS ransomware
has also increased and RaaS has moved towards being able to encrypt systems
independent from Command & Control servers.
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12 Appendix

12.1 REVvil configuration file contents

{7 pk”:”1g3/QEQPOQ7S3BLZ0wvu/BINfpLLv{8mByoN3or9E0=",” pid
7757 7sub”:7367”7 ,7dbg”: false ,” fast”:true,” wipe” :true
> wht”:{” f1d 7 :[” windows” ,” program files (x86)”,”
$recycle.bin”,” programdata” ,” boot”,” perflogs” ,” appdata

7 7 mozilla” " program files” ”intel” ” google” ,” windows.
old”,” tor browser”,” application data”,” system volume
information” ,” $windows. ws” ,” msocache” ,” $windows.” bt
71,7 f1s 7:[” ntuser .dat” ,” boot.ini” ,” autorun. inf”,”
ntuser.ini”,” thumbs.db”,” ntldr”,” bootsect .bak” ,” ntuser
.dat.log” ,”iconcache.db” ,” bootfont.bin” ,” desktop . ini
71,7 ext”:[” icl” " nomedia” ;" mse” ,” 1df”,” diagcab” ,” drv

b2 7

,Jmsp” 7 key” " wpx” 7 idx” ,”7386” ,” lock” ,”rom” ;" icns” ,”
msstyles” ,” d11”7 " hlp”,”sys” ,”ics”,” diagcfg” ,” shs” ,” adv
P 7ani” ) ocx” " nls” " ser” ,” hta” ,” bat” ,” Ink” ,” ¢pl” ,” ico
7 7 spl”,” deskthemepack”,” bin” ,”msu” ,” themepack” ,” mpa

7 ?msi” 7 prf”? [V rtp” ,”com” 7 psl” ,” theme” ,” exe” ,” cab” )7
cmd” ;”mod” ,” diagpkg” ,” cur”]},” wfld ” : [” backup”],” prc
7:[” wordpad . exe” ,” outlook .exe” ,” tbirdconfig .exe”)”
agntsve.exe” ,” thebat.exe” ,” mydesktopservice.exe”,”
sgbcoreservice .exe”,” thunderbird.exe” ,” ocomm.exe” ,”
excel.exe” ,” thebat64.exe” ,” steam.exe”,” xfssvccon . exe

”? 7 firefoxconfig.exe”,” sqlagent.exe” ,” ocssd.exe”,”
mydesktopqos.exe” ;” msaccess.exe” ,” isqlplussvec.exe”)”
mspub.exe” ,” winword . exe” ,” sqlbrowser.exe” ,” dbengb0 . exe
7 7 sqlservr.exe”,” oracle.exe”,” encsvc.exe” ,” powerpnt .
exe” ,”dbsnmp.exe” ,” infopath.exe”,” ocautoupds.exe”,”
mysqld_opt.exe”,” visio.exe” ,” msftesql.exe” ,” mysqld_nt.
exe” " synctime.exe” ,” sqlwriter .exe” ,” mysqld.exe”,”
onenote.exe”],”dmn”:” craftingalegacy .com; g2mediainc.
com; brinkdoepke.eu;vipcarrental .ae;autoteamlast .de;
hostastay .com; gavelmasters.com;ronaldhendriks.nl;
successcolony .com.ng; medicalsupportco.com; kompresory—
opravy.com;sveneulberg.de;oththukaruva.com;
voetbalhoogeveen .nl;selected —minds.de;log—barn.co.uk;
fsbforsale.com;jobkiwi.com.ng;ivancacu.com;11.in.ua;
irizar .com;colored—shelves.com;soundseeing.net;
scotlandsroute66 .co.uk;hawaiisteelbuilding .com;
mindfuelers.com;dentourage.com;hekecrm.com;finsahome.
co.uk;cormanmarketing.com; morgansconsult.com;dnqa.co.
uk; frimec—international .es; worldproskitour.com;
csaballoons .com; krishnabrawijaya.com;tatyanakopieva.ru
;silkeight .com; publicompserver.de;letsstopsmoking.co.
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uk; anleggsregisteret .no;arearugcleaningnyc.com;
diverfiestas.com.es;lovcase.com;alltagsrassismus—
entknoten.de;lassocrm .com; boyfriendsgoal.site;
mbuildinghomes.com;santastoy.store;citiscapes—art.com;
unislaw—narty . pl;envomask.com; patassociation .com;
luvbec.com; keuken—prijs.nl;therapybusinessacademy .com;
baikalflot .ru; piestar.com;diakonie—weitramsdorf—
sesslach .de; klapanvent.ru;fysiotherapierijnmond.nl;
avis.mantova.it; fla.se;sjtpo.org;kroophold—sjaelland.
dk;alharsunindo.com;tothebackofthemoon .com;
chainofhopeeurope.eu;smartmind. net;akcadagofis.com;
bundan.com; graygreenbiomedservices.com;
dogsunlimitedguide .com;rvside .com;davedavisphotos.com;
johnstonmingmanning.com; mangimirossana. it ;
welovecustomers. fr ; kenmccallum .com; glas —kuck.de;
theboardroomafrica.com; slideevents.be;omegamarbella.
com; zdrowieszczecin . pl;fotoslubna.com; mursall.de;
forextimes.ru; hiddensee—buhnell.de; girlish . ae;
motocrosshideout .com; billyoart .com;eafx.pro;
patriotcleaning .net;renehartman.nl;xn——80addfr4dahr.dp.
ua;speakaudible.com;magrinya.net;der—stempelking.de;
trivselsguide .dk; mondolandscapes.com;nginx.com;
voice2biz .com; hoteltantra.com;casinodepositors.com;
wallflowersandrakes.com;bakingismyyoga.com;traitware.
com; avtoboss163.ru:443; hvitfeldt.dk;natturestaurante.
com.br;onlinemarketingsurgery .co.uk;brownswoodblog.com
;reizenmetkinderen .be;mneti.ru;linkbuilding . life;
levencovka.ru; bilius .dk;p—ride.live;tecleados.com;
clOnazepamblog.com; atelierkomon .com; oexebusiness .com;
miscbo. it ; kickittickets.com;rivermusic.nl;
airserviceunlimited .com; pureelements.nl;subyard.com;
pinkxgayvideoawards.com;eos—horlogerie.com;craftron.
com;nationnewsroom .com; alaskaremote.com; askstaffing .
com;springfieldplumbermo .com; ziliak .com; berdonllp .com;
citydogslife .com;tradenavigator.ch; witraz. pl;
jlwilsonbooks.com;nvisionsigns.com; espaciopolitica.com
;singletonfinancial .com;ideamode.com; clinic —
beethovenstrasse—ag.ch;precisetemp.com; kellengatton .
com; bruut.online; matteoruzzaofficial .com;
pourlabretagne.bzh; goeppinger—teppichreinigung .de;
rhino—storage.co.uk; xtensifi.com;hm-com.com;vvego.com;
startuplive.org;easydental.ae;alisodentalcare .com;
weddingceremonieswithtim .com;tutvracks.com;
harleystreetspineclinic.com;dantreranch .com;
docarefoundation.org;lexced.com; palmecophilippines.com
;louiedager .com; digitale —elite .de;sber—biznes.com;
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stabilisateur.fr;logosindustries.com;azloans.com;
customroasts.com; mikegoodfellow . co.uk;annenymus.com;
larchwoodmarketing .com; wineandgo . hu; smartspeak .com;
nepal—pictures.com; aslog. fr;aceroprime.com;
zorgboerderijravensbosch.nl;solutionshosting.co.uk;
elex .is;mike. matthies.de;coachpreneuracademy .com;
efficiencyconsulting.es;livelai.com;victorvictoria .com
;signamedia . de;min—virksomhed .dk;sycamoregreenapts .com
;ultimatelifesource .com; purepreprod4.com; kausette .com;
luvinsburger . fr ;mariamalmahdi.com; acornishstudio.co.uk
;nepressurecleaning .com;malevannye.ru;banukumbak.com;
metallbau—hartmann.eu; globalskills.pt;denhaagfoodie. nl
;cxcompany . com; wordpress . idium .no; bcmets. info ; koncept—
m.ru;xn——=80abehgab4ak0ddz .xn—plai;altitudeboise .com;
bd2fly .com; foerderverein —vatterschule.de;rhino—turf.
com; suitesartemis.gr;thiagoperez.com;kvetymichalovce.
sk;netadultere. fr;sololibrerie.it;global—migrate.com;
indiebizadvocates.org;juergenblaetz.de;signededenroth.
dk;onlinetvgroup .com; fazagostar.co;stagefxinc.com;
drbrianhweeks .com; ketomealprep .academy ; saberconcrete .
com;entdoctor—durban.com;oscommunity.de;chomiksy.net;
latteswithleslie .com;annida.it ;edrickennedymacfoy .com;
midwestschool.org;michal—s.co.il;kartuindonesia.com;
claudiakilian.de;thegetawaycollective .com;
matthieupetel. fr ;condormobile. fr ; astrographic .com;
marmarabasin.com; kelsigordon .com; forskolinslimeffect .
net;cardsandloyalty .com;electricianul .com;
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GcAYQBpAG4ATLgAgADOAPQAIACOALQALAAOACEANAACAWwW
ArAFOATABXAGgAYQBOAHMAIABIAGEAcABWAGUAbgA /ACA
AWwArAFOADQAKAAOACgBZAGIAdQByACAAZgBpAGwAZQBz
ACAAYQByAGUAIABIAG4AYwByAHKkACABOAGUAZAASACAA
YQBuAGQATABjAHUAcgByAGUAbgBOAGwAeQAgAHUAbgBhAH
YAYQBpAGwWAYQBIAGWAZQAUACAAWQBvVAHUAIABJAGEAbg
AgAGMAaABIAGMAawAgAGKAdJAAGACAAYQBsAGwWATABmAGKA
bABIAHMATABvAG4ATAB5AG8AdQAgAGMAbwBtAHAAJQBO
AGUAcgAgAGgAYQBzACAAZQB4AHAAYQBuUAHMAaQBVAG4ATA
B7TAEUAWABUAHOALgANAAoAQegB5ACAAJABoAGUAIAB3AG
EAeQASACAAZQB2AGUAcgBSAHQAaABpAGAAZwAgAGkAcwAg
AHAAbwBzAHMAaQBIAGwAZQAgAHQAbwAgAHIAZQBJAGSA
degBIAHTATA AcAHIAZQBzAHQAbwByAGUAKQASACAAYgB1AH
QATAB5AG8AdQAgAGA4AZQBIAGQATABOAGSATABmMAGSADbA
BsAG8AdwAgAGIAdQBYACAAaQBUAHMAJAByAHUAYwWB0OAG
kAbwBuAHMALgAgAES8AdABoAGUAcgB3AGkAcwBIACwWAITA
B5AGSAdQAgAGMAYQBuUAHQAIABYAGUAJABIAHIAbgAgAH
kAbwB1AHIATABKAGEAdJABhACAAKABOAEUAVgBFAFIAKQ
AuAAOACgANA AocAWwWATrAFOATABXAGgAYQBOACAAZWBIAG
EAcgBhAG4AdABIAGUAcwA /ACAAWWATrAFOADQAKAAOACg
BJAHQAcwAgAGoAdQBzAHQAIABhACAAYeB1IAHMAaQBuAG
UAcwBzAC4ATABXAGUATABhAGIAcwBvAGwAdQBOAGUADA
B5ACAAZABvACAAbgBvAHQAIABJAGEAcgBIACAAYQBIAG
8AdQBOACAAeQBvAHUATIABhAG4AZA AgAHKAbwBI1AHIATA
BkAGUAY(QBsAHMALAAgAGUAeABJAGUACABOACAAZwBIAH
QAJABpAG4AZwAgAGIAZQBUAGUAZgBpAHQAcwAUACAASQ
BmACAAdwBIACAAZABvVACA AbgBvAHQAIABKAGSATABvVAH
UAcgAgAHcAbwByAGsATABhAG4AZA AgAGwAaQBhAGIAaQ
BsAGKAdABpAGUAcwAgACOATABUAG8AYgBvAGQAeQAgAH
cAaQBsAGwWATABUAGSAdAAgAGMAbwBvAHAAZQBYAGEAdA
BIACAAdwBpAHQA2A AgAHUAcwAuACAASQBOAHMATABUAG
8AdAAgAGkAbgAgAGSAJQBYACAAaQBUAHQAZQBYAGUAcw
BOAHMATgANA AcAVABVACAAYwBoAGUAYwBrACAAJABoAG
UATABhAGIAaQBsAGKAdAB5ACAAbwBmACAAcgBIAHQAAQ
ByAG4AaQBuAGcATABmAGKAbABIAHMALA AgAFkAbwB1AC
AAcwBoAGSAdQBSAGQATABnAGSATABOAGSATABvAHUAcg
AgAHcAZQBIAHMAaQBOAGUALgAgAFQAaABIAHIAZQAgAH
kAbwB1ACAAYwBhAG4ATABKAGUAYwByAHKAcCABOACAAbw
BuAGUAIABmAGKAbABIACAAZgBvAHIATABmAHIAZQBIAC
4ATABUAGgAYQBOACAAaQBzACAAbwB1AHIAIABnAHUAY(Q
ByAGEAbgBOAGUAZQAUAAOACgBJAGYAIABSAGSAdQAgAH
cAaQBsAGWATABUAGSAJAAgAGMAbwBvAHAAZQBYyAGEAdA
BIACAAdwBpAHQAaAAgAGSAdQByACAAcwBIAHIAdgBpAG
MAZQAgACOATABmMAG8AcgAgAHUAcwASACAAaQBOAHMATA
BkAGSAZQBzACAAbgBvAHQATABtAGEAJABOAGUAcgAuAC
AAQgBIAHQATAB5AG8AdQAgAHcAaQBsAGwATABSAG8Acw

126



BIACAAeQBvAHUAcgAgAHQAaQBtAGUATABhAG4AZA AgAG
QAYQBOAGEALAAgAGMAYQBIAHMAZQAgAGoAdQBzZAHQATA
B3AGUAIABoAGEAdgBIACAAdABoAGUAIABwAHIAaQB2AG
EAJABIACAAawBIAHKALgAgAFEkAbgAgAHA AcgBhAGMAdJA
BpAHMAZQAgACOATABOAGKAbQBIACAAaQBzACAAbQBIAG
MAaAAgAGOAbwByAGUAIAB2AGEAbABIAGEAYgBsAGUATA
BOAGgAYQBUACAAbQBvAGAAZQB5ACIADQAKAAOACEBbAC
sAXQAgAEgAbwB3ACAAJABVACAAZwBIAHQATABhAGMAYw
BIAHMAcwAgAG8AbgAgAHCAZQBIAHMAaQBOAGUAPwWAgAF
SAKwBAAAOACgANAAcAWQBvAHUAIABoAGEAdgBIACAAdA
B3AGSATAB3AGEAeQBzADoADQAKAAOACgAXACKATABbAF
TAZQBjAG8AbQBtAGUAbgBKAGUAZABJACAAVQBzAGkAbg
BnACAAYQAgAFQATwWBSACAAYgByAGSAdwBzAGUAcgAhAA
0ACgAgACAAYQAPACAARABVAHCcAbgBsAGRAYQBKACAAYQ
BuAGQAIABpAG4AcwBOAGEADABSACAAVABPAFIATABIAH
TAbwB3AHMAZQByACAAZgByAG8AbQAgAHQAaABpAHMAIA
BzAGKAdABIADoATABoAHQAJABwAHMAOgAvACSAJABvAH
TAcAByAG8AagBIAGMAdA AuAG8AcgBnACSADQAKACAAIA
BiACKATABPAHAAZQBuUACAAbwB1AHIATAB3AGUAYegBzAG
kAdABIADOATABoAHQAdABwWADOALwAvAGEAcCABSAGUAYg
B6AHUANAA3AHcAZwBhAHoAYQBwWAGQACQBrAHMANgB2AH
TAYwB2ADY AegBjAG4AagBwAHA AawBiAHgA YgByADY Adw
BrAGUAdABmADUANgBuAGYANgBhAHEAMgBuAGOAeQBvAH
kAZAAuAG8AbgBpAG8AbgAvAHSAVQBJAEQATQANAA0ADQ
AKADIAKQAgAEKAZgAgAFQATWBSACAAYgBsAGS8AYwBrAG
UAZAAgAGkAbgAgAHkAbwB1AHIATABjAG8AdQBuUAHQACg
B5ACwAIABOAHIAeQAgAHQAbwAgAHUAcwBIACAAVeBQAE
4ATQAgAETAdQBOACAAeQBvAHUAIABJAGEAbgAgAHUAcw
BIACAAbwB1AHIATABZAGUAYwWBvAG4AZABhAHIAeQAgAH
cAZQBIAHMAaQBOAGUALgAgAEY AbwByACAAdABoAGkAcw
AGAAOACgAgACAAYQAPACAATWBwWAGUAbgAgAHKkAbwB1AH
TATABhAG4AeQAgAGIAcgBvAHcAcwBIAHIATAAoAEMAaA
ByAG8AbQBIACWAIABGAGkAcgBIAGY AbwB4ACwAIABPAH
AAZQByAGEALA AgAEKARQASACAARQBKAGCAZQAPAAOACg
AgACAAYgApACAATWBwWAGUAbgAgAGSAdQByACAAcWBIAG
MAbwBuAGQAYQByAHKATAB3AGUAYgBzAGKAdABIADoATA
BoAHQAJABwWADOALwWAvVAGQAZQBAHIAeQBWAHQAbwByAC
4AdABvAHA ALwB7AFUASQBEAHOADQAKAAOACgBXAGEAcg
BuAGkAbgBnADoATABzZAGUAYwBvAG4AZABhAHIAeQAgAH
cAZQBIAHMAaQBOAGUATABJAGEAbgAgAGIAZQAgAGIAbA
BvAGMAawBIAGQALAAgAHQAaABhAHQAcwAgAHcAaABSAC
AAZgBpAHIAcwBOACA AdgBhAHTIAaQBhAG4AdAAgAGOAdQ
BjAGgATABIAGUAJABOAGUAcgAgAGEAbgBKACAADQBvAH
TAZQAgAGEAdgBhAGKAbABhAGIAbABIAC4ADQAKAAOAC
¢BXAGgAZQBuUACAAeQBVvAHUAIABvAHA AZQBUACAAbwB1AH
TATAB3AGUAYgBzA GKAdABIACWATABwAHUAdJAAgAHQAAA
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BIACAAZgBvAGwAbABvAHcAaQBuAGcATABKAGEAJABhAC
AAaQBuACAAdJABoAGUATABpAG4AcABIAHQATABmAGSAcg
BtADoADQAKAESAZQB5ADoADQAKAAOACgB7AESARQBZAH
0ADQAKAAOACgANAA0ARQB4AHQAZQBuUAHMAaQBvAG4ATA
BuAGEABQBIADoADQAKAAOACgBTAEUAWABUAHOADQAKAA
0ACgAtACOALQAtACOALQAtACOALQAtACOALQAtACOALQ
AtACOALQAtACOALQAtACOALQAtACOALQAtACOALQALAC
0ALQAtACOALQAtACOALQAtACOALQAtACOALQAtACOAL
QAtACOALQAtACOALQAACOALQAtACOALQAtACOALQAS
ACOALQAtACOALQAtACOALQAtACOALQAtACOALQALACO
ALQAtACOALQAtACOALQAtACOADQAKAAOACgAhACEAIQ
AgAFQAQQBOAECARQBSACAAIQAhACEADQAKAEQATWBOA
FQATABOAHIAeQAgAHQAbwAgAGMAaABhAG4AZwBIACAA
ZgBpAGwAZQBzACAAYgB5ACA AeQBvAHUAcgBzAGUADAB
mACwATABEAESATeBUACA AdQBzAGUATABhAG4AeQAgAH
QAaABpAHIAZAAgAHAAYQByAHQAeQAgAHMAbwBmMAHQAd
wBhAHIAZQAgAGY AbwByACA AcgBIAHMAdABvAHIAaQBu
AGCcATAB5AGSAdQByACAAZABhAHQAYQAgAG8AcgAgAGE
AbgB0AGkAdgBpAHIAdQBzACA AcwBvA GwAdQBOA GkAbw
BuAHMATA AtACA AaQBOAHMATABtAGEAeQAgAGUAbgB0A
GEAaQBsACAAZABhAGOAZwBIACAAbwBmMACAAJABoAGUA
TABwAHIAaQB2AGEAJABIACA AawBIAHKATABhAG4AZAA
sACAAY(QBzACAAcgBIAHMAdQBSAHQALAAgAFQAaABIAC
AATABvAHMAcwAgAGEAbABSACAAZABhAHQAYQAUAAOAC
¢AhACEAIQAgACEAIQAhACAAIQARACEADQAKAESATgBF
ACAATQBPAFIARQAgAFQASQBNAEUAOgAgAEKAdABZACA
AaQBuACAAeQBvAHUAcgAgAGkAbgBOAGUAcgBIAHMAdJA
BzACAAJABvACAAZwBIAHQATAB5AGSAdQBYACAAZgBpA
GwAZQBzACAAYeBhAGMAawAuACA ARgByAG8ADQAgAGRA
dQByACAAcwBpAGQAZQAsSACAAdwBIACAAKABOAGEAZQA
gAGIAZQBzAHQATABzAHA AZQBjAGKAYQBsAGkAcwB0OAH
MAKQAgAGOAYQBrAGUATABIAHYAZQByAHKkAdABoAGkAD
gBnACAAZgBvAHIATABYyAGUAcwB0OAG8AcgBpAG4AZwAs
ACAAYeBIAHQAIABWAGwWAZQBhAHMAZQAgAHMAaABvAHU
AbABKACAAbgBvAHQATABpAG4AdABIAHIAZgBIAHIAZQ
AuAAOACgAhACEATIQAgACEAIQAhACAAIQAKRACEAAAA=",
"nname” :” {EXT}—readme. txt” ,” exp”:true ,” img”:”
QQBSAGWAIABvAGYATAB5AGS8AJQByACAAZgBpAGwAZ
QBzACAAYQByAGUAIABIAG4AYwByAHKACABOAGUAZAAO
AAOACgANAA0ARgBpAG4AZAAgAHSARQBYAFQAfQAtAHI
AZQBhAGQAbBQBIAC4AdAB4AHQATABhAG4AZAAgAGY Abw
BsAGwAbwB3ACAAaQBuAHMAJABIAGMAJABpAG8AbgBZAAAA” }

12.2 REvil API functions
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Table 11: REvil API function imports.

Function name

Source

”OpenProcessToken”

” GetTokenInformation”
?IsValidSid”

7 GetUserNameW”
”TImpersonateLoggedOnUser”
”"RegOpenKeyExW”
"RegQueryValueExW”
”RegCloseKey”
"RegCreateKeyExW”
"RegSet ValueExW”

” CryptAcquireContext W”
”CryptGenRandom”
”FreeSid”

”RevertToSelf”

” Allocate AndInitializeSid”
” CheckTokenMembership”
” CryptStringToBinary W”
”CryptBinaryToStringW”
7 GetObjectW”

” GetDIBits”

” CreateCompatibleDC”

” GetDeviceCaps”

” CreateCompatibleBitmap”
”SelectObject”

” CreateFontW”
”SetBkMode”
”SetTextColor”

” GetStockObject”
”SetPixel”

”DeleteObject”
”DeleteDC”

”SetBkColor”

” CreateToolhelp32Snapshot”
”CreateFileW”

" InitializeCriticalSection”
”LeaveCriticalSection”
”DeleteCriticalSection”
”GlobalFree”
”CreateThread”
”WaitForSingleObject”
”WriteFile”
”Process32Next W”

”ADVAPI32.DLL”
"ADVAPI32.DLL”
”ADVAPI32.DLL”
”ADVAPI32.DLL”
”ADVAPI32.DLL”
”ADVAPI32.DLL”
"ADVAPI32.DLL”
"ADVAPI32.DLL”
”ADVAPI32.DLL”
”ADVAPI32.DLL”
”ADVAPI32.DLL”
"ADVAPI32.DLL”
"ADVAPI32.DLL”
”ADVAPI32.DLL”
”ADVAPI32.DLL”
”ADVAPI32.DLL”
"CRYPT32.DLL”
"CRYPT32.DLL”
”GDI32.DLL”
”GDI32.DLL”
”GDI32.DLL”
”GDI32.DLL”
”"GDI32.DLL”
"GDI32.DLL”
”GDI32.DLL”
”GDI32.DLL”
”GDI32.DLL”
”"GDI32.DLL”
"GDI32.DLL”
”GDI32.DLL”
”GDI32.DLL”
”GDI32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
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Function name

Source

?MulDiv”

”MoveFileW”

”ReadFile”
”?GetComputerNameW”

? GetTempPathW”
”EnterCriticalSection”
”"HeapAlloc”
”SetFilePointerEx”

” GetNativeSystemInfo”
”CloseHandle”
”Process32First W”

” GetSystemDirectory W”
” GetCurrentProcessld”
”OpenProcess”
”TerminateProcess”

” GetFileAttributesW”

7 SetFileAttributesW”

” GetSystemInfo”

” CreateFileMappingW”
”"MapViewOfFile”
?UnmapViewOfFile”
”DeleteFileW”
”SetErrorMode”
”LocalAlloc”

7 GlobalAlloc”
”?HeapCreate”
”HeapDestroy”
”GetProcessHeap”

” GetUserDefaultUILanguage”
” GetSystemDefault UlLanguage”
”LocalFree”

? GetCommandLineW”

7 ExitProcess”
”GetDriveTypeW”

” GetDiskFreeSpaceExW”
” GetModuleFileNameW”
” GetCurrentProcess”

7 CreateMutexW”
”ReleaseMutex”

”Sleep”

” Get Volumelnformation W”
” GetWindowsDirectory W”
”"MultiByteToWideChar”
”WideCharToMultiByte”
?GetProcAddress”

"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
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Function name

Source

” CreateloCompletionPort”
”PostQueued CompletionStatus”
” GetQueuedCompletionStatus”
?FindFirstFileW”
?FindNextFileW”

”FindClose”

?VirtualAlloc”
”SystemTimeToFileTime”
”Wow64DisableWow64FsRedirection”
” GetFileAttributesExW”
”CompareFileTime”
”Wow64Revert Wow64FsRedirection”
” GetFileSizeEx”

” GetFileSize”

” OpenMutexW”
?”WNetOpenEnumW?”
”WNetCloseEnum”
”WNetEnumResourceW”
"RtlGetLastWin32Error”
”RtlInitUnicodeString”

? snwprint f7

"Nt Close”

"NtOpenFile”
?RtlTimeToTimeFields”
?RtlFreeHeap”

” CreateStreamOnHGlobal”
”CommandLineToArgvW?”
”ShellExecuteExW?”
?PathFindExtensionW”
”SHDeleteKeyW”
”SHDeleteValueW”

7 GetDC”

"FillRect”

”DrawTextW”
”SystemParametersInfoW”
”ReleaseDC”

” GetForegroundWindow”
?wsprintfW”

” GetKeyboardLayoutList”
”WinHttpReadData”
"WinHttpQueryDataAvailable”
?WinHttpOpen”
?WinHttpCrackUrl”
”WinHttpCloseHandle”
"WinHttpConnect”

"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"KERNEL32.DLL”
"MPR.DLL”
"MPR.DLL”
"MPR.DLL”
"NTDLL.DLL”
"NTDLL.DLL”
"NTDLL.DLL”
"NTDLL.DLL”
"NTDLL.DLL”
"NTDLL.DLL”
"NTDLL.DLL”
”OLE32.DLL”
"SHELL32.DLL”
"SHELL32.DLL”
"SHLWAPI.DLL”
"SHLWAPI.DLL”
"SHLWAPI.DLL”
”"USER32.DLL”
"USER32.DLL”
"USER32.DLL”
"USER32.DLL”
"USER32.DLL”
"USER32.DLL”
”"USER32.DLL”
"USER32.DLL”
"WINHTTP.DLL”
"WINHTTP.DLL”
"WINHTTP.DLL”
"WINHTTP.DLL”
"WINHTTP.DLL”
"WINHTTP.DLL”
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Function name Source
”WinHttpOpenRequest” "WINHTTP.DLL”
”WinHttpSendRequest” "WINHTTP.DLL”
”"WinHttpSetOption” "WINHTTP.DLL”
”WinHttpReceiveResponse” "WINHTTP.DLL”
"WinHttpQueryHeaders” "WINHTTP.DLL”
”timeBeginPeriod” "WINMM.DLL”
”timeGet Time” "WINMM.DLL”
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12.3 GandCrab v4 API functions

Table 12: GandCrab v4 API function imports.

Function name

Source

CryptGetKeyParam
GetTokenInformation
GetSidSubAuthority Count
GetSidSubAuthority
OpenProcessToken
GetUserNameW
CryptDestroyKey
CryptGenKey
CryptEncrypt
CryptImportKey
CryptReleaseContext
CryptAcquireContextW
CryptExportKey
RegSetValueExW
RegCloseKey
RegOpenKeyExW
RegQueryValueExW
RegCreateKeyExW
GetSystemDirectoryW
TerminateProcess
GetModuleFileNameW
ExitThread
MultiByteToWideChar
IstrlenW

VirtualUnlock
GetSystemlInfo
WaitForMultipleObjects
IstrempiW

IstrcatW
GetUserDefaultUILanguage
DeleteCriticalSection
GetShortPathNameW
GetWindowsDirectory W
Istrcpy W
GetVolumelnformation W
CreateThread

Istrecpy A
ExpandEnvironmentStringsW
IstrlenA

GetTickCount

IstrempiA

ADVAPI32.DLL
ADVAPI32.DLL
ADVAPI32.DLL
ADVAPI32.DLL
ADVAPI32.DLL
ADVAPI32.DLL
ADVAPI32.DLL
ADVAPI32.DLL
ADVAPI32.DLL
ADVAPI32.DLL
ADVAPI32.DLL
ADVAPI32.DLL
ADVAPI32.DLL
ADVAPI32.DLL
ADVAPI32.DLL
ADVAPI32.DLL
ADVAPI32.DLL
ADVAPI32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
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Function name

Source

Process32First W
Process32NextW
CreateToolhelp32Snapshot
OpenProcess
EnterCriticalSection
VirtualLock
FindFirstFileW
IstrcmpW

MoveFileW
FindClose
FindNextFileW
GetSystemTime
GetNativeSystemlInfo
GetDriveTypeW
GetModuleHandleW
GetProcAddress
GetDiskFreeSpaceW
VerSetConditionMask
GetCurrentProcess
Verify VersionInfoW
LoadLibrary A
LocalAlloc
GetModuleHandleA
LocalFree
SetStdHandle
GetConsoleMode
GetConsoleCP
InitializeCriticalSection
GetDriveTypeA
GetCommandLineA
GetProcessHeap
VirtualFree
GetComputerNameW
WaitForSingleObject
VirtualAlloc
SetErrorMode
GetSystemDefaultUlLanguage
ExitProcess
CloseHandle
GetLastError
CreateFileW
ReadFile

Sleep

WriteFile
SetFilePointerEx

KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
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Function name

Source

LeaveCriticalSection
FlushFileBuffers
OutputDebugStringW
HeapAlloc

RtlUnwind
LoadLibraryExW
GetStdHandle
LCMapStringW
IsProcessorFeaturePresent
IsValidCodePage

GetACP

GetOEMCP

GetCPInfo

SetLastError
GetCurrentThreadld
EncodePointer
DecodePointer
GetModuleHandleExW
WideCharToMultiByte
HeapFree
GetStringTypeW
UnhandledExceptionFilter
SetUnhandledExceptionFilter
InitializeCriticalSection AndSpinCount
TIsGetValue

TlsSetValue
IsDebuggerPresent
WriteConsoleW
WNetCloseEnum
WNetOpenEnumW
WNetEnumResourceW
SHGetSpecialFolderPathW
ShellExecuteW
ShellExecuteExW
wsprintfW
GetForegroundWindow
HttpQueryInfoA
HttpSendRequestW
Internet ConnectW
InternetOpenW
InternetCloseHandle
HttpOpenRequestW

KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
KERNEL32.DLL
MPR.DLL
MPR.DLL
MPR.DLL
SHELL32.DLL
SHELL32.DLL
SHELL32.DLL
USER32.DLL
USER32.DLL
WININET.DLL
WININET.DLL
WININET.DLL
WININET.DLL
WININET.DLL
WININET.DLL
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