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ABSTRACT,  

The automotive industry is currently experiencing rapid changes in the external 

environment. Trends like electro mobility, connected cars, and autonomous driving 

may have a disruptive impact on a rather static competitive environment. Based on 

these developments, increasingly changing market demands, for example, the 

demand for more frequent delivery of innovative product functionalities or safety-

related updates, have created a need for shorter software release cycles and more 

adaptability. However, traditional automotive software development approaches have 

been found to be inefficient and constrain the release of software in short iterations. 

Agile software development methods provide a solution for automotive 

manufacturers to reduce the software release cycle time. Nevertheless, the automotive 

domain is characterized as a strictly regulated environment, which limits the usage 

of agile software development methods. This study explores how automotive 

manufacturers can adopt agile software development methods, under consideration 

of barriers that have to be overcome. A literature review was conducted, and 

qualitative data were collected through expert interviews with employees of a German 

automotive manufacturer, to explore how scholars and practitioners deal with 

challenges and solutions approaches for the adoption of agile methods in automotive 

software development. The results indicate that agile methods, due to functional 

safety standards such as the ISO26262,  have to be adapted to the automotive software 

development environment, but contrary to our expectations, there is not a fixed 

sequence in which regulatory requirements have to be fulfilled. Next to project 

management approaches, also organizational cultural and collaboration aspects 

need be considered, to create an organizational environment that reinforces agility. 

However, there is not a solution on how to remain efficient, while adhering to 

regulatory requirements when using the agile method Continuous Integration.  
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1. INTRODUCTION 

1.1 Problem Statement  
Nowadays within the automotive industry there are current 

trends like electro mobility, connected cars, digital 

transformation, and autonomous driving, which offer new 

opportunities, as well as the potential for differentiating 

automotive vehicles. These developments may have a disruptive 

impact on the established structures of a rather static competitive 

environment. In line with this expectation, there are new 

competitors that have increased the competition for market 

shares. Automobile manufacturers are trying to respond to these 

challenges, by increasing the competitive differentiation and 

meeting extended customer requirements through an increasing 

number of product functions in the vehicles (Fahl et al., 2019). 

Especially automated driving and connected cars, which are 

connected to wireless networks through the convergence of 

automotive and information technologies, are receiving high 

attention in the automotive industry and academia (Kim et al., 

2018; Pfeffer et al., 2019) 

Continuous updates will become essential for future automotive 

systems because vehicles are in us for more than 15 years on 

average and information technology will improve rapidly during 

that time span. This means that regulatory authorities will require 

by law to improve, which could be, for example, to fix possible 

errors and update crucial components to the state-of-the-art 

(Obergfell et al., 2019). As a part of these developments, so-

called software-over-the-air updates (SOTA) have emerged as an 

efficient way, in which these, especially safety-related, updates 

can be released in the future. However, the basis for effective 

SOTA updates are generally shorter software release and update 

cycles (Sax et al., 2017).  

Increasingly changing software requirements, that come a long 

with the objective to satisfy market demands, for example more 

frequent innovation or safety related updates, have created a need 

for more efficient software development and adaptability. 

Nevertheless, literature on automotive software development, 

indicates that current software development processes are too 

slow to keep pace in future, which forces automotive 

manufacturers to redesign their vehicle software development 

processes (Klunder et al., 2018; Agren et al., 2019; Obergfell et 

al., 2019; Bach et al., 2017).  

One of the reasons why the current development processes are 

inefficient is caused by the characteristics of the V-Model, which 

is the current state of the art model for the development of 

automotive software components (Pfeffer et al., 2019). The V-

Model can be considered as an extension of the waterfall model, 

in which the execution of processes happens in a sequential 

manner (Takahira et al., 2014). As a matter of that, the V-Model 

is characterized by a strict linear development approach, in which 

implemented processes follow an iterative procedure on system 

and subsystem levels and incremental approaches on component 

and unit levels. This implies that at the beginning of the 

development project, the requirements have to be detailed and 

complete. After the development, the software is tested and 

validated against the specific requirements in a sequential order 

(Bach et al., 2017).  Even though the development organization, 

caused by the V-Model, hinders information sharing and 

synergy, the V-Model is implicitly suggested by the ISO 26262 

functional safety standard and referenced in the context of the 

Automotive SPICE standard (Van der Valk et al., 2018; Pfeffer 

et al., 2019).  

Agile software development provides benefits for software 

developing companies, such as shorter time to market, or 

stronger customer connections (Diebold and Theobald, 2018). 

The agile software development models have their origins in the 

field of software development. Driven by the fundamental 

objective of agility, which is to provide customer-relevant results 

in short iterations, uncertainties or insufficient information, 

especially during the early stages of the product development 

process, can result in changing requirements in the later stages of 

the process. Therefore, the added value from agile methods 

derives from the ability to react quickly to changing or new 

requirements (Banijamali et al., 2017). This adaptability to new 

requirements is enabled by the possibility of incrementally 

further developing the product and the requirements in short 

iterations. Nevertheless, agile methods often need to be adopted 

to a specific context and are in regulated domains, such as 

automotive, only used to a certain extent or not at all (Diebold 

and Theobald, 2018). The most used and fastest growing agile 

framework is Scrum (Ribeiro et al., 2018), and Takahira et al. 

(2014) conducted one of the first attempts to combine traditional 

automotive software development processes with Scrum. 

However, a study by Diebold and Theobald (2018) concludes 

that the fear of the unknown or lack of understanding of the new 

processes, as well as the fear of running into regulatory problems 

and losing certifications, are providing barriers that constrain the 

adoption of agile methods in the automotive domain.  

1.2 Research Project Motivation  
As elaborated in the problem statement, the competitive 

landscape and market demands in the automotive industry are 

changing rapidly. According to Sax et al. (2017) have different 

automotive manufacturers used SOTA updates for less safety-

critical systems like navigation maps and infotainment 

applications, but there is currently, worldwide, only one 

automotive manufacturer that used the SOTA update system for 

core electronic control units (ECU), which enables for example 

to update autopilot functions remotely. As general shorter 

software and update release cycles are the basis for SOTA 

updates, this provides an example on why automotive 

manufacturers, especially established ones, are pressured to 

redesign software development processes, to reduce release cycle 

times and enable more frequent innovations.  

The V-Model, as current state-of-the-art process, assumes that 

customer and user requirements are complete and correct at the 

beginning of the development project (Pfeffer et al., 2019; 

Takahira et al., 2014), and the decomposition of requirements, 

and many levels of abstractions force early design decisions, 

which causes delays. Additionally, once the development process 

has started, it is difficult to adjust changing requirements, since 

software test cases are also created upfront and are connected to 

the initial requirements. Next to that issue, the times between the 

specification of requirements and feedback through integration 

and acceptance testing, is too long, which then often creates a 

need for requirements changes at late development stages. A 

study by Agren et al. (2019) indicates that this decreases the 

development speed.   

Agile methods provide more flexible ways to handle insufficient 

requirements at the beginning of the development project, by 

delivering product increments in smaller iterations (Banijamali 

et al., 2017). As the requirements are updated, before each 

iteration, and the developed product increment is tested based on 

the requirements, after each iteration, agile methods enable to 

continuously refine the final software during the development 

process and reduce the time to market (Hohl et al., 2018). Also, 

the issue of late feedbacks can be addressed by agile practices, 

such as retrospectives, which are conducted after each iteration, 

to share potential problems like necessary requirement changes 

(Katumba and Knauss, 2014). Furthermore, researchers state that 

agile development techniques are a prerequisite for more 
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continuous development procedures, that allow for innovation in 

shorter release cycles (Obergfell et al., 2019).  

Based on the aforementioned problem statement and the 

potential added value of agile methods for automotive software 

development, in respect to the problem situation, my personal 

motivation for doing this research is to explore ways in which 

agile methods can be used in automotive software development. 

Therefore, I decided to analyze current challenges and solution 

approaches for an adoption of agile methods in automotive 

software development.  

1.3 Research Objectives & Research 

Question  
The objective of this thesis will be to provide an overview of 

current recommendations on how to enable the effective and 

efficient usage of agile methods for automotive software 

development, under consideration of constraining factors. 

Furthermore, this thesis will explore literature indicated 

approaches and the approaches of industry experts.  

Based on the aforementioned objective, the following research 

question has been formulated: “How can automotive 

manufacturers, in light of a demand for more flexible vehicle 

software development processes, adopt Agile Methods?”  

To systematically answer the main research question, two sub 

questions have been created:  

1. What are barriers to the adoption of agile methods in 

automotive software development, in theory and in 

practice?  

2. What solutions have been developed to overcome the 

Barriers for an adoption of agile methods in 

automotive software development, in theory and in 

practice?  

1.4 Outline of this Paper  
This paper is basically structured into six chapters. The first 

chapter includes a theoretical framework, which is supposed 

provide a short conceptualization of the models that are discussed 

within the study. The second chapter consists of a literature 

review, which is based on the two sub questions. The third 

chapter is a methodology section that explains and justifies the 

applied data collection and analysis method. Within the fourth 

and fifth chapters, there will be a more detailed elaboration on 

how data has been collected and, eventually, the data will be 

analyzed. The sixth, and last chapter, incorporates a conclusion 

and aims at synthesizing the theoretical and practical 

perspectives on the research topic.  

2. THEORETICAL FRAMEWORK 
Within this chapter there will be an introduction of the theoretical 

models that are under consideration for this research project, to 

clarify the scope and conceptualize the concepts that will be 

discussed. The chapter starts with a description of the traditional 

automotive software development approach and will be 

continued by an introduction of agile software development 

methods in the automotive domain.  

2.1 Traditional Automotive Software 

Development  
The traditional V-Model (Figure 1.) is derived from the waterfall 

model, but emphasizes verification and validation activities 

within the development processes. In the context of automotive 

software development, the process starts with the specification of 

the desired complete vehicle characteristics in a downward 

movement on the left side of the V. This means there are 

complete systems requirements down to parts specification, 

design, and evaluation steps. After that, the systems, which are 

developed based on the components specifications, are 

developed, and tested, as well as validated against their 

specifications in a hierarchical order on the right side of the V 

(Liu et al., 2016). Agren et al. (2019) state that there are many 

safety and legal concerns in automotive software development, 

which makes the decomposition of requirements and testing 

necessary, nevertheless can the usual way, to do it upfront 

development, cause preventable delays. 

Figure 1. Traditional V-Model (Liu et al., 2016) 

2.2 Agile Automotive Software Development  
There are many different agile methods, which applicable in 

different contexts. In general, the main agile methodologies that 

were discussed in literature are Crystal methodologies, Dynamic 

Software Development Method (DSDM), Feature-Driven 

Development, Lean Software Development, Scrum, and Extreme 

Programming (XP) (Dybå and Dingsøyr, 2008). Diebold and 

Theobald (2018) state that there has been one study by the 

German consultancy firm Kugler Maag Cie, which covered, 

contrasting to other studies that did not explicitly cover 

embedded domains, agile in automotive. The respondents of the 

study indicated that the agile methods Continuous Integration, 

Test Driven Development, Feature Driven Development, 

Extreme Programming, Scrumban, Kanban and Scrum were all 

used in an automotive context. Among the respondents of the 

study, the following agile methods were used most often in an 

automotive software development context: Scrum with 79%, 

Continuous Integration with 64% and Kanban with 55%. 

Furthermore, the respondents explain that so called hybrid 

models were used, which combine agile methods with traditional 

software development processes (Kulger Maag Cie, 2015).  

Heerwagen (2018) explains that Kanban, unlike Scrum, is more 

suitable as a facilitator for debugging and maintenance. 

However, the research question focuses on software 

development processes, so this section will solely introduce the 

concepts of Scrum, Continuous Integration, and Hybrid Models, 

to clarify the scope of this research.  

2.2.1 Scrum 
Out of the numerous agile frameworks, Scrum (Figure 2.) is one 

of the most popular and fastest-growing frameworks, which is 

used all over the world by Information Technologies (IT) 

companies. A Scrum team consists of a Scrum Master, a Product 

Owner, and a Development Team. The Scrum Master is 

responsible for supporting and guiding the team towards a 

successful project and use of Scrum. The Product Owner gathers 

all the information on what should be produced from customers 

or end-users, as well as other stakeholders, and translates this into 

a prioritized list, to assure the team is working towards the 

desired end goal. The Development Team is responsible for the 

development of the product, under consideration of the Product 

Owner’s requests (Takahira et al., 2014). 
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Scrum organizes product development in incremental cycles of 

work, called sprints. Sprints are time-boxed typically with the 

same duration and are driven by the objective to deliver a product 

increment. As soon as a sprint has come to an end, a new sprint 

starts. The sprint cycle starts with a stakeholder meeting in which 

the project vision is agreed on and the Product Backlog is created 

and prioritized by the Product Owner. The Product Backlog is a 

list of requirements that is prioritized by business value. The 

sprint cycles begin with a sprint planning meeting to decide 

which requirements of the Product Backlog will be included in 

the sprint. During the sprints, there are daily stand-up meetings 

with 15-min maximum duration, to synchronize the team 

members. In these meetings the team members share what they 

have done so far and if they are facing difficulties with 

something. Towards the end of a sprint, stakeholders and the 

development team conduct a sprint review meeting to validate 

the increment that has been delivered and assure the Product 

Owner approves it. The last step of a sprint is the sprint 

Retrospective Meeting, which provides an opportunity to the 

Scrum team to reflect and reevaluate their performance (Ribeiro 

et al., 2018).  

2.2.2 Continuous Integration  
As one of the Extreme Programming practices Continuous 

Integration has become popular in software development (Beck, 

1999). Even though there is no consensus on continuous 

integration as a single, homogeneous practice, the shared 

understanding of Continuous Integration implies that software 

developers integrate code frequently into a central repository at 

least daily (Stahl and Bosch, 2014). According to Goodman and 

Elbaz (2008) does Continuous Integration improve release 

frequency and time to market.  

Obergfell et al. (2019) elaborate that Continuous Integration 

helps to improve the quality and speed at which automotive 

software-based innovations are delivered to the customers. They 

also point out that in regard of autonomous driving, for example 

an encryption algorithm used for backend communication can 

become outdated and is not secure anymore, which requires the 

continuous mitigation of attack surfaces. Marner et al. (2019) 

state that the incremental integration of smaller work products 

can replace a larger and more complex final integration and helps 

to achieve transparency about the finished content of the release 

as well raising awareness of dependencies. Furthermore, Kassner 

et al. (2016) explain that Service oriented architecture, which is 

needed for continuous improvement, can enable the usage of real 

time qualitative and quantitative data for product software 

improvement.  

2.2.3 Hybrid Models 
Kuhrmann et al. (2019) have defined Hybrid models as “…any 

combination of agile or traditional (plan-driven) approaches 

that an organizational unit adopts and customizes to its own 

context needs.”  

As the automotive domain is dealing with safety-critical 

software, it is strictly regulated. In line with this a common 

practice for software development is the aforementioned V-

Model. This situation has led to the creation of hybrid models 

that focus on speeding up the development phase and implement 

the best principles of agile methods like Scrum inside the V-

Model methodology to assure the required level of quality and 

safety (Takahira et al. 2014).  

As Automotive Software Performance Improvement and 

Capability dEtermination (ASPICE) is a major software process 

development standard for car manufacturers, it builds the basis 

on which automotive software development processes are 

assessed, in terms of software and process quality (Diebold et al., 

2017). In line with this, there are so called traceability matrices 

which show to what extent the best practices of automotive 

SPICE are covered within hybrid models (Hantke, 2015).     

3. LITERATURE REVIEW  
To answer the two sub questions from a literature-based 

perspective, this chapter will encompass challenges and solution 

approaches for an adoption of agile methods in automotive 

software development, which are currently discussed in scientific 

literature.  

3.1 Challenges for an Adoption of Agile 

Methods in Automotive Software 

Development  
The aim of this section is to provide insights on the literature 

about domain specific challenges, which potentially constrain the 

adoption of agile methods for automotive software development. 

Since different agile methods come with different challenges, 

this section is divided into subchapters that explore challenges 

for Scrum and challenges for Continuous Integration.  

3.1.1 Challenges for Scrum in Automotive Software 

Development  
The literature review on challenges for the adoption of Scrum in 

automotive software development points out several smaller 

barriers that can be allocated to three main challenges. The 

identified main challenges are safety-related challenges, 

Figure 2. Scrum Software Development Process Phases (Takahira, 2014) 
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organizational cultural challenges, and knowledge-related 

challenges.  

Safety-related challenges result from the high criticality level of 

in-vehicle software, of which some of them are life-critical. To 

assure the high level of quality for reliability, functionality, 

efficiency and other characteristics, the quality assessment 

standard Automotive SPICE (A-SPICE) is commonly used by 

automotive manufacturers (Komiyama et al, 2019). In line with 

this, Komiyama et al. (2019) recognized multiple barriers when 

applying A-SPICE to Scrum. Among these barriers were the 

assurance of a correspondence between agile process and A-

SPICE software engineering processes, a lack of documentation 

during development, and the establishment and maintenance of 

traceability among work products, which can flexibly respond to 

changes. Marner et al. (2019) state that in regard of Scrum this 

means that, on the one hand, legal requirements, standards, and 

production requirements must be taken into account and, on the 

other hand, arrangements with software developers, who urge to 

act more freely without being restricted by guidelines, has to be 

made. Additionally, Steghöfer et al. (2019) point out that scaled 

agile development of safety-critical systems is dependent on 

traceability and the ability to prove regulatory compliance at any 

point in the development process.  

Sandu and Salceanu (2019) explain that knowledge-related 

deficiencies can have severe consequences, as a crucial success 

determinant is that the working system, which will be delivered 

after each sprint, does not have major malfunctions and the end-

user functionality should not be affected. Thus, Scrum 

development teams need to have effective and efficient testing 

processes, as well as defect detection mechanisms. Nevertheless, 

they state that real projects implementation showed that 

insufficient experience of developing manual and automated test 

cases results in escaping defects. Those defects are discovered 

afterwards by the system team, but with a delay of potentially 

several iterations until the complete system is integrated and 

tested. The new discovered critical bugs then need to be fixed as 

soon as possible, which affects the planning for the following 

iterations, so that a domino effect can be created that may affects 

the objective of the entire program as well.  

According to Heerwagen (2018), organizational cultural 

challenges derive from the issue that when a company seriously 

implements agile development methods, it can lead to the 

obsoletion of certain jobs, which therefore affects the level of 

enthusiasm. For example, the team leader layer is not necessarily 

needed anymore because, depending on the task, there is only a 

Scrum Master and a Product Owner alongside a small 

development team. Furthermore, a study conducted at the 

Porsche AG, has shown that currently decisions are still made at 

higher levels of hierarchy and the development team does not 

have enough decision power. This is contrary to the idea of 

Scrum, since the development team is supposed to know best, 

what decisions are appropriate (Marner et. al, 2019). 

3.1.2 Challenges for Continuous Integration in 

Automotive Software Development  
The literature review on challenges for the usage of Continuous 

Integration in automotive software development emphasizes two 

main challenges that consist of multiple smaller barriers, which 

can be allocated to the two main challenges. Factors that 

challenge the adoption of Continuous Integration are safety-

related challenges and challenges with cross-collaboration.  

Giaimo et al. (2019) explain that the automotive domain is a 

context, in which it is more difficult to roll out changes and new 

software as quickly as possible since safety is fundamental. 

Furthermore, regulations impose restrictions on what hardware 

and software are allowed on public roads, which has resulted in 

a need for lengthy testing and verification processes before a 

software code can be changed. In line with this issue, 

Schlichthärle et al. (2020) recognize that in a large-scale agile 

software development project, there need to be mechanisms, 

which always ensure a certain level of functional quality, even if 

developers are autonomously integrating and changing software 

code. Additionally, Vost and Wagner (2017) emphasize the need 

for updates of the safety analysis with every change that is made.  

Collaboration challenges encompass different barriers inside and 

across organizational boundaries. Van der Valk et al. (2018) 

explain that due to the V-model, which is implicitly suggested by 

the ISO 26262 functional safety standard, the overall 

development organization is split into different groups. These 

different groups, for example divided into different competences, 

can cause a silo effect that hinders information sharing and 

synergy. Across organizational boundaries, collaboration 

challenges derive from the issue that many stakeholders must be 

considered, including suppliers, since continuous deployment 

depends on their contributions, as they produce certain electrical 

and software components that are later integrated by the 

automotive manufacturer (Pellicione et al., 2017; Van der Valk 

et al., 2018). Another constraining factor in this context is that 

current collaboration models between automotive manufacturers 

and suppliers are commonly based on written specification 

documents (Obergfell et al., 2019). However, even though strict 

contract-based collaboration is constraining inter-organizational 

Continuous Integration, contracts facilitate negotiations between 

different organizations (Van der Valk et al., 2018).  

3.2 Solutions for an Adoption of Agile 

Methods in Automotive Software 

Development  
Similar like the section for the challenges, this section will 

encompass current solution approaches that have been developed 

to adopt Scrum and Continuous Integration in automotive 

software development. 

3.2.1 Solutions for Scrum in Automotive Software 

Development 
As A-SPICE is the most popular quality assessment framework 

for automotive software development, Komiyama et al. (2019) 

have defined hybrid processes incorporating both agile and 

waterfall aspects, which means certain aspects are defined by 

Scrum and other aspects by automotive SPICE. The goal of this 

approach is to benefit as much as possible from the increased 

flexibility and increased development speed of Scrum, but at the 

same time to assure that legal requirements are met.  

Figure 3. provides the process overview of the hybrid process 

approach. While the preparation and release sprints are defined 

using waterfall processes, to ensure a high level of quality, the 

development sprints are defined on a Scrum basis. This means 

the creation of the software requirements and the architecture 

design are conducted within the preparation sprint. Afterwards a 

flexible development sprint starts, which is based on Scrum and 

contains first unit and functional tests. If the retrospective 

meeting is satisfactory, the release sprint starts, and the software 

is tested based on  testing requirements that are recommended by 

A-SPICE. Also, the issue of insufficient documentation is solved 

since the creation of minimum required documents starts with the 

development sprint and is completed within the release sprint.  
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Steghöfer et al. (2019) propose possible solutions for the 

traceability and compliance barriers that arise when applying 

Scrum in large scale, safety-critical projects. The proposed 

solution includes the establishment of a traceability information 

model (TIM), which supports the safety analysis and the creation 

of continuous compliance mechanisms, to keep safety-related 

artefacts, such as safety cases that provide evidence that a 

specific functionality is acceptably safe, up-to-date. Steghöfer et 

al. state that a toolchain that supports traceability, could help to 

identify if a safety case needs to be changed and integrate 

variants into the handling of safety arguments. Furthermore,  they 

emphasize that continuous compliance could be enabled by 

techniques that allow the incremental update of the safety case 

based on individual change requests to achieve a reduction of 

cost and time required for changes and enable the integration of 

supplier components in the system.  

Marner et al. (2019) provide a way to approach the challenge of 

additional qualification phases to fix remaining bugs or to finish 

functionalities that had been planned for the previous sprint, and 

therefore cause that planned results for the next sprint cannot be 

fully achieved.  The approach that is suggested by Marner et al, 

focuses on a definition of done (DoD) and the incorporation of 

time-boxed sprints, to increase transparency regarding the 

content that was finished within an iteration. Another aspect of 

this approach is an assessment of the status quo at the end of each 

sprint, and the creation of a planning for unfinished requirements 

for the next sprint. Additionally, the creation of transparency also 

involves the conduction of retrospectives together with relevant 

stakeholders and dependent projects. Regarding the issue of the 

creation of adequate test cases, Sandu and Salceanu (2019) 

propose to enable knowledge sharing by exchanging members of 

the system teams with members of the Scrum teams, so that they 

can teach their colleagues how to write meaningful manual and 

automated test cases on team level and how to automate and 

execute the regression tests. The objective of this approach is that 

each agile team member will have the competency and necessary 

skills for system testing as well.  

Furthermore, multiple studies suggest adopting agile methods, 

like Scrum, with an incremental, stepwise approach rather than a 

big bang approach (Hagihghatka, 2017; Diebold and Theobald, 

2018; Komiyama, 2019). Diebold and Theobald (2018) elaborate 

that a stepwise approach helps to build acceptance, but another 

crucial component is a common goal for a team, which has been 

found to enhance the team moral, productivity and motivation.  

3.2.2 Solutions for Continuous Integration in 

Automotive Software Development  
According to Schlichthärle et al. (2020) an essential success 

factor for Continuous Integration, in a large-scale agile software 

development projects, is to possess a master repository, in which 

a stable basis of quality is ensured. To maintain a high level of 

software quality, they suggest avoiding that people commit 

changes into the master repository without any quality check. 

Based on this suggestion, they explained the process model of a 

staged development process, with semi-automated quality gates 

(Figure 4.). The process starts with a developer that creates a 

small, short living, development branch and does the changes in 

the branches. After that the developer initiates a pull request to 

take over the changes in the master repository. Once the pull 

request has been triggered, two stages of automated quality gates 

are triggered, which are a check and a gate. In order to pass the 

check, at minimum one manual review by another developer has 

to be conducted. After that, the change is either declined with 

Figure 4. Continuous Integration process with Quality Gates (Schlichthärle et al., 

2020) 

Figure 3. Overview potential Hybrid Processes (Komiyama 

et al., 2019) 
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comments that request an improvement, or the change is 

approved. When the review and all automated tests, which are 

performed within the check, are acceptable, the gate is triggered 

and performs additional, more detailed, tests in a virtual merge 

with the master repository. Finally, if the automated tests of the 

gate are also acceptable, the change will be merged into the 

master repository.  

Vost and Wagner (2017) suggest multiple guidelines to keep 

continuous delivery safe. The first guideline advices to perform 

iterative safety analysis parallel to development, as an up-to-date 

safety analysis is considered the first prerequisite for continuous 

safety testing. The objective of the second guideline is to reduce 

the manual work, in regard of safety case generation, to a 

minimum, by implementing automated safety test execution and 

generation.  The third and fourth guideline require to handle 

safety analysis and its results as every other artifact that is 

required for a build, which means that the analysis must be stored 

in a central repository in a versioned manner. In that way every 

change in the analysis can be tracked. Furthermore, there has to 

be a safety test in every build, to ensure that every build that 

might be delivered to production has passed a safety check, so 

that potentially unsafe software is not deployed.  

Van der Valk et al. (2018) conclude that even though strict 

contracts are providing stability and leverage to the parties, more 

flexible contracts, so called agile contracts, are needed to 

improve the supplier collaboration. Furthermore, studies indicate 

that transparency, which is, in this case, the degree of information 

that is shared among the organizations operating in the same 

value-chain, is an enabler for inter-organizational Continuous 

Integration (Van der Valk, 2018; Pellicione et al., 2017). 

Additionally, Obergfell et al. (2019) identify IT-Architectural 

drivers like, IP-based architecture, extended electric architecture 

and learning architecture, as enabling technologies for 

collaboration and development in automotive software 

development projects that use Continuous Integration.  

 

 

 

 

 

 

 

 

Overview of literature-

based Challenges for 

Scrum in Automotive 

Software Development   

Overview of literature-

based Solutions that 

address the Challenges  

Safety: 

- High criticality of in-

vehicle software 

- Functional safety 

standard ISO26262 

demands strict safety-

requirements 

- Mismatches between 

the quality assessment 

model A-SPICE and 

Scrum 

- Tradeoffs between 

legal compliance and 

software developer 

autonomy  

- Implementation of 

hybrid processes that 

exploit the benefits of 

Scrum but ensure 

regulatory compliance  

- Establishment of 

traceability information 

models to support safety 

analysis and continuous 

safety mechanisms  

- Techniques that allow an 

incremental update of 

safety cases to enable 

continuous regulatory 

compliance  

 Knowledge/Expertise: 

- Late discovery of 

defects, which escaped 

an iteration, by the 

system team  

- Insufficient knowledge 

of the Scrum 

development team on 

how to develop 

effective test cases  

- Difficulties to ensure 

timeliness and 

provision of a product 

increment, without 

major malfunctions at 

the end of an iteration 

 

- Creation of a well-

defined DoD 

- Incorporation of time-

boxed sprints and an 

assessment of the status 

quo at the end of each 

sprint 

- Conduction of 

retrospectives together 

with relevant 

stakeholders and 

dependent projects to 

increase transparency 

regarding the content 

that was finished in an 

iteration  

- Knowledge sharing by 

exchanging members of 

the system team with 

members of the Scrum 

team  

Organizational culture:  

- Traditional 

environment with a 

resistant to changes  

- Job profiles and 

responsibilities need to 

be adapted to the 

Scrum framework 

- Decision authority is 

still secured within 

higher hierarchy levels  

- Adoption of Scrum with 

a stepwise approach to 

build organizational 

acceptance  

- Formulation of common 

goals for a team to 

enhance team moral and 

motivation  

Table 1. Challenges and Solutions for an Adoption of 

Scrum in Automotive Software Development based on 

Theory 
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4. RESEARCH METHODS 
The aim of this research project is to provide an overview of the 

current challenges and solution approaches for an adoption of 

agile methods in automotive software development. The purpose 

behind this research objective is that current trends like electro 

mobility, connected cars and autonomous driving, require 

flexible development processes and the ability to react quickly to 

changing requirements. Researchers and industry experts state 

that the adoption of agile software development methods 

provides a way to address these changes in market demand. 

Nevertheless, strict regulations and safety critical software 

components, which characterize the software development 

landscape in the automotive domain, provide barriers to the agile 

way of software development.  

At the start of this research, desk research about agile methods in 

general and automotive software development has been 

conducted, to obtain an understanding of the underlying 

concepts. The sources for this information were the databases 

Scopus and Web of Science.  

To systematically answer the research question, it was decided to 

use theoretical knowledge that has been gathered from scientific 

literature, and a non-comparative analysis of qualitative data, 

which has been collected through expert interviews with 

employees of a German automotive manufacturer.  

The reason why a non-comparative analysis of qualitative data 

has been chosen for the research design is that the processes and 

accompanying aspects of automotive software development are 

complex, and the relationships of different aspects have to be 

understood. Furthermore, the adoption of agile methods can be 

addressed from multiple perspectives, which means there are also 

multiple ways to answer the research question. Therefore, the 

objective of this study cannot be reached by searching for one 

best answer, but by exploring different ways to address the topic, 

which means that data collection had to be conducted in an 

exploratory context. In line with this, quantitative data, like 

counts and measures, have been excluded.   

The literature review and the results of the interviews, as well as 

the qualitative data analysis will be done in Chapters 5 and 6 and 

are going to lead to the conclusion of this research paper and to 

the answer of the main research question.  

4.1.1 Literature Review 
The main search engines to find relevant literature for the 

literature review about the challenges and solution approaches 

for an adoption of agile methods in an automotive software 

development context were, Web of Science, Scopus, and Google 

Scholar, as well as Google. Since Scopus and Web of Science are 

databases that provide peer-reviewed literature and quality web 

sources, they were favored over Google Scholar and Google. In 

Scopus and  Web of Science, it is possible to use keyword search 

and, in line with the research topic, the following searches strings 

were used: “Agile” AND “Automotive”, or “Agile” AND 

“Automotive Software”, or “Agile” AND “Vehicle”, or “Agile” 

AND “Vehicle Software”. Furthermore, the search strings were 

continued by replacing “Agile” with “Scrum” and “Continuous 

Integration”. As Computer Science tends to be a domain in which 

changes and developments occur frequently and the goal of this 

research is to provide an added value to automotive 

manufacturers, it was decided to solely focus on current 

challenges and solution approaches. To ensure actuality of the 

challenges and solution approaches, the results of each keyword 

search were limited to the years 2017-2020. The review process 

of new papers was stopped, when there was increasingly 

repetitive information and no new contributions anymore, that 

were considered to be useful for the scope of this project.  

4.1.2 Expert Interviews 
To find competent interview partners, it was decided to include 

agile software development experts from different levels, under 

the condition that they have actively participated in an agile 

software development project for automotive functionalities.  As 

this project is conducted in an explorative context, it was 

important to include people from different hierarchical levels, to 

explore the research questions from different perspectives. In line 

with this, five experts from a German automotive manufacturer 

participated in structured interviews to collect qualitative data. 

Table X provides an overview of the experts and their roles. The 

interviewees are called E, followed by a specific number. 

 

 

 

Overview of literature-

based Challenges for 

Continuous Integration in 

Automotive Software 

Development   

Overview of literature-

based Solutions that 

address the specific 

Challenges 

Safety: 

- Difficulty of 

committing software 

changes quickly, as 

safety is fundamental 

in automotive software 

development  

- Strict regulations on 

what hardware and 

software is allowed on 

public roads  

- In large-scale agile 

software development 

projects, a certain 

level of functional 

quality has to be 

ensured at any time  

- Every software change 

demands an update of 

the safety analysis  

- Usage of a master 

repository as a stable 

basis  

- Quality gates that 

prevent that people 

commit changes to the 

master repository 

without quality checks  

- Iterative safety analysis 

parallel to development  

- Reduction of manual 

work and 

implementation of 

automated safety test 

execution and 

generation 

- Enabling of change 

tracking, by storing the 

safety analysis and its 

results in a central 

repository  

Collaboration: 

- Silo effect, caused by 

the ISO 26262 

functional safety 

standard, hinders 

information sharing 

and synergy  

- Many stakeholders, 

such as suppliers, need 

to be considered to 

enable continuous 

deployment  

- Currently there is strict 

contract-based 

collaboration, which 

constrains inter-

organizational 

Continuous Integration  

 

- More information 

sharing among 

organizations that 

operate in the same 

value chain  

- Introduction of more 

flexible contracts, so 

called agile contracts  

- IT-Architectural drivers 

as enabling 

technologies for 

collaboration  

Table 2. Challenges and Solutions for an Adoption of 

Continuous Integration in Automotive Software 

Development based on Theory 
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Expert  Role  

E1  Scrum Master  

E2 Department Leader/Manager 

E3 Technical Leader/ Product 

Owner 

E4 Manager/Product Owner 

E5 Senior Software Developer  

Table 3. Selection of Expert Interview Partners 

The interviews are started with a fixed set of questions, but this 

set will be divided into three categories. The first set asks general 

questions asked about the biggest challenge that had be dealt with 

when using Scrum, and general experiences with Continuous 

Integration in automotive software development, to obtain an 

impression of which challenges the experts consider as the most 

important barriers for an adoption of agile methods. The second 

set included two, more specific, questions about safety assurance 

mechanisms when adopting Scrum and Continuous Integration. 

The goal of the second set is to explore, if there are 

complementary, as well as validated solutions to the existing 

approaches, which are elaborated in the literature review. The 

last question asks about the expert’s opinions on the claim that 

Scrum cannot be used by the book but hast to be adapted to the 

automotive software development context. The aim of this 

question was to investigate whether Hybrid Models are actually 

used in the automotive industry and if the approaches are 

different than the ones that were analyzed during the literature 

review. Appendix 12.1 shows the questions that were asked 

during the interviews.  

5. RESULTS 
Within this chapter, the results of the interviews will be 

presented. To provide an overview of the results in the context of 

the research question, this chapter is structured around the two 

sub questions. 

5.1 What are barriers to the adoption of 

agile methods in automotive software 

development? (sub question 1)   
With respect to sub question 1, it appears that the experts have 

different opinions on what the most challenging factors, in regard 

of Scrum, are. Also, for the usage of Continuous Integration, 

some of the experts have encountered more severe difficulties 

than others.  

5.1.1 Constrained agility through fixed release 

planning  
It was explained that Automotive software development projects 

have fixed end dates, which means it is not possible to flexibly 

extend the development processes whenever there are 

uncertainties or improved understandings of underlying issues. 

At the end of the planned development period the product, in this 

case the car, has to be finished, which provides a conflict between 

Scrum and traditional automotive development.  

- “I would say the most challenging aspect of Scrum is 

the plannability so to say, so in the automotive industry 

the deadlines are strict and the plans are there, and 

forecast are important, and also to be sure if you can 

meet them or not. And when applying agile 

methodology, it comes to a point where you have 

uncertainty in your doings because you learn parts of 

the work while doing it. Uncertainty is a key issue when 

dealing with Scrum because it is not as easy to show 

confidence in reaching your goals, to upper 

management partners etc.” - E2 

Furthermore, current development methodologies, specifically 

the V-Model, are creating more rigid requirement engineering 

processes that are challenging the ability to react to changes 

within Scrum.  

- “I think the biggest challenge of Scrum in automotive 

is, to run Scrum or agile methods in the V-Model 

process, since the V-Model is still needed and 

mandatory in automotive software development. The 

main issue with that is having a fixed set of features, 

which are very detailed and even defined a few years 

before the delivery, as well as the due date of 

delivering all the features with at least half a year 

before the final product is on the market. Then there is 

half year just for bug fixing saved, with in theory, no 

possibility to adapt features to what has emerged new 

on the market.” - E4 

5.1.2 Hardware dependencies and complex safety 

requirements  
In regard of the usage of Continuous Integration in automotive 

software development, the experts explained that hardware 

dependencies are reducing the development speed. 

- “I think Continuous Integration will always be there, 

but in automotive it is difficult because it is embedded, 

and embedded is always limited by hardware 

resources you have. The simulations we do have, are 

not always sufficient. The actual Continuous 

Integration need to be optimized in the case of 

automotive, especially in projects as big as ours, it is 

sometimes challenging. Since we cannot get everything 

into the CI, we would like to but since we cannot, we 

sometimes find out issues too late.” – E3 

Furthermore, one expert states that strict safety-related 

requirements, combined with hardware dependencies, are 

currently making Continuous Integration inefficient in 

automotive software development.  

- “My experience with Continuous Integration in 

automotive is not the greatest because of the number 

of tests we have to do because of ISO. So here 

automotive is really different to what I have 

experienced before. To put it into perspective, in 

automotive we have this ISO 26262, we have all this 

stuff about like norming, and its very constraining 

because you need to test the software as a whole. The 

problem is the ISO has inflated to a point which is 

ridiculous. No one, not even my boss, who is an ISO 

person expert, like legal person of ISO, can remember 

all aspects he needs for his small part. Continuous 

Integration reflects this, right now our CI, if I try to 

commit something right now, even a comment on the 

nightly batch will take about 9 hours, 1 hour for the 

check pipeline, we have to find the code owners and 

fight to get their attention, get it validated, get through 

the gate for two or three hours. There are so many tests 

that some of them are massively inflated, so that we 

have to redo them and maybe have to pass them two or 

three times, so at the end of the day I will pass my 

comment. At the same time, a big part of your code is 

code that is extremely hardware dependent. For 
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example, driver detection, signal interpretation etc., 

part of it needs to start on the computer in the CI. You 

cannot, so there is a lot of code that is not really 

coverable by unit tests, but you are required to do 

branch tests anyways. I mean, it’s a headache!” - E5 

5.1.3 Challenges with organizational cultures  
There are multiple experts that put emphasis on the importance 

of an organizational culture that reinforces agility and the 

adoption of agile methods. Especially the relationship between 

the development team and the management has been criticized.  

- “In general, my problem with Scrum and Kanban and 

all that stuff of the agile methodology is, that it is really 

far from the agile manifesto origin and it is very 

infantilizing. It is often used by Managers as a mean of 

controlling, for example they are always trying to make 

sure you do everything. As a young developer I did 

appreciate that it gave me a structure, as I had an 

architecture that came from a senior developer, so I 

could trust the architecture that I was given and I had 

a plan on what to do. As a more senior developer it is 

kind of insulting to be treated that way and it is also 

very frustrating in terms of motivation. I feel like 

Scrum in general works well with young, a little more 

junior developers, but if you have more experiences 

developers, then it becomes very soon very tense 

between manager and developer.” - E5 

Next to the issue of trust, it was also pointed out that motivation, 

as well as the right mindset are crucial aspects that are 

challenging existing corporate cultures in the traditional 

automotive domain.  

- “If all the people are motivated, if you know the agile 

manifesto, one of these principles is exactly about 

“build the projects around motivated individuals” 

provide them with the right environment and trust them 

to get the job done, this is exactly the point. If you 

cannot assure that people are motivated, not just work, 

trying to code and test etc., but exactly achieve the 

common goal, it will not give you real value.” - E1 

5.2 What solutions have been developed to 

overcome the Barriers for an adoption of 

agile methods in automotive software 

development? (sub question 2) 
Regarding sub question 2, the experts suggest, opposed to the 

challenges, similar solutions for safety and quality related 

barriers, as well as organizational cultural and collaboration 

challenges of Scrum and Continuous Integration in automotive 

software development. Nevertheless, there are different 

recommendations for the barriers that were individually 

perceived as most challenging.  

5.2.1 Agile collaboration and organizational 

culture 
Regarding the barrier of fixed released dates, which build up 

pressure on the Scrum teams, it was proposed that inter-

organizational openness, especially towards customers, 

regarding challenges and progress are essential.  

- “And the way to deal with that is maximum 

transparency in my perspective, so you have to be very 

transparent on your goals and on your working 

process and always keep customers up to date and 

inform them how far your projects are and 

communicate more I would say.” – E2 

One aspect of transparency is also to include important 

stakeholders, like the customers, within the development 

process. 

- “Well, we basically need to update the requirements 

during the development, so we need to eventually 

convince even the customers or project leaders that 

some changes need to be done. Important is that they 

are up to date and we can deliver the best product 

possible” – E4 

Additionally, it was also explained that good communication and 

collaboration, internally, is needed, to avoid substantial changes 

at the end of the development project which could potentially 

cause delays. This means that if multiple teams work on small 

product increments, it is important that there is constant 

alignment of the team progress.  

- “We create small meetings or we are just advising each 

other on the things we do, so that the bigger teams can 

see what is already there and we always call in for 

features so if they need something, we just tell them to 

come forward and toss their use case, we can plan it 

accordingly. In this way, we can avoid these sudden 

changes. We are just trying to be more open about it.” 

– E3  

Next to collaboration approaches, some of the experts also point 

that agile should not solely be viewed as a process, but more as 

way of thinking. In line with this, trust was stated to play a crucial 

role.  

- “I often say that you cannot apply any process if you 

don’t adapt the company culture, it is just another 

process, it’s just another paperwork. In most cases if 

an agile process is introduced, you just get another 

process for controlling developers. I think the hardest 

part of Scrum is too really get people to relax and the 

management to actually trust the people.” – E5 

Furthermore, it was explained that Scrum has to be continuously 

adapted and should also remain flexible in the way it is applied, 

which means that rules are subject to change.  

- “In my perspective agile is a mindset, not only writing 

down a set of rules, it is about understanding the 

principles. Of course, rules are important, but you 

have to check on the rules from time to time and see 

which of them are still valid and in which form. It 

should be viewed as a living process I would say.” - E4  

5.2.2 Safety as an ongoing set of activities  
In regard of safety related requirements, like the quality 

assessment framework automotive SPICE, the experts are 

agreeing that detailed requirements and testing are absolutely 

necessary but there is not a sequential order in which these 

activities have to be done. In the end the most important factor is 

that the requirements have been fulfilled and the tests have been 

completed and passed.  
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- “The safety requirements do not demand you to use 

certain models, only that they are met in the end. This 

means the “how” can be variable.” - E1 

It was explained that the requirements are created incrementally 

and that for every requirement in Scrum, it is necessary to create 

a test case, so that in the end of each sprint it has to be ensured 

that the created software increment adheres to that test case and 

the fulfillment of the requirement is given. One expert explains 

that the Scrum element Definition of Done (DoD), which has to 

be constantly updated, ensures that these objectives can be met.  

- “Scrum is the designed to ensure high quality, there is 

even a specific element called DoD or definition of 

done. Imagine that a team starts with something and 

then they face this huge amount of requirements for 

safety, it actually doesn’t matter what the requirements 

are for because they put the requirements into the DoD 

and then they start complying with these requirements 

from the very beginning. It is very important to have a 

clear vision on how your Definition of Done must 

improve over time.” – E1 

In regard of safety mechanisms for Continuous Integration, all of 

the experts state, that there is a system that performs built in tests 

and provides the opportunity to monitor. Furthermore, there are 

test cases or even matrices for functionalities, and a gating 

process that only allows developers to commit certain features if 

they are compliant with the matrix and tests.  

- “So the answer is gating, strict test automation and a 

very rich set of code reviews, not letting everybody just 

commit changes, but having a voting and gating for all 

the commits happening to the system and having a 

strict notion of few requirements in terms of KPIs and 

test coverage. So by via a pull request it possible to 

change only a specific part.” – E2 

5.2.3 Hybrid Models 
All of the experts agree that Scrum and agile methods in general 

have to be adapted to the automotive software development 

context. Even though the order of process steps is subject to 

variance, it was stated that Scrum and the V-Model are 

synthesized.  

- “Scrum is an iterative application of the V-Model.” – 

E3 

As automotive software development is characterized by 

hardware dependencies, certain development processes on the 

hardware still have to follow waterfall processes, whereas purely 

software related steps can be conducted using agile methods.  

- “On the hardware side certain processes cannot be 

agile since you have fixed dates etc. That is the reason 

why you need the V-Model but on the lower level, or 

on the more detailed level we can really apply Scrum. 

In my perspective, the best way is to make a little mix 

and I think the normal Scrum is never really applicable 

in practice.” – E4 

6. DATA ANALYSIS  
Within this chapter, an analysis of the results, which were 

presented in chapter 5, will be conducted. The focus of the 

analysis will be to investigate, which  challenges and solutions 

for an adoption of agile methods in automotive software 

development that have been discovered in theory, were validated, 

and which additional challenges and solutions for an adoption of 

agile methods in automotive software development were 

mentioned by the interviewed experts.  

6.1 Validated Challenges and Solutions for 

an Adoption of Agile Methods in Automotive 

Software Development  

6.1.1 Validated challenges  
It was stated by one expert that it is challenging to run Scrum 

within the V-Model, which is still mandatory and creates rigid 

design requirements engineering processes. Therefore, it was 

validated that regulatory standards and strict design requirements 

are currently constraining the flexibility of Scrum in automotive 

software development.  

Furthermore, it was validated that complex safety requirements 

have to be incorporated into Scrum and Continuous Integration 

processes to ensure regulatory compliance and manage safety 

risks. There was also an expert that complained about inflated 

testing and verification procedures that have to be followed to 

commit software changes when working with Continuous 

Integration. That means, that also the difficulty of rolling out 

changes and new software quickly due to lengthy testing 

procedures, has been validated.  

Also, for organizational cultural challenges, the experts’ 

perceptions seem to be congruent with the literature for the most 

part. Especially, in regard of the necessary decentralization of 

decision authority, there are validated challenges, for example 

one expert criticizes that often times the development team is not 

allowed to work completely autonomously because managers, 

contrary to the agile idea, still want to control the development 

process.  

6.1.2 Validated solutions  
All of the experts agree that Scrum has to be adapted and 

synthesized with certain waterfall processes, such as elements of 

the V-Model, this validates the suggested usage of hybrid 

processes that were also mentioned and discussed in the 

literature.  

In terms of necessary quality assurance, to fulfill safety 

requirements within the Scrum sprints, one expert explains that 

the so-called definition of done (DoD), provides the means to 

ensure requirements compliance right from the beginning of the 

development process. This solution has also been proposed by 

the literature. In line with the DoD concept, literature and experts 

agree that it is essential to be transparent about the content that 

was finished, as well as difficulties that were encountered within 

a sprint, and communicate this to important stakeholders, such as 

customers.  

Furthermore, an expert validates the assumption that it is also 

important to establish team goals that are transparent, and that 

enable the Scrum team members to identify themselves with. 

This was stated to be important to fulfill one of the principles of 

the agile manifesto, which is, to build projects around motivated 

individuals, since a common goal is said to increase the 

motivation of the individual team members.  

Equal to the literature, the experts explain that for a Continuous 

Integration process that is regulatory complaint and assures 

quality, it is necessary to have automated tests and quality gates 

that have to be passed in order to commit changes. It was also 

validated that a master repository is used to provide a stable basis 

for quality and being able to provide evidence for regulatory 

compliance at any time during the development process.  
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6.2 Additional Challenges and Solutions for 

an Adoption of Agile Methods in Automotive 

Software Development 

6.2.1 Additional challenges  
Complementary, to the literature-based challenges, one of the 

experts explains that plannability and strict deadlines of forecasts 

are necessary, but are constrained by uncertainty, which is 

omnipresent when working with Scrum in automotive software 

development. This makes it difficult to confidently communicate 

to important stakeholders whether forecasts and goals can be 

met, even though the release dates are fixed.  

There is also an additional challenge for the usage of Continuous 

Integration in automotive software development that was 

mentioned by multiple experts. Automotive software 

development takes place in an embedded systems environment, 

which means there are hardware dependencies. However, the 

experts state that it is not always possible to synchronize 

hardware and software development, and, sometimes, issues are 

discovered too late, which then causes further delays.  

6.2.2 Additional solutions  
In respect to quality and safety assurance, when using Scrum in 

automotive software development, the experts explain 

additionally, that the V-Model is mandatory, but Scrum is used 

at the bottom part of the V-Model, which means that the Scrum 

teams are responsible for the creation of the software 

requirements as well as for the conduction of the related testing. 

The difference between the approach that was explained by the 

experts, and the approach that was stated within the literature, is 

based on the literature-based assumption that the V-Model 

demands to conduct requirements design and testing procedures 

in strict sequential orders, but multiple experts point out that the 

order can vary and the most important factor is that the 

requirements and tests are appropriate and have been fulfilled. 

Furthermore, the DoD is responsible to ensure that the product 

increment that was produced within a sprint, fulfills the 

necessary requirements. 

Additional solution approaches were found in form of 

recommendations on the appropriate organizational culture that 

reinforces the usage of agile methods. Next to the issue of 

decision authority and trust, which was also discussed within the 

literature, multiple experts also point out that agile should not 

solely be seen as a process, but rather as an organizational 

mindset. Part of this organizational mindset is that rules are not 

fixed and should be continuously adapted and renewed.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Validated challenges and solutions for an adoption of agile 

methods in automotive software development  

 

Additional challenges and solutions for an adoption of agile 

methods in automotive software development 

 

Validated challenges: 

- Strict design requirements engineering processes that 

constrain the flexibility of Scrum 

- Assurance of regulatory compliance by an incorporation of 

complex safety requirements into Scrum and Continuous 

Integration development processes  

- Long lead times between change commits and acceptance, 

due to extensive software testing and verification processes 

when working with Continuous Integration  

- Organizational cultural deficiencies in regard of a 

permission for necessary decision authority of the 

development team   

Additional challenges:  

- Uncertainty, during Scrum sprints in automotive software 

development, which constraints plannability and ability to 

make accurate forecasts, as well as confident stakeholder 

reporting  

- Delays, caused by the difficulty of synchronizing hardware 

and software development  

 

Validated solutions:  

- Usage of hybrid processes to run Scrum within the V-

Model  

- Creation of a solid DoD to ensure the fulfillment of 

requirements within a Scrum sprint  

- Transparency regarding the completed content at the end 

of a Scrum sprint  

- Implementation of a master repository and quality gates, as 

well as automated tests, to ensure a stable level of quality 

when working with Continuous Integration 

- Establishment of shared team goals, to increase the 

motivation of the development teams 

Additional solutions:  

- Application of Scrum at the bottom part of the V-Model, 

without a fixed sequential order of requirements engineering 

and testing procedures  

- Replacement of strict sequential processes, by the DoD as 

flexible quality assurance mechanism  

- Establishment of an organizational culture that teaches the 

employees to view agile as a mindset that has to be adopted 

Table 4. Validated and additional Challenges and Solutions for an Adoption of Agile Methods in Automotive Software 

Development based on Expert Interviews 
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7. SUMMARY AND CONCLUSION  
The objective of this research is to provide an overview of current 

challenges and solution approaches for the adoption of agile 

methods in automotive software development. To answer the 

aforementioned research question “How can automotive 

manufacturers, in light of a demand for more flexible vehicle 

software development processes, adopt Agile Methods?”, a 

literature review and structured interviews with employees of a 

German automotive manufacturer have been conducted.  

With the literature review, this paper provided an overview of 

current challenges and solutions for the adoption of agile 

methods in automotive software development, that have been 

discussed by researchers in the past three years. Out of numerous 

agile methods, Scrum and Continuous Integration have been 

found to be applied the most frequently in automotive software 

development (Kulger Maag Cie, 2015). There are various safety 

related constraints, amongst other things, safety standards like 

the ISO26262 and the implicitly suggested automotive SPICE 

quality assessment framework, which demand various 

requirements and tests (Komiyama et al., 2019, Van der Valk et 

al., 2018). As the adoption of agile methods also involves the 

people, who may have to operate in a different way than before, 

also organizational cultural barriers have been discovered. In 

regard of this, studies indicate that managers are hesitant to 

provide the operative levels with sufficient decision authority, 

even though this is needed for agile software development 

(Marner et al., 2019). Nevertheless, there are also various 

solution approaches to adapt automotive software development 

processes and incrementally change the corporate culture. In 

general the literature for safety challenges of Scrum suggests to 

create hybrid structures, which are a mix of traditional waterfall 

processes and agile methods, to make use of the benefits of 

Scrum, but also ensure that safety requirements are met 

(Komiyama et al., 2019). Furthermore, it was pointed out that an 

incremental adoption of agile methods, especially Scrum, is 

advised to increase the organizational tolerance for the new way 

of working stepwise (Hagihghatka, 2017; Diebold and Theobald, 

2018; Komiyama, 2019). As Continuous Integration in 

automotive software development can only be used under the 

condition of a guarantee for a certain level of software quality, 

literature suggests to implement quality gates that ensure that 

software changes are checked and approved, before they are 

added to the master repository, which is the stable basis for the 

software. Next to that, collaboration was also stated to be an 

important aspect for the efficient usage of Continuous 

Integration. In that regard, it was advised to increase the level of 

transparency, in form of shared information, between 

organizations that operate in the same value chain, as well as the 

introduction of agile supplier contracts (Van der Valk et al., 

2018; Pellicione et al., 2017).  

An explorative research consisting of five interviews with 

industry experts was conducted to complement and validate the 

literature-based answer of the research question. In line with this 

objective there were five structured interviews with employees 

of a German automotive manufacturer, in which the experts’ 

general experiences and perceptions, as well as the solution 

approaches for an adoption of agile methods in automotive 

software development were explored. The analysis of the expert 

interviews showed that the experts have encountered different 

challenges that constrain the usage of Scrum in automotive 

software development, and for Continuous Integration there were 

disagreements whether there are challenges at all. As the 

literature on agile methods in automotive software development 

mostly points out safety concerns, safety was a prioritized topic 

during the interviews. However, contrary to other topics, all the 

experts agreed that safety and quality requirements are important, 

but that there is not a mandatory development model, at least for 

the solely software related development processes, to assure that 

the requirements are fulfilled within the Scrum development 

process. According to the experts, the most important factor is 

that the requirements are met in the end but there does not have 

to be a strict order in which quality mechanisms, such as software 

unit testing, have to be conducted. Furthermore, the experts also 

agree and validate the literature findings, that safety during 

Continuous Integration can be ensured by strict test automation 

and quality gates that prevent developers to add software codes, 

which do not meet the requirements, to the master repository. 

Additionally, contrary to the literature, in which organizational 

cultural factors were mentioned only partially, multiple experts 

pointed out that trust, motivation and agile as a mindset, are 

essential aspects for an adoption of agile automotive software 

development methods. One expert even stated that these 

organizational cultural factors are currently often times missing 

in practice and that agile methods, like Scrum, provide another 

opportunity for managers to control the software development 

team.  

The provided research indicates there are many aspects that have 

to be considered when using agile methods in automotive 

software development, and, contrary to the methodology on 

traditional software development processes, such as the V-

Model, there is not a shared guideline on how to apply agile 

methods, such as Scrum and Continuous Integration.  

Based on the aforementioned aspects, to answer the research 

question “How can automotive manufacturers, in light of a 

demand for more flexible vehicle software development 

processes, adopt Agile Methods?”, we could say that agile 

methods cannot be used by the book, but have to be adapted to 

the automotive software development environment, especially to 

functional safety standards such as the ISO26262. Even though 

there is not a strict development model, it is important that at the 

end of each iteration, there is a product increment, that fulfills 

specific requirements and is potentially shippable. The literature 

on agile automotive software development provides different 

solutions to ensure quality, regulatory compliance, as well as 

recommendations to improve collaboration internally and 

externally. Additionally, an important aspect, that seems to be 

understated in scientific literature, but was emphasized by 

industry experts, is to establish an organizational culture that 

understands agile not only as a process but as a mindset. This 

mindset is anchored within the core values of the agile software 

development idea and is essential to create an added value for 

automotive software development, by enabling more flexibility 

and shorter software release cycles.  

8. LIMITATIONS AND FUTURE 

RESEARCH SUGGESTIONS  

8.1 Limitations  
This study comes with several limitations that are important to 

note. To begin with, only five expert interviews, which is a 

relatively small sample size, were conducted and therefore, the 

qualitative data can only provide indications of general 

tendencies. Furthermore, the interviewees did all work for the 

same company, which means that additional challenges and 

solution approaches for the adoption of agile methods in the 

automotive industry, encountered by other companies, might be 

missing. However, conducting more interviews with experts 

from different companies and different organizational levels, 

were out of scope and time for this paper. To increase the validity 

of this data collection method, the amount of expert interview 

partners should be increased. Next to the issue of the sample size, 

there are also limitations regarding the questions that were asked 

during the interviews. Since there were time constrains, the focus 
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of the interview question was predominantly on safety-related 

topics, which means that in depth question about organizational 

structural, and collaboration challenges and solution approaches 

for an adoption of agile methods in automotive software 

development, were missing. Based on this issue, it was also not 

possible to further investigate the challenge of supplier 

contracting that was discovered during the literature review on 

Continuous Integration. As suppliers play an important role for 

Continuous Deployment, which takes place after the Continuous 

Integration process and is also responsible for the frequency in 

which new product functionalities and updates can be delivered 

to the customers, this is a substantial barrier to which this paper 

does not provide a solution approach that incorporates inputs 

from industry experts.  

As shortly elaborated within the theoretical framework, there are 

also other agile methods besides Scrum and Continuous 

Integration. However, even after a conduction of intensive desk 

research, it was not possible to find sufficient qualitative 

scientific literature, to explore these methods as part of this 

research project.  

8.2 Future Research Suggestions  
There are also several suggestions for interesting research in the 

future. One suggestion for future research can be derived from 

the results of two expert interviews, which indicated that there is 

not a shared consensus on challenging factors regarding the 

usage of Continuous Integration. While a software developer, 

who deals with Continuous Integration on a daily base, says the 

following about Continuous Integration in automotive software 

development:  

- “This Continuous Integration is mostly horrible 

because of the ISO aspects because of all the legal 

requirements it has inflated to a point where it is not 

manageable. The ISO really creates a problem for 

Continuous Integration, and I have been able to talk to 

many people from different departments and also other 

companies.” – E5 

A manager perceives Continuous Integration the opposite way:  

- “For me Continuous Integration is having a system 

ready that is performing your built-in tests as well and 

being able to monitor at any given time. In that regard 

I would say that it is as easy as in every other industry.” 

– E2 

Based on these two opposing statements, it could be interesting 

to investigate if there are different perceptions on challenges and 

the usefulness of solution approaches for an adoption agile 

method in automotive software development, depending on the 

hierarchical level of different respondents. However, the issue of 

functional safety-standards, in this case the ISO26262, that 

decrease the speed of Continuous Integration processes, has also 

been discovered within the literature review. Nevertheless, 

neither the literature review, nor the expert interviews, provided 

a solution approach on how to remain efficient, while assuring 

regulatory compliance at the same time. This could be the basis 

for a research on further ways to deal with this efficiency 

challenge, but also whether all of the safety requirements of the 

ISO26262 are actually necessary.   

Finally, another research suggestion would be to investigate how 

other agile methods besides Scrum and Continuous Integration 

can be adopted, as there is currently only limited scientific 

literature available.  

9. RESEARCH CONTRIBUTION 

9.1 Contribution to Theory 
As agile methods are not a new concept, there are many scholars 

that have discussed general challenges and implementation 

approaches for agile software development methods in different 

domains. However, in the context of automotive, which is a 

regulated domain, there are predominantly contributions that 

address specific challenges and solutions for certain agile 

methods. Nevertheless, there is not commonly shared approach 

for and adoption of agile methods in the automotive domain, nor 

is there a contribution that provides an overview over current 

challenges and solution approaches for an adoption of agile 

methods, such as Scrum and Continuous Integration. This 

research project, on the one hand, combines the challenges and 

solution approaches that have been discussed by different 

scholars, and on the other hand, validates and complements these 

contributions by adding practical experiences of industry experts. 

Therefore, this research can also be viewed as a first step to create 

a shared understanding on how agile methods can be adopted for 

the development of automotive software functionalities.  

9.2 Contribution to Practice  
In practice the added value of this research derives from the 

opportunity for automotive manufacturers to reevaluate their 

current approach of dealing with the agile transformation of 

software development processes. As elaborated in the problem 

statement, the competitive landscape within the automotive 

industry is rapidly changing and software release cycles have to 

become shorter to remain competitive in the future. As agile 

methods have been found to reduce the release cycle time, this 

research project provides automotive manufacturers with 

insights of literature-indicated challenges and solutions for the 

adoption agile software development methods. This means there 

might be unheard solution approaches that could add some value 

to the current agile automotive software development approach. 

Furthermore, the expert interviews included employees from 

different organizational levels. As a matter of that, this research 

project provides an opportunity for automotive manufacturers to 

assess current challenges from different, important, perspectives, 

as it is sometimes difficult to obtain an overview of challenges 

that different organizational levels are dealing with, during the 

daily business.  
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12. APPENDIX  

12.1 Interview Questions for the Experts  
Requirements for the interview:  

- Interviewee has participated in an agile automotive software development project  

- Interviewee has dealt with Scrum  

 

1: What is your role in an agile team?  

 

2: What was your biggest challenge when dealing with Scrum in an automotive software development project and how did you approach 

it? 

 

3: Have you worked with Continuous Integration, and if yes, what are your experiences with Continuous Integration in automotive 

software development?  

 

4: How can Scrum teams handle automotive SPICE requirements in regard of specification and testing? (followed by a short explanation 

of what is meant with automotive SPICE requirements, and if unknow, the question if there are other known quality assurance 

mechanisms)  

 

5: How can a certain level of quality be ensured when applying Continuous Integration?  

 

6: Literature indicates that Scrum cannot be “used by the book” but must be adapted to the automotive software development context. 

Which elements of Scrum are applicable, and which traditional (waterfall) processes are indispensable for automotive software 

development?  


