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Abstract 

Undermining criminality describes a form of organized crime that merges the legal and the illegal 

world, by allowing criminals to hide their criminal doings behind a legal facade. This study aimed 

to investigate whether the recognition of signs of undermining crime depends on the individual-

related as well as the institutional-related psychological drivers of the Community Engagement 

Theory (CET). An online questionnaire with 53 participants was used to answer this research 

question. The results of this study showed a correlation between risk-perception and the number 

of correctly recognized signs of undermining crime and between self-efficacy and the correct 

identification of these signs. Nevertheless, it was not possible to predict an effect of any of the 

psychological drivers, neither the individual-related drivers nor the institutional-related drivers, on 

the number of correctly identified signs of undermining criminality. Concluding, there are some 

psychological drivers that have an influence on crime detection, the relationship between these 

drivers and crime detection still needs to be further investigated. 

Keywords: Undermining Crime, Community Engagement Theory, CET, Crime Recognition, 

psychological drivers, Crime Reporting, Crime Detection 
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Undermining Criminality: A study about crime detection by citizens 

Over the last few decades involving citizens into criminal investigations has become more and 

more popular in the police domain. Investigations by citizens has been recognized as an 

opportunity rather than a burden (De Vries, 2019b). Here, citizens get the chance to take over tasks 

of the police in order to help their investigations (Denef et al., 2017). The tasks that are adopted 

by citizens can vary. In some cases, the participating citizens simply deliver information to the 

police by for example identifying and reporting signs of crime. In other cases, citizens become a 

more active part in the investigation by assisting in searches or conducting interviews (Denef et 

al., 2017). One of the fields in which citizens get more and more chances to engage in, is the field 

of so called “undermining criminality”, which this study will focus on. 

 

What is undermining criminality? 

Undermining in general is defined as “attacking by indirect, secret, or underhand means” 

(Dictionary.com, n.d.). Undermining crime, more specifically, falls under the category of 

organized crime and describes the entanglement of the legal and the criminal world. Criminals 

seek and use the weak points of the law, the state and society and their control mechanisms, which 

allows them to work in the “legal world” and therefore cover their illegal doings (Buscaglia, 

Gonzalez Ruiz & Ratliff, 2005). Criminals may for example own a significant amount of real estate 

in a neighbourhood, know the best consultants and lawyers or have good connections to other 

political fields (Kolthoff & Khonraad, 2016). But undermining also happens in a smaller manner: 

neighbours who grow marijuana in their attics or neighbours who dump toxic waste in the local 

river also fall under this category of criminality (Politie.nl, n.d.). By undermining the legal world, 
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criminals gain links to the political, legal, socioeconomic, and criminal justice domains, which 

leads to an increase in for example corruption (Buscaglia, Gonzalez Ruiz & Ratliff, 2005).  

One of the biggest issues regarding undermining crime is that its signs are not particularly 

obvious. Some businesses, for example, may look suspicious to the layperson's eye, but are, in 

reality, not involved in criminal doings or vice versa. Nevertheless, there are some signs of 

undermining crime which can be observed (ondermijningapp, n.d.). Signs of drug criminality 

could for example be a warehouse that looks unpopulated and run down, has its windows covered 

and has a distinct smell and sound when passing it. Regarding money laundering, it could be the 

case that shops show close to no activity, many similar shops are opened close to each other or the 

business concept of a shop is not obvious or unattractive to customers (ondermijningapp, n.d.). 

This study, in particular, will focus on knowledge about undermining crime and how it on 

the one hand is affected by psychological factors and on the other hand affects crime identification. 

 

Advantages and disadvantages of citizens investigations 

In the undermining criminality domain as well as in other domains of police work, the most 

permanent advantages of criminal investigations by citizens, is that the police can collect 

intelligence about certain cases through the insights of the inhabitants of a certain neighbourhood 

(De Vries, 2019a). Furthermore, the cooperation between the citizens and the police increases the 

effectiveness of the criminal justice system and improves the flow of information between both 

parties (Steden et al, 2011). 

Citizens engagement in criminal investigations does not only have advantages for the 

police and the government but also for the citizens themselves. The main advantage for citizens 

that participate in criminal investigations is the increase in knowledge. Citizens do not only 
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increase their knowledge regarding crime and the signs that indicate crime, they also gain 

knowledge about the criminal justice system in their county or their region and learn how police 

work is done (Van Steden, Van Caem, and Boutellier, 2011). Other assets for the citizens that are 

associated with participation in citizen investigations are crime reduction, community building and 

social empowerment (Van Steden et al, 2011). 

Nevertheless, including citizens in criminal investigations also brings some risks. The main 

risk is that there are no sufficient guidelines to guide the citizens through the process of the 

investigation, which can result in problems (De Vries, 2019b). It can for example lead to an 

endangerment of the privacy of citizens that are investigated or to vigilantism (Hofmann & Feltes, 

2019). 

 

Supportive measures 

In order to help citizens in their investigations against crime in general, as well as 

specifically against undermining criminality, different means have been invented. Apps such as 

“Sherlock” have been developed for citizens to conduct their own searches and investigations and 

lead their own cases of, for instance, home invasion, burglary, sexual assault, and cyberbullying 

(De Vries 2018). Undermining criminality, specifically, is an especially relevant topic in the 

Netherlands (Kolthoff & Khonraad, 2016) which is why the police has already made a lot of efforts 

to involve citizens into their investigations. Here, apps are, again, one of the most popular and 

easiest means, which deliver certain knowledge about the signs of undermining and how to report 

them. An example of this is the “ondermijning app”. This app in particular gives users the 

opportunity to not only gain general knowledge about undermining crime and its signs but also 
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portrays recent articles about undermining crime as well as tests the user's knowledge with the 

help of small, playful quizzes (ondermijningapp, n.d.). 

But are there certain factors that influence the performance and efficiency of citizens in 

regard to crime detection? Do people have better results and detect more signs of undermining 

crime if for example their self-efficacy, risk perception or their trust towards the police are high? 

This study will investigate the relation between different psychological drivers and the 

number of detected signs of undermining.  

 

Theoretical considerations 

An important question to ask is why citizens engage in criminal investigations and most 

importantly what leads them to successfully detect and report crime. When asked, many citizens 

clearly demonstrate their willingness to participate in criminal investigations and their positive 

intentions to report crimes. Nevertheless, in reality this number is significantly lower 

(Broekhuizen, Meulenkamp, Stoutjesdijk, & Boutellier, 2018).  The engagement in such criminal 

investigations and the effectiveness of these investigations is highly dependent on different 

psychological factors. The Community Engagement Theory (CET) is one model that takes 

different psychological factors into account and relates them to the willingness to receive 

information and to use this information to counteract certain risks. The model was initially 

invented to predict resilience behaviour of citizens in the case of natural hazards (Paton, 2013), 

but has also been used to predict action in case of crime (Schreurs, 2019). Schreurs (2019) argues 

that the model aims to predict preparatory action against natural hazards which means that it aims 

to predict means to cope with uncertainty. Furthermore, she adds that action against crime is, 
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similar to resilience, also a coping mechanism for uncertainty, which indicates that the model is 

transferable to criminal investigations of citizens (Schreurs, 2019).  

Nevertheless, the current study does not investigate the effect of the psychological drivers 

of the CET on action against crime but rather concentrates on the effect of these drivers on crime 

detection. It is predicted that crime detection is highly dependent on knowledge about crime. 

Knowledge, or more specifically information gathering, on the other hand is predicted to be 

dependent on the psychological drivers of the CET. Accordingly, the crime detection rate s 

expected to be dependent on the psychological factors of the CET.  

According to the CET there are three different types of psychological drivers that influence 

the extent to which people are willing to get information and to use this information for their own 

good. 

The first type of psychological drivers are individual-related drivers (Paton, 2013). These 

drivers describe the personal beliefs about hazards and about the actions that are associated with 

these hazards (Schreurs, 2019). The first individual- related driver is risk perception, meaning a 

combination of the perceived likelihood of an event and the perceived severity of the event´s 

consequences (Paton, Smith, Daly, & Johnston, 2008). However, not only the likelihood and the 

consequences of an event play an important role in risk perception. When looking at decision 

making in regard to risk, affect plays an important role too. Positive affect increases risk taking if 

the risk is perceived as moderate or low (Loewenstein, Weber, Hsee,& Welch, 2001). A study by 

Schreurs (2019) showed that especially risk perception plays an important role in information 

gathering in regard to crime. Because of this, this study will investigate whether there is the same 

effect of risk perception on crime detection. The current study predicts that citizens are more likely 

to detect signs of undermining crime if they perceive the illegal doings as dangerous for themselves 
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as well as for the society. The second two drivers are self-efficacy (Schreurs, 2019) and response-

efficacy (Paton, 2013). Self-efficacy describes whether citizens feel capable to do what they are 

asked for (Explore Psychology, 2018) and response-efficacy relates to whether citizens think that 

the behaviour they are asked to do has the anticipated effect (Floyd, Prentice‐Dunn, & Rogers, 

2000). Schreurs (2019) found that if self-efficacy is low people are more likely to gather 

information, especially about ways of action. However, if self-efficacy is high people are more 

prone to report crime. It is predicted that if citizens feel capable to detect undermining crime, they 

are also more likely to actually detect signs of undermining criminality. This study, similarly, 

predicts that if citizens feel like their detection of crime has the effect, they expect on themselves 

as well as on the society they are more likely to actually detect signs of undermining crime. The 

last two individual-related drivers are morality (Cromby, Brown, Gross, Locke, & Patterson, 

2010), whether the citizens think what they are advised to do is morally correct, and motivation, 

which results from a feeling of negative emotions (Schreurs, 2019). Morality refers to the citizen´s 

moral judgement of the action they witnessed. People who see their moral image endangered get 

the drive to for example gather information about a crime or how to get involved in solving the 

crime. In this study, it is predicted that the more endangered the moral image of a person is the 

more likely this person is to detect signs of undermining crime. Motivation, on the other hand, 

refers to the experience of negative emotions resulting in the motivation to report a crime or to 

gather information (Schreurs, 2019). The previously mentioned study by Schreurs (2019) showed 

a positive effect of, especially altruistic, moral values, such as social justice, and negative emotions 

on information gathering. This study will therefore investigate whether moral values, altruistic or 

egoistic, as well as negative emotions also have a positive effect on crime detection.   

https://d.docs.live.net/19f6b0b72e6eda99/Documents/Uni/Bachelor%20Arbeit/UnderminingCriminlaity_GretaDammann_s1754882.docx#_msocom_1
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Beliefs about the effectiveness of an action are not only determined by individual beliefs 

but also changed and sustained through social relationships (Paton, 2013). People rely on the 

community they are a part of in order to receive information and are inspired by the behaviours of 

other community members (Paton et al., 2008). Therefore, the second type of drivers are 

community-related drivers. The first of these drivers is sense of community. This driver relates to 

whether or to what extent the citizens feel connected to their neighbourhood (Schreurs, 2019). 

Furthermore, collective efficacy is a community-related driver and describes whether the citizens 

feel capable as a community to engage in the advised action (Paton, 2013). The last community-

related driver is whether the citizens already are or were engaged in community related action 

(Schreurs, 2019) e.g. in a church or other community-based organization. If there is already an 

existent bond within the community people are more likely to rely on the behavior of others. 

Schreurs (2019) found that the community-related drivers influenced the willingness to act. 

Nevertheless, in this study these drivers will be neglected as the study will take place in an online 

setting where no real community is involved.  

The third and last type of psychological drivers according to the CET are institutional- 

related drivers (Paton, 2013). These are drivers that regard the relationship between the citizens 

and the institution, which in the case of criminal investigations is the police. The first and most 

important driver is trust towards the police (Paton, 2013). Trust is a determinant for information 

gathering and behavioural execution in hazardous incidents such as crime (Paton, 2008). Because 

citizens usually are very inexperienced with regard to hazards and, in this case, crime, they have 

to rely on institutions such as the police to gather information and furthermore make decisions. 

Trust determines the relationship between a person and an institution and predicts whether this 

person takes the advised actions (Paton, 2013). This study predicts that if citizens feel like they 
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can trust the police, they are more likely to detect signs of undermining criminality. The last 

institutional-related driver is a feeling of empowerment. This driver regards whether the citizens 

feel like they have an influence on government policies and that their opinion is heard and matters 

(Paton, 2013). If citizens feel empowered by the police, this study predicts that they are more likely 

to detect signs of undermining crime. Schreurs (2019) only found a marginal effect of institutional-

related drivers on acting behaviour, therefore it would be interesting to see whether the findings of 

this study can be replicated for crime detection. 

 

Present study 

This study aims to investigate whether the psychological drivers that are identified in the 

CET have an influence on crime recognition, more specifically on undermining crime detection. 

It is interesting to see if the drivers, which were initially found to influence people's behaviour in 

hazardous situations, also influence citizens that are involved in citizen investigations and 

therefore find themselves in a different, but still risky situation. Thus, as mentioned before the 

research question of this study is: 

Is the number of recognized signs of undermining criminality dependent on 

the psychological drivers as defined by the CET? 

 

Method 

Design 

The design of this study consisted of a cross-sectional, quantitative, within-subject design. 

An online questionnaire was used to measure the independent variables, which were the various 

psychological drivers, while the dependent variable, the number of recognized signs of 
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undermining, was measured with a recognition task, in which the participants had to select certain 

pictures based on previously provided knowledge. This study was used by two students with 

different research questions. While this paper deals with the direct effect of the psychological 

drivers of the CET on the number of correct positive alerts, the other paper by Julian Rinke 

investigates the role of knowledge about undermining crime in this process.  

 

Participants 

The sample consisted of a total of 53 voluntary participants. The only inclusion criteria 

were the completion of the questionnaire, sufficient knowledge of the English language as well as 

being above the age of 18. Before the data analysis several participants were eliminated, based on 

previously determined elimination criteria. 10 participants were eliminated because they did not 

fill in the questionnaire sufficiently. After removing these data points N = 43 participants were left 

in the sample. 

The demographic data of the participants, including age, gender, educational level and 

nationality varied between participants. 11 participants were male, 32 participants were female and 

none of the participants did not identify with any of these genders. The age of the participants 

varied between 20 and 60 years old with an average age of M = 26 (SD = 10.6). With 93% the 

majority of participants were German. 4.7% were of Dutch nationality and 2.3% of the participants 

indicated that they had another nationality.  

 

Materials 

Dependent variable. 
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In order to measure the dependent variable, correct positive undermining crime alerts, we 

took pictures in several locations throughout Enschede, the Netherlands. Additionally, a small text 

was formulated, which gave some insights into the signs of undermining criminality. This text was 

tailored to the selected pictures. Six of the pictures suggested, according to a local police officer, 

undermining activities and six did not show signs of undermining crime activities. In order to 

measure the dependent variable the sum of correct positive alerts was used. Accordingly, the 

participants had the chance to score between 1 and 6 correct positive alerts. The false alarms, false 

rejections and correct rejections were not taken into account. 

Independent Variables. 

The questionnaire, which was used to measure the various psychological drivers, 

distinguished seven different psychological drivers. Five of these drivers were individual-related 

drivers while two of them were institutional-related. All constructs were measured on a five-point 

likert scale ranging from strongly agree to strongly disagree. 

1. Risk perception. Risk perception was divided into three subcategories. The first of them 

was perceived crime likelihood. The Items were based on a study by Schreurs (2019). 

Exemplary items for this scale were “It is very likely that crime takes place in my 

neighbourhood.” and “I feel safe in my neighbourhood.”. The items showed an 

acceptable reliability (α = .76). The mean value of the in total 9 items was taken as a 

measure of perceived likelihood.  

The second component of risk perception was perceived crime consequences. This 

scale was based on Paton et al. (2018). It included items such as “Crime in my 

neighbourhood influences my daily life.” and “I feel safe in my neighbourhood.”. The 
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reliability was poor (α = .59). The mean value of 2 items was taken as a measurement for 

risk perception, therefore it was not possible to remove one item.  

The third component of risk perception was affect. This scale was based on the 

PANAS test (Watson, Clark, & Tellegen, 1988). Items for this scale were for example “I 

am determined to report undermining crime.” and “I am upset about undermining crime.” 

In this study the internal consistency for affect was, after deleting one item (“I am scared 

to report undermining crime”), still questionable (α = .67). The mean value of 5 items was 

used as a measurement for affect. 

2. Self-efficacy. This scale was based on a study by Schreurs (2019). The Items used to 

measure self-efficacy included “I know how to report crime to the police.” and “I consider 

myself capable to prevent crime in my neighbourhood”. The reliability for this scale was 

acceptable (α =.71). Again, the mean value of 5 items was used as a measurement for this 

scale. 

3. Response-efficacy. The items for response-efficacy were based on Schreurs (2019).The 

scale includes items such as “Using a crime prevention app promotes safety in my 

neighbourhood.” and “Participating in crime prevention programs makes a difference for 

the community.”  Even after removing one item, this study only showed a poor reliability 

(α = .52). The mean score of 6 items was used as the measurement for Response-efficacy.  

4. Motivation. This scale was, again, based on Schreurs (2019). Amongst the items used for 

this scale were “I am afraid of undermining crime in my neighborhood.” or “I would be 

furious if undermining criminality takes place in my neighborhood.”This scale showed a 

good reliability ( α =.79). 4 Items were used as a measurement for this scale. 
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5. Morality. Here, two different types of values were differentiated. The scales were both 

based on Steg, Bolderdijk, Keizer, & Perlaviciute (2014). The scale for altruistic values 

included Items such as “Social justice is very important to me”, “I want the world to be at 

peace”, and “Equality is very important to me”. The associated items for egoistic values 

were “I want to have social power.”, “I want to have an influence on my neighborhood and 

what happens in it.” and lastly “I am ambitious to make a difference in my neighborhood.”. 

The current study showed an acceptable reliability for altruistic values (α = .78) as well as 

for egoistic values (α = .70). The mean score of 3 items were used to measure altruistic 

values, while the mean of 5 items were used for egoistic values. 

6. Trust towards the police. This scale was based on Stoutland (2001). For this scale the items 

included “the police care about our concerns, as they plan and implement policies.” or “The 

police do everything they can to prevent crime.”.  The cronbach's alpha of these items 

showed an excellent reliability (α = .90) in the current study. The mean of 5 items was used 

as a measurement for trust. 

7. Empowerment. The last scale was based on Paton (2013). Associated items were “Voting 

in local elections affects what is being dealt with in the neighborhood.” and “The police 

are actively involved in working with residents to improve the conditions in 

neighborhoods.”. The current study derived at a good reliability (α = .80). The mean value 

of 4 items was used for this scale. 

 

Procedure 

Before the study was started it was approved by the ethics committee of the faculty of 

Behavioural, Management and Social Science of the University of Twente. Because this was an 
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online study, the participants had to access the internet and enter either the Sona system website, 

which is the test subject pool website of the University of Twente, or the Qualtrics website through 

a direct link. The direct links to both of these access points were distributed through direct 

messengers, such as WhatsApp, as well as through social media, for instance Facebook. Therefore, 

the sample was derived using a convenience sampling method. Before starting the survey, each 

participant had to fill out an informed consent form. In case this consent was denied, the participant 

was not further directed to the questionnaire. Afterwards the participants were asked to enter a few 

of their demographic details such as their age, nationality, and gender. Next, the participants had 

to fill out a questionnaire which measured the different psychological factors relevant to this study. 

In order for the participants to gain a clearer picture of the topic of this study, the participants were 

given some general information about undermining criminality in the next step. Following this 

part, the participants were shown a set of different pictures, six of which showed signs of 

undermining criminality, and six pictures that did not show any undermining criminality signs. 

The participants were asked to identify those pictures that they thought indicated undermining 

activity. Next, each participant received more information about undermining criminality and a 

list of signs that indicate undermining crime. This was done through an informative text which 

was tailored to the selected photos. Lastly, the participants, again, had to select pictures of 

undermining crime from the same assortment of pictures they received before. As this study 

focused on underlying psychological drivers, only the second assessments were taken into account 

for further analyses. Afterwards, the participants were thanked for their participation and the study 

was completed. 

 

Data Analysis 
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All analyses were conducted using IBM SPSS Statistics for Windows-PC. In order to 

illustrate participants' demographic data, descriptive statistics were calculated. Next, the 

correlations between the several independent and the dependent variables were calculated using 

the Pearson's Correlation analysis. In order to further analyze the effect of the independent on the 

dependent variables, a Multiple Regression Analysis was conducted. 

 

Results 

Overview 

In order to give an overview of the data, Table 2 summarizes the means, standard deviations 

and correlations of all relevant variables. The first few important constructs that were measured 

were the psychological drivers that served as independent variables. All means for the independent 

variables were between 2, which stands for “disagree”, and 4, meaning “agree”. The standard 

deviation was, for each independent variable, below 1.  

         For the dependent variable, the most important construct was the correctly identified 

pictures that showed undermining. The correct positives had a mean of 4.2 (SD= 1.22), which can 

be seen in Table 2. This means that the proportion of correct positives was 70 %. Table 1 

summarizes the accuracy scores for each picture. The proportion of participants who selected each 

picture varies between the different pictures. The most recognized picture was recognized by 86.05 

% of the participants, while the least recognized picture was recognized by 34.88 % of the 

participants. 
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Table 1 

Summary of the accuracy scores for each picture with signs of undermining crime 

 

Correlations 

Table 2 

Summary of the means, standard deviations and Pearson's correlation of risk perception, its 

subcategories crime likelihood, crime consequences and affect, self-efficacy, response efficacy, 

motivation, morality, trust towards the police, empowerment, and correct positive alerts 

The most important correlations are between the independent variables, risk perception, 

self-efficacy, response efficacy, motivation, morality, trust towards the police and empowerment, 

and the dependent variable, correct positive alerts. These correlations were measured with the help 

of a Pearson's Correlation Analysis, which is summarized in Table 2. Risk perception and correct 
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positive alerts showed a positive correlation (r = .39, p < 0.05). In regard to its subcategories only 

crime likelihood was positively correlated with correct positive alerts (r = .37, p < 0.05). The other 

subcategories, crime consequences and affect, did not show a significant correlation (p > .05). 

Self-efficacy and correct positive alerts were positively correlated (r = .35, p < .05). Furthermore, 

none of the other constructs, namely response-efficacy, morality, motivation, trust towards the 

police and empowerment, were significantly correlated with correct positive alerts (p > .05).   

 

Research Question 

Multiple Linear Regression. 

In order to answer the research question “Is the number of recognized signs of undermining 

criminality dependent on the psychological drivers as defined by the CET?” a multiple regression 

analysis was conducted with seven independent variables, namely risk perception, self-efficacy, 

response efficacy, motivation, morality, trust towards the police and empowerment, and one 

dependent variable, correct positive alerts. 
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Table 3 

Multiple Regression Coefficients of risk perception, self-efficacy, response efficacy, motivation, 

morality, trust towards the police and empowerment on correct positive alerts 

 

As shown in Table 3, none of the independent variables was able to predict the number of 

correct positive alerts.  

 

Discussion 

One of the main findings of this study was that risk-perception as well as self-efficacy 

showed a positive correlation with the number of correctly identified signs of undermining crime. 

Accordingly, when risk-perception or self-efficacy increase, the number of recognized signs of 

undermining criminality increases as well. This finding is partially similar to the finding of 

Schreurs (2019) who found a correlation between self-efficacy and, in her case, willingness to act 

but not between risk-perception and willingness to act.  While Schreurs (2019) only included crime 

consequences and crime likelihood as subcategories for risk-perception, the current study also 

added affect as a subcategory for this variable. This is however not the reason for why there was 
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no correlation in Schreurs´ (2019) study as affect did not show a correlation with correct positive 

crime identifications. A more plausible reason could be that the dependent variables differ in both 

studies. The current study merely concentrates on recognized signs of crime while Schreurs (2019) 

used willingness to act against crime as the dependent variable. The nature of these two variables 

is quite different. Willingness to act is very action oriented and probably takes more effort while 

crime recognition is based on knowledge and does not entail any action.  Willingness to act might 

not be correlated with risk-perception while the identification of signs of crime is. 

The current study was, nevertheless, not able to predict an effect of neither risk-perception 

on the number of correctly identified signs of undermining criminality nor of self-efficacy on the 

correct alerts. Schreurs (2019), however, was able to predict these kinds of effects for self-efficacy 

and response-efficacy on willingness to act. There are several different explanations to why it is 

possible to find a correlation but no effect. One reason for this discrepancy could be that the effect 

between the two constructs is nonlinear and therefore not predictable by a linear model. The more 

likely explanation, however, is that the correlations were so low that the effects of the other 

variables account for these correlations and therefore there was not significant effect measurable.  

In regard to the remaining individual-related drivers, this study was not able to find an 

effect of  response-efficacy, motivation and morality on the  number of recognized signs of 

undermining criminality, which is in line with results of Schreurs (2019). Paton (2013) initially 

used the CET model for risk situations other than crime risks. It may be possible to trace back the 

lack of significant effects to the difference between risks caused by natural hazards, which was the 

focus of Paton (2013), and risks caused by criminality, which was the focus of Schreurs (2019) 

and the current study. The behaviour and knowledge may be affected by different drivers in each 
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type of risk even though there seem to be some overlap. This could be an explanation for why 

neither the study by Schreurs (2019) nor the current study found effects of these variables. 

Looking at the institutional-related drivers, the current study did not find a dependency of 

recognized signs of undermining crime on neither trust towards the police nor on empowerment. 

Schreurs (2019) on the other hand was able to predict an effect of trust towards the police on 

willingness to act. As mentioned previously, the dependent variables of the current study and the 

dependent variable used in the study by Schreurs (2019) differ. This study used recognized signs 

of undermining crime, while Schreurs (2019) used willingness to act as the dependent variable. 

Trust towards the police seems to have a bigger influence on whether someone acts against crime 

than on the recognition of signs of crime. Recognizing crime therefore does not depend on the 

relation between citizens and institutions, such as the police. The willingness to act against crime 

however depends on whether the citizens have a good relationship with, for instance, the police.  

Summarized, none of the constructs, neither individual-related nor institutional related, 

were able to predict the number of correctly identified signs of undermining criminality. There are 

several ways to interpret this. One course of interpretation would be that undermining criminality 

is hard to be recognized by lay persons, as it is part of organized crime and its structures are made 

to stay hidden. This explanation however does not fit the dataset properly. The participants were 

very well able to identify the pictures that were supposed to show signs of undermining crime. 

More specifically, the average participant correctly detected these pictures 70 percent of the time. 

Another course of interpretation would be that the selected constructs from the CET do not 

fit the research question properly. This study focused on knowledge about signs of undermining 

criminality, as it would be provided by apps that aim to involve citizens in criminal investigations, 
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rather than on behaviour. The CET however was made to predict behaviours in risk situations. The 

used model may not be transferable to knowledge, which is a noteworthy finding. 

 

Strengths and limitations 

When taking a detached look back at the current study and the complete process, strengths 

as well as a few limitations become apparent. The most noteworthy asset of this study is that it is 

one of the first studies that has been conducted in the field of undermining crime and the effect of 

psychological drivers on crime detection. It can therefore be used as a stepping stone for future 

research and its limitations can be utilized as a basis to learn from. Another asset is the constellation 

of the sample. A wide range of different people was represented and especially the participant´s 

age range as well as the diverse educational background were outstanding. Because of this, it was 

possible to create a good picture of the whole population and not only of one specific age group 

or economic status. 

 One limitation of this study was that the identification of the correct pictures may have 

been too easy for the participants as about 70 % of the pictures were identified correctly. Before 

identifying the pictures, the participants received an informative text about undermining 

criminality and its sign, which may have hinted at the signs of undermining criminality too much 

and therefore simplified the selection process.  Another limitation of this study was the sample 

size. The sample only consisted of 53 participants from which 10 had to be removed due to 

insufficiently fulfilling the inclusion criteria. It is not possible to make assumptions about a 

population based on such a small sample. A bigger sample may have resulted in different or at 

least significant findings. This small sample size is, probably, also the reason why no effect was 

found in the regression analysis. Too many constructs were measured in proportion to the number 
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of participants. Lastly, not all scales measured a good reliability. Response-efficacy, for instance, 

only measured a poor reliability even after removing one item. This may have also been a reason 

for the not significant results of the data analysis. 

 

Future research 

A few insights, on undermining criminality and the effects of different psychological 

drivers, can be gained for future research. First of all, in the future a similar study could be 

conducted in person and not in an online setting. This way it would be, firstly, better to control the 

participants in what they do and how they do it and, secondly and most importantly, it would be 

possible to see how the participants identify certain signs of crime and which signs they correctly 

identify and which not. In a similar manner, it would be interesting to investigate why people 

identify certain things as signs of undermining crime. In order to do so a question about the reason 

for the identification could be added for each picture.  

For this study the informative text entailed a few details that were quite specific to the 

shown pictures, this made it very easy for the participants to detect the correct pictures, as about 

70 percent of the time the correct picture was selected. Looking back at this, a notion for future 

research could be to make the distinction between the two types of pictures harder or make the 

informative text about signs of undermining criminality more general and not as specific to the 

selected pictures.  

Furthermore, in a future research it would be interesting to investigate how different other 

psychological properties play a role in the relation between psychological drivers and the 

recognition of signs of undermining crime. One example would be to add personality traits, such 
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as extraversion and consciousness, as a mediator variable to see which impact these traits may 

have on crime reporting.  

 

Practical implications 

When looking at the current study some insights can be taken into the practical field of 

criminal investigations by citizens. When citizens are involved in investigations or more 

specifically in crime recognition special attention needs to be paid towards psychological drivers, 

such as risk-perception and self-efficacy. An increase in these drivers correlates with an increase 

in crime recognition. Accordingly, citizens who score high in these scales should be specially 

targeted to help with police work. Furthermore, it should be aimed at increasing these factors, 

especially in neighbourhoods with high criminality rates, in order to increase the crime recognition 

rate and maybe even the crime reporting rate. 

Conclusion 

To conclude, this study was not able to show that the number of recognized signs of 

undermining criminality is dependent on the psychological drivers as defined by the CET. 

Nevertheless, it was possible to show that there are some relationships between some individual-

related drivers, namely risk-perception and self-efficacy, and the number of correctly identified 

signs of undermining criminality. The current study did not show any relationship between 

institutional related drivers and the number of correctly recognized signs of undermining 

criminality. The main finding of this study is that there is some relationship between psychological 

drivers and crime recognition; the nature of this relationship, and what influence this has on 

undermining criminality, still needs to be investigated in future research.  
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