Hiding in Plain Sight -

Detecting Subversive Crime and Reporting it to Police

Christin Ovelhey

Master’s Thesis

MSc Psychology of Conflict, Risk and Safety

Department of Behavioural, Management and Social Sciences, University of Twente

Supervisors:
Prof. Dr. José H. Kerstholt

Dr. Ir. Peter W. De Vries

January 8, 2021

UNIVERSITY OF TWENTE.



DETECTING SUBVERSIVE CRIME 2

Abstract

Citizen engagement in the police domain becomes more and more important and
simultaneously, citizens are offered new options to interact with and support the police. In
fighting a hidden form of criminality, called subversive crime, citizens can help by recognising
the correct signs for subversive crime and reporting them. The main goal of this study was to
assess the extent to which individuals are able to recognise signs of subversive crime.
Subsequently, it was investigated whether recognition of signs and other psychological
mechanisms predict the intention to report signs of subversive crime to the police.

Participants’ recognition of subversive crime and its effect on reporting intention was
assessed, as well as the clues that participants used to declare a place as criminal. Further, it
was investigated whether the willingness to report criminal signs increased with scoring higher
on drivers on the individual, institutional and community level of the Community Engagement
Theory. In total, 181 German citizens participated in the online study. Results indicate that
recognising signs of subversive crime was a positive predictor for reporting intentions. This
means that citizens’ willingness to report might be increased by improving their knowledge of
relevant signs. The finding that most participants were not able to recognise subversive signs
highlights a need for promotional approaches to counteract this lack of knowledge.

Keywords: Community Engagement Theory, subversive crime, willingness to report,

crime recognition
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Hiding in Plain Sight - Detecting Subversive Crime and Reporting it to Police

Citizens are more and more involved in police activities and simultaneously, are offered
more opportunities for interacting with the police. Increasingly, citizens are the ‘eyes and ears’
of the police on the streets (Terpstra, 2010) and the police has long since recognised their large
potential in fighting crime (Gill et al., 2014). However, the police are far from exploiting the
public’s full potential. To date, citizens mostly participate by calling the police after an incident
and by meeting with a community officer, or as a response to a request for help by the police
(Schreurs et al., 2018). In the stages after a crime has occurred, citizens are seen as very useful
to the police, for instance when offering information or helping in the search for missing victims
(Terpstra, 2010).

Less attention has been given to proactive citizen participation in the form of contacting
the police when seeing signs of organised crime. A reason for this is that the average citizen
does not undergo the same training as police officers or other security staff do. This training
makes officers more sensitive to behaviour deviating from the norm in a suspicious and
potentially negative way. As citizens usually do not receive such training, they might not be
able to recognise deviations because they do not know what to look for and fail to identify
relevant clues. Further, this entails the risk of gathering wrong information or making biased
assumptions (Kerstholt & Vries, 2018). Often, citizens have no access to a necessary knowledge
base to accurately estimate the risk of a situation or event (Schitz & Wiedemann, 2003). In
short, citizens might not be aware of crime even if they encounter signs of it.

If citizens are able to detect suspicious signs, it is also crucial that they report them to
the police. Already, citizens can use certain platforms to report crime to the police. However,
the German options are limited to more reactive forms. For instance, AMBER alert notifies
citizens via applications, social media or public “info screens” (AMBER Alert Deutschland,
n.d.) in case a child has gone missing. The notifications should increase citizen’s awareness of
their surroundings by keeping their eyes open for the missing child. Regarding a more proactive
approach, the Netherlands, for instance, have numerous neighbourhood WhatsApp groups or
the Dutch ‘Crime Watch’ program “Opsporing Verzocht”, both of which can benefit police
work (Akkermans & Vollaard, 2015; Van Erp et al., 2012). As of now, no programs similar in
magnitude are known to be used in Germany. Some German cities published apps that citizens
can use to report complaints (e.g., Melde-App Stadt Recklinghausen). But with a focus on road
damages, street lighting and the like, these apps are not designed for reporting suspicions about

crime.
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But it is also desirable that citizens become more aware of criminal signs in their own
environment and report them to the police proactively. This means that reporting behaviour
should not merely be a response to what the police asks citizens to do. One of the areas in which
this proactive reporting behaviour is desirable is in an area of organised crime, called subversive
crime. The difficult aspect of detecting subversive crime is that one rarely sees this form of
crime in action, or for what it is, namely criminal. The Dutch Government describes subversive
crime as the attempt to “gain influence in lawful society” by “taking root in residential
neighbourhoods” (Government of the Netherlands, 2018). The hidden illegality of these
machinations can further decrease the likelihood that citizens are able to distinguish between
legal and illegal businesses. Another point of concern is that citizens might become overly
attentive, resulting in reports about suspicious behaviour that is, in fact, not criminal at all.
Considering this, knowledge about signs of crime is important, but so is a healthy reflection on
the situation.

Hence, it is of interest to assess the level of knowledge about subversive crime. Derived
from that, the main research question is: In how far are citizens able to recognise signs of
subversive crime and what do they know about signs of subversive crime? A second research
question arises: What is the contribution of knowledge of subversive crime to understand the

intention to report signs to the police?

Theoretical Background

Subversive Crime

Organised crime is subversive, also referred to as undermining, when it compromises
the foundation and integrity of society by becoming entwined with society on a legal level.
Further, this phenomenon is described as a less visible form of crime (City of Amsterdam, n.d.).
Examples of subversive criminality are money laundering, real-estate crime or illegal hemp
farms (Port Security Center, 2017), all of which are illegal activities conducted in legal
environments. Money laundering, for instance, has the sole purpose of integrating money
generated by criminal activities into the legal system to make it appear legitimate. For that,
criminals make use of “large sums of dirty money, violence, and intimidation” (Government of
the Netherlands, 2018). Undermining crime is not limited to organised criminality. The term is
also used to refer to corruption in the government or rule violations in business management
(Spapens, 2019).

Human-made risks in general can have disorderly effects for individuals, communities,
and economy (Broekhuizen et al. 2018) and evoke more fear in humans than natural risks

(Ropeik, 2004). Synthetic-drug laboratories or hemp plantations increase the risk of fire and
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chemical spillage (Lam et al. 2018) which then affect the neighbouring houses or influence the
quality of the water. This can disturb the sense of community or lead to relocations that
minimise the community altogether. Economically speaking, unfair competition leading to the
extinction of legal businesses and the evasion of governmental taxes are typical consequences
of subversive crime. It is therefore not only in the interest of the community, but also in the
interest of every resident to detect subversive crime, report it to the police and as a result,

preserve the community they live in.

Reporting Behaviour of Citizens

As the reporting of crime falls under the broader category of community policing, a
short overview is given first, followed by the discussion of relevant theories of factors that
predict citizen participation.

Community Policing

The implementation of community-oriented policing has gained a widespread
popularity over the last decades. Although empirical support for the effect of community
policing on reducing crime is ambivalent, if not finding that it is largely unrelated (Gill et al.,
2014), often a positive effect on citizens’ feelings of security (Skogan & Frydl, 2004; Weisburd
& Eck, 2004) and perceptions of the police (Gill et al., 2014; Peyton et al., 2019) has been
substantiated. Generally, community policing aims at increasing police and community
interactions to create a type of policing that helps the police as well as residents. Wilson and
Kelling (1982) defined the objective of community policing as identifying criminal issues that
affect the residents’ quality of life by applying a preventive and proactive role and at the same
time receiving support by citizens.

According to Terpstra (2010), community policing ambitions are separated into five
factors. Important relating to this research are “prevention”, “cooperation with other agencies”,
and the “promotion of citizen involvement”. Further, “proximity”, and “a focus on a wide range
of problems in the neighbourhood” play a central role in community policing. Preventive
strategies include the development of personal relations with citizens and information gathering
“about the neighbourhood to detect new problems” (p. 68). By increasing citizen participation,

community policing goals are a step closer to being achieved.

Citizen Participation
Participation behaviour of citizens in the police domain is separated into different types
of behaviour. According to Schreurs et al. (2018), those are social control, responsive

participation, collaborative participation, and detection. Responsive participation includes
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calling the police to report criminal behaviour. Detection as a form of participation behaviour
entails assistance in offender identification or the detection of crime. A combination of the two
types is applied here, as it will be researched in how far the recognition of criminal signs
predicts reporting, which is one of the ways in which citizens can participate in the police
domain.

In a comparative study of community policing in the UK and South Korea, Choi and
Lee (2016) indicate that two key factors influence participation in community policing: the
relative importance of individual concerns (e.g., benefits of personal gain, receiving pay) and
the relative importance they attach to their community and community safety, which might be
referred to as their sense of community. Their results however do not relate to citizens calling
the police or being part of a neighbourhood watch, but citizens that go a step further by
becoming community officers. Therefore, they need to be applied to this context with caution.
Using a different approach, Pattavina et al. (2006) argued that especially the relationship
between community police and community members is decisive for citizen participation. This
only increases the relative importance of trust in the police as part of this study, as explained in
detail below.

It can be concluded that citizen participation cannot be explained by only a few factors
and that it might be a challenge to integrate all relevant predictors into one model. However,
psychological mechanisms on three levels, the individual, institutional and community level,

become prominent as main variables to predict citizen participation in the community.

Psychological Mechanisms Underlying Reporting

For practical reasons, the intention to report will be measured instead of reporting
behaviour. Research identified the intention to act as a main determinant of actual behaviour
(Ajzen, 1991; Ajzen & Fishbein, 1980; Milne et al., 2000; Norman et al., 2005; Orbell et al.,
1997). In the context of participation behaviour in the police domain, people’s intention to act
can be influenced by who they see as responsible for safety and whether they believe they are
able to reduce the crime themselves (Schreurs et al., 2018). Therefore, trust in the police, who
are responsible for safety, and individual factors regarding participants’ beliefs about their
crime preventive abilities are included in the study. As mentioned above, the interaction
between residents and their community was also found to influence participation and will hence
be measured as well. The Community Engagement Theory (CET) offers a possible solution by
including predictors on all three levels and is therefore used to assess whether it predicts

reporting intentions.
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The Community Engagement Theory, a hazard preparedness model by Paton (2013),
has recently been applied to the context of preparedness for social safety hazards such as crime
(Schreurs, 2019; Schreurs, Franjki¢, et al., 2020; Schreurs, Kerstholt, et al., 2020). It covers
individual beliefs, community characteristics and the relationship with institutions (Paton,
2013). When including some of the characteristics, a better understanding of citizen’s decision

to report signs of subversive crime to the police can be gained.

Drivers at the Individual Level: Awareness and Knowledge of Crime, Self-Efficacy, Response
Efficacy, and Risk Perception

The individual-related psychological drivers derived from Schreurs and Franjkic et al.
(2020) include self-efficacy, the belief in one’s own abilities to deal with a task or situation
successfully (Bandura, 1997), as well as response efficacy, in how far citizens think their
actions will be effective to reduce the risk (Prior & Paton, 2008). Further, risk perception is
measured, consisting of beliefs and attitudes about the risk of a hazard (Mclvor & Paton, 2007;
Paton et al., 2006). Additionally, awareness and knowledge of subversive crime will be

incorporated on an individual level.

Awareness and Knowledge of Crime. Perceiving elements of the environment and
making sense of them are two distinct, but connected elements, which are combined in the term
situational awareness. By enhancing the public’s situational awareness of crime, a starting point
in combating this same crime can be made (Shin & Lee, 2005). For instance, the South Korean
government developed the Public Notification Act and the United States introduced Megan’s
Law to provide communities with information about sexual offenders.

Public notification policies have shown to enhance safety consciousness and increase
awareness of sexual offenses in the average citizen (Zevitz & Farkas, 2000). The same might
apply when local governments provide citizens with information about the location of a crime
or other crime-related information the citizens can know. It can increase residents’ awareness
of their surroundings and knowledge of criminal signs, which in the long-term enables them to
be accurate detectors of crime, and therefore valuable sources for the police (Bullock & Sindall,
2014). This is also due to residents’ profound knowledge of their neighbourhood, which can
make them more sensitive to activities departing from the norm. As Bullock and Sindall (2014)
and Mesko et al. (2013) pointed out, awareness is a precondition for citizen participation.
Awareness is also a predictor for risk perception, as a higher awareness also leads to higher
concern about a risk (Ropeik, 2004).

There are, however, also some potential risks when increasing citizen’s awareness and

knowledge of crime. When being confronted with criminal activities, residents might take the
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law into their own hands instead of contacting the police, perhaps because they feel responsible
for maintaining safety in the neighbourhood. This could become dangerous if the citizen is
taken too far in his fight against crime and further increase the risk of vigilantism and violence
to stop a perpetrator (Haas et al., 2014). Another reason to take the law into one’s own hands
could be when citizens do not trust the police to solve the incident. On the contrary, trusting the
police increases the likelihood of citizens reporting crime to them, as will later be expanded on
(Stoutland, 2001).

Subversive crime knowledge is a substantial prerequisite for further action in protecting
oneself against this form of crime. Hence, the current study examines whether being able to

recognise signs increases the likelihood that participants would report those signs to the police.

Self-Efficacy. Since being introduced by Bandura (1982), the personality construct self-
efficacy has been researched extensively, and as a result has found application in Social
Cognitive Theory (SCT), Protection Motivation Theory (PMT), and the Framework for Risk
Information Seeking (FRIS), all of which were applied to a risk and safety context (Bandura,
1986; Kievik et al., 2009; Rogers, 1983; Ter Huurne, 2008). Self-efficacy has also been used in
the Community Engagement Theory (Paton, 2013), as well as in its adapted form for a social
safety context (Schreurs, Franjki¢, et al., 2020; Schreurs, Kerstholt, et al., 2020).

Self-efficacy is here referred to as citizens’ beliefs about their ability to deal with a
threatening situation by reporting it to the police (Bandura, 1997). It is not only about dealing
with a situation, but rather to take measures of control over one’s own behaviour or
environmental situations (Bandura, 2001). Believing that one is able to execute a task increases
the likelihood of performing this task, as self-efficacy has been found to have a strong effect on
people’s decision-making process in general (Bandura, 1997) and on the intention to execute
self-protective behaviour (Bandura, 1977; Brewer et al., 2007). One’s self-efficacy beliefs,
according to Bandura, have a central role in influencing the outcome of an individual’s
performance (1997, 2001). Conclusively, without believing that one can produce the desired
outcome, there is little motivation or intention to exercise some measure of control (Bandura,
2001).

In the area of incident reporting, there are mixed results for self-efficacy. Self-efficacy
has been linked to the intention to engage in incident-reporting behaviour among nursing staff
(Lee et al., 2016), while in a study by Harsul et al. (2020), no significant correlation between
self-efficacy and patient safety incident reporting was found. This might however be related to
the field of study. Self-efficacy was found to be a positive predictor for citizens’ willingness to

report and intervene when witnessing a crime in their neighbourhood (Schreurs, Kerstholt, et
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al., 2020). At the time of data collection, those citizens were, however, already active in the
citizen panel of their municipality, which must be kept in mind when interpreting the results of

this study.

Response Efficacy. Response efficacy is defined as people’s beliefs that a response
effectively helps to reach an anticipated goal. In this case, citizens consider whether reporting
a suspicious place would lead to a reduction of the risk associated with it (Prior & Paton, 2008).
This includes that the police take care of it and residents regain a sense of safety in the
neighbourhood. A high level of response efficacy is likely leading to an increase in preparatory
actions (Paton, 2013). Earlier research found a strong relationship between response efficacy
and the intention to execute self-protective behaviour (Brewer et al., 2007; Rosenstock, 1974)

Regarding health risk messages, the Extended Parallel Process Model offers insights
into people’s reaction to a message based on several factors (Witte, 1992; Witte & Allen, 2000).
If both self-efficacy and response efficacy are perceived as high, people would accept the
message and engage in danger control processes, that is finding a way to deal with the threat
(Gore & Bracken, 2005). Similarly, low levels of the two efficacy beliefs led to people’s
rejection of the risk message, resulting in fear control processes and maladaptive coping
mechanisms. As a precondition to gain any kind of response, the receiver of the message needs
to perceive a threat associated with the risk, known as risk perception. Although participants in
this study did not receive a risk message, a similar relation of efficacy beliefs and risk perception
on the intention to report a crime is expected. The interplay of risk perception, self-efficacy and
response efficacy has been applied in numerous models in the safety domain, of which the CET
(Paton, 2013; Schreurs, Franjki¢, et al., 2020) is no exception, and as a result also finds
application in this thesis.

Risk Perception. Another individual driver that explains why citizens take self-
protective actions is how they perceive the risk. Risk perception, in the scope of this thesis, is
the assessment of how likely a crime is to occur, and how the individual assesses the
consequences of that crime. According to Paton et al. (2008), people perceiving a risk as high
are more likely to take protective measures. This also highlights the question of which problems
the person experiences, to understand their perception of and respective actions against a threat.

In the bigger picture, threats that humans must face have made a change. While at the
beginning of the last century, an early death or infant mortality were the major concerns,
humans now perceive by-products of the modern lifestyle as posing the highest risk, for instance
pesticides, bioweapons, or pollution (Ropeik, 2004). Ropeik (2004) summarises twelve

characteristics of fear that directly influence people’s perceptions of a risk. According to the
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author, low levels of trust in the responsible person or institution, of control of the risk, or of
choice of being exposed to the risk will lead to higher levels of fear and risk perception. More
fear is also evoked when the risk is man-made, Kills in a dreadful way, or is more likely to affect
a person one cares about, next to other factors (see Ropeik, 2004).

Next to the obvious risks that natural and social hazards pose, there is also a risk of
misperceiving the situation. A misperception of risk, meaning an either too low level of worry
for large risks or too high level of fear for relatively small risk, can lead to reckless behaviour
or injuries in the prior case and mental health issues in the latter case (Adler, 2004; Ropeik,
2004). The assessment of whether a situation poses a risk to oneself is included in several risk
and crisis management models that illustrate how people respond to threats. For example, the
Protective Action Decision Model (Lindell & Perry, 2004; 2012) identified three core
perceptions, including threat perception, that directly influence protective action decision
making, and in turn, a behavioural response. In a study about flood risk, it was found that risk
perception, next to self- and response efficacy, is a strong predictor for the intention to take
self-protective action (Kievik & Gutteling, 2012). Similarly, Witte and Allen (2000) proposed
that high levels of risk perception and efficacy beliefs enhance self-protective behaviour.

In two studies, Schreurs, Franjki¢, et al. (2020) and Schreurs, Kerstholt, et al. (2020)
included two risk perception variables, crime likelihood and crime consequences, to predict
different forms of self-protective behaviour. The results are mixed. For instance, when
participants perceived consequences of crime to be high, they were more inclined to become a
member of a neighbourhood WhatsApp group. However, already being a member was
accompanied by a lower perception of the consequences of risk (Schreurs, Franjki¢, et al.,
2020). Perceiving a high likelihood of crime increased participants’ willingness to receive
information on the organisation of a neighbourhood WhatsApp group and on how to report
crime (Schreurs, Kerstholt, et al., 2020). From those results, it can be argued that crime
likelihood and crime consequences can predict different actions. Both perceptions of crime

likelihood and consequences will be used to operationalise risk perception.

Driver at the Institutional Level: Trust in the Police

Citizen trust in the police falls under the broader category of social trust. Before defining
social trust, the dimensionality of trust will be elaborated upon. The Trust, Confidence and
Cooperation Model (TCC) proposes that either trust or confidence, or a combination of both,
leads to cooperation (Earle et al., 2010). It distinguishes between trust as relational and
confidence as calculative. The former is based on value similarity between trust giver and

receiver, while the latter is based on the past performance of and confidence in the receiver.
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High values on both dimensions increase the likelihood that citizens cooperate. Throughout the
world there is increasing recognition of the need for public support for and cooperation with
law enforcement. Research shows that the police can benefit from citizen capital, particularly
when a vast majority of citizens is willing to participate (Tyler, 2004; Tyler & Fagan, 2008).

Social trust is defined as individuals® willingness to rely on the responsible person or
institution to take actions that protect them from a risk regarding their health and safety (Siegrist
etal., 2000). In this case it means that citizens rely on the police to protect them against different
forms of crime, for instance organised crime, that pose a risk to their safety. According to
Siegrist et al. (2000), being able to trust is important in situations “where the individual lacks
the interest, time, abilities, knowledge, or other resources to personally make decisions and take
actions” (p. 354). All five can be relevant for decision making processes in crime situations,
especially when they do not pose an imminent threat to the individual.

Trust in the police is also a factor of the institutional level from the above-mentioned
CET, originating in institutional trust (Paton, 2013). The institutional level is especially
important in the crime domain, as citizens are not free to act on the law as they want by taking
it into their own hands. This means that sometimes citizens cannot fight against crime without
becoming liable to prosecution themselves. Instead, the police’s task is to exercise the law and
to keep in contact with the citizens to help them and to ensure they adhere to the rules. Trust in
the police and confidence in their abilities facilitates this work. While the institutional level for
natural hazards comprises several organisations, the police is the main organisation in
regulating criminality (Schreurs, Franjki¢, et al., 2020). The police might not often be dependent
on information from citizens, but cooperation of the people is important in making police work
easier and even more effective.

Cooperation with the police can be achieved by enhancing citizens’ trust in them or by
promoting approachability, next to other elements that are fundamental to community policing
(Community Policing Consortium, 1994; Terpstra, 2010). Further, Avdi (2010) found that
police behaviour is strongly associated with citizens’ attitudes towards the police. Having had
negative experiences with the police therefore leads to negative attitudes about them and less
trust. As Slovic (1999) concluded, a lack of trust increases citizens’ perceptions of a risk. This
means that an already positive appearance in the neighbourhood, for instance through
community policing, can increase the likelihood that citizens proactively report suspicious
incidents to the police. Having a positive attitude towards the police is therefore fundamental
for reporting behaviour, as police are the central contact for reporting crime. Stoutland (2001)

breaks down trust in the police into four categories. Residents felt they could trust police more



DETECTING SUBVERSIVE CRIME 12

if they thought police officers were competent, dependable, respectful, and had shared
priorities.

On the one hand, trusting the police might increase the likelihood of citizens reporting
signs of crime. However, on the other hand, it could also decrease the likelihood of this action.
Trusting an institution that is responsible for managing a risk can reduce risk perception (Earle,
2010; Siegrist et al., 2000). If citizens have high trust in the police, a possible conclusion when
seeing signs of subversive crime could be that the police already know of them and therefore
conclude that their input is not necessary. Madero-Hernandez et al. (2020) stress that findings
have been inconsistent regarding the effect of police perceptions and self-protective measures.
From their study, the authors conclude that having favourable perceptions of the traditional
policing approach leads to a lower likelihood of counter-crime measures. Interestingly, people
that have favourable perceptions of the police when applying a community policing or
procedural justice approach are more likely to take counter-crime measures (Madero-
Hernandez et al., 2020).

Concluding, trust can be said to be a main variable in predicting citizen’s cooperative
actions with police (Stoutland, 2001) and reporting intentions and behaviour (Jackson &
Bradford, 2010, Schreurs, Kerstholt, et al., 2020). As Stoutland (2001) points out, for police
tactics to be effective, the local citizens must be willing to cooperate with and call the police,
which is based on attitudes towards police and the trust residents put in them.

Driver at the Community Level: Sense of Community

Next to the above-mentioned individual and institutional factors, the CET in the context
of social safety hazards entails sense of community as one of the community-related
psychological drivers (Schreurs, Franjki¢, et al., 2020). One might argue that a motivation for
citizens to report crime to the police could be to preserve or obtain a feeling of safety in one’s
environment. Schreurs and Franjki¢ et al. (2020) found that participating in one’s community
increases residents’ willingness to report and intervene. As argued by Gil de Zufiga and
Valenzuela (2011), stronger social ties within one’s neighbourhood can increase involvement.
And as such involvement might be in the form of reporting suspicious incidents like signs of
subversive crime to the police, sense of community is used in this study. Next to involvement,
cohesion and mutual trust among neighbours influence whether residents act in support for the
neighbourhood (Sampson & Raudenbush, 1999). Pattavina et al. (2006) and Ren et al. (2006)
note that involvement in collective crime prevention actions is significantly higher among those

residents that feel attached to their neighbourhood.
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Also notable are the results of a meta-analysis by Talo et al. (2014). They found a
significant relationship between having a sense of community and participating in the
community. Both factors help communities to solve problems or drive community
development. Further, sense of community has been associated with forms of civic (Brodsky et
al., 1999) and political (Anderson, 2009; Xu et al., 2010) community engagement behaviours.

Here, it is argued that sense of community, on the one hand, can increase reporting
intentions based on the arguments above. On the other hand, it could have the opposite effect
because strong social ties can diminish public trust in responsible representatives (Carr, 1998),
which, as discussed earlier, would be important for citizen cooperation. Residents might expect
that matters are not dealt with because of their close relationship with representatives. Because
most of the literature (see Talo et al., 2014) supports a positive relation between sense of
community and reporting crime to the police, the same line of reasoning is applied in this

research.

The Current Study

The aim of this study is to gain better insight into the role of knowledge in reporting
signs of crime to the police. This study contributes to the existing literature about citizens’
reporting behaviour by giving an overview of what citizens know about signs of subversive
crime and by examining to what extent knowledge of subversive crime is connected to the
intention to report signs of crime to the police. Further, it is researched in how far knowledge
of subversive crime can be integrated into a selected set of variables from the Community
Engagement Theory. Therefore, five factors from all three levels, the individual, institutional
and community level were included. Based on the outlined theoretical considerations, the
following hypotheses were formulated:

H1: Participants who score higher on recognition of subversive crime show a higher

intention to report signs of subversive crime to police.

H2: Participants who score higher on self-efficacy show a higher intention to report

signs of subversive crime to police.

H3: Participants who score higher on response efficacy show a higher intention to report

signs of subversive crime to police.

H4: Participants who score higher on risk perception show a higher intention to report

signs of subversive crime to police.

H5: Participants who score higher on trust in police show a higher intention to report

signs of subversive crime to police.
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H6: Participants who score higher on sense of community show a higher intention to

report signs of subversive crime to police.

Method

Design

An online questionnaire and recognition task were employed. The respective
psychological factors were risk perception (crime likelihood and crime consequences), self-
efficacy, response efficacy, sense of community, and trust in the police. Additionally, the
percentage of correct recognition per picture and the type of clues that participants used to rate
a place as being a potential subversive crime spot were used for measuring their subversive
crime knowledge. Selection of pictures was based on assessments for signs of crime by the law
enforcement agency in Enschede, which resulted in five pictures showing signs of subversive

crime and seven pictures not displaying subversive crime signs.

Participants

The online study was completed by 181 participants. Participants who did not complete
the survey (n=26), took part in the pilot study (n=1) or did not agree to the informed consent
(n=1) were excluded from further analyses. Hence, 153 participants (110 women and 43 men)
were used for data analysis. The mean age was 31.39 (SD=13.96) and ranged from 18 to 74.
With 99.3%, the majority of participants were German citizens and 97.4% of participants lived
in Germany at the time of data gathering. The group of participants had a relatively high level
of education (20.9% very high level of formal education, 49% high level, 22.2% intermediate
level, and 7.8% reported a lower level).

The study was distributed via social media (e.g., Facebook, Instagram, or WhatsApp)
and participants were recruited through Survey Circle and SONA systems, an online platform
for undergraduate Psychology Students of the University of Twente. If eligible, participants
received 1.4 points on Survey Circle or .25 SONA credit for taking part. As participation

criteria, participants had to be at least 18 years old and have good German language skills.

Procedure

The study was approved by the BMS Ethics Committee of the University of Twente.
All participants were presented with the same introductory text (see Appendix A). In the course
thereof, the background, purpose and length of the study have been explained as well as the

precautionary measures taken to ensure anonymity. Here, subversive crime was introduced as
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a form of organised crime, which “is less visible and obvious, as it often takes place in a legal
environment”. This was done to give participants a rough overview of the form of crime this
study is interested in, while on the other hand not specifying what it includes as to not influence
their decision-making process for the recognition task. After agreeing to the informed consent
(see Appendix B) to ensure that participants took the study voluntarily, a randomised
presentation of pictures (see Appendix C) followed, below which the participants had to rate
whether they saw suspicious signs of organised crime. In case they answered with “yes”,
participants were prompted to write on the basis of which signs they chose “yes”. Further, below
every picture they were asked to estimate their intention to report the displayed place to the
police. Following the picture recognition task, questions concerning the psychological drivers
were asked. The questionnaire ended with 6 questions on the demographics.

The online survey tool Qualtrics was used for gathering data and the statistical package
IBM SPSS version 26 was used to analyse the data.

Measures
Dependent Variable

Intention to Report to the Police. Below every picture, the participants could indicate
their intention to report by asking how likely they thought it that they reported the place to the
police (five-point Likert scale ranging from 1 = “Very unlikely” to 5 = “Very likely”).
Independent Variables

Subversive crime recognition. Crime recognition was measured by asking participants
to rate 12 pictures. Five pictures showed signs of crime and seven did not. The answer
categories included “Yes” and “No”. To measure the independent variable, the sum of correct
recognition of the 5 sign-displaying pictures was used, resulting in a scoring system from 0 to
5.

Clues. If participants recognised signs of crime, they were prompted to indicate the
clues on which this assessment was based.

All of the variables outlined below were measured on a five-point Likert scale and based
on Schreurs and Franjki¢ et al.’s survey (2020). They were adapted to fit the context of crime.

Risk Perception. This variable was measured by asking participants how likely they
think it is that crime would take place in their neighbourhood and that it would lead to certain
consequences. This included five statements on the Crime Likelihood scale, e.g. “How likely

do you think it is that you become a victim of criminal activity in your neighbourhood?” (o =
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.79) and four statements on the Crime Consequences scale, e.g. “How likely do you think it is
that you don’t feel safe in the neighbourhood anymore?” (a = .86).

Self-Efficacy. This variable was measured by asking participants how much they
perceived themselves to be capable of keeping themselves out of crime and whether they feel
capable to act against crime. The six statements include “I know in what situations I can report
something to the police” and “I consider myself able to defend myself against criminal activity
in my neighbourhood” (o= .71).

Response Efficacy. By asking participants to what extent they thought specific
measures and preparations they could take would be helpful against organised crime, response
efficacy was measured. Therefore, four items were used, e.g., “reporting crime to the police
promotes safety in my neighbourhood” (o = .78).

Sense of Community. Participants responded to eight statements regarding their
connectedness to the neighbourhood. The statements included, for instance, “I feel at home in
this neighbourhood” and “I want to live here forever” (o = .91).

Trust in the Police. This scale addressed citizen’s trust in the police by using nine
statements (o = .92), for example “The police can be trusted when you need them” and

“Generally speaking, | have faith in the police to fight crime”.

Results

Identification of Signs of Crime

To answer the first part of the main research question in how far participants are able to
recognise signs, a scoring system was developed. With 85.6%, the majority of participants
scored below the scale average of 2.5 pictures rated as criminal (M =1.12, SD = 1.12). In detail,
37.9% recognised no signs of subversive crime in any picture, 29.4% recognised signs in one
picture, 18.3% recognised signs in two pictures. Further, 11.8% correctly recognised signs in 3
pictures, 2.6% of participants were able to recognise signs in 4 pictures and none of the
participants correctly recognised signs in all 5 pictures.

The five target pictures can be found in Figures C1-C5 of Appendix C, which also
displays the pictures that have no signs of subversive crime (Figures C6-C12). Further, the clues
that participants used to identify a photograph as displaying signs of subversive crime were
counted to answer the second part of the main research question; what citizens know about
signs of subversive crime. The full list of all clues disclosed by participants can be found in
Appendix D. A summary of them is given here, and the most prominent clues are listed in Table
1. Among the five target pictures, on average less than one fourth of participants (22.36%)

recognised signs.
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Picture 1: Dreamlounge

“Dreamlounge” was most often found to be suspicious because of what people
associated with shisha bars. Some of those associations were reported to come from what
participants heard in the media and certain prejudices. Common words were police raids and
organised criminality, but with more than one third of participants referring to a connection
between shisha bars and money laundering, this was the form of organised criminality most
mentioned. Further, participants referred to the windows as being a sign, as they, for example,
hindered the view into the place. Next to that, it was mentioned that the place itself was
suspicious, for instance by appearing unappealing, remote, or closed. A few participants argued
that this might be a venue for criminals, and that the name was suspicious.
Picture 2: Het Poolman

Most often, participants referred to the place as being run-down and using that as a clue
for organised criminality. Followed by that, the door and its broken window was mentioned.
Also, participants rated the picture as potentially displaying signs because of the shutters and
how they hindered a look inside. Lastly, the number on the wall was said to be suspicious, as
well as the garage.
Picture 3: Espoortterrein

About half of the participants explicitly referred to drugs, with a possible connection to
the sale of drugs or other illegal commodities. Some participants referred to the place as a
coffeeshop, and the design of the windows was stressed. A few times the obscured windows as
well as the lettering “seeds” was used as a clue. Lastly, participants referred to money
laundering and a generally dubious appearance.
Picture 4: Car Sell

As clues, participants referred to it being a warehouse and to the cars outside. Also, it
was mentioned that both the purpose and owner of the business are not visible from the outside.
The remoteness of the place and that it is not possible to look inside was mentioned by
participants as a possible clue, as well as a dubious appearance.
Picture 5: Binnenhaven

Most often, the abandoned appearance of the building was used as an indication of
subversive crime. Other statements referred to the unclear purpose of the building and that it
might be a potential place for illegal activities (e.g., venue, handling warehouse). Further, the
run-down appearance was mentioned, and one participant wrote that it is an “unheimlicher Ort”

[eerie place].
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Percentage of participants that correctly identified the picture, the three clues mentioned most

often, and willingness to report per picture

Picture

Correctly recognised

Clues

Reporting M(SD)

1. Dreamlounge

2. Het Poolman

3. Espoortterrein

4. Car Sale

5. Binnenhaven

Total

32.7%

22.9%

26.1%

14.4%

15.7%

22.36%

1. Shisha bar
2. Money laundering
3. Obscured windows

1. Run-down
appearance
2. Door with broken
windows
3. Shutters hinder view

1. Drug and illegal
wares sale
2. Coffee shop
3. Design of the
windows

1. Warehouse
2. Cars outside
3. Unclear purpose and
owner

1. Abandoned
appearance
2. Unclear purpose
3. Potential venue and
exchange place

1.95(0.98)

2.10(1.08)

1.95(1.01)

1.79(0.92)

1.86(0.99)

1.93(0.78)

Correlation Analysis

To analyse the relation between all variables, a correlation matrix was made. Means,

standard deviations and correlations for the dependent and independent variables are displayed

in Table 2. The intention to report the place on a picture to the police positively correlated with

the accuracy score of recognising signs in the five pictures (r = .40, p <.01). None of the other

independent variables correlated with the intention to report. The recognition of signs

negatively correlated with age (r = -.18, p < .05), meaning that younger participants were

slightly more likely to recognise signs of subversive crime in the pictures.

Intention to Report

The average score on intention to report was 1.93 (SD = .78). As intention to report was

measured on a 5-point Likert scale, the probability of reporting was low. The same applies to
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the perception of crime likelihood and crime consequences. With 2.26 and 2.57, respectively,
participants scored below the scale midpoint. Scores on the other psychological mechanisms
were slightly above the scale midpoint (see Table 2).
Regression Analysis

A multilevel linear regression analysis was conducted to investigate which variables
were predictive of the intention to report to the police. Intention to report was used as the
dependent variable and all independent variables as predictors. The regression model was
significant with F(7, 145) = 4.66, p = .000 and explained 18% of the variance in the intention
to report to the police (adjusted R2 =.18). The results (see Table 3) reveal that sign recognition
(B = .40, p <.01) is a significant positive predictor of the intention to report. None of the other

psychological drivers had significant predictive value.



Table 2

Means, standard deviations and correlations for intention to report (N = 153).
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Variables M SD 1 2 3 4 5 6 7 8 9 10
1. Reporting intentions® 1.93 0.78 -

2. Sign recognition® 1.12 1.12 40** -

3. Risk perception — 2.26 0.71 -.13 .01 -

Crime likelihood

4. Risk perception — 2.57 0.97 -.02 .01 37F* -

Crime consequences

5. Self-efficacy 3.56 0.66 .01 -.01 -.00 -11 -

6. Response efficacy 3.87 0.72 .05 .02 -.10 .01 25%* -

7. Sense of community 3.40 0.95 A1 -.05 -.39** - 29%* .28%* 13 -

8. Trust in the police 3.56 0.76 .03 -.01 -.16 -13 26%* .63** 21%* -

9. Age 31.39 13.96 -.02 -.18* .01 .04 .06 19* .30** .16 -

10. Gender® 1.28 0.45 -.13 .08 -11 -.08 28** -.08 .16 -.05 .02 -

@ average for the five pictures displaying signs. ° ranging from 0 = none to 5 = all. ¢ 1=female, 2=male.

*p<.05. **p<.01, two-tailed.
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Table 3

Multilevel linear regression analysis predicting the intention to report to the police

Variable B SE.R T P

1. Sign Recognition 0.28 40 5.33 .000

2. Risk perception — -0.12 -11 -1.22 226

Crime likelihood

3. Risk perception — 0.03 .04 0.50 .620

Crime consequences

4. Self-efficacy -0.02 -.02 -0.24 .808

5. Response efficacy 0.04 .04 0.38 .708

6. Sense of community 0.09 10 1.21 230

7. Trust in the police -0.02 -.02 -0.19 .848
Note. R2=.18

Discussion

In this study it was examined what participants know about signs of subversive crime.
The study also aimed to investigate whether recognising signs of subversive crime increases
the intention to report those signs to the police. Moreover, it was researched in how far sign
recognition skills would add to selected variables from the Community Engagement Theory.
Psychological mechanisms on the individual, institutional and community level were included
to predict reporting behaviour. The results indicate that recognising signs of subversive crime,
which on average less than one fourth of participants did, positively correlated with the
intention to report those signs to the police compared to participants who did not recognise
signs of crime. No effect of the other psychological mechanisms on reporting intentions has
been substantiated. Although individual discussions for each hypothesis will be made below, a
general explanation could be that some of the psychological mechanisms have a mediating
effect rather than a main effect on the intention to report. For instance, trust in the police or
sense of community could mediate the relationship between sign recognition and intending to
report signs to the police.

The findings reveal that participants had a low level of knowledge of subversive crime,
which could be observed in the low recognition rates per picture. Averaged among the five
pictures, less than one fourth of participants was able to recognise signs. This result was to be
expected for two reasons. With other forms of crime, the criminal aspect is often more visible
and evident (e.g., armed robbery, violence). As subversive crime takes place in legal

environments (Spapens, 2019) and can be hidden by the legality of this environment, the
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chances of finding evidence for illegal activities are reduced, even further so for the average
citizen, who does not receive the same training as police officers of the organised crime
department do. Based on that, citizens cannot access the knowledge required to accurately
estimate the risk that a certain situation poses (Schitz & Wiedemann, 2003).

Additionally, the picture most often recognised was based on the signs ‘shisha bar’,
‘money laundering’ and ‘obscured windows’, whereby ‘shisha bar’ was the most popular sign
in total. Some participants explained this clue with how the media convey shisha bars, e.g., that
they are subjects of police raids. Other participants referred to prejudices they have of shisha
bars. As the participants themselves already hinted at, a certain extent of biased judgments

against shisha bars cannot be neglected.

Hypothesis Testing

Sign recognition was found to be a positive predictor for the intention to report.
Correlation and regression analyses were carried out to assess this relationship. It can be
concluded that participants who were able to recognise signs of crime had a higher intention to
report them to the police. Another interpretation is that participants who are more inclined to
report signs of subversive crime to the police are also more likely to detect and recognise those
signs. The first interpretation of results is in line with the theoretical considerations of this
research. Mesko et al. (2013) stressed that successful community policing requires the public’s
awareness, and a goal should be to increase the public’s safety awareness. This is also in line
with Bullock and Sindall (2014), who point out that awareness is a precondition for citizen
participation. Being an accurate detector of crime was considered to make citizens into valuable
sources for the police, and this is to some extent supported by the results of this research. The
finding that high scores on knowledge of subversive crime positively correlate with the
intention to report those signs is in line with the first hypothesis. Hence, hypothesis 1 was
accepted.

An implication of this finding is that incident reporting by citizens might be increased
by improving their recognition of relevant clues. It can also be argued that increasing citizens’
intention to report may lead to more citizens looking out for criminal signs. However, no
unambiguous interpretation can be made for the direction of the knowledge-reporting
relationship. Also, not all alternative predictors for the intention to report could be excluded.
For instance, the extent to which participants think that they were good at detecting criminal
signs and how sure they are that their assessment was correct could be a strong predictor of

their reporting intentions.
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No evidence was found to support a predictive effect of efficacy beliefs. Neither self-
efficacy (H2) nor response efficacy (H3) had a statistically significant effect on participants’
reporting intention. This contrasts with previous research, where it was found that those
individual drivers predict risk preparedness (Kerstholt et al., 2017; Kievik & Gutteling, 2012;
Paton et al., 2008). Even more important for the present research, self-efficacy and response
efficacy were predictive of the willingness to act in crime situations (Schreurs, Kerstholt, et al.,
2020). The deviation from Schreurs and Kerstholt et al.’s (2020) results could be explained by
the differing dependent variables. While the willingness to act was predicted in the previous
study, this study focused on the intention to report. Also, their scale consists of four items, while
in the current study one item was used, albeit repeatedly for 12 pictures. While this does not
pose a limitation for the current study, it needs to be considered when comparing the results of
both studies. The intention to report was measured in direct connection to the places displayed
on pictures, which is also different from the prior study. As argued below, this is a strength of
the study design, although far-reaching conclusions need to be drawn in future studies.
Eventually, hypotheses 2 and 3 were rejected.

In contrast to what was expected, risk perception had no effect on the intention to report,
and thus hypothesis 4 was rejected. The perceived threat of a situation was found to be a
precondition in studies about natural hazards (Kievik & Gutteling, 2011; Paton, 2013) and fear
appeal messages (for an overview, see Witte & Allen, 2000). It was also found to be a predictor
of self-protective actions related to crime, for instance regarding the willingness to become a
member of a neighbourhood WhatsApp group and to receive information about the organisation
of such a group and how to report crime (Schreurs, Franjki¢, et al., 2020; Schreurs, Kerstholt,
et al., 2020). In the same studies, risk perception was however not predictive of other self-
protective actions. Derived from this, it can be said that although risk perception seems to
precede risk-reducing actions, its role in crime-mitigating actions is still obscure.

No correlation between the institutional driver trust in the police and the intention to
report signs to the police was found, which led to the rejection of hypothesis 5. This is contrary
to what was expected based on literature by Jackson and Bradford (2010) and Schreurs and
Kerstholt et al. (2020). There, trust in police had, respectively, a positive effect on active citizen
participation and self-protective actions. It needs to be acknowledged that the relation of trust
in the police and self-protective actions is ambiguous in the literature (Madero-Hernandez et
al., 2020). Still, as neither a significant positive nor negative effect has been substantiated, this

raises questions with regards to the internal validity of the scale.
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Hypothesis 6 was rejected because no significant effect of sense of community on
reporting intentions was found. Although the theoretical considerations concluded with a
positive relation between sense of community and participation behaviour, this research does
not offer any support for it. The findings contradict the literature (Pattavina et al., 2006; Ren et
al., 2006; Schreurs, Kerstholt, et al., 2020; Talo et al., 2014). A possible negative effect (Carr,
1998) was considered, which was however not found.

Limitations and Strengths

When reviewing the current study, limitations as well as strengths become apparent. An asset
of this research is its conduction in the field of subversive crime, which has rarely been studied.
This also comes with a limitation. The results are based on a specific form of organised crime,
called subversive or undermining crime, and on a specific form of participation behaviour, the
intention to report to the police. No information about the existence of those forms of crime in
the common parlance of Germany was found. A short explanation about the meaning of
subversive crime has been given to the participants, but the extent to which they were able to
rate pictures based on a prior unknown term is complex to assess. Results may be different
when another form of crime is shown to participants. Also, the results are likely to differ when
another form of participation behaviour is examined (Schreurs, Franjki¢, et al., 2020; Schreurs,
Kerstholt, et al., 2020). It also needs to be considered that the intention to report was measured
instead of actual behaviour, which further increases the gap between the research scenario and
actual crime situations. For those reasons, the results cannot be generalised to crime detection
abilities and participation behaviour in general.

Another concern regarding the generalisability is the nature of pictures. They did not
involve any personal risk to the participants, neither at the moment of seeing them nor
potentially in the future, which may have reduced the likelihood of perceiving any threat. The
results support this claim. The below average scores of risk perception - crime consequences
(2.57) and of risk perception - crime likelihood (2.26) could indicate that participants did not
perceive criminality in their neighbourhood as a potential risk to them. Witte and Allen (2000)
stated that high levels of risk perception and efficacy beliefs were needed to take self-protective
actions, and this condition was not met. As Kievik and Gutteling’s (2011) results showed,
presenting participants with messages containing both high risk and high efficacy led to
significantly higher willingness to engage in self-protective actions. Even when self-efficacy
and response efficacy beliefs are high, if no risk is perceived, then it can also not be expected

that participants would report to the police. This might explain why no correlation between self-
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efficacy, response efficacy, risk perception and reporting intentions was found. To gain more
insight into what motivates citizens to report signs of subversive crime to the police, future
research should focus on presenting a stimulus that poses a more realistic concern to
participants.

Lastly, this study focused on the intention, or willingness, to report and not on actual
behaviour. Although this was a deliberate choice for the feasibility of the questionnaire, it may
pose a limitation. In several models, the intention to act has been found to be the most relevant
predictor of actual behaviour (Ajzen, 1991; Ajzen & Fishbein, 1980; Rogers, 1983), but it does
not necessarily lead to behaviour (Sheeran & Webb, 2016). Nevertheless, implementation
intentions (Gollwitzer, 1993; Gollwitzer & Brandstétter, 1997), which link the intention of
action X to the situation Y (e.g., calling the police when seeing signs of subversive crime), were
found to be significantly more effective in predicting behaviour than ‘regular’ intentions
(Sheeran, 2002). As this has also been found for self-report measures (Orbell et al., 1997), the
design of combining the pictures and intention query is a main strength of this study.

Practical implications

In the greater scope of community policing, this thesis aimed to add to the development
of useful tactics in implementing policing that is more proactive on the one side, and less
reactive and authoritarian on the other side. The view that there is a need for change towards
this approach for policing is shared by researchers (Skogan, 2005; Skogan & Hartnett, 1997;
Williers, 2009), who argue that the traditionally reactive policing style is not in line with the
criminal problems that the 21% century faces. By conducting this research, insights into what
motivates citizens to proactively report signs of subversive crime to the police were explored
in more depth. Furthermore, it presents the signs of crime that participants used to identify a
place as potentially criminal. Gaining an understanding of citizens’ knowledge can help the
police and citizens both.

Although participants’ reporting intentions were low, it increased when participants
were aware of signs of crime. The reporting process itself could be a major concern for police
and future studies. The Netherlands, for instance, have thousands of neighbourhood WhatsApp
groups or the ‘Opsporing Verzocht’ program that can help the police solve a criminal case (Van
Erp et al., 2012) or help to lower crime rates in the neighbourhood (Akkermans & Vollaard,
2015). As of now, no programs similar in magnitude are known to be used in Germany. Some
German cities published apps that citizens can use to report complaints (e.g., Melde-App Stadt

Recklinghausen). But with a focus on road damages, street lightings and the like, these apps
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seem not suitable for reporting suspicions about crime yet. To conclude, calling the emergency
hotline to report signs of crime is not feasible and if the German police want to increase reports
by citizens, they might lower the threshold at which citizens can approach such a task.

Participants were asked about the reason for why they rated a place as criminal. Their
descriptions are subjective and can only be used as guidance rather than be used for analysis.
Still, some implications can be drawn. As this study found out, although it needs to be treated
cautiously, improving citizens’ crime recognition skills will likely lead to an increase in
reporting them to the police. It does not distinguish between relevant and irrelevant clues. As a
matter of course, it is in the best interest for the police if the content of reports were useful. The
risk of biased assumptions or wrong interpretation of the situation (Kerstholt & Vries, 2018)
can be reduced by teaching citizens the right signs to look out for. By increasing citizens’
knowledge of subversive crime, their crime awareness can become much more effective and
the results more valuable (Bullock & Sindall, 2014). As pointed out earlier, increasing citizens’
awareness of crime can be the initiator for fighting them (Shin & Lee, 2005). Future research
might investigate the quality of signs used by citizens and study approaches to increase
participants’ knowledge effectively.

From the answers of participants, as already mentioned, a certain level of biased
judgments related to shisha bars can be conjectured. If future studies would also substantiate a
difference in detection of pictures displaying a shisha bar and pictures that do not display a
shisha bar, more research into the nature of that difference might be of interest. Whether those

are based on media, personal experience, or something else would need to be investigated.

Conclusion

The current study offers insights into what can motivate citizens to report signs of crime
to the police. The ability to detect signs of subversive crime was found to be a positive predictor
for participants’ willingness to report them. Participants’ decisions to rate a place as suspicious
were often based on signs like a run-down appearance or that a view inside was hindered. These
findings can be used as foundation for further research on (1) what makes citizens declare a
place as criminal, (2) increasing the quality of citizen reports, and (3) strategies to encourage

citizen participation in the police domain, in particular in Germany.



DETECTING SUBVERSIVE CRIME 27
Reference List

Adler, M. D. (2004). Fear assessment: Cost-benefit analysis and the pricing of fear and
anxiety. Chi.-Kent L. Rev., 79(3), 977-1053.

Ajzen, I. (1991). The theory of planned behavior. Organizational behavior and human decision
processes, 50(2), 179-211. https://doi.org/10.1016/0749-5978(91)90020-T.

Ajzen, I. & Fishbein, M. (1980). Understanding attitudes and predicting social behavior.
Englewood-Cliffs, NJ: Prentice Hall.

Akkermans, M., & Vollaard, B. (2015). Effect van het WhatsApp-project in Tilburg op het
aantal woninginbraken — een evaluatie [Effect of the WhatsApp project in Tilburg on
the number of home burglaries - an evaluation]. Tilburg: Tilburg University

Amber Alert Deutschland (n.d.). Uber den Amber Alert [About the amber alert]. Retrieved
from: https://www.amber-alert-deutschland.de/%C3%BCber-den-amber-alert/.

Anderson, M. (2009). Beyond membership: A sense of community and political behavior.
Political Behavior, 31(4), 603-627. https://doi.org/10.1007/s11109-009-9089-X.

Bandura, A. (1977). Self-efficacy: Toward a unifying theory of behavioral change.
Psychological Review, 84(2), 191-215. https://doi.org/10.1037/0033-295X.84.2.191.

Bandura, A. (1982). Self-efficacy mechanism in human agency. American psychologist, 37(2),
122-147, https://doi.org/10.1037/0003-066X.37.2.122.

Bandura, A. (1986). Social foundations of thought and action: A social cognitive theory.
Englewood Cliffs, NJ: Prentice Hall.

Bandura, A. (1997) Self-efficacy: The exercise of control. Freeman, New York.

Bandura, A. (2001). Social cognitive theory: An agentic perspective. Annual Review of
Psychology, 52, 1-26. https://doi.org/10.1146/annurev.psych.52.1.1.

Brewer, N. T., Chapman, G. B., Gibbons, F. X., Gerrard, M., McCaul, K. D. & Weinstein, N.D.

(2007). Meta-analysis of the relationship between risk perception and health behavior:


https://doi.org/10.1016/0749-5978(91)90020-T
https://www.amber-alert-deutschland.de/%C3%BCber-den-amber-alert/
https://doi.org/10.1007/s11109-009-9089-x
https://doi.org/10.1037/0033-295X.84.2.191
https://doi.org/10.1037/0003-066X.37.2.122
https://doi.org/10.1146/annurev.psych.52.1.1

DETECTING SUBVERSIVE CRIME 28

The example of wvaccination. Health  Psychology, 26(2), 136-145.
https://doi.org/10.1037/0278-6133.26.2.136.

Brodsky, A. E., O’Campo, J., & Aronson, R. E. (1999). PSOC in community context: Multi-
level correlates of a measure of psychological sense of community in low-income, urban
neighbourhoods. Journal of Community Psychology, 27, 659-680.

Broekhuizen, J., Meulenkamp, T., Stoutjesdijk, F., & Boutellier, H. (2018). Ondermijnende
criminaliteit en de meldingsbereidheid van burgers: Een pilotonderzoek in drie buurten
in Brabant-Zeeland [Undermining criminality and citizens' willingness to report: A pilot
study in three neighbourhoods in Brabant-Zeeland]. Amersfoort: Bureau Broekhuizen
en Verwey-Jonker Instituut.

Bullock, K., & Sindall, K. (2014). Examining the nature and extent of public participation in
neighbourhood policing. Policing and society, 24(4), 385-404.
https://doi.org/10.1080/10439463.2013.844130.

Carr, P. J. (1998). Keeping up appearances: Informal social control in a white working class
neighborhood in Chicago (Doctoral dissertation, University of Chicago, Department of
Sociology).

Community Policing Consortium. (1994). Understanding Community Policing. A Framework
for Action. Bureau of Justice Assistance.

Choi, K., & Lee, J. L. (2016). Citizen participation in community safety: A comparative study
of community policing in South Korea and the UK. Policing and society, 26(2), 165-
184. https://doi.org/10.1080/10439463.2014.922087.

City of Amsterdam (n.d.). Policy: Safety. Retrieved from: https://www.amsterdam.nl/
en/policy/policy-safety/.

Earle, T. C. (2010). Trust in risk management: A model-based review of empirical
research. Risk Analysis: An International Journal, 30(4), 541-574.

https://doi.org/10.1111/].1539-6924.2010.01398.x.


https://doi.org/10.1037/0278-6133.26.2.136
https://doi.org/10.1080/10439463.2013.844130
https://doi.org/10.1080/10439463.2014.922087
https://www.amsterdam.nl/%09en/policy/policy-safety/
https://www.amsterdam.nl/%09en/policy/policy-safety/
https://doi.org/10.1111/j.1539-6924.2010.01398.x

DETECTING SUBVERSIVE CRIME 29

Earle, T. C., Siegrist, M., & Gutscher, H. (2010). Trust, risk perception and the TCC model of
cooperation. In Trust in Risk Management (pp. 18-66). Routledge.

Gil de Zufiiga, H., & Valenzuela, S. (2011). The mediating path to a stronger citizenship:
Online and offline networks, weak ties, and civic engagement. Communication
Research, 38(3), 397-421. https://doi.org/10.1177/0093650210384984.

Gill, C., Weisburd, D., Telep, C. W., Vitter, Z., & Bennett, T. (2014). Community-oriented
policing to reduce crime, disorder and fear and increase satisfaction and legitimacy
among citizens: A systematic review. Journal of experimental criminology, 10(4),
399-428. https://doi.org/10.1007/s11292-014-9210-y.

Gollwitzer, P. M. (1993). Goal achievement: The role of intentions. European review of social
psychology, 4(1), 141-185. https://doi.org/10.1080/14792779343000059.

Gollwitzer, P. M., & Brandstatter, V. (1997). Implementation intentions and effective goal
pursuit. Journal of personality and social psychology, 73(1), 186.

Gore, T., & Bracken, C. (2005). Testing the theoretical design of a health risk message:
reexamining the major tenets of the extended parallel process model. Health Education
& Behavior, 32(1), 27-41. https://doi.org/10.1177/1090198104266901.

Government of the Netherlands (2018, July 12). Approach to subversive crime strengthened,
especially at the regional level. Retrieved from:
https://www.government.nl/latest/news/2018/07/12/approach-to-subversive-crime-
strengthened-especially-at-the-regional-level.

Haas, N. E., De Keijser, JW., & Bruinsma, G.J. (2014). Public support for vigilantism,
confidence in police and police responsiveness. Policing and Society, 24, 224-241.
https://doi.org/10.1080/10439463.2013.784298.

Harsul, W., Irwan, A. M., & Sjattar, E. L. (2020). The relationship between nurse self-efficacy

and the culture of patient safety incident reporting in a district general hospital,


https://doi.org/10.1177%2F0093650210384984
https://doi.org/10.1007/s11292-014-9210-y
https://doi.org/10.1080/14792779343000059
https://doi.org/10.1177/1090198104266901
https://doi.org/10.1080/10439463.2013.784298

DETECTING SUBVERSIVE CRIME 30

Indonesia. Clinical Epidemiology and  Global Health, 8(2),  477-481.
https://doi.org/10.1016/j.cegh.2019.10.013.

Jackson, J., & Bradford, B. (2010). What is trust and confidence in the police? Policing: A
journal of policy and practice, 4(3), 241-248. https://doi.org/10.1093/police/paq020.

Kerstholt, J., Duijnhoven, H., & Paton, D. (2017). Flooding in The Netherlands: How people's
interpretation of personal, social and institutional resources influence flooding
preparedness. International journal of disaster risk reduction, 24, 52-57.
https://doi.org/10.1016/j.ijdrr.2017.05.013.

Kerstholt, J. H., & Vries, A. D. (2018). Agent in burger. Tijdschrift voor de politie, 80(5),
16-21.
https://www.politieacademie.nl/kennisenonderzoek/kennis/mediatheek/pdf/94701.pdf.

Kievik, M., & Gutteling, J. M. (2011). Yes, we can: motivate Dutch citizens to engage in self-
protective behavior with regard to flood risks. Natural hazards, 59(3), 1475.
https://doi.org/10.1007/s11069-011-9845-1.

Kievik, M., Ter Huurne, E. F., & Gutteling, J. M. (2012). The action suited to the word? Use
of the framework of risk information seeking to understand risk-related
behaviors. Journal  of risk research, 15(2), 131-147.
https://doi.org/10.1080/13669877.2011.601318.

Lam, J. M., van der Wal, R., & Kop, N. (2018). Sluipend gif: een onderzoek naar
ondermijnende criminaliteit [Creeping poison: an investigation into undermining
crime]. Boom Criminologie.

Lee, Y.-H., Yang, C.-C., & Chen, T.-T. (2016). Barriers to incident-reporting behavior among
nursing staff: a study based on the theory of planned behavior. Journal of Management
& Organization, 22(1), 1-18. https://doi.org/10.1017/jmo.2015.8.

Lindell, M. K., Perry, R. W. (2004). Communicating environmental risk in multiethnic

communities. Thousand Oaks, CA: Sage.


http://doi.org/10.1093/police/paq020
https://doi.org/10.1016/j.ijdrr.2017.05.013
https://www.politieacademie.nl/kennisenonderzoek/kennis/mediatheek/pdf/94701.pdf
https://doi.org/10.1007/s11069-011-9845-1
https://doi.org/10.1080/13669877.2011.601318
https://doi.org/10.1017/jmo.2015.8

DETECTING SUBVERSIVE CRIME 31

Lindell, M. K., & Perry, R. W. (2012). The protective action decision model: theoretical
modifications and additional evidence. Risk Analysis: An International Journal, 32(4),
616-632. https://doi.org/10.1111/j.1539-6924.2011.01647 .x.

Madero-Hernandez, A., Lee, Y., Wilcox, P., & Fisher, B. S. (2020). Following their lead:
Police perceptions and their effects on crime prevention. Justice Quarterly, 1-27.
https://doi.org/10.1080/07418825.2020.1713392.

Mclvor, D., & Paton, D. (2007). Preparing for natural hazards: Normative and attitudinal
influences. Disaster ~ Prevention and Management, 16(1), 79-88.
https://doi.org/10.1108/09653560710729839.

Mesko, G., Lobnikar, B., Jere, M., & Sotlar, A. (2013). Recent developments of policing in
Slovenia. In Handbook on policing in Central and Eastern Europe (pp. 263-286).
Springer, New York, NY. https://doi.org/10.1007/978-1-4614-6720-5_15.

Milne, S., Sheeran, P., & Orbell, S. (2000). Prediction and intervention in health-related
behavior: A meta-analytic review of protection motivation theory. Journal of applied
social psychology, 30(1), 106-143. https://doi.org/10.1111/j.1559-1816.2000.th02308.x

Norman, P., Boer, H. & Seydel, E. (2005). Protection motivation theory. In: Conner M., editors.
Predicting Health Behavior. 2" ed. London: Open University Press

Orbell, S., Hodgkins, S., & Sheeran, P. (1997). Implementation intentions and the theory of
planned behavior. Personality and Social Psychology Bulletin, 23(9), 945-954.
https://doi.org/10.1177/0146167297239004.

Paton, D. (2013). Disaster resilient communities: Developing and testing an all-hazards
theory. Journal of Integrated Disaster Risk Management, 3(1), 1-17.

Paton, D., Kelly, G., Burgelt, P. T., & Doherty, M. (2006). Preparing for bushfires:
Understanding intentions. Disaster Prevention and Management, 15(4), 566-575.

Paton, D., Smith, L. M., and Johnston, D. (2005). When good intentions turn bad: Promoting

natural hazard preparedness. Australian Journal of Emergency Management, 20(1), 25-


https://doi.org/10.1111/j.1539-6924.2011.01647.x
https://doi.org/10.1080/07418825.2020.1713392
https://doi.org/10.1108/09653560710729839
https://doi.org/10.1007/978-1-4614-6720-5_15
https://doi.org/10.1111/j.1559-1816.2000.tb02308.x
https://doi.org/10.1177/0146167297239004

DETECTING SUBVERSIVE CRIME 32

30. https://search.informit.com.au/documentSummary;dn=085971936598500;res=
IELAPA.

Paton, D., Smith, L., Daly, M., & Johnston, D. (2008). Risk perception and volcanic hazard
mitigation: Individual and social perspectives. Journal of Volcanology and Geothermal
Research, 172(3-4), 179-188. https://doi.org/10.1016/j.jvolgeores.2007.12.026.

Pattavina, A., Byrne, J. M., & Garcia, L. (2006). An examination of citizen involvement in
crime prevention in high-risk versus low- to moderate- risk neighbourhoods. Crime and
Delinquency. 52(2), 203-231. https://doi.org/10.1177/0011128705284155.

Peyton, K., Sierra-Arévalo, M., & Rand, D. G. (2019). A field experiment on community
policing and police legitimacy. Proceedings of the National Academy of
Sciences, 116(40), 19894-19898. https://doi.org/10.1073/pnas.1910157116.

Port Security Center (2017). Congress undermining & organized crime. Retrieved from:
https://www.portsecuritycenter.eu/event/congress-undermining-organized-crime/.

Prior, T. D., & Paton, D. (2008). Understanding the context: The value of community
engagement in bushfire risk communication and education. Observations following the
East Coast Tasmania bushfires of December 2006. Australiasian Journal of Disaster
and Trauma Studies, 2(1), 1-14. http://hdl.handle.net/10453/9698.

Ren, L., Zhao, J., Lovrich, N.P., & Gaffney, M.J. (2006). Participation community crime
prevention: who volunteers for police work?. Policing: An International Journal, 29(3),
464-481. https://doi.org/10.1108/13639510610684700.

Rogers, R. W. (1983). Cognitive and physiological processes in fear appeals and attitude
change: A revised theory of protection motivation. In B. L. Cacioppo & L. L. Petty
(Eds), Social Psychophysiology: A Sourcebook. London: Guilford.

Ropeik, D. (2004). The consequences of fear: Our modern world is a risky place and evokes

many well-founded fears. But these fears themselves create a new risk for our health


https://doi.org/10.1016/j.jvolgeores.2007.12.026
https://doi.org/10.1177%2F0011128705284155
https://doi.org/10.1073/pnas.1910157116
https://www.portsecuritycenter.eu/event/congress-undermining-organized-crime/
http://hdl.handle.net/10453/9698
https://www.emerald.com/insight/search?q=Ling%20Ren
https://www.emerald.com/insight/search?q=Jihong%20%E2%80%9CSolomon%E2%80%9D%20Zhao
https://www.emerald.com/insight/search?q=Nicholas%20P.%20Lovrich
https://www.emerald.com/insight/search?q=Michael%20J.%20Gaffney
https://www.emerald.com/insight/publication/issn/1363-951X
https://doi.org/10.1108/13639510610684700

DETECTING SUBVERSIVE CRIME 33

and well-being that needs to be addressed. EMBO reports, 5(1), 56-60.
https://doi.org/10.1038/sj.embor.7400228.

Rosenstock, 1. M. (1974). Historical origins of the health belief model. Health education
Monographs, 2(4), 328-335.

Sampson, R. J., & Raudenbush, S. W. (1999). Systematic social observation of public spaces:
A new look at disorder in urban neighborhoods. American journal of sociology, 105(3),
603-651. https://doi.org/10.1086/210356.

Schitz, H., & Wiedemann, P. M. (2003). Risikowahrnehmung in der gesellschaft [Risk
perception in society]. Bundesgesundheitsblatt - Gesundheitsforschung -
Gesundheitsschutz, 46(7), 549-554. https://doi.org/10.1007/s00103-003-0637-y.

Schreurs, W., Kerstholt, J. H., de Vries, P. W., & Giebels, E. (2018). Citizen participation in
the police domain: The role of citizens’ attitude and morality. Journal of community
psychology, 46(6), 775-789. https://doi.org/10.1002/jcop.21972.

Schreurs, W., Franjki¢, N., Kerstholt, J. H., de Vries, P. W., & Giebels, E. (2020). Why do
citizens become a member of an online neighbourhood watch? A case study in The
Netherlands. Police Practice and Research, 1-15.
https://doi.org/10.1080/15614263.2020.1712202.

Schreurs, W., Kerstholt, J. H., de Vries, P. W., & Giebels, E. (2020). Community resilience
and crime prevention: Applying the community engagement theory to the risk of crime.
Journal of Integrated Disaster Risk Management, 9(2), 70-88. doi:
10.5595/idrim.2019.359.

Sheeran, P. (2002). Intention—behavior relations: A conceptual and empirical review. European
Review of Social Psychology, 12, 1-36. https://doi.org/10.1080/14792772143000003.

Sheeran, P., & Webb, T. L. (2016). The intention-behavior gap. Social and Personality

Psychology Compass, 10(9), 503-518. https://doi.org/10.1111/spc3.12265.


https://doi.org/10.1038/sj.embor.7400228
https://doi.org/10.1086/210356
https://doi.org/10.1007/s00103-003-0637-y
https://doi.org/10.1002/jcop.21972
https://doi.org/10.1080/15614263.2020.1712202
https://doi.org/10.1080/14792772143000003
https://doi.org/10.1111/spc3.12265

DETECTING SUBVERSIVE CRIME 34

Shin, J., & Lee, Y. B. (2005). Korean version of the notification policy on sexual offenders:
Did it enhance public awareness of sexual crimes against minors? International Journal
of Offender Therapy and Comparative Criminology, 49(4), 376-91.
https://doi.org/10.1177/0306624X04271255.

Siegrist, M., Cvetkovich, G., & Roth, C. (2000). Salient value similarity, social trust, and
risk/benefit perception. Risk analysis, 20(3), 353-362.
https://doi.org/10.1111/0272-4332.203034.

Skogan, W. G. (2005). Citizen satisfaction with police encounters. Police Quarterly, 8(3),
298-321.

Skogan,W. G., & Frydl, K. (Eds.). (2004). Fairness and effectiveness in policing: The
evidence. National Academies Press.

Skogan, W. G. & Hartnett, S. M. (1997). Community Policing-Chicago Style. Oxford
University Press.

Spapens, A. (2019). Bestuurlijke aanpak van ondermijning: ervaringen in Nederland en het
buitenland [Administrative approach to undermining: experiences in the Netherlands
and abroad]. Tijdschrift voor Bijzonder Strafrecht en Handhaving, 2019(2), 85-92.
https://doi.org/10.5553/TBSenH/229567002019005002002.

Stoutland, S. K. (2001). The multiple dimensions of trust in resident/police relations in
boston. Journal of research in crime and delinquency, 38, 226-256.
https://doi.org/10.1177/0022427801038003002.

Sunshine, J., & Tyler, T. R. (2003). The role of procedural justice and legitimacy in shaping
public support for policing. Law and Society Review, 37(3), 513-548.
https://doi.org/10.1111/1540-5893.3703002.

Talo, C., Mannarini, T., & Rochira, A. (2014). Sense of community and community
participation: A meta-analytic review. Social indicators research, 117(1), 1-28.

https://doi.org/10.1007/s11205-013-0347-2.


https://doi.org/10.1177/0306624X04271255
https://doi.org/10.1111/0272-4332.203034
https://doi.org/10.5553/TBSenH/229567002019005002002
https://doi.org/10.1177/0022427801038003002
https://doi.org/10.1111/1540-5893.3703002
https://doi.org/10.1007/s11205-013-0347-2

DETECTING SUBVERSIVE CRIME 35

Ter Huurne, E. F. J. (2008). Information seeking in a risky world: The theoretical and
empirical development of FRIS: A framework of risk information seeking. Enschede,
the Netherlands: University of Twente.

Terpstra, J. (2010). Community Policing in Practice: Ambitions and Realization. Policing,
4(1), 64-72. https://doi.org/10.1093/police/pap029.

Tyler, T. R. (2004). Enhancing police legitimacy. The annals of the American academy of
political and social science, 593(1), 84-99. https://doi.org/10.1177/0002716203262627.

Tyler, T. R., & Fagan, J. (2008). Legitimacy and cooperation: Why do people help the police
fight crime in their communities. Ohio State Journal of Criminal Law, 6, 231.
https://heinonline.org/HOL/LandingPage?handle=hein.journals/osjcl6&div=11&id=&
page=.

Van Erp, J. G, Van Gastel, F.,, & Webbink, H. D. (2012). Opsporing Verzocht. Een
quasiexperimentele studie naar de bijdrage van het programma Opsporing Verzocht
aan de oplossing van delicten [Opsporing Verzocht. A quasi-experimental study into the
contribution of the programme Opsporing Verzocht to the resolution of crimes].
Apeldoorn: Politie en Wetenschap.

Weisburd, D. L., & Eck, J. E. (2004). What can police do to reduce crime, disorder, and fear?
Annals of the American Academy of Political and Social Science, 593(1), 42-65.
https://doi.org/10.1177/0002716203262548.

Williers, P. (2009). Police and Policing: An Introduction. Sheffield: Waterside Press.

Wilson, J. G. & Kelling, G. L. (1982). The police and neighbourhood safety: Broken windows.
Atlantic Monthly, 243(1), 29-38.

Witte, K. (1992). Putting the fear back into fear appeal: The extended parallel process model.
Communication Monographs, 59, 329-349.

https://doi.org/10.1080/03637759209376276.


https://doi.org/10.1093/police/pap029
https://doi.org/10.1177/0002716203262627
https://doi.org/10.1177/0002716203262548
https://doi.org/10.1080/03637759209376276

DETECTING SUBVERSIVE CRIME 36

Witte, K., & Allen, M. (2000). A meta-analysis of fear appeals: Implications for effective public
health  campaigns.  Health  Education &  Behavior, 27, 591-615.
https://doi.org/10.1177/109019810002700506.

Xu, Q., Perkins, D. D., & Chow, J. C.-C. (2010). Sense of community, neighboring, and social
capital as predictors of local political participation in China. American Journal of
Community Psychology, 45, 259-271. https://doi.org/10.1007/s10464-010-9312-2.

Zevitz, R. G., & Farkas, M. A. (2000). Sex offender community notification: Managing high
risk criminals or exacting further vengeance? Behavioral Sciences & the Law, 18(2-3),
375-391. https://doi.org/10.1002/1099-0798(200003/06)18:2/3<375::AlD-

BSL380>3.0.CO;2-N.


https://doi.org/10.1177/109019810002700506
https://doi.org/10.1007/s10464-010-9312-2
https://doi.org/10.1002/1099-0798(200003/06)18:2/3%3c375::AID-
https://doi.org/10.1002/1099-0798(200003/06)18:2/3%3c375::AID-

