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Summary

The goal of this study is to support Platoon Commanders (PC) in their decision-
making processes by increasing their situation awareness (SA) using artificial in-
telligence (Al). Good SA will increase the likelihood of good decision-making perfor-
mance and consists of perceiving critical information (level 1 SA), comprehending its
meaning (level 2 SA), and being able to project its future status (level 3) [1]. Exam-
ples of these elements in a battle scenario are the location of a friendly section that
is approaching the enemy (level 1), extracting from this location whether this section
is still following the planned route (level 2), and estimating the time at which this
section will reach the enemy (level 3). Recent developments at the Dutch Ministry
of Defence provided Dutch commanders at platoon level with a large smartphone,
called the Raptor, that increases the SA of the PC [2] [3]. The Raptor supports
mainly level 1 SA and slightly level 2 SA by, among others, providing the PC with a
map, current locations of friendly sections, and the most recently known locations of
enemies.

This study creates an example of how Al can be used to add an interpretation of
the current state of the battlefield (level 2 SA) and a projection of it in the near future
(level 3 SA) to the Raptor. Including this information in the Raptor should increase
the SA of the PC and therefore should improve the PC’s decision-making perfor-
mance even more. A lot has been written about the construct of SA, different ways
to measure SA, and best practices to take SA into account during a design process.
Yet, existing research does not contain a method to include particularly higher-order
SA components in a system. This study proposes such a method composed of ex-
isting methods and uses it to create an example of how Al technology can be used
to support a Platoon Commander.

The study focuses on the cognitively challenging scenario of the hasty attack, in
which PCs have little information about the location and numbers of enemy forces
that they might encounter [4]. Due to a lack of information, quickly building SA is
extra important as this determines the decisions that the PC will make (e.g. what
is the best approach route, how to position the sections, what weapon systems are
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Vi SUMMARY

needed for the attack) [1] [4]. At the same time, the PC is likely to be confronted with
unexpected events that will increase the cognitive load even more (e.g. the terrain
is different than expected, casualties occur, another enemy appears) [4]. Because
of this cognitively challenging character, this study focuses on the hasty attack; it is
the scenario where supporting SA can prove most helpful to the PC.

The process of adding level 2 and level 3 SA components to the Raptor starts
by performing a Goal-Directed Task Analysis (GDTA) [5] to gain insight into the
goals and dynamic information needs of a PC during a hasty attack. A literature
review, doctrine, videos explaining military tactics, an interview with a former PC,
and recordings of PCs executing a hasty attack were used to identify all the different
information components that a PC uses throughout a hasty attack. Together with a
former PC, this list of SA components has been evaluated and grouped into three
functionalities that can be added to the Raptor: (1) Monitoring whether each section
is moving according to the planned route, (2) monitoring and predicting risks of frat-
ricide, and (3) predicting and monitoring locations where the enemy is likely to have
hidden Improvised Explosive Devices (IEDs).

These functionalities were then iteratively translated into a system- and visual de-
sign aimed to increase SA. The Socio-Cognitive Engineering method [6] was used
to specify the design while simultaneously focussing on usability and the required
technology. A set of SA oriented design principles were used to take the best prac-
tices in supporting SA in design into account and were provided by the Design for
Situation Awareness method [7]. The Heuristic Evaluation [8] was used to evaluate
the initial design on its usability without the involvement of target users. The initial
design was improved by overcoming the identified usability issues in an iteration.

This design was then turned into a functional prototype that was evaluated with
two former PCs. The evaluation was performed online and the subjects were shown
the execution of a scripted hasty attack in a virtual environment together with the
display of the prototype. In the scripted hasty attack, sections were diverting from
their route, walking towards predicted IEDs, and causing future- and acute risks of
fratricide to show the subjects how the new functionalities respond to these situa-
tions.

The added functionalities were considered useful in practical scenarios and the sub-
jects liked this way of information visualization because it was directly in line with
how the PC thinks and works. The prototype offers the PC information in space and
time variables (e.g. how does a section need to move to get back on its planned
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route and how long will this take) and made the current situation understandable
at a glance (level 2 SA) and indicated the impact on the rest of the mission (level
3 SA). The IED predicting functionally received the most feedback as although this
information was considered to be useful, the subjects expected this functionality to
reduce the vigilance of the PC for IEDs in other locations. Furthermore, both sub-
jects also indicated that they would prefer a functionality like this to indicate key
locations (high buildings, locations offering good lines of sight and fire) instead of
IEDs, which shows that broadening of this functionality is needed. In general, the
results from the evaluation show enough reasons to continue the development of the
created functionalities and suggest that the proposed method is suitable to integrate
higher-order SA requirements in an existing system. .



VI SUMMARY




Contents

[Prefacel

[Cist of acronyms|

[2 Background|

[2.3 Human Decision Making|. . . . . .. .. ... ... ..o L.
[2.4 Human-Machine cooperation| . . . . . . ... .. .. ... .. ...,

3 Methodology|

[3.1.1 Socio-Cognitive Engineeringl . . . . . ... ... ... .. ...
[3.1.2 Design for Situation Awareness|. . . . . . ... ... ... ...

[3.2 Thecomposite method|. . . . ... ... ... .. ... .........

4 ldentifying SA requirements for the PC during a hasty attack|

4.2 Method . . . . . . . . . . .
421 Literature review| . . . . . . . . . .. e
[4.2.2 Tacticalinformationl. . . . .. ... .. ... ... ........

{4.2.3 Evaluating the preliminary goal structure with colleagues| . . .
{4.2.4 Evaluating the preliminary goal structure with a former PC|. . .
4.2.5 Observing the simulations of PCs performing a hasty attack| . .

xiii

11
11
12
14
18
19



X CONTENTS

5 Selecting situation awareness requirements and combining them into |

[ new functionalities| 33
(5.1 Infroductionl . . . . . . . . . . . 33
5 Viethodl . . . . . . . . e e e 35

[5.2.1  Compare the list of SA requirements with the current Raptor] . 35
[5.2.2 Evaluate the added value for the PC of each SA requirement . 36

[0.2.3 Realisability|. . . . ... ... ... ... .. 0 36

0.3 Results| . . . ... . . 37
[5.3.1 Compare the list of SA requirements with the Raptor| . . . . . . 37
6.3.2 UsingtheinputofaPCl . .. ... ... ... .. ........ 39
[0.3.3 Realisability]. . . . . ... .. ... 41

0.4 DISCUSSION| . . . . . . . e 43
nclusion| . . . . . .. e e 44

6 Specification and design of the new functionalities| 47
6.1 Introduction| . . . . . . . ... 47
6.2 Method ... .. ... .. . . . ... 49
[6.2.1 Initial concept development|. . . . . . .. .. ... ... ... 49
6.2.2 Evaluationl. . . ... .. ... ... ... ... . ... 49
[6.2.3 Creation of the improved concept|. . . . .. ... ... ..... 50

6.3 Results| . .. ... ... . ... 51
6.3.1 Intial Designf . . .. ... .. ... ... 51
6.3.2 Heuristic Evaluation| . . . . ... ... ... ... . 58
6.3.3 lteratedDesign| . . ... .. ... ... ... 0. 61

6.4 DISCUSSION| . . . . . . .. e 68
6.4.1 Initialdesign| . . . .. .. ... ... ... 68
6.4.2 Heuristic Evaluation| . . . . ... ... .. oo 68
[6.4.3 lterateddesign| . . .. .. .. ... ... .. ... ... 69
[6.4.4 Entireprocess| . . ... ... ... ... ..o 69

6.5 Conlusionl . . . . . . .. 70
[7 Implementing a prototype| 71
(/1 Introduction| . . . . .. . .. ... 71
72 Method . .. ... ... . . . 72
[7.2.1 Mixed reality test environment, . . . . .. ... ... ...... 73
[7.2.2 Function definitions and required data and logic| . . . ... .. 77

3 Resullsl . . . .. . 81
[7.3.1 Monitoring the movement of each section| . . . . .. ... ... 81
[7.3.2 Determining an acute risk of fratricidef . . . . . ... ... ... 83




CONTENTS XI

[7.3.4 Tracking whether the PC looked at the handheld] . . . .. . .. 88

[7.3.5 Understanding voice commands and creating audio notifications| 88

[/.3.6 Not implemented design elements| . . . . .. ... ....... 89

[/.4 Discussion| . .. . ... . . . 90
(7.5 Conclusionl . ... ... ... ... 92

8 Testing the prototype| 93
81 Introduction . . . . . .. .. ... 93
82 Method ... ... ... . . ... 96
[8.2.1 Participants| . . . .. ... ... ... .. 96

822 Materials| . . . ... ... .. . 96

B23 Measures| . . ... ... ... ... ... 99

[8.24 Procedurel. . . . . . . .. .. 99
................................... 100
(8.3.1 Effect on SA and required mental effortf . . . .. ... ... .. 100

[8.3.2 Implementation of the functionality that monitors the move- |

| mentof each sectionl . . . . .. ... ... .. .......... 102
[8.3.3 Implementation of the functionality that monitors the risk of [

| acute and future fratricidel . . . . . ... ..o L 102
[8.3.4 Implementation of the functionality that predicts IED locations |

| and monitors these locations| . . . . ... ... ... ... ... 104
{8.3.5 Using speech commands and auditory notifications| . . . . .. 105

8.3.6 Scenariol . . . ... .. 105

8.3.7 Otherfeedbackl . . . . . ... ... .. ... .. ... ..., 106

[8.3.8 Overview with respecttotheclams| . ... .. ... ...... 107

4 Di IONl . . . e e e e e e e e 107
nclusion| . . . . . .. e e 110

9 Discussion, conclusion and future work| 111
9.1 Introductionl . . . . . . . ... 111
9.2 Discussion . . . . . . ... 111
[9.2.1 Theused methodology| . .. ... ... ... ... ....... 111

9.2.2 Artificial intelligence and Human Machine Cooperation| . . . . 114

[9.2.3 Decision making and humanfactors| . . . . ... .. ... ... 117

9.3 Conclusion| . . . . ... ... 119
9.4 Futureworkl . .. ... ... ... .. ... 120



Xl CONTENTS




List of acronyms

PC
SA

Al
GDTA
IED
SuU
SCE
HE
MARS
SME
SQC
WDA
MCC

Platoon Commander
Situation awareness
Artificial intelligence
Goal-Directed Task Analysis
Improvised explosive device
Situation Understanding
Socio-Cognitive Engineering
Heuristic Evaluation

Mission Awareness Rating Scale

Subject matter expert
Squadron Commander
weapon danger area
Mission critical cue

Xiii



X1V LIST OF ACRONYMS




Chapter 1

Introduction

Imagine a scenario where a platoon of soldiers was marching through an urban en-
vironment and just made contact with enemy forces. The front section that made the
contact took cover and became the fire support section as they are now returning
precision fire to suppress and pin down the enemy. The shots and bullet impacts cre-
ate a lot of noise and the attack induces high stress levels on the entire platoon. The
Platoon Commander (PC) quickly assesses the situation using his tactical handheld
display called the Raptor and develops a plan to attack the enemy while keeping
his own sections safe. In order to aid the PC in assessing the situation, the Raptor
shows four predicted locations of improvised explosive devices. The PC uses this
information to create a plan of attack that avoids the explosives, sees the opportu-
nity to surprise the enemy with a flanking movement, and communicates the plan to
the rest of the platoon. The PC updates his own superior about the current situation
of the platoon, and quickly thereafter receives an audio alert from the Raptor. The
flanking section made a navigation mistake, diverted from their planned route, and
will now need an extra minute to reach the enemy. The PC quickly contacts the fire
support section and commands them to reduce their fire rate since they need to be
able to suppress the enemy for an extra minute and need to save their ammunition
to do so. The PC moves to a safer location to reduce the risk of getting shot. Just
when the PC enters a building the Raptor sends another audio alert and warns the
PC about a potential risk of friendly fire as the flanking section is moving towards the
line of fire of the fire support section. The PC looks at the Raptor and sees that the
flanking section is 30 seconds removed from the enemy. The PC commands the fire
support section to slowly divert their fire and communicates that the flanking section
will arrive in 20 seconds. The fire support section diverts their fire in time and the
flanking section surprises and defeats the enemy.

Although the above mentioned Raptor sounds like a useful tool for PCs, the current
reality is that PCs still have to plan attacks using just a map and compass, and that
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2 CHAPTER 1. INTRODUCTION

their only electronic aid consists of a portable radio. For a successful execution of
the mission, it is important for the PC to correctly understand the battlefield, which
is described in scientific literature by a construct called situation awareness (SA).
Good SA consists of perceiving critical information (level 1 SA), comprehending its
meaning (level 2 SA), and being able to project its future status (level 3) and will in-
crease the likelihood of good decision-making performance [1]. Examples of these
elements in a battle scenario are the location of a friendly section that is approaching
the enemy (level 1), deriving from this location whether this section is still moving
according to the plan (level 2), and estimating the time at which this section will
reach the enemy (level 3). The military term for the kind of mission mentioned in
the scenario above is the hasty attack and is an example of a mission in which it is
particularly difficult for a PC to obtain good SA because it is physically- and cogni-
tively demanding and characterized by uncertainty (e.g. limited terrain knowledge
and unknown threat location) [4].

The scenario at the same time shows how technology might be applied in the future
to support the PC in commanding his platoon. The recently expected introduction
of an initial version of the Raptor should make a start in doing so and will support a
PC in his SA [3] [2]. It is part of recent developments of the Dutch Ministry of De-
fence and consists of a large mobile phone that is carried on the chest (see figure
[1.1). This initial version will not include the automated functionalities as mentioned
in the scenario, but will mainly display level 1 and some level 2 SA information (e.g.
a map, location of each section, the last known locations of enemies, and their rela-
tive positions). However, recent and past developments in technology allow for the
development of supportive technologies that could include the automated function-
alities in the Raptor that are mentioned in the scenario above. Plenty of research
is - and has been - focussing on artificial intelligence (Al) that can interpret large
datasets and use them to make predictions. However, less research has been per-
formed on what kind of information this technology should produce to be useful for
a PC and how it should be presented.

The goal of this study is to use Al to make an interpretation (level 2 SA) and projec-
tion (level 3 SA) of certain elements on the battlefield and incorporate these in the
Raptor like sketched in the opening scenario and illustrated in figure [1.2] In doing
so the study will examine what kind of information Al needs to generate to support
the PC, how this should be presented, and whether a PC will indeed experience the
resulting solution to be useful. There currently exists no research methodology that
is specifically aimed at creating these higher-order SA components, which requires
a focus on SA, Al and human factors at the same time. This study combines a set of



Figure 1.1: The Raptor in context. Taken from @

existing methodologies into a composite methodology in order to add these higher-
order SA components to the Raptor.

This process will start with an analysis phase to break down the dynamic informa-
tion needs of the PC throughout a hasty attack to identify all relevant SA components
(chapter 3). A former PC is then consulted to verify these SA components and to
combine the SA elements which he believes will be most valuable for the PC into
functionalities that can be added to the Raptor (Chapter 4). Once these function-
alities have been defined, they will be specified in more detail and turned into a
system- and visual design (chapter 5). Finally, this design will be realized into a
prototype that can be used to evaluate the design with experienced PCs (chapter 6).
The evaluation of this prototype is discussed in chapter 7 and the entire process is
discussed and concluded in chapter 8. All these different steps should answer the
research questions that have been formulated:

« RQ 1: How can the current version of the Raptor be enhanced with higher-
order SA components to increase the SA of the PC during a hasty attack?

« RQ 1.1: Which information is important in building the SA of the PC during a
hasty attack?
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Figure 1.2: Visualization of the goal of this study that aims to include the elements embedded by the
dashed line in the Raptor

« RQ 1.2: Which important SA components are not already included in the cur-
rent version of the Raptor and are technically realizable within the timespan of
the research?

» RQ1.3: How can the computed output be presented to the PC in an effective
manner?

« RQ1.4: How can the created design be realized into a testable prototype?

This study will contribute to addressing broader challenges of incorporating auto-
mated technologies like Al in human tasks [9]. Transparency in Al is expected to re-
inforce and facilitate collaboration between humans and Al [10] and methods have
already been proposed to achieve this by letting Al explain its answers [10] [11].
This project aims to optimally combine the strengths of both humans (e.g. cognitive
capabilities like planning, creativity and problem solving) and machines (e.g. humer-
ical computations, statistical reasoning and information retrieval capabilities) [12] to
enhance the intelligence of the Raptor and support the PC in his SA. Multiple de-
sign methods exist that focus on such a collaboration between humans and Al and
the interdependence between the two. One example that is used in this study is
the Socio-Cognitive Engineering method that is specifically created to combine Al
and human factors [13]. This project aims to particularly use Al that “increases the
capability of a man to approach a complex situation, to gain comprehension to suit
his particular needs, and to derive solutions to problems” [14] and lets the PC stay
in control of making the decisions.



Chapter 2

Background

This chapter introduces the background that is related to this study. First of all, the
context of the project and the military context that is used in this project are intro-
duced. After this, three related topics are discussed: situation awareness, human
decision making, and human-machine cooperation.

2.1 Context

This study is executed as part of a larger project at TNO, called the Decision Support
project, and serves as a master thesis for the Interaction Technology master of the
University of Twente. The Decision Support project explores where in the decision-
making process artificial intelligence (Al) technology can augment the performance
of a future Platoon Commander (PC). The Decision Support project is particularly
focussing on how Al technology can be embodied in the equipment of a soldier and
how a future soldier will interact with the technology. The study presented in this
document provides the Decision Support project with an example of such an em-
bodiment and shows what kind of information Al needs to create to support PCs in
their situation awareness (SA), how this should be presented, and whether PCs will
indeed experience the resulting solution to be useful.

This study focuses on the role of a PC, which is the commander of a platoon (of-
ten consisting of three sections, including eight men each). In this document, the
groups lower in the hierarchy are referred to as sections and multiple platoons are
referred to as a squadron. The PC gives commands to the sections via the Section
Commander and reports to- and receives orders from the Squadron Commander.
This hierarchy is also illustrated in figure 2.1]

The context of this study is the cognitively challenging scenario of a hasty attack. A
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Figure 2.1: Overview of military hierarchy surrounding the PC

hasty attack and is characterized by uncertainty (e.g. limited terrain knowledge and
unknown threat location) and limited preparation time [4]. Typically for a hasty attack
is that enemy presence is expected, but information concerning the location and
strength of the enemy is missing. When the platoon makes contact with the enemy
it is the task of the PC to lead the platoon. First of all, the PC needs to determine
whether the platoon will attack the enemy, ask for back-up, or retreat. When the pla-
toon is going to attack, the PC needs to come up with a plan of attack on the spot.
The section that made contact with the enemy will take the enemy under fire and
keep them suppressed and pinned down. An often selected approach is to surprise
the enemy with a flanking movement by another section, but whenever the terrain or
a time limit prevents this, a frontal approach is also an option. Once the PC made
and communicated a plan of attack, the PC has to make sure that the execution of
the plan is going smooth and that the platoon stays safe. To do so, the PC closely
monitors the execution of the attack, deals with unexpected events like casualties,
and stays in contact with the squadron commander. The intense nature of the hasty
attack induces high-stress levels and time pressure on the PC [4]. Because of this
cognitively challenging character, this study focuses on the hasty attack; it is the
scenario in which the PC can use support in his decision making.

2.2 Situation awareness

As mentioned before, this project aims to increase the decision-making performance
of PCs by increasing their SA. Endsley claims that SA is a crucial construct on which
decision-making and performance hinge [7]. An increase in SA is therefore likely to
increase decision-making performance. Endsley defined SA as "the perception of
the elements in the environment within a volume of time and space, the comprehen-
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sion of their meaning, and the projection of their status in the near future” [1]. A PC
needs to have good SA as this knowledge will form the basis for the decisions that
the PC makes, the plan that the PC creates, and the way the PC monitors the exe-
cution of the attack. Moreover, making the correct decisions is ever more important
in a field where bad decisions can lead to a loss of life [15]. Therefore SA is very
relevant in the military domain and it is no coincidence that the study that defines
the concept of SA concerns military personnel: fighter pilots [1].

As follows from the definition of SA that has been presented, true SA is more than
just being aware of the numerous pieces of data (like the location of friendly troops
for example). The definition makes a clear distinction between the perception of ele-
ments, the comprehension of their meaning, and the projection of their status in the
near future. To make these differences clearer, Endsley has divided them into three
levels [9].

The first level of SA encompasses the perception of the status, attributes, and dy-
namics of relevant elements in the environment [1]. Examples of elements in which
the PC is interested are the location of troops, level of ammunition, active weapon
system, dynamics of both friendly and enemy forces in a given area, and their rela-
tionship to other points of reference [4].

The second level of SA focuses on the comprehension of the situation. This com-
prehension builds upon the synthesis of the separate Level 1 elements [1]. In level
2 SA the operator is not only aware of the elements that are present, but he also
understands their significance in the light of his goals [1]. Together with the level
1 elements, especially when these elements are put together to form patterns or
gestalts with other elements, the operator creates a holistic image of the environ-
ment, understanding the significance and relevance of objects and events [1]. The
PC must understand that the appearance of enemy troops within a certain proximity
of each other and in a certain location will indicate things about their objectives, like
whether they are likely to strike an attack or not. Unlike level 1 SA, a novice might
not achieve the same level 2 SA when compared to an expert, since a novice might
lack the ability to integrate various data elements along with his goals to compre-
hend the situation [1].

The highest level of SA is formed by the ability to project the future actions of the
elements in the environment. This projection is achieved through knowledge of the
status and dynamics of the perceived elements and the comprehension of the situa-
tion [1]. An example of level 3 SA for the PC is that he can determine whether there
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is enough time available to make a flanking moving or not. This knowledge allows
the PC to decide on the best course of action to meet his objectives [1].

It is good to note that in the military domain Situation Understanding (SU) is often-
used besides SA. SU is more concerned with what the received information means
in respect to mission threats, mission opportunities, and information gaps based on
the obtained SA [16]. For that reason, there is a great overlap between level 2 SA
and SU. This approach of putting information in a personal perspective can also be
seen in the sensemaking model of Klein [17] that, among other things, states that
different people viewing the same events can perceive and recall different things
depending on their goals and experiences. In the case of military personnel, their
training and mission goals will highly influence their understanding of the situation
based on their SA. This project will focus on SA and does not treat SU and sense-
making in further detail. The reason for this lies in the fact that SA can be seen as
a requirement for SU and sensemaking and therefore describes the processes on a
more global level. Furthermore it is also the most widely accepted construct of the
three.

It is also important to understand the difference between situation awareness and
situation assessment. The former relates to a state of knowledge of which we have
seen the definition and the different levels. The latter are the processes used to
achieve this state [1]. As a result, SA is presented separately from other cognitive
constructs such as attention, working memory, workload, and stress. These con-
structs are all related and they can affect SA, but they are considered as separate
constructs [1].

2.3 Human Decision Making

One cognitive construct that is closely related to SA and of high relevance in a
hasty attack is cognitive load. High cognitive load has been proven to reduces the
performance of complex tasks [18]. When experiencing high cognitive load, humans
tend to automatically adopt strategies to cope with this high load. Examples of these
are resistance to considering alternative hypotheses (cognitive tunnel vision) [18]
[19], using known knowledge even though the situation requires different knowledge
(assimilation paradox) [19], and narrowing of attention which causes the subject to
miss environmental cues (temporal narrowing) [18] [19]. The amount of information
that military commanders and staff must process has increased tremendously, while
the amount of time available for decision-making has decreased dramatically [20].
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The Canadian Army even started researching the potential cognitive overload that
soldiers can experience due to technological developments [21]. Therefore, further
development and incorporation of technological aids should support soldiers without
posing an additional cognitive load.

2.4 Human-Machine cooperation

Incorporating automated technologies like Al in human tasks has been shown to be
rather complex [9]. It turns out that humans tend to be somewhat reserved in believ-
ing and using outcomes of automated technologies [10]. Achieving transparency in
Al is expected to reinforce and facilitate the collaboration between humans beings
and Al [10]. Methods have already been developed to have more transparent Al
by letting it explain its answers [10] [11]. Besides academics, also governmental
institutions have been proclaiming the necessity to make the interaction between
humans and machines safe. The European Commission’s High-Level Expert sets
the foundation of trustworthy Al in fundamental rights by four principles: respect
for human authority, prevention of harm, fairness, and explicability. Furthermore,
according to Jonker and colleagues, common ground and mutual predictability are
considered to be important for effective coordination in human-machine collabora-
tion. Jonker and colleagues believe that "shared understanding between humans
and machines” is one of the greatest challenge that developers of human-machine
interactions face [22].

Both machines and humans have their strengths and weaknesses. Machines are
very effective in numerical computation, information retrieval, statistical reasoning,
and (can) have almost unlimited storage. Humans, on the other hand, have cogni-
tive capabilities which include consciousness, problem-solving, learning, planning,
reasoning, creativity, and perception. This enables humans to learn from past ex-
periences and to use this experiential knowledge to adapt to new situations and to
handle abstract ideas to change their environments. The combination of both hu-
mans and machines can be used to enhance the intelligence of systems and support
the PC [12].

Multiple design methods have been developed that focus on the collaboration be-
tween humans and Al and the interdependence between them. One example is
the co-active design framework that creates an overview of tasks and can help to
identify which team member needs support in certain tasks while at the same time
showing which team member can offer this support [23]. Another example is called
Socio-Cognitive Engineering and emerged from the field of cognitive science and Al



10 CHAPTER 2. BACKGROUND

and is specifically created to combine Al and human factors [13].

This project aims to use a particular kind of Al to optimally combine the strengths
of both humans and machines. The kind of Al that is used should be focusing on
aiding the PC in making decisions and should not make the decisions for him. This
project aims to use Al that “increases the capability of a man to approach a complex
situation, to gain comprehension to suit his particular needs, and to derive solutions
to problems” as defined by Engelbart [14].



Chapter 3

Methodology

3.1 Introduction

This chapter globally introduces the methodology that has been created to answer
the main research question of this project: “How can the current version of the Rap-
tor be enhanced with higher-order SA components to increase the situation aware-
ness (SA) of the Platoon Commander during a hasty attack?”. The most important
characteristic of the methodology that has been created is that it had to focus on
multiple areas at the same time. The method mainly focusses on increasing situ-
ation awareness (SA). At the same time, the method had to be able to deal with a
challenging technology part to include the artificial intelligence (Al) technology that
was envisioned as a way to compute the higher-order SA information. Finally, the
method also needed to focus on usability, or in a broader sense, human factors. The
result will be used in a very stressful situation, in which there is no room for unusable
interfaces as mistake can results in the loss of life [15]. To focus on all these three
elements at the same time a methodology has been composed of existing methods.
In this chapter, the main concepts behind the used methods and how they relate to
each other are discussed. First, all the individual methods are explained in detail
after which the composite method is presented which has been used for this project
and is created by combining the three existing methods.

The following existing methods were combined into a single method for this project,
and visualized in figure 3.2}

1. Socio-Cognitive Engineering (SCE), which combines a classical human-centered
perspective with a technology-centered perspective [6].

2. Designing for Situation Awareness (D4SA), which provides a methodology and
design principles to create systems aimed at increasing SA [7].

11
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3. Heuristic Evaluation (HE), which is used to evaluate the usability of the initial
design without a subject matter expert. [24].

3.1.1 Socio-Cognitive Engineering

The SCE methodology does not only allow to verify that the technology is performing
in a technically reliable manner, but also makes sure that the technology success-
fully achieves its objectives with respect to the common goal in an effective and
efficient manner. At the same time the method makes sure that this technology is
easy and intuitive to use [6].

The key to the methodology is the generation, refinement, validation, maintenance,
and reuse of coherent and concise design specifications. These specifications de-
scribe both what the technology should do and the underlying design rationale (the
why and when).

The SCE process consists of three parts: (1) the foundation-, (2) the specification-
and (3) the evaluation phase.

1. The foundation consists of three elements: operational demands, the en-
visioned technology, and relevant human factor knowledge. Together these
elements describe the problem to be solved, the existing knowledge to solve
this problem, and the technology to implement that solution.

Operational demands The operational demands consist of the analysis of the
problem description and the stakeholders. How this analysis is performed is
not structurally specified in the method. The analysis method for this project is
selected from the literature base on situation awareness.

Envisioned technology The envisioned technology describes the available op-
tions of existing technology that can be used to come to a system solution. In
this project the envisioned technology is Al and the specific kind of Al that is
envisioned is already discussed in section

Human factors The human factors knowledge mainly concerns existing best
practices of how technology can be designed such that the user can work with
the technology. This is, again, specific to each project and should be relevant
for the problem and the chosen design solution.
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2. The specification phase describes the solution of the problem in the form

of a system design that uses the relevant human-factor knowledge and the
envisioned technology that was collected in the foundation phase. This phase
consists of three parts again: use-cases, functional requirements, and claims.
Since these steps are well defined within the SCE method, they are explained
in more detail.

Use-cases

A use-case consists of a specific description of step-by-step interactions be-
tween the system and the operator (e.g. Raptor and the Platoon Commander
(PC)). use-cases are created for all the different scenarios in which the envi-
sioned functionalities can be used. Within a use-case, alternative steps are
presented as well. This is done to explore all the possibilities that might occur
during a single use-case and design the functionalities of the interface in such
a way that they respond adequately in all use-cases. An example of a use-
case within this project would be a PC monitoring the execution of an attack.
The steps of the use-case could then describe a PC looking at his Raptor and
seeing the sections executing the attack as planned. Alternative steps could
describe how a flanking section moves too far forward and ends up behind the
enemy, or how the fire support section accidentally causes a risk of fratricide.
use-cases make the design more concrete by describing exactly how the tech-
nology should respond in all the different use-cases. Together, the use-cases
provide a detailed description of the interactions between the technology and
its user in a wide variety of scenarios.

A use-case is documented as a list of steps that describe the use-case in de-
tail. The circumstance of the use-case is specified together with a precondition
that describes the situation at the start of the use-case and a postcondition that
describes the situation after the use-case to place the use-case more in con-
text.

Functional requirements

Some steps of a use-case require the technology to be able to perform certain
actions or obtain certain capacities. These are collected and called functional
requirements. These requirements form a list of specific abilities that the tech-
nology should provide to its user. For each requirement, it is specified from
which use-cases this requirement originates.

Claims
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The SCE methodology links the system’s functional requirements, the system’s
objectives and the hypothesis to be tested during an evaluation of the system.
Claims can be seen as the underlying objectives of all functional requirements.
By linking requirements to claims, the designer needs to formulate hypotheses
that need to be tested during the evaluation of the system. Claims should be
measurable effects of the system. If a claim cannot be proven during a system
evaluation, the designer needs to refine the system design, for instance, by
improving or replacing the functionality. There is no use in including a func-
tionality of which the underlying claim is not achieved.

3. The evaluation phase makes up the last part of the SCE method. Design
evaluation is used to validate the systems’ design or to identify flaws in the
design that can be improved in incremental development cycles. This phase
specifies which artefact is used to perform the evaluation, which method is
used to perform the evaluation, and discusses the evaluation results.

Artefact The artefact describes the embodiment in which the envisioned de-
sign will be put to the test. This can differ from a paper prototype to a fully
functional system. The artefact should incorporate a given set of requirements
and technological means.

Evaluation method The evaluation method describes the method by which the
evaluation of the artefact is performed. The method can take many forms such
as a human-in-the-loop study, use-case simulation, or an expert interview.

Evaluation results The outcomes of the evaluation are described in the evalu-
ation results. Since the SCE method consists of iterative and rapid research
cycles, the evaluation does not necessarily include all specified requirements,
claims, and use-cases that were created in the specification phase.

3.1.2 Design for Situation Awareness

In general, the D4SA methodology describes a user-centered design approach that
contains a lot of elements that are focussing on improving SA. The D4SA method
itself does not contain a design method of its own but refers to a couple of widely
known methods like the waterfall- and agile models. It contains a method to identify
all the SA requirements that are used by an operator in a specific context (e.g. a PC
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during a hasty attack), different SA-oriented design principles, and different tools to
measure SA.

Goal-Directed Task Analysis

The analysis part of the D4SA method is called the Goal-Directed Task Analysis
(GDTA). This analysis is developed to identify all the information elements that are
used to build SA during a specific task. Endsley refers to these information elements
as SA requirements since they are required in building SA. The purpose of the GDTA
is to document what kinds of information operators (PCs in our case) need to per-
form their job. At the same time, it describes how this information is used to make
a particular decision. The GDTA focuses on the (dynamically changing) goals of
the operator, the decisions that need to be made to obtain these goals, and the SA
requirements on which these decisions are based. These are then structured in an
overview as shown in figure [3.1] The resulting knowledge enables designers to cre-
ate better ways to present information to operators to support SA, and consequently,
decision making and performance [5] [7].

Major Goal

1.0 Sub-goal 2.0 Sub-goal 3.0 Sub-goal

SA requirements: SA requirements: SA requirements:

Level 1: Perception Level 1: Perception Level 1: Perception
Level 2: Comprehension Level 2: Comprehension Level 2: Comprehension
Level 3: Projection Level 3: Projection Level 3: Projection

Figure 3.1: Example of the structure of the goal hierarchy that is the result of the GDTA

The GDTA focuses on what an operator ideally would like to know. In doing so it
does not consider the way this information is conceived, as this may also vary from
person to person, from time to time, from system to system, and with advances in
technology [7]. This means that the GDTA can be used to identify information that
the operator would like to know, but is not available in the current system. This also
means that the analysis is not limited by the current technological limitations; basing
the SA requirements only on current technology would induce an artificial ceiling ef-
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fect and would prevent the researcher from finding much of the information that the
operator ideally would like to know, and which can be used in the design efforts.

How the GDTA is constructed is not bound to a fixed set of means. However, End-
sley does suggest that interviews with subject matter experts are an indispensable
source for information gathering for the GDTA. On a more general scale, Endsley
suggests that the researcher gets familiar with the domain and at hand and starts
by gathering information about the goals that the operators at hand are seeking to
achieve while performing their job. Unstructured interviews with subject matter ex-
perts are suggested for this phase. The researcher then has the task of organizing
all the information that was collected into a workable preliminary goal structure that
will allow for adequate portrayal of the SA requirements. Organizing pieces of infor-
mation into similar categories is suggested to help in this process. Once this draft
goal structure is created, it can be used in future interview sessions to refine and
supplement it.

Goals are defined as higher-order objectives that are essential to successfully per-
form the task at hand. Goals should be descriptive enough to explain the nature of
the subsequent branch and broad enough to encompass all elements related to the
goal being described. The decisions that are needed to meet each goal specified
in the goal hierarchy are listed beneath the goals to which they correspond. Deci-
sions are posed in the form of questions. Important to note is that questions that
can be answered with yes/no are not qualified as decisions. When a question’s only
purpose is to discern a single piece of information it should be qualified as an SA
requirement. SA requirements present all the information that an operator needs
to make a decision listed in the goal hierarchy. SA requirements can be all kinds
of information and one piece of information, for example, the position of a friendly
section (level 1 SA), can be used assess the deviation from the assigned route of
this section (level 2 SA) as well as the expected time of arrival of this section at a
certain waypoint (level 3 SA).

SA oriented design principles

The D4SA method also contains a set of design principles for engineers and design-
ers who are seeking to “nourish the SA of their system’s users” [7]. The principles
support the process of creating system interfaces that are effective at creating a
high level of SA. The principles were developed based on best practices of what
is known to date on the mechanisms, strengths, and weaknesses of human SA. In
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total, the list of SA-oriented design principles consists of a list of 50 principles, which
can be found in appendix A. These 50 principles are grouped in different areas be-
ing general-, certainty-, complexity-, alarm-, automation-, and multi operator design
principles. An example of one of these guidelines is number 31 that states “Minimize
alarm disruptions to ongoing activities”.

The methodology states that the reason why building good SA is so difficult can be
related to both features of the human information processing system and features
of complex domains that interact to form SA pitfalls [[7]. These SA pitfalls are factors
that prevent or undermine SA in many systems and environments. Recognizing
these pitfalls is an important step to start designing for SA. The eight SA pitfalls are
considered to be:

1. Attentional Tunneling: fixating on a single set of information to the exclusion of
others.

2. Requisite Memory Trap: relying on limited short-term memory.

3. Workload, Anxiety, Fatigue, and Other Stressors: reducing a person’s capacity
to process information

4. Data overload: overwhelming amounts of data can reduce SA.
5. Misplaced salience: drawing attention away from important information.

6. Complexity Creep: systems with too many features make it difficult for a person
to develop an accurate mental model of how the system works.

7. Errant Mental Models: use of wrong mental models leads to misinterpretation
of information.

8. Out-of-the-loop Syndrome: Automation can undermine SA

SA measurement tools

Finally, the D4SA method also contains a list of different ways to measure the SA
of an operator. The different ways to measure SA can be divided into four classes:
process measures, direct measures, behavioral measures, and performance mea-
sures. In general, it is believed that direct and objective measures are the best
way to evaluate a system design with respect to SA. Process measures include eye
movements, communications, and verbalizations. Direct measures include objec-
tive measures such as on-line probes, “freeze” probes, and subjective measures
based on self and observer ratings. Behavioral measures involve inferring SA from
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specific behaviors on specific subtasks, such as “time to make a response (verbal
or non-verbal) to some event, and correct or incorrect SA as identified from soldier
verbalizations and appropriateness of given behavior for a particular situation” [25]

For this project, the Mission Awareness Rating Scale (MARS) is used to measure
SA. This is a direct and subjective measure method, that is specifically developed
to measure SA among platoon leaders in training scenarios, and its use in a virtual
environment has been validated [26]. It consists of two sets of four questions. The
first set assesses the level of SA of the participants while the second set assesses
the mental workload that was required to create that SA. The first three of the four
questions of each set address the three levels of SA as defined by Endsley [1]: per-
ception, comprehension, and projection. The fourth question deals with how well
mission goals can be identified. This particular SA measurement tool has been se-
lected because of the good fit with the project (it has been developed around the PC
in a training scenario and is suitable for a virtual environment), it is easily executable
and it is not interrupting the task of the subject like objective measurements would
do.

3.1.3 Heuristic Evaluation

The HE is used to evaluate an initial design of the interface early in the development
process and without the help of an subject matter expert. The power of the HE
lies in the small number of usability principles with which it can detect the majority
of the usability problems. The HE is not going to result in a design in which no
usability issues are present anymore. However, by already fixing the most apparent
issues the evaluation with the PC can be more focussed on the effects on SA, the
usability in a practical scenario, and problems that are less apparent and require
domain-specific knowledge to identify.

The nine principles that the HE uses are the following:

1. Simple and natural dialogue
2. Speak the user’s language
3. Minimize user memory load
4. Be consistent

5. Provide feedback

6. Provide clearly marked exits

7. Provide shortcuts
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8. Good error messages
9. Prevent errors

The heuristics are explained in more detail in appendix B. According to the study
that presents the method, “the number of usability results found by aggregates of
evaluators grows rapidly in the interval from one to five evaluators but reaches the
point of diminishing returns around the point of ten evaluators” [24]. According to
the same paper, this point is reached with fewer participants when only evaluators
with a background in human factors and interface design are used [8].

3.2 The composite method

The composite method combines the SCE, D4SA, and HE method and uses the
SCE methodology as the main framework. The reason for this is that the SCE
method has been developed as a design methodology for complex, intelligent, and
interactive technology. By itself, it is already providing a focus on both usability and
technology. Because of this wide scope, the SCE lacks subject-specific knowledge
and methods to be applied to this project. The SA specific knowledge is provided
by the D4SA method which is used in multiple stages of the SCE framework. D4SA
specifies methodologies to define the SA-related operational demands and human
factor knowledge and provides a method to measure the PC’s SA which is used for
evaluating the final solution. The HE methodology is added to perform a first evalu-
ation of the design without the involvement of a target user. This is necessary since
the availability of PCs for this research is limited.

As mentioned, the process of the composite methodology mainly consists of the
SCE method as can be seen in figure [3.2] This project therefore also follows the
three phases as they are indicated in this method: foundation, specification, and
evaluation.

Foundation

The project starts with the foundation phase in which all the SA elements that a PC
consults during a hasty attack are identified (chapter [4). The SA requirements that
are the most relevant to this project are selected and combined into functionalities
so they can be added to the Raptor (chapter 5).
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Specification

A design process is executed in the specification phase in which the system- and vi-
sual design of the envisioned functionalities are created (chapter[6). This phase will
be executed twice, as the initial design created in chapter [6] will be evaluated, after
which the specification phase will be executed again to improve the initial design.

Evaluation

This phase is performed twice as well. The first evaluation will focus on the usability
of the initial design. The second evaluation uses the improved design and focuses
on the SA of the PC and the added value of the system in a practical scenario.
For this evaluation, a prototype of the design is made ( chapter[7) which is used to
perform a user-test with a former PC (chapter [8).
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Chapter 4

Identifying situation awareness
requirements for the Platoon
Commander during a hasty attack

4.1 Introduction

This chapter is focusing on
specifying the operational de-
mands in the composite method
as presented in chapter 3| The
operational demands describe
the analysis of the problem de-
scription and the main stake-
holders that are involved. In the
case of this project, the prob-
lem description is presented as
higher-order situation aware-
ness (SA) elements that need
to be added to the Raptor. In
order to order to accurately de-
fine this problem description,
specific SA elements need to
be specified that will be added.
And in order to be able to select
these specific elements, all the
SA elements that the Platoon
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a hasty-attack need to be identified in the first place. Research question RQ 1.1:
"Which information is important in building the SA of the PC during a hasty attack”
is used to define a list of all the SA elements that the PC consults during the hasty
attack from which specific elements can be selected. The answer to RQ1.1, the list
of all the SA requirements of the PC during a hasty attack, is created in this chapter.

To answer the research question as structured and completely as possible, a part
of the D4SA method was used that is proposed by Endsley [7] [5], called the Goal-
Directed Task Analysis (GDTA). This method identifies SA requirements by breaking
down the goals of the PC during a hasty attack. The major goal of executing a suc-
cessful hasty attack is broken down into several subgoals, decisions and finally SA
requirements that are needed to achieve this major goal.

The goal of the GDTA is to create an understanding of the goals and dynamic infor-
mation needs of the operation in question. Formulating the list of SA requirements
should make sure that the designer/researcher obtains a clear understanding of
what ‘supporting SA’ means in the situation and domain at hand. In order to create
this understanding, a GDTA normally includes a lot of involvement of the operator in
question. Since the availability of the PC is limited for this research. Other ways of
gathering the necessary information were therefore used, consisting of:

« Literature review

Tactical material review (Doctrine and videos explaining military tactics)

Evaluation of a preliminary goal structure with colleagues

« Evaluation of a preliminary goal structure with a former PC

Observations of PCs leading a hasty attack

The GDTA started with a phase in which information is gathered and the goals and
considerations of a PC were tried to be understood as well as possible. This infor-
mation was used to create a preliminary goals structure, which was evaluated twice.
At first with colleagues that have performed research on the hasty attack and the
PC as well in order to find the identify the more general gaps in the goal hierarchy.
Secondly with a former PC and therefore also included first hand experience. After
this last evaluation, recordings of the execution of a hasty attack by PCs have been
observed in order to place the comments of the PC in context and check the goal
structure a last time.
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The result of this chapter serves as the answer to RQ1.1 and consists of a list with
all the unique SA requirements that have been identified in the GDTA. The final
goal structure can be seen in appendix C. In the next chapter certain elements from
this list will be selected and combined into functionalities that can be added to the
Raptor.

4.2 Method

The Goal-Directed Task Analysis was used to create a list of all the SA requirements
that a PC uses during a hasty attack. The method already has been presented in
B.1.20 Normally this process would consist of a lot of user involvement. For this
project however, the involvement of the PC was only limited to a single interview
with a PC. Indirect information sources were used to create a preliminary goal hier-
archy which was then validated and supplemented in the interview with the GDTA.
In chronological order the following resources were consulted for the entire process,
which will be discussed in more detail in the rest of this section:

» Three related internal research reports

Dutch Military Land Operations Doctrine Publication

Videos explaining military tactics regarding the hasty attack

* A peer review with colleagues of the preliminary goal hierarchy

An interview with a former PC

Videos of PCs executing a hasty attack in a mixed reality training environment

4.2.1 Literature review

Existing research has been done within TNO with respect to either the PC, the hasty
attack or the information needs of a commander in general. Three reports of re-
lated previously executed researches were examined in the literature review. This
subsection will treat in which way these papers contribute to the GDTA.

A - Informatiebehoefte van de uitgestegen militair en zijn groep (The informa-
tion need of the dismounted soldier and his group)

This report concerns the information needs of the dismounted soldier and his group
[27] and is therefore mainly used to collect the SA requirements in the goal hierarchy.
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The document includes a more elaborated literature review and includes knowledge
from subject matter experts (SMEs). Although this report has the same goal, be it
for a different setting, the GDTA methodology is not used as the method to obtain all
the information needs of a dismounted group. The list of information components is
directly formulated based on the used sources. The resulting list is very extensive
but also includes a lot of information components that are not related to the hasty
attack. The most useful elements were listed in a specific category, called “tacti-
cal insight” that mainly lists concrete and measurable information components that
relate to higher-order SA requirements.

B - Commander’s Dashboard - future decision support for dismounted group
commanders

The goal of the Commander’s Dashboard was to explore innovative concepts that
support the commander of small units (between four and eight men), visualize these
elements in an interface, and review how this interface was used [28]. The report
includes a workshop with end-users (Marines) and two Army domain experts which
provides useful insight into the motivation behind the information needs of a dis-
mounted group. This document was mainly used to gain insights into the goals
and decisions in the goal hierachy. Furthermore the transcript of the workshop also
provides a good example of an “operational situation by a small group”.

C - Cognitive workload during a Hasty Attack by the Royal Netherlands Marine
Corps

This report provides a clear description of the way that recruits have been taught
to act during a hasty attack and examines cognitive challenging tasks during these
attacks [29]. Although this report is focused on the cognitive workload of the PC
during a hasty attack, the detailed description of the hasty attack itself and the focus
role that the PC plays in this attack was very useful and included the different goals
that the PC pursues in different stages of the attack.

4.2.2 Tactical information

Two resources were used to obtain an understanding of the tactical and operational
considerations of a PC. They were used to increase the understanding of the ratio-
nale of the PC during a hasty attack. Therefore these resources were mainly used
to formulate the different goals of the PC and the decisions that need to be taken in
order to achieve these goals.
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D - Dutch Military Land Operations Doctrine Publication

The doctrine places the mission of the PC in a bigger perspective and indicates
that every mission of a PC is always part of a larger mission. This document made
clear what kind of information the PC receives before the start of a mission and why
communication with the Squadron Commander (SQC) is important throughout the
execution of the mission. The doctrine helped in distinguishing between respon-
sibilities. The SQC commander commands multiple platoons and therefore he is
also responsible for the relative positions of these platoons. The PC is responsible
for the different sections in a single platoon. This also means that the SQC has to
prevent fratricide between platoons where the PC has to prevent fratricide between
sections. The document was mainly used to gain insights in the goals and decisions
in the goal hierarchy.

E - Military tactics video of Max Richards

Max Richards served with British Special Operation Forces and is now focused on
providing classes in military tactics. The tactical videos of Max Richards were specif-
ically dedicated to the scenario of a hasty attack [30]. They provided insight into the
different considerations that play a role for the PC in defining the attack plan, and
it indicated important tactical skills like preventing fratricide. These videos also in-
troduced a lot of military concepts which helped in learning to speak the military
language, which benefited the interview with the former PC [7]. Because the videos
focus on the considerations and possible outcomes, they helped in formulating both
the sub-goal, decisions and a part of the SA requirements.

4.2.3 Evaluating the preliminary goal structure with colleagues

Based on the indirect information sources a preliminary goal structure was formu-
lated. This was done to already identify a part of the missing elements before the
interview with a former PC. This way the interview could be used as optimal as
possible.

F - Peer review of the preliminary goal structure

The peer review was conducted with Maurice van Beurden and Lindsey Van Rooi-
jendijk, who wrote the report [29] about the cognitive workload of the PC during a
hasty attack that was used in the previous step and therefore have second-hand
experience with PCs and the situation of a hasty attack. Although they both are not
SME's, their experience in performing research on PCs helped in identifying missing
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elements. During this evaluation it was decided to focus the review with the PC on
only a part of the entire GDTA, namely the goals that were expected to yield to most
useful information: “don’t get killed’, “decide whether or not to attack the enemy”,
“Plan of attack”, and “defeat the enemy’.

4.2.4 Evaluating the preliminary goal structure with a former PC

To finally validate and evaluate the goal structure an interview was conducted with a
former PC.

G - Interview with a former platoon commander

The interview started with a short introduction to the research project and a short
introduction to the experiences of the PC. After this, the entire goal structure was
discussed with the PC, one subgoal at a time. This helped to improve the GTDA
since the PC identified some missing SA requirements and clarified the decisions
that are present in the goal hierarchy. A summary of the considerations that a PC
makes during a hasty attack which became apparent during this interview are listed
in appendix D and helped to define a the decisions in the goal hierarchy. To finalize
the interview the PC was asked for his opinion on which goals he thought to add
the most value to the PC with respect to increasing SA, which were used in the next
chapter.

4.2.5 Observing the simulations of PCs performing a hasty at-
tack

As a final step, a series of recordings of PCs performing a hasty attack in a mixed
reality environment were observed to place the comments of the PC in context and
check the goal structure a last time.

H - Watching simulations of platoon commanders performing a hasty attack

The recordings were made during an earlier experiment at TNO to test a simplified
version of the Raptor with the PCs. In the test scenario, a PC would march with
three sections to a set of waypoints. Around halfway through the march the platoon
would make contact with the enemy. The PC was leading the platoon and therefore
had to decide if and how to attack the enemy. During the experiment, the PC and the
SCs could consult their Raptor. Three different runs were performed in total. Two
different locations were used across the three runs of approximately 45 minutes.
The recordings verified the earlier made comments made by the experienced PC.
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Figure 4.2: Overview of the global goal structure

Furthermore they also included radio communications between the PC, SQC and
the SC’s.

4.3 Results

The results of the GDTA is a detailed goal hierarchy. For this chapter, the identified
SA requirements are the most relevant elements of this goal hierarchy. Image
lists all the unique SA requirements that were identified with the GDTA and groups
them based on their SA level. Behind the requirements the different sources are
listed in which these requirements were found or confirmed. Furthermore the goals
and subgoals are also presented in image A complete overview of the resulting
goal hierarchy can be found in appendix C. This structure also includes the deci-
sions that a PC needs to make to achieve his subgoals, and also shows which SA
requirements are needed for a certain subgoal.

4.4 Discussion

Although the list of SA requirements became quite extensive, it is wise to assume
that it is not complete yet. The main reason for this is that only a single interview
with an SME could be conducted. Endsley argues that it can take somewhere be-
tween three and ten sessions to create an initial GDTA, after which she advises to
use many more SMEs to validate the hierarchy [7]. In this project, that was sim-
ply not possible given the circumstances. Furthermore the subgoals “start mission
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Table 4.1: Identified SA requirements
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with prepared soldiers” and “set up secured position” were not even discussed and
validated with an SME, so it is especially likely that further improvements and com-
pleteness are possible for these goals. To finalize this statement, it can be assumed
that one never knows if a GDTA is complete or not. To illustrate this, Endsley found
four extra SA requirements by accident when she collected an objective assess-
ment of the identified SA requirements and added four items as distracters to this
list. They turned out be considered important after all, even with the huge amount
of preparation and SME involvement that went into the creation of that GDTA [5].

It makes perfect sense that the more time is spent on refining the GDTA and the
more people are involved, the more complete the overview will be. However, for this
particular situation, | would argue that completeness is not the goal. The hierarchy
needs to offer enough information to continue to the next phase, which means that
higher-order SA requirements are identified that can be added to the Raptor in this
case. Whether this is indeed the case is discussed in the next chapter, but it looks
like this will be the case based on the number of identified higher-order SA require-
ments. At the same time, the process provided insight in the important consideration
of a PC, which will be very useful in the design process later on in this project.

Furthermore, just four of the 43 identified SA requirements were identified during
the interview with the PC. This indicates that the process of creating the GDTA
based on indirect information sources was successful as well, although it was never
suggested by Endsley. | would therefore argue, based on this anecdotal evidence,
that in the case where a project wants to perform a GDTA and there is absolutely
no involvement possible of the operator at hand, it will still be useful to perform the
GDTA based on indirect information sources; the majority of the SA requirements
can still be identified.

If future research wants to use a GDTA for a PC in a hasty attack, the goal hier-
archy presented in appendix C will form a good starting point. | would like to advise
these researchers to extend the hierarchy, when possible, by conducting extra inter-
views with SMEs, using the presented result as a starting point. Doing so will make
the GDTA more complete and will further validate it. As mentioned, for this project
the GDTA already provided enough options to choose from, but when more time will
be spent on the GDTA | am sure that more SA requirements will surface.

The next step, based on the identified SA requirements, is to check which of these
SA requirements are not yet present in the Raptor and can be turned into a func-
tionality that can be included in a prototype within the time-span of the project. This
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follow-up step is performed in chapter[5]

4.5 conclusion

In conclusion, even though a slightly different approach towards the GDTA was fol-
lowed, the desired result was nevertheless obtained. At the same time the process
uncovered important considerations of the PC, which will be especially useful during
the design part of this project. | would therefore suggest applying this way of per-
forming the GDTA in other scenarios where SMEs are scarce as well.

The answer to the RQ1.1 is the collection of all the SA requirements that are listed
in table [4.1] The PC uses all the components during a hasty attack. The informa-
tion components are grouped based on their SA levels and can now be used to
check which of them are available in the current version of the Raptor. By doing so
it should become clear which elements are not yet included and therefore provide
opportunities to improve the current version of the Raptor in how well it supports the
PC in building SA. This comparison is made in the next chapter and should provide
a selection of SA requirements that will be added to the Raptor.
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into new functionalities

5.1 Introduction
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search?

These SA elements were then used to define the problem description and further
define the operational demands of the composite method as presented in chapter
Bl The goal of this chapter was to end up with a set of SA requirements that will
benefit the Platoon Commander (PC) and can be realised within the time-span of
this project. In order to incorporate these SA requirements in the Raptor, several
requirements were combined into functionalities. These functionalities then were be
further specified, designed and developed and served as the problem description
for the composite method.

We saw in the previous chapter that multiple SA requirements are used to make
a decision in order to achieve a subgoal. By combining all the SA requirements
that are needed for a single decision into a functionality, the PC can make this deci-
sion more easily and obtain the related subgoal more efficiently and effectively. This
chapter elaborates on the process of starting with a list of SA requirements and end-
ing up with a set of functionalities that can be designed and developed. The process
in this chapter consisted of roughly three steps:

1. Compare the list of SA requirements with the Raptor to check which require-
ments are currently included.

2. Combine a group of SA requirements into a functionality which can be added
to the Raptor and will benefit the PC

3. Evaluate these functionalities on their realisability within this project

A comparison was made between the identified SA requirements of the previous
chapter and the current version of the Raptor. This way it became clear which SA
requirements were already met by the Raptor and which were not. An SA require-
ment that was not met at all by the Raptor must be either (1) acquired visually,
(2) acquired by communicating with a section or the Squadron Commander, or (3)
estimated. Discrepancies between the information that the PC needs and the in-
formation that the Raptor provides also became clear by this comparison. These
discrepancies could be decreased by implementing functions that add missing SA
requirements to the Raptor.

The opinion of a PC was used to evaluate the added value of SA requirements
that were not yet implemented in the Raptor. The PC gave his opinion about which
sets of SA requirements would benefit the PC the most during a hasty attack. In
doing so, the PC combined multiple SA requirements into functionalities that could
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be added to the Raptor. These combinations of SA requirements will provide the
PC with all the information that he needs to make a decision that we saw in the goal
structure of the previous chapter. In total the PC suggested three functionalities,
which were all encompassing at least one higher-order level SA requirement.

The suggested functionalities are evaluated on two criteria to estimate how suitable
they are for this research-project. These criteria consist of:

1. Does the technology that is required to create a functionality already exist?

2. Can a functionality be implemented or simulated within the time-span of this
project?

In the next chapter the functionalities will be further specified and turned into a list
of use-cases, requirements, claims, and a visual design

5.2 Method

Three different steps were taken to answer sub-question RQ 1.2. First of all, a
comparison was made between the list of identified SA requirements and to what
extent these were satisfied in the current version of the Raptor. Furthermore, user
input from the PC was used to evaluate which combinations of SA requirements
would add the most value for the PC. As a final step, the suggestions made by
the PC were evaluated on how realistic inclusion in the prototype would be, be it
simulated or fully functional. Each evaluation step is explained in more detail below.

5.2.1 Compare the list of SA requirements with the current Rap-
tor

The goal of this comparison was to uncover discrepancies between the information
that the PC needs and the information that the Raptor offers. This comparison was
made in a table, consisting of the list of SA requirements and a color code that indi-
cated to what extent the Raptor meets the SA requirement. This way it became clear
in a visual way which elements were missing in the Raptor and therefore provided
possibilities to improve it.

An SA requirement can be either (1) fully met, (2) partially-met (only some part
of the information is provided, or it is not provided all the time), (3) it can be met
by inferring from the system by a subject matter expert, or (4) not met at all. The
resulting table can be seen in table 5.1]
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5.2.2 Evaluate the added value for the PC of each SA require-
ment

The PC was asked what he thought would add the most value for a PC during a hasty
attack. These answers consist of functionalities that can be added to the Raptor and
that encompass multiple SA requirements. To further specify these functionalities
the PC was asked to suggest functionalities that would include higher-order SA in-
formation.To make the PC benefit as much as possible, these functionalities were
related to one of the decisions that a PC has to make. By including all the SA re-
quirements that were needed to make this decision, it becomes very easy for the PC
to make this decision and achieve the related subgoal. The suggestions of the PC
were further evaluated in the rest of this chapter to see if they were suitable for the
design and implementation phase.

This user input was the only direct user input in this research project in the en-
tire creation process. That's why the opinions and suggestions of the PC weighted
heavily in the selection and creation process of suitable functionalities to continue
with. To understand the relevance of a functionality it was important to understand
why the PC suggested this functionality. Therefore the PC was actively asked to
specify his motivation after he suggested a functionality.

5.2.3 Realisability

The final step of selecting a set of functionalities was based on how suitable they
were for this research-project. These criteria consisted of: (1) Did the technology
that is required to create a functionality already exist? (2) Could a functionality be
implemented or simulated within the time-span of this project?

The first part was evaluating the technology that is needed to meet an SA require-
ment. It was not the goal of this project to single handedly develop new technologies
or algorithms. The focus was on implementing existing technologies. Therefore, a
suggested functionality would only be selected for continuation in the next phase
when there existed published research about this technology or there existed a com-
parable implementation, were it in another research area or not.

The second part of this evaluation was the estimated time that it took to imple-
ment a functionality in a prototype. The final goal of this project was to test the
envisioned functionalities using a mixed reality environment. In this environment a
mission could be staged and army units could be controlled to simulate a ground
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operation. In order to test the effects of a functionality with a PC in this environment,
it should be possible to incorporate this functionality into the prototype and make it
respond to the situation in this mixed reality environment.

As a bypass to both criteria one could argue that it was possible to simulate the
use of a technology during the experiment. This would make it both possible to sim-
ulate the functioning of a yet not existing technology, and it could be used to simulate
the use of a technology that would take a lot of time to implement. However, not all
technologies were suitable for implementation by simulation during the experiment.

First of all, technologies of which no research had been published yet were not
considered for implementation by simulation. Using technologies that don’t exist yet
was expected to raise a lot of questions with the test subjects. These questions
would relate to how such a functionality would work and whether that is realistic or
not. This would all divert from the question that is at the center of the planned ex-
periment: what is the effect of the chosen functionalities on the SA of the PC. To
prevent these distractions during the experiment, technologies that were non exist-
ing yet were not chosen for implementation.

Simulating a technology might be a solution for including a technology that is very
complex when it should function on its own, but can easily be simulated by adding
a human operator. An example of this are algorithms that understand language.
Building a good solution for this can be complex, but simulating this is fairly easy:
just let a human handle the meaning of the language and manually pass it into the
prototype. This way the focus of the experiment will still be the effect of such an
implementation on the SA of the PC, but the implementation time for the prototype
is reduced a lot.

5.3 Results

5.3.1 Compare the list of SA requirements with the Raptor

The result of this comparison is visualized in table 5.1l The SA requirements that
are already fully included are discarded in the rest of this chapter since they cannot
be implemented in the Raptor anymore: they already are.

When the table is examined it can be seen that the only SA requirements that are
fully met consist of level 1 SA requirements. Furthermore, we see that there are a
lot of level 2 and level 3 requirements that are currently only met after inferring by
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Table 5.1: The extend to which an SA requirement is present in the current Raptor

the PC. This inferring is a mental process that either requires the PC to look at level
1 SA requirements over time or base them on experience and gut-feeling. Since
this inferring is a mental process, they will increase the mental workload of the PC a
lot. A high mental workload could lead to the PC missing important information and
events on the battlefield [1]

The partially-met requirements have different reasons why they are not fully met.
One example is the group of requirements that relate to more detailed information
about the enemy, like its vehicles or whether they have explosives at their disposal.
The sections can communicate this kind of information using a text message in the
Raptor, but they will not always do this. Previous research even showed that these
text messages are not the preferred way of communicating these kinds of informa-
tion [31]. At the same time the requirement that concerns the location of the enemy
is also partly met, since the Raptor is not displaying the actual location, but shows
the location that has last been communicated by a section.
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Another partially-met requirement is “signs of possibilities for the enemy to receive
backup’. In this case, not all the information is available. The PC can check whether
there are roads and enemy military bases close to the location of the enemy, which
would help enemy back-up sections to arrive at their location quickly. However, the
Raptor does not show where other sections of the enemy are located, or whether
the enemy possesses the possibility of air support.

Another partially-met requirement is ‘“the direction in which the flanking section is
moving”. This can only be determined over time, as the Raptor only shows the cur-
rent location of each section to the PC, but this takes time. This information can
be deducted from the waypoints that this section has passed by, but this does not
reflect the actual movement direction of that section.

SA REQUIREMENTS FUNCTIONALITY TECHNOLOGY PROTOTYPING DIFFICULTY

Location of the enemy (level 1)

; : : Monitor the execution of the ++ ++
Location o the fianfang sectonflevsl 1) communicated plan Technology exists Easy to implement
Direction in which the section is moving {level 2) B d Y P
Location of friendly sections (level 1) ]
Safety angles (level 1) Check the acute nsk of ;

: : : 2igt i 3 ++ Implementation can be
Future locations of friendly sections (leve! 3) fratricide and predict the : ;
: - £ Technology exists complex but seems suitable to

The moment at which the fire support team future nsk of fratricide be simulated

needs to divert fire {level 3)

Location of the enemy (level 1)

Likeelihood of hidden enemy sections (level 2)
Expected behaviour of the enemy (level 3)

Predict the movement of the -
enemy and predict hidden Technology exists on a different
enemy elements scale in different research area

Implementation is verry
complex and not suitable for
simulation

Table 5.2: Summary of the realisability evaluation

5.3.2 Using the input of a PC

The input of a PC resulted in three major suggested functionalities that would help
the PC in achieving a subgoal in the goal structure of chapter two. The three func-
tionalities are described below and listed with the SA requirements that are met by
implementing such functionality. None of these functionalities are present in the cur-
rent version of the Raptor and they encompass five higher-order SA requirements
that are currently not met by the Raptor.

1. Checking if sections move according to the plan
During hasty attack, the most important task of the PC is to monitor the execu-
tion of the plan. Part of this is checking how the sections are moving. Difficult
terrain is often chosen for a flanking movement, as this allows for a hidden
approach. At the same time, this makes it difficult for the flanking section to
navigate. This means that a section can get lost or move too far, ending up
behind the location from which it should attack the enemy. It is easy for the
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PC to miss these events from happening as he is occupied with other tasks
at the same time. Furthermore, these mistakes happen very gradually. The
PC therefore mentioned that a PC would benefit a lot from a Raptor that would
help him in monitoring if sections divert from the communicated plan. Sections
moving away from their route have implications for the execution of the rest of
the attack. When a section diverts from its route, it means that it will take this
section longer to reach the enemy. This implicates that the fire support section
should also be able to provide suppressive fire for this longer period of time.

Included SA requirements: location of the enemy (level 1), location of the flank-
ing section (level 1), direction in which the flanking section is moving (level 2).

. Checking the risk for acute and predict the risk of future friendly fire

Preventing fratricide was mentioned to be considered as one of the most im-
portant responsibilities of a PC. Friendly fire should be prevented at all times
and a risk on fratricide is taken very seriously. The PC is solely focussed on
the risk of fratricide between larger army segments like sections and platoons.
Determining the risk of fratricide is currently deducted by the PC. At the same
time the PC has to monitor the execution of the attack and communicate with
the Squadron Commander. A Raptor that would help the PC to monitor these
risks more easily and predicting future risks of fratricide would benefit the PC
a lot, as it enables him to anticipate the situation.

In a future risk of fratricide, it is especially important for the PC to know when a
section has to divert its fire and in which direction. Getting help in this process
will become more important in the future, as the army is using swarming tac-
tics more often. This tactic is based on using more and smaller units, making
it more difficult for commanders to monitor the risks of fratricide.

Included SA requirements: Location of friendly sections (level 1), safety an-
gles for each section (level 1), future locations of friendly sections (level 3), the
moment at which the fire support section needs to divert fire (level 3).

. Always be aware of the location of the enemy and predict possible hid-

den sections

The Raptor displays a static location of the enemy, which has been tagged by
the section that made contact. For a good execution of the attack, it is impor-
tant that everybody knows where the enemy is located at all times. In a real
situation, the enemy is likely to move, unlike its representation on the Raptor
which is static. The enemy will move to take cover or obtain a better firing
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position. Being able to accurately predict the movement of the enemy would
allow the Raptor to present the PC with the most likely current location of the
enemy instead of the location where it was tagged most recently. Furthermore,
it could help the PC if the Raptor would make an estimation were not yet en-
countered enemy elements are located. Right now the PC tries to predict this
movement and possible hidden section based on experience, prior information
about the terrain and information about how the enemy is organized.

Included SA requirements: location of the enemy (level 1), the likelihood of
hidden enemy section (level 2), expected behavior of the enemy (level 3)

5.3.3 Realisability

The three different functionalities that were suggested by the PC are evaluated on
their realisability. The result of this evaluation is presented for each suggested func-
tionality individually. A summary is given in the table below.

Checking and predicting a risk on fratricide

The acute risk of fratricide can be checked quite easily. For each section a weapon
danger area (WDA) can be constructed based on their current weapon, position and
orientation [32]. The location of each section is already included in the Raptor and
obtained by the blue force tracker. The only difficulty in creating a functional proto-
type is the fact that the orientation of a section is currently not present in the blue
force tracker. Determining this orientation should not be technically difficult, as even
current mobile phones can do so. In the mixed reality test environment, this infor-
mation is readily available and therefore this information can perfectly be simulated.

Constructing the WDA can be a logical operation and is not expected to be a very
time-consuming operation. In a real-life and urban scenario, there will be challenges
in taking buildings into account when determining the risk of fratricide. However,
there already exist open source repositories that are able to detect the presence
of buildings on maps, so theoretically this should also be possible. Simulating this
feature is even easier, as a ray-tracing technique can be used in the Unity rendering
engine of the mixed reality environment.

The same ray-tracing technique can be used to predict a future risk of fratricide
by tracing the rays from a point forward in time, based on the direction and speeds
of each section. There lies a bit of work in realizing both functionalities, but due
to the amount of already existing technology, like the possibility of ray tracing, it is
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expected that these functionalities are realizable within the time-span of this project.

Monitoring the execution of the plan

This functionality can be realized by using the current elements of the Raptor. The
waypoints that the PC placed could be used to create a route for a section. The
only modification that needs to be made is that the PC should give every section
his own set of waypoints, which is expected to be perfectly possible, at least in a
test scenario. The distance between a section and his route can then be used as
a measure to check if he is diverting from this route or not. This means that this
functionality does not need to be simulated at all.

Predicting the movement of the enemy and the possibility of hidden elements

This functionality consists of two parts. First of all, there is the task of predicting the
enemy’s behavior which can be used to present its most likely location in between
the moments that this location gets tagged by a section. Predicting movement on its
own should be possible and research has been performed that used machine learn-
ing techniques to train networks that are able to predict human movement, albeit on
a different scale [33]. Implementing and training such a network on our specific case
will be a time-consuming task.

Predicting the most likely location of not yet encountered enemy elements is a lot
more difficult. Enemy elements come in a wide variety ranging from static elements
like improvised explosive devices (IEDs) to moving sections and rapid moving ve-
hicles. Therefore this functionality is not straightforward or comparable to other re-
search or available solutions. This means that it is necessary to determine the best
way to create a functionality like this in the first place, making the implementation
of this a lot more time-consuming. A functionality like this could be simulated. In
that case a human operator would just “predict” where all kinds of hidden enemy
elements are located and the software would draw these locations on the screen of
the Raptor.

Related projects to predicting these wide varieties of enemy elements have not been
encountered. This causes such a simulation to draw a lot of attention to the reason
why a technique like that would be possible. This diverts the attention of the PC from
the effects that such an implementation would have on the SA of the PC

However, at another project within TNO an interesting result has been produced.
This research uses supervised deep learning to come up with the most likely loca-
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tion of IEDs that are placed by an enemy that tries to stop a blue section. These
projections are made based on the city map and the location of buildings. The result
of this research is a technological framework, which seems not too difficult to imple-
ment, and will be suitable for testing. It is, however, much more narrowed down than
the originally suggested functionality.

5.4 Discussion

All suggested functionalities seem to add value for a PC during a hasty attack. Also,
they are not present in the current version of the Raptor and will make the Raptor
meet extra SA requirements when they are implemented. More important is that
these functionalities will add higher-order SA requirements to the Raptor, which was
the goal of the project. The PC himself also suggested the functionalities based on
the value they would add. Therefore it is believed that a PC can really benefit from
these functionalities when they are implemented in a user friendly way.

The realisability evaluation is positive for two of the three functionalities. Monitor-
ing the execution of the communicated plan of all sections is estimated to be very
well realisable. Detecting acute- and predicting future risks of fratricide is consid-
ered to be more difficult, but here parts of the needed technology can be simulated
very well. Therefore this functionality is also considered possible within this project.
Realizing the functionality that would predict the movement of the enemy and the
possible location of the enemy was considered to be not realisable within this project.

However, instead of discarding this functionality totally, adjusting the functionality
makes it possible to include it within this research project. As mentioned, colleagues
at TNO have been developing a technology that is able to predict the most likely lo-
cations of IEDs. This framework therefore already exists and might be included in
this project as well. If the final technology seems to be too complex to implement,
it is always possible to simulate the prediction of IEDs and just draw them to the
screen on a location that is estimated by a human operator. The prediction of en-
emy elements is therefore changed to a very specific enemy element: IEDs. Now
this functionality also seems realisable, it is also selected for continuing in the rest
of the project.

The goal of this research project was to explore which role artificial intelligence (Al)
can play in supporting the PC in his decision making during a hasty attack. There-
fore in this discussion, some attention is paid to the way in which Al is involved in
the suggested interactions. The main focus of this project is implementing Al that
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will provide the PC with higher-order SA information: information that is interpreted
or projected.

All functions have in common that they take some information as input, process
the input and act on it. These actions are triggering an alert or drawing predicted
enemy elements on the map. Because of this sequence of input, processing, and
action, we can consider all the suggested functionalities as Al. The way in which
the processing is done differs between a rule-based system and a machine-learning
based solution. The rule-based systems are used for the more simple computations
and because of their nature, their output appears as logical to the PC. The machine
learning algorithms are by their nature producing results can be harder to under-
stand and trust by the PC.

Due to the situation of the hasty attack, it is very important that the Al parts pro-
vide the PC with information on which the PC can immediately take action. When
the suggested functionalities are evaluated in this light then we see that they all do
provide the PC with this information. After a warning computed by the monitoring Al,
the PC can take action to change the course of a section or command a ceasefire
to prevent fratricide. When making a plan the PC can immediately use the predicted
locations of the IEDs by the predicting Al to come up with a plan that incorporates
the risk of running into these. Even though the majority of the functionalities can
suffice with a rule based Al, which is less complex than might be expected at the
start of this project, it does provide the right kind of information that the PC needs.

5.5 Conclusion

This chapter started with an extensive list of all SA requirements that are used by
the PC during a hasty attack. In three steps this list of SA requirements has been
used to roughly specify three sets of SA requirements that can be included in the
Raptor in the form of a new functionality. The steps that were take consist of:

1. A comparison between the list with SA requirements and the Raptor to check
which requirements are currently met.

2. Combining a group of SA requirements into a functionality which can be added
to the Raptor and will benefit the PC using user input.

3. Evaluating these functionalities on their realisability within this project.

Three functionalities are defined as a result. They are expected to add value for the
PC, let the Raptor meet higher-order SA information, and seems reasonable to be
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implemented within the time-span of this project. In the next phase of the project,
these functionalities will be designed and developed. The following functionalities
will be used for that:

1. Monitoring the execution of the communicated plan of attack The Raptor
will determine if a section is moving accordingly to the communicated path. It
will use the distance between the location and its communicated route to do
so. When a section moves away too far, the Raptor alerts the PC about it. The
PC can then give new commands concerning their movement.

2. Checking for acute- and predicting future risks of fratricide Based on the
location and orientation of each section the Raptor will determine if there is an
acute risk on fratricide. At the same time the Raptor will predict future risks
of fratricide between sections based on the current situation. The Raptor will
alert the PC when a risk on fratricide occurs. The PC can then take action by
either letting a section divert fire or command for a ceasefire.

3. Predicting the location of IEDs Based on the research performed elsewhere
at TNO the Raptor will predict possible locations of IEDs based on the map
of the current environment. The PC can use this information to take the risk
of running into IEDs into account when making a plan of attack. Furthermore,
the PC can warn sections to proceed with caution when they approach a sus-
pected location of an IED.
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To quote Endsley: “Very often people must work uphill, against systems and tech-
nologies that block rather than enhance their ability to ascertain the information they
need. Knowledge in vacuum is meaningless. Its use in overcoming human problems
and achieving human goals requires the successful application of that knowledge in
ways that are contextually appropriate” [7]. Exactly this problem is why this chapter
took the time to further specify and design the functionalities before they were being
implemented.

This step in the entire process related to RQ1.3: “How can the computed output
be presented to the PC in an effective manner?”. Effective here means that the PC
should be able to directly understand the presented information and be able to take
actions based on this. In order to find the answer to RQ1.3 all three existing method-
ologies that make up the composite methodology were used. .

The process treated in this chapter consisted of three major steps, consisting of:
(1) creating an initial design of the functionalities, (2) evaluating the usability of this
initial design, and (3) creating an iterated design. The elements of the different
design methodology that were used for these steps are the following:

1. Socio-Cognitive Engineering (SCE): The specification phase of this method
provides a process to iteratively create a system design. In doing so it com-
bines and addresses the interaction between human cognition, technology,
and context [6].

2. Designing for Situation Awareness (D4SA): The situation awareness (SA) ori-
ented design principles that are listed in this method provide SA specific hu-
man factor knowledge [7].

3. Heuristic Evaluation (HE): Is used to evaluate the usability of the initial design
without an subject matter expert [24].

The result of this chapter were both a system- and visual design which already
included improvements to identified usability issues that were present in the initial
design. Whether the final design indeed provides an effective way to present the
computed information to the PC, like RQ1.3 was searching for, became clear after
the user-test in chapter|/| In order to be able to perform this user-test, the design
was be turned into a prototype as will be presented in chapter [ first.
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6.2 Method

As the only chapter in this project, this chapter used all the three existing methods
that were used to create the composite method as described in chapter [3l The
SCE method (explained in section was used in combination with the D4SA
SA oriented design principles (explained in section to iteratively create the
system- and visual design. The HE (explained in section(3.1.3) was used to evaluate
an initial design on its usability. This evaluation was then used to rapidly improve
the design by using the combination of the SCE method and SA oriented design
principles again.

6.2.1 Initial concept development

The initial concept was created by iteratively and simultaneously defining the sys-
tem design (use-cases, requirements and claims) and visual design. Knowledge of
the hasty attack and military tactics that was collected in the previous chapters was
used a lot in the creation of realistic use-cases and to take all the possible alternative
steps into account. The 50 SA oriented design principles were used to check both
the system- and visual design on a regular basis throughout the design process, and
violations of the principles in the design were altered. The concept was constantly
refined and extended by checking and refining existing use-cases, requirements and
claims, creating new ones, and modifying and extending the visual design.

The system design was created in the Confluence environment that is made as an
aiding tool to work with the SCE method by TNO and the TU Delft [34]. The visual
design was made using Photoshop and screenshots that were taken from the exist-
ing version of the Raptor, which is discussed in more detail in section [7.2.1). The
duration of the initial concept development was predefined by a period of six weeks
due to planning related reasons.

6.2.2 Evaluation

The initial concept was evaluated using the HE method. This section explains how
this evaluation was executed.

Participants

Four colleagues of TNO were used as evaluators. All the used colleagues have a
background in human factors or interface design and already knew the researcher
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before participating.

Materials

The initial design that is the result of the first specification phase (and will be pre-
sented in section was the subject of this evaluation. Both visual examples and
a textual explanation of the design, similar like presented in section|[6.3.1}, were used
to present the initial design to the evaluators. During the evaluation a printed version
of the initial design explanation was used together with a printed version of appendix
B, listing and explaining the nine heuristics. The researcher used a notebook to write
down the comments of the evaluators.

Measurements

During each session the evaluator commented on violation of the nine heuristics that
the evaluator observed. These comments were collected by the researcher.

Procedure

The evaluations were conducted with each evaluator separately. At the beginning of
the evaluation the researcher gave a brief explanation of the project after which the
initial design was presented. After this introduction the first heuristic was explained,
and the evaluator was asked to search for violations of this heuristic in the initial
design. Once the evaluator couldn’t find new violations for this heuristic anymore the
next heuristic was explained and evaluated in the initial design, until all the heuristics
were treated. The researcher made sure to give the evaluator as much time as
needed to think and made sure to not provide suggestions. After the evaluation of
all heuristics the evaluator was thanked for participating.

6.2.3 Creation of the improved concept

After the evaluation of the initial system design an iteration on this design was made
to overcome some of the identified problems. First of all the identified issues were
compared with the SA oriented design principles. In cases where the usability
heuristics and design principles were contradicting, the SA oriented design prin-
ciples were followed in the improved concept to keep the focus on supporting SA.
Again, the SCE method of specifying and modifying the existing use-cases, require-
ments and claims, and using the SA oriented design principles were used again in
this process.
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6.3 Resulis

This section is divided into three main subsections. The first subsection discusses
the design of the system that is the result of the SCE and D4SA methods. A com-
plete list of use-cases, functional requirements and claims on which this design is
based can be found in appendix E. The concepts behind the initial design are first
explained and accompanied by images that visualize them. Once this initial design
has been discussed, the second subsection treats the evaluation of this design and
the most important results of the HE of this design are presented. The last subsec-
tion shows the iterated design in which a part of these issues is resolved.

6.3.1 Initial Design

The SCE method resulted in concept design that is based on a list of use-cases,
requirements and claims that can be found in appendix E. A quick overview of the
claims is presented in table These claims serve as a testable hypothesis of the
effects of the solution. The resulting system- and visual design consists of more
than just a notification when the Raptor detects an alarming situation for one of
the three functionalities that are implemented. Extra concepts have been added to
the system to improve the interaction with the Raptor and aim to optimally support
the SA of the PC. As discussed, the three functionalities monitor all the sections
in different ways. Whenever one of these functionalities is triggered, i.e. either a
section diverges from its route, a (future) risk of fratricide is detected or a section
approaches an improvised explosive device (IED), this is referred to as a mission
critical cue (MCC).

CLO01 |The Raptor reassures that the PC will be aware of sections that diverge from their planned route
CLO02 |The Raptor reassures that the PC will be aware of sections that end up behind enemy lines
CLO03 |The Roptor reassures that the PC will be aware of occurrences of acute risks of friendly fire
CLO04 |The Raptor reassures that the PC will be aware of future risks of friendly fire

CLO05 |The Raptor reassures that te PC creates a plan that anticipates on the presence of 1EDs

CLO06 |The Roptor reasures that the PC validates self made predictions of IED locations

CLO07 |The Raptor reassures that the PC does not receive redundant notifications

CLO08 |The Raptor reassures that the PC stays in control of which information he receives

CLOD9 |The Roptor reassures that the PC will always able to interact with the Rapior.

CLO10 |The Raoptor reassures that the PC will not miss a section approaching o predicted IED located.
CL011 |The Raptor reassures that the PC will not make a plan of attack that will cause friendly fire with
another platoon.

Table 6.1: Summary of the claims for the initial concept design
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Global SA

Image [6.2 shows some more general modifications that have been made to the de-
sign of the Raptor order to improve the global SA of the PC. The way in which a
section is displayed on the map has been slightly modified, in accordance with the
latest version of the NATO joint military symbology [35]. This way the exact location
of a section becomes more clear, as well as the fact that the PC is able to see the
direction of the section at a glance. At the same time the previous locations of the
section are visualized by the grey dots, indicating how the section arrived at their
current location.

Furthermore, an area on the map is shaded, indicating that the enemy should not
be approached from within that area. This area represents the no-go area, as firing
at the enemy from within this area might result in the occurrence of friendly fire with
a friendly platoon that is not directly visible on the Raptor, but is located within firing
range.

Finally, a dashed red line is drawn through the location of the enemy, representing
the frontline. In their approach, sections should not end up behind this line. There
could be undetected enemy sections there and it increases the risk of receiving
friendly fire from the fire support section.

Figure 6.2: The overview screen of the initial design
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The alarms

The main part of the design is the way in which the three functionalities defined in
chapter [ alert the PC when an MCC is detected. The goal of these alarms is to
notify the PC about a situation that is important for the PC. In order to draw the
attention of the PC the alerts need to be salient. Once the PC sees the alert, he
needs to be able to assess the entire battlefield to the best of his abilities to deter-
mine which actions he will take based on the current situation. For this reason all
the alerts have two different visual ways of representing them: a salient one to draw
the attention of the PC and a more generic one to let the PC better assess the entire
battlefield again. These two different ways of visually representing the alert to the
PC are shown for each functionality in image[6.3] [6.4, and[6.6] The visualizations of
the alerts are discussed for each functionality individually.

Diverting sections are outlined by a blinking red line to draw the attention of the
PC. The visualization of the alert can be seen in image [6.3] The effect of the diver-
sion is indicated to the PC by showing the time that it will take the section to go back
to the route again. A dashed line represents the quickest way to return to the route.
The green part of the line indicates the area within which the section is no longer
considered diverging anymore. In the general visual representation of this alert the
blinking red outline is removed, and the time indication is also turned from red into
black.

Figure 6.3: Difference between a salient (left) and general (right) visual alert for a section that is
diverging from its route

Predicted future risks of fratricide are presented to the PC by placing a red trian-
gle with an exclamation mark on the location where the Raptor predicts the risk of
fratricide to happen. This icon is chosen because the shape of a triangle and red
color convey danger. The exclamation mark is chosen because the former PC indi-
cated that fratricide is the most important risk and should be prevented at all times
during the evaluation of the Goal-Directed Task Analysis (GDTA) goal hierarchy in

chapter
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A time indication below the icon tells the PC how much time there is left before
the Raptor expects the risk to become acute, as can be seen in image [6.8] A red
blinking outline indicates the section that is taking the risk and a dotted line indicates
the distance between this section and the location where the fratricide risk will be-
come acute. The weapon danger area (WDA) of the section providing the fire that
causes the risk of fratricide is indicated by blurring the map in that area, and the side
of this WDA in which the section at risk is moving is highlighted by a red dashed line.

In order to prevent clutter, the Raptor is focusing on the future risk of fratricide that
will occur the soonest. In image a second, smaller fratricide icon is placed on
the map as well, indicating that there are two sections that provide a risk, but at the
same time allowing the PC to focus on the most urgent problem.

The general view of the alert just shows the predicted location of where the risk
will become accurate. A dotted line still indicates to which section this risk relates,
but the time indication is moved. It is now located next to the section, where it is po-
sitioned next to a small fratricide icon. This way the PC can easily see which section
has a risk of future fratricide and how much time is left before the risk is expected to
become acute.

Figure 6.4: Difference between salient- (left) and general (right) future fratricide visual notifications.

Acute risks of fratricide will always be displayed in a salient way. This is done by
placing the fratricide icon on the location of the section and by showing the WDA(s)
of the section(s) that are providing the fire with a red fill as can be seen in image[6.5|

IED predictions are visualized like can be seen in image The IED icon is in
accordance with the latest version of the NATO joint military symbology [35], with the
textual addition of the certainty of the prediction of this IED location. The certainty
of the prediction is also represented by the opacity of the IED icon. Lower certainty
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Figure 6.5: Visualization of an acute risk of fratricide

is represented by a higher opacity.

When a section gets within a threshold distance of an IED the salient alarm will
show. This highlights and outlines the IED which a section is approaching and draws
a line from this section to the IED. The section self is also highlighted by a blinked
red outline. Finally, a time indication next to the IED shows the estimated time before
the section reaches the location of the predicted IED.

The general alert that indicates that a section is approaching an IED just shows
a dotted line between the section and the IED. The time indication of the estimated
time when the section reaches the IED is moved below the section icon, accompa-
nied by a small IED icon.

Auditory notifications

From the claims of the SCE method, it followed that the PC always needs to be
notified when an MCC is detected. In practice, the PC will not always look at the
screen of the Raptor, however. When the PC is moving the Raptor is often tucked
away. It might happen that the PC is looking at his direct surroundings instead of at
the Raptor for a long time. In order to make sure that the PC will always be notified
about a detected MCC, the prototype will also be able to give auditory alerts.

The flowchart in image indicates when which kind of alert is given. The au-
ditory alerts are used when the PC is not looking at the Raptor. This can be the
case when the Raptor is tucked away or when the PC has not looked at the screen
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Figure 6.6: Example of how IEDs are presented (left), and the salient- (middle) and general (right)
notifications that are shown when a section approaches an IED.

in the last 10 seconds. When the PC is looking at the screen, a salient visual alarm
is given for 10 seconds, after which it turns into a general alert. If the PC was not
looking at the Raptor but opens it after he received the auditory alarm, the Raptor
will display the salient alert for 10 seconds from the moment that the PC looks at it
and if the MCC is still present. The only exception to this is an MCC that concerns
an acute risk of fratricide. In that case always an auditory- and a salient visual alert
are given.

The PC has two options to view an alert in more detail. Using the menu, the PC
can select a certain functionality that presents all the related MCCs, for example, all
sections that are diverging from their route, in the salient modality. When a func-
tionality is viewed in the salient mode its icon in the menu will be filled yellow, just
like the bot icon in image [6.8] To view all the MCC’s of a single section he can also
tap on this section, and all the MCC'’s for this section will be displayed in the salient
modality. The PC is always able to return to the general view of all alarms by tap-
ping somewhere on the map or tapping the same button again. When he does so
all alarms return to their current state and the menu closes completely.

Controlling the functionalities

The PC is able to (temporarily) turn a functionality on and off. The easiest way to do
so is manually using a set of buttons. The SCE method showed that the PC will not
always look at the screen of the Raptor and therefore the PC will also not always be
able to turn off functionality manually. For this reason, the Raptor will also be able to
understand voice commands, which the PC can use to turn off the functionalities as
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MCC detected

Does the MCC concern an yes

acute risk of fratricide?

Is the Raptor active? Send audio alert

after Raptor
is opened

Did the PC look at the Raptor Is the MCC still present when
in the last 10 seconds? the PC locks at the Raptor?

— Display salient visual alert F Display overview screen
10s

Figure 6.7: flowchart that indicates when each modality of alerts is used.

well.

By allowing the PC to turn off functionality the Raptor anticipates the fact that it
might make a mistake. This way the PC can easily remove the related alarms from
his display. At the same time, this also allows the PC to prevent alerts from showing
up when he deliberately creates an MCC, which can happen in unforeseen situa-
tions.

In some cases, it might be necessary for a section to move away from its route due
to the current state of its surroundings, or a section will actively approach a location
on which an IED is expected because the situation simply requires this. Whatever
the reason might be, whether it is a situation that triggers an MCC or a technical mis-
interpretation, the PC will always be able to stop the alerts, keeping him in control.
Keeping the operator in control at all times and allow him to overrule the automation
is also in line with the D4SA principle 37 “keep the operator in control and in the
loop”.
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Figure 6.8: The fratricide detecting and predicting functionality is turned off

As a means to prevent the PC from forgetting to turn the functionality back on, the PC
is also able to temporarily turn a functionality off. In that case, the monitoring func-
tionality will automatically be turned on again after a specified time. Using a voice
command, the PC can specify any duration he wants, where the manual interface
presents him with a small set of predefined options. When a functionality is turned
off, the icon of that functionality will be crossed out by a white line. A small clock and
progress bar appear below the icon that indicates how long that functionality is still
turned off.

6.3.2 Heuristic Evaluation

The HE resulted in a list of 35 usability issues. The complete list of issues and the
table that indicated which evaluator found which issue can be found in appendix J. In
this section, the most relevant findings of the HE are discussed per heuristic (num-
bered and displayed in bold below).

1. Simple and natural dialogue

Red is used a lot in the warning symbols (issue 1). The functionality in which this be-
comes the biggest issue is the risk of (future) fratricide. These alerts are often given
near the location of the enemy. This leads to a lot of red shapes in the area close to
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the enemy, which can lead to clutter and the loss of salience of the alert. Further-
more, a lot of new buttons that were introduced were considered to be unintuitive
(issue 3,4, and 7).

2. Speak the user’s language

The HE did not detect any usability issues with respect to this heuristic

3. Minimize user memory load

One evaluator commented that the functionality that monitors sections diverging is
not showing the correct information (issue 9). The Raptor should not indicate the
time to the route, but the extra time that it takes to get to the last waypoint. This is-
sue is in line with the D4SA principle 3: “provide support for level 3 SA projections”.
The PC needs to know what the impact of the detour is on the arrival time at the
enemy. In other words: how much longer does the fire support time need to be able
to suppress the enemy.

Usability issue 12 indicates that the functionality that predicts a future risk of frat-
ricide only clearly indicates the most urgent future risk and is neglected the other
risks of future fratricide. This issue is in line with the D4SA principle 8: ’use in-
formation filtering carefully”. By only showing the first expected risk on fratricide
the design is trying to prevent a cluttered display. However, as explained in D4SA
principle 8, this type of information filtering can actually degrade SA. By not equally
visually indicating both the risks, the PC might miss the second risk of fratricide. The
difference between being aware of both the risks or just the most urgent can make
a difference for which commands the PC will give to the fire- and flanking section.
Furthermore, the way the WDA is visualized in the alert of a future risk of fratricide
is barely visible (issue 10).

Finally, it was mentioned that auditory alerts might increase the workload of the
PC by putting extra messages on an already occupied audio channel (issue 14).

4. Be consistent

The fratricide icon is also used in the interface to tag an enemy location and there-
fore has two different meanings (issue 16). The same goes for the dashed red line
which is used on the map as grid lines, in the future fratricide alert to indicate the
side of the WDA where a risk of fratricide is predicted, and it is used to indicate the
front line of the battlefield (issue 18 and 21).
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At the same time, a lot of red is used in the visual alerts for all three functionali-
ties, while red elements were previously only used for a tagged enemy (issue 24).
Furthermore, a section that is outlined red also has two meanings (issue 27): it can
either mean that this section is selected or that an alert is given for this section.

5. Provide feedback

Three evaluators noted that the Raptor does not reply to a voice command. Because
of this, it is unclear whether the Raptor understood the PC and what action the
Raptor is going to take (issue 28).

6. Provide clearly marked exits

The HE did not detect any usability issues with respect to this heuristic.

7. Provide shortcuts

The most important issue that was identified was the fact that there is no way to
skip the 10 seconds of salient view when an alarm is given (issue 29). This identi-
fied issue is also in line with D4SA principle 37 “keep the operator in control and in
the loop”. Furthermore, it is not possible to drag items like waypoints and enemies
around to move them (issue 31). Finally, there is also no way to delete all waypoints
for a section at once (issue 30). Each waypoint needs to be removed individually in
the initial design.

8. Good error messages

In the initial design the Raptor does not give a single error message. The Raptor
also does not give an error when it did not understand a voice command of the PC
(issue 32).

9. Prevent errors

Highlighting of the selected section could in a future prototype provide clarity for the
PC when placing waypoints (issue 33). Furthermore, the Raptor could also warn the
PC when a waypoint is placed behind enemy lines (issue 35).
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The majority of the usability issues were identified by only a single evaluator. This
does not necessarily indicate anything about the importance of this issue, but more
about how apparent this issue was. Nevertheless, it seems reasonable to at least
look more closely at issues that are identified by multiple evaluators. The following
issues were identified by at least two evaluators:

8: Due to the shape of the triangle, it is ambiguous which way a section is
looking that is not moving.

* 10: The WDA in the visual alert for a future risk of fratricide is not salient
enough.

» 16: The triangle with the exclamation mark is also used in the interface for
tagging an enemy and therefore has two different meanings.

* 19: Important areas, like the no-go zone and the WDA's during a (future) risk
of fratricide, are displayed in different ways.

+ 28: The Raptor does not reply to a voice command of the commander. There-
fore the commander does not know if the Raptor understood him and if the
settings are changed or not.

« 29: When the Raptor presents the salient view for ten seconds, there is no way
that the commander can return to the overview quicker.

» 31: It is not possible to move around objects like waypoints or an enemy loca-
tion.

» 35: The Raptor does not warn the PC when he tries to place a waypoint behind
the enemy line.

6.3.3 Ilterated Design

In this section, it is presented how the results of the HE were processed. The major-
ity of the identified usability issues (23/35) have been used to improve the design by
solving these issues in an iterated design. The issues are discussed per the heuris-
tic to which they belong. For each heuristic, the solutions to issues that are included
in the initial design are presented first after which the reasons for not implementing
the remainder of the identified issues are discussed.
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An exception is made for issue 15, 18, 20, 21, 22, 23, and 35 as these relate to
two functionalities that have been discarded in the iterated design. It concerns the
visualization of a no-go area and highlighting an area in order to prevent fratricide
with another platoon. The reason for discarding these functionalities is discussed
after all the other identified usability issues are treated. The visual representation of
the iterated can be seen in image[6.9}[6.10} and [6.10]

INt-Laurent

9

Figure 6.9: The new buttons of the menu structure. Section B is selected to show all the salient
versions of the visual alerts of all the functionalities at the same time.

1. Simple and natural dialogue

The fratricide warning icon has been changed from red to white (issue 1). The IED
icon is still displayed in red since this is a predicted enemy element, with which
red elements are associated. The icon on the button to access the three alerting
functionalities has been changed to an icon that better represents the subject of the
sub-menu that will be opened: alerts (issue 4). The fratricide icon itself is also been
changed (issues 3 and 7).

The unfolding structure of the menu (issue 2) is not solved in the iterated design
since it would require a redesign of all the other menu structures in order to stay
consistent (which is also one of the heuristics). Since time is limited and this is the
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Figure 6.10: Visualization of two consecutive risks of friendly fire in the iterated design.

first design of the new functionalities this improvement step is neglected in this de-
sign iteration.

Holding a button is indeed a new interaction (issue 5). However, it is a great ex-
ample of a shortcut that a more experienced user can use (which is in line with the
heuristic of providing shortcuts). At the same time, it is an interaction that is often
present in touch devices, which would make it more logical for the PC to also try
this interaction on the Raptor. Finally, issue 31 suggests the possibility of dragging
the icon of a waypoint or tagged enemy around in order to move its location. This
interaction is also integrated into the iterated design and therefore holding down an
icon in order to access a different interaction will not only be implemented in other
places in the interface as well.

Finally, the auditory notifications in the iterated design will also still contain a lot
of formal language (issue 6). This is a conscious design choice since it is in line
with how military personal communicates and therefore adheres to the heuristic of
speaking the user’s language. The “formal language” in this issue can also be re-
ferring to the fact that the auditory messages are quite lengthy. This is also done on
purpose to let this be in line with D4SA principle 27 "Make alarms unambiguous”.
Presenting the auditory notification this way explains the risk in more detail (section
diverging in eastern direction) and enables the PC to put the alert better into context.
The identified usability issue suggests that the PC doesn’t need this much informa-



64 CHAPTER 6. SPECIFICATION AND DESIGN OF THE NEW FUNCTIONALITIES

Rue S5aint-Layremt

? P

d o |
supermarket

Sanowit

héatre

lu Vide L!_.J

Figure 6.11: The visualization of the general visual alerts of the iterated design.

tion via an auditory alert and that a very brief alert could also suffice. Whether the
PC will prefer a longer or a shorter auditory notification will turn out in the user-test.

3. Minimize the user’s memory load

The triangle of the motion vector of each section has been made more pointy, mak-
ing it less ambiguous in which direction it is pointing when a section is not moving
(issue 8). At the same time, the WDA in the visual alert of a future risk of fratricide is
visualized in yellow now instead of as a blurred background (issue 10). Furthermore,
the progress bar that showed for relatively how long a function would still be turned
off is also removed from the iterated design (issue 11).

The visual alert for a section that is diverging from its route has also been changed.
The alert now indicated the closest route to the next waypoint and indicated the ex-
tra time that the section needs to arrive at their destination (issue 9). At the same
time, the alert that indicates a future risk of fratricide now also shows consecutive
risks of fratricide in a way that represents both the cases as equally important (issue
12) and by doing so is more in line with D4SA principle 8 "use information filtering
carefully”

Image shows a situation in which all three functionalities issue an alert at the
same time and one section even has an alert from all the functionalities. And still,
even though this situation represents a very chaotic situation, the designer thinks
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that the display did not get too cluttered to understand. Therefore issue 13 “the dis-
play will be very cluttered when multiple alarms go off at the same time” is neglected.

Finally, the iterated design will still contain auditory messages (issue 14). The rea-
son for this is that these messages are considered by the designer as a major im-
provement because they allow the PC to be aware of an alarming situation at all
times, also when the Raptor is tucked away. This interaction is also needed to meet
the claims CL0O09 which states that the Raptor should reassure that the PC will be
able to always interact with the Raptor, also when this is tucked away.

4. Be consistent

Issues 15, 18, 20, 21, 22, and 23 are discussed at the end of this subsection as it
relates to a functionality that is discarded in the iterated design.

The double meaning of the triangle with the exclamation mark has been solved by
changing the fratricide icon (issue 16) and the symbol is no longer red in the iterated
design (issue 24). During a future risk of fratricide and an acute risk of fratricide, the
WDAs are still represented differently while in both cases they indicate a dangerous
area (issue 19). However, this difference is used to quantify the urgency of this risk
with yellow being a future risk and red being an acute risk. Therefore this difference
is also kept in the iterated design.

The menu to access the alarm functionalities now opens up to the side, just like the
rest of the menus in the interface (issue 25). Furthermore, an increase in size and
opacity have been discarded as an indication of importance in the iterated design
(issue 26). An increase of size is now just used in the salient alert and the change
in opacity is discarded. Finally, when a section is selected it is no longer outlined in
red (issue 27). As can be seen in image [6.9]the other sections get greyed out in the
iterated design when the PC selects a specific section.

5. Provide feedback

The Raptor always responds to voice command in the iterated design (issue 28).
When the PC gives the Raptor a command the Raptor will reply that he understood
the command and tell the PC which action he is going to take (turning off the IED
functionality for example). This is also more in line with D4SA principle 44 “provide
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automation transparency’.

7. Provide shortcuts

In the iterated design, when a visual alert is presented, the PC is always able to
quickly return to the overview visualization by tapping somewhere on the map. This
way the PC does not have to wait until the salient view disappears by itself (issue
29). The iterated design furthermore allows the PC to remove all the waypoints of
a section at once, instead of having to remove them one by one (issue 30). It also
becomes possible to hold an icon of a waypoint or tagged enemy and drag it around
in order to move its location (issue 31).

8. Provide good error messages

The iterated design will let the PC know when it did not understand a voice command
(issue 32).

9. Prevent errors

Issue 35 is discussed at the end of this section as it relates to a functionality that is
discarded in the iterated design.

As can be seen in image [6.9, when a section gets selected in the iterated design
the other sections will greyed out. This will make it more clear for the PC for which
section he is placing waypoints (issue 33).

The iterated design will not show the PC how far a section can safely diverge from
this waypoint (issue 34). This is done in order to prevent a clutter of the display.

Discarded functionalities

Two functionalities have been discarded in the iterated design. It concerns the func-
tionality that presents a no-go area in order to prevent the risk of fratricide with
another platoon, and the functionality that monitors whether a section ends up be-
hind the enemy line. These functionalities were specifically related to claim CL002
and CLO11, which therefore will be discarded from now on as well. Relatively a lot
of issues related to these functionalities, which led to a re-evaluation of them. The
reasons to discard these functionalities are discussed per function below, starting
with the generation of the no-go zone.
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During the specification of the system design, the functionality that generates a no-
go zone in order to prevent friendly fire with another platoon surfaced as a result
of a special use-case of the friendly fire predicting functionality. It was considered
important information for the PC because it would help him to prevent a special kind
of friendly fire without the need to contact the Squadron Commander (SQC). How-
ever, a few important factors about this no-go zone were missed, and these prevent
a successful implementation of such an automatically generated no-go zone for the
PC. First of all, the mission of the PC is part of a bigger mission. And, as became
clear in the doctrine (chapter [4] section[6.2], source D), it is the responsibility of the
SQC to prevent fratricide between platoons, and not the responsibility of the PC. The
SQC determines the no-go zone on more information than is available for the PC.
One example of this is that the SQC might be able to move the location of another
platoon and open up other approach possibilities for the PC by doing so. With an
automated no-go zone, these options are most likely not discussed between the PC
and the SQC. More important is that this project did not include the involvement of
the SQC. This means that his goals and information needs are not known. Inducing
a change in the interaction and information flow between the PC and the SCQ could
have unforeseen consequences. For that reason, the automatically generated no-go
zone is discarded in the iterated design.

The functionality that determines the enemy frontline and checks whether sections
end up behind this line surfaced from a special use-case of a section diverging from
its route. From the interview with the former PC to evaluate the GDTA goal hierarchy
(chapter |4)) it became clear that a section ending up behind enemy lines is extra
dangerous for this section. Therefore it was considered useful to be able to detect
this specific kind of diverging from the route. However, this functionality requires an
estimation of the enemy line. This information is not explicitly known by the Rap-
tor and it is unclear for the designer how such a line could accurately be predicted.
Leaving the estimation of the enemy front line to the judgment of the PC is therefore
considered to be a better option. When the PC is responsible for this task, and he
does not place waypoints behind his estimated enemy frontline, then he will still be
warned when a section ends up behind this estimated line since the section will still
move away from the waypoints in that case. The only difference is that the PC will
not receive an alert that specifically indicates that a section is ending up behind the
enemy line. Because of the difficulty of estimating this enemy frontline this function
is also discarded.
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6.4 Discussion

In this chapter, the system and visual design of the envisioned functionalities have
been created, evaluated, and improved. Three methodologies have been combined
together into a single process. This led to an effective and particularly quick devel-
opment of a system that can be turned into a prototype. The different steps are first
discussed separately, after which the process as a whole is discussed.

6.4.1 |Initial design

During this first specification part of the process the focus was mainly on the sys-
tem design. Putting the envisioned functionalities in context and thinking of all the
different possible use-cases in which they could be used by the PC helped a lot
in specifying how the functionalities should exactly work. Placing the system in all
these different use-cases helped in making it more robust and prepared for unex-
pected scenarios. The downside of this focus on the system design is the fact that it
focuses on textual descriptions so much. Appendix E shows the effect of this, which
consists of many pages of use-cases, requirements and claims. This elaborated
process can be a bit daunting at first.

Because of the large amount of work that went into specifying the system design,
less time was spent on the visual design. The D4SA principles did provide helpful
guidelines in the creation of the visual design and even contained suggestions on
how to best visualize things like uncertainty or complexity. At the same time the
D4SA guidelines were also useful for the system design since a part of the guide-
lines also related to interactions with the technology like keeping the operator in
control.

6.4.2 Heuristic Evaluation

The SCE method promotes quickly testing concepts and hypotheses. For this pur-
pose the HE showed to be very well suitable. The HE could be performed with four
evaluators in a single day. This means that in eight hours 35 issues have been
identified on which the next design efforts could be focussed. This is especially
impressive since no target user is needed for this process. The heuristics were sim-
ple to understand for the evaluators and the power of the HE lies in the number of
evaluators. As can be seen from the results, only 8 of the 35 usability issues were
identified by multiple evaluators. Perhaps more issues would have been identified
by multiple evaluators when more evaluators in total were used, which is also likely
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to increase the total amount of identified issues.

The difficulty of the HE is in assessing whether an evaluator indeed identified a
usability issue or made a mistake. Interpreting the heuristics is of course a subjec-
tive measure, and in the paper in which the creators validated the method, there
already were some arguments of subject wrongly identifying certain aspects of the
interface as a usability issue [24]. At the same time it happened that an element
of the interface was promoting a single heuristic, and in doing so violated another.
An example of this is the structure of the menu to access the alarm functionalities.
When this menu is fully opened it covers a significant portion of the display since
it opens up to the side, what was identified as a violation of the simple and natural
dialogue heuristic. However, this was done to stay consistent with the other menu
structures of the interface, which were also opening up to the side, in order to pro-
mote the consistency heuristic. These contradictory heuristics limit the extent of the
design improvement.

6.4.3 Iterated design

In the iterated design the focus was much more on improving the visual design than
on the system design. Having the extensive list of identified issues helped a lot in
focusing design efforts and quickly improving the design. The D4SA guidelines also
helped in this process a lot to check some of the issues that were identified.

In some cases the D4SA principles were in line with the identified issue, like the
issue that the Raptor did not communicate which action he was going to take after
the PC gave a voice command. D4SA principle 44 stimulates automation trans-
parency which means that the PC should be able to understand what happened
after his command.

In other cases the D4SA principles were contradicting an identified issue. In these
cases the issue was often neglected in order to benefit the SA supporting function-
ality of the related interface element. An example is the contradiction between issue
6, which was interpreted as the auditory alerts being lengthy, and the D4SA principle
27, which states that alerts should be unambiguous.

6.4.4 Entire process

The combination of the three methods seems to have had the desired effect of ob-
taining a usable interface that is aimed at increasing the SA of the PC. When the
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entire process is considered, the focus on the system design in the initial design is
actually quite beneficial. Since the HE is focused on evaluating the usability, most of
its identified issues will relate to the visual design, which means that a larger part of
the focus goes to this visual design in the iteration phase.

The HE provided a useful role in the design process by defining specific elements
to focus the next design efforts on. It is therefore also no issue if the initial design
is made rather quickly. | would argue that it is easier for a designer to improve the
design with the identified issues from a HE, than to improve it without these focus
elements.

In the end, the combination of the SCE and D4SA methodologies is considered
a design process that is very well suitable for a design and development process
that is comparable to what is happening in this project. It creates a process that is
both user- and technology-centered with a focus on improving SA. The functional-
ities complemented each other and by using the HE methodology a quick iteration
on the design is possible. The end result is not only a visual and system design, but
also a list of requirements that specify the required abilities that should be included
in the prototype, as well a list of use-cases that provide the programmer with a lot of
examples to showcase the reason of these requirements in more detail.

6.5 Conlusion

In this chapter the SCE, D4SA and HE methods came together to form a design
process that exactly fits the needs of this project. It resulted in a process that is
both user- and technology centered and is focused on improving the SA of the user.
The SCE methodology was used to extract requirements and testable claims for the
system design by creating multiple use-cases. The information that was collected in
chapter [4)and 5| helped the designer in creating these use-cases, as the goals, con-
siderations and information needs of the PC were well understood in these chapters.
The D4SA method was used to provide the designer with SA specific knowledge that
is lacking in the SCE method and was especially useful for creating the visual de-
sign. Finally, the HE was used to evaluate the initial design and focus the design
efforts of an iterated design on identified usability issues.

The end result is a visual and system design that is further explained and put into
context in a list of use-cases, requirements and claims. Together these can be used
by a developer to turn the design into a prototype that works just like it was envi-
sioned. The realisation of this prototype is treated in the next chapter.
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in which the prototype will be used and (2) a section that defines the logic that needs
to be programmed in the prototype for each functionality. The mixed reality and its
simplified implementation of the Raptor are explained in more detail since it shapes
the context in which the prototype will need to function. This simulation environment
also includes the simplified version of the handheld that is shown in figure and
on which the design from chapter [6] is based. The logic that needs to be imple-
mented is defined in order to better explain the problem at hand and what is needed
to implement the functionality to the prototype.

The results section explains how the resulting prototype computed the logic for en-
visioned functionalities as well as some support functionalities following from the
design in chapter [6]

In creating this prototype, a lot of functionalities were simulated instead of fully im-
plemented. The design was not yet evaluated with the PC’s, which means that it
was unknown how the PC would evaluate the functionalities and their practical use.
Therefore the prototype was created as simply and quickly as possible. The clear-
est example of this was the conversational agent that was needed for the voice
commands. This could easily be implemented by using a human operator that be-
haves like the agent. The experience for the PC was not be changed by this: the
handheld listened to the PC’s voice commands. At the same time, the development
time had seriously decreased.

To better illustrate the result, QR codes are used that link to videos that show how
the different functionalities respond. It is possible to understand the entire chapter
without accessing the QR codes, but the videos might make it easier to understand
the results.

The prototype that was created in this chapter was used to perform a user-test with
a former PC. This is presented in the next chapter.

7.2 Method

In this section, two major topics are discussed. First, the mixed reality simulation
environment is treated in order to explain the context of the development process.
After this, the logic problem for each functionality is defined.
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7.2.1 Mixed reality test environment

The mixed reality environment for ground forces is developed by MultiSim [36], a
company with which TNO works together a lot for executing experiments in sim-
ulated environments. MultiSim offers the ability to perform collaborative training of
crews in joint simulation in a digital world that one can act in. Their software consists
of a distributed database to which a wide variety of components can be connected.
This ranges from the Unity rendering engine to a joystick or treadmill to move the
location of a certain entity. The handheld is also connected to this database, called
D-SIM. The mixed reality will be discussed in three sections: front-end, back-end
and the old version of the raptor.

Figure 7.2: Mixed reality setup for ground missions from MultiSim

D-Sim front-end

As can be seen in image[7.2the PC stands on a treadmill and sees the virtual en-
vironment projected around him. He can move through the environment by walking
and using a small joystick to turn. Behind the PC you see two operators that are
controlling the sections of the PC. They have the ability to move an entire section
or individual soldiers. They can control their movement, speed, posture, and make
them fire in a certain direction with a certain fire rate. The human operators also
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decide which units will be eliminated in a firefight. They can “kill” both friendly and
enemy soldiers. The operator controls the elements in the simulation by using the
D-SIM interface which is shown in image[7.3and is presented to the operator on the
lower screen. The upper screen shows the PC a perspective from the 3D world as
shown in figure [7.4] This perspective can be the same as the perspective that the
PC sees, but most likely this will be either the perspective from a section leader or a
perspective in which the operator can move freely in the 3D world.

When the operator interface is considered in more detail we see the most important
elements in image [7.3] This image shows the overview panel in the right part of the
screen. Here the operator sees all the sections and their location on the map. He
can select a unit and give a command like “move to here” or “fire in this direction”.

wWoswm # PersonM3 M Al F World M Overview & Weather § FUR @ Dateandtime  / Scenario Settings

& Person M3: Variable Tree @ 2 World (m3): Overview

o
handheld_display & 20

ts_radio

4671245 122218
33TTME7660 76960,
-

Figure 7.3: D-SIM operator interface

D-sim back-end

On the left side of the screen, we see two panels. The upper one is the variable
tree. This panel lists the variables of an entity in the virtual world, M3 in this case
(the entity of the PC) and their values. This panel is not supposed to be used by
the operator during the execution of an experiment, but provides helpful information
that can be used during debugging. D-SIM is a distributed database and using this
panel the developer can access all the variables that are present in this database
and check their status. Examples of this are the waypoints that are placed and the
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Figure 7.4: 3D environment that is projected around in the PC and that is displayed on the
widescreen to the human operators.

current state of the screen of the handheld. All information that should be avail-
able across different screens should be available in this database. This means that
variables need to be added to this database when the new functionalities of the
handheld use variables that will be synchronized between multiple handhelds.

The variable panel should not be used by the operator during an experiment be-
cause it lacks usability and it is very extensive: it contains a lot of information which
is stored in a lot of different lists. If an operator needs to change these values man-
ually he will be scrolling and searching for the correct information a lot. In order to
solve this, it is possible to create a separate interface in which only specific vari-
ables are listed and can be edited. The interface will only present the information
that is relevant for the PC, and handle the change in the D-SIM database when the
operator changes a value. An example of this is the overview page. This panel is
more user-friendly and only contains the variables that are needed to control entities
in the world. Effectively, by using the overview interface, the operator is modifying
variables in the database. These changes will then be visible in all applications that
are connected to the database, as they pull this data for their execution. When a PC
makes a section move to a certain location, the interface will slowly change the loca-
tion variable of this section in the D-SIM database. The render engine and handheld
application use this updated database again to create their visualizations.

The lower panel on the left side shows the task list. In this task list, different items
can be connected to D-SIM. The handheld display is one of these tasks. Turning
on this task will start the implementation of the handheld. Furthermore, the OTW
task is visible, which starts the rendering of the 3D world. The ts_radio task updates
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the database between the different entities and tries to model the reality in doing so
(latency etc. are incorporated here). It can be seen that this entity also contains a
head_tracker task. This task is connected to an HTC Vive tracker that is mounted on
the helmet of the PC as can be seen inimage[7.2] This tracker is used to monitor the
orientation of the head of the PC in three degrees of freedom (yaw, pitch, and roll).
If another piece of hardware needs to be connected this can be done by creating
a task for this or incorporating the hardware in another task. The last task that is
visible in the task list is the pseudo blue force tracker. This tracker communicates
the location of each section. The tracker updates every few seconds in order to
model a realistic implementation.

The old version of the handheld

The final part of this mixed reality environ-
ment is the current implementation of the hand-
held. A video of the interactions and abili-
ties of the current Raptor can be accessed us-
ing the QR in image This version con-
tains the basic interactions of zooming, swip-
ing, and rotating, which are applied to the
map.

The PC has the ability to change the orientation

of the map by clicking on the compass needle, Figure 7.5: QR link to a demonstration
and can pick from the options: north is up, the video of the existing Raptor

direction that the PC is heading is up, and free

rotation. Furthermore the PC can center the map on their location by closing the
lock icon, or allow themselves to move the map around by opening the lock icon.
Finally he can also click a section and see its full name and any messages that it
sent.

On the left the PC has two functionalities that he can access. The first one is the
draw functionality, which lets him draw and remove lines from the map. By clicking
on the filled square he can change the color of the line and by changing the pencil
icon to the eraser icon he can either draw new lines or remove existing lines. The
circle arrow allows the PC to remove his last line. The other functionality on the
left of the display allows the PC to place waypoints in the map. The waypoints are
numbered in the order in which they are placed. The PC can remove the waypoints
only one by one by clicking them and pressing on the trashcan icon.
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On the right the PC has two buttons that can be pressed. The chat icon allows the
PC to open the messages tab. Here the PC can read all the sent messages and
write a message him-/herself. By tapping on the map icon the handheld returns to
the map again. The top button allows the PC to tap a location on the map and either
mark it as danger in general or as an enemy location in particular.

7.2.2 Function definitions and required data and logic

This section will explain how all the functionalities are defined and which data en
logic needs to be added to the prototype to make the prototype function as designed
in chapter 6l This is done by first explaining how the functions are defined (when is
a section diverting) after which the current available data is discussed. Finally the
data and logic elements that are needed are presented.

First the functionalities that add the higher-order SA information to the handheld will
be discussed. These functionalities originate from chapter [5] and their value for the
PC can be read in section [5.3] After this, the functionalities that will allow for the
interaction as designed and specified in chapter 6] are discussed.

Monitoring the movement of each section

A section was classified as diverting from its route, when the distance between its
location and its route exceeds a predefined threshold. The PC uses waypoints to
command movements to sections. By setting out consecutive waypoints for each
individual section, a PC can set out a route, because the section will move from
waypoint to waypoint. The information that the PC needs when a section diverts a
moment is the extra time that it takes the section to reach the next waypoint.

In the current handheld the PC can only place global waypoints. These are way-
points for the entire platoon and are treated as individual waypoints. In image 7.6 for
example, it is unclear if waypoint 2 and three form a route for section A or section B.
This way the distance between a section and its route can never be determined.

The information that was available for these waypoints is:

« ID

e Location

Therefore, the following data elements were added to the D-SIM database:
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« Waypoints should be assigned to an individual section
» Consecutive waypoints need to be combined into a route

 The predefined threshold.

And the following logic elements needed to be added to the handheld:

» Lines should be defined between consecutive waypoints that represents the
route of a section

* The shortest distance between a section and this line needs to be calculated
and compared with a threshold variable

» When the threshold is exceeded, the next waypoint on the route of the sec-
tions should be selected and the extra time to reach this waypoint should be
calculated.

Figure 7.6: Indication of the current situation with respect to the waypoints.

Detecting and predicting acute fratricide

A risk of friendly fire occurs when a section is positioned in the weapon danger area
(WDA) of another section and when no building or elevated terrain is placed between
the two sections. A section is believed to have a risk of hitting any other section that
is located within its effective weapon range, within its dispersion zone, and visible
(so not obstructed by a building or elevated terrain). Being within the dispersion
zone means that a section is located within the area that is defined by the safety
angles left and right of where a section is aiming at. A future risk of friendly fire is
predicted when a section is moving to a location where it will be at risk of fratricide.
This happens when its current direction is moving the section to such a location.

In the existing version of the handheld the PC was able to see the location of each
section and the movement of a section can be determined by looking at the change
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of locations. On the map used in the existing Raptor buildings were not visible, but
a different map was available on which these building were visible. Elevation was
not visible on the map. The speed of a section was not visible for the PC, but was
available in the D-SIM database.

Therefore, the following data elements were added to the D-SIM database:

» The direction of a section
» The effective weapon range of a section

» The safety angles of a section
And the following logic elements needed to be added to the handheld:

« It should be computed whether a building or elevated terrain is located between
two sections.

« It should be computed if a section is within the effective weapon range of one
of the other section.

« It should be computed if a section is located within the dispersion zone of
another section.

* When a section is not at risk of friendly fire it should be computed if it is moving
to a location where it will be at risk of friendly fire

« When a section is moving in a direction where it will be at risk of friendly fire, the
estimated time before the section arrives at this location needs to be computed.
Predicting IED locations

IED predictions were assumed to be made by a piece of software that was created
by colleagues from TNO. A section will be classified as too close to an IED when it's
distance to a predicted IED is lower than a predefined threshold.

In the existing Raptor IEDs were not present at all and could not even be added
manually. This feature was therefore completely new.

Therefore, the following data elements were be added to the D-SIM database:
* Location of IED prediction

+ Certainty of IED prediction
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 The predefined threshold

And the following logic elements were added to the handheld:

» The distance between a section and an IED should be computed and com-
pared with the threshold.

* When the threshold is exceeded the estimated time before the section arrives
at the IED should be computed.

Tracking whether the PC looked at the handheld

In order to be able to follow the scheme in image (chapter [6), the handheld
needed to know when the PC was looking at the handheld. The PC was considered
to be looking at the handheld when the PC was looking down.

The existing handheld did not take the gaze of the PC into account. However, the
HTC Vive tracker that had been implemented in D-SIM before was able to monitor
the orientation of the head of the PC.

Therefore no extra data elements needed to be added to the D-SIM database, but
the following logic elements were be added to the handheld:

» The orientation of the HTC Vive tracker needs to be compared with a threshold
to determine if the PC is looking down or not.

Understanding voice commands and creating audio notifications

This segment consists of two parts. The first part should be able to understand voice
messages and turn off functionalities when the PC requests so. By understanding
voice commands it is meant that the handheld responds correctly when the PC gives
the command to turn a functionality on or off. Furthermore the handheld should be
able to generate audio notification. By generating audio messages is meant that
the handheld should be able to turn text into speech and that the audio notifications
should contain the relevant information for that alert, like the section involved.

The existing handheld did not contain logic like this.

Therefore, the following data elements were be added to the D-SIM database:

 The status of a functionality (on/off)
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And the following logic elements needed to be added to the handheld:
» Voice commands from the PC should be handled correctly

» The text for the auditory notification should be created and turned into audio

7.3 Results

The resulting functionalities are presented on a very global level in a set-by-step pro-
cess. These steps could be implemented in other projects and in other languages as
well while at the same time little coding knowledge is needed to understand them.
The actual solutions that are visible in the videos to which the QR codes link are
coded in C++ and OpenGL.

For each functionalities three things are listed: (1) used data from the D-SIM database,
(2) data added to the D-SIM database, and (3) a step-by-step process of how this
data is used and the logic that is added to the prototype. An image and a video also
presented to show how the functionality responds in the prototype.

7.3.1 Monitoring the movement of each section

This part of the prototype is fully func-

tioning. In order to achieve this, the
waypoint placing interaction has been al-
tered. The PC has to select a sec-

tion before it is able to place a way-
point.  This way section specific waypoints
are placed that can be used to calculate the
distance between a section and his route.
How this function reacts to a section di-
verting from its route can be seen in fig-

ure and via the QR code in image Figure 7.7: QR link to a demonstration
77 video of the existing Raptor

The following data from the D-SIM database is used:
* Location of waypoints

» Current speed of a section
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Figure 7.8: Example of visual alert when a section is diverging from its planned route

The following data has been added to the D-SIM database

» The section to which this waypoint is related.

* A route object that contains all the waypoints of a single section.

The following steps are taken to check if a section is diverting from its route:

1. Check for each section whether it has a route

2. When the route exists, the waypoints are treated as the points that make up

a route. Two consecutive waypoints make up a segment of the route and a
line is constructed between them. For each segment of the route a line is
computed using the locations of both waypoints. The distance between the
section and each segment is then calculated. For section S this means that
the distance is calculated between S and the segment between waypoint 1 and
2, the segment between waypoint 2 and 3 and the segment between waypoint
3 and 4.

. The shortest distance to the route is stored, together with the waypoint that

is the endpoint of this segment. In the example the distance to the segment
between waypoint 1 and 2 is the shortest, which will mean that distance d1,2
is stored, together with waypoint 2.

. Once all the calculations on all the segments are finished, the shortest distance

to the route is compared with the threshold. When this threshold is exceeded,
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a line is drawn to the waypoint that is the endpoint of the related segment. In
the example this means that the distance d1,2 is compared with the threshold,
and a line is drawn to waypoint 2 when this threshold is exceeded.

5. To calculate how long it will take the section to arrive there the distance to this
waypoint (waypoint two in the example) is divided by the current speed of the
section.

Figure 7.9: Visualisation of how the shortest distance to the route is computed.

7.3.2 Determining an acute risk of fratricide

This functionality is fully working in the simulated environment and can therefore be
used in all missions that will be performed in this environment. The Unity render
engine of the mixed reality environment is used to check if a building or elevated

terrain lies in between two sections.

The handheld gives the location of the sec-
tions to Unity, which casts a ray between
these two locations and returns a boolean
that shows whether something is obstructing
the path between the two sections (e.g. a
building or elevated terrain). How this func-
tion reacts to a section being at risk of
receiving friendly fire can be seen in fig-
ure and via the QR code in image
710

The following data from the D-SIM database is
used:

Figure 7.10: QR link to a demonstration
video of an acutre fratricide alert
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Figure 7.11: Example of visual alert when there exists an acute risk of friendly fire

» Location of the sections

The following data has been added to the D-SIM database:

The obstruction boolean that is created by the performing the raytrace in Unity

Effective weapon range of a section

Safety angles of a section

The orientation of a section

The following steps are taken to check if a section is diverting from its route:

1. Perform the ray tracing based on the location of all sections to check if a build-
ing or elevated terrain lies in between two sections. In the example image this
would happen when a building or elevated terrain intersects line d1.

2. When the ray (d1 in the example) is not intersected, the distance between the
two sections is calculated.

3. When this distance is less than the max effective range of the section’s weapon
this means that it could theoretically hit the other section. At the same time it is
also checked if the distance between the sections exceeds a certain minimal
threshold. This is done to prevent the fratricide alarm from going off all the
time when the sections move as a single platoon and all the sections move
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close together and look in the same direction. In such situations a section is
within fire distance and in the WDA of another section, but the situation is not
providing an actual risk of fratricide in practice.

4. When the sections can still theoretically hit each other, the orientation of the
sections is taken into account. The angles between the sections are compared
with the sections orientation. When the difference between these angles (a1t
and a2 for example) is smaller than the safety angle (theta), it means that the
other section lies in the WDA (which is not the case in this example, as the
difference between a1l and a2 is bigger than the safety angle).

Figure 7.12: Calculations for acute risk of fratricide

The risk for future fratricide is not actually incorporated in the prototype. The limited
available development time before the planned user-test caused this function to be
neglected in the prototype. For the experiment, a static visualization of the alert has
been made that fits in the scenario that is used in the experiment (which is presented
in chapter[8) and can be seen in figure[7.13]to show the PC how the handheld would
react.

If it would have been implemented it would have happened in a way that uses the
calculation that is used to check for an acute risk of fratricide. For a future risk
of fratricide, the location of all sections would be projected based on their current
course and speed. For corresponding projections a fratricide calculation would be
performed. Figure[7.14]illustrates how the portrayed situation would result in a future
risk of fratricide in three timesteps ahead. Before that moment in time the buildings
would block the risk of fratricide.
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Figure 7.14: visualization of how the future risk of fratricide would be calculated

7.3.3 Prediction of IED locations

In the prototype the locations of the IEDs
are not actually predicted. The human op-
erator determines the location of IEDs based
on the scenario that is executed.  These
locations are added as variables to the D-
SIM database. The handheld then simply
draws the IED icon on the corresponding lo-
cation on the map. How this function dis-
plays the IEDs and reacts to a section get-
ting close to a predicted IED can be seen via

Figure 7.15: QR link to a demonstration
video of an IED approaching alert
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the QR code in image and in figure
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Figure 7.16: Example of the visual alert that the prototype shows when a section approaches an
IED

The following data from the D-SIM database is used:
» The speed of a section.

The following data has been added to the D-SIM database:
 The predicted locations of the IEDS.

» Threshold value that represents a safe distance from the predicted IED loca-
tion.

The following steps are taken to check if a section is diverting from its route:

1. Calculate the distance between an IED and a section. For example the dis-
tance between the IED and section S1 is d1.

2. Compare this distance with threshold t.

3. When the distance is smaller than the threshold, like d2 in the example, calcu-
late the estimated time before the section reaches the predicted IED based on
his current speed.
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Figure 7.17: visualization of how is determined whether a section gets too close to a predicted IED

location

7.3.4 Tracking whether the PC looked at th

This support functionality is fully implemented and
is used to determine whether a visual or audi-
tory alert should be given. An HTC Vive con-
trol is mounted on the helmet of the PC. The
handheld registers the PC as looking at the hand-
held when the angel of the Vive exceeds a thresh-
old value alpha. These values are only used lo-
cally and are therefore not added to the D-SIM
database.

The following data from the D-SIM database is used:
 The orientation of the HTC Vive tracker (alpha)

The following steps are taken to check if a section is di-
verting from its route:

e handheld

Figure 7.18: |lllustration of
how the HTC Vive tracker is
used.

1. Compare the value of alpha with the threshold of theta.

2. When theta is exceeded, the time is stored.

3. Calculate the difference between the current time and the stored time

4. When this difference is bigger than 10 seconds the handheld will send auditory
alerts. When the difference is smaller than 10 seconds, the handheld will send

a visual alert.

7.3.5 Understanding voice commands and creating audio noti-

fications
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A simulated solution has been made to let
the handheld understand the voice commands
of the PC. In the operator interface a spe-
cial panel has been made to enable the op-
erator to handle the voice commands. He
has tree checkboxes that show him which
functionalities are currently turned on and off.
When the PC gives the command to turn
a function off, the operator simply taps this

checkbox and the functionality will be turned Figure 7.19: QR link to a demonstration
off. video of the use of voice commands

In order to provide feedback to the PC about

what the handheld is doing, and in order to give auditory commands, a TTS so-
lution is used. In this case the simple windows TTS library for C++ is used to build
a set of auditory commands that fit the scripted scenario. This solution could be
extended in order to let it be responsive instead of simulated. In that case a tem-
plate structure can be used for each alarm which the handheld can just fill in with the
relevant info. For example: “handheld to Romeo: Section [section] is moving away
from its route in [direction] direction”. The variables in the brackets can be replaced
by the corresponding values.

Conversational Al

IEDS
Diverting from route

Fratricide

Figure 7.20: Interface by which the human operator can turn functionalities on and off

7.3.6 Not implemented design elements

Due to time limits multiple aspects of the design from chapter | are not incorporated
in the prototype. The focus during the realization of the prototype was on being able
to receive feedback on the added value of the envisioned functionalities in a prac-
tical scenario. The design from chapter [6] also includes some modification on the
current version of the handheld in order to improve the global SA of the PC. These
modifications are not included and include the following elements: The new way of
indicating the location of each section (including the movement vector), the historical
locations of each section, and the difference in visual alerts between salient alerts
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and basic alerts. The latter was planned to be included in the prototype, but proved
to be too time consuming after the basic logic for the three main functionalities and
two support functionalities was completed.

At the same time, some parts of the design that more closely relate to the human
factors and therefore the usability of the design are notimplemented in the prototype.
The following usability elements have not been implemented: The ability to select a
single section and highlight the risks that are linked to this section, the ability to turn
off a functionality only temporarily, and the ability to move elements like IEDs, tagged
enemies and waypoints by holding their icons and dragging them. These elements
can be added to the prototype once the functionalities proved to be of added value
in the first place.

7.4 Discussion

The result of this chapter is a working prototype that functions as the artefact for the
final evaluation of the composite method and can be used to perform the evaluation
with two experienced PCs in chapter[8] Not all elements of the design that were pre-
sented in chapter [6|were included in the prototype. This is due to the limited amount
of time that was reserved for the implementation of the prototype and is done to
quickly iterate and validate the ideas of the current design. Since this design is very
explorative, it is very likely that the functionalities will change substantially after the
user-test, while a detailed implementation would take a lot of time. The design el-
ements that are not incorporated into the prototype mainly consist of elements that
improve global SA as presented in and elements that relate to the usability of
the design.

For this research project, the most important part is that the functionalities that in-
clude higher-order SA requirements to the handheld are included in the prototype in
order to test the effects of these functionalities. A lot of these features are simulated
to be able to test and validate them as quickly as possible. However, two important
elements are not implemented, not even in a simulated way, in the prototype. The
first is the difference between salient and global alerts. The second functionality is
the prediction of a future risk of fratricide, which is also not implemented as the pro-
totype can only detect an acute risk of fratricide. Especially the last one is important,
as it is one of the core functionalities that adds higher-order SA requirements to the
Raptor.

In view of the claims specified in chapter [6], it looks like almost all claims can be
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tested using the prototype with the functionalities that are implemented. The claim
that relates to the detection of future risks of fratricide will be more difficult to mea-
sure (CL004). Chapter [8] will explain how this claim will still be tested. The lack of
a difference between a salient and global visual alert is slightly affecting the claims
that relates to the fact that the PC should not miss one of the mission critical cues
(CLOO1, CL003, CLO011), but this can still be tested with the other alarm modalities
that have been implemented. The prototype also meets the most functional require-
ments, with exception of the ability to detect a future risk of friendly fire (RQ005) and
the ability for the PC to highlight all the alerts of a single section (RQ013).

A relevant question for this project is whether these not implemented functionalities
can still be evaluated effectively. If it turns out that this is still easily evaluable, the
question might be rephrased as to whether the result of this chapter indeed was the
easiest way to be able to evaluate the design in a practical scenario. Perhaps there
are possibilities to evaluate it with even less time needed for programming and by
using more simulated elements or mock-ups. The next chapter discussed the user-
test and will provide more insight into this question.

Finally, the role of artificial intelligence (Al) in this prototype is not directly visible.
The goal of implementing Al to improve the SA of the PC lies in exploring ways of
utilizing this technology instead of actually fully implementing and developing this
technology. In different parts of the design the more machine-learning based Al is
present and still none of these technologies are actually implemented in the proto-
type. The conversational agent and the IED prediction elements are the most clear
examples. These elements form the technologically most complex part of the de-
sign. At the same time, these elements are the elements that are the most easy to
simulate. In essence these technologies interpret something (be it a map of the city
or a voice command) and based on this interpretation they perform and action. Sim-
ulating these technologies does not change anything about the information that the
PC receives, but does reduce the time that is required to end up with something that
can be tested single handedly. The combination of being technologically complex,
but easy to simulate allows designers to experiment with them substantially. They
offer great possibilities, while the costs (hours needed) to explore these possibilities
are in practice much lower than one would expect initially. The experiment in chapter
B will present the validity of this argument, but for now for now this approach, though
arguable, is taken deliberately.
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7.5 Conclusion

In this chapter the process in which the design of chapter|[6is turned into a prototype
has been explained. The context in which this prototype has been realized has been
introduced and within its boundaries a prototype serving as evaluation artefact has
been specified that will be tested in chapter[8] The chapter shows a variety of fully
implemented functionalities, simulated functionalities and not implemented function-
alities. The approach of the realization is solely based on achieving a testable prod-
uct as quickly as possible, from the idea that the design will be changed a lot after
the evaluation after all.

The resulting prototype is fully able to monitor a section executing it's path. The pro-
totype needs a human to predict the location of IEDs but is then able to inform the
PC when sections move to close the assumed locations. The prototype is also able
to detect an acute risk of fratricide, and takes buildings and elevation in account in
doing so. The main functionality that is not included is the ability to predict a future
risk of fratricide. Furthermore the conversational agent of the handheld is simulated.
An operator can turn individual functionalities on and off when a PC commands so,
and the handheld is able to generate spoken warnings when it detects that the PC
is not looking at the handheld.

The implementation is running inside the mixed reality environment, which enables
a PC to take place on the treadmill, lead a military mission, and use the envisioned
functionalities in doing so. The handheld will respond to the unfolding scenario and
notify the PC about mission critical cues. The PC is able to give the handheld voice
commands to turn functionalities on or off and the handheld monitors when the PC
has looked at the handheld in order to give auditory command at the right time. The
next chapter will discuss the user-tests for which this prototype was developed in
more detail.
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new functionalities of the handheld became apparent. This means that the sections
approached improvised explosive devices (IEDs), diverted from their communicated
route, and that acute- and future risk of fratricide occurred.

Due to tightened Covid-19 measures, the user-test had to be performed online. In
this online evaluation, the PC saw the 3D world of the mixed reality environment on
his own screen. The handheld was not constantly visible but was put on top of the
view whenever it would be realistic for the PC in the scenario to take a look at the
handheld (eg when he was standing still or when an alert was going off).

A soldier from the Dutch Marines that was working for TNO at the moment helped in
the creation of a realistic scenario. The main functionalities of the design focus on
three situations: sections diverting from their route, the occurrence of friendly fire,
and the predicted locations of IEDs. The soldier indicated important features that
can lead to a realistic occurrence of these risky situations. Using these features,
a scenario was written and recorded in the mixed reality environment. How the
user-test was performed and what the exact scenario looked like is discussed in the
method section of this chapter. The remainder of this introduction is dedicated to in-
troducing the elements that realistically cause one of the three mentioned situations
to occur.

Diverting from route

There are three major reasons why sections divert from their route. The first one
occurs in the case that the actual terrain looks different from what the PC believed it
to look like when he set out the route. Examples of this can be destroyed buildings
blocking roads, or a difference in terrain elevation. In these cases, the section is
forced off to take an alternative route.

Furthermore, terrain that is difficult to navigate through is often selected for the ap-
proach of a flanking section. This provides them with cover from the enemy but at
the same time makes it more difficult to monitor their location, which could also lead
to a diversion from the communicated route. In this scenario, the section will be
unaware of the fact that they are diverting from their route.

The last main reason for a section leaving its route is when this section encounters
a stressful situation. An example can be an explosion nearby or when they take fire
from enemy forces all of a sudden. In these cases, the soldiers try to take cover and
might not only get disoriented in the process, but individual soldiers might even get
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cut off from the rest of the section. In this case, the section is most likely to realize
only later on that they diverted from the route.

Strategic locations for IEDs

IEDs are generally placed on a point where they can have a big impact. On big roads
or crossroads for example. Officially the locations of IEDs and minefields should be
communicated to the enemy. However, especially when fighting militias, this will not
be the case. |IEDs can be used to either do damage or delay a military element, or
they can be used to cover up a certain approach direction. Military personnel will
look for digging activities to locate IEDs, and when on patrol they keep an eye out
for seemingly randomly placed objects that function as a location indicator of the
IED. When IEDs are placed on big crossroads, they are often placed just around a
corner, in order to surprise the enemy even more.

Occurrence of risk of friendly fire

In general, there are two different kinds of friendly fire. The most obvious of the two
is called direct friendly fire and occurs when a section is hit by the bullets of another
section. This can happen when sections are not aware of each other’s locations
and get surprised by their allies. This can happen when a flanking section all of a
sudden pops up in the region in which the fire section is providing fire, for example
when a section unexpectedly moves around the corner of a building or moves up
from a river bed. Situations like these should not occur, as sections should always
communicate before they make such moves.

However, history shows that incidents like these do occur. Humans can make mis-
takes, and mistakes can be made more easily in the fog of war than during training
scenarios. The adrenaline of soldiers that are ready to attack the enemy can some-
times lead to mistakes and elements like a smoke grenade can make it more difficult
to distinguish friendly troops from enemy troops. The most well-known example of
friendly fire in the recent history of the Dutch army happened when a Taliban section
moved right in between two Dutch sections. When the sections shot at the enemy
section, their bullets eventually hit friendly troops [37].

The second kind of friendly fire can occur when a call is made for air support. This
can either be with mortars or a big 500-pound bomb that is dropped from an airplane.
Indirect fire can occur when a friendly section is still in the area which is dangerous
because of the direct impact of the bomb or because of the debris flying around as
a result of the explosion. This happened to an American section in Afghanistan [38]
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for example.

8.2 Method

8.2.1 Participants

Two male subjects participated in this user-test. The goal of the experiment was to
gather qualitative results about the created prototype. Both had been working as
a PC in the past. One of two participants had more experience as an intelligence
officer while the other had more years of experience as a PC in the Dutch Marines.

8.2.2 Materials

MultiSim’s mixed reality environment for ground
forces that was introduced in chapter [/| was
used as a platform to test the SA supporting
functionalities. In order to let the test subjects
experience the handheld in the best possible
way with limited human resources, an approach
was chosen where the subject watched the ex-
ecution of a scripted and recorded mission in
the mixed reality environment. The handheld
prototype that was created in chapter [/| was
shown simultaneously to show the subject how Figure 8.2: QR link to a video that
the prototype responded to the unfolding sce- fehsotws the stimuli during during the user-
nario.

The biggest urban environment that is present in the 3D world of D-SIM, modeled
after Lausanne, was used to search for possibilities to create a realistic scenario.
This was done by looking for elements in the terrain that could realistically lead to
the mission critical cues (MMCs) as mentioned in the introduction. This scenario is
visually represented in image 7.3, and the execution of this scenario by the platoon
together with the response of the handheld can be seen in the video linked to by the
QR code in image 8.2

In the scenario, the PC was commanding a platoon that is setting out on a hasty
attack. Their objective is to march to the green waypoint. Enemy presence is ex-
pected in the area, but their location is unknown. Whenever the platoon encounters
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an enemy unit, they are cleared to engage. The scenario is visually supported by
image 7.3, which shows the different stages of the scenario. The panels are num-
bered and used in the textual description of this scenario to refer to the related panel
in the following paragraph. A red circle surrounding a section means that it made
contact. A red circle surrounding a section in combination with a red arrow means
that this section is providing fire in the direction of the arrow. The full execution of
the scenario, together with the response of the handheld, can be seen in a video
that is linked to by the QR in image 8.2

The scenario begins in (1) with a march. After a while, the platoon approaches a
square. When the platoon reaches the edge of the square (2), the platoon makes
contact with an enemy section. Section A takes cover and provides suppression
fire. The PC makes a plan of attack and decides to let section B make a flanking
movement.

During this flanking movement, section B makes contact with another enemy section
(3). Section B takes cover and in doing so enters a different street, and moves in
the direction of a suspected IED. The PC has to make a new plan and decide that
section B can continue down this street as long as they approach the suspected IED
location with care. The PC sends section C to the location where section B made
contact with the enemy. Section C will provide suppression fire while section B is
performing another flanking movement (4).

Section B runs over- and defeats the second enemy unit and continues its original
flanking movement on the first enemy unit. The PC gives section C a new waypoint
from where it can provide additional suppressive fire (5). Section B can surprise
the enemy with their flanking movement, the enemy section is defeated (6) and all
sections gather at section B.
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Figure 7.3: Visualization of the scenario that is used for the user test
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8.2.3 Measures

A semi-structured interview was conducted with the two subjects to collect feedback
on the expected effect of the added functionalities on the SA of the PC, the added
value of the functionalities in practice, and the usability of the current implemen-
tation. The questionnaire can be found in appendix G and consists of three parts
related to the three focus areas of the user-test.

The first part of the questionnaire was used to access the expected effect on the SA
of the PC. This part of the questionnaire is based on the MARS technique [26]. This
is a verified, subjective measurement for the level of SA and the mental workload
that was required for obtaining SA. Examples of questions from the MARS ques-
tionnaire are: "Please rate how well (expected) the Raptor helped to identify mission
critical cues in the mission.” and "How much helped the Raptor in reducing the men-
tal effort needed for identifying or detecting mission-critical cues in the mission?”

Respectively the second and third parts of the questionnaire related to the usability
of the current implementation and the added value in real-life scenarios. The ques-
tions for these last parts were self formulated and are used to collect feedback on the
same topics in both sessions. Participants had to answer these question by stating
how much they agreed with statements on a of a five point Likert scale. Examples
of the statements are: "The meaning of the alerts from the friendly fire predicting
functionality was very clear to me” and ”I believe that the function that predicts the
risks of friendly fire in the near future will benefit a Platoon Commander on a real
battlefield.”

8.2.4 Procedure

The user-tests with the two former PCs were performed in separate sessions in an
online meeting. The evaluation started off with a small introduction of the test sub-
ject, the researcher, the decision support project, this specific research, and the
procedure of the user-test. After the introduction, the researcher started sharing the
screen of the mixed reality environment and the subject could see the 3D world. The
handheld was not constantly visible but was put on top of the view whenever it would
be realistic for the PC in the scenario to take a look at the handheld. These windows
were not constantly overlapping, since the overlap would obstruct a lot of the view
of the 3D environment. At the same time, this simulates the fact that a PC will also
not constantly look at his Raptor in a real-life scenario.

The PC was asked to provide feedback directly instead of saving all his comments
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until after the scenario. The handheld is operated by the operator of the D-SIM in-
terface. The scenario and the response of the handheld that the subjects saw can
be seen by using the QR code in image [8.2] Every time an mission critical cue
occurred, the scenario was paused and the researcher would give an explanation
of the scenario and the reaction of the handheld to the subject. The questionnaire
was then used to ask all the questions that relate to this mission critical cue and the
answer would be written down. No video or audio was recorded and all comments
from the subject were noted in a notebook.

Once the scenario was finished and the experimenter had asked all his questions,
the experimenter would ask if the participants had any questions left, after which the
subject was thanked for participating and the experiment was finished.

8.3 Results

The gathered feedback of both the participants is combined and grouped per topic.
First, the feedback regarding the effect on SA and required mental effort is dis-
cussed. After this, the feedback on the current implementation of the three SA
supporting functionalities is discussed, followed by feedback on the auditory mes-
sages and speech commands, feedback on the scenario, and feedback that does
not belong in one of the previous subjects is discussed. Throughout this section,
the claims made in chapter [6] are mentioned whenever the feedback relates to one
of these claims. A summary of how the results relate to the claims is presented in
section [8.3.8/and concludes the results.

In short, the test subjects were positive about the added functionalities and their
implementations. They believe that they will increase the SA of the PC and make
it easier for the PC to obtain this level of SA. The IED prediction functionality was
criticized the most as it comes with the risk of creating a false sense of SA based
on its predictions. Both participants also see added value in practice for the added
functionalities.

8.3.1 Effect on SA and required mental effort

When asked to rate the effect of the new functionalities on SA and the mental effort
that was required to form this SA, both participants responded positively. Both the
participants think that the added functionalities help the PC in building SA. They both
indicated that the functionalities help the PC the most in understanding and project-
ing the current situation (higher-order SA requirements). They even mentioned that
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the mental effort that is required to obtain these levels of SA is lowered by the added
functionalities. One of the test subjects mentioned that the added functionalities
provide the PC with very useful information about space and time variables. These
variables immediately communicate the impact of a situation to the PC, which makes
the information valuable. The PC on his turn needs to inform his superiors about the
situation of his platoon. Directly understanding the impact on the mission allows the
PC to easier communicate this to his superiors.

One test subject continued by adding that these functionalities are especially useful
for the PC. An SC is able to rely more on his sight, hearing, and feeling where a
PC is reliant on either communications or resources like this handheld device. The
reason for this is that an SC is always located next to his section, while a PC is
often located remotely from one or more sections. Therefore the same test subject
mentioned that SA supporting functionalities definitely add new information to the
handheld that will better allow the PC to understand the situation, by for example
predicting future risks of friendly fire.

One of the test subjects illustrated the added value of the SA supporting functional-
ities by comparing them with road navigation. A driver can find the correct route by
looking at the map himself and estimating his arrival time based on the remaining
distance and his current speed. However, road navigation will make this a lot easier
for you. At the same time, it will also continuously check whether you are still driving
on the correct route and keep updating your expected time of arrival. When trans-
lated to the military domain, the subject mentioned that this increase in information
density significantly reduces the “sensor to shooter” time, which can be explained
as the time between receiving a signal and taking an action. This also explains why
both participants mentioned that they expect that the mental effort required to obtain
good SA was lowered by the functionalities that have been created in this project.

Finally, one of the test subjects explained that it can also happen that the PC’s only
connection with an SC during the execution of an attack consists of a few radio
communications. He mentioned that all the added SA supporting functionalities,
therefore, transform the PC from blind to partially sighted. At the same time, the
same test subject sees good opportunities to incorporate future technologies with
the added functionalities. Examples are an eye in the sky or eagle eye drones, which
can quickly scan the area on contact and are able to detect dangerous elements like
IEDs. These elements could be drawn on the map and compared with the location
of the sections in the same way as is done for IEDs in the prototype.
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8.3.2 Implementation of the functionality that monitors the move-
ment of each section

Both test subjects indicated to recognize the added value for the PC in the func-
tionality that checks if sections are diverting from their route. They stated that it
enables the PC to understand the current situation better, even at a single glance.
This assured that the PC will not miss sections diverting from their route and there-
fore confirms CLO0O1. The subjects considered this especially useful in a similar
situation like the one that was used in the scenario, where the section diverted from
their route because they made contact with the enemy. In a situation like this, the
priority of the SC is to keep his section safe. This means that he won’t have time
to thoroughly communicate the situation to the PC. With this functionality, the PC is
already informed about the change in movement from the SC and the impact on the
mission. Even though he might not know the reason, he can already start to think
about the consequences and communicate to the fire support section that they need
to be able to keep providing suppression fire longer.

One of the test subjects mentioned that he liked the fact that the functionalities can
be turned off individually. This confirms CLO09 that which must assure that the PC
stays in control of which information he receives. The subject even mentioned that
he would like to be able to turn them off for individual sections in order to have more
control over the information that he receives or wants to neglect. As an example, the
subject added that it should not be forgotten that an SC can always divert from his
commanded route when he believes that this is needed. The SC can judge the en-
vironment with his own eyes, and it might look different from what the PC expected.
The ability to turn off the alerts for this functionality allows the PC to prevent the
alerts from continuously going off in such a case. The same subject mentioned that
it still remains useful in this case for the PC to know where the section is located
when the SC changes the route and what the change in time of arrival at the en-
emy’s position will be and that the functionality can help with that.

8.3.3 Implementation of the functionality that monitors the risk
of acute and future fratricide

Both test subjects indicated to believe that this functionality adds value to the PC.
They both argue that the predictive feature makes it a lot easier for the PC to prevent
a risk of fratricide, especially when an attack is executed over longer distances.The
fact that the PC can directly see the time before a risk of fratricide will occur plays an
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important role in this observation. This comment supports CL0O03 and CL004 that
state that a PC should be assured to never miss a (future) risk of fratricide.

For the acute risk of fratricide, one of the participants commented that the timing of
the alert is essential. When a section is experiencing a friendly fire, the SC will no-
tice this because they notice the bullets flying by; i.e. when they notice, it is already
too late. The test subject, therefore, suggests incorporating a buffer in the alarm: 10
seconds before this section enters a WDA, the alarm of an acute risk of friendly fire
should go off. This way the section should immediately stop moving forward and the
fire support section should also immediately stop shooting.

For the PC this information is very useful again, as he is not located at the location
where the risk occurs. The SC is able to hear the suppression fire, or see the bullet
impact. The PC again is reliant on second-hand information, which the handheld
is now providing him. At the same time, the stakes for the SC are perhaps even
higher than for the PC. When the SC misses this warning he can lose his own life
and that of his entire section. The PC’s own life will not be directly at stake during an
occurrence of friendly fire, although of course, the PC will do everything in his power
to not lose his men.

One test person mentioned a situation that should be included in the current imple-
mentation to limit false alarms even further. The subject was questioning whether
the current implementation allows a section to provide cover fire over the approach-
ing section. When elevation difference allows for this approach, like a ditch or a
valley, the fire support section can provide suppression fire by firing right over the
flanking section, without an alert for friendly fire being issued.

Finally, one test subject mentioned that it is important to make the information about
the risk of friendly fire also available for other platoons and the PC’s superiors. It
can happen that the movement of one platoon can cause a risk of friendly fire with
another. When this information is available for the other platoon, the callsign of the
section providing the risk should also be available in order to contact this section as
quickly as possible. In order to prevent friendly fire, this platoon could take cover
and wait on communication with either the Squadron Commander or the PC of the
other platoon.
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8.3.4 Implementation of the functionality that predicts IED loca-
tions and monitors these locations

The current implementation of the IED predicting functionality is perceived as less
effective. As expected, the subjects immediately questioned the technology behind
the IED predictions. After the research that achieved good results in predicting these
locations was mentioned, the opinion of both subjects was that this information (if
indeed possible to obtain) will be useful for the PC, especially because the handheld
is also monitoring whether sections are approaching the IEDs.

However, both test subjects remain skeptical about the use of predictions of IED lo-
cations. This also has a more psychological reason; when predictions are made of
locations for IEDs, humans tend to automatically think of other locations as IED free.
One of the former PCs had experience as an intelligence soldier and made the IED
predictions for multiple platoons himself. This subject mentioned that he had to keep
reminding the soldiers to which he provided the predictions to keep their eyes open,
also on locations where he did not predict an IED. This subject said that providing
the soldiers with predicted locations of IEDs can easily create a false sense of SA,
for which everyone has to be very careful. These statements create an interesting
discussion around claims CL005 and CL0O06 that state that the handheld will help
the PC invalidating his own prediction of IEDs and create a plan that anticipates the
presence of these IEDs.

The difficult thing with both claims is that the test subjects indicate that the IED
predicting functionality will create a false sense of SA. This means that the IED
functionalities can have the claimed effect on the PC: thinking that the plan avoids
IEDs because it avoids location predicted by the Raptor and having the sense of val-
idating the PC’s own predictions. However, as mentioned by the test-subjects, these
effects are likely to be based on a false sense of SA. Just like the IED functionality,
the claims therefore also need to be changed to accommodate for the risk of this
expected false sense of SA.

Both subjects mentioned that they would have liked to see the prediction of loca-
tions of IEDs be replaced with the identification of key areas. The subject says that
both parties (friendly and enemy) are interested in the same areas when fighting.
These areas provide good lines of sight (along which soldiers could also fire) and
high areas or buildings. When a section is moving to an area that is not yet secured,
it is very likely to make contact with enemy forces on areas like these. When these
areas are known, and the lines of sight/fire are drawn on the map as well, then this
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could help the PC a lot in determining a suitable approach for the area as well. The
false sense of SA might be less big of a deal here and these key areas seem fit to
be interpreted by Al technology as well. It will always remain the responsibility of
the PC to check the prediction, but the prediction could make it easier for the PC to
quickly identify the areas in the first place.

Finally, one of the subjects mentioned that the MoD is focussing on fighting against
near-peers (enemy of almost equal strength), which are less likely to use IEDs,
which reduces the practical added value of this functionality. At the same time,
near-peers are more difficult to fight, which makes it even more important to correctly
understand the terrain. A Raptor that identifies key areas on a map might help the
PC with this.

8.3.5 Using speech commands and auditory notifications

Both participants were positive about the possibility to receive auditory notifications
about important risks. However, the implementation of the auditory messages re-
ceived some criticism. Right now they are quite lengthy. In military communications,
there are different ways of communication for different levels of risk that the platoon
is currently experiencing. When these auditory notifications are given, the platoon
will be at risk, and because of the urgency of the message the notifications need
to be very brief. The PC will always have too much information available to contin-
uously process. Therefore the auditory notification should be as short as possible,
the so-called extra shortened communication protocol. Furthermore, auditory mes-
sages need to use unit-specific language. For example, the auditory messages in
the prototype reply with wilco (short for will comply). One of the test subjects (a
former member of the special forces) mentioned that the special forces never use
wilco, but use roger instead.

8.3.6 Scenario

One topic that was not included in the questionnaire that was used to guide the in-
terview, but was criticized in both user-test, was the scenario and execution of the
scenario. First of all, the way the platoon is moving is unrealistic. In a realistic sce-
nario, a platoon would never march in the middle of the street. They would march
on both sides of the street with spacing in between individuals so group members
are able to provide cover. At a large crossroads, the platoon would also never just
move around the corner. The PC will always send some scouts forwards to check
for danger after which the platoon follows.



106 CHAPTER 8. TESTING THE PROTOTYPE

Another comment that was made was that a platoon in an urban environment would
never cover such large distances on a single mission. The urban environment pro-
vides a lot of possibilities for danger. This means that risks are high, movement is
slow, and covered distances are small. A PC will let his sections enter buildings,
especially when he knows that the enemy is likely to be present. One of the test
subjects mentioned that a mission like this, in an urban environment, is most likely
not even performed by a squadron. The chosen scenario is much more realistic in a
rural environment.

Furthermore, a PC will never move on his own in a city. Even though this possibility
was given for a mission in a rural environment, one of the participants mentioned
that a PC will always stick with one of his sections in an urban environment. The
reason for this is the involved risk, which is just much higher in an urban environment
than in a rural environment.

8.3.7 Other feedback

One of the subjects mentioned that it would be useful to show to the PC how a sec-
tion moved to its current location and in which direction it is currently moving. This
helps the PC to predict the future state of the situation. Furthermore, the same test
subject highlighted the importance of sharing information between different layers
of command. The clearest example of this is that the information about the risks of
friendly fire is equally important for other platoons as for the sections of a single pla-
toon since friendly fire can also occur between different platoons or even squadrons.

The participants also provided some further insight into military action in an urban
environment. When a PC is preparing a mission he will always study the following
three elements: weather, terrain, and the enemy. Furthermore, not only the covered
distances are different between a mission in a rural area and an urban area differ;
the rules of thumb to engage an enemy differs as well. Where outnumbering an
enemy by three to one will suffice for opening fire on an enemy in a rural area, this
increases to one to eight, or even one to ten in an urban area. Finally, one participant
mentioned the importance of the gut feeling of commanders during warfare. The
subject indicated that it was not the superior intelligence that made the difference
between losing or winning battles in for example the war in Afghanistan, but the “7th
sense” of commanders. This “7th sense” is triggered by much smaller variables, like
the position of the sun and the presence of children on the street: When the PC has
to look into the sun during a fight, this is beneficial for the enemy, making it more
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likely for them to attack. When there were no children on the streets, their parents
were probably aware of a planned attack and kept their children inside.

8.3.8 Overview with respect to the claims

Table shows an overview of all the results with respect to the claims and takes
a closer look at claims for which the results allow for some discussion. In an earlier
iteration of the design, the parts of the design that related to CL002 and CLO11 were
discarded and therefore these claims will not be discussed here.

Claim Description status Comments
CLO01 |The Roptor reassures thot the PC will be aware of | confirmed  |Notifications can be understood and the presentation conveys the impact of

sections that diverge from their planned route the MMC at a single glance.

CLOO3 |The Roptor reassures thot the PC will be aware of |  confirmed  |Notifications can be understood and the presentation conveys the impact of
occurrences of acute risks of friendly fire the MMC at a single glance.

CLOO4 |The Roptor reassures thot the PC will be aware of | confirmed  |Notifications can be understood and the presentation conveys the impact of
future risks of friendly fire the MMC at a single glance.

CLOO5 |The Roptor reassures that te PC creates a plan Needs to be |Strictly takes, these claims are confimred, but the effect will occurs on a false
that anticipates on the presence of IEDs modified  |sense of SA. The subjects expect that these functionalities the PC less

CLOO6 |The Roptor reasures that the PC validates self Needs to be |attentive to these IEDs. To be of pratical use the claims needs to
made predictions of IED locations modified  |accommodate for the risk of this expected false sense of SA.

CLOO7 |The Roptor reassures that the PC does not not tested  |User-test was not suitable to test this but the subjects did mention that the
receive redundant notifications amount of alerts in the shown example was not redudant.

CLOO8 |The Roptor reassures thot the PC stays in control | confirmed  |One subject mentioned that even more control is prefered and would like to
of which information he receives be able to control every functionality for each section specific

CLOOS |The Roptor reassures thot the PC will alwoys able | confirmed  |Auditory alerts need to be communicated following the extra shortened
to interact with the Raptor. communication protocol

CLO10 |The Roptor reassures that the PC will not miss o confirmed |Notifications can be understood and the presentation conveys the impact of
section approaching a predicted IED located. the MMC at a single glance.

Table 8.1: Overview of how the results relate to the claims

8.4 Discussion

The results of the user-tests show that the designed functionalities are received
mainly positively. Both test subjects indicate to believe the functionalities will add
value to the PC in a practical scenario, that they will increase the PC’s SA and make
it easier to do so. In general, this means that it is advised to continue the develop-
ment of these functionalities for inclusion in the Raptor. The results of the user-test
already show a lot of ways to further improve the implementation of the functionali-
ties.

The results show that the functionality that monitors the movement of the sections
was very well received. The only suggestion that was made was to further improve
this functionality was to enable the PC to turn off this functionality for a specific sec-
tion. It might be useful to consider this in the next iteration, although it might also
require a more complex interface structure to control each functionality for each sin-
gle section. The challenge is to keep it clear for the PC which functionality is turned
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on for which section in that case.

The functionality that predicts the future risk of fratricide between sections was also
very well received. A suggested addition to this functionality is to include other pla-
toons and even squadrons in the calculation as well. This will require further analy-
sis of how this information should be presented at these levels and what information
they exactly need. It is likely to differ from the information that the PC needs, as
other levels have other goals and decisions to make. The functionality that monitors
for an acute risk of fratricide is also very useful but the timing of the alert should be
altered. By giving an alarm ten seconds before a section moves into the weapon
danger area (WDA) of another section, actual friendly fire can still be prevented.
When the alert is only given when friendly fire is already occurring, the notification
is already too late.

The most criticism was given on the IED predicting functionality. This functional-
ity was still considered to be useful, but the downside of the marked locations of
expected IEDs is that it can create a false sense of SA. At the same time, the rele-
vance of IEDs is decreasing as the MoD is focusing on fighting near-peers that are
not likely to use IEDs. This functionality might add more value to the PC when it
is used differently. The functionality could be used to predict so-called key areas,
that consist of locations with good lines of sight/fire and often include elevated ter-
rain and high buildings. It is clear that the IED predicting functionality needs to be
reconsidered and if the use of it will be changed to the interpretation of key areas,
this function has to be designed from the ground up.

The auditory notifications need to take the specific language used by different sec-
tions of the army into account. These differences need to be implemented correctly
in order to create a satisfying interaction. At the same time, there are also big differ-
ences between the environments in which a mission is executed. These differences
have implications for the added functionalities. It would be useful to keep their func-
tioning flexible. Enabling a PC to change certain thresholds, for example, could
enable the handheld to be useful in all scenarios as we have seen that distances
differ per environment. A PC could change these settings during the preparation
of the mission, but this prototype did not include ways for the PC to change these
settings.

At the same time, the comments of the users should not be taken as a holy truth.
The user-test was performed with only two former PCs, in an environment that was
not really interactive after all. The result should be interpreted more globally. The
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main implication of the user-test is that it seems to be worth it to invest more time
and resources in fully developing these functionalities, something that remained a
question until the user-tests. The important information here is that both users were
positive about the added functionalities to the handheld. These results should def-
initely not be interpreted as that the implementation of each function is perfect in
areas where no negative feedback was given on the implementation of certain func-
tionalities. More elaborated and quantitative testing is required to find out in which
way the actual design and implementation of the functionalities can be improved.

At the same time, the user-tests also provide interesting insights into the testing pro-
cedure of these kinds of designs of new functionalities. The best insight comes from
the evaluation of the functionality that predicts future risk of fratricide. This function-
ality was not included in the functional prototype but was only presented to the test
subjects as a still, at the corresponding time in the scenario. Nevertheless, the test
subjects were able to give feedback about this functionality equally as well as on
the other functionalities. This observation is not confirmed with the test subjects but
is based on the experience from the researcher during these evaluations. During
the semi-structured interviews, there was no difference between discussing the fu-
ture fratricide predicting functionality and the implemented functionalities. The true
power of the functional prototype was not used because of the last-minute need to
conduct the experiment online. The fact that a not fully interactive scenario could
also be used to perform the user-test and that this already yielded a lot of useful
feedback shows that less time could have been spent on the creation of the evalua-
tion artifact, as it is more interactive than was necessary.

The easiest way to evaluate the design would have been to evaluate it in the same
way as the future risk of fratricide has been evaluated right now. The scenario will still
be recorded in the mixed reality environment, just like the response of the handheld.
The design can then be applied to the occurring situation in a series of stills, or their
visual appearance can be programmed and triggered by a switch, leading to a non-
responsive prototype. This would save the coding of the logic behind the prototype,
which is by far the most time-consuming part. The power of the functional prototype
is its ability to respond to multiple situations. In this stage of development, this level
of flexibility was not necessary to collect relevant feedback on the design. However,
in later stages, this might be necessary, and at that point, a functional prototype will
be very useful.
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8.5 Conclusion

The conclusion of the user-test is that the reactions from the PCs are positive
enough to continue the development of the added functionalities and eventually in-
clude them in the Raptor. At the same time, the functionality that predicts the IEDs
should be reconsidered. It's (future) relevance should be re-examined and the risk
of providing a false sense of SA should be taken away or at least limited. At the
same time, it is recommended to look at another use of the functionality, namely to
identify so-called key-areas.

The final implementation should pay close attention to the details that play an impor-
tant role in the final implementation of the functionalities. These details entail both
the relevant army unit that is using the Raptor as well as the environment in which
the Raptor is used, whether that is an urban, rural, or another environment.

The user-test shows signs that the added functionalities indeed increase the SA of
the PC and also make it easier for the PC to obtain this SA. In more detail, both par-
ticipants indicate that added functionalities add the most value for comprehension
and projection of the current situation, which are the higher-order SA levels and was
exactly the goal of this project.

The final conclusion of the user-test is that the design could have been tested in
a more easy way. Where it was thought that an operational prototype was needed
to collect good feedback, this proved to be not even necessary. The functionality
to predict the future risk of fratricide could also be evaluated. Evaluating possible
new functionalities, in the same way, will save even more time in the development
process.



Chapter 9

Discussion, conclusion and future
work

9.1 Introduction

This chapter reflects and concludes on the design and development process that
was constructed for this project as presented in chapter [3| The results of the user-
tests, presented in chapter [8 are used to do so. Section starts off the dis-
cussion section by evaluating the composited method and discusses concepts that
relate the results of the user-study to the areas of artificial intelligence (Al) and deci-
sion making. The conclusion of this research project is presented in section [9.3]and
concludes the research questions and the answers that have been formulated in the
previous chapters. Finally, section [9.4]discusses possible ways to continue with the
design and implementation of the functionalities that were created in this project.

9.2 Discussion

9.2.1 The used methodology

The composite method presented in chapter [3| was used to answer the main re-
search question RQ1: "How can the current version of the Raptor be enhanced with
higher-order situation awareness components to increase the situation awareness
of the Platoon Commander during a hasty attack?”. This subsection first briefly re-
caps this composite method and continues to the lessons learned from the process.
Lastly, some remarks and made on the used method.
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Brief recap

This research project’s goal was to specifically add higher-level situation awareness
(SA) components to the Raptor. Previous research does not provide a methodol-
ogy that is aimed at designing and developing these components in particular. At
the same time, the hypothesis of the project was that higher-level SA requirements
could very well be generated by Al technologies. The strengths of Al technology
are classification and prediction, which are in line with the kind of information that is
represented by the higher levels of SA: comprehension and projection.

In order to still be able to add these higher-level SA requirements in particular, this
research project designed, used, and described a methodology that consists of a
combination of existing methods: Socio-Cogntive Engineering (SCE), Design for sit-
uation awareness (D4SA) and the Heuristic Evaluation (HE). The existing method-
ologies are combined to incorporate all the different aspects that are important in
designing to support higher-level SA. The resulting composite methodology was
already presented in chapter 3| and focuses on the following three concepts: SA,
Human Factors, and Al.

The SCE method is used as the main structure for the composite method. The D4SA
method provided both a method to better understand the needs and consideration of
the user (used in chapter [4]and [5), substantial SA oriented design knowledge (used
in chapter[6), and a method to measure the level of SA of a user (used in chapter|8).
The HE provided a method that allowed a first evaluation of the initial design without
the involvement of the target user (used in chapter[6). The combined methodologies
provided excellent ways to understand the user, to put this knowledge in context,
and to quickly test ideas and make iterations.

Lessons learned

The added value of a created composite method relates closely to the need for more
research on level 3 SA that is mentioned by Wickens [39] and Endsley [40]. Being
able to specifically create functionalities that will meet these higher-level SA require-
ments could benefit their researchability. The results from the user-tests at least
show promising results for this composite method. Not only did the test subjects in-
dicate to believe that the added functionalities increase the higher-order SA levels of
the Platoon Commander (PC) in particular, but they also indicate that they help PCs
to build their SA more easily since they made the current situation understandable
at a glance (level 2 SA) and indicated the impact on the rest of the mission (level 3
SA). For this reason the created composite method might be useful for other studies
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and design and development projects that are particularly aimed at higher-order SA
components. However, no hard conclusions can be drawn on this only involved two
participants.

The user-test results show indications of how well the composite methodology helped
in creating a good design and implementation. The best example of this is the fact
that some parts of the design that was created in chapter [5, but, due to time lim-
its, could not be realized in chapter [f], were mentioned as a suggestion by the test
subjects during the user-test. The most clear example of this is the trail of previ-
ous locations of a section that indicated how it reached its current location and a
movement vector that indicated in which direction this section is heading. The sub-
ject mentioned that these elements would make it more easy for him to predict the
movement of these sections and these design elements were a direct result of the
SA oriented design principles and design method and were never shown to the test
subject. That they these elements were mentioned shows how well this composite
method is able to create an effective and efficient solution and allows the designer
to understand the needs of the user.

At the same time, the design and implementation are well received even though user
involvement, in spite of being mentioned as indispensable for a Goal-Directed Task
Analysis, was limited in this study. This study only had the ability to involve a single
user once during the execution of the Goal-Directed Task Analysis (GDTA), and still
yielded a good (at least for this study detailed and extensive enough) result. This
shows that indirect sources can serve as an alternative to absorb the lack of user
involvement.

Finally, the way that the user-tests were performed allowed the test subjects to par-
ticipate from their home (which served as their working place during this study due
to the measures concerning COVID-19). This way of testing was expected to yield
less usable results as it was expected to be harder for the participants to understand
the created prototype. This is not visible in the result however and can be useful for
projects with limited user involvement like these. Enabling participants to partici-
pate online saves them traveling time to the test location and saves the test subject
time. The fact that participation in an experiment takes the subject less than two
hours instead of half a day could make it easier to find participants for these kinds
of projects.
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Remarks

A note has to be placed with respect to the effect of the added functionalities on SA.
The MARS technique [26] was used to measure the expected effect on SA. Although
this technique is developed as a subjective self-assessment device for training sce-
narios, the user-test performed in this project did not concern a self-assessment.
The test subjects were not performing the hasty attack themselves but had to ob-
serve how the mission was executed. However, However, the MARS is still used
because it provides a subjective measurement that is suited for training scenarios.
The test subjects have experience as a PC and it is therefore believed that they can
empathize with the PC in the virtual world and make a good estimation of how the
functionalities affect the SA of the PC.

The usefulness of the composite methodology is questioned the most by the feed-
back on the improvised explosive device (IED) predicting functionality. This func-
tionality received the most criticism from both test subjects. It could be questioned
whether this result shows some deficiencies in the composite methodology as it is
one of the results of the method.

However, the contrary should be considered as well. The IED functionality origi-
nated from a suggestion from the PC in chapter |5/ to have a prediction of enemy
elements. However, the target user does not have knowledge of human factors or
Al, and therefore the designer will always need to find a balance between a sugges-
tion from a target user and a possible implementation. In this specific case the result
was not received positively. On the other hand, the current project also contains a
lot of elements that were not even mentioned by the PC during the evaluation phase,
but were received very well, like the auditory messages and speech commands for
example. The point here is that the composite methodology is aimed at quick alter-
ations and experiments. This focus on evaluations and iterations, will quickly identify
these mistakes. It should therefore be argued that the identified issues with the IED
functionality show one of the strengths of the composite methodology: identifying
issues in an early stage of development. If time is directly spent on designing and
developing a functional product, and the criticism about the IED functionality was
found at the end of this process, a lot of work would have been wasted.

9.2.2 Artificial intelligence and Human Machine Cooperation

This project used (and simulated) two different kinds of Al. Some of these algorithms
were actually implemented (monitoring friendly fire, and monitoring the movement
of the sections) while others where simulated (IED prediction, eye tracker, and the
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conversational agent). The IED predicting functionality simulated a machine learn-
ing algorithm to come up with it's predictions, while the functionalities that check for
sections diverting and section causing a risk of fratricide used rule-based Al. The
reviews of the functionalities were mixed: the subjects were more reluctant to the
functionality that uses a machine learning algorithm, but were very positive about
the functionalities that used rule based algorithms. Both subjects immediately had
their concerns with how realistic the IED prediction were, but didn’t doubt the func-
tionalities that monitors the sections movement and risks for friendly fire

This result gets more interesting when this is compared with the earlier treated lit-
erature that indicates the tendency of humans to be somewhat reticent in believing
and using the outcomes of automated technologies [10]. The results of this study
suggest that a nuance is needed in this statement, as the automated rule-based
functionalities were not at all received reluctantly. Of course, the results are only
based on two subjects, but there might be a sound explanation for this difference
in acceptance of automated functionalities between rule-based algorithms and ma-
chine learning based algorithms.

The difference between a rule based algorithm and a machine learning algorithm
is that a rule based system is by definition easier for a human to understand. The
entire idea behind machine learning algorithms is that they can uncover and detect
patterns and trends in data that are not directly evident to humans [41]. Rule based
systems follow a defined set of rules, and all the conditions concerning these rules
can be checked by the PC, making it easier to validate the information produced by
the algorithm. The fact that machine learning algorithms produce information that
a human can mostly not produce in the first place, prevents the PC from validating
these results. In essence you could say that it is harder for a PC to detect flaws in
machine learning algorithms, compared to flaws in a rule based system. This could
explain why it might be easier for a PC to develop trust in a rule-based system in
comparison to a machine learning based system, considering the fact that trustwor-
thiness in Al is expected to reinforce and facilitate the collaboration between humans
and Al [10].

The fact that incorrect classifications or predictions are more difficult to detect in ma-
chine learning based algorithms is double as important when it is considered that
due to its statistical nature these machine learning algorithms always have a cer-
tain accuracy level, and therefore will also inevitably make mistakes. Since an IED
predicted on a location where none turns out to be (false positive) bears less direct
consequences than an IED on a location where none was predicted (false negative),
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these algorithms might be tweaked in order to sacrifice some accuracy in order to
specifically limit the amount of false negatives, but are very unlike to prevent entirely,
especially for complex predictions like IED locations. This combination of the diffi-
culty to detect mistakes and at the same time the need to expect mistakes is a toxic
combination in a situation where time is limited, stress levels are high, and where
mistakes can lead to the loss of life.

To discuss this topic even further, another fact may also play a role in this difference
in this particular project. When the monitoring (rule-based) functionalities are con-
sidered, it can be seen that the way that they are presented to the PC is actually
explanatory itself. Consider a section that diverts from its route for example. When
a PC receives a message that a section is diverting, the Raptor directly explains why
it thinks that this section is diverting: it draws the location of the section relative to
the route and the red line explains how the Raptor calculated the required extra time
to get back to the route. In its visual presentation the rule-based algorithm explains
how it ended up with its information and allows the PC to check this. When the IED
predicting (and machine learning based) functionality is considered, its presentation
is far less explanatory. This functionality just shows where it expects an IED and how
certain it is of this prediction. It doesn’t show factors that played an important role
in creating this prediction, like the fact that a location forms an important approach
route or cross road. This shows that explanations of Al can not only be conveyed in
a textual form, like presented by Garcia and colleagues [10], but that they can also
be conveyed visually. This is an important finding, since the common way of explain-
ing answers of Al step by step and in textual form is not suitable for situations like a
hasty attack where time is limited, stress levels are high and the consequences of
mistakes can lead to the loss of life [15].

This preference of the PC for rule-based, or at least verifiable, algorithms did not
only become visible in the reluctance towards the IED predicting functionality. The
suggestions that were made during the user-test to widen the prediction of enemy
elements beyond IEDs by including strategic locations on a map show this as well.
While explaining what he meant with strategic locations, the subject described them
very deterministic and based on a set of features. This way of describing these lo-
cations corresponds greatly to the characteristics of a rule-based system. It means
that a location on a map is considered important when it meets a set of pre-defined
requirements. This pull towards these rule-based systems might be explained by
their verifiability. It could be argued that the fact that rule-based systems are easily
explainable makes them better suitable to be used in environments that suffer a lot
from reluctance against outcomes of automated systems. Machine learning based
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algorithms might be harder to explain and therefore to trust, which poses additional
design challenges in the form of e.g. visualisation of the reasoning process of the
algorithm.

Another issue with Al is that it can be complex to realize in a final project. This fact
might be daunting at first sight and discourage designers to use these techniques
in their systems. However, one of the experiences of this project is that Al can be
simulated very well. The implication of this is that it becomes easy to transcend this
complexity and use the strengths that this technology brings with it. The best thing
about this combination is the fact that easy simulatable technology also allows for
quick iterations. That means that an envisioned technology can be quickly trans-
formed into a very effective solution even before a lot of programming has been
done.

Therefore this project advises once more to simulate the use of Al technologies dur-
ing the design and development phase of a project that wishes to use these tech-
nologies. The extent of this advice already became apparent in chapter[7, where the
question was raised if the evaluation artifact could be kept more simple (e.g. less
responsive). This notion was confirmed in chapter [8 where the user-test showed
that the future fratricide prediction functionality that was explained using a mock-up
could be equally well tested as the implemented functionalities that were turned into
a simulated but responsive prototype. Although it is already a common practice to
simulate digital solutions before they are developed, this once more presses on the
importance to test as simple as possible. The benefits of this will be twofold: First of
all it will allow for quicker iterations and faster progress of the design. Secondly it can
save a lot of money, as it is considered common knowledge that identifying issues
early in the design and development process saves massive amounts of money and
time in comparison to when the same issues would have been identified at the end
stages of development.

9.2.3 Decision making and human factors

One of the most promising results concerning decision making were the remarks of
the two subjects that the added functionalities did not only help to increase higher-
order SA levels, but at the same time are expected to lower the cognitive workload
that is needed to obtain these levels of SA. This suggests that the created solution
will support the PC in his decision making on two fronts at the same time: both an
increase in SA [1] as well as a reduction in cognitive load [18] are considered to have
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a positive effect on decision-making. Finally the presented functionalities increased
the decision-making performance of the PC even more by protecting the PC to the
risks of temporal narrowing; one of the known human strategies to deal with high
cognitive load, that can lead to the PC missing mission critical cues like the occur-
rence of fratricide [19] [18].

Of course, based on the performed user-test and the limited subjects, the conclusion
can not be drawn that the added functionalities indeed increase the higher-order SA
levels and decrease the cognitive load, but it does show reasons to further investi-
gate this. The mixed reality environment in which the handheld prototype has been
developed offers the ability to researchers to investigate these hypotheses under
circumstances mimicking a real-life scenario [4]. At the same time, recent develop-
ments in measuring cognitive load continuously and during physical activities could
allow us to investigate whether the solution indeed decreases the cognitive load or
not [42] [43].

One of the possible reasons why the developed functionalities might indeed de-
crease the cognitive load of the PC is that they adhere to the mental models that
the PC normally uses to cognitively compose level 2 SA. The monitoring functional-
ities improve level 2 SA by interpreting and combining different information sources,
which is exactly how Endsley describes that humans build level 2 SA themselves [1].
It sounds plausible that the monitoring functionalities automate a translation step of
the available information, that saves the PC cognitive processing and therefore work-
load. Generating this kind of information is relatively easy and is very well suitable
to do with a rule-based automated system, as mentioned in section

As trivial as it sounds to present information this way, the current trend that military
personnel need to analyze more data while the available time to analyze this infor-
mation decreases [20] shows indications that there might still be room for improve-
ment. As experienced in this research, the Goal-Directed Task Analysis performed
in chapter {4 highly contributed to the understanding of which information the PC
needs and why the PC needs this information. This analysis is therefore considered
to be one of the reasons that the functionalities are expected to actually lower in-
stead of increase the cognitive load needed to build SA.
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9.3 Conclusion

This study presents three concepts of functionalities that can be added to Raptor
and augment the SA of the PC. A combination of Socio-Cognitive Engineering, De-
signing for situation awareness, and heuristic evaluations have been used to identify,
implement and evaluate SA requirements in order to improve the SA of the PC. No
hard conclusions can be drawn because of the limited amount of test subjects, but
the positive responses of the experienced PCs indicate that the method used in this
study is very well usable to find ways to leverage the strengths of Al to add higher-
order SA components to an existing system. For that reason it is likely that the
method as presented and used in this study forms an answer to the main research
question of this study: "How can the current version of the Raptor be enhanced with
higher-order SA components to increase the SA of the PC during a hasty attack?”
With input from an experienced PC three SA supporting functionalities were selected
and implemented in a prototype to test the concepts:

1. Monitoring whether sections divert from their planned route: A rule-based
Al is used to monitor the movement of each section and alerts the PC either
visual or auditory when a section diverts too much from its route.

2. Monitor risks of friendly fire: A rule-based system monitors the location,
orientation and movement of all the sections and identifies and predicts when
a risk of friendly fire occurs. In that case the PC will be alerted either auditory
or visually.

3. Predicting and monitoring location on which an enemy has placed im-
provised explosive devices (IEDs): A machine learning based Al is used to
predict the most likely places for an enemy to place IEDs and a rule-based
system is used to check whether sections are approaching these locations.
The PC can take these locations in consideration during the formulation of a
plan of attack and is notified visually or auditory when a section approaches
the location of a suspected IED.

The user-tests show signs that the functionalities increase the higher SA levels, and
at the same time make it easier for the PC to build these SA levels. The predicted
risks of friendly fire and detection of sections that are diverting from their route were
perceived as valuable for the PC. It is important for the PC to correctly understand
the situation and detect cues that may have critical consequences for the execution
of the mission. The IED predicting functionality received mixed feedback. The ex-
perienced PCs questioned how realistic these predictions were and were worried
about a false sense of SA that it might create for the PC, making the PC oblivious
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for IEDs on other locations. Both subjects told that they already witnessed this effect
with man made predictions and at the same questioned how realistic these machine
made predictions would be. Both subjects suggested extending this functionality to
predict key locations on a map to make it more useful, since this information has
broader implication than IEDs. These locations could be a high building that serve
a vantage point or a bridge that forms an important logistic connection. Information
like this will help a PC in planning or re-planning an attack.

This study presents two ways of presenting information to the PC and introduces a
new interaction possibility with the Raptor. It was noticed that the PC is not always
looking at the screen of the Raptor. This study suggests the use of an eye-tracker
to monitor whether the PC is looking at the Raptor or not and uses a conversational
Al to send voice messages to the PC to make sure that PC does not miss mission
critical cues when the PC is not using the Raptor. The PC can also use this con-
versational Al to control the functionalities and turn each individual alert on or off.
These audio notifications were positively received, be it with the annotation that they
need to follow the extra short communication protocol due to the urgency of their
message and to prevent an overload on the radio channel.

This project showed that Al can be used to incorporate higher-order SA require-
ments in the Raptor. The results of the user-test suggest that the inclusion of these
higher-order SA requirements increased the SA of the PC and reduced the cognitive
load necessary to build this level of SA. However, future studies should verify that
this is indeed the case with more extensive user-tests. For these studies it will be
beneficial that the current prototype is created within a mixed reality environment
that can be used to let a subject execute a hasty attack in a real-life-mimicking set-
ting.

9.4 Future work

This project ended with the user-test of the envisioned technologies and presented
a composite method in order to create higher-order SA components. The question
remains what needs to be done with the results. In the first place, the results of
the user-tests show enough reasons to continue the development of the envisioned
functionalities, and it offers multiple ways to improve them. On the other hand, the
question remains in which other ways Al can improve the SA of the PC.

The next step in developing the functionalities would be to create a new interaction.
The IED prediction functionality needs to be reconsidered. A solution needs to be
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found for the risk of providing a false sense of SA or the functionality needs to be dis-
carded. It is important for the continuation of the design and development process,
that the prototype needs to be specified more and more. This level of specification
will help in realizing the final product. The details of the design and its implemen-
tation could be developed further. Elements of the design that could not have been
tested in this iteration should be included and the prototype should slowly be pre-
pared for a fully interactive evaluation.

At the same time, the question remains whether Al could be used to improve the SA
of the PC in other ways. The most likely answer is yes. The possible ways to im-
plement Al are very extensive, so it will be likely that other possibilities exist equally
well. This project specifically chose to incorporate Al to increase the higher levels
of SA. It made sense to do so, not only because of the good combination between
the strengths of Al and the kind of information of which higher-level SA components
exist, but also because level 3 SA has been found to be more predictive for human
decision-making performance [40].

A more specific question would therefore be to see if Al could increase level 1 SA
as well. Research namely shows that most decision-making mistakes originate from
level 1 SA requirements that are not noticed. However, the difficulty in this issue is
which role Al would play. According to Endsley [1], missing level 1 SA happens due
to a combination of multiple psychological factors like the capacity of the working
memory, stress, and attention that are all influencing each other. A possible solution
to make the PC miss less level 1 requirement would be to let Al help in directing the
attention of the PC. The drawback of this solution is that it takes away some auton-
omy of the PC and lets the Al decide what is important in that situation and what
not. Besides the fact that this is very difficult to do, it is also strongly discouraged.
Previous research shows signs that this will actually have a bad effect on the SA of
the PC [7].

Another way to let Al support the SA of the PC was suggested during a user-test.
Perhaps Al can be used to interpret the so-called key areas in an environment. This
information would help the PC to better understand the current situation and there-
fore would increase the second level of SA of the PC a lot. Doing so, it follows
the same principle as earlier in this project: adding higher-order SA requirements.
Besides the functionalities that are presented in this project, there probably exist
more possible higher-order SA requirements that still can be added to the Raptor.
Perhaps an elaboration on the GDTA will identify these. However, all these function-
alities will adhere to the same principle, which in my personal opinion still seems the
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most logical way to use Al to increase SA: compute higher-order SA requirements.
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Appendix A: List with all the D4SA
design principles

General design principles
1. Organize information around goals
Present Level 2 information directly - support comprehension
Provide assistance for Level 3 projections
Support global SA
Support trade-offs between goal-driven and data-driven processing
Make critical cues for schema activation salient
Take advantage of parallel processing capabilities
Use information filtering carefully

©® N kWD

Certainty design principles
9. Explicitly identify mission information
10. Support sensor reliability assessment
11. Use data salience in support of certainty
12. Represent information timeliness
13. Support assessment of confidence in composite data
14. Support uncertainty management activities

Complexity design Principles
15. Just say no to to feature creep - buck the trend
16. Manage rampant featurism through prioritization and flexibility
17. Insure logical consistency across modes and features
18. Minimize logic branches
19. Map system functions to the goal and mental model of users
20. Provide system transparency and observability
21. Group information based on Level 2/3 SA requirements and goals
22. Reduce display density, but don’t sacrifice coherence
23. Provide consistency and standardization on controls across different displays and
systems
24. Minimize task complexity

Alarm design principles
25. Don’t make people rely on alarms - provide projection support
26. Support alarm confirmation activities
27. Make alarms unambiguous
28. Reduce false alarms, reduce false alarms, reduce false alarms
29. Set missed alarm and false alarm trade-offs appropriately
30. Use multiple modalities to alarm but insure they are consistent



31.
32.
33.

Minimize alarm disruptions to ongoing activities
Support the assessment and diagnosis of multiple alarms
Support the rapid development of global SA of systems in an alarm state

Automation design principles

34.
35.

36.
37.
38.
39.
40.

41

Automate only if necessary

Use automation for assistance in carrying out routine actions rather than higher level
cognitive tasks

Provide SA support rather than decisions

Keep the operator in control and in the loop

Avoid the proliferation of automation modes

Make modes and system states salient

Enforce automation consistency

. Avoid advanced queuing of tasks
42.
43.
44,

Avoid the use of information queuing
Use methods of decision support that create human/system symbiosis
Provide automation transparency

Multioperator design principles

45.
46.
47.
48.
49.
50.

Build a common picture to support team operations

Avoid display overload in shared displays

Provide flexibility to support shared SA across functions

Support transmission to different comprehension and projections across teams

Limit nonstandardization of display coding techniques

Support transmission of SA within positions by making status of elements and states
overt



Appendix B: Nielsen’s nine heuristics

Simple and Natural Dialogue

Dialogues should not contain irrelevant or rarely needed information. Every extraneous unit of information
in a dialogue competes with the relevant units of information and diminishes their relative visibility. All
information should appear in a natural and logical order.

Speak the User’s Language
The dialogue should be expressed clearly in words, phrases, and concepts familiar to the user rather than
in system-oriented terms.

Minimize the User’s Memory Load.

The user’s short-term memory is limited. The user should not have to remember information from one part
of the dialogue to another. Instructions for use of the system should be visible or easily retrievable
whenever appropriate. Complicated instructions should be

simplified.

Be Consistent

Users should not have to wonder whether different words, situations, or actions mean the same thing. A
particular system action- when appropriate-should always be achievable by one particular user action.
Consistency also means coordination between subsystems and between major independent systems with
common user populations [7].

Provide Feedback
The system should always keep the user informed about what is going on by providing him or her with
appropriate feedback within reasonable time.

Provide Clearly Marked Exits

A system should never capture users in situations that have no visible escape. Users often choose
system functions by mistake and will need a clearly marked “emergency exit” to leave the unwanted state
without having to go through an extended dialogue.

Provide Shortcuts

The features that make a system easy to learn-such as verbose dialogues and few entry fields on each
display are often cumbersome to the experienced user. Clever shortcuts unseen by the novice user-may
often be included in a system such that the system caters to both inexperienced and experienced users.

Provide Good Error Messages

Good error messages are defensive, precise, and constructive. Defensive error messages blame the
problem on system deficiencies and never criticize the user. Precise error messages provide the user with
exact information about the cause of the problem. Constructive error messages provide meaningful
suggestions to the user about what to do next.

Error Prevention
Even better than good error messages is a careful design that prevents a problem from occurring in the
first place.
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1.0 Stay alive

1.1 Stay covered

Does my
current location
provide cover from
the enemy?

LEVEL1

- Location of the
enemy (

- Weapons of the
enemy

LEVEL 2

- Range of enemy
weapons

- Elements in
terrain that provide
cover

LEVEL 3

- Expected
behavior of the
enemy

1.2 Determine
own paosition on
the battlefield

1.2.1 Assess lflérﬁs;s:s
current location 2
locations
What is the What is the

trade-of between

provided info and

trade-of between
provided info and

posed risk of my posed risk of the
current alternative
location? location?
LEVEL 1 LEVEL 1
- Location of the - Location of the
enemy enemy
- Location of - Location of

friendly sections
- Information that
this locations
provides

LEVEL 2

- Range of enemy
weapons

- Elements in
terrain that provide
cover

LEVEL 3

- Expected
behavior of the
enemy

- Future locations
of friendly sections

friendly sections

- Higher located
ground

- Information that
this alternative
locations provides

LEVEL 2

- Range of enemy
weapons

- Elements in
terrain that provide
cover

LEVEL 3

- Expected
behavior of the
enemy

- Future locations
of friendly sections

2.0 Start mission with
prepared soldiers

{

2.1 Obtain
marching orders

Which men
will I give which
tasks and where
will I place
them?

LEVEL 1

- Physical status of
soldiers

- Mental status of
soldiers

2.2 Define initial

plan of

What should

the waypoint?

LEVEL 1

- Recent activities
in the region

- Information from
the SQC




3.0 Decide whether
or not to attack the
enemy

l

3.1 Complete
mission objective
while obeying rules of
engangement

Does
completing the
\»=( mission objective
require an
aftack?

LEVEL 1
- Mission objective

Under which
circumstances
and to what extend
may force be
applied?

LEVEL 1

- Rules of
engangement
(ROE)

A

3.2 Assess
possibilities to defeat
the enemy

|

Does the
encoutered enemy
match the briefed
information?

How does the terrain
possibly benefit me or
the enemy?

LEVEL1

- Number of troops

- Weapons of enemy
- Vehicles of enemy

- Explosives of enemy
- Skill level of enemy

LEVEL 2

- Signs of possibilities to
receive backup

- Techniques, tactics
and procedures of
enemy.

LEVEL1
- Enemy location
- Higher ground

LEVEL 2

- Different ways to
approach the enemy
- Possible hidden
enemy troops

- Range of enemy
weapons

4.0 Determine best
course of action

l

3.3 Determine own
position on the
battlefield (1.2)

4.1 Determine the
most suitable
approach

Is there enough time
to a flanking
maneuvre?

Y

|

4.2 Ensure that the
SQC is aware of
critical info

4.3 Determine region
in which fire support
can be provided

v

What is the status of
my current situation?

LEVEL 1

- Location of fire support
section

- Location of the enemy
- Updated info from
sQC

- Status of friendly
troops

- Ammunition level of
fire support section

- Casualties

LEVEL 2

- Elements in terrain
that allow for a covered
approach

- Possibilty to obtain
optimal angle with point
section (90°)

- Likelihood of a hidden
section

- Areas to avoid
because of risk on
fratricide

LEVEL 3

- Future locations of
friendly sections

- Expected behavior of
enemy

- Estimated time
needed for the flanking
section to reach the
enemy

- Duration for which the
fire support team can
provide cover by fire

LEVEL A

- Ammunition levels
- Casualties

- Prisonors of war

- Physical state of
troops

- SQC's approval to
start the execution of
the plan

¥

On what region
should the fire section
provide cover by fire?

LEVEL 1

- Ammunition levels
- Casualties

- Prisonors of war

- Physical state of
troops

- SQC's approval to
start the execution of
the plan




5.0 Defeat the
enemy

5.1 Ensure
that the plan
is know in
each section

Is phyically
meeting
everybody worth
the risk?

5.2 Assess if the
plan is executed
correctly

Will the
flanking section
end up on the

Are al sections
executing the
plan?

correct
location?

5.3 Assess
the risk on
fratricide

Is there a
change of
fratricide?

LEVEL 1,
LEVEL 1 - Location of LEVEL 1
- Location of DPC LEVEL 1 friendly sections - Location of
- Location of SC's - Location of the - Waypoints friendly sections
- Location of flanking section making up the - Safety angles for
enemy - Location of the plan each section
enemy - Location of the
LEVEL 2 enemy LEVEL 3
- Range of enemy LEVEL 2 i - Region in which - Future location of
weapons - Directionin fire support is friendly sections
which the flanking supposed to be - Moment at which
section is moving provided the fire section
needs to divert fire
LEVEL 2,
- Fire rate of the
fire support
section
LEVEL 3
- Time at which
the flanking
section will reach
the enemy
6.0 Set up secured
position
: ' !
: ; 6.2 Consolidate 6.3 Communicate
gigggﬂ:lzi 360 on the situation with
position sQC
v v

What
commands

fire base?

should I give the

Which position
would give me a
360 view on my
surroundings?

What is the
state of the
current
situation?

LEVEL 1

- Location of fire
base team

- Location of

position to secure

LEVEL 1

- Higher ground
- Elements in the
terrain that block
the sight

LEVEL 1

- Ammunition
levels

- Casualties

- Prisonors of war
- Physical state of
troops




Appendix D: Insights in the
consideration of a PC during a hasty
attack

The interview with the PC in which the preliminary goal structure was evaluated provided clear
insights into some of the important considerations that a PC makes during the execution of a
hasty attack.

All actions of the PC should be about leading and coordinating his sections

The first comment made by the former PC is that every PC has one major goal. This major goal
is not “to stay alive” or to “make a plan of attack”, but to lead and coordinate his sections. With
exceptions of drills (trained military procedures), the sections only perform actions when the PC
has given them the command to do so. This means that everything the PC does should finally
support the PC in leading and coordinating his sections. Staying alive and making a plan of
attack is only part of this.

Positioning in the battlefield

During all phases of the hasty attack, the PC is constantly reconsidering his position. This
consideration weighs the risk that his current position offers against the information that this
location provides him. To make a good plan and coordinate his sections well, he needs to have
access to the information components listed in the goal hierarchy like the terrain characteristics
and location of the enemy. The PC can access the majority of this information when located on
the frontline, but there is a high risk involved in staying at the frontline. Staying behind all the
sections is safer, but the PC is not able to access a lot of information needed to lead and
coordinate from this location. It is also not at all the case that the PC stays with a single section
all the time. The PC can position himself in between sections for various reasons. First of all, fire
tends to draw fire, increasing the risk that is involved with staying with a section, especially if
that section is firing on the enemy. Furthermore, on contact, the section will perform its drills as
an automated reaction. When the PC is staying with a section while they are performing their
drills, the PC can get in their way. If available, higher ground will often offer a good option to
position oneself. It favors the information that the PC can access and reduces the risk of getting
shot.

Asses the enemy force

The platoon received information about the enemy during the briefing. What weapons do they
tend to carry, with how many sections do they tend to move, do they have mortars? When
contact is made with the enemy this known information is compared to what is encountered.
The section under fire reports information about the enemy to the PC. If the PC notices
something that differs from the briefing (the presence of mortars while these were believed to be
absent for example) this is a reason to question the other information from the briefing. The
known tactics, techniques, and procedures (TTP) of the enemy are also taken into account in



this phase, which can help in determining a way to deal with the enemy. If the information the
PC received during the briefing is incorrect, then more time is needed to assess the actual force
of the enemy they are encountering.

Determine to attack or not

The most important factor in determining whether or not to proceed to an attack is the goal of
the mission. Some mission objectives are to locate enemy troops. When this is the goal of the
mission, a PC will hardly ever put his platoon in the danger of attacking the enemy.
Furthermore, the way in which the platoon will act also depends on the Rules Of Engagement
(ROE). These rules define the circumstances, conditions, manners, and degree of force that
might be applied.

Decide the approach direction for the attack

Making a flanking movement offers the best possibility to provide contact fire. However, it is not
always possible to make a flanking movement. One example is a very close enemy. Another
one is terrain that does not offer an option to make a flanking movement. Performing a flanking
movement creates the danger of fratricide with another platoon and within sections. When there
are casualties there might be no time to perform a flanking maneuver as the casualties need to
be retrieved as quickly as possible. During the creation of a plan of attack, the PC is estimating
how long the flanking movement will take and whether the required time is too much given the
current situation. Both estimations are made based on experience and gut-feeling, not on a
calculation.

One of the important elements in determining the available time is the level of ammunition of the
section providing fire support. This level of ammunition determines how long they can provide
cover by fire and therefore determines the time the flanking section has to reach the enemy.
How long this section can provide suppression fire is requested by the PC from the SC of the
particular section. Whenever a flanking maneuver is not possible, a frontal approach needs to
be made.

Making sure that everybody is aware of the plan for the attack

There are three possible ways to make sure that everybody understands the plan that the PC
has made for the attack. The first one is to physically meet all the commanders and the deputy
PC. This enables the PC to check very well whether everybody understands the plan correctly
and to look each other in the eyes before the attack is going to begin, but comes with a risk of
bringing all commanders together in a single location. The second option is to communicate the
plan via the radio. The SCs should be able to understand and envision the plan good enough
this way, that’s what they’re trained for. There is less risk involved, but it will be less clear to the
PC whether everybody indeed correctly understood his plan. The third option is only possible
with the new Raptor on which the PC can draw his plan for the SCs. This way the risk of
bringing all the commanders together can be avoided while the plan should be very clear to
everyone. The only downside is that the commanders cannot look each other in the eyes before
the attack begins, something that most commanders tend to prefer.



Coordinating the attack

During the attack, the PC is constantly monitoring if all the sections are moving accordingly to
the plan, and if there is no risk of fratricide between the sections. Often terrain that is difficult to
see through is chosen for a flanking movement as this allows for a hidden approach. At the
same time, this terrain is also difficult to move through. Therefore it often happens that sections
have difficulties with reaching the intended location. A section may end up right in front of- or
behind the enemy. The PC is constantly checking the location of the section concerning his
plan. At the same time, he needs to make sure that there is no risk of friendly fire between his
sections.



Appendix E: Use cases, requirements,
and claims



UCO0O01: A flanking section starts to diverge from the
communicated path

Objective = OBO1: Title
Actors SHO1: Platoon Commander (PC)

Pre- PC communicated the plan using the Raptor and the plan includes a

condition
flanking movement through difficult terrain. The section that started making the flanking movement
made some good progress.

Post- The PC is notified and gives a corrective command which should get the
condition
section back on the plan.

Action
sequence 1. The Raptor detects that the section’s distance from the communicated path exceeds the
threshold.
2. The Raptor checks if the PC is looking to the screen of the Raptor and detects that this is indeed
the case

3. The Raptor gives a visual signal that the section moved too far away from the plan by highlighting
the distance to the path and letting the icon of the concerning section glow.

4. The PC selects the section by pressing it. The previous locations of the section start to pop up.
He sees from the previous locations of the section that they indeed slowly got off course and
decides the give them correcting commands.

5. The Raptor picks up the commands from the PC and includes their current location in the plan
and starts to monitor their current location again.

Alternative steps

1.1 The Raptor detects that the section’s distance from the communicated path exceeds the
threshold.

1.2 The Raptor checks if the PC is looking to the screen of the Raptor and detects that this is not the
case

1.3 The Raptor checks if there is communication via the radio, and waits 5 seconds for silence (of 1
second) before it starts to communicate his vocal notification: Raptor for Romeo (short pause):
Section X if diverging from the plan. It might be useful to check their status with them.

1.4 The PC does not command the Raptor to stop monitoring the section and just gives the section
the command to return to the path.

Alternative steps:

2.1 The Raptor detects that the section’s distance from the communicated path exceeds the
threshold.

2.2 The Raptor checks if the PC is looking at the screen of the Raptor and detects that this is not the
case.

2.3 The Raptor checks if there is communication via the radio, and waits 5 seconds for silence (of 1
second) before it starts to communicate his vocal naotification: Raptor for Romeo (short pause):
Section X if diverging from the plan. It might be useful to check their status with them. Let me know if
you want me to stop the monitoring of section X.

2.4The PC does not command the Raptor to stop monitoring the section and just gives the section
the command to return to the path.

2.5 The sections respond that they are not able to do so due to the terrain. A group of rocks is laying
in their way.

2.6 The PC commands the Raptor to stop monitoring this section for a minute, as he thinks that the
section will be back on the original path by that time. Romeo to Raptor: stop monitoring section X for
1 minute.

2.7 The Raptor stops monitoring the section for 1 minute and starts tracking it once the minute has
passed.



UC002

A flanking section ends up behind the enemy line

Objective = OBO1: Increase Situation Awareness of the Platoon Commander
Actors SHO1: Platoon Commander (PC)
Pre- PC communicated the plan using the Raptor and the plan includes a
condition | flanking movement through difficult terrain.
Post- The PC is notified and gives a corrective command which should improve the position of the
condition = section.
Action
sequence 1. The Raptor detects that the flanking section has moved beyond the point at which they should
turn towards the enemy. The Raptor informs the PC. When the raptor is active it gives this
message visually. When the Raptor is not active it presents the message via a voice
command: Raptor for Romeo: It seems as if section A has moved too far North and is now
behind the enemy.
2. The PC contacts the section and tells it that they moved too far. The PC gives them some
correcting commands.
3. The Raptor adds their current location to their path and keeps tracking them if they do reach
the optimal spot this time.
4. The section stops at the optimal spot to approach the enemy and starts the attack.
Alternative steps:
1.1 The Raptor detects that the flanking section has moved beyond the point at which they should
turn towards the enemy. The Raptor informs the PC. When the raptor is active it gives this
message visually. When the Raptor is not active it presents the message via a voice command:
Raptor for Romeo: It seems as if section A has moved too far North and is now behind the
enemy. Let me know if | need to stop tracking this section.
1.2 The PC contacts the sections and tells it that they have moved too far.
1.3 The section replies that the location looks slightly different than expected and that they
temporarily need to travel slightly further North than to approach the enemy, but that they still
expect to end up in a good location to approach the enemy.
1.4 The PC commands the Raptor to stop tracking the specific section and consults his raptor.
1.5 At the same time he informs the section that is providing support fire to be aware of the
altered approach of the flanking section.
1.6 The Raptor informs the PC that the flanking section will walk into the fire of the section that
provides support fire in 30 seconds.
1.7 The PC commands the support fire section to start diverting its fire.
1.8 The flanking section appears quite as a surprise and defeats the enemy force.
UC  Requirements Claims
step
1 RQO002: Detect a section behind CLO002: The Raptor reassures that the PC will be aware of
enemy lines sections that end up behind enemy lines
1 RQO11: Detect when the PC is CLOO07: The Raptor reassures that the PC does not receive

looking at the Raptor redundant notifications



UCO003

Objective
Actors

Pre-
condition

Post-
condition

Action
sequence

Acute risk of fratricide

OBO01: Increase Situation Awareness of the Platoon Commander
SHO1: Platoon Commander (PC)

The Raptor detects an acute risk of fratricide.

The PC is notified and gives a corrective command which should improve the position of the
section

1. Section A is approaching the enemy that section B is providing fire on.

2. The moment section A gets in the fire zone of section B, the Raptor immediately
communicates this to the PC. Raptor to Romeo: Section A is having an acute risk on
fratricide. Directly advised to let section B avert fire to the east. When PC is looking at the
Raptor, also a very salient cue is immediately given.

3. The PC gives the command and section B indeed averts its fire. Luckily nobody from section
A was shot.

Alternative steps

1.1 Section A is making a flanking movement and approaching the enemy.

1.2 Section B was providing fire support but got relieved by section C, who has obtained a better
firebase.

1.3 After a while section A is closing in on its way to the enemy location, not aware of the
changed location from where support by fire is given. As a result, section A ends up in the line of
fire of C earlier then expected.

1.4 The Raptor notices this and immediately contacts the PC.

Raptor to Romeo: Section A is having an acute risk on fratricide. Directly advised to let section B
avert fire to the east. When PC is looking at the Raptor, also a very salient cue is immediately
given.

1.5 The PC gives the command and section B indeed averts its fire. Luckily nobodyfrom section A
was shot.

Alternative steps

2.1 Section A and B are both maneuvering towards the enemy.

2.2 Section B ran into an obstacle and needed to change its course. Five second ago the Raptor
already warned the PC that section B diverted from the route and that A en B will end up in
eachothers line of fire.

2.3 The PC commicated to section A and B to be extra cautious and expect contact with friendly
troops

2.4 Indeed, some seconds later, A and B make contact with eachother. Because of the warning
that was given by the PC to both the sections the Raptor does not give of an acute warning for
fratricide, as both sections are already aware of this risk.

Alternative steps

3.1 Section A and B are both maneuvering towards the enemy.

3.2 Section B ran into an obstacle and needed to change its course. Five second ago the Raptor
already warned the PC that section B diverted from the route.

3.3 The changed course changes the location and direction from where section B will approach
the enemy, and a building is now placed in between section A and section B.

3.4 The Raptor takes this building into account when detecting risks of fratricide and does not
notify the PC.



UCO004: Future risk of fratricide

Objective
Actors

Pre-
condition

Post-
condition

Action
sequence

OBO01: Increase Situation Awareness of the Platoon Commander
SHO1: Platoon Commander (PC)

PC communicated the plan using the Raptor and the plan includes a flanking movement.

The PC is notified and gives a corrective command which should improve the position of the section.

1. Section A is making a flanking movement and starts to approach the enemy.

2. Sections B is providing support fire on the enemy in order to give A enough time to make the
flanking movement.

3. Section A is finishing it's flanking movement and starts to approach the enemy. This also means
that they are moving towards the location of where section B is providing fire.

4. The Raptor estimates the time they reach the fire zone of section B and when this time reaches
the threshold value the Raptor notifies the PC. If he is watching at the raptor he will give the PC a
salient visual cue to signal him that section B needs to be careful and soon needs to start
diverting its fire. If he is not paying attention to the Raptor, the Raptor will give an audio alert.
Raptor to Romeo: Section A will reach the firezone of section B in 15 seconds. Advised to let
section B divert fire, over.

5. The PC contacts section B and orders them to divert fire.

6. Section A can safely approach and run over the enemy.

Alternative steps

1.1 Section A is making a flanking movement and starts to approach the enemy.

1.2 Section B is providing support fire on the enemy in order to give A enough time to make the
flanking movement.

1.3 Section A is finishing it's flanking movement and starts to approach the enemy. This also means
that they are moving towards the location of where section B is providing fire.

1.4The Raptor estimates the time they reach the fire zone of section B and when this time reaches
the threshold value the Raptor notifies the PC. If he is watching at the raptor he will give the PC a
salient visual cue to signal him that section B needs to be careful and soon needs to start diverting its
fire. If he is not paying attention to the Raptor, the Raptor will give an audio alert. Raptor to Romeo:
Section A will reach the firezone of section B in 30 seconds. Advised to let section B divert fire, over.
1.5 The PC ignores the message and does not command section B to divert its fire.

1.6 Since the Raptor did not hear a command to section B he warns again. Raptor to Romeo: Acute
risk on fratricide. Advised to let section B divert fire. If the PC is looking at the Raptor the audio
message is still given due to its risk, and the visual cue is made even more salient.

1.7 The PC contacts section B just in time and they avert their fire just in time.

ucC Requirements Claims

step

4 RQOO05: Predict a future risk of CLO04: The Raptor reassures that the PC will be aware of
fratricide future risks of friendly fire

4 RQO011: Detect when the PC is looking = CLOO7: The Raptor reassures that the PC does not receive
at the Raptor redundant notifications



UCO005

Objective
Actors

Pre-
condition

Post-
condition

Action
sequence

No-go zone due to location of other platoon

OBO01: Increase Situation Awareness of the Platoon Commander
SHO1: Platoon Commander (PC)

Section B made contact with the enemy and tagged their location. The Raptor predicted a future
risk of fratricide based on the location of the enemy and the friendly platoon.

The PC makes an alternative plan.

1. The PC is planning an attack on the encountered enemy. The enemy is located on the forest
edge of an open meadow. The PC sees a vegetated part of the location that enables one of
his sections to make a flanking movement.

2. He consults his Raptor to check the map and to see if this indeed provides a viable attack
option. After the enemy location is tagged, he sees that an area is marked on the maps and
he understands that he cannot send his troops here. Apparently attacking from that position
will lead to a risk of hitting friendly troops of the other platoon, of which the PC was not aware
of their position.

3. The PC discards the plan and opts for a frontal approach using the bound overwatch
technique.

Alternative steps:

1.1 The PC is planning an attack on the encountered enemy. The enemy is located on the forest
edge of an open meadow. The PC sees a vegetated part of the location that enables one of his
sections to make a flanking movement.

1.2 Section B is providing support by fire and the PC is not giving them any waypoints.

1.3 When he plans the flanking movement of section A, he selects the section and draws the
waypoints. When he selects section A he sees a no-go area behind the enemy. He understands
that this no-go zone is created because of the fire support provided by section B and sees
that is does not cause any trouble for his plan.

UC Requirements  Claims

step

2 RQOO07: Create = CLO11: The Raptor reassures that the PC will not make a plan which will not plan an
no-go zones attack that will cause friendly fire with another platoon.



UCO006

. Using the IED prediction function in the planning

phase
Objective  OBOL1: Increase Situation Awareness of the Platoon Commander
Actors SHO1: Platoon Commander (PC)
Pre- The platoon made contact with an enemy force of which it is known that
condition = they sometimes place IEDs
Post- The plan of the PC is avoiding COAs that include areas in which IEDs are
condition  placed
Action
sequence 1. Based on the environment the PC sees a nice opportunity to flank the enemy.

2. He checks his Raptor to verify this possibility on the map.

3. The PC notices that the Raptor expects that the enemy placed IEDs on the route that the PC
had in mind.

4. The PC comes up with a more difficult route to approach the enemy, but one on which there
are no IEDs expected. He estimates that there is enough time available to approach the
enemy using this route.

5. The PC communicates this plan plan to his sections

Alternative:

1.1 Based on the environment the PC sees a nice opportunity to flank the enemy

1.2 He checks his Raptor to verify this possibility on the map

1.3 The PC notices that the Raptor expects that the enemy placed IEDs on the route that the PC

had in mind.

1.4 The PC does not see another suitable route to approach the enemy and determines to

communicate the original approach, even though the Raptor expects that the enemy has placed

IEDs on that location.

1.5 When the PC draws in the waypoints, the Raptor lights up the IED that is on the path one

more time, to make sure that the PC noticed the predicted IED.

Alternative steps:

2.2 Based on the environment the PC sees a nice opportunity to flank the enemy.

2.2 He checks his Raptor to verify this possibility on the map.

2.3 The PC doesn't see any IEDs on the map. He is not sure whether this means that there are

no predicted IEDs or that the IED prediction function is turned off.

2.4 He checks in the menu wether the IED prediction functionality in turned on and sees that this

is indeeed the case.

ucC Requirements Claims
step
3 RQO008: Predict likely locations = CL0O06: The Raptor reasures that the PC validates self made

for IEDs predictions of IED locations



UCO007

Objective
Actors

Pre-
condition

Post-
condition

Action
sequence

Alerting a section that approaches an expected IED

OBO01: Increase Situation Awareness of the Platoon Commander
SHO1: Platoon Commander (PC)

The PC made a plan to attack the enemy and chose a flanking movement
that crossed an area of which the Raptor expects IEDs to be present.

The section is warned and approaches the location carefully

1. Section A is making a flanking movement. The PC communicated that he expects the section
to run into IEDs on their approach to the enemy. He gives them the approximate location.

2. Section A has made some progress in their approach and starts to get close to the expected
IED. The PC is looking at the Raptor and therefore the Raptor only gives a visual signal that
the section is within thresholding range.

3. The PC communicates this to Section A, which continues to move, but more carefully
searching for signs of IEDs.

Alternative steps:

1.1 Section A is making a flanking movement. The PC communicated that he expects the section
to run into IEDs on their approach to the enemy. He gives them the approximate location.

1.2 Section A has made some progress in their approach and starts to get close to the expected
IED. The eye tracker detects that the PC is not looking at the Raptor, even though the Raptor’s
screen is on. The Raptor sends an audio alert. Raptor to Romeo: section A is approaching
expected IED. Advised to proceed with caution.

1.3 The PC looks at the Raptor to check the location of Section A and communicates to them that
they are approaching an expected IED.

1.4 The section continues their approach but moves more carefully, looking for signs of IEDs.

Alternative steps:

2.1 Section A is making a flanking movement. The PC communicated that he expects the section
to run into IEDs on their approach to the enemy. He gives them the approximate location.

3.1 When section A is close to the predicted IED the PC communicates to them that they have to
proceed with caution.

3.2 The Raptor understands this and does not contact the PC again to remind him to warn
section A.

UC Requirements Claims

step

2 RQO11: Detect when the PC is looking CLOO08: The Raptor reassures that the PC stays in control of
at the Raptor which information he receives

2 RQO009: Warn the PC when a section is CLO10: The Raptor reassures that the PC will not miss a
approaching a suspected IED section approaching a predicted IED located.

2 RQO003: Send visual alerts CLO09: The Raptor reassures that the PC will always able

to interact with the Raptor.



RQO001: Detect a section diverging from its commanded
path

Specification The Raptor should be able to detect when a section diverges from its communicated path.

Use cases UCO001: A flanking section starts to diverge from the communicated path

RQO002: Detect a section behind enemy lines

Specification The Raptor should be able to detect when a section is moving too far and ends up behind enemy
lines.

Use cases UCO002: A flanking section ends up behind the enemy line

RQO003: Send visual alerts

Specific When the PC is looking at the Raptor while one of the functionalities detects an alarming situation the
ation Raptor should present the PC with a visual cue.

Use UCO001: A flanking section starts to diverge from the communicated path
cases
UC002: A flanking section ends up behind the enemy line
UC003: Acute risk of fratricide

UCO07: Alerting a section that approaches an expected IED

RQO004: Detect an acute risk on fratricide

Specification The Raptor should detect when there exists an acute risk on fratricide

Use cases UCO003: Acute risk of fratricide

RQO05: Predict a future risk of fratricide

Specificati The Raptor should be able to predict a future risk of fratricide.
on

Use cases UC004: Future risk of fratricide



RQO006: Include buildings in determining risk of fratricide

Specifica The Raptor should take building into account when determining and predicting the risk of fratricide
tion since buildings will stop bullets.

Use UCO003: Acute risk of fratricide
cases

RQO007: Create no-go zones

The Raptor should be able to draw no-go zones on the map based on the plans of other sections and the

Spec
ificati locations of other platoons. These no-go zones represent areas that will likely lead to a risk of fratricide.
on
Use | UCO005: No-go zone due to location of other platoon
cases

RQO008: Predict likely locations for IEDs

Specific The Raptor should be able to predict the most likely locations for the enemy to place IEDs. This

ation prediction is made based on the locations of buildings.

Use | UCO006: Using the IED prediction function in the planning phase
cases

RQO009: Warn the PC when a section is approaching a
suspected IED

The Raptor should be able to detect when a section is approaching a location where an |ED is

Speci
expected. This way it can be made sure that the section is approaching this location with caution.

ficati
on

Use  UCDOT: Alerting a section that approaches an expected IED
cases



RQO010: Limit the number of alarms

Specifi The Raptor should limit the number of notifications that it gives to the PC. Only useful nofifications
cation = should be communicated and redundant notifications should be prevented.

Use UCO01: A flanking section starts to diverge from the communicated path
. UCO002: A flanking section ends up behind the enemy line
UCO003: Acute risk of fratricide
UCO004: Future risk of fratricide

UCOO0T: Alerting a section that approaches an expected IED

RQO011: Detect when the PC is looking at the Raptor

Specification Detect when the PC is locking at the Raptor
Use cases UCO001: A flanking section starts to diverge from the communicated path
LC002: A flanking section ends up behind the enemy line
UCO004: Future risk of fratricide

LUCO007: Alerting a section that approaches an expected IED

RQO012: Turn off individual functionalities

Specifica The PC should be able to turn off individual functicnalities. This keeps him in control of the
tion notification that he wishes to receive.

Use UCO001: A flanking section starts to diverge from the communicated path
cases
UC002: A flanking section ends up behind the enemy line

UC006: Using the IED prediction function in the planning phase

RQO013: Show the alerts of a single section

Specification It should be possible for the PC to select a single section and see only the alerts that relate to this
section.

Use cases UCO001: A flanking section starts to diverge from the communicated path



RQO014: Understand voice commands

Specific = The Raptor should be able to understand voice commands. This enables the PC to interact with the
ation Raptor when the Raptor is tucked away.

Use UCO01: A flanking section starts to diverge from the communicated path
cases
UC002: A flanking section ends up behind the enemy line

UC003: Acute risk of fratricide

RQO015: Send audio alerts

Specif The Raptor should be able to send audio alerts in case the PC has not been looking at the Raptor for a
ication | while. This way the PC will still be able to get updated about important situations.

Use  UCO001: A flanking section starts to diverge from the communicated path
cases UCO002: A flanking section ends up behind the enemy line
UC003: Acute risk of fratricide
UC004: Future risk of fratricide

UCO0O7: Alerting a section that approaches an expected |IED



CL001: The Raptor reassures that the PC will be aware of
sections that diverge from their planned route

Ups
ide
Dow

nside

Use
Cas
es

The Raptor will send the PC a notification when a section is diverting from its planned route. This will
make the PC more confident about not missing these cues due to a high cognitive workload.

The alert that this functionality pushes can be conceived as annoying. It may also occur that the PC does
not fully trust the Raptor, making the notification lose its benefit and only causing extra distraction.

LUC001: A flanking section starts to diverge from the communicated path

CL002: The Raptor reassures that the PC will be aware of
sections that end up behind enemy lines

Up
side

Do
wn
side

Us
e

cas

es

The Raptor will send the PC a notification when a section is moving behind enemy lines. This will make the
PC more confident about not missing these cues due to a high cognitive workload.

The notification that this functionality pushes can be conceived as annoying. It may also occur that the PC
does not fully trust the Raptor, making the notification lose its benefit and only causing extra distraction
and workload.

UC002: A flanking section ends up behind the enemy line

CLO003: The Raptor reassures that the PC will be aware of
occurrences of acute risks of friendly fire

Up
side

Do
wn
side

Us

cas
es

The Raptor will send the PC a notification when an acute risk of friendly fire occurs. This will make the PC
more confident about not missing these cues due to a high cognitive workload.

The notification that this functionality pushes can be conceived as annoying. It may also occur that the PC
does not fully trust the Raptor, making the notification lose its benefit and only causing extra distraction
and workload.

UC001: A flanking section starts to diverge from the communicated path

UC003: Acute risk of fratricide



CLO004: The Raptor reassures that the PC will be aware of
future risks of friendly fire

Ups
ide
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Use
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es

The Raptor will send the PC a notification when it predicts a future nsk of fnendly fire. This will make the
PC more confident about not missing these cues due to a high cognitive workload.

The notification that this functionality pushes can be conceived as annoying. It may also occur that the PC
does not fully trust the Raptor, making the nofification lose its benefit and only causing extra distraction.
UC002: A flanking section ends up behind the enemy line

UC004: Future risk of fratricide

CL005: The Raptor reassures that te PC creates a plan that
anticipates on the presence of IEDs

Up
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The PC might feel more confident about the created plan when the PC can take the predicted locations of
IEDs into account.

The PC might start to trust the |ED prediction too much. Because of its nature, the prediction will by
definition not always predict the locations of the IEDs correctly. If the PC relies too much on the predictions
of the Raptor, this feeling of confidence might be misplaced.

UCO006: Using the IED prediction function in the planning phase

CL006: The Raptor reasures that the PC validates self
made predictions of IED locations

Up
side

Do
wn
side

Use
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es

Based on experience and gut feeling a PC will expect IEDs in certain parts of the environment. The IED
predictions of the Raptor allow the PC to validate these predictions.

The PC might be trusting his own predictions or the prediction of the Raptor too much. This can give him a
misplaced feeling of SA and make the PC too reluctant in looking for IEDs in locations where no |[ED was
predicted.

UCDD6: Using the IED prediction function in the planning phase



CLO007: The Raptor reassures that the PC does not receive
redundant notifications

U This functionality will make sure that the PC does not receive audio notifications while he is looking at the
p Raptor. This will reduce his mental workload and prevents alert fatigue. At the same time features in the
s implementation, like taking buildings into account when calculating the risk of friendly fire, should prevent
i false alarms as much as possible

de

D It might be unclear for the PC when he receives an auditory message and when not. Furthermore, the

o sensitivity needed to prevent redundant notifications and false alarms can overshoot and cause false

w negatives: mission-critical cues that are not communicated to the PC.

n

s

i

de

U  UCDO01: A flanking section starts to diverge from the communicated path

5

e UCD0Z: A flanking section ends up behind the enemy line

c

a UCO004: Future risk of fratricide
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CLO008: The Raptor reassures that the PC stays in control
of which information he receives

U When the PC is able to turn certain notifications off, he is able to focus on a certain problem better.
p Furthermore, it will keep the PC in control of what information he receives and what is not important at this

si moment. This will also enable the PC to obtain the information about a single section when he is interested in
de this section in particular.

b0 When a PC tumned off a single functionality he might not notify the occurrence of an important situation. This
can also happen when the PC turned a functionality off but forgot to turn it back on again.

w Focussing on a single section might cause the PC to miss alarming situations occurmming for another section.
n

si

de

=]

UCO001: A flanking section starts to diverge from the communicated path

u

5

e UCO002: A flanking section ends up behind the enamy line

€

g UCOO07: Alerting a section that approaches an expected IED
5
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CL009: The Raptor reassures that the PC will always able
to interact with the Raptor.

Up
side

Do
wn
side

Use
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This will make sure that the PC becomes able to interact with the Raptor, even when the Raptor is tucked
away. This happens when the PC is moving for example.

The solution for this will likely be that the Raptor will include more modalities to interact with the PC. This
could cause an overload if these modalities are already used by the PC, for example, audio for radio
communication.

UCO001: A flanking section starts to diverge from the communicated path

UCO002: A flanking section ends up behind the enemy line

UCO003: Acute risk of fratricide

UCO004: Future risk of fratricide

UCO006: Using the IED prediction function in the planning phase

UCO0O07: Alerting a section that approaches an expected IED

CLO010: The Raptor reassures that the PC will not miss a
section approaching a predicted IED located.

Ups
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Use
cas
es

The Raptor will send the PC a notification when a section is approaching an IED. This will make the PC
more confident about noticing these situations.

The notification that this functionality pushes can be conceived as annoying. It may also occur that the PC
does not fully trust the Raptor, making the notification lose its benefit and only causing extra distraction.

UCO001: A flanking section starts to diverge from the communicated path

UCO007: Alerting a section that approaches an expected IED



CLO011: The Raptor reassures that the PC will not make a
plan of attack that will cause friendly fire with another
platoon.

u
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The Raptor knows the locations of friendly platoons as well. When an enemy is drawn on the map the
Raptor will indicate an area from which the PC should not flank the enemy. Flanking from this direction
would result in a risk of inducing friendly fire with a friendly platoon.

Coordinating this is the task of the Squadron Commander. This extra information might clutter the display of
the Raptor

UCO005: No-go zone due to location of other platoon



Appendix F: Heuristic evaluation results

Identified usability issues

Simple and Natural Dialogue

1.

w

Red is used a lot in the warning symbols. When these warnings happen close to an enemy unit
(which is also red), the symbols can easily overlap and the red color can lose its salient function.
The unfolding menu structure takes up a big part of the screen.

The symbol for diverging from the plan is unclear.

The symbol to open the menu of added functionalities relates to how this function works
(automatically), instead of what the functionality actually does: giving alerts.

The action of holding a button to open up another functionality is not yet used anywhere else in
the Raptor.

The audio notifications use a lot of formal language.

The use of the text “B.0.B.” in the fratricide risk icon is unclear.

Speak the user’s language

Minimize the user's memory load

8.

10.
11.

12.

13.
14.

Due to the shape of the triangle it is ambiguous on which way a section is looking that is not
moving.

The function that monitors the execution of the plan shows the time that it takes a diverged
section to return to the plan. The important information here is the effect on its ETA on the
location from where it can attack the enemy, but this is not shown.

The WDA in the visual alert for a future risk of fratricide is not salient enough.

The progress bar that indicated how long a monitoring function is still turned off does not add
extra information

When a section has a future risk on fratricide with two other sections, only the most urgent is
made salient.

The display will be very cluttered when multiple alarms go off at the same time.

Audio notifications are presented via the voice channel, which is normally occupied a lot.

Be consistent

15.

16.

17.
18.
19.

20.
21.

The red arrow in the warning that a section ended up behind enemy lines is not consistent. Red
normally means danger or do not do this, however, here it means: go this way as quickly as
possible.

The triangle with the exclamation mark is also used in the interface for tagging an enemy and
therefore has two different meanings.

The location of a section is indicated differently from the location of an enemy.

The grid lines of the map look like the line that is used to indicate the border of the enemy line.
Important areas, like the no-go zone and the WDA's during a (future) risk of fratricide, are
displayed in different ways.

The concerned section is not highlighted in the warning of a section moving behind enemy lines
A red dashed line is used to indicate the enemy front line and to indicate the relevant edge of the
WDA when there is a risk of fratricide.



22. The no-go zone is not always visible when the enemy is drawn.

23. No suggestions to solve a problem are given, except for when a section ends up behind the
enemy line.

24. The red color of the warning symbols can create confusion as red is normally a color that is used
to indicate enemy groups.

25. The bot menu does not open up on the side like the other functionalities.

26. In some situations an increase in size is related to importance while in other situations a change
in opacity implicates importance.

27. A section gets outlined by a red line when it is selected and when an alert is given for this section.
However the red outline does not mean the same thing.

Provide feedback
28. The Raptor does not reply to a voice command of the commander. Therefore the commander
does not know if the Raptor understood him and if the settings are changed or not.

Provide clearly marked exits

Provide shortcuts
29. When the Raptor presents the salient view for ten seconds, there is no way that the commander
can return to the overview quicker.
30. There is no easy way to remove all waypoints for a section.
31. Itis not possible to move around objects like waypoints or an enemy location.

Provide good error messages

32. The Raptor does not give any error messages. It can happen that the Raptor does not
understand the command, but it will not communicate this to the PC.

Prevent errors
33. When the waypoint button is pressed and a section is selected, the other sections do not grey
out. This can lead to a PC entering waypoints for the wrong section.
34. When a waypoint is placed, the Raptor does not show the PC how far a section can diverge from
this waypoint without receiving an alert.
35. The Raptor does not warn the PC when he tries to place a waypoint behind the enemy line.



ISSUE EV1 EV2 EV3 EV4

1 X
2 X
3 X
4 X
3 X
6 X
7 X
8 X X
9 X
10 X X
11 X
12 X
13 X
14 X
15 X
16 X X
17 X
18 X
19 X X
20 X
21 X
22 X
23 X
24 X
25 X
26 X
27 X
28 X X X
29 X X
30 X
31 X X
32 X
33 X
34 X
35 X X

Issues
identified.: 11/38 15/38 10/38 9/38



Appendix G: Questionnaire used during
the user test

Mission Awareness Rating Scale (MARS)

The first four guestions deal with the ability of the Raptor fo support in the detection and understanding
of important cues present during the mission.

1.

Flease rate how well (expected) the Raptor helped to identify mission critical cues in the mission
O] very well - able to identify all cues

[ fairly well — could identify most cues

[C] somewhat poorly - many cues hard to idenfify

[C] very poorly - had substantial problems identifying most cues

Flease rate how well the Raptor helped to understand mission critical cues in the mission
[ very well - fully understood the situation as it unfold

[ fairly well - understood most aspects of the situation

[} somewhat poorly - had difficully understanding much of the situation

O] very poorly - the situation did not make sense to me

Please rate how well the Raptor helped to predict mission critical cues in the mission
] very well - could predict with accuracy what was about to occur

[ fairly well - could make accurate predictions most of the time

[[] somewnhat poorly - misunderstood the situation much of the time

[ very poorly — unable to predict what was about to occur

Flease rate how well the Raptor helped in deciding how ro best achieve the goals of this mission
0] very well - knew how to achieve goals at all fimes

[ fairly well - knew maost of the time how to achieve mission goals

] somewhat little - was not aware of how to achieve some goals

] very little - generally unaware of how to achieve goals

The last four questions deal with the mental effort required to detect and understand important cues
present during the mission by using the Raptor.

5.

6.

7.

How much helped the Raptor in reducing the mental effort needed for identifying or detecting
mission-critical cues in the mission?

] very much - using the Raptor made me identify relevant cues with little effort

[C] fairly much — using the Raptor made me identify relevant cues, but with some effort required
[[] somewhat little - using the Raptor took some mental effort to identify most cues

[ very little - using the Raptor took me substantial effort to identify relevant cues

How much helped the Raptor in reducing the mental efiort needed for understanding what was
going on during the mission?

[[] very much - using the Raptor made me understood what was going on with little effort

[[] fairly much - using the Raptor made me understood events with only moderate effort

[[] somewhat little - even with the Raptor some aspects of the situation were hard to comprehend
] very little - even with the Raptor most or all aspects of the situation were hard to understand

How much helped the Raptor in reducing the mental efiort needed for predicting what was about
to happen during the mission?

[C] very much - using the Raptor made me predict what was about to happen with little or no effort
[C] fairly much - using the Raptor made me predict what was about to happen with moderate effort
[[] somewhat little — using the Raptor, substantial effort was required for many prediction

] very little — using the Raptor, substantial effort was required on most or all prediction.



&. How much helped the Raptor in reducing the mental efiort needed in deciding how ro best
achieve mission goals during this mission?
] very much - using the Raptor, no or little effort was needed for all decisions
[ fairly much - using the Raptor, moderate effort was required for most decisions
] somewhat little — using the Raptor, substantial effort was needed for some decision
] very little — using the Raptor, most or all decisions required substantial efiort.

Usability evaluation of current implementation

9. The meaning of the aleris from the ._. functionality was very clear to me

1 = Sfrongly disagree | 2 = Disagrae 3= Meutrsl 4= ggres 5 = strongly agree
IED 1 2 3 4 5
FRoute monitoring 1 2 3 4 5
Fratricide detection 1 2 3 4 5
Fratricide prediction 1 2 3 4 5
Comments:

10 | found the amount of alerts that given by the ... functionality too high

1 = Sfrongly disagree | 2= Disagree 3= Meutrsl 4= ggres 5 = strongly agree
IED 1 2 3 4 5
Foute monitoring 1 2 3 4 5
Fratricide detection 1 2 3 4 5
Fratricide prediction 1 2 3 4 5
Comments:

10 | found fhe way in which alerts were given by the ... functionality pleasant

1 = Strongly disagree | 2 = Disagree 3= Meutral 4= agree 5 = strongly agres
IED 1 2 3 4 5
Route monitoring 1 2 3 4 b
Fratricide detection 1 2 3 4 5
Fratricide prediction 1 2 3 4 5
Comments:

Applicability evaluation in a real scenario

10. | beligve that the function that predicts the locations and likelihood of IEDs will benefit Platoon
Commanders on a real battlefield.

[ 1 =Strongly disagree | 2 = Disagree [ 3= Meutrsl [ 4 = agree | 5=strongty agres |

| would use this technology slightly different so it would be more suitable on a real battlefieid,
namely to / in the following way:




11

12

13

I believe that the function that monitors whether sections are following the communicated route will
benefit a Platoon Commander on a real battlefield.

| 1 = Strongly disagree | 2 = Disagree | 3 = Meutral | 4 = ggree | 5 = strongly agree |

I would use this technology slightly different so it would be more suitable on a real battlefield,
namely to / in the following way:

| beligve that the function that monitors the acute risks of fratricide will benafit a Platoon
Commander on a real battlefield.

| 1 = Strongly disagree | 2 = Disagree | 3= Meutral | 4 = agrae | 5§ = strongly agree |

I would use this technology slightly different so it would be more suitable on a real battiefield,
namely to / in the following way:

| believe that the function that predicts the risks of fratricide in the near future will benefit a Platoon
Commander on a real battlefield.

[ 1 =Strongly disagree | 2 = Disagree [ 3= Meutral [ 4= agree | 5=strongly agree |

| would use this technology slightly different so it would be more suitable on a real battlefield,
namely to / in the following way:



