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Abstract

One of the biggest problems of today, is the spread of fake news. More and more people are
getting exposed to fake news and might make wrong decisions because of it. In this thesis, the
goal is to find an automatic way to separate fake news articles from real articles, which could
be used to stop this spread. To do this, the credibility of an article will be looked at, in order to
determine if an article is real or not. An algorithm was created, to determine the credibility, based
on the author, publisher, and listed references. These article attributes would be compared with
other datasets on the internet, and an estimation of the credibility would be given. If an article
were estimated as credible, it would also mean the content would be true. Through testing, an
F1 score of .75 was found, with the true positive being detecting a real article as real. This result
shows that there is a potential for using credibility, to verify an article as real. The credibility
was also used to detect fake articles as fake, and an even higher F1 score was found, but because
testing was done with limited data, and a non-credible source could still speak the truth, this
result would be considered as inconclusive. Even though this is the case, being able to detect
real news is a big part of the puzzle, in trying to stop the spread of misinformation, and thus the
results from this thesis can be considered a step forward in solving the problem of fake news.
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1. Introduction

1.1. Problem statement

One of the big problems of today is the increase in the spread of fake news. With all our current
technology, it has become possible that anybody’s voice can be heard. Generally, this is a good
thing, and it is benefitting society in a lot of ways. However, it turns out that this also has a
downside, namely the fact that also any lie can be heard. People make up stories, because of
financial reasons, political reasons, or otherwise, and use these stories to convince others. This
telling of lies in itself is not that big of a problem, as long as the target audience is small, but
due to the scale of the internet, its audience could be the whole world. Combine this with the
fact that most people have difficulty in determining if an article is true or not, and you have a
problem. In a psychological experiment about lie detecting [1], it was found that only 54 percent
of all participants were able to separate a lie from the truth. This is only a little more than chance,
which indicates the difficulty is quite large.

Besides the spread, and being unable to separate truth from convincing lies, there is also the
problem of living in a so called bubble. Today, people get most of their information online, and
this results in another big problem, namely polarization. The big internet companies try to make
as much money as possible, and to do this, they recommend stuff you might like, so they can keep
your attention, and show you their ads. The problem with this, is that the user only sees content
that he or she agrees with, because the user does often not care about viewpoints different from
itself. By repeatedly showing the same type of articles, and thus confirming the user’s beliefs, the
user starts to believe that what he or she believes is the only truth.

To give an idea of the scale of the problem is, a few examples of the problems that fake news has
caused, in response to COVID-19 outbreak, can be looked at. When the first signs of an outbreak
of COVID-19 were showing, a fake news article spread around on social media, that stated the
cause of the virus were the new 5G cell towers that were recently installed. Because of this, people
started setting these towers on fire, because they believed destroying these towers would stop the
outbreak. Another example related to COVID-19, was refusing to adhere to the rules that were
implemented to slow the spread of the virus. A fake news article had stated that COVID-19 was
not real, and was a lie created by the government to control the people. By making people believe
this, and thus leading to them not adhering to the rules, it might have caused other people to get
infected, and it might even have been the cause of death for some.

1.2. Possible solution

A way of solving the problem of fake news, would be to limit the exposure to it. Due to the
importance of the problem, already a lot of research has been done, to detect if an article is fake or
not, because if you know an article is fake, you can try to stop the spread. However, since fake
news is still a big problem, and seems to become an even bigger problem, it is very important
do more research about detecting fake news. Thus, in this thesis, the goal will be to make a step
forward in the detection of fake news, so that hopefully one day, websites could have fake news
filters build in, and thus limit exposure.
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1.3. Research question

When looking at related work, most work focuses on finding patterns in fake news. However, the
most effective method today is still people manually fact checking articles. The problem with this
method, is that it does not scale. If it would be possible to automate what these fact checkers do,
it could have a lot of potential in solving the problem. Fact checkers determine if something is
real, by cross-checking facts, and by determining the credibility. Since cross-checking is still quite
difficult with today’s technology, the goal in this thesis will be to find out if credibility could help
solve the problem. This leads to the following research question:

What is the potential of using an articles credibility
to determine if an article is fake news or not fake news?

1.4. Outline

In this thesis, first the state of the art will be described. There, a definition of the term fake news
will be given, related research will be looked at, and related work will be described. After this, the
methods and techniques for answering the research question will be explained. Following the
methods and techniques chapter, chapter four will describe the ideation process, chapter five will
give a specification, chapter six will be about the realization, chapter seven will be the evaluation,
and finally chapter eight will give a conclusion, and an answer to the research question. After this,
also some potential future research will be discussed.
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2. State of the art on fake news detection

In this section, the goal is to find what the current state of fake news detection is, related to the
scope of this thesis. In order to answer this question, the state of the art will be divided into three
subsections, where the first section will be about the definition of fake news, the second section
will be about what methods are currently being used to identify fake news, and the third section
will be about what implementations are currently used.

2.1. Defining fake news

To find a possible solution for fake news, it is important to get a good understanding of the
problem. To get a better understanding of the problem, the term fake news should first be better
defined. The term fake news does unfortunately not have a universal definition. Fake news has
been defined as “a news article that is intentionally and verifiable false” [2], “a news article or
message published and propagated through media, carrying false information regardless of the
means and motives behind it”[3], “misinformation”[4], “satire news”[5] or “improper stories”[6].
From all these definitions, a general broad definition for fake news can be defined.

Definition 1. (Broad definition): Fake news is false news.

With this definition, it becomes clear that fake news is news that is not factually correct, but this
is still too broad to be able to actually address the problem that needs to be solved. With his
definition, it could also mean that fake news is an article with an accidental mistake in it. This is
unfavorable, but not the big problem that needs to be solved. To make the definition narrower,
also something about the intention should be mentioned in the definition. The motivation for
creating fake news can be divided into three categories, namely for political reasons, as a way to
earn money, or to have fun [7]. From all these motivations can be concluded that the reason for
creating fake news is always for the writer’s personal gain, and thus always intentional.

Besides looking at intention, also something should be mentioned about where the news comes
from. If a satirical site publishes an article that is not actually factually correct, it should not be
classified as fake news. Only when a publisher also publishes factual correct information, like a
news site, or social media, the term fake news can be used. From these stricter specifications, a
more narrow definition of fake news can be defined.

Definition 2. (Narrow definition): Fake news is intentionally false news published by a news outlet.

2.2. Fake news detection methods

In the last number of years, there has been already a lot of research done on the identification of
fake news, to prevent people from making the wrong choice due to misinformation. However,
as fake news is still around today, it shows that there is not a good solution yet [8]. Due to the
scale of the problem of fake news, it is of utmost importance to try to find a possible solution,
but to do this, it will be necessary to get insight into methods that have shown potential already.
Therefore, the main goal of this literature review will be to give insight into the question: what
proven methods have been found to detect fake news?

When looking at fake news detection, the ways of detecting fake news can be divided into
two groups, human intervention, and the use of algorithms [9]. In this literature review, a few
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algorithms that have been successful will be described. This will be divided into two sections,
where the �rst section is about detection based on linguistic features, and the second section is
about detection based on network analysis. Due to the importance of automation, because of
scale and reliability[ ?], the section about algorithmic detection will be the main part of the review.
However, something will also be said about the use of human intervention, in the third section.
After that, a conclusion to the research question will be given.

2.2.1 Linguistic analysis

When looking at the algorithms, they too can be divided into two categories. One of these
categories is looking at linguistic features. In a recent research about analyzing micro blogs, the
way words were used together, could determine if a post were credible or not credible [ 10]. To
see if something were fake, they looked at many different combinations of words, and when
the combination was a bit weird, it would classify as fake. With all these different combinations
extracted from the text, the researchers were able to train a machine learning program, which
made it possible to run an automatic credibility assessing method, and thus mark articles as fake
or not. Besides looking at the combination of different words, also determining the type of words
that are used, can be a way to classify if an article is fake or not. It turns out that, if many words
are used, that indicate for example exaggeration, falsi�cation, deception, or omission, then there
is a good chance that the text contains false information. In a recent research, researchers found
that creating a model using these words that indicate the fakeness of a text, they were able to
create a model with up to 74 percent accuracy in detecting fake news [ 11]. Another way of doing
a linguistic analysis, is not just looking at the words, but also looking at the sentence they are in,
so called deep syntax. The use of deep syntax has also shown a lot of promise in the �ght against
fake news [6]. With deep syntax, the structure of a text is analyzed, meaning that they look at
how a sentence is written, and how it �ts in the text. This is done by transforming the sentences
into a set of rewritten rules, which in turn are rewritten into a parse tree. From this parse tree, a
probability of fakeness can be calculated, and this probability seems relatively accurate. To give an
indication, a recent research showed that this method has shown a detection rate of 85-91 percent
accuracy [12].

2.2.2 Network analysis

The other category where an algorithm has shown a lot of promise is network analysis. In this
case the link between different datasets is analyzed. One implementation of this, is a research
about fact checking on Wikipedia [ 13]. In this research, a graph was created, and each node was a
factual statement, extracted from Wikipedia. Statements that were more consistently true, received
a higher ranking then statements that were not consistent. With this ranking, an algorithm could
run, and determine if an article on Wikipedia was fake or not. For this research, the scope was
only the Wikipedia website, which is still relatively small, but due to the success in detecting
truthfulness on Wikipedia, it also shows a lot of promise in the real world. Another approach of
using network analysis, was research about determining if a message posted on social media was
fake, by looking at the users who liked the post [ 14]. The research used a combination of two
classi�cation techniques to determine the likelihood of a user liking fake posts. One technique
was creating a model that could make an accurate guess about the likelihood of a user to like
fake news, based on the user's previous liked posts. The other technique was based on a Boolean
crowd-sourcing algorithm that could help when there was not enough information about the user.
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With these classi�cations, it was possible to create a machine learning program, and even with
a relatively small dataset, they were able to obtain a classi�cation accuracy exceeding 99Finally,
another way of using network analysis, is to look at the amount of hits an article gets when
queried in a search engine [15]. Depending on the amount of hits it gets, it makes assumptions
about an article. If the amount of hits does not exceed a threshold value, it gets classi�ed as fake,
and if it does, it is assumed the article is real. This method has shown promise and is relatively
easy to implement. However, if a fake article has spread too far over the internet, it is less likely
that the analysis still works.

2.2.3 Crowdsourcing

Next to text analysis, there is also another method to see if an article is fake. This method is using
an algorithm derived from crowdsourcing. Crowdsourcing is an interesting method because it
lets the users identify an article as fake. Based on what the users think of the text, an estimation
about the correctness of the article is made. In this review, it was earlier mentioned that a type
of network analysis could be done by determining who liked a post. This was network analysis,
because the text was compared with other sources, namely the type of users. However, this was
also a way of crowdsourcing. Using crowdsourcing has shown different potentials. On the one
hand, studies show that there is a potential for using crowdsourcing for detecting fake news[ 16],
but when we look at the real world, it will be very dif�cult to implement, due to the fact it is not
completely automated. Crowdsourcing still requires input from a human, and this is the main
problem. A human cannot always be certain that an article is correct or not and will probably not
be bothered by reporting if an article is fake. In fact, it might even lead to an increase in fake news
since people might mark actual facts as fake.

2.2.4 Conclusion

In this review, the research question was about what the proven methods are to detect fake news.
It can be concluded that there are already a lot of methods, and they all reach a relative high
accuracy. In this review, it was found that the use of algorithms was a way to detect fake news,
and these algorithms could detect fake news in two ways, by doing a linguistic analysis or by
doing a network analysis. It also showed that the use of crowdsourcing was a method used to
detect fake news, but this showed less potential.

2.2.5 Discussion

In this review, it becomes clear that there are a lot of detection methods already, but there are still
some problems, since fake news is still a problem in today's world. The problem here lies in the
possibility of the identi�cation factors changing. When trying to determine if an article is fake
by looking at linguistic cues, it assumes the writer of the article will write in a speci�c way. But
once the fake news writer �nds out what makes his article classify as fake, he can change his style
of writing, and suddenly the article is not classi�ed as fake anymore. This leads to some sort of
cat and mouse game, which means the research on detecting fake news, needs to stay ahead in
order to be effective. The same problem also partially holds for network analysis. Again, if the
writer of the fake article can �nd out what makes his article classify as fake, he can adapt, by for
example posting the same content on different websites, and the article will now be classi�ed as
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real. However, the problem here is not as big as with linguistic cues, because it is much more
dif�cult to fool a network analysis. If a majority disagrees that something is fake, it will take much
more work to make an article be classi�ed as real.

2.3. Related work

Due to the fact that fake news is a big problem, there is already a lot done, to try to stop it. In
this section, several topics related to the detection of fake news and the prevention of fake news
spreading, will be discussed.

2.3.1 Fact check websites

Over the last few years, a number of fact check websites have popped up, where fact checkers
analyze statements, as another method to prevent the spread of misinformation. To name an
example, there is politifact 1, a website that checks statements on social media that are about politics.
Besides politifact, there are a lot of other fact checking websites, for example: factcheck.org2, the
Washington post fact checker3, snopes4, Full Fact5, truthor�ction 6 or gossipcop7.

Figure 1: Politifact.com

1https://www.politifact.com
2https://www.factcheck.org
3https://www.washingtonpost.com/news/fact-checker/
4https://www.snopes.com
5https://fullfact.org
6https://www.truthor�ction.com
7https://www.gossipcop.com
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2.3.2 Report button

One of the methods that is often used on social media sites, is the ability to report something,
when an article does not seem right. Next to the text will be a button, where you could notify the
company behind the website, that the message you read might potentially be fake. The company
then uses an algorithm, hired fact-checkers, or a combination of the two to determine if something
is fake news. In the case that the content of the text is not actually true, the text might be removed,
or made less likely to be seen by users.

Figure 2: Reporting fake news on facebook

13



Using credibility to stop the spread of fake news

2.3.3 Veri�cation

Another thing that has been implemented by companies, to stop the spread of misinformation, is
verifying user accounts. People on social media, that have a lot of followers, will receive a veri�ed
mark. Before this was normal to do for these users, it meant that if person A has the same name
as person B, it can spread information in the name as person B, in the name of person A. If this
person A would be an in�uential �gure, it might lead to the spread of fake news. The veri�cation
mark makes it more clear than when person A says something, he is actually the person who said
it. Of course, someone who has a veri�cation mark, can still spread misinformation, like Donald
Trump for example. However, this veri�cation does make it more dif�cult for people who are
trying to spread fake news.

Figure 3: Account veri�cation on twitter
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