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This study had three aims. First of all, it aimed to establish how prevalent  
cybercrime is among small and medium-sized retail stores in the Netherlands. 
Secondly, it aimed to establish to what extent such stores are taking basic 
cybersecurity measures to protect themselves against cybercrime. Finally, 
it aimed to explain why some small and medium-sized Dutch retail stores 
are taking more basic cybersecurity measures than others. A survey was 
developed on the basis of an extensive literature review. Approximately 
3500 stores from all over the Netherlands were invited to participate in  
that survey. Useful data was collected for 351 businesses. It was found  
that cybercrime is not as prevalent among small and medium-sized Dutch 
retail stores as previous research would suggest. At the same time, however, 
many Dutch retail stores appear to be unnecessarily vulnerable to cybercrime 
because they are failing to take some basic cybersecurity measures. Several 
factors were identified that may play a role in retail stores’ decision-making 
about basic cybersecurity measures. The practical implications of these 
findings will be discussed and suggestions for future work will be provided. 
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1. Introduction 
 
In the course of the past five decades, enormous advancements have been made in the areas of 
computer science and electrical engineering. In many respects, this technological progress has 
changed the way people live their lives (Moitra, 2005, p. 105; Holt & Bossler, 2014, p. 20; Odinot 
et al., 2017, p. 11; Saleem et al., 2017, p. 1; Bada & Nurse, 2019, p. 2). They look up information 
online nowadays instead of consulting printed encyclopaedias, for example, and they navigate the 
world with the help of their smartphones instead of relying on hardcopy maps. Roughly half of the 
world’s population regularly accesses the Internet, according to one recent estimate (International 
Telecommunication Union, 2020, p. 7). Europe appears to be a front-runner in this area (Inter-
national Telecommunication Union, 2020, p. 7). The Netherlands, in turn, boasts a higher Internet 
adoption rate than any other country in the European Union: approximately 98% of all Dutch 
households have access to the Internet (Statistics Netherlands, 2019b, p. 71). The same is true for 
virtually all Dutch companies, many of which are highly digitalised (Veenstra et al., 2015, p. 13+20; 
Odinot et al., 2017, p. 11; Nationaal Coördinator Terrorismebestrijding en Veiligheid, 2020, p. 7). 
 
Without doubt, the rise of modern technology has brought mankind many benefits. People have 
greater access to information than ever before, for example, and communicating with others 
across vast distances has never been as easy (or cheap) as it is today. Unfortunately, there is  
also another side to the coin. In this digitalised society, both individuals and organisations are 
constantly at risk of falling victim to cybercrime (Moitra, 2005, p. 105; Misra et al., 2017, p. 1; 
Odinot et al., 2017, p. 11; Saleem et al., 2017, p. 1; Reep-Van den Bergh & Junger, 2018, p. 1; 
Martens et al., 2019, p. 139). Many scholars seem to agree that this is a serious cause for concern 
(Holt & Bossler, 2014, p. 21; Riek et al., 2015, p. 261; Van de Weijer & Leukfeldt, 2017, p. 407; 
Akhgar et al., 2019, p. 196; Anderson et al., 2019, p. 5; Martens et al., 2019, p. 139; Van de Weijer 
et al., 2019, p. 486; Wanamaker, 2019, p. 3; Cheng et al., 2020, p. 1; Norris & Brookes, 2021, p. 1). 
 
Individuals and organisations can reduce the probability that they will fall victim to cybercrime  
by taking a number of basic cybersecurity measures. They would be well-advised to use reliable 
antivirus software, for instance, and to protect all of their devices with a strong password. 
Although such basic cybersecurity measures tend to be simple and cheap to implement, there is 
reason to believe than many individuals and organisations are failing to do so. In the academic 
literature, there have been calls for more research on why this is the case (Crossler, 2010, p. 1; 
Hanus & Wu, 2016, p. 3; Martens et al., 2019, p. 139). Individuals and organisations should be 
encouraged to enhance their digital resilience. Not much is known yet about how this can be done 
in an effective manner, however (Bada & Nurse, 2019, p. 5; Jansen & Van Schaik, 2019, p. 40).  
 
This study investigated cybercrime and cybersecurity at retail stores. It had three aims. First of all, 
it aimed to establish how prevalent cybercrime is among small and medium-sized retail stores in the 
Netherlands. Secondly, it aimed to establish to what extent such stores are taking basic cybersecurity 
measures to protect themselves against cybercrime. Finally, it aimed to explain why some small 
and medium-sized Dutch retail stores are taking more basic cybersecurity measures than others. 
 
The Dutch retail sector employs circa 800.000 people and makes “major contributions to the Dutch 
economy” (Kuijpers et al., 2016, p. 12). Hence, it seems important for the businesses in that sector 

to protect themselves against cybercrime. Almost all Dutch retail stores (99%) have fewer than 50 
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employees (Kuijpers et al., 2016, p. 10). A study on cybercrime and cybersecurity at small and 
medium-sized retail stores in The Hague recently found that half of all participating stores had fallen 
victim to cybercrime in the preceding year (Van der Kleij et al., 2019). It needs to be examined 
whether this finding can be replicated at a national level. If so, many small and medium-sized Dutch 
retail stores should probably start to take more basic cybersecurity measures. To develop an effective  
campaign to encourage them to do so, it could be valuable to know which factors and considera-
tions are preventing them from taking their cybersecurity more seriously already at this moment. 
 
The remainder of this thesis will be structured as follows. In section 2, a brief overview of the 
academic literature on cybercrime will be provided. In section 3, existing statistics about cyber-
security and cybercrime at Dutch SMEs will be discussed. The aims and relevance of the present 
study will be elaborated upon in section 4. This will be followed by a detailed description of the 
set-up of this study in section 5. In sections 6 and 7, the results of this study will be presented and 
discussed, respectively. A summary and some concluding remarks will be provided in section 8. 
 
2. Academic background 
 
2.1. Defining cybercrime 
 
There exist many different types of cybercrime. Think of illegally hacking into someone else’s 
computer, for example, or of scamming someone via the Internet (Bauer & Van Eeten, 2009, p. 
707; Leukfeldt & Yar, 2016, p. 263; Martens et al., 2019, p. 139-140; Nationaal Coördinator 
Terrorismebestrijding en Veiligheid, 2020, p. 7; Politie Nederland, n.d.). Some types of cyber-
crime, like phishing, can best be seen as modern versions of traditional (offline) criminal activities 
(Misra et al., 2017 p. 2). Other types of cybercrime, like spreading malware or committing a 
DDoS attack, do not have obvious offline counterparts and can therefore be deemed truly “new 
and distinctive” (Yar, 2005, p. 423). Some scholars like to refer to the former types of cyber-
crime as ‘computer-assisted’ ones, and to the latter as ‘computer-focused’ ones (Furnell, 2001,  
p. 31; Yar, 2005, p. 409). Similar distinctions have been made by others in the past (European 
Commission, 2007, p. 2; Paoli et al., 2017, p. 3; Buil-Gil et al., 2020, p. 2). 
 
The term ‘cybercrime’, in sum, covers a “broad range of different criminal activities” that involve 
“computers and information systems” (European Commission, 2013, p. 3; Reep-Van den Bergh & 
Junger, 2018, p. 2). Combined with the fact that the modi operandi of cybercriminals tend to evolve 
at a very rapid pace (Rechtman, 2017; Reep-Van den Bergh & Junger, 2018, p. 1+12; Carías et 
al., 2020, p. 174200; Statistics Netherlands, n.d.), this makes it difficult to develop a comprehensive 
definition of the term in question. Academics have not refrained from attempting to do so, however. 
On the contrary: many different definitions of cybercrime can be found in the literature (Fafinski 
et al., 2010, p. 4; Ngo & Paternoster, 2011, p. 773; Holt & Bossler, 2014, p. 21). One group of re-
searchers once aptly referred to this diversity as a “definitional cacophony” (Paoli et al., 2017, p. 3). 
 
Different scholars have different views on the extent to which modern technology should be involved 
in a criminal activity in order for it to qualify as a cybercrime. Some scholars seem to believe that 
cybercrimes do not necessarily have to rely very heavily on computers (Ngo & Paternoster, 2011, 
p. 773). Others, however, seem to believe that a significant involvement of computers is a sine qua 
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non without which a criminal activity cannot be called a cybercrime (Yar, 2005, p. 409). Adherents 
of this view believe that the term ‘cybercrime’ should not be diluted too much, fearing that an overly 
flexible definition would render it useless. Arguably, as one scholar already noted more than three 
decades ago, it would be inconvenient if the definition of cybercrime would be expanded to include 
offenses like destroying someone else’s computer with a baseball bat (Ingraham, 1980, p. 438). 
Some academics believe a criminal activity should only be called a cybercrime if “a computer (…) 
is the instrument of the crime and a computer (…) is the target of the crime” (Moitra, 2004, p. 106). 
 

For the purposes of this thesis, the term ‘cybercrime’ will be defined to include all criminal acti-
vities that are committed by means of modern technology. Others have adopted similar definitions 
in the past (Ngo & Paternoster, 2011, p. 773; Veenstra et al., 2015, p. 4; Rechtman, 2017; Statistics  
Netherlands, 2019a, p. 27). This paper’s working definition does not cover harmful cyberactivities 
that are legal, like online bullying, however undesirable they may be (Fafinski et al., 2010, p. 5). 
 

2.2. Academic interest in cybercrime 
 

Researchers appear to be growing increasingly interested in cybercrime. Each year, more articles 
get published on cybercrime than the year before. Please see figure 1, which was made with data 
from the Scopus database (search term: ‘cybercrime’). Cybercrime can be studied from many 
different angles and has attracted the attention of many different types of scholars, ranging from  
computer scientists to jurists and from economists to electrical engineers (Paoli et al., 2017, p. 3). 
Surprisingly, perhaps, it seems that cybercrime initially did not receive much attention from crimi-
nologists (Jaishankar, 2018, p. 1). Fortunately, that has changed in the course of the past three 
decades (Holt & Bossler, 2008, p. 2; Bossler & Holt, 2010, p. 227; Nhan & Bachmann, 2010, p. 
 
- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - 
 

 
 

Figure 1. More articles seem to get published on cybercrime each year. Research in this area is truly booming. 
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175; Ngo & Paternoster, 2011, p. 773; Holt & Bossler, 2014, p. 20-21+33; Jaishankar, 2018, p. 6). 
The study of cybercrime is now an “established area of criminological research” (Leukfeldt & Yar, 
2016, p. 263). Indeed, the criminological study of cybercrime seems to be booming at the moment. 
 
2.3. More research is needed 
 
Although a substantial amount of cybercrime-focused research has already been conducted, it 
could be argued that “cybercrime as a subject of study is still in its infancy” (Armin et al., 2015, p. 
20). The criminological study of cybercrime has a relatively brief history (Cheng et al., 2020, p. 
7), which should not be surprising given the fact that cybercrime itself is a relatively new pheno- 
menon. To develop a better understanding of this phenomenon and how to tackle it, more research 
is needed (Holt & Bossler, 2014, p. 33; Odinot et al., 2017, p. 7). There have been calls for more 
research that focuses on identifying causes and correlates of cybercrime victimisation, for example 
(Bossler & Holt, 2010, p. 227; Ngo & Paternoster, 2011, p. 774; Cheng et al., 2020, p. 2). It should 
be noted that some interesting work was already conducted in this area recently (Reyns & Henson, 
2015; Junger et al., 2017; Reep-Van den Bergh & Junger, 2018; Weulen Kranenbarg et al., 2019).  
There have also been calls for more research on why many individuals and organisations fail to 
protect themselves against cybercrime (Crossler, 2010, p. 1; Hanus & Wu, 2016, p. 3; Martens et 
al., 2019, p. 139). It is believed that more knowledge in this area could be leveraged to effectively 
encourage poorly-protected individuals and organisations to enhance their digital resilience 
(Bockarjova & Steg, 2014, p. 277). Not much is known yet about how to successfully motivate 
people to behave in a cybersecure manner (Bada & Nurse, 2019, p. 5). Indeed, as one pair of 
scholars recently put it, work in this area is “just getting started” (Jansen & Van Schaik, 2019, p. 40). 
 
3. Cybercrime and cybersecurity at Dutch SMEs 
 
3.1. A critical note on cyberstatistics 
 
Before we examine some existing statistics about cybercrime and cybersecurity at Dutch SMEs,  
it should be noted that such statistics often need to be treated with caution. Government statistics 
tend to be incomplete, and statistics published by commercial parties may not always be reliable. 
 
3.1.1. Official government statistics 
 
Even for government agencies, collecting accurate cybercrime statistics can be “extremely difficult” 
(Moitra, 2004, p. 108; Armin et al., 2015, p. 2; Riek et al., 2015, p. 261; Anderson et al., 2019, p. 
2). One complicating factor is the fact that many cybercrime victims do not report their 
victimhood to the police. Cybercrime underreporting can be observed all over the world (Fafinski 
et al., 2010, p. 4+12+13; Wanamaker, 2019, p. 1+3), including in the Netherlands (Veenstra et al., 
2015, p. 10; Van de Weijer et al., 2019, p. 486). A Canadian study recently found that only half of 
all companies that fall victim to cybercrime contact the official authorities, for example 
(Wanamaker, 2019, p. 1). Similar reporting rates have been observed in the United Kingdom 
(Armin et al., 2015, p. 4; Buil-Gil et al., 2020, p. 10). Companies may refrain from contacting the 
police for various reasons. They may fear reputational damage, for example, or they may believe 
that the authorities will not be able to help them anyway (Fafinski et al., 2010, p. 2; Veenstra et  
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al., 2015, p. 10; Renaud & Weir, 2016, p. 141; Van de Weijer et al., 2019; Wanamaker, 2019, p. 
6). Unfortunately, the latter belief may be justified. It is “extremely difficult to investigate and 
prosecute cybercrime” (Boes & Leukfeldt, 2017, p. 186; Odinot et al., 2017, p. 11), partly as a 
result of the borderless nature of the Internet. This is reflected in the official police statistics. In 
2015, for example, the Dutch police identified suspects in only 4.6% of all cybercrime cases that 
were reported to them that year (Centraal Planbureau, 2018, p. 2). Not surprisingly, cybercriminals 
do not seem to be very worried about getting punished for their actions (Zhang et al., 2007, p. 34). 
 
Even if cybercrime incidents do get reported to the police, they may not always end up in official 
cybercrime statistics. In the Netherlands, for example, reported incidents may be excluded from 
the statistics if no official charges are pressed (Veenstra et al., 2015, p. 11). Charges are pressed in 
only 8% of all cybercrime cases in the Netherlands (Statistics Netherlands, 2019c, p. 9). Reported 
incidents may also be excluded from the official statistics if the police officers who are involved 
in registering them lack certain basic knowledge about cybercrime (Boes & Leukfeldt, 2017, p. 189). 
 
Statistics Netherlands, the statistics agency of the Dutch government, acknowledges that the figures it 
publishes on cybercrime are incomplete and that “the magnitude of cybercrime” in the Netherlands 
“is currently unknown” (Statistics Netherlands, n.d.). This is regrettable. Without accurate statistics, 
it is difficult to evaluate whether new measures should be taken (or whether past measures have 
had any effect) (Fafinski et al., 2010, p. 2; Armin et al., 2015, p. 20). As Statistics Netherlands 
recently concluded, collecting “better information” on cybercrime and cybersecurity is “crucial” 
(Centraal Planbureau, 2019a). The present study aimed to make a modest contribution in this area. 
 
3.1.2. Statistics published by commercial parties 
 
Apart from official government statistics, plenty of other statistics on cybercrime can also be found 
online and in the literature. Many of those statistics can be traced back to reports published by 
companies in the cybersecurity industry. The reports in question tend to be quite shocking to read. 
McAfee, for example, recently claimed that cybercrime costs the world more than US$1 trillion each 
year (Smith & Lostri, 2020, p. 3). In 2020, Cybersecurity Ventures even estimated that figure to be 
upward of US$6 trillion (Morgan, 2020). Deloitte recently stated that cybercrime costs the Dutch 
economy €10 billion each year (De Groot, 2017). Likewise, KPN recently claimed that the average 
financial damage caused by a cyberattack exceeds €125,000 for Dutch companies (KPN, 2020). 
 
It would go too far to accuse cybersecurity companies of making up shocking figures to attract 
more customers (Fafinski et al., 2010, p. 14), but it is important to note that such companies have 
“a particular view on the world” and “a specific agenda” (Anderson et al., 2019, p. 2). The figures 
that they publish should be treated with caution, therefore. Many others have already pointed  
this out in the past (Moitra, 2004, p. 109; Fafinski et al., 2010, p. 4; Maass & Rajagopalan, 2012; 
Armin et al., 2015, p. 2; Riek et al., 2015, p. 265; Gañán et al., 2017, p. 3; Paoli et al., 2017, p. 11). In 
spite of this, worryingly, questionable statistics are still regularly cited (uncritically) in articles and 
reports of an academic nature (Wiederhold, 2014, p. 131; Renaud & Weir, 2016, p. 137; Van Bavel 
et al., 2019, p. 29; Wanamaker, 2019, p. 3; Wang, 2019, p. 1; Benz & Chatterjee, 2020, p. 531).  
 
3.1.3. Statistics that will be included here 
 
In this thesis, cyberstatistics that have been published by parties with commercial interests will be 
avoided as much as possible. Official government statistics will be included, however, despite their 
shortcomings. A major strength of such statistics is that they can be trusted to have been compiled 
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in an objective and impartial manner. The same is true for statistics that are the result of academic 
research. Such statistics will also be included in this thesis. It should be noted that they may also 
suffer from shortcomings, though, for instance as a result of limited sample sizes. Besides, “very 
few” academic studies on cybercrime and cybersecurity at SMEs seem to have been conducted  
so far (Valli et al., 2013, p. 1). The first major Dutch study in this area was only published in  
2015 (Veenstra et al., 2015, p. 4). Before then, according to the authors of the study in question, 
cybercrime at Dutch SMEs had “barely been investigated” at all (Veenstra et al., 2015, p. 5). 
 
3.2. Cybercrime prevalence 
 
It is often claimed that small and medium-sized enterprises are primary targets for cybercriminals 
(Hayes & Bodhani, 2013, p. 80; Kurpjuhn, 2015, p. 5; Mijnhardt et al., 2016, p. 106; Renaud & 
Weir, 2016, p. 137; Carías et al., 2020, p. 174200; KPN, 2020; Lloyd, 2020, p. 15; Ponsard & 
Grandclaudon, 2020, p. 336). The Dutch domain name organisation, for example, recently stated 
that “SMEs form an easy and interesting target” for cybercriminals and that it is “a stubborn 
misconception that large businesses are the main targets of cybercrime” (Stichting Internet 
Domeinregistratie Nederland, 2020, p. 4). Such statements are remarkable, since official Dutch 
government statistics point in a different direction. Those statistics seem to suggest that large 
businesses are more likely to be targeted by cybercriminals than their smaller counterparts 
(Statistics Netherlands, 2019a, p. 19-20). Roughly 66% of all Dutch companies with more than 
500 employees experienced a cybercrime incident in 2017, for example, whereas the same was 
true for only 18% of all Dutch companies that employed at most two people at the time (Statistics 
Netherlands, 2019a, p. 19-20). Other research also seems to suggest that large companies are tar-
geted more often by cybercriminals than small companies, both in the Netherlands (MKB Neder-
land, 2017; Junger et al., 2020, p. 9) and abroad (Wanamaker, 2019, p. 6+8; Verizon, 2020, p. 7-8).  
 
Large companies may be more attractive targets because they tend to have more financial resources 
(Statistics Netherlands, 2019a, p. 20). In addition, they tend to be relatively visible to the general 
public. This may play a role as well (Statistics Netherlands, 2019a, p. 20; Verizon, 2020, p. 8). 
 
Although SMEs do not seem to be targeted as often by cybercriminals as their larger siblings, the 
threat that cybercrime poses to them is far from trivial. Research suggests that each year roughly 
20% of all small and medium-sized enterprises in the Netherlands experience a cybercrime 
incident (Veenstra et al., 2015, p. 8+9; MKB Nederland, 2017; Notté & Slot, 2017, p. 1; Centraal 
Planbureau, 2018, p. 2; Statistics Netherlands, 2019a, p. 19-20; Stichting Internet Domeinregistratie 
Nederland, 2020, p. 4). Moreover, some scholars believe that the number of cybercrime incidents 
at SMEs is on the rise (Hayes & Bodhani, 2013, p. 80; Renaud, 2016, p. 10; Renaud & Weir, 
2016, p. 137; Bada & Nurse, 2019, p. 2). Statistics Netherlands has not observed such a trend yet 
(Statistics Netherlands, 2021a, p. 22), but the results of a recent Dutch study do seem to confirm 
its existence (Stichting Internet Domeinregistratie Nederland, 2020, p. 4). 
 
3.3. Cybersecurity behaviour 
 
Given the threat that cybercrime poses to them, it seems small and medium-sized companies in 
the Netherlands would be well-advised to take their cybersecurity seriously. Unfortunately, many 
of the companies in question seem to be poorly protected against cybercrime (Centrum voor 
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Criminaliteitspreventie en Veiligheid, 2020). Official government statistics suggest that small 
Dutch businesses take fewer cybersecurity measures than their larger counterparts (Centraal 
Planbureau, 2018, p. 2+16; Statistics Netherlands, 2019a, p. 7+9). The employees of such compa- 
nies also tend to be more concerned about their workplace’s cybersecurity than the employees of 
larger businesses (Hengstz & Van der Grient, 2020, p. 6-7). Similar patterns can be observed in 
other countries (Renaud, 2016; Renaud & Weir, 2016, p. 137): all over the world, SMEs seem to 
form the “least mature and most vulnerable” of all business groups (Benz & Chatterjee, 2020, p. 
531; Hayes & Bodhani, 2013, p. 81; Kurpjuhn, 2015, p. 6; Ponsard & Grandclaudon, 2020, p. 340).  
 
According to the Dutch Bureau for Economic Policy Analysis, it is not entirely clear what causes 
the lack of cybersecurity measures among Dutch SMEs (Centraal Planbureau, 2018, p. 18). 
Research suggests that small and medium-sized companies tend to suffer from a lack of  
resources and knowledge, however, which can make it hard for them to “acknowledge threats and 
make themselves resilient” (Stichting Internet Domeinregistratie Nederland, 2020, p. 4; Osborn, 
2014, p. 12). Many scholars seem to share this view (Valli et al., 2013, p. 1; Verbano & Venturini, 
2013, p. 187; Brustbauer, 2016, p. 70; Mijnhardt et al., 2016, p. 106; Renaud & Weir, 2016, p. 
139; Saleem et al., 2017, p. 1; Akhgar et al., 2019, p. 207; Bada & Nurse, 2019, p. 2; Bekkers  
et al., 2020, p. 2; Benz & Chatterjee, 2020, p. 532; Carías et al., 2020, p. 174201+174202;  
Ponsard & Grandclaudon, 2020, p. 338-340). When one’s resources are limited, it may not be 
attractive to invest in cybersecurity. The immediate costs of such investments are very concrete, 
after all, whereas its long-term benefits are both abstract and uncertain (West, 2008; Kurpjuhn, 
2015, p. 5; Renaud, 2016, p. 12). Many SMEs also seem to think that they are protected by  
their size, (mistakenly) believing that cybercriminals are only interested in attacking large 
organisations with deep pockets (Saleem et al., 2017, p. 1; Centraal Beheer, 2019, p. 2; Van  
der Kleij et al., 2019; Benz & Chatterjee, 2020, p. 532; Ponsard & Grandclaudon, 2020, p. 339). 
 
As a result of their seemingly poor digital resilience, Dutch SMEs are running unnecessary risks 
(Centraal Planbureau, 2018, p. 16). It would be desirable for them to take more measures to 
protect themselves against cybercrime (Hayes & Bodhani, 2013, p. 80; Osborn, 2014, p. 1; 
Renaud, 2016, p. 11; Benz & Chatterjee, 2020, p. 532+538; Carías et al., 2020, p. 174200; 
Nationaal Coördinator Terrorismebestrijding en Veiligheid, 2020, p. 7). Dutch SMEs tend to be 
strongly digitalised (Veenstra et al., 2015, p. 7), so a successful cyberattack could potentially 
cause them great damage (Valli et al., 2013, p. 1; Veenstra et al., 2015, p. 9-10; Renaud, 2016, p. 
11; Van der Kleij et al., 2019). Besides, poorly-protected SMEs could be used as “attack vectors” 
by cybercriminals to victimise other parties (such as customers and supply chain partners) as well 
(Hayes & Bodhani, 2013, p. 82; Osborn, 2014, p. 4; Twisdale, 2018; Nationaal Coördinator 
Terrorismebestrijding en Veiligheid, 2020, p. 7). This approach, in which small and weak targets 
are used as stepping stones towards larger (or more) fish, appears to be growing increasingly pop- 
ular among cybercriminals (Nationaal Coördinator Terrorismebestrijding en Veiligheid, 2020, p. 15). 
 
Just like there exist many different types of cybercrime, there also exist many different types of 
cybersecurity measures. Some of those measures are very complex cannot be expected to be 
implemented by small and medium-sized enterprises – even the Dutch government appears to be 
struggling with them (Nationaal Coördinator Terrorismebestrijding en Veiligheid, 2020, p. 8). 
Other cybersecurity measures, which will be referred to as ‘basic’ hereinafter, are much  
more accessible. Basic cybersecurity measures are cheap and easy to implement. Some of  
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them, like using reliable antivirus software, reduce the likelihood that one will fall victim to 
cybercrime. Others, like regularly making back-ups of one’s most important data, reduce the 
likelihood that falling victim to cybercrime will have a major impact. There exist many  
different basic cybersecurity measures (Kurpjuhn, 2015, p. 7; Renaud, 2016, p. 11; Saleem  
et al., 2017, p. 4-5; Carías et al., 2020, p. 174201; Lloyd, 2020, p. 17). Although such measures 
are unlikely to offer companies much protection against dedicated cybercriminals, they are 
believed to be effective against run-of-the-mill attacks (which are most common) (Herjavec, 
2019, p. 9; Leukfeldt & Yar, 2016, p. 270). One could compare taking basic cybersecurity 
measures with locking up one’s windows at night: professional criminals might still be able to 
sneak inside, but petty thieves will probably decide to try their luck elsewhere. The more cyber-
security measures a company takes, the less worried it needs to be about cybercrime (Statistics 
Netherlands, 2019a, p. 9; Nationaal Coördinator Terrorismebestrijding en Veiligheid, 2020, p. 8). 
 
4. The present study 
 
The aim of this study was to investigate cybercrime and cybersecurity at small and medium-sized 
retail stores in the Netherlands. How prevalent is cybercrime among such retail stores? To what 
extent are they taking basic cybersecurity measures to enhance their digital resilience? And how 
can we explain the fact that some small and medium-sized Dutch retail stores seem to be taking 
their cybersecurity more seriously than others? These questions formed the foundation of this study. 
 
4.1. The Dutch retail sector 
 
The Dutch retail sector consists of approximately 90.000 stores (Detailhandel Nederland, 2019). 
Virtually all of those stores have fewer than 50 employees (Kuijpers et al., 2016, p. 10). Those 
stores will be referred to as small and medium-sized retail stores in this thesis. In total, the Dutch 
retail sector employs circa 800.000 people (Detailhandel Nederland, 2019, p. 9). Given their 
importance to the Dutch economy (Kuijpers et al., 2016, p. 12), it seems relevant to study whether 
small and medium-sized Dutch retail stores fall victim to cybercrime often and whether they are 
taking basic cybersecurity measures to enhance their digital resilience.  
 
Many Dutch retail stores appear to be growing increasingly dependent on modern technology 
(Detailhandel Nederland, 2018; Detailhandel Nederland, 2019, p. 14). As figure 2 on the next 
page shows, online sales are becoming a major source of revenue for the Dutch retail sector 
(Detailhandel Nederland, 2019, p. 9; Statistics Netherlands, 2021b; Bureau RMC, n.d.). As a 
consequence, retail stores are becoming increasingly vulnerable to cybercrime (Van der Kleij et 
al., 2019; Verizon, 2020, p. 73). According to some, they already form attractive targets for 
cybercriminals at this moment (Hayes & Bodhani, 2013, p. 81, Van der Kleij et al., 2019; Verizon, 
2020, p. 73; Laane et al., 2021, p. 8). This can perhaps be explained by their large cash flows 
(Alshalan, 2006, p. 29), their high visibility (Leukfeldt & Yar, 2016, p. 279), or their possession 
of valuable customer data (Alshalan, 2006, p. 28; Verizon, 2020, p. 73; Laane et al., 2021, p. 23). 
 
4.2. Existing research in this area 
 
Only two studies appear to have investigated cybercrime and cybersecurity in the Dutch retail 
sector before. In 2018, a (now defunct) branch organisation commissioned a study on this topic 
(Cybercrime Info, 2018; Detailhandel Nederland, 2018). The study in question boasted a large 
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Figure 2. Online sales are becoming increasingly important for Dutch retail stores. Benchmark (100%): 2015. 
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number of participants, but it did not focus exclusively on small and medium-sized stores. 
Moreover, its findings may no longer be valid today. The study also was not reported on in an 
academic journal, merely in a professional journal. This makes it hard to evaluate its scientific 
value. In 2019, another group of researchers investigated cybercrime and cybersecurity at small 
and medium-sized retail stores in The Hague (Van der Kleij et al., 2019). Only a small number  
of stores participated in that study, and it is unclear whether its results can be generalised to the 
Netherlands as a whole. Besides, this study was not reported on in an academic journal either. 
 
What were the outcomes of these past research efforts? The 2018 study found that approximately 
13% of all participating retail stores had experienced a cybercrime incident at least once in the 
course of their existence (Detailhandel Nederland, 2018). The most encountered types of 
cybercrime were phishing (47%), ransomware (28%) and hacking (23%). The study also  
found that many retail stores were “not aware of the threat that is posed by cybercrime” and 
failed to take basic cybersecurity measures (Detailhandel Nederland, 2018). Only 43% of all 
respondents made use of antivirus software, for example, and only 40% of them had protected 
their Wi-Fi networks with a password. The 2019 study, which focused exclusively on small  
and medium-sized retail stores in The Hague, painted an even more disturbing picture (Van  
der Kleij et al., 2019). It found that roughly half of all participating stores had experienced a 
cybercrime incident in the course of the preceding year, and that “SME retailers in and around 
The Hague are barely resilient against cybercrime” (Van der Kleij et al., 2019). 
 
It is important to examine whether these results can be replicated. Reliable data is needed to 
determine whether there is a need for alarm and whether any measures should be taken to enhance 
the digital resilience of small and medium-sized Dutch retail stores (Fafinski et al., 2010, p. 6; 
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Veenstra et al., 2015, p. 4+15; Van der Kleij et al., 2020, p. 114). If so, it would be helpful to 
know which considerations prevent small and medium-sized Dutch retail stores from adopting 
(more) basic cybersecurity measures already at this moment (Centraal Planbureau, 2018, p. 18; 
Bada & Nurse, 2019, p. 1; Cheng et al., 2020, p. 8; Van der Kleij et al., 2020, p. 114+124). At this 
point in time, not much appears to be known yet about how to effectively encourage small stores 
to protect themselves against cybercrime (Centraal Planbureau, 2019a; Van der Kleij et al., 2019).  
 
4.3. Hypotheses 
 
4.3.1. Cybercrime prevalence and cybersecurity behaviour 
 
No formal hypotheses were developed about the prevalence of cybercrime among small and medium-
sized Dutch retail stores. Likewise, no formal hypotheses were developed about the extent to which 
such stores are taking basic cybersecurity measures to protect themselves against cybercrime. 
 
4.3.2. Decision-making about basic cybersecurity measures 
 
Following an extensive literature review, a model was developed that might explain how small and 
medium-sized retail stores decide (not) to adopt basic cybersecurity measures. Please see figure 3. 
The model is largely based on the protection motivation theory, which will be described in the 
remainder of this section. The model was influenced by the rational choice theory (which assumes 
that people make rational cost-benefit analyses when determining how to behave) as well (Lovett, 
2006, p. 240). No formal hypotheses were developed about the relative importance of individual 
model components in the decision-making processes of small and medium-sized Dutch retail stores. 
 
The protection motivation theory is a brainchild of the American psychologist Ronald Rogers (1975). 
It was originally developed to explain why people (fail to) adopt behaviours that are known to be 
good for their health (Rogers, 1975; Maddux & Rogers, 1983; Milne et al., 2000, p. 106-107; 
Bockarjova & Steg, 2014, p. 277; Hanus & Wu, 2016, p. 3; Warkentin, 2016, p. 26; Anwar et al., 
2017, p. 437-438; Jansen & Van Schaik, 2019, p. 41; Van Bavel et al., 2019, p. 30). Since its 
inception, the protection motivation theory has become “widely adopted as a framework for the 
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Figure 3. The explanatory model that was tested in this study was based on the protection motivation theory. 
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prediction of and intervention in health-related behavior” (Milne et al., 2000, p. 106). It was 
heavily influenced by various other theories, such as the health belief model (Edwards, 1954; 
Bandura, 1977; Milne et al., 2000, p. 108; Anwar et al., 2017, p. 437-438). In the course of time, 
it was recognised that the protection motivation theory can also be used to explain why people 
(fail to) adopt self-protective behaviours that are not related to their physical health (Maddux & 
Rogers, 1983; Bockarjova & Steg, 2014, p. 277). It has been used, for example, to explain why people 
do or do not decide to prepare for earthquakes and other natural hazards (Milne et al., 2000, p. 110). 
 
The protection motivation theory posits that people decide whether to take certain measures  
to protect themselves from a specific threat on the basis of four considerations (Bockarjova  
& Steg, 2014, p. 277; Van Bavel et al., 2019, p. 30). First of all, there are two threat appraisal  
factors: (A) how probable does one think it is that the threat will materialise, and (B) how  
severe does one think the consequences of such a turn of events would be? In addition, there are 
two coping appraisal factors: (C) how confident is one that the recommended measures will 
protect oneself against the threat, and (D) how confident is one in one’s own ability to take those 
measures? These four factors will be referred to here as ‘perceived probability’, ‘perceived 
severity’, ‘perceived effectiveness’ and ‘perceived ability’, respectively. They largely determine 
whether people will intend to take certain self-protective measures or not, according to the 
protection motivation theory. People’s intention to do something, in turn, is thought to be a key 
determinant of their actual behaviour (Maddux & Rogers, 1983, p. 470; Anwar et al., 2017, p. 
438; Van Bavel et al., 2019, p. 30). Please note that threat and coping appraisal processes can take 
place both consciously and subconsciously (Bockarjova & Steg, 2014, p. 277). 
 
Can the protection motivation theory be applied in the context of cybercrime and cybersecurity? 
This is an interesting question. In the literature, it is hotly debated whether traditional criminological 
theories have any explanatory value in the digital world (Leukfeldt & Yar, 2016, p. 263; Cheng et 
al., 2020, p. 7). Some scholars believe that they do (Grabosky, 2001, p. 243), whereas others seem 
to have their doubts (Capeller, 2001; Yar, 2005; Ilievski, 2016, p. 31). Empirical research in this 
area has mostly focused on strongly established criminological theories like the routine activity 
theory (Cohen & Felson, 1979; Alshalan, 2006, p. 26; Holt & Bossler, 2008; Ilievski, 2016, p. 34; 
Leukfeldt & Yar, 2016, p. 263; Junger et al., 2017; Cheng et al., 2020) and the general theory of 
crime (Bossler & Holt, 2010, p. 234; Ngo & Paternoster, 2011, p. 773). The results have been 
mixed, and much is still uncertain in this area (Junger et al., 2017, p. 1; Van de Weijer et al., 
2019, p. 487). As far as the protection motivation theory is concerned, however, various studies 
seem to have found (partial) support for the idea that this theory can be applied in the context of 
cybercrime and cybersecurity (Crossler, 2010, p. 2; Mohamed & Ahmad, 2012, p. 2366; Anwar et 
al., 2017, p. 438; Jansen & Van Schaik, 2019, p. 41; Martens et al., 2019, p. 139). Almost all of 
the studies in question focused on only one specific type of cybercrime, however, instead of on 
cybercrime in general (Martens et al., 2019, p. 139). Besides, it seems that the protection motivation 
theory has never been examined in the context of cybercrime and cybersecurity at an organisa-
tional (rather than an individual) level before. What is true for individuals may not be true for 
organisations, and vice versa (Li & Siponen, 2011, p. 9; Dang-Pham & Pittayachawan, 2015, p. 282). 
 
5. Methodology 
 
To find answers to the three questions that together formed the foundation of this study, a survey 
was developed. In line with past recommendations (Moitra, 2004, p. 120), the survey was primarily 
based on the explanatory model that was introduced in section 4.3.2. The survey also contained  
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items about retail stores’ past experience with cybercrime and about their current cybersecurity 
behaviour. In addition, it included items about various factors that might help us interpret our data. 
Please see table 1 for an overview of those factors and the sources that inspired us to include them. 

 
As is good practice (Reep-Van den Bergh & Junger, 2018, p. 3-4), it was attempted to formulate all 
survey items in a clear and unambiguous manner. Before being distributed, the survey was reviewed 
by two experts in the area of cybercrime and cybersecurity. In addition, the survey was reviewed 

by five small and medium-sized retail stores in the city of Almelo. Similar procedures were followed 
by other researchers in the past (Osborn, 2014; Renaud, 2016, p. 13; Bekkers et al., 2020, p. 8).  
 
Please see appendix A for the complete (final version of the) survey. The survey consisted of 46 
items that were spread over three easily digestible sections. One of the items, number 6.1, was 
only presented if the preceding item was responded to in an affirmative manner. Most items  
were statements that could be responded to on a 6-point Likert scale ranging from 0 (‘completely 
disagree’) to 5 (‘completely agree’). A scale with an even number of answer options was chosen 
to force respondents to take a stance. The survey was administered online by means of the Qualtrics 
software package. Filling out the survey was expected to take approximately 5 to 10 minutes. 
 
The survey was distributed among small and medium-sized retail stores from all over the Nether-
lands. The term ‘retail’ was broadly defined here to also include service providers like hairdressers. 
Five different types of retail stores were invited to take part in this study: clothing stores, eyewear 
boutiques, florist shops, hair salons, and jewellery stores. With the help of online search engines, 
their contact details were (manually) collected one by one in the course of various months. Stores 
were only allowed to participate if it was estimated that they had fewer than 50 employees, that 
they were not part of a large retail chain, and (to exclude webshops) that they had at least one 
brick-and-mortar point of sale. In total, 3557 stores (located in 392 different cities and towns) 
were invited to participate. The first invitations were sent out on 22 April 2021. Around 2 May 
2021, reminder messages were sent to all stores that did not seem to have filled out the survey yet 
and that had not indicated that they were not interested in participation. A second and final set of 
reminder messages was sent out around 10 May 2021. The survey was closed on 15 May 2021.  
 
- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - 
 
Factors that were examined Sources of inspiration 
Perceived prioritisation of cybersecurity by other stores Anwar et al., 2017; Tsai et al., 2016 
Perceived prioritisation of cybersecurity by branch organisations Martens et al., 2019; Tsai et al., 2016 
Perceived prioritisation of cybersecurity by the government Martens et al., 2019; Tsai et al., 2016 
In-house knowledge about cybercrime and cybersecurity Cheng et al., 2020; Hanus & Wu, 2016; 

Van der Kleij et al., 2019; Yucedal, 2010 
Number of employees Statistics Netherlands, 2019a 
Degree of digitalisation Cheng et al., 2020; Ponsard & Grandclaudon, 

2020; Van der Kleij et al., 2019; Verizon, 2020 
Online visibility Alshalan, 2006; Bossler & Holt, 2010; 

Leukfeldt & Yar, 2016; Marcum et al., 2010 
Past experience with cybercrime Pachur et al., 2012; Riek et al., 2015; 

Tversky & Kahneman, 1974; Virtanen, 2017 
Gender of the person who is in charge Alshalan, 2006; Anwar et al., 2017; Borg-

hans et al., 2009; Hogarth et al., 2007 
Age of the person who is in charge Van Bavel et al., 2019 

 

Table 1. The survey also included items about ten model-independent factors to help us interpret the data. 
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As a rule of thumb, large samples tend to be more representative of the population that they are 
drawn from (and therefore better) than small samples (Fafinski et al., 2010, p. 14; Martínez, 2018, 
p. 9). It was initially feared that not many retail stores would be willing to participate in this study, 
however, for various reasons. In general, surveys on cybercrime and cybersecurity – two sensitive 
topics – often fail to attract many respondents (Osborn, 2014, p. 17; Renaud & Weir, 2016, p. 
140; Paoli et al., 2017, p. III; Van der Kleij et al., 2019). In addition, this study’s survey was 
distributed via email, which was expected to cause stores to be hesitant to participate in it. It is 
widely known that cybercriminals often try to lure people into their traps by sending them seemingly 
innocuous emails, after all. This study could be mistaken for an attempt by such criminals to 
identify possible targets. Finally, it should also be noted that this study’s survey was distributed in 
the midst of the COVID-19 pandemic. After a long lockdown period, Dutch retail stores were 
allowed to reopen their stores on 28 April 2021. It was expected that many of them would be quite 
busy as a result, and therefore not very motivated to participate in this study. In an attempt to 
avoid an overly disappointing response rate, six measures were taken: (1) the survey invitations 
were personalised as much as possible, (2) a €50 gift card of choice was raffled among all 
participants, (3) potential participants were reminded about the survey up to two times after they 
had received their initial invitations (as was already mentioned earlier), (4) the survey was de- 
signed in such a way that stores could anonymously participate in it, (5) participants were allowed 
to skip all questions that they deemed too sensitive, and (6) a news item (with a link to the survey) 
was posted on the official website of the University of Twente and referred to in the invitations.  
 
The survey data was statistically analysed with SPSS Statistics. The ADANCO software package 
was used to test the explanatory model by means of variance-based structural equation modelling. 
 
6. Results 
 
6.1. Number of responses and respondent demographics 
 
The first set of survey invitations reached only 3449 stores, since 108 of the 3557 collected contact 
details turned out to be invalid. Some of the collected email addresses did not exist, for example, and 
some contact forms did not work. In total, 624 retail stores answered at least one question. Roughly 
half of them, 360 retail stores, fully completed the survey. This implies a response rate of 10.4%. 
Please see table 2 for an overview. Unfortunately, 9 of the 360 responses had to be discarded: 
those responses did not seem serious, contained too many missing answers, or were submitted  
by retail stores that turned out to have more than 50 employees and hence should not have been 
invited to participate in the first place. The final dataset consisted of 351 valid and useful responses. 
 
- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - 
 
Subsector Number of invitations Number of responses Response rate 
Clothing stores 689 86 12.5% 
Eyewear boutiques 519 65 12.5% 
Florist shops 589 45 7.6% 
Hair salons 1103 98 8.9% 
Jewellery stores 549 65 11.8% 
Total 3449 360 10.4% 

 

Table 2. In total, 360 stores fully completed the survey. This boils down to a response rate of roughly 10.4%. 
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Survey response rates are not reported very often in the literature (Paoli et al., 2017, p. III). This 
study’s response rate of 10.4% appears to be relatively good for research on cybercrime and cyber- 
security, however. For comparison, a recent Belgian study in this area (which was conducted before 
the outbreak of the COVID-19 pandemic) achieved a response rate of only 4.9% (Paoli et al., 
2017, p. III). The present study’s response rate would have been significantly lower if retail stores 
would not have received up to two reminder messages about the survey. The initial invitations 
resulted in merely 85 valid responses. The first set of reminder messages brought this number up 
to 251 valid responses (+166), and the second set of reminder messages further raised it to 360 valid 
responses (+109). In total, 59 stores indicated that they were not interested in participating. Roughly 
half of those stores provided a reason for this. Many of them indicated that they did not have time 
to participate (34.5%). Others did not feel comfortable filling out a survey about cybercrime and 
cybersecurity (17.2%) or expected that the questions would be too complicated for them (13.8%). 
 
On average, it took respondents approximately 7 minutes (427 seconds) to fill out the survey. (To 
calculate this average, 38 outliers were first removed. Those outliers were identified by means of 
the interquartile range rule with a multiplication factor of 1.5.) The participating stores were spread 
over 194 different cities and towns all over the Netherlands. On average, they had 5.6 employees 
(median: 4). Almost all of the participating stores (86.3%) had fewer than 10 employees. The 
survey was primarily filled out by store owners (92.9%) and store supervisors (4.8%). Of all 
stores that had a single owner (and chose to disclose information about this in the survey), 54.4% 
were owned by a male and 45.6% were owned by a female. The ages of those store owners were 
approximately normally distributed, with most owners (46.2%) being 50 to 59 years old. 
 
6.2. Cybercrime prevalence 
 
In total, 36 stores (10.3%) indicated that they had experienced at least one cybercrime incident in 
the course of the preceding year. Most of those stores (83.3%, 30 stores in total) indicated that 
none of those incidents had been successful for the cybercriminals who were involved. The 
remaining stores (16.7%, 6 stores in total) indicated that at least one of the cybercrime incidents 
that they had experienced in the course of the preceding year had been successful for the cyber-
criminals who were involved. This implies an overall victimhood rate of 1.7%. The affected  
retail stores had mostly fallen victim to hacking (5 cases), malware/viruses (2 cases) and invoice 
fraud (2 cases). (Please note that each respondent could select multiple types of cybercrime on the 
survey.) The stores that had only experienced unsuccessful cyberattacks mostly reported incidents 
that involved phishing (20 cases), malware/viruses (15 cases) and invoice fraud (14 cases). 
 
The participating retail stores had experienced fewer cybercrime incidents than traditional crime 
incidents (like shoplifting) in the course of the preceding year. Please see figure 4 on the next page. 
In total, 111 stores (31.6%) had experienced at least one traditional crime incident in the course of 
the last twelve months. A minority of those stores (27.9%, 31 stores in total) indicated that none 
of those incidents had been successful for the criminals who were involved. The remaining stores 
(72.1%, 80 stores in total) indicated that at least one of the traditional crime incidents they had 
experienced in the course of the preceding year had been successful for the criminals who were 
involved. This means that the number of traditional crime victims in the sample (80) was more than 
13 times as high as the number of cybercrime victims in the sample (6). Not surprisingly, perhaps, 
most retail stores in the sample (63.5%) indicated that they were more concerned about traditional  
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Figure 4. The stores had experienced more traditional crime incidents than cybercrime incidents recently. 
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crime than about cybercrime. The average agreement score for survey item 8.1 (‘We are less 
worried about cybercrime than about more traditional forms of crime, like shoplifting’) was 2.86, 
which was significantly higher than the middle score of 2.50 (one-sample t-test, p<0.001, 2-tailed). 
 
6.3. Cybersecurity behaviour 
 
The participating stores were asked about seven basic cybersecurity measures. Please see survey 
items 5.1 to 5.7. The results can be found in figure 5 on the next page. Virtually all respondents 
indicated that they make use of reliable antivirus software (99.4%) and that they have protected 
their Wi-Fi networks with a password (98.6%). At the same time, significant proportions of the 
respondents seem to fail to protect all of their computers with a password (12.1%), install security 
updates for their software within a week (17.9%), do not grant their customers access to the Wi-Fi 
networks that they use themselves (20.3%), make back-ups of their most important data at least 
once a month (26.2%) and replace their passwords at least once a year (57.4%). 
 
A vast majority of all respondents (91.7%) indicated that they are taking at least four of the seven 
basic cybersecurity measures that they were asked about in the survey. More than a quarter of 
them (27.1%) even indicated that they are taking all seven of those measures. Please see figure  
6 on the next page. At the same time, at least three of the seven basic cybersecurity measures that 
were asked about in the survey are missing at roughly one fifth of all stores (21.4%). Approximately 
44.2% of all respondents indicated that they are missing at least two of those measures, moreover, 
and a sizeable majority 72.9% indicated that they are missing at least one of them.  
 
In total, 79.9% of all respondents agreed with the statement that small and medium-sized retail stores 
do not pay a lot of attention to their digital safety (survey item 10.6). Most respondents (52.3%) even 
agreed with this statement quite vehemently, giving an agreement score of 4 or 5 on a scale from 
0 (‘completely disagree’) to 5 (‘completely agree’). The average agreement score was 3.40, which 
was significantly different from the middle score of 2.50 (one-sample t-test, p<0.001, 2-tailed). 
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Figure 5. Almost all stores use antivirus software. Fewer than half of them regularly replace their passwords. 
 

 
 

Figure 6. A majority of all stores (72.9%) were found to be missing at least one basic cybersecurity measure. 
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6.4. Decision-making about basic cybersecurity measures 
 
Please see appendix B for an overview of which survey items served as indicators for which com- 
ponents of the model, and of how those indicators were aggregated into index scores. All components 
were operationalised as reflective constructs. The dataset was large enough to test the model by 
means of structural equation modelling: it consisted of 351 unique records, whereas 30 records 
(10 times the maximum number of arrowheads pointing to a latent variable in the model) would 
already have been enough to meet the minimum sample size requirement (Hair et al., 2011, p. 144).  
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6.4.1. Analysis of the outer model 
 
Before the inner model could be tested and interpreted, the outer model’s reliability and validity 
first had to be assessed (Henseler et al., 2009, p. 298; Hanus & Wu, 2016, p. 9). The model’s 
discriminant validity, convergent validity and construct reliability were evaluated one by one. 
 
First of all, the model’s discriminant validity was examined. If a set of indicators is used to measure 
a specific construct in the model, it would be undesirable for that set of indicates to also converge 
on another construct in the model (Gefen & Straub, 2005, p. 92). To test whether this was the case, 
heterotrait-monotrait ratio of correlations (HTMT) scores were calculated for each construct pair. 
They were all (well) below the recommended upper threshold of 0.85 (Henseler et al., 2015, p. 128; 
Henseler, 2017, p. 26), implying good discriminant validity. A second test looked at the Fornell-
Larcker criterion and also found that the discriminant validity was good (Fornell & Larcker, 1981). 
 
Next, the model’s convergent validity was examined. Convergent validity is the extent to which 
an indicator for a certain construct correlates with other indicators for that same construct (Gefen 
& Straub, 2005, p. 92). To test it, average variance extracted (AVE) scores were calculated for 
each construct. The AVE scores were greater than 0.50 for most constructs, which is desirable 
(Henseler, 2017, p. 25). Three constructs had slightly lower AVE scores, however: ‘perceived 
probability’ (0.43), ‘expected impact’ (0.42) and ‘adoption’ (0.48). Although not ideal, these  
AVE scores are not extremely low and therefore were not expected to be problematic. 
 
Thirdly and finally, the model’s construct reliability was examined. Construct reliability is a 
measure of the internal consistency of the indicators that are used to measure a construct.  
Given its superior consistency, Dijkstra-Henseler’s 𝜌 was used to evaluate the reliability of  
each construct in the model (Henseler, 2017, p. 24). The values of 𝜌 were (much) greater  
than 0.70 for most constructs, which is good. The values of 𝜌 were suboptimal for the con- 
structs ‘perceived probability’ (0.60) and ‘expected impact’ (0.60), however. Although  
again not ideal, these scores were not deemed low enough to be a cause for concern. 
 
6.4.2. Analysis of the inner model 
 
To examine how well the hypothesised explanatory model fitted the collected survey data, a stan-
dardised root mean squared residual (SRMR) score was calculated. A value of 0.04 was found, 
which is well below the recommended upper threshold of 0.08 (Hu & Bentler, 1999; Henseler, 
2017, p. 23). An adjusted R2 value of 0.37 was found for the most important endogenous construct 
in the model, ‘adoption’. This means that roughly 37% of the variance of ‘adoption’ could be 
explained by the other constructs in the model (Henseler et al., 2009). This appears to be a decent 
percentage, given the somewhat exploratory nature of this study and the simplicity of the model 
(Hanus & Wu, 2016, p. 10). All things considered, the hypothesised model seems to fit the data well. 
 
To learn from the model, its path coefficients were examined. A path coefficient is a standardised 
regression coefficient that quantifies the direct effect of an independent variable on a dependent 
variable. Given two such variables, it tells us how the value of the dependent variable would change 
if the value of the independent variable were to increase by one standard deviation (ceteris paribus) 
(Henseler, 2017, p. 32). The larger the path coefficient, simply put, the more important the influence 
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of the independent variable on the dependent variable. Please see figure 7 for an overview of all path 
coefficients that were obtained. Bootstrapping was used to determine whether or not those path co- 
efficients were statistically significant. The outcomes of this process can also be found in figure 7. 
 
The degree to which stores believe that taking basic cybersecurity measures would be beneficial 
for them appears to be of major influence on the degree to which they (intend to) adopt such  
basic cybersecurity measures (although it should be noted, of course, that no conclusions about 
causal effects can be drawn). It seems that stores will be particularly inclined to think that basic 
cybersecurity measures would be beneficial for them if they believe that a successful cyberattack 
could have a major impact on them. Stores’ perceived effectiveness of basic cybersecurity 
measures also seems to be of influence here, but (unlike expected) the same does not appear  
to be true for their views on how likely it is that they will become the target of a cyberattack  
soon. Stores’ views on how costly it would be for them to take basic cybersecurity measures  
also appear to be of influence on the degree to which they (intend to) adopt such basic cyber-
security measures. They appear to be less influential than stores’ views on how beneficial it  
would be for them to take basic cybersecurity measures, however. The degree to which stores 
believe that taking basic cybersecurity measures would be costly for them appears to be in-
fluenced by their confidence in their own ability to take such measures without any external help. 
 
6.5. Additional findings 
 
6.5.1. Prioritisation of cybersecurity by other parties 
 
The degree to which stores perceive other stores to prioritise cybersecurity (survey item 10.6) was 
found to be positively correlated with their ‘adoption’ of basic cybersecurity measures (r=0.180, 
p=0.001, 2-tailed). It was found to be negatively correlated with their ‘perceived effectiveness’ 
(r=-0.131, p=0.017, 2-tailed) and their ‘perceived costs’ (r=-0.118, p=0.032, 2-tailed).  
 

The average agreement score for survey item 8.3 (‘Branch organisations try to encourage small 
and medium-sized retail companies to enhance their digital resilience’) was 2.49, which was  
not significantly different from the middle score of 2.50. The degree to which stores perceived 
 
- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - 
 

 
 

Figure 7. The outcomes of the ADANCO analyses. Footnotes: (1) p<0.05, (2) p<0.01 and (3) p<0.001. 
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branch organisations to encourage them to enhance their digital resilience (survey item 8.3) was 
found to be positively correlated with their ‘perceived effectiveness’ (r=0.120, p=0.028, 2-tailed), 
‘perceived ability’ (r=0.215, p<0.001, 2-tailed), ‘perceived benefits’ (r=0.172, p=0.002, 2-tailed), 
‘intention to adopt’ (r=0.127, p=0.021, 2-tailed) and ‘adoption’ (r=0.318, p<0.001, 2-tailed). 
 
The average agreement score for survey item 8.4 (‘The government tries to encourage small and 
medium-sized retail companies to enhance their digital resilience’) was 2.61, which was also not 
significantly different from the middle score of 2.50. The degree to which stores perceived the 
government to encourage them to enhance their digital resilience (survey item 8.4) was positively 
correlated with their ‘expected impact’ (r=0.163, p=0.002, 2-tailed), ‘perceived ability’ (r=0.162, 
p=0.003, 2-tailed), ‘perceived benefits’ (r=0.179, p=0.001, 2-tailed), ‘intention to adopt’ (r=0.170, 
p=0.002, 2-tailed) and (against most prominently) their ‘adoption’ of measures (r=0.245, p<0.001, 
2-tailed). It was negatively correlated with their ‘perceived costs’ (r=-0.155, p=0.004, 2-tailed). 
 
6.5.2. Knowledge about cybercrime and cybersecurity 
 
The respondents did not seem to be overly confident about their own knowledge about cybercrime 
and cybersecurity. The average agreement score for survey item 10.5 (‘We are well informed when 
it comes to subjects like cybercrime and cybersafety’) was 2.38, which was not significantly 
different from the middle score of 2.50. The agreement scores were fairly normally distributed.  
 
The degree to which stores were confident about their own knowledge about cybercrime and 
cybersafety (survey item 10.5) was found to be positively correlated with their ‘perceived pro-
bability’ (r=0.124, p=0.02, 2-tailed), ‘perceived effectiveness’ (r=0.137, p=0.011, 2=tailed), 
‘perceived ability’ (r=0.321, p<0.001, 2-tailed), ‘perceived benefits’ (r=0.303, p<0.001, 2-tailed), 
‘intention to adopt’ (r=0.345, p<0.001, 2-tailed) and ‘adoption’ (r=0.441, p<0.001, 2-tailed).  
It was found to be negatively correlated with their ‘perceived costs’ (r=-0.219, p<0.001, 2-tailed). 
 
6.5.3. Degree of digitalisation 
 
Significant positive correlations were observed between stores’ degree of digitalisation (survey 
item 10.1) and their ‘expected impact’ (r=0.216, p<0.001, 2-tailed), ‘perceived benefits’ (r=0.206, 
p<0.001, 2-tailed), ‘intention to adopt’ (r=0.195, p<0.001, 2-tailed) and ‘adoption’ (r=0.356, 
p<0.001, 2-tailed). No significant correlation was found between stores’ degree of digitalisation 
and their ‘perceived ability’, even though there was a significant negative correlation between 
stores’ degree of digitalisation and their tendency to agree with survey item 3.3 (‘Advice about 
basic cybersecurity measures tends to be too complicated for our company’) (r=-0.201, p<0.001, 
2-tailed). Survey item 3.3 serves as an indicator for the component ‘perceived ability’. 
 
6.5.4. Online visibility 
 
There does not appear to be a significant association between stores’ online visibility (survey item 
10.4) and how likely they think it is that they will become the target of a cyberattack soon (‘percei-
ved probability’). There were significant correlations between stores’ online visibility and their 
‘perceived effectiveness’ (r=0.164, p=0.002, 2-tailed), ‘perceived benefits’ (r=0.179, p=0.001, 2-
tailed), ‘intention to adopt’ (r=0.117, p=0.029, 2-tailed) and ‘adoption’ (r=0.167, p=0.002, 2-tailed). 
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6.5.5. Past experience with cybercrime 
 
Stores that had experienced at least one cybercrime incident in the course of the preceding year 
(survey item 6) scored significantly higher on the model components ‘perceived probability’ (3.25 
vs. 2.39, p<0.001, 2-tailed), ‘perceived benefits’ (3.36 vs. 2.85, p=0.041, 2-tailed), ‘intention to 
adopt’ (3.17 vs. 2.60, p=0.029, 2-tailed) and ‘adoption’ (3.74 vs. 3.29, p=0.013; 2-tailed) than stores 
that had not experienced any cybercrime incidents in the course of the preceding year. They also 
scored significantly lower on the component ‘perceived costs’ (2.15 vs. 2.67, p=0.011, 2-tailed) 
than other stores. In addition, stores that had experienced at least one cybercrime incident in the 
course of the preceding year were significantly less likely to agree with statement 8.1 (‘We are less 
worried about cybercrime than about more traditional forms of crime, like shoplifting’) than stores 
that had not experienced any such incidents during that period (1.92 vs. 3.01, p<0.001, 2-tailed). 
 
On many model components, stores that had fallen victim to a successful cyberattack in the course 
of the preceding year scored in a manner that is (expected to be) more conducive to cybersecure 
behaviour than stores that had merely experienced unsuccessful cyberattacks during that period, 
which in turn scored ‘better’ than stores that had not experienced any cybercrime incidents at all. 
Please see table 3. The differences between the average component scores of recent cybercrime 
victims and the average component scores of stores that had not experienced any cybercrime inci- 
dents at all in the course of the past year, were often quite large: roughly one full point on a scale 
from 0 to 5. Most of the differences between the average component scores of stores that had ex- 
perienced at least one cybercrime incident in the course of the preceding year and the average com- 
ponent scores of stores that had not experienced any cybercrime incidents during that period, were 
statistically significant. The only component for which this was not the case, was ‘expected impact’. 
 
6.5.6. Store characteristics 
 
Significant positive correlations were found between retail stores’ number of employees (survey 
item 13) and their ‘expected impact’ (r=0.177, p=0.001, 2-tailed) and ‘perceived benefits’ (r=0.107, 
p=0.048, 2-tailed). Perhaps this can be explained by the fact that larger retail stores tend to be 
more digitalised than smaller ones: a significant correlation was found between retail stores’ 
number of employees and their degree of digitalisation (r=0.169, p=0.001, 2-tailed). 
 
Some notable differences were observed between the five different types of retail stores that took 
part in the survey. Eyewear boutiques scored higher on ‘expected impact’, ‘perceived benefits’ 
and ‘intention to adopt’ than all other stores. Florist shops scored higher on ‘perceived costs’ and 
lower on ‘intention to adopt’ than all other stores. These findings can perhaps be explained by 
looking at the retail stores’ degree of digitalisation (survey item 10.1). Eyewear boutiques were 
more digitalised than all other sores that participated in the survey. Florist shops, on the other 
hand, were less digitalised than all other stores that participated in the survey. 
 
- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - 
 
Recent experience  ‘Expected impact’  ‘Perceived probability’  ‘Perceived benefits’ ‘Adoption’ 
 No cybercrime attempts  2.15  2.39  2.85  3.29 
 Failed attempts only  2.44  3.21  3.32  3.67 
 At least one suc. attempt  2.90   3.50  3.60  4.16 

 

Table 3. Stores that had experienced a cybercrime incident recently scored ‘better’ than stores that had not. 
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Out of curiosity, it was examined whether there were any correlations between stores’ model 
component scores on the one hand, and the population sizes of the municipalities that those stores 
were headquartered in on the other. The latter were found to be significantly correlated with 
stores’ ‘perceived probability’ (r=0.137, p=0.012) and ‘adoption’ (r=0.121, p=0.026, 2-tailed). 
Although these correlations are both not very strong, they seem to imply that stores that are 
headquartered in relatively populated towns and cities think they are more vulnerable to 
cybercrime and (possibly for that reason) adopt more basic cybersecurity measures than stores 
that are headquartered in relatively unpopulated towns and cities. These findings could not be 
explained by looking at stores’ degree of digitalisation, online visibility or number of employees. 
Perhaps small-town stores (subconsciously) believe that cybercrime is a big-city phenomenon. 
Alternatively, perhaps large-city stores have more connections with other stores than their small-
town counterparts, hear more stories about cybercrime incidents through the grapevine as a result, 
and – potentially as a result of the availability heuristic – consequently become more likely to 
believe that they could fall victim to a cybercrime incident themselves. Could it also be that 
cybercrime prevalence is simply higher among stores in relatively populated towns and cities than 
among stores in relatively unpopulated towns and cities? To test this, the stores were divided into 
two equally-sized groups: a ‘small-town group’, and a ‘large-city group’. In total, 8.6% of all 
stores in the ‘small-town group’ that had provided an answer to survey item 6 had experienced a 
cybercrime incident in the course of the preceding year. In contrast, 12.7% of all stores in the 
‘large-city group’ that had provided an answer to survey item 6 had experienced a cybercrime 
incident during the same period. This difference of more than 4 percentage points is remarkable. 
 

6.5.7. Store owner characteristics 
 
Female-led stores (survey item 16) scored significantly higher on ‘perceived effectiveness’ than 
male-led stores (4.05 vs. 3.74, p=0.009, 2-tailed). Male-led stores, on the other hand, scored 
significantly higher on ‘intention to adopt’ (2.83 vs. 2.49, p=0.038, 2-tailed) and ‘adoption’  
(3.46 vs. 3.24, p=0.048, 2-tailed) than female-led stores. It should be noted that the observed 
differences were not very large. Perhaps they can be partially explained by the fact that male- 
led stores were more likely to be (relatively digitalised) eyewear boutiques, whereas female-led 
stores were more likely to be (relatively undigitalised) hair salons or florist shops. 
 
A significant (albeit weak), positive correlation was found between store owners’ age (survey 
item 17) and their stores’ score on the model component ‘adoption’ (r=0.111, p=0.041, 2-tailed). 
It should be noted that this correlation was caused entirely by store owners’ own perceptions of 
their stores’ digital resilience (survey item 4), which is one of the two indicators for the compo-
nent ‘adoption’. No significant correlation was observed between store owners’ age and the 
number of concrete basic cybersecurity measures that their retail stores are taking (survey  
items 5.1 to 5.7), which is the other indicator for the model component ‘adoption’. 
 

6.5.8. Cybersecurity support 
 

A vast majority of all respondents (80.0%) agreed with the statement that the government, branch 
organisations and other parties should do more to support retail stores in the area of cybersecurity 
(survey item 8.5). The average agreement score for this statement was 3.50, which was significantly 
higher than the middle score of 2.50 (one-sample t-test, p<0.001, 2-tailed). Moreover, more than 
half of all respondents (55.9%) agreed with this statement quite vehemently, giving an agreement 
score of 4 or 5 on a scale from 0 (‘completely disagree’) to 5 (‘completely agree’). 
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Interestingly, only 9 respondents (2.6%) were familiar with the Dutch government’s Digital Trust 
Center (survey item 9). Although the Dutch government has launched various other initiatives in 
recent years as well, the Digital Trust Center is its major vehicle to promote cybersecurity among 
small and medium-sized enterprises in the Netherlands. In 2017, it was announced that the  
Dutch government would establish this organisation to provide companies with clear, objective 
cybersecurity advice (Mallens, 2017). The branch organisation for Dutch SMEs “wholeheartedly 
applauded” this initiative at the time (Mallens, 2017). The Digital Trust Center became active in 
2018 (Mallens, 2017; MKB Nederland, 2018). It aims to provide small and medium-sized Dutch 
companies with basic cybersecurity advice (Centraal Planbureau, 2019b, p. 34+38). 
 
The average agreement score for survey item 8.2 (‘There is so much information about cyber-
safety on the Internet that we sometimes cannot see the wood for the trees’) was 3.13, which  
was significantly higher than the middle score of 2.50 (one-sample t-test, p<0.001, 2-tailed).  
In total, 68.6% of the respondents agreed with this statement. Many of them (43.0% of all 
respondents) even did so quite vehemently, giving an agreement score of 4 or 5. 
 
6.5.9. Miscellaneous 
 
The average agreement score for survey item 10.3 (‘Fear of cybercrime prevents us from further 
embracing digitalisation’) was 1.28, which was significantly lower than the middle score of 2.50 
(one-sample t-test, p<0.001, 2-tailed). Only 15.8% of all respondents agreed with the statement. Most 
of them (8.0% of all respondents) did not do so wholeheartedly, given an agreement score of only 3 
on a scale from 0 (‘completely disagree’) to 5 (‘completely agree’). On the other hand, 65.2% of all 
respondents disagreed with the statement quite vehemently, giving an agreement score of only 0 or 1.  
 
In total, 10.8% of all participating stores indicated that they have cybercrime insurance (survey 
item 11) – a relatively new phenomenon (Martínez, 2018, p. 9). Insured stores were found to be 
taking more basic cybersecurity measures than uninsured stores (survey items 5.1 to 5.7; 6.11 vs. 
5.22). The observed difference was statistically significant (two-samples t-test, p<0.001, 2-tailed). 
 
7. Discussion 
 
7.1. Main conclusions 
 
7.1.1. Cybercrime prevalence 
 
The results of this study seem to imply that cybercrime is not as prevalent among small and 
medium-sized retail stores in the Netherlands as some previous research in this area would 
suggest. In 2019, as was discussed in section 4.2, a study on cybercrime and cybersecurity at 
small retail stores in The Hague found that almost half of all participating stores had experienced 
a cybercrime incident in the course of the preceding year (Van der Kleij et al., 2019). In contrast, 
only 10.3% of all retail stores that took part in the present study had experienced such an  
incident in the course of the preceding twelve months. A large majority of those incidents, 
moreover, were unsuccessful for the cybercriminals who were involved in them. 
 
It is not clear why the results of this study paint a less alarming picture about the prevalence of 
cybercrime among small and medium-sized retail stores in the Netherlands than the results of the 
above-mentioned 2019 study. Perhaps the discrepancy can be explained by the fact that the 2019 
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study focused on retail stores in a single city. The Hague is a large city, and the results of the 
present study suggest that cybercrime prevalence might be slightly higher among stores in 
relatively populated towns and cities than among stores in relatively unpopulated towns and cities. 
Alternatively, perhaps the discrepancy can be explained by methodological differences. Although 
both the present study and the 2019 study made use of surveys, there may have been some 
important variation in how stores were asked about their recent experience with cybercrime. It is 
hard to assess this, however, since the 2019 study was never reported on in an academic journal. 
 
It should be noted, of course, that the context in which this study was conducted was very 
different from the context in which the previous 2019 study was conducted. As was briefly 
alluded to in section 5 already, the present study’s survey was distributed in the midst of the 
COVID-19 pandemic. The Netherlands had already been under the spell of the coronavirus  
for more than a year when the first stores were invited to participate in this study on 22 April 
2021. It seems highly unlikely, however, that this can explain the observed discrepancy between 
the results of the present study and the results of the study that was conducted in The Hague  
in 2019. If anything, in fact, the COVID-19 pandemic appears to have caused Dutch cyber- 
crime rates to dramatically increase (Cybercrime Info, 2020; National Coördinator Terrorisme-
bestrijding en Veiligheid, 2020, p. 18; Van Dijke, 2020; Politie Nederland, 2021). 
 
7.1.2. Cybersecurity behaviour 
 
To what degree are small and medium-sized retail stores in the Netherlands taking basic cyber-
security measures to enhance their digital resilience? Again, the results of this study seem to  
paint a more reassuring picture than the results of some past research. In 2018, as was also 
discussed in section 4.2, a nationwide study on cybercrime and cybersecurity at Dutch retail  
stores of all sizes found that many retail stores were failing to take certain basic cybersecurity 
measures (Detailhandel Nederland, 2018). Only 43% of all respondents made use of antivirus 
software, for example, and only 40% of them had protected their Wi-Fi networks with a password. 
In the present study, in contrast, it was found that 99.4% of all respondents made use of reliable 
antivirus software and that 98.6% of them have protected their Wi-Fi networks with a password. 
 
Again, it is not entirely clear how these differences can be explained. The above-mentioned 2018 
study (which also relied on survey research) did not focus exclusively on small and medium-sized 
retail stores. Unlike the present study, it looked at retail stores with more than 50 employees as 
well. It seems unlikely that this can explain why the results of the 2018 study were so much more 
alarming than the results of the present study, however: in general, as was discussed in section 
3.3, large Dutch businesses seem to be taking more (not fewer) cybersecurity measures than their 
smaller counterparts. Private communication with the deputy director of the (now defunct) branch 
organisation that commissioned the 2018 study has revealed that only 10% of the data that was 
collected in that study was provided by retail store owners. In contrast, almost 93% of the data 
that was collected in the present study was provided by retail store owners. Perhaps this discrepancy 
could partially explain the observed differences (Grant et al., 2014, p. 99). It is also possible that 
retail stores have purchased antivirus software and have started to protect their Wi-Fi networks 
with a password en masse in recent years, of course, but this does not seem very plausible. 
 
The present study looked at five other basic cybersecurity measures as well, which were found to 
be implemented (much) less often by the stores in our sample. More than half of all respondents in-
dicated that they do not replace their passwords at least once a year, for instance. Please see figure 
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5 again. A sizeable majority (72.9%) of all stores were found to be missing at least one of the seven 
basic cybersecurity measures that were looked at in this study. This is a serious cause for concern: it 
seems many small and medium-sized Dutch retail stores are unnecessarily vulnerable to cybercrime. 
 
7.1.3. Decision-making about basic cybersecurity measures 
 
The results of this study seem to suggest that explanatory model that was introduced in section 
4.3.2 can be used to develop a better understanding of why small and medium-sized retail  
stores in the Netherlands are (not) taking certain basic measures to protect themselves against 
cybercrime. The model in question was heavily based on the protection motivation theory  
which, to the best of our knowledge, had never been examined in the context of cybercrime  
and cybersecurity at an organisational (rather than an individual) level before. 
 
If one wants to effectively encourage small and medium-sized Dutch retail stores to enhance their 
digital resilience, it seems important to stress both that basic cybersecurity measures could bring 
them many benefits and that the costs of such measures are not very high. Please see figure 7 again. 
The large (potential) benefits seem to deserve more emphasis than the low (certain) costs. 
 
To convince stores that it would be beneficial for them to take basic cybersecurity measures, it seems 
best to focus their attention on the impact that a successful cyberattack could have on them. It 
would probably also be useful to inform them about the effectiveness of basic cybersecurity 
measures. Other research has also hinted in this direction in the past (Hanus & Wu, 2016; Tsai et 
al., 2016, p. 145; Martens et al., 2019, p. 141). Telling stores that it is likely that they will be tar- 
geted by cybercriminals soon, on the other hand, will probably not have much effect. This finding 
was not in line with our prior expectations, although it should be noted that similar results appear 
to have been encountered in earlier research among private individuals (Woon et al., 2005, p. 375). 
In addition, past findings already hinted in the direction that ‘expected impact’ is a more impor-
tant determinant of self-protective behaviour than ‘perceived probability’ (Tsai et al., 2016, p. 145).  
 
To convince stores that taking basic cybersecurity measures would not be very costly for them,  
it would probably be good to try to enhance their confidence in their own ability to take such 
measures without any external help. This finding appears to be in line with the results of past 
research (Crossler, 2010, p. 4), although the evidence in this area appears to be mixed (Hanus & 
Wu, 2016, p. 5). The factor ‘perceived costs’ has not been studied much in the past, however, in 
part because it is difficult to operationalise (Martens et al., 2019, p. 141). 
 
7.2. Implications for practice 
 
In many respects, the results of this study paint a less alarming picture about cybercrime and cyber-
security among small and medium-sized retail stores in the Netherlands than the results of earlier 
research. There does not appear to be much reason for complacency, however. The results suggest 
that approximately one in every sixty small and medium-sized retail stores in the Netherlands ex- 
periences at least one successful cyberattack each year. Moreover, many small and medium-sized 
Dutch retail stores appear to be unnecessarily vulnerable to cybercrime because they are failing to 
take certain basic cybersecurity measures. There is still plenty of space for improvement, in sum. 
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Small and medium-sized Dutch retail stores would be well-advised to enhance their digital 
resilience, especially given their increasingly high degree of digitalisation and the wide- 
spread expectation that cybercrime will become more prevalent at SMEs in the near future  
(as was discussed in section 3.2). Arguably, branch organisations and the Dutch government 
should try to help retail stores achieve this. In total, 80% of all stores that participated in  
this study indicated that they (strongly) desire more external support in the area of cyber- 
security. This was in line with the results of past research on cybercrime and cybersecurity  
at Dutch SMEs in general (Veenstra et al., 2015, p. 15; Notté & Slot, 2017, p. 2).  
 
It should be noted that the Dutch government already spends millions of euros on various 
cybercrime prevention initiatives each year (Boes & Leukfeldt, 2017, p. 196-197; MKB 
Nederland, 2017; Centraal Planbureau, 2018, p. 4; Cyber Weerbaarheidscentrum Brainport, n.d.; 
Weggelaar, n.d.). Think of the Digital Trust Center, for example, which was briefly described in 
section 6.5.8. Unfortunately, little is known about the effectiveness of these initiatives (Veenstra 
et al., 2015, p. 15; Centraal Planbureau, 2019b, p. 36-38). The results of the present study suggest 
that the Digital Trust Center could benefit from some more publicity: only 2.6% of all 
respondents were familiar with it. Perhaps it would be good for the Dutch government to reduce 
the number of initiatives that it is investing in, and to pour more money into the Digital Trust 
Center instead. According to the Dutch Bureau for Economic Policy Analysis, the current 
abundance of initiatives can lead to “inefficiency or inconsistencies” (Centraal Planbureau, 2019b, 
p. 37). Besides, it makes it complex for companies to decide where to go to for help. Almost 70% 
of all respondents in this study indicated that they sometimes get overwhelmed by the huge 
amount of cybersecurity advice that can be found online. Similar results have been obtained by 
other scholars in the past (Osborn, 2014, p. 10; Mijnhardt et al., 2016, p. 106; Renaud, 2016, p. 
11+15; Renaud & Weir, 2016, p. 137; Akhgar et al., 2019, p. 196; Bada & Nurse, 2019, p. 5-6; 
Benz & Chatterjee, 2020, p. 532). It would probably help businesses if there would be a single 
(public) authority that could provide them with all of the cybersecurity support they need (Armin 
et al., 2015, p. 14; Renaud, 2016, p. 16; Renaud & Weir, 2016, p. 140; Bada & Nurse, 2019, p. 6-
7; Carías et al., 2020, p. 174218). The Digital Trust Center could take on this role in the Netherlands. 
 
Some small and medium-sized Dutch retail stores may need to be convinced that it would be 
advantageous for them to start taking more basic cybersecurity measures. The results of this study 
could be used to design effective awareness campaigns. Please see section 7.1.3 again. Awareness 
campaigns should probably stress that successful cyberattacks can have a large impact on stores. 
In addition, they should aim to enhance stores’ confidence in their own ability to take more basic 
cybersecurity measures, and they should emphasise that such basic measures – however insubstantial 
they may seem – can significantly reduce the probability that one will fall victim to cybercrime. 
 
7.3. Strengths and limitations 
 
Arguably, the present study had various strengths. A carefully designed survey was used, for 
example, which was developed on the basis of an extensive literature review. The survey was 
distributed among a large, diverse group of small and medium-sized retail stores from all over the 
Netherlands. As a result, the stores that ended up participating in this study were probably more 
representative of the population that they were drawn from than would have been the case if a 
convenience sample had been used (Paoli et al., 2017, p. VII). To reduce self-selection bias as 
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much as possible (Veenstra et al., 2015, p. 6), a gift card was raffled among all participants who 
shared their email addresses with us (Osborn, 2014, p. 1). Moreover, invitees were reminded 
about the survey up to two times. Such an “intensive reminding process” is believed to reduce 
self-selection bias (Reep-Van den Bergh & Junger, 2018, p. 4). Another strength of the present 
study, is that it attempted to measure both stores’ ‘intention to adopt’ and their actual ‘adoption’. 
This was deemed important since, although the protection motivation theory posits that people’s 
‘intention to adopt’ is a key determinant of their actual ‘adoption’, there is “a known gap” 
between both constructs (Van Bavel et al., 2019, p. 30; Sheeran & Web, 2016, p. 503). Many  
past studies that examined the protection motivation theory in the area of cybercrime and 
cybersecurity failed to measure both of them (Van Bavel et al., 2019, p. 30). 
 
Of course, the present study had various limitations as well. To start, although several efforts were 
made to reduce self-selection bias as much as possible, it cannot be ruled out that the stores that 
decided to participate in this study were not entirely representative of all small and medium-sized 
retail stores in the Netherlands. Perhaps the stores that decided to participate in the study were 
more interested cybercrime and cybersecurity than the stores that decided not to do so, for example 
(Veenstra et al., 2015, p. 6). Alternatively, perhaps stores that had recently experienced a cybercrime 
incident were more suspicious about this study and hence less likely to participate in it than stores 
that had not experienced any cybercrime incidents recently. Another limitation of this study is the 
fact that it fully relied on self-reported data (Van Bavel et al., 2019, p. 30). Instead of asking stores 
to rate their own digital resilience, it would have been better to let experts independently assess 
their cybersecurity behaviour. Past findings suggests that people tend to act less securely online 
than they would care to admit to researchers (Van der Kleij et al., 2020, p. 119). To reduce the im- 
pact of social desirability effects, the survey was made anonymous. Perhaps this helped: the partici- 
pating stores do not seem to have answered the survey items in an overly self-flattering manner. 
Please see section 6.5.2 again, for example. A third limitation of this study is the fact that the cyber- 
security measures that were looked at were mostly technical in nature. Soft measures, like teaching 
employees about cybercrime and setting rules for them on how to behave online, were not examined. 
 
7.4. Suggestions for future research 
 
Three suggestions for future research can be made. Fist of all, future work could investigate cyber-
crime and cybersecurity in other business sectors that are important to the Dutch economy. It would 
be interesting to examine whether any cross-sector differences can be observed in this area. If so, 
perhaps valuable insights could be gained by observing the best-performing sectors. Secondly, 
future studies could further examine the applicability of the protection motivation theory in the 
context of cybercrime and cybersecurity at small and medium-sized enterprises. To the best of our 
knowledge, this was the first study to test that applicability. More research in this area, including 
in-depth research of a qualitative nature, would be welcome. Thirdly and finally, future work could 
aim to develop and evaluate an awareness campaign on the basis of the outcomes of this study.  
 
8. Conclusion 
 
The rise of modern technology has brought mankind many benefits, but it has also given rise to 
new types of threats. Both individuals and organisations can fall victim to cybercrime. They 
would be well-advised to enhance their digital resilience by taking basic cybersecurity measures, 
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therefore. The present study looked at cybercrime and cybersecurity in the Dutch retail sector.  
It had three broad aims. First of all, it aimed to establish how prevalent cybercrime is among  
small and medium-sized retail stores in the Netherlands. Secondly, it aimed to establish to  
what extent such stores are taking basic cybersecurity measures to protect themselves against 
cybercrime. Finally, it aimed to explain why some small and medium-sized Dutch retail stores are 
taking more basic cybersecurity measures than others. A survey was distributed among roughly 
3500 stores from all over the Netherlands. In total, 351 useful responses were obtained.  
 
The results of this study suggest that cybercrime is not as prevalent among small and medium-
sized Dutch retail stores as previous research would suggest: only 10.3% of all respondents had 
experienced a cybercrime incident in the course of the past year, and many of those incidents had 
not been successful for the cybercriminals who were involved in them. Unfortunately, the results 
also suggest that many Dutch retail stores are unnecessarily vulnerable to cybercrime because 
they are failing to take some basic cybersecurity measures. Although stores seem to be protecting 
themselves better than previous research would suggest, there is still plenty of space for improve-
ment: almost three quarters of the stores that participated in this study are failing to take at least 
one of the seven basic cybersecurity measures that were asked about in the survey. Several  
factors were identified that may play a role in retail stores’ decision-making about basic cyber-
security measures. Simply put, (partial) support was found for the applicability of the protection 
motivation theory in this area. To the best of our knowledge, the applicability of that theory had 
never been examined at an organisational level before in the context of cybercrime and cybersecurity. 
 
This was the first large-scale study that specifically focused on cybercrime and cybersecurity at 
small and medium-sized retail stores in the Netherlands. As such, arguably, it has made a valuable 
contribution to the literature. In spite of its various limitations, this study will hopefully serve as a 
solid foundation for further research in this area. Ultimately, such research should aim to enhance the 
digital resilience of vulnerable businesses so they can stay successful for many more years to come. 
 
9. Appendices 
 
9.1. Appendix A (survey) 
 
This is a translation of the original survey, which was administered in Dutch. The original survey 
is available upon request. For the sake of conciseness, its introduction and conclusion have been 
omitted from this translation. Participants were allowed to skip all survey items that they felt un-
comfortable with. Items 2, 6, 6.1 and 7 were taken from the 2018 study by Detailhandel Nederland. 
 
 

 
Section A – Fear of cybercrime 
 
First of all, we would like to ask you whether or not you believe 
that cybercrime constitutes a serious threat for your company.  
 
1. Please indicate to what extent you agree with the following statements. 

 

1.1.  ‘It is likely that our company will fall victim to cybercrime in the upcoming year.’  
         Likert scale (6 points: ‘completely disagree’ – ‘completely agree’). 

	

à
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1.2.  ‘Our company is not an interesting target for cybercriminals, so we have little to fear.’  
         Likert scale (6 points: ‘completely disagree’ – ‘completely agree’). 
 

1.3.  ‘Cybercriminals rarely target small and medium-sized retail companies.’ 
         Likert scale (6 points: ‘completely disagree’ – ‘completely agree’). 
 

1.4.  ‘The consequences of a successful cyber attack would probably be quite small for our  
         company.’ Likert scale (6 points: ‘completely disagree’ – ‘completely agree’). 
 

1.5.  ‘In all likelihood, a successful cyber attack would greatly damage our company.’ 
         Likert scale (6 points: ‘completely disagree’ – ‘completely agree’). 
 

2. How much money do you thing an average (successful) cyber attack would cost your  
     company? Multiple choice (‘at most €20,000’, ‘€20,000 to €40,000’, ‘€40,000 to  
     €60,000’, ‘€60,000 to €80,000’, ‘at least €80,000’, other 
 
 
Section B – Basic cybersecurity measures 
 

On the Internet, the government, branch organisations and other parties offer free  
advice about basic cybersecurity measures that companies could take to enhance their 
digital resilience. Think of measures like (1) regularly making back-ups of your data 
and (2) activating two-factor authentication for your online accounts. We would like 
to ask you for your views on (advice about) such basic cybersecurity measures.  
 

3. Please indicate to what extent you agree with the following statements. 
 

3.1. ‘Free advice on how to enhance your company’s digital resilience tends to be very basic 
        and not very useful.’ Likert scale (6 points: ‘completely disagree’ – ‘completely agree’). 
 

3.2. ‘By taking basic cybersecurity measures, you can significantly reduce the likelihood that 
        your company will fall victim to cybercrime in the future (or that such victimhood would   
        have a major impact).’ Likert scale (6 points: ‘completely disagree’ – ‘completely agree’). 
 

3.3. ‘Advice about basic cybersecurity measures tends to be too complicated for our 
        company.’ Likert scale (6 points: ‘completely disagree’ – ‘completely agree’). 
 

3.4. ‘We are capable of (independently) taking almost all basic cybersecurity measures one  
        could think of.’ Likert scale (6 points: ‘completely disagree’ – ‘completely agree’). 
 

3.5. ‘Taking basic cybersecurity measures could greatly benefit our company (or already did so in 
        the past/does so now).’ Likert scale (6 points: ‘completely disagree’ – ‘completely agree’). 
 

3.6. ‘Taking basic cybersecurity measures is very expensive.’  
         Likert scale (6 points: ‘completely disagree’ – ‘completely agree’). 
 

3.7. ‘Taking basic cybersecurity measures is very time-consuming.’  
         Likert scale (6 points: ‘completely disagree’ – ‘completely agree’). 
 

3.8. ‘Taking basic cybersecurity measures could be very costly (in a broad sense)  
        for our company (or already was so in the past/is so now).’ Likert scale (6  
        points: ‘completely disagree’ – ‘completely agree’). 

	
à
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3.9. ‘We are very motivated to take basic cybersecurity measures.’  
         Likert scale (6 points: ‘completely disagree’ – ‘completely agree’). 
 

3.10.  ‘For our company, the costs of taking basic cybersecurity measures outweigh the benefits 
           of taking them.’ Likert scale (6 points: ‘completely disagree’ – ‘completely agree’). 
 

Next, we would like to ask you which basic measures you are already taking at 
this moment to reduce the likelihood that your company will fall victim to cyber- 
crime in the future. Your answers are anonymous and will be treated with care. 
 

4. Please indicate to what extent you agree with the following statement. ‘We take 
    many basic measures to enhance the digital resilience of our company.’ Likert  
     scale (6 points: ‘completely disagree’ – ‘completely agree’). 
 

5. Are the following statements accurate for your company?  
     Please indicate so for each statement. 
 
5.1. ‘We always try to install security updates for our software as soon as 
         possible (usually within one week).’ Multiple choice (‘yes’, ‘no’). 
 
5.2. ‘All of our computer systems are password-protected.’ Multiple choice (‘yes’, ‘no’). 
 
5.3. ‘We regularly change our passwords (at least once a year).’ Multiple choice (‘yes’, ‘no’). 
 
5.4. ‘We make use of reliable antivirus software.’ Multiple choice (‘yes’, ‘no’). 
 
5.5. ‘Our Wi-Fi network is password-protected.’ Multiple choice (‘yes’, ‘no’). 
 
5.6. ‘Our customers do not have access to the Wi-Fi network  
         that we use ourselves.’ Multiple choice (‘yes’, ‘no’). 
  
5.7. ‘We regularly make back-ups of our most important data, such as our 
         customer database (at least once a month).’ Multiple choice (‘yes’, ‘no’). 
 
 
Section C – Miscellaneous questions 
 
You have reached the final part of the survey. We 
still have some miscellaneous questions for you. 
 
6. Did you experience cybercrime in the course of the past year? Multiple choice 
     (‘yes, we fell victim to cybercrime’, ‘yes, cybercriminals made an attempt, but 
     they were unsuccessful’, ‘no’, ‘I do not know’). 
 

6.1. Which forms of cybercrime did you come into contact with in the course of the past  
        year? Multiple choice (‘DDoS attack’, ‘ransomware’, ‘hacking’, ‘identity fraud’,  
       ‘malware/viruses’, ‘phishing’, ‘invoice fraud’, ‘fraud with gift cards’). Multiple  
        options could be selected. A brief definition was provided for each form of cyber- 
        crime. This question was only asked if the answer to question 6 started with ‘yes’. 

	
à
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7. Did you experience traditional store crime, like shoplifting, in the course of the past year?  
     Multiple choice (‘yes, we fell victim to traditional store crime’, ‘yes, criminals made an  
     attempt, but they were unsuccessful’, ‘no’, ‘I do not know’). 
 

8. Please indicate to what extent you agree with the following statements. 
 
8.1. ‘We are less worried about cybercrime than about more traditional forms of crime, like  
         shoplifting.’ Likert scale (6 points: ‘completely disagree’ – ‘completely agree’). 
 
8.2. ‘There is so much information about cybersafety on the Internet that we  
         sometimes cannot see the wood for the trees.’ Likert scale (6 points:  
         ‘completely disagree’ – ‘completely agree’). 
 
8.3. ‘Branch organisations try to encourage small and medium-sized retail companies to enhance  
         their digital resilience.’ Likert scale (6 points: ‘completely disagree’ – ‘completely agree’). 
 
8.4. ‘The government tries to encourage small and medium-sized retail companies to enhance  
         their digital resilience.’ Likert scale (6 points: ‘completely disagree’ – ‘completely agree’). 
 
8.5. ‘The government, branch organisations and other organisations should do  
         more to support retails stores in the area of cybersecurity.’ Likert scale (6 
         points: ‘completely disagree’ – ‘completely agree’). 
  
9. Are you familiar with the Digital Trust Center of the Ministry of 
     Economic Affairs and Climate Policy? Multiple choice (‘yes’, ‘no’).  
 
10. Please indicate to what extent you agree with the following statements. 
 
10.1. ‘Our company is strongly digitalised.’  
          Likert scale (6 points: ‘completely disagree’ – ‘completely agree’). 
 
10.2. ‘We plan to further digitalise in the future.’ 
          Likert scale (6 points: ‘completely disagree’ – ‘completely agree’). 
 
10.3. ‘Fear of cybercrime prevents us from further embracing digitalisation.’ 
          Likert scale (6 points: ‘completely disagree’ – ‘completely agree’). 
 
10.4. ‘Our company is very visible on the Internet. We have our own website, 
          for example, and we are active on social media.’ Likert scale (6 points: 
          ‘completely disagree’ – ‘completely agree’). 
 
10.5. ‘We are well-informed when it comes to subjects like cybercrime and cybersafety.’  
          Likert scale (6 points: ‘completely disagree’ – ‘completely agree’). 
 
10.6. ‘Many small and medium-sized retail companies do not pay much attention to their digital  
          safety.’ Likert scale (6 points: ‘completely disagree’ – ‘completely agree’). 
 
11. Is your company insured against cybercrime? Multiple choice (‘yes’, ‘no’, ‘I do not know’). 

	
à
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12. What is the best way to describe your company? Multiple  choice (‘clothing  
       store’, ‘eyewear boutique’, ‘florist shop’, ‘hair salon’, ‘jewellery store’, other).  
 
13. Approximately how many people does your company employ? Please 
       include both full-time and part-time employees. Open answer. 
 
14. What is your role within the company? Multiple choice  
       (‘owner’, ‘manager’, ‘IT employee’, other). 
 
15. In which city is (the largest branch of) your company located? Open answer. 
 
16. What is the gender of the person who is in charge at your 
       company? Multiple choice (‘male’, ‘female’, other). 
 
17. How old is the person who is in charge at your company? Multiple choice (’20 to 30 years’,  
      ’30 to 40 years’, ’40 to 50 years’, ’50 to 60 years’, ’60 to 70 years’, ’70 to 80 years’, other). 

 
 

At the end of the survey, we thanked the respondents for their participation and provided them with 
our contact details. We also provided them with a link to a separate survey, where they could sub- 
mit their email address to take part in a €50 gift card raffle and receive a summary of our findings. 
 
9.2. Appendix B (model component formulae)  
 

Model component formulae 
Component 1 Description Perceived effectiveness of basic measures (‘perceived effectiveness’) 

Formula C1 = I3.2* 
Remarks I3.2 and C1 both run from 0 to 5 

Component 2 Description Expected impact of a successful cyberattack (‘expected impact’ 
Formula C2 = [(5-I1.4) + I1.5] / 2 
Remarks I1.4, I1.5 and C2 all run from 0 to 5 

Component 3 Description Perceived probability of a cyberattack (‘perceived probability’) 
Formula C3 = [(5-I1.2) + (5-I1.3)] /2 
Remarks I1.2, I1.3 and C3 all run from 0 to 5 

Component 4 Description Perceived ability to take basic measures (‘perceived ability’) 
Formula C4 = I3.4 
Remarks I3.4 and C4 both run from 0 to 5 

Component 5 Description Perceived benefits of taking basic measures (‘perceived benefits’) 
Formula C5 = I3.5 
Remarks I3.5 and C5 both run from 0 to 5 

Component 6 Description Perceived costs of taking basic measures (‘perceived costs’) 
Formula C6 = (I3.6 + I3.7 + I3.8) / 3 
Remarks I3.6, I3.7, I3.8 and C6 all run from 0 to 5 

Component 7 Description Intention to adopt basic measures (‘intention to adopt’) 
Formula C7 = I3.9 
Remarks I3.9 and I7 both run from 0 to 5 

Component 8 Description Adoption of basic measures (‘adoption’) 
Formula C8 = [I4 + !

!
 * Î5] / 2    where    Î5 = I5. 𝑖!

!!!  
Remarks I4 and C8 both run from 0 to 5, I5S runs from 0 to 7 

* I3.2 refers to a respondent’s score on survey item 3.2.  
   Similar notations are used in the other formulae in this table. 

 

	
n
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9.3. Appendix C (model component correlation matrix) 
 

Model component correlation matrix 

  C1  C2 C3 C4 C5 C6  C7 C8 
C1  
Perceived 
effectiveness 

Pearson’s r  1 -0.01 -0.024 .114** .169*** -0.083 .150*** .187*** 
P-value* - 0.852 0.661 0.033 0.002 0.127 0.005 0 
N 350 349 350 347 344 343 347 350 

C2  
Expected 
impact 

Pearson’s r  -0.01 1 .342*** -0.013 .325*** -0.062 .132** 0.098 
P-value* 0.852 - 0 0.812 0 0.25 0.014 0.067 
N 349 350 350 347 344 343 347 350 

C3  
Perceived 
probability 

Pearson’s r  -0.024 .342*** 1 -0.006 .211*** -.154*** .253*** .137** 
P-value* 0.661 0 - 0.91 0 0.004 0 0.01 
N 350 350 351 348 345 344 348 351 

C4  
Perceived 
ability 

Pearson’s r  .114** -0.013 -0.006 1 .213*** -.251*** .194*** .291*** 
P-value* 0.033 0.812 0.91 - 0 0 0 0 
N 347 347 348 348 343 342 345 348 

C5  
Perceived 
benefits 

Pearson’s r  .169*** .325*** .211*** .213*** 1 -.151*** .372*** .398*** 
P-value* 0.002 0 0 0 - 0.006 0 0 
N 344 344 345 343 345 338 344 345 

C6  
Perceived 
costs 

Pearson’s r  -0.083 -0.062 -.154*** -.251*** -.151*** 1 -.193*** -.285*** 
P-value* 0.127 0.25 0.004 0 0.006 - 0 0 
N 343 343 344 342 338 344 341 344 

C7  
Intention  
to adopt 

Pearson’s r  .150*** .132** .253*** .194*** .372*** -.193*** 1 .397*** 
P-value* 0.005 0.014 0 0 0 0 - 0 
N 347 347 348 345 344 341 348 348 

C8  
Adoption 

Pearson’s r  .187*** 0.098 .137** .291*** .398*** -.285*** .397*** 1 
P-value* 0 0.067 0.01 0 0 0 0 - 
N 350 350 351 348 345 344 348 351 

* The significance test was 2-tailed. 
** This correlation is significant at α=0.05. 
*** This correlation is significant at α=0.01. 
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