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Abstract 

Users not adhering to password guidelines marks a persistent drawback in the fight against 

cyberattacks. Regardless of password composition policies promoting safer passwords 

choices, many users work around these requirements and still use easy-to-guess passwords. 

Inspired by Protection Motivation Theory, this experimental study was set up to understand 

the impact of three coping messages (i.e., self-efficacy, response efficacy, and self-efficacy 

and response efficacy combined) to improve password composition, increasing password 

security intentions and subsequent protective behaviour. Specifically, participants were asked 

to generate passwords during the study, and the resulting password quality was evaluated 

based on several password characteristics. Participants also reported their behavioural 

intentions to create strong passwords after the intervention, and I assessed whether the 

intention translated into behaviour after four weeks. I found that participants who were 

reminded of the effectiveness of strong passwords (i.e., response efficacy message) created 

significantly stronger passwords than those in the other coping message conditions and those 

who did not receive a coping message. Furthermore, the intention to adopt strong passwords 

was elevated for participants in all coping message conditions compared to those who did not 

receive a coping message – but significantly more so in the combined condition. However, 

the intention did not result in protective behaviour after four weeks. Thus, enhancing users 

sense of the effectiveness of robust passwords can change immediate password choices. 

However, many users who express an intention to adopt strong passwords fail to do so. I 

highlight the need for research into interventions that help people translate intentions into 

behaviour.  

 Keywords: online safety, password strength, coping messages, self-efficacy, response 

efficacy, Protection Motivation Theory 
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Protect Your Password so it can Protect You: Improving Password Strength through 

Coping Messages 

 The development of digitalisation continues to accelerate. Likewise is the threat of 

cybercrime. 13% of Dutch citizens aged 15 and older reported falling victim to cybercrime in 

2019 (Centraal Bureau voor de Statistiek [CBS], 2020). International cybercrime statistics 

yield a similar trend. For example, the German Bundeskriminalamt (BKA) (2020) warned 

that the amount of cybercrime registered had risen consistently in recent years. The Federal 

Criminal Police Office administered around 108,000 cybercrime offences in 2020, 

representing an increase of 7.9 % compared to the cases recorded in 2019 (BKA, 2020). 

Furthermore, the Telephone Crime Survey for England and Wales showed a 36% increase in 

computer misuse and fraud offences in the year ending March 2020 compared to the year 

ending March 2019 (Office for National Statistics [ONS], 2021). Thus, cybersecurity threats 

mark a concern for individuals and organizations worldwide.  

 However, the Home Office National Security Strategy identified that cyberattacks are 

not inevitably sophisticated or unpreventable (Hammond & Gummer, 2016). The success of 

an attack is often tied to vulnerabilities in cyber defence systems linked to human behaviour 

(Hammond & Gummer, 2016). The Data Breach Investigations Report by Verizon found that 

a common cause of security vulnerabilities at companies was the use of weak passwords 

(Verizon, 2021). The use of weak passwords has also contributed to significant cybersecurity 

breaches at Target (Plachkinova & Maurer, 2019) and Dropbox (Guha & Kandula, 2012); 

however, these are just two examples from numerous cases of password breaches in the past 

years. Consequently, improving users safe password practices has become a priority for 

organisations and governmental agencies (Ponnusamy et al., 2020). Accordingly, many 

employers and websites have adopted password composition policies that limit the minimum 

length and complexity of the passwords. 
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 Despite such preventive measures, password composition policies failed to achieve 

the goal of stronger passwords (Komanduri et al., 2011; Shay et al., 2016). A primary reason 

seems to be the increased cognitive load. To reduce the cognitive load, users conduct a 

security-convenience trade-off where they work around the requirements of password 

policies by implementing easy-to-guess passwords or reusing passwords (Inglesant & Sasse, 

2010; Shay et al., 2016). To prevent users from employing these poor password practices, 

scholars have attempted to develop methods to encourage better password practices, for 

example, nudge interventions (Nicholson et al., 2018; Peer et al., 2020; van Bavel et al., 

2019). Nudging is defined as the systematic development and implementation of indirect 

messages in creating behavioural change (Thaler & Sunstein, 2008). Nudges are more 

flexible than password policies because they do not force users to create passwords strictly 

according to  password policies but indirectly prompt people towards improved password 

habits. 

 The present study contributes to this research initiative. We drew on Protection 

Motivation Theory (PMT) (Rogers, 1975) to test the effectiveness of three coping nudges 

(i.e., self-efficacy, response efficacy, self-efficacy and response efficacy combined) designed 

to help people create stronger passwords. The motivation to focus on the coping elements of 

the PMT builds on previous research which showed that coping messages, compared to threat 

messages, are stronger predictors for intentions to engage in precautionary online behaviour 

(Jansen & Van Schaik, 2017; LaRose et al., 2005; van Bavel et al., 2019). However, the 

effectiveness of the individual coping elements in improving cyber security behaviour has not 

yet been investigated and will therefore form the unique basis of this study. To assess 

password behaviour, we created an online experiment that measured observed behaviour (i.e., 

hypothetical password creation), behavioural intention to create stronger passwords after the 
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study and self-reported behavioural change four weeks after we presented the nudges to the 

participants. 

Password Security Research 

 To date, almost everyone is connected to various devices and online accounts (e.g., 

bank, e-mail, dating portals, streaming platforms) that predominantly require text-based 

passwords as an authentication mechanism to avoid disclosing sensitive data. Thus, users 

must create passwords for more and more websites. For example, Eddolls (2016) estimated 

that the average internet user in the UK has over 100 accounts. However, a meaningful way 

to improve data security through password authentication requires users to develop difficult-

to-guess passwords that are unique for each account (Potter, 2010). Nevertheless, since users 

have so many accounts, it is evident that creating and recalling numerous strong passwords is 

challenging. Consequently, users alleviate the memory burden by reusing a smaller collection 

of weak and easy-to-remember passwords (Bakas et al., 2021; Florencio & Herley, 2007; 

Gaw & Felten, 2006; Grawemeyer & Johnson, 2011; Von Zezschwitz et al., 2013).  

 This weakness of password authentication has led scholars to recommend other 

authentication methods (e.g., Biddle et al., 2012). For instance, biometrics can measure and 

analyse users physical characteristics (e.g., facial recognition, fingerprint, iris recognition) to 

grant access to their accounts (Di Campi, 2021). Another alternative is two-factor 

authentication (2FA). A system using 2FA requires users to confirm a one-time passcode that 

is forwarded via SMS or other forms of communication (Krol et al., 2015). However, 

although there is a strong aspiration among the academic community, computer experts, and 

companies to replace passwords with more secure alternatives, text-based passwords are still 

the dominant authentication mechanism (Quermann et al., 2018).   
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 Since passwords seem to remain the primary authentication mechanism in the next 

years, cyber security problems still exist and are well-known by cybercriminals. The most 

common concerns are that users create overly simple and personalised passwords 

(Grawemeyer & Johnson, 2011) and reuse the passwords for several accounts (Bakas et al., 

2021; Gaw & Felten, 2006). Cybercriminals share that knowledge and keep strategising to 

exploit the incautions behaviour of users to gain unauthorised access to personal information 

through password attacks (Di Campi, 2021). Password attacks can be differentiated into two 

categories: capture and guessing attacks. First, using capture attacks, hackers attempt to 

expose passwords by capturing login credentials when entered by the user (Biddle et al., 

2012; Stobert, 2015). For example, malware and phishing are common forms of capture 

attacks. Malware uses software to capture keystrokes, mouse movements, or screen output, to 

obtain login credentials (Biddle et al., 2012). Phishing is a type of social engineering used to 

trick users into entering their passwords at a corrupted website recording input (Biddle et al., 

2012). Second, through guessing attacks, hackers try to access accounts by guessing 

passwords. Guessing attacks include brute-force attacks where hackers methodically submit 

many passwords or passphrases with the hope to eventually guess correctly (Stobert, 2015); 

and dictionary attacks, where the hacker uses a dictionary or list of previously leaked 

passwords to approximate commonalities (Stobert, 2015). Hence, whether a guessing attack 

is successful almost entirely depends on the strength of the user-chosen passwords. 

 In prior research, password strength has been assessed based on different password 

characteristics. For example, Florencio and Herley (2007) conducted a large-scale study and 

analysed password strength based on uppercase letters, digits, and special characters. They 

reported that the average user dominantly employed lower-case only passwords and barely 

used uppercase and special characters. Bakas et al. (2021) reported similar results. They 

surveyed 254 users regarding their password strength but extended the assessment 
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characteristics and included common names, famous English words, and repeats. They also 

found that most participants employed a weak password (i.e., 105 out of 254 participants 

scored the lowest of four password strength categories). Another study revealed that people 

often choose personal terms for their passwords (e.g., children’s names, birth dates, and 

phone numbers) (Andrews, 2002). Therefore, there are significant challenges to ensure that 

users are both aware of their vulnerability to guessing attacks and can reduce these risks by 

developing passwords consisting of strong characteristics. 

Behaviour Change in Password Security  

 Protection Motivation Theory (PMT; Rogers, 1975; Maddux & Rogers, 1983) is a 

theoretical framework applied to understand individuals’ protective intentions when faced 

with a potentially threatening event (here, the possibility of a password attack and the misuse 

of accessed information). It supposes that for protection motivation to be elicited, people 

conduct to appraisal processes: threat appraisal and coping appraisal. The threat appraisal 

focusses on the threat itself, and the coping appraisal regards one’s perceived ability to take 

actions against a threat. Most applications of PMT consider the additive effects of these 

variables on behavioural intentions to take precautionary measures, and behavioural intention 

is expected to direct protective behaviour.  

 The threat appraisal combines people’s assessment of how harmful the consequences 

of an anticipated threat are (i.e., threat severity) and how likely one is to be personally 

affected by the threat (i.e., threat vulnerability). The coping appraisal consists of three 

constructs: self-efficacy, response efficacy, and response cost. First, self-efficacy describes 

the level of confidence in carrying out a protective action (Maddux & Rogers, 1983). Second, 

response efficacy is related to one’s perception of whether undertaking a recommended 

action effectively removes a threat. Finally, response cost focuses on a protective actions’ 

associated costs (e.g., effort, time). Self-efficacy and response efficacy are positively related 
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to behavioural intentions, whereas response cost is negatively associated (Mayer et al., 2017). 

Therefore, the coping appraisal may lead to adaptive behaviours, given that the costs of 

making an adaptive response are not too high.   

 Floyd et al. (2000) performed a meta-analysis with 65 studies that assessed at least 

one PMT construct and included intention and/or behaviour as a dependent variable. Twenty-

seven studies assessed intention only, 22 behaviour only, and 16 assessed intention and 

behaviour. They found significant effects of all PMT constructs. However, the effect sizes for 

the threat appraisal constructs (i.e., perceived severity and vulnerability) were ranging from 

small to medium, and the effect sizes for the coping appraisal constructs (i.e., perceived 

response efficacy, self-efficacy, and response costs) varied from medium to large. In addition,  

self-efficacy yielded the largest effect size. Furthermore, the effect sizes for intentions were 

greater than for behaviour for both the threat appraisal and the coping appraisal. Milne et al. 

(2000) largely replicated the findings in another meta-analysis of PMT studies.  

 A growing body of research has applied the PMT to investigate online protective 

behaviour. For example, Boerman et al. (2021) found that perceived severity and response 

efficacy positively affected protection behaviour, while users reported little confidence (i.e., 

low perceived self-efficacy) in their ability to act protectively. However, other work shows 

that response efficacy and self-efficacy are the most influential predictor variables for 

protective cyber behaviour (Boehmer et al., 2015; Jansen & Van Schaik, 2017). However, 

only a few scholars have applied the PMT to design nudge interventions. Van Bavel et al. 

(2019) tested whether PMT nudges will affect people's protective behaviour while making an 

online purchase. Participants received either a threat nudge (i.e., heightened the awareness of 

the threat), a coping nudge (i.e., heightened the awareness of the appropriate protective 

responses), or a nudge that combined the threat and coping elements. They reported that 

participants exposed to the coping message, either in isolation or in combination with the 
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threat appeal, acted more securely than participants that did not receive a security message. 

However, van Bavel et al. (2019) merged a self-efficacy- and response efficacy element into 

the coping nudge. The empirical literature on the effectiveness of coping nudges is still 

scarce, and little is known about the independent influence of the individual constructs of 

coping appraisal on protective behaviour.  

 Thus, the objective of the current study was to investigate the impact of the PMT 

coping elements. I designed three coping nudges to promote more secure password choices:  

• a self-efficacy message provided users with tips on creating strong and memorable 

 passwords and was meant to increase their confidence in creating passwords;  

• a response efficacy message reminded users of the effectiveness of strong passwords 

 to reduce the risk of a cyberattack; and   

• a self-efficacy and response efficacy combined message contained both the 

 beforementioned elements.  

To look at the effectiveness of the coping elements in isolation and combination, I set up an 

online experiment and tested the feasibility of the coping nudges on immediate password 

creation abilities, the intention to create strong passwords after the study, and behavioural 

change after four weeks. I expected that any positive encouragement might play a significant 

role when users are asked to change their approach to password composition. Hence, my 

expectations regarding whether one coping element would be more effective than the other 

were unclear. On the one hand, the hesitancy to employ strong passwords may be rooted in 

negative feelings or apprehension of one’s ability to create and remember secure passwords 

(i.e., perceived self-efficacy). On the other hand, the absence of a sense that solid passwords 

will effectively diminish the risk of a cyberattack also reduces the likelihood that users invest 
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the time and effort to adopt recommended password habits (i.e., perceived response efficacy). 

However, I think that users perception of their ability to create strong passwords builds the 

basis for immediate creation behaviour. Therefore, when I tested the effectiveness of the 

coping nudges on generated password strength during the study, I included an exploratory 

planned contrast to compare the messages with a self-efficacy element (i.e., self-efficacy and 

combined) with the response efficacy and control condition.   

I tested the following hypotheses:  

H1: The groups exposed to a coping nudge will create stronger passwords than people who do 

not receive a coping nudge.  

H2: The groups exposed to a coping nudge will show an increased intention to adopt strong 

passwords than people who do not receive a coping nudge. 

H3: Intentions to adopt strong passwords will positively affect the adoption of strong 

passwords after four weeks.  

Method 

Design 

 I tested the hypotheses using a longitudinal experimental design. The design 

comprised a between-subject factor (i.e., coping message condition) and some analysis 

included a within-subject factor (i.e., multiple measurements over time). I examined the 

effect of the coping messages on three dependent variables:  

• immediate password creation behaviour; 

• behavioural intentions to adopt strong passwords; and 

• self-reported password behaviour four weeks after the intervention.  
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 The between-subject factor was the kind of coping message participants received 

during the experiment. It consisted of four conditions: self-efficacy message, response 

efficacy message, self-efficacy, and response efficacy combined message, compared to a 

control group that did not receive a coping message. The assignment to the coping message 

conditions was random. However, since the coping message condition was an independent-

measures variable, I controlled for potential differences between conditions before the 

analyses to ensure internal validity.  

  There were three within-subject measures in the experiment. The measures took place 

at pre-intervention/baseline (Time 1 [T1]), post-intervention (Time 2 [T2]), and four-week 

follow up (Time 3 [T3]). However, variables varied in whether they were measured once, or 

several times during the experiment. A clear report of the time-points per measure is given in 

the materials section. In general, at T1, participants completed topic-relevant measures (i.e., 

baseline measures) to control post-intervention effects better. At T2, participants had received 

the coping message (or no coping message in case of the control condition) and created 

hypothetical passwords and reported their behavioural intention to adopt stronger passwords. 

That allowed me to analyse whether user password creation behaviour and behavioural 

intentions were elevated immediately following the coping messages while controlling for 

baseline differences. At T3, participants received a short questionnaire four weeks after the 

intervention, including questions to assess their password behaviour in the past four weeks.  

 I chose to collect data over time (i.e., longitudinal element of the study) to assess 

whether the intentions to adopt strong passwords were acted upon. However, I had to decide 

on a reasonable time interval between the intervention and the follow-up to establish this. 

With four weeks, I claim to have set a suitable time interval that allowed participants to 

encounter situations in which they had to create secure passwords, while the effect of the 

messages had optimally not worn off yet.  
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Materials 

Coping Manipulation 

 The coping message manipulation consisted of messages displayed above the text 

fields for password creation. The messages were designed based on the coping constructs of 

the PMT, and they were supposed to increase participants perceived self-efficacy, response 

efficacy, or self-efficacy and response efficacy combined (see Appendix A for a copy of the 

coping messages). In the self-efficacy condition, the message consisted of three tips to 

enhance the participants’ belief about their capabilities to create and remember secure 

passwords. For example, one tip was to remove the vowels from a phrase (e.g., “My favourite 

artist is Elvis” becomes “Myfvrtrtstslvs”). In the response efficacy condition, the message 

aimed to foster the belief that creating secure passwords will lead to more protection against 

cyberattacks. Therefore, it highlighted that implementing specific password characteristics 

will cause hackers to need more than 12 years to crack a password. The combined condition 

merged the two coping messages into a single message. Lastly, the control condition did not 

receive any coping message apart from a short default statement, which I also showed to the 

other groups. The statement noted that “A secure password describes a password that is 

difficult to identify by humans and computer programs, thus, effectively protecting your 

personal data from unauthorized access“.  

Baseline Measures  

 At pre-intervention, I asked participants about their password knowledge, risk-taking, 

the strength of current passwords, and their motivation to adopt secure passwords (i.e., PMT 

constructs) and basic demographic and topic-specific questions. On the one hand, that 

information enabled me to understand users current password behaviour. Nevertheless, on the 

other hand, that information also helped me detect whether the experimental randomization 
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was successful, and I could control for individual differences in later statistical analyses.  

Except if noted, the battery of questions was evaluated on a 7-point Likert scale ranging from 

“Strongly disagree” (coded as 1) to “Strongly agree” (7), with a neutral midpoint “Neither 

agree nor disagree” (coded as 3). The items were partly adapted from scholarly literature 

(Ameen et al., 2020; Burns et al., 2017; Parsons et al., 2017; Tsai et al., 2016; van Bavel et 

al., 2019) and partly constructed by the researcher. Hence, given that items were adapted to 

fit the current context of password security and some items were added without previous 

testing, the reliability was assessed using Cronbach’s alpha. I interpreted Cronbach’s alpha in 

line with Gliem and Gliem’s (2003) rule of thumb: ɑ > .9 – Excellent, ɑ > .8 – Good, ɑ > .7 – 

Acceptable, ɑ > .6 – Questionable, ɑ  > .5 – Poor. In case of questionable or poor scale 

reliability (ɑ < .7), I  evaluated the factorial validity using principal component analysis, 

whereby items with low inter-item correlations (< 0.4) were excluded from further analyses. 

 Secure Password Knowledge. To assess secure password knowledge, participants 

indicated their level of agreement with ten statements. I adapted four statements from the 

human aspects of information security questionnaire (HAIS-Q) (Parsons et al., 2017) but 

focused on secure passwords and sharing them with friends instead of password habits in the 

work environment. In addition, I slightly changed the sentence structure. To illustrate, 

Parsons et al. (2017) asked participants to rate the statements: “It’s acceptable to use my 

social media passwords on my work accounts” and “It’s a bad idea to share my work 

passwords, even if a colleague asks for it”. I adjusted them to “It’s acceptable to use my 

social media password for other online accounts” and “It’s secure to share my password if a 

friend asks for it”. In addition, I added six items to assess participants knowledge regarding a 

broader range of secure password characteristics. Example items are “A password that 

contains upper- and lower-case letters and numbers is secure” and “It’s secure to use my birth 

date as a password”. However, the scale proved questionable reliability (ɑ = .64). Principal 
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component analysis revealed that the items “A mixture of letters, numbers, and symbols is 

necessary for a secure password” and “A password that contains upper-and lower-case letters 

and numbers is secure” had inter-item correlations below 0.4. After removing the two items, 

the scale passed the acceptable reliability threshold (ɑ = .72). After reverse scoring some 

items, I computed the mean rating of password knowledge.  

 Risk-Taking.  I assessed users propensity to engage in risk behaviours using the 

domain-specific risk-taking scale (DOSPERT) (van Bavel et al., 2019). I decided to 

incorporate a measure of general risk-taking to check whether risk-taking propensity might 

predict participant dropout from the experiment. Risk-taking behaviour is relevant because 

users inclination to tolerate risk might moderate their acceptance of security interventions. 

For example, van Bavel et al. (2019) conducted an experiment using nudges to improve 

security behaviour and found that dropout rates were higher among more risk-averse 

participants. Therefore, I asked participants to indicate the likelihood that they would engage 

in 30 activities or behaviours on a 7-point Likert scale from “Extremely unlikely” to 

“Extremely likely”, with a neutral midpoint “Not sure”. Examples are “Passing off somebody 

else’s work as your own” and “Riding a motorcycle without a helmet”. The items were 

averaged to compose a single risk-taking score. The scale proved good reliability in the 

sample (ɑ = .85). 

 Strength of Current Passwords. To understand participants’ current password 

habits, I developed ten items that questioned the characteristics of three of participants’ 

passwords now in use. I specified that they should consider their most important password for 

a work or study-related, social media, and banking-related account. On the one hand, asking 

for several passwords across online accounts allowed for a more accurate representation of 

user password habits than solely asking for one password. On the other hand, I could estimate 

whether users might be more protective of their organisational information, social presence, 
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or financial information. The items were constructed in line with Microsoft’s 

recommendation for password management (Hicock, 2016). The recommendation 

highlighted that a strong password should have a minimum length of 8-characters and mix 

upper- and lower-case letters, numbers, and special characters. Furthermore, a strong 

password should avoid single words, or a sequence of words found in a dictionary, and the 

password should be hard to guess even by those who know one. Thus, users should avoid 

names and birthdays of themselves, friends, and family. Example items are “My password 

only contains numbers”, “There are several special characters in my passwords (e.g., 

@#$%^&)”, and “My password contains both upper- and lower-case letters”. The answers 

were dichotomised (i.e., yes/ no). I averaged the three password strength scores to produce a 

single mean strength score (i.e., maximum score of 10).  

 Protection Motivation. I included items measuring PMT’s core predictor variables: 

threat severity, threat susceptibility, self-efficacy, response efficacy, and response cost. 

Although various studies have tested the effect of PMT informed nudges on precautionary 

motivation and self-protective actions (e.g., Platje, 2021; Story, 2021; van Bavel et al., 2019), 

relatively few scholars have investigated the working mechanisms of the nudges on the 

cognitive beliefs underlying the PMT. I aimed for a better understanding of whether the 

current coping messages modified participants coping cognitions (i.e., self-efficacy and 

response efficacy). Therefore, I administered all PMT-related items at pre-intervention (i.e., 

T1), post-intervention (i.e., T2) and follow-up (i.e., T3). Hence, I could explore whether the 

coping messages modified participants coping cognitions immediately following the 

intervention and whether this effect was stable over at least for weeks.  

 Threat Severity. Participants rated how harmful a password breach would be in 

various scenarios on a 7-point Likert scale ranging from “Extremely harmless” to “Extremely 

devastating”. I used three items from Tsai et al. (2016). Moreover, I added three items to 
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cover a broader range of threats that could accompany a password breach. Example items are: 

“[A password breach] reveals my personal information to other online criminals” and “[A 

password breach] reveals my physical addresses”. The items were averaged, and the scale 

proved excellent reliability in the sample at all three points of measurement (ɑ = .92 – T1;     

ɑ = .94 – T2; ɑ = .94 – T3).  

 Threat Susceptibility. Three items from Tsai et al. (2016) were adapted and tailored 

to the current context of password security. Participants rated their agreement with the 

following statements: “It is extremely likely that my personal accounts will be compromised 

by a password breach in the future”; “My chances of a password breach are great”; and 

“There is a good possibility that my personal accounts will be compromised by a password 

breach”. I computed a mean threat susceptibility score. The scale proved good reliability at 

T1 (ɑ = .89), and excellent reliability at T2 (ɑ = .93), and T3 (ɑ = .93). 

 Self-Efficacy. I adapted four coping efficacy items from Tsai et al. (2016). The items 

were suited to the current context by changing “necessary security measures” with “creating 

secure passwords”. An example item is “I have the resources and the knowledge to create 

secure passwords”. Additionally, I added one item to capture the participants’ perceived 

ability to remember secure passwords: “I feel confident to remember secure passwords”. The 

scale showed good reliability at T1(ɑ = .83) and T2 (ɑ = .86) and acceptable reliability           

at T3 (ɑ = .72).  

 Response Efficacy. To assess response efficacy, I adapted two items from Tsai et al. 

(2016) and adjusted the wording to fit the context of password security. These items are 

“Secure passwords would be useful for preventing my personal accounts to be compromised” 

and “Secure passwords would increase my performance in protecting myself from 

cybercrime”. I added one item to account for and isolate item-specific measurement errors by 

having more than two items to measure the construct. The added item is “Secure passwords 



 17 

would make it harder for online criminals to compromise my personal accounts”. The three 

items were averaged to compose a response efficacy scale (ɑ = .86 – T1; ɑ = .88 – T2;               

ɑ = .89 – T3).  

 Response Cost. I adapted two items from Burns et al. (2017) to test the perceived 

response cost and focused on “implementing secure passwords” instead of “recommended 

security measures in organizations”. The items are “The inconvenience of implementing 

secure passwords to protect my personal accounts exceeds the potential benefits” and “The 

negative side effects of employing secure passwords are greater than the advantages”. In 

addition, I adapted two items from Ameen et al. (2020). I alternated the wording to using 

secure passwords instead of complying with smartphone security policies. One example is 

“Using secure passwords requires a considerable amount of my time”. Lastly, I added one 

item to capture the response cost for remembering secure passwords: “Remembering secure 

passwords is too complicated”. The items were reversed coded and averaged to produce a 

response cost scale (ɑ = .77 – T1; ɑ = .82 – T2; ɑ = .81 – T3).   

 Participant Characteristics. I also included items concerning the participants’ 

demographic- and topic-specific characteristics. For example, I assessed gender, nationality, 

education, employment status and household income. Furthermore, participants reported the 

time spent on different devices to use the internet on an average weekday (i.e., tablet, 

smartphone, laptop or notebook, desktop computer, other devices). They could select from 

five responses (i.e., not at all, up to one hour, 1-3 hours, 3-5 hours, and more than 5 hours). 

Additionally, participants answered if they had been a victim of cybercrime before, where 

they could choose between “Yes”, “No”, and “I don’t know”. Participants who had been 

victims of cybercrime reported what kind of cybercrime they fell victim to using free text 

entry. I also asked whether participants changed their passwords to be more secure after 

becoming a cybercrime victim (i.e., by Yes/No choice). Finally, if participants denied that 
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they had changed their password, they were also asked to elaborate on why using free text 

entry.  

Behavioural Measures  

 Created Password Strength. After the coping message intervention (i.e., T2) 

participants received the instruction that “It is time to create secure (but hypothetical) 

passwords for three online accounts“. They created passwords for a professional networking 

website, new work or student e-mail address, and online banking account. To evaluate the 

password quality generated by the participants during the study, I used a self-developed 

python script that scored the passwords based on Microsoft’s recommendation for secure 

password characteristics (Hicock, 2016). See Appendix B for a copy of the python script.  

I analysed the passwords based on whether they consisted of seven password characteristics:  

• more than eight characters;   

• upper- and lower-case letters;  

• letters and numbers;  

• several special characters (i.e., "\"!@#$%^&*()-+?_=,.~<>/\\\'");  

• dictionary words (i.e., Dutch, English, German);  

• birthdates (i.e., 1950 to 2004); and  

• recent dates (i.e., 2010 to 2022).  

  Participants received one point when a specific element was present. However, 

dictionary words, birthdates, and recent dates were reversed scored, and participants received 

one point if the created passwords did not include those elements. Correspondingly, 

passwords with a strength score of seven proved the highest quality. Note that I tailored the 

analysis to the samples’ characteristics. For instance, the decision to analyse German and 
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Dutch dictionary words was because most of the sample (80.2%) reported originating from 

Germany or the Netherlands. Furthermore, participants were aged 17 to 57 years; hence, I 

only analysed birth years that might capture guessable birthdates, as participants own 

birthyear or that of a close family member. Unfortunately, I could not analyse passwords to 

include names since the available online databases held many exceptionally uncommon 

names (e.g., ioulo, loari, geru) that could mask genuine randomness of letters. Nevertheless, I 

manually analysed 50 passwords to check for significant amounts of names in the passwords 

and did not detect any. Hence, I claim that excluding the name analysis did not default the 

results. I averaged the three created password strength scores to produce a single mean 

strength score.  

 Memory of Created Passwords. Additionally, I included a measure of created 

password memory, both short- and long-term memory. Many of the deficiencies of passwords 

as an authentication system arise from memory limitations. In other words, password 

authentication involves a trade-off. On the one hand, passwords that are easy to remember 

(e.g., using names or single words to be found in a dictionary) are also easily guessed by 

cybercriminals (Grawemeyer & Johnson, 2011; Von Zezschwitz et al., 2013). On the other 

hand, if users try to develop robust passwords, it might be more challenging to remember 

them. Therefore, participants recited their passwords at T2 (i.e., a few minutes after 

developing the passwords) and at T3 (i.e., after four weeks) using free text entry. Thus, I 

could analyse the compatibility of the created and recited passwords while distinguishing the 

passwords' short- and long-term memorability.   

 Behavioural Intention and Behavioural Change. I developed ten items to measure 

participants' behavioural intention at T2 (i.e., immediately following the intervention) and 

behavioural change at T3 (i.e., four weeks after the intervention). Thus, I used the same 

questionnaire to measure both behavioural intention and behavioural change but alternated 
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the wording to correspond to intentions at T2 and behaviour at T3. I constructed the items in 

conjunction with three elements. First, I assessed the participants' behavioural intention and 

behavioural change by distinguishing the change of current passwords to be stronger and 

making more secure password choices when creating completely new passwords. Second, I 

asked for passwords related to the three domains of work or study-, social media-, or banking 

related passwords. Third, the items are consisted with the scale that measured participants 

current password strength. Thus, I describe the implementation of specific elements of strong 

passwords. Examples for the behavioural intention questionnaire are "I plan to update my 

current work or study related password for security reasons" and "I am determined not to 

include names (e.g., family, pets, friends, co-worker) when I create a new password for a 

social media related account". For the assessment of behavioural change, example items are  

“I included both letters and numbers when I created a new password for a work or study-

related account" and "I did not include names (e.g., family, pets, friends, co-worker) when I 

created a new password for a social media-related account". The items were averaged to 

produce mean intention and behavioural change scores. The scale proved good reliability at 

post-intervention (ɑ = .81) and at follow-up (ɑ = .87).   

Procedure  

 Both parts of the study were hosted in Qualtrics (see Appendix E and F for copy of 

the all the scales included the interventional study and follow-up, respectively). To begin, 

participants received a short synopsis of the study and they confirmed that the conditions for 

taking part in the experiment were understood. Following this, participants responded to the 

questionnaires assessing secure password knowledge, risk-taking, PMT constructs, and they 

indicated the strength of their passwords currently in use. Then, they were randomly allocated 

to one of four coping message conditions in which participants received either:  
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• a self-efficacy message;  

• a response efficacy message;   

• a self-efficacy and response efficacy combined; or  

• no coping message (i.e., control condition).  

 In every condition, participants were then informed that it is time to create secure (and 

hypothetical) passwords for the three online accounts. After filling the text fields for 

password creation, participants answered all PMT-related items again, and they completed 

the questionnaire to assess their behavioural intention to employ strong passwords after the 

intervention. Next, I collected demographic and topic-specific characteristics (i.e., time spent 

online, previous cybercrime incidents). Note that I decided to assess demographics at this 

point of the study to increase the time between password creation and asking participants to 

recite the passwords. Hence, assessing participants created password memory marked the last 

element of the first part of my study. Afterwards, I only asked participants whether they agree 

to participate in the follow-up study. Those who did not agree to continue with the follow-up 

received a full debrief. Participants who agreed were asked to provide their e-mail address 

and they received a skimmed version of the debrief (see Appendix G for a copy of the full 

and skimmed debrief).  

 The link to the follow-up questionnaire was distributed via e-mail four weeks after the 

intervention. The follow-up questionnaire included all PMT-related items from the 

intervention questionnaire, and participants reported their secure password behaviour in the 

past month. Additionally, I asked participants to recall their created passwords and whether 

they still remember which coping message they had received. The BMS Ethics Committee of 

the University of Twente granted ethical approval for this experimental study, and I obtained 

informed consent from the participants before the intervention and follow-up questionnaire 
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(see Appendix C and D for a copy of the consent agreement for the intervention and follow-

up, respectively). 

Participants  

 Initially, 255 people responded to the interventional study and 87 to the follow-up.  

I anticipated that fewer participants would partake in the follow-up because participants from 

SONA did not receive additional credits for participation. However, by presenting the study 

as consisting of two connected parts, I hoped to enhance the response rate at follow-up. 

Nevertheless, I merited attention to the possible impact of dropouts (i.e., respondents who 

discontinued the study after the intervention) on the final sample at follow-up.  

 After scanning the data for incomplete responses (i.e., refusal to provide consent, 

withdrawal before completing the second questionnaire), I excluded 34 responses from the 

interventional study. This resulted in a final sample of 221 participants who were randomly 

assigned to the experimental conditions: self-efficacy (n = 55); response efficacy (n = 52); 

combined (n = 53); or the control (n = 61). For the follow-up, I applied the same exclusion 

procedure, resulting in the omission of four participants. In addition, six participants were 

excluded because they provided an e-mail address that did not appear in the interventional 

study. Consequently, I was unable to link their responses from the two study parts. Thus, the 

net response frequency at follow-up was reduced to 77, yielding a retention rate of 34.8%. 

Hence, most participants did not continue with the follow-up after the intervention. See 

Figure 1 for a graphical presentation of the participant progress through the study for each 

experimental condition. 
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Figure 1  

Flowchart for the Progress of Participants per Experimental Condition 

 

 

 The 221 respondents in the interventional part were on average 22.6 (SD = 6.25) years 

old, and most participants reported being from Germany (61.4%) and identifying as female 

(69%). Participants varied in their education levels, with 42.5% that completed (or are 

currently completing) a high school degree, 47.8% a bachelor’s degree, and 5.8% a master’s 
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degree. The others are divided between PhD, other degrees (e.g., International Baccalaureate 

Diploma, Propedeus HBO), and 1% of the participants achieved less than a high school 

diploma. Only 8% of participants have been victims of cybercrime; however, 23.5% reported 

that they do not know whether they might have been victims. In addition, the sample 

consisted of frequent internet users, with 39.4% spending 3-5 hours a day using the internet 

on their smartphone and 21.1% using it more than 5 hours. Table 1 summarizes the 

participant characteristics for the interventional study and follow-up.  

Table 1 

Sociodemographic Characteristics of Participants in the Intervention and Follow-up 

Sociodemographic  

Characteristics  

 

Intervention (N = 221) 

 

Follow-up (N = 76) 

n % n % 

Gender     

  Male  60 29 12 15.8 

  Female 143 69 62 81.6 

     Non-binary/ Third gender 2 1 2 2.6 

     Prefer not to say  2 1 0 0 

Nationality      

  German  127 61.4 49 64.5 

  Dutch 39 18.8 10 13.2 

  Other 35 16.9 15 19.7 

     Prefer not to say  6 2.9 2 2.6 

Educational level     

 Less than a high school diploma  2 1 1 1.3 

 Highschool degree or equivalent  86 42.5 36 47.4 
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 Bachelor’s degree   99 47.8 29 38.2 

 Master’s degree  12 5.8 5 6.6 

 Doctorate  1 .5 1 1.3 

 Other   7 3.4 4 5.3 

Employment Status      

 Employed full-time  24 11.6 5 6.6 

 Employed part-time 15 7.2 1 1.3 

    Unemployed  2 1 1 1.3 

    Student  163 78.7 69 90.8 

 Self-employed 2 1 0 0 

 Retired 1 .5 0 0 

Household income      

 Below 10k € 95 45.9 39 51.3 

 10k € - 50k €  67 32.4 23 30.3 

 50k € - 100k €  32 15.5 11 14.5 

 100k € - 150k €   9 4.3 3 3.9 

 > 150k €   4 1.9 0 0  

Victim of cybercrime     

     Yes 19 8 7 9.2 

      No 146 68.5 49 64.5 

      I don’t know  50 23.5 20 26.3 

Time spent on smartphone     

 Not at all   0 0 0 0 

 Up to one hour  10 4.7 1 1.3 

    1-3 hours 74 34.7 28 36.8 

    3-5 hours  84 39.4 30 39.5 
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 > 5 hours  45 21.1 17 22.4 

Time spent on laptop     

 Not at all   19 8.9 5 6.6 

 Up to one hour  15 7 4 5.3 

    1-3 hours 64 30 20 26.3 

    3-5 hours  59 27.7 30 39.5 

 > 5 hours  56 26.3 17 22.4 

Note. Age distribution at T1 ranging from 17 to 57 (M = 22.6, SD = 6.25); and at T2 ranging 

from 17 to 47 (M = 21.3, SD = 4.55).  

Data analysis  

 I analysed the data using the statistical software SPSS (version 27). Participant 

dropout and randomisation to coping message conditions were analysed during preliminary 

analyses. Next, I investigated the research hypothesis using different statistical approaches. 

First, I used a one-way between-group ANOVA to measure the created password strength 

difference across the coping message conditions. I obtained the scores for the created 

passwords by assessing recommended password elements using PyCharm Professional 

version 2020.2. A planned contrast (self-efficacy, response efficacy, combined vs control) 

tested the hypothesis that participants in the presence of a coping message will create stronger 

passwords than those who did not receive a coping message. Additional post-hoc tests were 

interpreted with the Games-Howell method because the assumption of equal variance had 

been violated.  

 Second, I conducted a one-way analysis of covariance (ANCOVA) testing for any 

significant differences in behavioural intentions between the coping message conditions 

while controlling for the strength of participants' current passwords. I decided to control 

participants' current password strength because it seems logical that those who already 
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employ strong passwords would report a lower intention to implement strong passwords after 

the intervention. In the case of statistically significant differences between coping message 

conditions, I followed up with a Bonferroni post-hoc test to determine which specific coping 

messages differed in terms of their effect on behavioural intentions to adopt strong 

passwords.  

 Third, I analysed the congruence between participants behavioural intentions reported 

immediately following the intervention and behavioural change reported four weeks later. A 

4 x 2 mixed-design ANOVA tested for differential changes in the behavioural intentions 

reported at T2 and behavioural change reported at T3 according to coping message condition. 

The four coping message conditions were self-efficacy, response efficacy, combined, and 

control. There were two-time points of measurement: intentions immediately after the 

intervention and behavioural change after four weeks. The interaction between coping 

message condition and time assessed the differential change over time. Post-hoc tests were 

interpreted with a Bonferroni correction.   

  Lastly, a 4 x 3 (coping message condition x time) mixed design ANOVA was 

undertaken with coping message condition as a between-participant factor to explore whether 

the coping messages influenced participants' cognitions of self-efficacy and response 

efficacy. The within-subject variable was the repeated measurement of the PMT constructs. I 

assessed coping cognitions three times during the experiment: at pre-intervention (i.e., T1), 

post-intervention (i.e., T2), and follow-up (i.e., T3). Post-hoc comparisons were corrected via 

Bonferroni.  
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Results 

Preliminary Analyses 

Dropout Analysis  

 In the following analysis, I examined the retention rate from the interventional study 

to follow-up as a potential consequence of coping message conditions. Only 34.8% 

completed both parts of the study. Hence, in contrast to the conditions that received a coping 

message, the absence of a coping message might have discouraged participants in the control 

condition from continuing with the follow-up. Indeed, we observed the lowest retention rate 

in the control (24.6%) and the highest in the response efficacy condition (42.3%). The 

retention rates in the self-efficacy and the combined condition were 36.4% and 37.7%, 

respectively. However, an analysis of variance (ANOVA) showed that the difference in 

retention rates between coping message conditions was statistically non-significant,                

F(3, 217) = 1.45, p = .228, η2 = .02.  

 Nevertheless, I tested if participants baseline characteristics were predictive for 

whether they continued the study at follow-up. Using t-tests, I compared dropouts (n = 144) 

with completers (n = 77) regarding risk-taking (i.e., DOSPERT scale) and cognitions of PMT 

constructs assessed at pre-intervention (i.e., T1). The assumption of the equality of variances 

was confirmed. See Table 2 for a summary of the results.  

Table 2 

Results of t-tests comparing Completers and Dropouts on Baseline Variables  

Variable  Completers  

(n = 77) 

Dropouts 

(n = 144) 

df t p Cohen’s d 

M SD M SD  

Risk-taking  3.32 0.69 3.52 0.72 219 2.06 .040 .291 
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Threat severity  6.04 1.24 5.54 1.34 215 -2.68 .008 -.380 

Threat susceptibility 3.38 1.19 3.72 1.35 215 1.87 .063 .256 

Self-efficacy  4.66 1.23 4.72 1.29 214 0.32 .753 .045 

Response efficacy  6.32 0.78 5.95 1.04 214 -2.69 .008 -.382 

Response cost  4.33 1.06 4.24 1.26 214 -0.51 .612 -.072 

 

 I found that completers were significantly more risk-averse than dropouts (p = .040). 

Additionally, completers perceived the threat of a password attack as significantly more 

severe compared to dropouts (p = .008), and completers also judged secure passwords as 

significantly more effective than dropouts (p = .008). No other significant differences on 

baseline variables were found between the two groups. Hence, the results suggest an 

association between risk-taking, perceived threat severity and response severity and the 

likelihood that participants completed the entire study.  

Random Assignment to Conditions 

 Before the main analyses, I conducted statistical tests (i.e., ANOVA) to prove that 

participants in the coping message conditions are similar regarding topic-specific variables, 

as well as PMT cognitions at T1. The conditions were comparable in password knowledge 

[F(3, 217) = 1.81, p = .146], risk-taking [F(3, 217) = 0.83, p = .481], and whether participants 

had been a victim of cybercrime [F(3, 212) = 2.01, p = .114]. Additionally, participants 

between coping message conditions did not differ in strength of their current passwords    

[F(3, 214) = 0.22, p = .882], and, participants did not differ in perceived threat severity [F(3, 

213) = 0.66, p = .577], threat susceptibility [F(3, 213) = 0.11, p = .957], self-efficacy [F(3, 

212) = 0.13, p = .940], and response cost [F(3, 212) = 1.09, p = .353]. However, I found a 

significant difference in perceived response efficacy between the coping message conditions 

[F(3, 212) = 2.91, p = .035]. However, a Turkey post hoc test was non-significant for all 
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paired comparisons. Thus, the random assignment to coping message conditions was 

successful.  

Main Analyses  

Created Password Strength 

 The calculated created password strength (i.e., with a maximum score of seven) 

differed across coping message conditions, highest in the response efficacy and lowest in the 

self-efficacy condition (see Table 3 for a summary of means and standard deviations of 

created password strength). The application of an analysis of covariance (ANCOVA) seemed 

the most appropriate statistical method to estimate the effect of the coping messages on 

created password strength while controlling for the strength of passwords participants 

currently use (i.e., possible confounding variable). However, an application of the model 

requires that the statistical assumptions are met, which was not the case in our sample. There 

was no linear correlation between participants created password strength and current strength 

of passwords. That means that participants who already used strong passwords did not create 

strong passwords during the study. Hence, I had to drop the variable from the analysis.  

Table 3 

Means and Standard Deviations of Created Password Strength per Condition  

Condition  n M SD 

Control 60 

55 

52 

5.88 

5.79 

6.36 

1.26 

0.95 

0.77 

Self-efficacy 

Response efficacy  

Combined  53 5.89 1.01 
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 Consequently, I conducted a one-way between-group ANOVA to determine the 

difference between the coping message conditions (i.e., self-efficacy, response efficacy, 

combined) on created password strength. I verified the independence, normality, and 

homogeneity of variance assumptions, and I checked for outliers. First, the assumption of 

independence was confirmed because I used a randomized design. Second, the Shapiro-Wilk 

displayed that the data were normally distributed. Third, Levene’s test showed that the 

variances of the groups were unequal, F(3, 216) = 0.57, p = .002. However, the ANOVA is 

usually robust to violations of homogeneity of variances (Howell, 2012). Hence, I continued 

the analysis but did not assume equal variance when interpreting the planned contrast. In 

addition, I used Games-Howell for post hoc testing. Lastly, using boxplots, I checked for 

outliers that were outside of the interquartile range. I excluded four outliers. 

 Then, I estimated the ANOVA with a planned contrast (i.e., self-efficacy, response 

efficacy, combined condition vs control) to test the hypothesis that the groups exposed to a 

coping message would create stronger passwords than the control condition. I also included a 

second planned contrast in the model (i.e., self-efficacy and combined condition vs response 

efficacy and control) to explore whether a self-efficacy element might have been beneficial 

for participants to create stronger passwords. The ANOVA showed a significant main effect 

of coping message condition on created password strength, F(3, 212) = 6.28, p < .001, η2  = 

.08. However, the first planned contrast did not confirm my hypothesis and participants who 

received a coping message did not generally create stronger passwords than the control, 

t(78.81) = 1.12, p = .267, η2  = .30. Anyhow, the second planned contrast proved significant, 

t(176.92) = 2.88, p = .004, η2  = .37. Nevertheless, the effect was in the opposite direction 

than I thought. Participants who received a coping message with a self-efficacy element 

created significantly weaker passwords than the other coping message condition. Post-hoc 

tests via Games-Howell clarified that only participants in the response efficacy condition 
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created stronger passwords compared to the self-efficacy (p = .001), combined (p < .001) and 

control condition (p < .001). No other significant differences were observed.  

Behavioural Intention 

 A one-way ANCOVA tested for significant differences in behavioural intentions 

between the coping message conditions while controlling for participants' current password 

strength (i.e., possible confounding variable). I verified the assumptions testing normality, 

outliers, linearity, and homogeneity of variance. First, according to the Shapiro-Wilk the data 

were normally distributed. Second, I excluded three outliers from the analysis because they 

were outside of the interquartile range using boxplots. Third, looking at matrix scatterplots, it 

appears that the assumption of linearity between the covariate and behavioural intention was 

violated for the control and response efficacy condition. Lastly, Levene’s test confirmed the 

assumption of homogeneity of variance, F(3, 198) = 0.76, p = .519. Table 4 summarises the 

means and standard deviations of behavioural intention adjusted for participants current 

password strength.  

Table 4 

Means and Standard Deviations of Behavioural Intention Adjusted for Participants Current 

Password Strength per Condition  

Condition  n M SD 

Control 49 

54 

49 

4.57 

4.84 

4.93 

1.08 

1.02 

0.94 

Self-efficacy 

Response efficacy  

Combined  50 5.12 0.91 
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 The ANCOVA showed that there was a significant main effect of coping message 

condition after the means had been adjusted for the strength of participants current 

passwords, F(3, 197) = 2.84, p = .039, η2  = .04. The model also included a planned Helmert 

contrast (i.e., self-efficacy, response efficacy, combined vs control), which confirmed the 

hypothesis that participants who received a coping message would report higher intentions to 

adopt strong passwords than those in the control condition, p = .012. However, post hoc 

comparisons with the Bonferroni correction clarified that only the combined condition 

reported a significantly higher intention compared to the control, p = .028. All other 

differences were found non-significant: control vs self-efficacy message  p = .876; and 

control vs response efficacy p = .363.  

From Behavioural Intention to Behavioural Change  

 I hypothesised that participants will have followed up on their behavioural intention 

with protective passwords behaviour four weeks after the intervention. A 4 x 2 (coping 

message condition x time) mixed design ANOVA, with condition as between factor and time 

as within factor (i.e., behavioural intention at T2 and behavioural change at T3) was used to 

test the hypothesis. Sphericity was assumed. See Table 5 for a summary of the means and 

standard deviations of behavioural intention at T1 and behavioural change at T3 per coping 

message condition.  

Table 5 

Means and Standard Deviations of Self-Reported Intention (T1) and Behavior (T2) per 

Condition  

Measure  Control Self-efficacy Response 

efficacy 

Combined Total 

 M SD M SD M SD M SD M SD 
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Intention (T1) 4.81 1.01 4.81 1.02 5.17 0.85 5.15 0.87 4.99 0.93 

Behaviour (T2)  3.87 1.15 3.69 1.47 3.73 1.19 3.15 1.41 3.59 1.32 

 

 There was no main effect of condition, F(3, 72) = 0.39, p = .760, η2  = .016. But the 

analysis yielded a significant main effect of time, F(1, 72) = 79.568, p < .001, η2  = .525. 

Hence, where I expected to find no significant difference between the reported behavioural 

intention at T2 and behavioural change at T2, I found that participants reported significantly 

less behavioural change then intention regardless of the experimental condition. There was no 

interaction effect between the coping message conditions and time, F(3, 72) = 2.25, p = .090, 

η2 = .08. 

Additional Analyses  

Memorability of Created Passwords 

 To explore whether participants created passwords they could not remember, 

participants recited their created passwords at the end of the interventional study (i.e., T2) 

and the four-week follow-up (i.e., T3). However, the number of participants who recited their 

passwords substantially decreased between T2 and T3 because of participant dropout          

(i.e., N = 213 vs N = 76). Since SPSS automatically excludes cases with missing data on the 

repeated measures variable when conducting a mixed design ANOVA, I did two separate 

analyses to include all the available data.  

 First, I averaged the compatibility scores of created and recited passwords at T2. 

Then, I conducted a one-way ANOVA to determine whether there were statistically 

significant differences in short-term memorability of the created passwords between coping 

message conditions. I found that participants across conditions did not significantly differ in 

their ability to remember their passwords at T2, F(3, 205) = 2.45, p = .065, η2  = .03. 
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Nevertheless, mean recall accuracy was surprisingly low for all the coping message 

conditions, with only 37.1% (SD = 0.36) recall accuracy in the control, 48% (SD = 0.41) in 

the self-efficacy, 40.6% (SD = 0.41) in the response efficacy, and 56.6% (SD = 0.38) in the 

combined coping message condition.  

 Second, I administered a 4 x 2 (coping message condition x time) mixed-design 

ANOVA, with coping message condition as between-factor and time as within-factor (i.e., 

password recall accuracy immediately after the intervention, password recall accuracy after 

four weeks). Sphericity was assumed. Table 6 summarises the means and standard deviations 

of recall accuracy for the two measurements.  

Table 6 

Means and Standard Deviations of the Recall Accuracy of Created Passwords at Intervention 

and Follow-Up  

Time Measure  Control Self-efficacy Response 

efficacy 

Combined Total 

 M SD M SD M SD M SD M SD 

Intervention 0.32 0.36 0.53 0.39 0.41 0.38 0.71 0.3 0.5 0.38 

Follow-up  0 0 0.09 0.29 0.08 0.20 0.03 0.12 0.06 0.19 

Note. N = 76 

 There was no significant main effect of coping message condition for recall accuracy,  

F(3, 72) = 2.66, p = .054, η2  = .10. There was, however, a significant main effect of time, 

F(1, 72) = 119.33, p < .001, η2  = .62. Turkey pairwise comparisons yielded that participants 

recalled their passwords significantly better immediately after the intervention than four 

weeks later (p < .001). There was also a significant interaction effect of the coping message 
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condition and the time of recall assessment, F(3, 72) = 4.31, p = .007, η2  = .15. To explore 

the nature of the interaction, I looked at tests of simple effects with coping message 

conditions within each level of time. The analysis showed that the coping message conditions 

significantly differed in recall accuracy at T2, F(3, 72) = 3.96, p = .011, η2  = .14 but not at 

T3, F(3, 72) = 0.88, p = .452, η2  = .04. Corrected via Bonferroni, additional post hoc tests 

specified that at T2, participants in the combined condition recalled their passwords 

significantly more accurately than the control group (p = .045). No other significant 

differences occurred.  

The Effect of Coping Messages on Coping Cognitions  

 To explore whether the coping messages increased participants cognitions of self-

efficacy and response efficacy, I subjected both constructs to a 4 x 3 (coping message 

condition x time) mixed-design ANOVA, with coping message condition as between and 

time as within factor (i.e., perception of PMT construct assessed at baseline [T1], post 

intervention [T2], and at four-week follow-up [T3]). First, I analysed the effect on self-

efficacy cognitions. The assumption of sphericity was confirmed, X2(2) = 3.734, p = .155. 

Table 7 summarizes the means and standard deviations for perceptions of self-efficacy per 

coping message condition and measure over time.  

Table 7  

Means and Standard Deviations of Self-Efficacy Scores for Condition and Time  

Time Measure  Control Self-efficacy Response 

efficacy 

Combined Total 

 M SD M SD M SD M SD M SD 

Baseline 4.84 1.31 4.48 1.25 4.74 1.28 4.52 1.21 4.65 1.24 

Post manipulation 5 1.22 4.76 1.22 5.23 1.25 5.21 1.07 5.05 1.18 
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Follow-up 5.13 0.82 5.04 0.72 5.01 1.05 5.1 1.06 5.07 0.92 

 

 There was no main effect of condition on self-efficacy cognitions, F(3, 71) = 0.24,          

p = .868. However, I found a significant main effect of time on self-efficacy cognitions,              

F(2, 142) = 7.87, p < .001. Pairwise comparisons after Bonferroni confirmed that self-

efficacy cognitions were significantly higher at post-manipulation (p = .001) and follow-up   

(p = .006) compared to baseline. There was no significant interaction of coping message 

condition and time, F(6, 142) = 0.79, p = .576. So, the messages with a self-efficacy element 

(i.e., self-efficacy and combined condition) did not increase participants' self-efficacy 

cognitions to implement strong passwords. However, self-efficacy cognitions increased from 

baseline to post manipulation and follow-up regardless of the coping message participants 

received.   

 Second, I analysed the effect of coping messages on response-efficacy cognitions. 

Mauchly’s test of sphericity showed that the assumption of sphericity was not met,                 

X2(2) = 20.890, p < .001. Therefore, I interpreted the results of the Greenhouse-Geisser test. 

A summary of the means and standard deviations is presented in Table 8.  

Table 8 

Means and Standard Deviations of Response Efficacy Scores for Condition and Time  

Time Measure  Control Self-efficacy Response 

efficacy 

Combined Total 

 M SD M SD M SD M SD M SD 

Baseline 6.15 0.88 6.21 1.13 6.51 0.47 6.28 0.59 6.30 0.79 

Post manipulation 6.01 1.18 6.03 0.80 6.38 0.58 6.25 0.55 6.18 0.78 

Follow-up (T2) 6.51 0.64 6.05 0.63 6.33 0.45 6.07 1.07 6.23 0.76 
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 There was no main effect of condition [F(3, 71) = 0.89, p = .450] and time [F(1.59, 

112.87) = 0.74, p = .452] on participants perceptions of response efficacy. In addition, there 

was no interaction of time and condition, F(4.77, 112.87) = 1.26, p = .285. Hence, the coping 

messages with a response efficacy element (i.e., response efficacy and combined condition) 

did not affect participants’ cognitions of the construct.  

Discussion  

 Concerns related to user security continue to escalate in relevancy as the diffusion of 

the Internet accelerates (Eddolls, 2016). In this study, I examined whether short security 

messages with coping elements: 

• increases users immediate ability to create strong passwords;  

• increases the behavioural intention to adopt strong passwords; and   

•  whether the behavioural intention resulted in behavioural change at a four-week 

 follow-up. 

This study provides insights into the three subjects. First, I found that, on average, people 

who received the response efficacy message immediately created stronger passwords than 

those who received the coping messages with a self-efficacy element (i.e., either in isolation 

or in combination with a response efficacy element) and those in the control group. Hence, 

simply reminding participants that strong passwords effectively reduce the threat of a 

cyberattack can lead user to create stronger passwords without the need to enforce complex 

passwords policies (Komanduri et al., 2014). In the security domain, several studies have also 

found support for the influence of response efficacy on security practices (e.g., Marett et al., 

2011; Workman et al., 2008). For example, Marett et al. (2011) applied PMT to explain 

social media security behaviour and found that individuals who believe that removing 

sensitive information would help protect them from online threats were more likely to agree 
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not to post sensitive information. In addition, Workman et al. (2008) found that employees 

were more likely to comply with security policies if they believed the policies were effective. 

Hence, it seems likely that if users are reminded that recommended password guidelines will 

prevent password-related threats, they will take protective actions.  

 Coping messages with a self-efficacy element, on the other hand, did not improve 

generated password quality compared to the control group. Hence, recommending that strong 

passwords are easy to create by following password creation tips seems ineffective to 

improve immediate password choices. This raises an interesting question: Why did the 

individual response efficacy element promote participants password creation abilities, but 

there was no such effect if the response efficacy element was combined with a self-efficacy 

element? I expected that self-efficacy is important in the context of password security 

behaviour because whether an individual is taking protective action depends on their ability 

to perform the recommended behaviour (Bandura, 1977). In addition, self-efficacy had been 

reported to be a key driver of protective security behaviour (e.g., Marett et al., 2011; Siponen 

et al., 2014; Johnston & Warkentin, 2010).  

 A potential explanation why the self-efficacy element proved ineffective for 

immediate password composition might be the nature of the mnemonic tips that I suggested 

to participants. Ye et al. (2019) looked at four mnemonic techniques, with two comparable to 

the tips that I provided participants in the self-efficacy and combined condition. First, 

“keyboard change” recommends choosing a password that is easy to remember and moving 

one key on the keyboard to the right to create a password of random strings. Second, 

“sentence substitution” suggests using a random sentence and replacing the words with 

letters, digits, or symbols. In this study, I recommended leaving out the vowels of a sentence. 

Ye et al. (2019) found that the passwords created based on these tips were not necessarily 

strong passwords because participants rarely included uppercase letters and symbols because 
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they strictly stuck to the tips recommended. Therefore, we should be mindful that the 

ineffectiveness of a self-efficacy to yield stronger passwords might be due to the password 

creation tips causing security repercussions. Hence, for example, participants might have 

missed incorporating numbers and symbols because they concentrated on implementing the 

tips. A potential solution could be to create and test a self-efficacy message that elevates 

user’s ability to create strong passwords without providing specific mnemonic tips. Future 

research could test variations of the coping messages to explore which formulations make the 

coping nudges effective. 

 Second, the present study found that all coping elements enhanced participants 

behavioural intentions to adopt strong passwords relative to the control group. However, the 

behavioural intention scores were only significant for people who received the combined 

coping message compared with the control condition. These results imply that behavioural 

intentions can be elevated through messages with individual coping elements. Nevertheless, I 

have shown that the effect on behavioural intentions is the strongest when a self-efficacy and 

a response efficacy element are added to a combined message. This implies that intentions to 

adopt stronger passwords can be raised by making users aware that they can develop and 

remember strong passwords and simultaneously highlighting the effectiveness of passwords 

to mitigate the risk of password attacks. This pattern of findings is consistent with previous 

research. For example, Lee and Larson (2009) found that coping appraisal predicts the 

adoption intentions of anti-malware software by small- and medium-sized business 

executives. Van Bavel et al., (2019) also reported that self-efficacy and response efficacy 

combined were most related to intentions to engage in safe online behaviour.   

 Third, I found that self-reported behavioural intention did not translate into protective 

behaviour after four weeks. The results yielded that behavioural change was not predicted by 

the coping messages; and the self-reported behaviour at follow-up significantly decreased 
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compared to the behavioural intentions reported during the first part of the study. This marks 

another contribution to the debate of the intention-behaviour relation (e.g., Sheeran, 2002). 

By including a follow-up measurement to assess behavioural change (i.e., four weeks after 

the experimental treatment), I addressed a limitation of a significant body of cybersecurity 

research that has used intention to be representative of security behaviour (Emery et al., 2014; 

Hartmann et al., 2014); and only a few studies have assessed the impact of PMT interventions 

on subsequent behaviour. However, my finding is somewhat disappointing as it suggests that 

PMT interventions may have a limited impact on behaviour, despite the evidence that points 

to their ability in altering behavioural intentions.    

 Thus, there is a clear need for more research on bridging the gap from intention to 

behaviour. A few scholars have started to explore possible strategies to reduce the difference 

between self-reported intentions and secure behaviour (e.g., Gollwitzer, 2014; Gundu et al., 

2019; Wilkowski & Ferguson, 2016). For example, Gundu et al. (2019) tested a security 

awareness training promoting organizational security policies. When they first measured 

behavioural change after the training session, the translation from intention to behaviour was 

only 50%. Nevertheless, Gundu et al. (2019) found that repeated training reduced this gap. 

Another tool for enhancing the translation of intention into action is implementation 

intentions. Implementation intentions include an assessment of opportunities (e.g., situations 

to implement goal behaviour) and obstacles (e.g., hindering feelings or thoughts that must be 

countered to continue goal behaviour) (Gollwitzer, 2014). Consequently, if people have 

identified possible opportunities for action and figured out how to manage obstacles, the 

likelihood of implementing behaviour increases (Gollwitzer, 2014). A meta-analysis with 94 

studies on implementation intentions found a medium-to-large improvement in goal 

behaviour after forming implementation intentions compared to merely forming behavioural 

intentions (Gollwitzer & Sheeran, 2006). This has important implications for future research. 
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First, scholars could repeatedly expose users to the coping messages to test whether repetition 

effectively decreases the intention-behaviour gap. Second, future research could explore the 

impact of implementation intentions on behavioural adoption, for example, by replicating the 

present study with an additional element that asks the user to identify opportunities and 

obstacles to secure password habits.  

 However, I should note my findings of the memorability of the created passwords, 

short-term (i.e., five minutes) and long-term (i.e., four weeks). I suggest being mindful of the 

trade-off between the strength and the memorability of the created passwords; because upon 

additional analyses, it became clear that participants poorly recalled their created passwords 

in both short- and long-term. On average, participants only recalled the passwords with 45% 

accuracy five minutes after creating them, and after four weeks, mean recall accuracy 

reduced to only 5%. What we need to recognise is that the password security problem is, in 

fact, a memory problem. Research has shown that users can only accurately remember five 

independent passwords (Adams & Sasse, 1999). However, in password practice, users 

usually face numerous passwords, and it is a real challenge to memorise and correctly 

connect the stack of passwords to their corresponding accounts (Zviran & Erlich, 2006). 

Hence, this problem is an information retrieval problem related to long-term memory 

(Atkinson & Shiffrin, 1968). Password overload forces users to develop techniques to be able 

to recall multiple passwords. Consequently, users start to use shared passwords for multiple 

accounts, and such behaviour raises security risks (Adams & Sasse, 1999). To improve 

password security, I urge technological assistance (e.g., encrypted spreadsheets, or databases 

that save passwords) to support users to track their passwords.  

 Interestingly, I found that the coping messages did not increase the targeted coping 

cognitions. Only relatively few studies that sought to manipulate PMT constructs, have 

assessed PMT cognitions at separate time points (Milne et al., 2000). However, I measured 
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the cognitions before the intervention, immediately after participants received the coping 

messages, and four-weeks after the intervention. Neither self-efficacy-, nor response efficacy 

cognitions were affected by the corresponding coping messages; but I observed that 

participants perceived self-efficacy significantly increased from pre-intervention to post- 

intervention and follow-up regardless of the coping message that they received. Hence, it 

seems that in terms of motivating people to engage in protective password behaviour, PMT 

interventions can also produce effects on behavior and behavioural intentions without 

changing perceptions in the relevant constructs.  

Limitations  

 First, I gathered data via an online survey in which participants created hypothetical 

passwords. The creation of passwords in this scenario may deviate from how participants 

would create passwords in everyday life. For example, my analysis revealed that participants 

could not accurately recall their created passwords in the short-term and long-term. I have 

already highlighted the memory problem when managing multiple strong passwords. 

However, it is also possible that in a real-world circumstance in which users create passwords 

that they would continue to use, they may focus on more memorable passwords as they did in 

the present study. Participants only received the instruction: “It is time to create secure (but 

hypothetical) passwords!”. Hence, I did instruct participants that they were supposed to 

remember their passwords at the point of password creation. Although I purposefully left 

them in the dark to not bias the results if participants would write down the passwords. 

Participants might have approached the password creation in the study with less seriousness 

as if they were to develop passwords in the real world. It might be that in the real-word user 

would create less strong passwords because they need to remember them. Consequently, the 

external validity of this research, and the extent to which the findings are generalizable to a 

real-world scenario, is open to criticism. 
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 A second limitation marks my approach of scoring participants passwords. I took the 

recommendations for password management from Microsoft (Hicock, 2016) to develop the 

questionnaire that assessed the strength of participants’ current passwords and calculated 

created password strength. However, even though I captured the complexity of created 

passwords based on most of the recommended characteristics, I could not assess whether the 

passwords entailed names due to the noisiness of available online libraries. In addition, I did 

not look at patterns of password creation that cyber criminals seem to consider when 

attacking user’s passwords. For example, Komanduri et al. (2014) reported that longer 

passwords do not necessarily provide more protection. When users were asked to develop 16-

character passwords, they chose passwords with repeating patterns (i.e., capital letters in the 

first position, symbols in the last, or numbers in the last two digits). Shen et al. (2016) also 

found that users mainly use easy-to-reach and frequently used symbols (i.e., “.” @!) when 

symbols are added to passwords. Thus, although users add recommended elements to their 

passwords, they likely follow patterns and convenience. Therefore, future research could 

assess the predictability of secure password elements to improve the present study. This could 

increase the reliability of password strength interpretations.    

 Lastly, this study offered insights into the effectiveness of coping elements on 

password security. However, I focused solely on the self-efficacy and response efficacy 

constructs of the PMT, although the framework also considers response cost as a core 

construct. Accordingly, secure behaviour incurs an increased response cost (i.e., direct 

personal cost) in terms of inconvenience, effort, or time (Briggs, Jeske, & Coventry, 2017). 

Hence, the effectiveness of my coping messages on improving password habits was likely 

mitigated by a trade-off of participants’ perceived cost and inconvenience of developing 

stronger passwords. However, since this was the same for all conditions (i.e., there was no 

manipulation of response costs for any condition), the validity of the results was not 
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influenced. Nevertheless, implementing an independent manipulation of response costs might 

have given us more information about users cost-trade-off to produce password security 

effects. Future research could adopt a coping message that aims to decrease the perceived 

costs associated with secure password habits.  

Conclusion  

 In this study, I set out to understand how three coping messages affected password 

composition with the additional aim of increasing behavioural intentions and subsequent 

protective behaviour. I found that participants who were reminded of the effectiveness of 

strong passwords produced the most robust passwords during the study. Furthermore, 

participants in all three coping message conditions increased in behavioural intentions 

compared to those who did not receive a coping message, but significantly more so for users 

given the combined coping message. However, the behavioural intention did not translate 

into protective behaviour four weeks after the intervention. My findings have implications for 

future password creation procedures. I demonstrated that Government guidelines on 

password composition could be supplemented by a simple nudge (i.e., which most websites 

have failed to do), explaining to users that passwords are effective to diminish the risk of a 

password breach. I also demonstrated the need to adopt behavioural measures in addition to 

mere measures of behavioural intentions. Many people who express an intention to adopt 

stronger passwords may fail to do so. This suggests the need for further research into 

interventions that can help people translate intention into action. Repeatedly exposing the 

user to an invention and implementation intentions might be helpful to decrease that gap. We 

also must deal with the weaknesses of human memory to accurately recall strong passwords, 

and I urge more advances towards systems that securely store user passwords. 
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Appendix A  

Experimental Manipulation  

Control condition 

A secure password describes a password that is difficult to identify by humans and computer 

programs, thus, effectively protecting your personal data from unauthorized access.  

Self-efficacy only condition  

A secure password describes a password that is difficult to identify by humans and computer 

programs, thus, effectively protecting your personal data from unauthorized access.  

If you are not sure how to create memorable and secure passwords, try to incorporate the 

following tricks:  

(1) Remove the vowels from a phrase (e.g., “My favourite artist is Elvis” becomes 

“Myfvrtrtstslvs”) 

(2) Shift the keys when typing (e.g., when you type “GoodMorning” but shift one key to the 

right it becomes “Hppf;ptmomh”) 

(3) Double specific characters 

Response efficacy only condition  

A secure password describes a password that is difficult to identify by humans and computer 

programs, thus, effectively protecting your personal data from unauthorized access.  

By creating highly secure passwords you can easily minimise the likelihood of suffering a 

cyberattack. If you choose a password that includes mixed numbers, lower and upper case-

letters, symbols and more than 8 digits it will take a hacker more than 12 years to crack your 

password.  

Self-efficacy and response efficacy combined condition 

A secure password describes a password that is difficult to identify by humans and computer 

programs, thus, effectively protecting your personal data from unauthorized access.  

By creating highly secure passwords you can easily minimise the likelihood of suffering a 

cyberattack. If you choose a password that includes mixed numbers, lower and upper case-

letters, symbols and more than 8 digits it will take a hacker more than 12 years to crack your 

password. 



 56 

If you are not sure how to create memorable and secure passwords, try to incorporate the 

following tricks:  

(1) Remove the vowels from a phrase (e.g., “My favourite artist is Elvis” becomes 

“Myfvrtrtstslvs”) 

(2) Shift the keys when typing (e.g., when you type “GoodMorning” but shift one key to the 

right it becomes “Hppf;ptmomh”) 

(3) Double specific characters 
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Appendix B  

Python Script for Analyzing Password Strength  

import pandas as pd 

import numpy as np 

 

pswds = [] 

excel_data_df = pd.read_excel('data/Passwords.xlsx', sheet_name='Sheet1') 

# get column names 

headers = excel_data_df.columns.ravel() 

 

# load data from the excel file containing passwords into 3 lists 

for i in range(3): 

    pswds.append(excel_data_df[headers[i]].tolist()) 

    print(pswds[i]) 

 

scores = np.zeros((3, len(pswds[0]))) 

special_characters = "\"!@#$%^&*()-+?_=,.~<>/\\\'" 

 

# load dictionaries of words, filter out short words 

# english dictionary 

enDict = [] 

with open('data/english.txt') as file: 

    while line := file.readline().rstrip(): 

        if len(line) > 5: enDict.append(line) 

# dutch dictionary 

nlDict = [] 

with open('data/dutch.txt') as file: 

    while line := file.readline().rstrip(): 

        if len(line) > 5: nlDict.append(line) 

 

# german dictionary 

deDict = [] 

with open('data/german.txt') as file: 

    while line := file.readline().rstrip(): 

        if len(line) >= 4: deDict.append(line) 

 

# collection of common names and surnames 

namesDict = [] 

with open('data/names.txt') as file: 
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    while line := file.readline().rstrip(): 

        if len(line) >= 4: namesDict.append(line) 

with open('data/lastnames.txt') as file: 

    while line := file.readline().rstrip(): 

        if len(line) >= 4: namesDict.append(line) 

 

# date arrays 

# year 1950 - 2004 

birthDatesDict = np.arange(start=1950, stop=2005) 

# year 2010 - 2021 

recentDatesDict = np.arange(start=2010, stop=2022) 

 

# lists for separate scores (3 dimensions per list) 

passwordLength = np.zeros((3, len(pswds[0]))) 

numbersAndLetters = np.zeros((3, len(pswds[0]))) 

upperAndLowerCases = np.zeros((3, len(pswds[0]))) 

specialCharacters = np.zeros((3, len(pswds[0]))) 

dictionaryWords = np.zeros((3, len(pswds[0]))) 

namesOrSurnames = np.zeros((3, len(pswds[0]))) 

datesOfBirth = np.zeros((3, len(pswds[0]))) 

recentDates = np.zeros((3, len(pswds[0]))) 

 

for j in range(3): 

    for i in range(len(pswds[j])): 

        scoreCount = 0 

        current = str(pswds[j][i]) 

        # check if longer that 8 characters 

        if len(current) > 8: scoreCount += 1; passwordLength[j, i] = 1 

        # check if contains numbers and letters 

        if not current.isnumeric() and not current.isalpha(): scoreCount += 

1; numbersAndLetters[j, i] = 1 

        # check if contains upper and lower case characters 

        if any(x.isupper() for x in current) and any(x.islower() for x in 

current): scoreCount += 1; upperAndLowerCases[ 

            j, i] = 1 

        # check for special characters 

        if any(x in special_characters for x in current): scoreCount += 1; 

specialCharacters[j, i] = 1 

        # check for dictionary words (dutch, english, german(only most 

common words for german)) 

        # casefold is used to compare strings with case insensitivity 
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        if not (any(x.casefold() in current.casefold() for x in enDict) 

                or any(y.casefold() in current.casefold() for y in deDict) 

                or any(z.casefold() in current.casefold() for z in 

nlDict)): scoreCount += 1; dictionaryWords[j, i] = 1 

        # check for names 

        if not (any(str(x.casefold()) in current.casefold() for x in 

namesDict)): scoreCount += 1; namesOrSurnames[j, i] = 1 

        # check for dates of birth 

        if not (any(str(x) in current for x in birthDatesDict)): scoreCount 

+= 1; datesOfBirth[j, i] = 1 

        # check for recent dates 

        if not (any(str(x) in current for x in recentDatesDict)): 

scoreCount += 1; recentDates[j, i] = 1 

        # save the total score of the specific password 

        scores[j, i] = scoreCount 

 

print(scores[j, i]) 

output = pd.DataFrame({'passwordLength1': passwordLength[0], 

                       'numbersAndLetters1': numbersAndLetters[0], 

                       'upperAndLowerCases1': upperAndLowerCases[0], 

                       'specialCharacters1': specialCharacters[0], 

                       'dictionaryWords1': dictionaryWords[0], 

                       'namesOrSurnames1': namesOrSurnames[0], 

                       'datesOfBirth1': datesOfBirth[0], 

                       'recentDates1': recentDates[0], 

                       'passwordLength2': passwordLength[1], 

                       'numbersAndLetters2': numbersAndLetters[1], 

                       'upperAndLowerCases2': upperAndLowerCases[1], 

                       'specialCharacters2': specialCharacters[1], 

                       'dictionaryWords2': dictionaryWords[1], 

                       'namesOrSurnames2': namesOrSurnames[1], 

                       'datesOfBirth2': datesOfBirth[1], 

                       'recentDates2': recentDates[1], 

                       'passwordLength3': passwordLength[2], 

                       'numbersAndLetters3': numbersAndLetters[2], 

                       'upperAndLowerCases3': upperAndLowerCases[2], 

                       'specialCharacters3': specialCharacters[2], 

                       'dictionaryWords3': dictionaryWords[2], 

                       'namesOrSurnames3': namesOrSurnames[2], 

                       'datesOfBirth3': datesOfBirth[2], 

                       'recentDates3': recentDates[2], 
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                       'totalScore1': scores[0], 

                       'totalScore2': scores[1], 

                       'totalScore3': scores[2]}) 

 

# create pandas writer for excel 

writer = pd.ExcelWriter("scores_output.xlsx", engine='xlsxwriter') 

 

output.to_excel(writer, sheet_name='Sheet1', startrow=1, header=False) 

 

# get the xlsxwriter workbook and worksheet objects. 

workbook = writer.book 

worksheet = writer.sheets['Sheet1'] 

 

# add a header format. 

header_format = workbook.add_format({ 

    'bold': True, 

    'text_wrap': True, 

    'valign': 'top', 

    'fg_color': '#D7E4BC', 

    'border': 1}) 

 

# write the column headers with the defined format. 

for col_num, value in enumerate(output.columns.values): 

    worksheet.write(0, col_num + 1, value, header_format) 

 

# close the Pandas Excel writer and output the Excel file. 

writer.save() 
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Appendix C 

Informed Consent Agreement: Intervention 

We are excited to welcome you to take part in this web-based study concerning password 

security and cybercrime! This research is being conducted by Joelle Simon and Iris van 

Sintemaartensdijk from the Faculty of Behavioural, Management and Social Sciences at the 

University of Twente. The purpose of this study is to investigate why it is that sometimes 

people are inclined to behave in a security-conscious manner regarding their passwords, 

while others are not?   

Procedure   

Your participation will take approximately 20 minutes. You will respond to several 

questionnaires concerning your secure password knowledge, protection motivation, previous 

incidents of cybercrime, your current password strength, and you will be asked to report your 

demographics. Please make sure that you read all the questions attentively. In addition, you 

will be shown a security notification, that you should read and memorize. Next, you will 

create three hypothetical passwords. Please note, at the end of the study you are also asked to 

provide your e-mail address. This is so that we can forward a short follow-up questionnaire 

four weeks after your completion of the current study. Your e-mail address will be treated 

with full confidentiality, and your participation in the follow-up study is, of course, entirely 

voluntary. 

Potential Risks and Discomforts  

There are no obvious physical, legal, or economic risks associated with your participation. 

This research project has been reviewed and approved by the BMS Ethics Committee. For 

any problems or questions regarding the study, the Secretary of the Ethics Commission of the 

faculty Behavioural, Management and Social Sciences at University Twente may be 

contacted through ethicscommittee-bms@utwente.nl.  

Potential Benefits  

Participation does not guarantee any benefits for you. Nevertheless, we hope you become 

more aware of the relevance of password security. Yet, the broader goal of this study is to 

explore preventive strategies against cybercrime.  

Confidentiality  

Your privacy will be protected to the maximum extent allowable by law. No personally 
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identifiable information will be reported in the final research product. Only trained research 

staff will have access to your responses. The questionnaire includes items that are directly 

related to the passwords you are currently using; however, the questions regard your 

perception of the password strength and at no point, you are asked to provide your actual 

password or any information that could lead to the discovery of that password.  

Right to Withdraw and Questions 

Your participation is voluntary. If you decide to participate, you may stop participating at any 

time. If you decide not to participate or if you stop participating at any time, you will not be 

penalized or lose any benefits to which you otherwise qualify. The data you provided before 

you stopped participating, however, will be processed in this research. If you have questions, 

concerns, or complaints related to the study please feel free to contact us.  

Contact Information  

Joelle Simon (J.simon-1@student.utwente.nl)  

Iris van Sintemaartensdijk (i.vansintemaartensdijk@utwente.nl)  

Statement of Consent  

By ticking the “I give my consent” box below, you confirm that you provide your consent, 

which indicates that you have read and understood all the information, you are at least 16 

years of age, and you voluntarily agree that you want to participate in this study.  

- I have been given sufficient information about the study.  

- My participation is voluntary, and I have the right not to answer any of the questions. If I 

feel uncomfortable in any way during the study, I have the right to withdraw.  

- I have understood that my e-mail address is only collected to forward a follow-up 

questionnaire. The researcher will not personally identify me in any reports, and my 

confidentiality as a participant will remain secure.  

- I have read and understood the points and statements of this form. I have had all my 

questions answered to my satisfaction, and I voluntarily agree to participate in this study. 
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Appendix D 

Informed Consent Agreement: Follow-up 

Welcome back! 

We are happy that you decided to participate in this follow-up survey on the study 'Protect 

your password so it can protect you: an interventional study'. The follow-up is being 

conducted by Joelle Simon and Iris van Sintemaartensdijk from the Faculty of Behavioural, 

Management and Social Sciences at the University of Twente; and the purpose of this survey 

is to check in with you four weeks after you were involved in the aforementioned 

interventional study.  

Procedure 

Your participation will take less than 5 minutes. You will respond to questionnaires that 

reestimate your protection motivation, and you are asked questions concerning your current 

password behaviour. Please read all the questions attentively. Note, at the beginning of this 

survey you will be asked to report your e-mail address again. This is merely so that we can 

connect your results from both studies. 

Potential Risks and Discomforts 

There are no obvious physical, legal, or economic risks associated with your participation. 

This study has also been reviewed and approved by the BMS Ethics Committee. For any 

problems or questions regarding the study, the Secretary of the Ethics Commission of the 

faculty Behavioural, Management and Social Sciences at University Twente may be 

contacted through ethicscommittee-bms@utwente.nl. 

Potential Benefits 

Participation does not guarantee any beneficial benefits for you. Nevertheless, we hope you 

become more and more aware of the relevance of password security. Yet, the broader goal of 

this study is to explore preventive strategies against cybercrime. 

Confidentiality 

Your privacy will be protected to the maximum extent allowable by law. No personally 

identifiable information will be reported in the final research product. Only trained research 

staff will have access to your responses. 

Right to Withdraw and Questions 

Your participation is voluntary. If you decide to participate, you may stop participating at any 

mailto:ethicscommittee-bms@utwente.nl


 64 

time. If you decide not to participate or if you stop participating at any time, you will not be 

penalized or lose any benefits to which you otherwise qualify. The data you provided before 

you stopped participating, however, will be processed in this research. If you have questions, 

concerns, or complaints related to the study please feel free to contact us. 

Contact Information 

Joelle Simon (J.simon-1@student.utwente.nl) 

Iris van Sintemaartensdijk (i.vansintemaartensdijk@utwente.nl) 

Statement of Consent 

By ticking the “I give my consent” box, you confirm that you provide your consent, which 

indicates that you have read and understood all the information, you are at least 16 years of 

age, and you voluntarily agree that you want to participate in this study. 

- I have been given sufficient information about the study. 

- My participation is voluntary, and I have the right not to answer any of the questions. If I 

feel uncomfortable in any way during the study, I have the right to withdraw. 

- I have understood that the researcher will not personally identify me in any reports, and my 

confidentiality as a participant will remain secure. 

- I have read and understood the points and statements of this form. I have had all my 

questions answered to my satisfaction, and I voluntarily agree to participate in this study. 
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Appendix E 

Questionnaires Intervention  

Secure Password Knowledge 

* Assessed on a 7-point Likert scale; (Strongly disagree = 1; Strongly agree= 7) 

Please indicate your level of agreement with the following statements.  

1. It’s acceptable to use my social media password for other online accounts.  

2. A mixture of letter, numbers, and symbols is necessary for a secure password. 

3. It’s secure to share my password if a friend asks for it.  

4. A password that contains upper- and lower-case letters and numbers is secure.  

5. It’s not necessary to use different passwords for my online accounts.  

6. It’s secure to have a password with just letters.  

7. A secure password contains less than eight characters.  

8. A password with just numbers is secure.  

9. It’s secure to use my birth date as a password. 

10. A password that consists of words that can be found in a dictionary (of my native 

language or foreign) is secure.  

 

Risk Taking  

* Assessed on a 7-point Likert scale (Extremely unlikely = 1; Extremely likely = 7) 

For each of the following statements, please indicate the likelihood that you would engage in 

the described activity or behaviour if you were to find yourself in that situation. 

1. Admitting that your tastes are different from those of a friend.  

2. Going camping in the wilderness.  

3. Betting a day’s income at a casino.  

4. Investing 10% of your annual income in a moderate growth mutual fund.  

5. Drinking heavily at a social function.  

6. Taking some questionable deductions on your income tax return.  

7. Disagreeing with an authority figure on a major issue.  

8. Betting a day’s income at a high-stake poker game.  

9. Having an affair with a married man/woman.  

10. Passing off somebody else’s work as your own.  
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11. Going down a ski run that is beyond your ability.  

12. Investing 5% of your annual income in a very speculative stock.  

13. Going white-water rafting at high water in the spring.  

14. Betting a day’s income on the outcome of a sporting event. 

15. Engaging in unprotected sex.  

16. Revealing a friend’s secret to someone else.  

17. Driving a car wearing a seat belt (item reversed in the database). 

18. Investing 10% of your annual income in a new business venture.  

19. Taking a skydiving class.  

20. Riding a motorcycle without a helmet.  

21. Choosing a career that you truly enjoy over a more secure one.  

22. Speaking your mind about an unpopular issue in a meeting at work.  

23. Sunbathing without sunscreen.  

24. Bungee jumping off a tall bridge.  

25. Piloting a small plane.  

26. Walking home alone at night in an unsafe area of town.  

27. Moving to a city far away from your extended family.  

28. Starting a new career in your mid-thirties.  

29. Leaving your young children alone at home while running an errand.  

30. Returning a wallet you found that contains $200 (item reversed in the database). 

 

Password Strength  

* Assessed  using dichotomized answers (Yes/No)  

Please think about your most important password for a 

(1) work or study related account 

(2) social media account (e.g., Facebook, Instagram, Snapchat, etc.) 

(3) banking related account  

Read the statements below and indicate if they apply to you.  

1. My password contains more than eight characters.  

2. My password includes words that can be found in a dictionary (of my native language 

or foreign).  

3. My password contains names (e.g., family, pets, friends, coworker).  
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4. My password contains a birth date.   

5. My password only contains letters.   

6. My password only contains numbers.  

7. There are several special characters in my passwords (e.g., @#$%^&)  

8. My password contains both upper- and lower case-letters.  

9. My password contains both letters and numbers.  

10. I only remember my password because I have it written down (excluding professional 

password manager).  

Protection Motivation 

Threat severity  

* Assessed on a 7-point Likert scale (Extremely harmless = 1; Extremely devastating = 7) 

The following are some of the threats to your online safety that a password breach can cause. 

Please rate how harmful they would be if they happened to you.  

How harmful would a password breach be if the information that is accessed…   

1. is used to commit crimes against me. 

2. reveals my personal information to other online criminals. 

3. reveals my social security number or other forms of identification.  

4. reveals my credit card information.  

5. reveals my physical addresses.  

6. could be subject to unauthorized secondary use.  

Threat susceptibility 

* Assessed on a 7-point Likert scale; (Strongly disagree = 1; Strongly agree= 7) 

Thinking about your online safety based on the strength of your current passwords, please tell 

us how much you agree with each statement.  

1. It is extremely likely that my personal accounts will be compromised by a password 

breach in the future.  

2. My chances of a password breach are great. 

3. There is a good possibility that my personal accounts will be compromised by a 

password breach. 
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Self-efficacy  

* Assessed on a 7-point Likert scale; (Strongly disagree = 1; Strongly agree= 7) 

Please indicate your level of agreement with the following statements.   

1. I feel comfortable creating passwords to secure my online accounts.  

2. Creating secure passwords is entirely under my control.  

3. I have the resources and the knowledge to create secure passwords.  

4. Creating secure passwords is easy.  

5. I feel confident to remember secure passwords.  

Response efficacy 

* Assessed on a 7-point Likert scale (Strongly disagree = 1; Strongly agree= 7)  

Please indicate your level of agreement with the following statements.   

1. Secure passwords would be useful for preventing my personal accounts to be 

compromised.  

2. Secure passwords would increase my performance in protecting myself from 

cybercrime.  

3. Secure passwords would make it harder for online criminals to compromise my 

personal accounts.  

 

Response cost  

* Assessed on a 7-point Likert scale (Strongly disagree = 1; Strongly agree= 7) 

Please indicate how much you agree with the following statements. 

1. The inconvenience of implementing secure passwords to protect my personal 

accounts exceeds the potential benefits.  

2. Remembering secure passwords is too complicated.  

3. The negative side effects of employing secure passwords are greater than the 

advantages. 

4. Using secure passwords requires a considerable investment of effort.  

5. Using secure passwords requires a considerable amount of my time.  
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Password creation  

It is time to create secure (but hypothetical) passwords for three online accounts. 

1. Please fill in a password for your professional networking website.   

2. Please fill in a password for your new work or student e-mail address. 

3. Please fill in a password for your online banking.  

 

Incidents of Cybercrime  

Have you been a victim of cybercrime in the past 12 months? 

If answered “Yes” 

What type oy cybercrime to you fall victim to? Please describe below.  

And after becoming of cybercrime, did you change your passwords to be more secure?  

If answered “No”  

What were the reasons that you did not change your passwords to be more secure? Please fill 

in below.  

Time spent online  

Thinking about an average weekday (from when you wake up until you go to sleep), how 

much time do you spend on each of the following devices to use the internet? 

Tablet - Smartphone - Laptop or Notebook - Desktop Computer - Other devices  

1. Not at all 

2. Up to one hour  

3. 1 – 3 hours  

4. 3 - 5 hours  

5. More than 5 hours  

Demographic factors  

Please indicate your age:  

What gender do you identify as? 

1. Male  

2. Female 
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3. Non-binary / third gender 

4. Prefer not to say  

What is your nationality?  

1. Dutch  

2. German  

3. Other, please specify 

4. Prefer not to say 

What is your highest degree or level of school you have completed or are currently 

completing?  

1. Less than a high school diploma  

2. Highschool degree or equivalent  

3. Bachelor’s degree (e.g., BA, BS)  

4. Master’s degree (e.g., MA, MS, Med)  

5. Doctorate (e.g., PhD, EdD)  

6. Other, please specify  

What is your current employment status?  

1. Employed full-time (40+ hours per week)  

2. Employed part-time (less than 40 hours per week)  

3. Unemployed (currently looking for work)  

4. Student 

5. Retired  

6. Self-employed  

What is your average household income per year?  

1. Below 10k € 

2. 10k € - 50k € 

3. 50k € - 100k € 

4. 100k € - 150k € 

5. Over 150k € 
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Behavioural Intention to Change Personal Passwords  

* Assessed on a 7-point Likert scale (Strongly disagree = 1; Strongly agree= 7) 

Thinking about your personal passwords currently in use or future passwords to be created. 

Please indicate the level to which you agree with the following statements.  

1. I plan to update my current work or study related password for security reasons.   

2. I intend to include both letters and numbers when creating a new password for a work 

or study related account.  

3. I will use several special characters when updating or creating a password for a work 

or study related accounts.   

4. I intend to update my social media related password for security reasons.  

5. I plan to update my social media related password using a sentence without vowels.  

6. I am determined to not include names (e.g., family, pets, friends, coworker) when I 

create a new password for a social media related account.  

7. I intend to update my banking related password for security reasons.  

8. I plan to include more than eight characters when updating my current banking related 

password.  

9. I will try to use both upper- and lower case-letters when I create a new password for a 

banking related account. 

10. I intend to create passwords that I can remember without writing them down 

(excluding professional password manager).  

 

Recall secure password characteristics 

Do you remember what constitutes a secure password?  

Please list the characteristics of a secure password below.  

 

Memory of created Passwords 

Passwords should not only be secure; they also must be rembered! Earlier you were asked to 

create three hypothetical passwords for different online accounts. Please recite them below.  

Note: If you do not remember the passwords, type ‘I don’t remember’.  

1. Please recite the password for the professional networking website.   
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2. Please recite the password for the new work or student e-mail address.  

3. Please recite the password for the online banking account.  
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Appendix F 

Complete Survey: Study 2 

Memory of Created Passwords 

Do you recall that passwords must not only be secure but also have to be remembered?  

In the previous study, you were asked to create three hypothetical passwords for different 

online accounts. Please recite them below.  

Note: If you do not remember the passwords, type 'I don't remember'. 

1. Please recite the password for the professional networking website.   

2. Please recite the password for the new work or student e-mail address.  

3. Please recite the password for the online banking account.  

Behavioural Change 

* Assessed on a 7-point Likert scale (Strongly disagree = 1; Strongly agree= 7) 

Thinking about your password behaviour in the past 4 weeks. 

Please indicate the level to which you agree with the following statements. 

1. I updated my current work or study related password for security reasons.   

2. I includeded both letters and numbers when creating a new password for a work or 

study related account.  

3. I used several special characters when I updated or created a password for a work or 

study related accounts.   

4. I updated my social media related password for security reasons.  

5. I updated my social media related password using a sentence without vowels.  

6. I did not include names (e.g., family, pets, friends, coworker) when I created a new 

password for a social media related account.  

7. I updated my banking related password for security reasons.  

8. I included more than eight characters when I updated my current banking related 

password.  

9. I used both upper- and lower case-letters when I created a new password for a 

banking related account. 
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10. I created passwords that I can remember without writing them down (excluding 

professional password manager).  

Protection Motivation 

Threat severity  

* Assessed on a 7-point Likert scale (Extremely harmless = 1; Extremely devastating = 7) 

The following are some of the threats to your online safety that a password breach can cause. 

Please rate how harmful they would be if they happened to you.  

How harmful would a password breach be if the information that is accessed…   

1. is used to commit crimes against me. 

2. reveals my personal information to other online criminals. 

3. reveals my social security number or other forms of identification.  

4. reveals my credit card information.  

5. reveals my physical addresses.  

6. could be subject to unauthorized secondary use.  

Threat susceptibility 

* Assessed on a 7-point Likert scale; (Strongly disagree = 1; Strongly agree= 7) 

Thinking about your online safety based on the strength of your current passwords, please tell 

us how much you agree with each statement.  

1. It is extremely likely that my personal accounts will be compromised by a password 

breach in the future.  

2. My chances of a password breach are great. 

3. There is a good possibility that my personal accounts will be compromised by a 

password breach. 

Self-efficacy  

* Assessed on a 7-point Likert scale; (Strongly disagree = 1; Strongly agree= 7) 

Please indicate your level of agreement with the following statements.   

1. I feel comfortable creating passwords to secure my online accounts.  

2. Creating secure passwords is entirely under my control.  

3. I have the resources and the knowledge to create secure passwords.  

4. Creating secure passwords is easy.  
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5. I feel confident to remember secure passwords.  

Response efficacy 

* Assessed on a 7-point Likert scale (Strongly disagree = 1; Strongly agree= 7)  

Please indicate your level of agreement with the following statements.   

1. Secure passwords would be useful for preventing my personal accounts to be 

compromised.  

2. Secure passwords would increase my performance in protecting myself from 

cybercrime.  

3. Secure passwords would make it harder for online criminals to compromise my 

personal accounts.  

 

Response cost  

* Assessed on a 7-point Likert scale (Strongly disagree = 1; Strongly agree= 7) 

Please indicate how much you agree with the following statements. 

1. The inconvenience of implementing secure passwords to protect my personal 

accounts exceeds the potential benefits.  

2. Remembering secure passwords is too complicated.  

3. The negative side effects of employing secure passwords are greater than the 

advantages. 

4. Using secure passwords requires a considerable investment of effort.  

5. Using secure passwords requires a considerable amount of my time.  
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Appendix G 

Debriefs 

Skimmed Debrief (for participants that continue with study 2)  

 

Thank you for participating in this study concerning password security behaviour! 

Cybercrime is an increasing social problem in our digitalised world. While bicycle theft was 

once the most common crime in the Netherlands, it has been surpassed by cyberattacks in the 

past two years. One important feature of cybercrime prevention is password security, as it 

functions as the first line of defence for most computer systems. However, even the most 

sophisticated security systems are rendered vulnerable if users do not choose their passwords 

according to current security guidelines. This is why research in this field is highly relevant to 

investigate how potential victims of cybercrime can be motivated to create secure passwords.  

However, there is more to this study that we can not inform you about at this point. 

Sometimes in research, it is necessary to not provide details of the study until the entire 

research is completed. If we did, it may affect how you respond to the questions in the 

follow-up survey, and this would make the results invalid. A full debrief, including 

information on the purpose of the study, the underlying theoretical framework and our 

corresponding predictions, will be provided to you at the end of the follow-up study.    

If you have any questions regarding this study or the follow-up study, please feel free to 

contact the researcher.  

Joelle Simon (J.simon-1@student.utwente.nl)  

Iris van Sintemaartensdijk (I.vansintemaartensdijk@utwente.nl)  

As a note, if you know of any friends or acquaintances that are eligible to participate in this 

study, we ask you to not discuss the procedure of the study with them until after they also 

have had the opportunity to participate. Prior knowledge of questions asked during the study 

can invalidate the results.  

Thanks again for your participation! 
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Full Debrief 

 

Thank you for participating in this research project concerning password security behaviour! 

Cybercrime is an increasing social problem in our digitalised world. While bicycle theft was 

once the most common crime in the Netherlands, it has been surpassed by cyberattacks in the 

past two years. One important feature of cybercrime prevention is password security, as it 

functions as the first line of defence for most computer systems. However, even the most 

sophisticated security systems are rendered vulnerable if users do not choose their passwords 

according to current security guidelines. This is why research in this field is highly relevant to 

investigate how potential victims of cybercrime can be motivated to create secure passwords. 

Protection motivation theory (PMT) provides a framework that explains why people have 

protection motivation by assessing fear-appeals (severity and vulnerability) and coping-

appeals (coping efficacy, response efficacy, and response cost). On that basis, information 

that is tailored to influence these five factors is expected to motivate people to take specific 

protective measures. However, studies have shown, that people increased more in secure 

behaviour when they were presented with a coping message as if they were shown a message 

meant to induce fear. 

 Therefore, in this study, we are investigating whether security notifications with coping 

messages correspond to increased protection motivation and ultimately, better password 

strength. To do this, you were randomly assigned to read one of four different security 

notifications. 

One of the conditions included a notification expected to increase self efficacy. Self efficacy 

is the belief about one’s capabilities to enact a certain behaviour. For example, a person with 

high self efficacy regarding their password behaviour has the confidence and necessary 

knowledge that he or she needs to successfully develop secure passwords. 

Participants in another condition got presented with a notification supposed to 

increase response efficacy, which is the belief that a specific behaviour leads to the expected 

outcome. This means that a person with high response efficacy regarding their password 

behaviour believes that secure passwords will be effective in reducing or eliminating the 

perceived threat of potential cyberattacks. 
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In another condition, we combined both security messages, and one condition served as a 

control and did not receive any security message. 

We predict that protection motivation and password strength is increased for participants that 

received a security notification with a coping appraisal, in comparison to the control group. 

If you have any questions regarding this study, please feel free to contact the researcher. 

Joelle Simon (J.simon-1@student.utwente.nl) 

Iris van Sintemaartensdijk (I.vansintemaartensdijk@utwente.nl) 

 

Thanks again for your participation! 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


