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ABSTRACT

Cybercrime, in particular social engineering attacks, continue to
evolve rapidly as individuals’ reliance on the Internet grows.
Prior studies have repeatedly shown that cybersecurity is not just
a technological problem, it requires an understanding of the
behavior of people toward cyber security. Researchers have
created many interventions to promote behavioral change against
phishing attacks. However, these interventions are not effective
for all individuals. Consequently, this research aims to obtain an
understanding of individuals' behavior toward phishing
prevention attacks using the Health Belief Model (HBM). An
online questionnaire was conducted from December 23, 2021, to
January 21, 2022. The questionnaire included demographic
questions as well as questions related to each HBM construct,
using a 7-point Likert scale. Before analyzing the results, the
Cronbach’s Alpha of each construct was computed and an
Exploratory Factor Analysis was conducted to determine the
reliability and validity of the questionnaire. Furthermore, ordinal
regression analysis and binary regression analysis were
performed to test the hypotheses. The results show that perceived
severity, perceived barriers, self-efficacy, and perceived
importance have a significant influence on the likelihood that an
individual will perform phishing attack prevention behavior.
These findings can be used to create effective and tailored
cybersecurity interventions for individuals.

Keywords
Cybersecurity, Health Belief Model, Intervention, Phishing,
Social engineering.

1. INTRODUCTION

Advances in Internet technology, have given rise to a multitude
of cyberattacks on individuals as well as organizations [1]-[3].
In 2020, about 80 percent of individuals in the EU-27 accessed
the Internet daily, 29 percent higher than in 2010 [4]. As the
Internet enhances individuals’ everyday lives, so the
opportunities for cybercriminals increase regularly [5], [6]. One
type of cybercrime is social engineering. Social engineering is
primarily known as a non-technical type of attack whereby
psychological tricks are used to deceive individual users to obtain
unauthorized access to information systems [7]. For example,
phishing, a widely used social engineering attack — generally
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performed via email, is the practice in which attackers send
fraudulent messages to entice users to open a malicious
attachment or a link directing to a fake website [8]. The impact
of phishing attacks is severe, as it can result in financial loss, data
loss, reputational damage, and several other damages to
individuals and organizations [9]. Previous research has shown
that individuals are still the weakest link in cybersecurity [10],
[11]. Hence, attackers target people rather than attempting to
exploit technical vulnerabilities. Researchers have developed
interventions, for instance, awareness campaigns, security
education, and training [12], [13]. The interventions aim to make
individuals more aware of phishing and to change their behavior
towards protecting themselves against phishing attacks.
Nevertheless, some interventions have proven to be not effective
[14], [15], as ‘one size fits all’ interventions do not provide the
desired impact in changing users’ behavior. According to [2],
interventions that are tailored to the needs of an individual are
more effective than those with a broad focus. Additionally,
interventions are more likely to be successful when it is designed
based on models and theories that explain or predict the specific
behavior of an individual [16]. In this study, we examine the
preventive behavior of individuals towards phishing attacks.
Meaning the actions that an individual should perform to prevent
losses as a result of a phishing attack, such as exercising caution
when receiving a suspicious email or checking the legitimacy of
an URL [17].

The theoretical framework used in this study is the Health Belief
Model (HBM). The HBM is a model primarily used in the health
domain to explain and predict various types of preventive health
behavior, such as smoking, influenza vaccinations, dental visits,
dieting, and exercising [18]. The HBM consists of six main
constructs:  perceived  susceptibility, perceived severity,
perceived benefits, perceived barriers, cues to action, and self-
efficacy. According to the HBM, individuals are more willing to
take preventive action if they consider themselves personally
vulnerable to the threat of a health risk (perceived susceptibility).
Including when they perceive the threat and the consequences of
not taking action to be serious (perceived severity). Moreover,
the benefits, difficulties, or costs that may arise from performing
the preventive action might motivate or withhold an individual
to change their behavior (perceived benefits, perceived barriers).
In addition, the HBM states that events or social influence can
trigger an individual to change their behavior (cues to action) as
well as self-efficacy — one’s confidence in the ability to
successfully perform the behavior. At last, other variables such
as demographic (e.g. age, gender), sociopsychological and
structural variables (e.g. knowledge about the disease) might
influence an individual’s health behavior. Previous studies also
added perceived importance as an extension to the HBM [19].
This construct is defined as the amount of value that a person
attaches to the outcomes of a particular behavior.
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The Health Belief Model can also be applied in the field of
Cybersecurity. Although, very limited research has been done on
the use of the Health Belief Model to explain phishing attack
prevention behavior. Ng et al. [17] adopted the HBM as a
theoretical framework to examine the computer security behavior
of users. However, a modified version of the HBM was used, as
the construct general security orientation was included. The
authors conducted a survey on 134 employees to test the model.
Their findings showed that the constructs perceived
susceptibility, perceived benefits, and self-efficacy have a
significant effect on users’ behavior towards computer security.
Moreover, Humaidi et al. [20] examined users’ behavior towards
Health Information Systems Security Policies. The authors
constructed a research model based on an extended version of the
HBM as their model included the additional construct perceived
working experience. Perceived work experience, perceived
severity, perceived benefits, cues to action, self-efficacy, and
perceived barriers were found to be significant determinants of
health information system’s security policies compliance
behavior. Furthermore, Claar [21] used six HBM constructs, and
included socio-demographic variables (age, gender, education,
and prior experience of attack) as moderators to predict
computer security usage behavior. The results indicated that
perceived susceptibility, perceived barriers, self-efficacy, and the
interaction between age and perceived barriers were important
predictors that influence a user to perform computer security
usage behavior.

1.1 Research questions

The primary purpose of this research is to contribute to a better
understanding of the phishing attack prevention behavior of
individuals. Therefore we will examine the relationships between
seven HBM constructs and the likelihood of phishing attack
prevention behavior as well as an individual’s actual behavior.
This knowledge can be used to develop effective, tailored
cybersecurity interventions to prevent phishing attacks.

The research question and hypotheses are described as follows:

RQ: To what extent could individuals’ behavior towards
phishing attack prevention be predicted?

- H1: The likelihood of performing phishing attack
prevention behavior can be predicted using the HBM.

- H2: Individuals’ actual phishing attack prevention
behavior can be predicted using the HBM.

The remainder of the paper is structured as follows: Section 2
presents the research model. Section 3 describes the research
methodology: the development and validation of the
questionnaire. In Section 4, we present the results of our data
analysis. Section 5 discusses the results, their limitations, and
suggestions for future work. Finally, Section 6 concludes the
paper and provides practical implications.

2. RESEARCH MODEL

Our research model is illustrated in Figure 1. The model was
developed based on the Health Belief Model. The seven key
constructs of this model are described as follows:

Perceived Susceptibility refers to an individual’s belief of being
susceptible to a phishing attack.

Perceived Severity refers to an individual’s belief concerning
the seriousness of being a victim of a phishing attack and its
consequences if not taking action.

Perceived Benefits refer to an individual’s belief in the positive
outcomes of taking action to prevent phishing attacks.

Perceived Barriers refer to an individual’s belief in the negative
outcomes, such as difficulties or hindrances of taking action to
prevent phishing attacks

Self-Efficacy refers to an individual’s belief regarding his/her
ability to successfully perform phishing attack prevention
behavior.

Cues to action refer to the events that motivate or trigger an
individual to take action to prevent phishing attacks. For
example, news reports and awareness posters.

Perceived Importance refers to an individual’s belief in the
importance of outcomes when taking actions to prevent phishing
attacks.

The above constructs, also called predicting variables, are
independently related to the outcome variable ‘likelihood of
engaging in phishing attack prevention behavior’ and ‘an
individual’s actual behavior towards phishing attack
prevention’(Figure 1).

The likelihood of engaging in phishing attack prevention
behavior refers to whether individuals intend to perform
preventive measures against phishing attacks. This is going to be
predicted by the seven predictor variables.

Actual behavior towards phishing attack behavior refers to
the actual behavior of an individual towards phishing attack
prevention. This data was obtained from the phishing simulation
that the UT security awareness program (PASSWORD) carried
out. The results of the phishing simulation showed whether an
individual clicked on a phishing link or not. The findings were
combined with this study to predict one's actual behavior towards
phishing attacks.

Moreover, the demographic variables age and gender, and
structural variables: knowledge about phishing and prior victim
of a phishing attack will be used as moderators between the
relationship of the predictors and the outcome variables. This
way it can be determined whether the differences in age, gender,
knowledge of phishing, and prior victim influences the
relationship between the predictor variables and the outcome
variable. The hypotheses for the moderator variables are as
follows: H3) Age significantly moderates the relationship
between the individual beliefs (perceived susceptibility, severity,
benefits, barriers, self-efficacy, cues to action, perceived
importance) and phishing attack prevention behavior. H4)
Gender significantly moderates the relationship between
individual beliefs and phishing attack prevention behavior. H5)
Knowledge of phishing significantly moderates the relationship
between individual beliefs and phishing attack prevention
behavior. H6) Prior victim of phishing significantly moderates
the relationship between individual beliefs and phishing attack
prevention behavior.
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3. METHODOLOGY

3.1 Questionnaire Development

The research model was tested using a questionnaire as a
quantitative research method. The questionnaire was developed
based on observations from existing literature. The questionnaire
covered the following three parts:

1. Socio-demographic variables

First, the respondents were asked to state their gender. The
variable ‘gender’ was measured as a categorical variable
containing the following three categories: ‘Male’, ‘Female’ and
‘Prefer not to say’. Second, an open-ended question was asked to
assess the respondent’s age. The variable ‘age’ was measured as
anumerical value on a continuous scale. For instance, ‘20’ means
20 years old. Further, the respondents were asked to state their
study and the academic year they started the study. The variable
‘study’ was a categorical variable and included the following
categories: ‘Psychology’, ‘Health/Medicine’ and ’Other’.
‘Psychology’ refers to the study of Psychology at the University
of Twente (UT), ‘Health/Medicine’ refers to the studies of
Technical Medicine and Biomedical Technology at the UT.
‘Other’ refers to other studies at the UT, for example,
‘Communication Science’. Likewise, the variable ‘academic
year’ was a categorical variable and included the following
values: > academic year 2021-2022’, ‘academic year 2021-2022’,
‘academic year 2020-2021°, ‘academic year 2019-2020° and
‘academic year 2018-2019 or earlier’. For example, ‘academic
year 2021-2022" means that the respondent was registered for the
study in the year 2021-2022.

2. Structural variables

Two questions were asked to assess the respondents’ knowledge
of phishing. Firstly, the respondents were asked if they know
what phishing is. Hence, the variable ‘knowledge’ was a
categorical variable, containing the values ‘Yes’ and ‘No’. ‘Yes’
means that the respondent knows what phishing is, whereas ‘No’
means that the respondent does not know what phishing is. Also,
the following question was asked to test their knowledge:

Complete the following sentence: Phishing is...........

(Option 1). the practice in which an attacker sends an enormous amount
of data to a specific website, intending to shut down the website and make
it unavailable for users.

(Option 2). the practice in which an attacker sends fraudulent messages
to users to trick them into revealing their personal information. It is
usually performed through email, convincing the user to click on a
malicious link or attachment.

(Option 3). the practice in which an attacker repeatedly attempts to guess
the password of a user, by using numerous combinations of numbers,
letters, and symbols until the password is discovered.

Afterward, the correct answer was given to the respondents,
which was Option 2: ‘Phishing is the practice in which an attacker
sends fraudulent messages to users to trick them into revealing their
personal information. It is usually performed through email, convincing
the user to click on a malicious link or attachment.’. Furthermore, the
respondents were asked whether they had been a prior victim of
phishing attacks in the past six months. The question was asked
as follows: Have you been a victim of email phishing attacks (e.g.
clicked on a malicious link, downloaded malware, revealed confidential
data, or suspected fraudulent transactions) in the past 6 months?. The
variable ‘prior victim’ was categorical, containing the values:
‘Yes’ and ‘No’. ‘Yes’ means that the respondent has been a
victim of a phishing attack(s), whilst ‘No’ means that the
respondent has not been a prior victim of a phishing attack(s).

3. HBM variables

The third part of the questionnaire included questions related to
each HBM construct. The HBM constructs were measured as
items (i.e. single-sentence statements) using a 7-point Likert
scale, from 1 (Strongly disagree) to 7 (Strongly agree). A 7-point
Likert scale was chosen as this increases the reliability and
validity of the items [22]. Most items used in the questionnaire
were adapted from other studies. A total of 51 items were used
to measure the HBM constructs. Appendix A presents the list of
items that were used in the questionnaire. First of all, the HBM
construct ‘Phishing attack prevention behavior (BEH)’ was
measured using five items with a scale from 1 = strongly disagree
to 7 = strongly agree. ‘BEH’ refers to the self-reported phishing
attack prevention behavior of the respondent. For example, the
respondents were asked to state their level of agreement or
disagreement to the following statements related to ‘BEH’:
“Before clicking on a link in an email, | will first check if the
sender and subject of the email make sense.” And “Before
clicking on a link in an email, | will first check if the URL is
legitimate”. Next, the HBM construct ‘perceived susceptibility’
was coded as ‘SUS’ and measured using five items with a scale
from 1 = strongly disagree to 7 = strongly agree. For instance,
the following two statements were given to the respondents: “I
will likely be a victim of an email phishing attack.” And “There
is a good possibility that my personal information (login
credentials, bank account details, etc.) gets stolen and misused
due to an email phishing attack.”. Moreover, the HBM construct
‘perceived severity’ was coded as ‘SEV’ and was also measured
using five items with a scale from 1 = strongly disagree to 7 =
strongly agree. Examples of ‘SEV’ statements are: “Having my
computer infected by a virus as a result of an email phishing
attack is a serious problem for me.” And “The thought of
becoming a victim of an email phishing attack scares me.”.
Further, the HBM construct ‘perceived benefits’ was coded as
‘BEN’. This construct contained nine items, measured with a
scale from 1 = strongly disagree to 7 = strongly agree. For
instance, the respondents were asked whether they agreed with
the following statements: “Educating myself about phishing is
effective in preventing becoming a victim of an email phishing
attack. As well as, “Having anti-virus software is effective in
preventing becoming a victim of an email phishing attack”. The
code ‘BAR’ was used for the HBM construct ‘perceived
barriers’, this was also measured on a 7-point Likert scale. For
example, the following statements were given: “I don’t know
how to find and get the right tools or software to prevent email
phishing attacks.” And “Exercising care when reading emails
with links would require starting a new habit, which is difficult.”.
Moreover, the HBM construct ‘self-efficacy’ was coded as ‘SEF’
and also measured on a 7-point Likert scale using four items (e.g.
“| can recognize a malicious URL from a legitimate URL.” And
“| can recognize a phishing email even if there was no one around
to help me.”). The HBM construct ‘Cues To Action’ was coded
as ‘CUE’, containing seven items measured on a scale from 1 to
7 (strongly disagree — strongly agree). Examples of statements
that were given are: “If | noticed a suspicious transaction on my
bank account, | would be concerned about being a victim of an
email phishing attack.” And “If my family were to tell me of a
recent experience with an email phishing attack, I would be more
conscious of potentially falling victim to an email phishing
attack.”. Lastly, the HBM construct ‘perceived importance’ was
coded as ‘IMP’ and also measured with a scale from 1 = strongly
disagree to 7 = strongly agree. This construct contained six items.
For example, the respondents were asked whether they disagreed
or agreed with the following statements related to ‘IMP’:
“Taking action to prevent email phishing attacks is important for
me.” And “Educating myself about email phishing attacks is
important for me.”.



3.2 Ethics Statement

This study was reviewed and approved by the BMS Ethics
Committee of the University of Twente on December 17, 2021
(Reference number: 211390). Additionally, informed consent
was obtained from the respondents, provided at the start of the
questionnaire.

3.3 Data collection method

The questionnaire was conducted through Qualtrics[23], a web-
based survey platform, and made available on Sona Systems[24]
from 23 December 2021 till 21 January 2022. The questionnaire
was administered to undergraduate students from the studies
Psychology, Communication Science, Biomedical Technology,
and Technical Medicine at the University of Twente. The
questionnaire was also distributed through Gmail and social
media platforms LinkedIn and WhatsApp. Additionally, the
snowballing sampling method was used to increase the sample
size.

3.4 Data analysis method

The data were processed and analyzed in Python 3. Besides, IBM
SPSS 23.0 was used to run the hypothesis tests. Before
conducting the hypothesis tests, the reliability and validity of the
questionnaire were assessed.

3.4.1 Construct reliability and validity

The key constructs were measured with various items, hence it is
significant to test the reliability of each construct to ensure that
the set of items is consistent with each other. Cronbach’s alpha
was used to determine the internal consistency of the items. For
internal consistency, a value of at least 0.7 is acceptable, whereas
values of 0.6 and below are not acceptable [25]. The results in
Table 1 show that the internal consistency of each construct has
good reliability. The scale reliability of Behavior was improved
from 0.686 to 0.810 with the removal of item BEH5. Item SEV1
was also removed, as this led to an increase of the scale reliability
from 0.663 to 0.686.

Table 1. Reliability analysis

eigenvalue greater than 1. The items SUS2, SUS3, SEV2, SEV3,
BEN4, BEN5, BEN9, and BAR10 were removed as results of the
EFA since their factor loadings were < 0.50. The factor loadings
of all HBM constructs can be found in Appendix B.

After assessing the construct reliability and validity, the scores
of each item were combined into one single construct score. The
descriptive statistics of each construct are shown in Table 2.

Table 2. Construct Descriptive Statistics: the means and
standard deviations (SD)

Construct Mean SD
Behavior 5.93 1.00
Perceived Susceptibility 3.21 1.34
Perceived Severity 5.99 1.07
Perceived Benefits 571 0.77
Perceived Barriers 3.49 0.98
Self-Efficacy 451 1.22
Cues to action 5.64 0.71
Perceived Importance 5.06 0.99

Construct #ofitems | Cronbach’s alpha
Behavior* 4 0.810
Perceived Susceptibility 5 0.738
Perceived Severity* 4 0.686
Perceived Benefits 9 0.791
Perceived Barriers 10 0.825
Self-Efficacy 4 0.844
Cues to action 7 0.782
Perceived Importance 6 0.883

* . Cronbach’s alpha after removing one item.

Furthermore, an Exploratory Factor Analysis was performed to
test the validity of the questionnaire. By conducting an EFA, it
can be determined whether the set of items of each construct are
correlated to each other. For instance, we assume that all five
items of ‘BEH” will be loaded and grouped. Before conducting
the EFA, the Bartletts’ test [26] and Kaiser-Meyer-Olkin
(KMO)[27] were conducted to determine whether the sample
data was appropriate. The Bartletts’ test was statistically
significant (p <0.001) and the overall KMO of the data was 0.65.
A value of KMO less than 0.5 is considered unacceptable[27].
Hence, the sample data was appropriate and the EFA could be
performed. Eight factors based on HBM were extracted with an

3.4.2 Regression analyses

The data did not pass the test of normality, hence an ordinal
regression analysis was performed for H1, and a binary logistic
regression analysis was conducted for H2. For each analysis, our
model was run twice. In the first model, the outcome variable
was regressed on the predictors Perceived Susceptibility,
Perceived Severity, Perceived Benefits, Perceived Barriers, Self-
Efficacy, Cues to action, and Perceived Importance. In the
second model, the moderator variables age, gender, knowledge
about phishing, and prior victim to phishing attacks were
included.

4. RESULTS
4.1 Demographic Profile of Respondents

A total of 160 responses were recorded. However, 79 responses
remained after analyzing the data and removing uncompleted
responses. Table 3 presents the socio-demographic
characteristics of the respondents. A large portion of the
respondents was female (n=52). Moreover, the mean age of the
respondents was 20.2. A large majority of the respondents were
between the ages of 18 and 24 (93.7%). 72% of the respondents
(n=57) were Psychology students, 15.2% were from the study
Biomedical Technology (n=12), followed by 12.7%
Communication Science students (n=10). Slightly more than half
(n=55) of the respondents reported that they knew what phishing
meant. About three-fifths (n=61) have not been a victim of email
phishing attacks in the past 6 months.

4.2 Hypothesis testing

4.2.1 The likelihood of phishing attack prevention
behavior can be predicted using the HBM (H1)

An ordinal logistic regression analysis was conducted to
determine the statistical significance of the hypotheses listed
below:

H1la: Perceived susceptibility is positively related to phishing
attack prevention behavior.

H1b: Perceived severity to is positively related to phishing attack
prevention behavior.



H1lc: Individuals with high levels of perceived benefits will be
more likely to adopt phishing attack prevention behavior.

H1d: Individuals with high levels of perceived barriers will be
less likely to adopt phishing attack prevention behavior.

H1e: Individuals with high levels of self-efficacy are more likely
to adopt phishing attack prevention behavior.

H1f: Individuals who have been exposed to high levels of cues to
action are more likely to adopt phishing attack prevention
behavior.

H1g: Individuals with high levels of perceived importance are
more likely to adopt phishing attack prevention behavior.

Table 3. Demographic characteristics of the respondents

Demographic Frequency Percent (%)
(n=79)

Gender

Male 27 34.2

Female 52 65.8

Age group

<18 1 13

18-24 74 93.7

>=25 4 5.1

Study

Psychology 57 72.2

Communication Science 10 12.7

Biomedical/Medicine 12 15.2

Knowledge about

phishing

Yes 55 69.6

No 24 30.4

Prior victim of phishing

Yes 18 22.8

No 61 77.2

Table 4 shows the overall fit of both regression models that were
run. First of all, the data needed to satisfy the proportional odds
assumption to ensure that the test is not violated. The p-value of
both models is not statistically significant (p > 0.05), therefore
we have not violated the test of proportional odds, hence correct
interpretations can be made [28]. Furthermore, both models
showed a good fit to the data (p > 0.05) [29]. The pseudo R? of
Nagelkerke is almost similar to the R2 of a linear regression
analysis[29]. This means that the first model explains a 50.6%
change in the outcome variable (phishing attack prevention
behavior), as a result of the predictors. Whereas the second model

explains 80.8% of the variance in the outcome variable. Table 5
displays the results of the ordinal logistic regression models that
were run. In the first model, the main effects of the outcome
variable (phishing attack prevention behavior) and the predictors
(perceived susceptibility, perceived severity, perceived benefits,
perceived barriers, perceived self-efficacy, cues to action, and
perceived importance) were tested. Based on the outcomes of the
first model, it can be seen that Hla is not supported by the model
(B = 0.237, p = 0.240). H1b predicted that perceived severity
would be positively related to phishing attack prevention
behavior, this was supported as it was statistically significant (8
=0.502, p =0.012). H1c, which predicted that perceived benefits
would be positively related to phishing attack prevention
behavior, was not supported (B = -0.94, p = 0.781). However,
H1d was supported (B =-0.726, p = 0.019), which predicted that
perceived barriers are negatively related to phishing attack
prevention behavior. Also, Hle was supported, which predicted
a positive relationship between self-efficacy and phishing attack
prevention behavior (B = 0.822, p = 0.001). Furthermore, H1f
was not supported by the model (f = 0.328, p = 0.282), whilst
H1g, which predicted that perceived importance is positively
related to phishing attack prevention behavior, was supported (3
=0.670, p = 0.013).

Next, the main effects of the moderating variables (age, gender,
knowledge, and prior victim) and the two-way interactions were
included in the second model. The results show that age did not
significantly influence the relationship between the predictors
(perceived susceptibility, perceived severity, perceived benefits,
perceived barriers, perceived self-efficacy, cues to action) and
the outcome variable, which was not supported by the model. In
contrast, H3g, which predicted that age affects the relationship
between perceived importance and phishing attack prevention
behavior, was supported (f = 0.653, p = 0.046). Additionally,
H4a which predicted that gender influences the relationship
between perceived susceptibility and phishing attack prevention
behavior was supported (f = -1.682, p = 0.021). Similarly, H4f
was supported by the model, which indicated that gender affects
the relationship between cues to action and phishing attack
prevention behavior (B =3.903, p = 0.006). Whereas hypotheses
H4b — H4e and H4g were not supported by the model. Then,
hypotheses H5a — H5e was not statistically significant, hence it
was not supported. Nevertheless, H5f significantly predicted that
knowledge about phishing affects the relationship between cues
to action and phishing attack prevention behavior (H5f, B =
3.594, p = 0.012). Also, H5g, which predicted that knowledge
about phishing, affects the relationship between perceived
importance and phishing attack prevention behavior was
supported (H7g, B = -3.426, p = 0.013). Lastly, the hypotheses
H6a-H6g, which predicted that prior victim to phishing attacks
influences the relationship between the predictors and the
outcome variable were rejected, as there was no statistical
significance.

Table 4 Ordinal logistic regression Model Fit

Score test for the proportional odds assumption

Goodness-of-fit of overall model

Model Chi-square df Significance Chi-square df Significance Pseudo R?
1 50.505 84 .999 867.254 1007 .999 0.506
2 250.366 468 1.000 4204.132 975 .000 0.808




Table 5. Results of ordinal logistic regression analyses of HBM constructs and moderating variables.

Predictor B Std. Error p-value EXP(B) Results
Perceived susceptibility .237 .2017 .240 1.267 H1la rejected
Perceived severity .502 .2004 .012* 1.652 H1b accepted
Perceived benefits -.094 .3361 .781 911 H1lc rejected
Model 1  |Perceived barriers -.726 .3090 .019* 484 H1d accepted
Perceived self-efficacy .822 .2486 .001** 2.275 H1le accepted
Cues to action .328 .3045 .282 1.388 H1f rejected
Perceived importance .670 .2692 .013* 1.955 H1g accepted
Age*Perceived susceptibility .043 .2453 .859 1.044 H3a rejected
Age*Perceived severity -.160 .2615 .542 .852 H3b rejected
Age*Perceived benefits .140 .3943 723 1.150 H3c rejected
Age*Perceived barriers -.021 .3008 .944 979 H3d rejected
Age*Perceived self-efficacy .246 .2519 .328 1.279 H3e rejected
Age *Cues to action .332 .3515 .345 1.394 H3f rejected
Age*Perceived importance .653 .3269 .046* 1.921 H3g accepted
Gender*Perceived susceptibility -1.682 7264 .021* .186 H4a accepted
Gender*Perceived severity .562 10.509 .593 1.755 H4b rejected
Gender*Perceived benefits -1.655 13.290 213 191 H4c rejected
Gender*Perceived barriers 744 15.425 .630 2.105 H4d rejected
Gender*Perceived self-efficacy 712 12.418 .566 2.038 H4e rejected
Gender*Cues to action 3.903 14.059 .006** 49.533 H4f accepted
Model 2 Gender*Perceived importance -1.632 12.115 178 196 H4g rejected
Knowledge*Perceived susceptibility -.667 10.654 531 513 H5a rejected
Knowledge*Perceived severity 1.462 10.584 167 4.315 H5b rejected
Knowledge*Perceived benefits 2.362 14.671 107 10.608 H5c rejected
Knowledge*Perceived barriers -.973 18.636 .602 378 H5d rejected
Knowledge*Perceived self-efficacy 1.597 11.022 147 4.938 H5e rejected
Knowledge*Cues to action 3.594 14.375 .012* 36.362 H5f accepted
Knowledge*Perceived importance -3.426 13.800 .013* .033 H5g accepted
Prior victim*Perceived susceptibility -701 10.956 522 496 H6a rejected
Prior victim*Perceived severity -.146 12.130 .904 .864 H6b rejected
Prior victim*Perceived benefits -3.383 17.715 .056 .034 H6c rejected
Prior victim*Perceived barriers 1.580 25.028 .528 4.853 H6d rejected
Prior victim*Perceived self-efficacy -2.179 12.934 .092 113 Hée rejected
Prior victim*Cues to action 424 25.059 .866 1.528 H6f rejected
Prior victim*Perceived importance -2.471 17.123 .149 .085 H6g rejected

*p< 0.05; **p < 0.01



4.2.2 H2: Individuals’ actual phishing attack
prevention behavior can be predicted using the
HBM.

A binary logistic regression analysis was performed to
determine the statistical significance of the following
hypotheses:

H2a: Perceived susceptibility is positively related to actual
phishing attack prevention behavior.

H2b: Perceived severity is positively related to phishing attack
prevention behavior.

H2c: Individuals with high levels of perceived benefits will be
more likely to adopt phishing attack prevention behavior.

H2d: Individuals with high levels of perceived barriers will be
less likely to adopt phishing attack prevention behavior.

H2e: Individuals with high levels of self-efficacy are more likely
to adopt phishing attack prevention behavior.

H2f: Individuals who have been exposed to high levels of cues to
action are more likely to adopt phishing attack prevention
behavior.

H2g: Individuals with high levels of perceived importance are
more likely to adopt phishing attack prevention behavior.

In model 1, the main effects between the outcome variable
‘Clicked’ - this refers to individuals that clicked or not clicked on
a phishing link (one’s actual phishing attack prevention
behavior) and the predictors were tested. Likewise, in model 2
the moderating variables (age, gender, knowledge, prior victim)
were included to test the effect of each moderating variable.
Firstly, the Hosmer & Lemeshow [25] test was conducted to test
the fit of the models (Table 6). Both models were not significant
(p = 0.05), this indicates that the models are a good fit. The
classification tables of both binary logistic regression models are
shown in Table 7. The classification table of model 2 shows that
the actual observed values for individuals that not clicked on a
link are 60+1 = 61. 60 of those cases were correctly predicted by
the model, therefore the accuracy rate is 98.4%. On the contrary,
there were 18+0 = 18 actual observed values of individuals that
clicked on a link. Thus, 18+0+1 = 19 individuals expressed the
intention to click on a link, but none was correctly predicted by
the model, therefore the accuracy rate is 0.0%. The overall
classification accuracy of model 1 is 75.9%, which means that
75.9% of the sample size was correctly predicted into the right
group. Furthermore, the classification table of model 2 displays
that the entire same size was correctly predicted by the model.
The actual observed value of individuals that did not click on a
link is 61. All of those cases were predicted accurately, this led
to an accuracy rate of 100%. Additionally, the actual
observations of individuals that clicked on a link were 18, and all
were correctly predicted by the model, so the overall
classification accuracy of model 2 is 100%.

Table 6 The overall fit of the model

Hosmer and Lemeshow Test

Model Chi-square  df Significance
1 7.696 8 464
2 .000 8 1.000

Table 7. Classification tables of the results from the binary
logistic regression models

Predicted
Clicked
Observed 0 (= no) 1 (= yes) Percentage correct
Step 1 Clicked 0 (=no) 60 1 98.4
Model 1 1(=yes) 18 0 0.0
Overall percentage 75.9
A cut-value of 0.500 was used
Step 1 Clicked 0 (= no) 61 0 100.0
Model 2 1 (= yes) 0 18 100.0
Overall percentage 100.0

A cut-value of 0.500 was used

Subsequently, the results of the binary logistic regression
analyses of both models are presented in Table 8. In the first
model, the main effects of the outcome variable (actual phishing
attack prevention behavior) and the predictors (perceived
susceptibility, perceived severity, perceived benefits, perceived
barriers, perceived self-efficacy, cues to action, and perceived
importance) were tested. Based on the outcomes of the first
model, it can be seen that hypotheses H2a — H2g are not
statistically significant, therefore rejected. This means that the
predictors variables (perceived susceptibility, perceived severity,
perceived benefits, perceived barriers, perceived self-efficacy,
cues to action, and perceived importance) are not positively
related to actual phishing attack prevention behavior (H2a, = -
0.1.20, p = 0.656), (H2b, B =0.299, p = 0.310), (H2c, =-0.298,
p =0.490), (H2d, p=-0.125, p=0.772), (H2e¢, p =-0.394, p =
0.250), (H2f, p=0.133, p=0.767), (H2g, B =0.354, p = 0.362).
In the same way, the hypotheses which predicted that age,
gender, knowledge, and prior victim of phishing would have a
significant interaction effect on the relationship between the
predictor variables and the outcome variable was not statistically
significant.

5. DISCUSSION

5.1 Discussion of results

The results of the study show that perceived severity, perceived
barriers, self-efficacy, and perceived importance have a
significant influence on the likelihood of an individual
performing phishing attack prevention behavior. This means that
an individual who perceives a phishing attack and its
consequences as very serious would more likely perform
phishing attack prevention behavior. Additionally, individuals
with high levels of perceived barriers will be less likely to take
preventive measures against phishing attacks. This indicates that
the difficulties or inconveniences of taking preventive measures,
demotivates an individual to perform phishing attack prevention
behavior. Moreover, self-efficacy significantly influences
phishing attack prevention behavior. This is not surprising, as
previous studies have also shown that one’s confidence in
successfully performing security has a significant influence on
the likelihood of engaging in preventive behavior [17], [21].



Table 8 Results of binary logistic regression analyses of HBM constructs and moderating variables

Predictor B Std. Error p-value EXP(B) Results
Perceived susceptibility -.120 .269 .656 .887 H2a rejected
Perceived severity .299 .294 .310 1.348 H2b rejected
Perceived benefits -.298 431 490 742 H2c rejected
Model 1  |Perceived barriers -.125 431 772 .882 H2d rejected
Perceived self-efficacy -.394 .342 .250 .675 H2e rejected
Cues to action 133 449 767 1.143 H2f rejected
Perceived importance .354 .389 .362 1.425 H2g rejected

Moreover, our findings indicate that perceived importance is also
a significant predictor of phishing attack prevention behavior.
This indicates that individuals who perceive the benefits of
taking actions as valuable will more likely practice phishing
attack prevention behavior. Furthermore, of the moderating
variables (age, gender, prior victim, and knowledge), it was
shown that the change in age significantly influences the
relationship between perceived importance and phishing attack
prevention behavior. Similarly, our findings show that gender
(male or female) influences the direction of the relationship
between perceived susceptibility and phishing attack prevention
behavior, including the relationship between cues to action and
phishing attack prevention behavior. Knowing what phishing
means also moderates the relationship between cues to actions
and phishing attack prevention behavior. Besides, our findings
indicate that the relationship between perceived importance and
phishing attack prevention behavior is impacted by knowledge
of phishing. On the contrary, perceived susceptibility, perceived
benefits, and cues to action is not strongly associated to the
likelihood of performing phishing attack prevention behavior.

Additionally, our findings show that the regression coefficients
(B) of the predictor variables perceived susceptibility benefits,
barriers and self-efficacy are negative, which indicates that these
constructs demonstrate a decreasing likelihood on an individual’s
actual behavior towards phishing attacks, thus whether an
individual intends to click on a phishing link. However, based on
the results, that is not statistically significant. Moreover,
individuals that are most likely to score high on perceived
severity, cues to action, and perceived importance will more
likely have the intention to click on a phishing link, but this is
also not statistically significant according to the results.

5.2 Limitations and future work

This study only focused on phishing attack prevention behavior.
However, there are also other types of social engineering attacks,
therefore this study can be used as a guide for other researchers
to investigate individuals’ behavior on, for instance, baiting.
Another limitation is that the sample size of this study was small
and only included undergraduate students. Thus, for future work
this exact research can be performed on a larger and/or different
population.

6. CONCLUSION

This study aimed to examine individuals’ behavior towards
phishing attack prevention. The Health Belief Model (HBM) was
used as a framework to identify the constructs that can predict
individuals’ behavior. Overall, the findings have shown that the
perceptions of individuals towards the seriousness of a phishing
attack, increase the likelihood that one will perform phishing

attack prevention behavior. Thus, interventions that focus on the
damages and losses that phishing attacks cause, can give
individuals a realistic perception of the seriousness and
consequences of a phishing attack[17]. Moreover, targeted
security awareness education programs or training that teach
problem-solving and decision strategies related to phishing could
be used to overcome the perceptions of barriers to taking
preventive measures against phishing attacks [19]. Besides, it
will help individuals to gain the confidence to perform phishing
attack prevention behavior. Moreover, self-efficacy among
individuals can be increased by developing games to teach
individuals about the steps needed to prevent phishing attacks
[30].
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APPENDIX

A. HBM constructs and coded items

Construct Code | Items Reference
BEH1 | | exercise caution when | receive an email with a link. [17]
Behavior (BEH) | BEH2 | Before clicking on a link in an email, I will first check if the sender and subject of the | [17]
email make sense.
BEH3 | Before clicking on a link in an email, | will first check if the URL is legitimate. [17]
BEH4 | 1 do not click on a link in an email if the content of the email looks suspicious. [17]
BEH5 | | report phishing emails to help people avoid becoming victims. Self-developed
SUS1 | I'will likely be a victim of an email phishing attack. [18], [31]
Perceived
Suscgﬁgb'l'ty SUS2 | | feel that my chances of receiving an email phishing attack are high. [32]
(SUS) SUS3 | I worry a lot about becoming victimized in an email phishing attack. [32]
SUS4 | Itis likely that my computer becomes infected by a virus as a result of an email phishing | [21], [33]
attack.
SUS5 | There is a good possibility that my personal information (login credentials, bank | [18], [21]
account details, etc.) gets stolen and misused due to an email phishing attack.
SEV1 | Email phishing attacks are harmful. [34]
Perceived SEV2 | The thought of becoming a victim of an email phishing attack scares me. [18]
Severity (SEV) | SEV3 | If | become a victim of an email phishing attack, my daily work could be negatively | [17]
affected.
SEV4 | Having my computer infected by a virus as a result of an email phishing attack is a | [17]
serious problem for me.
SEV5 | Losing my personal information (login credentials, bank account details, etc.) dueto an | [17]
email phishing attack is a serious problem for me.
BEN1 | Checking if the sender, subject, and link in an email make sense is effective in | [17]
Perceived preventing becoming a victim of an email phishing attack.
Benefits (BEN) | BEN2 | Exercising care before clicking on a link in an email is effective in preventing | [17]
becoming a victim of an email phishing attack.
BEN3 | Educating myself about phishing is effective in preventing becoming a victim of an | Self-developed
email phishing attack.
BEN4 | Participating in a phishing simulation is effective in preventing becoming a victim of | Self-developed
an email phishing attack.
BEN5 | Using two-factor authentication is effective in preventing becoming a victim of an | Self-developed
email phishing attack.
BEN6 | Using warning and blocking tools in a web browser or email client (e.g. Gmail, | Self-developed
Outlook) is effective in preventing becoming a victim of an email phishing attack.
BEN7 | Having anti-virus software is effective in preventing becoming a victim of an email | [35], [36]
phishing attack.
BEN8 | Keeping my computer up to date with the latest security patches and updates is | Self-developed
effective in preventing becoming a victim of an email phishing attack.
BEN9 | Asking family or friends for insights about phishing prevention is effective in | Self-developed
preventing becoming a victim of an email phishing attack.
BAR1 | Exercising care when reading emails with links is inconvenient. [17]
Perceived BAR2 | Exercising care when reading emails with links is time-consuming. [17]
Barriers (BAR) | BAR3 | Exercising care when reading emails with links would require a considerable | [17]
investment of effort other than time.
BAR4 | Exercising care when reading emails with links would require starting a new habit, | [17]
which is difficult.
BAR5 | Idon’t know what to look for to detect phishing emails. Self-developed
BAR6 | | am afraid | would not be able to detect phishing emails. [18]
BAR7 | I feel insecure about detecting phishing emails. Self-developed
BAR8 | Educating myself about phishing takes too much time. Self-developed
BAR9 | Idon’tknow how to find and get the right tools or software to prevent email phishing | Self-developed
attacks.
BAR10 | Asking family or friends for insights about phishing prevention is too uncomfortable. | Self-developed
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SEF1 I am confident of recognizing a phishing email. [17]
Self-efficacy | SEF2 I can recognize a phishing email even if there was no one around to help me. [17]
(SEF) SEF3 | I can recognize a malicious URL from a legitimate URL. Self-developed
SEF4 I am sure of the steps to follow to recognize a phishing email. [37]
CUEL | If my family were to tell me of a recent experience with an email phishing attack, I | [21]
Cues To would be more conscious of potentially falling victim to an email phishing attack.
Action (CUE)
CUE2 | If my friends were to tell me of a recent experience with an email phishing attack, | | [21]
would be more conscious of potentially falling victim to an email phishing attack.
CUE3 | If my fellow students were to tell me of a recent experience with an email phishing | [21]
attack, |1 would be more conscious of potentially falling victim to an email phishing
attack.
CUE4 | If I saw a news report or awareness poster about phishing, I would be more conscious | [21]
of potentially falling victim to an email phishing attack.
CUES5 | If I noticed a suspicious transaction on my bank account, | would be concerned about | Self-developed
being a victim of an email phishing attack.
CUE6 | If I noticed suspicious log-in attempts on my social media account(s), | would be | Self-developed
concerned about being a victim of an email phishing attack.
CUE7 | If I noticed suspicious log-in attempts on my webshop account(s), | would be | Self-developed
concerned about being a victim of an email phishing attack.
IMP1 | Taking action to prevent email phishing attacks is important for me. [19]
Perceived IMP2 | Exercising care when reading emails with links is important for me. Self-developed
Importance IMP3 | Educating myself about email phishing attacks is important for me. Self-developed
(IMP) IMP4 | Using tools to prevent email phishing attacks is important for me. Self-developed
IMP5 | Staying alert for email phishing is important for me. Self-developed
IMP6 | Having conversations about phishing prevention is important for me. Self-developed
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B. Table. Exploratory Factor Analysis: factor loadings of all HBM constructs

Factor 1 Factor 2 Factor 3 Factor 4 Factor 5 Factor 6 Factor 7 Factor 8
BEH1 -0,345 0,172 0,621 0,039 -0,375 0,054 0,025 0,150
BEH2 -0,332 0,132 0,580 0,039 -0,301 0,086 0,033 0,008
BEH3 -0,272 0,422 0,499 -0,122 -0,215 0,114 0,008 -0,031
BEH4 -0,276 0,129 0,578 0,124 -0,116 -0,008 0,235 0,062
SUS1 0,774 0,059 -0,111 -0,077 0,118 -0,104 0,080 -0,137
SUSs2 0,256 0,150 -0,119 -0,086 0,194 -0,190 0,218 -0,332
SUs3 0,088 0,270 0,292 0,153 0,087 -0,232 0,037 0,011
sus4 0,616 0,288 0,138 0,036 0,277 -0,131 0,069 -0,211
SUS5 0,519 0,452 0,118 0,006 0,172 -0,199 0,031 -0,293
SEV2 0,129 0,110 0,381 0,348 0,074 0,016 0,118 -0,051
SEV3 -0,114 0,230 0,300 -0,074 0,057 0,178 0,033 -0,033
SEV4 0,045 0,098 0,645 0,041 0,080 0,210 0,054 -0,121
SEV5 0,053 -0,105 0,500 0,222 0,197 0,307 -0,059 0,099
BEN1 -0,138 0,159 0,194 0,080 -0,109 0,747 0,090 0,195
BEN2 -0,253 0,116 0,174 0,040 -0,157 0,758 0,062 0,079
BEN3 -0,028 0,490 0,273 -0,028 -0,123 0,624 -0,008 0,157
BEN4 -0,257 0,313 0,125 0,224 0,108 0,275 0,175 0,225
BEN5 -0,066 0,255 0,269 -0,100 0,177 0,211 0,144 0,290
BEN6 -0,128 0,174 0,006 0,017 0,057 0,310 -0,121 0,504
BEN7 0,171 0,182 -0,118 -0,031 -0,016 0,053 0,152 0,784
BEN8 0,127 0,160 0,048 0,020 -0,059 0,090 0,003 0,712
BEN9 -0,152 0,429 -0,039 0,140 -0,036 -0,208 0,076 0,418
BAR1 0,160 -0,080 -0,011 -0,029 0,574 -0,165 -0,033 0,060
BAR2 -0,009 -0,088 -0,054 -0,003 0,784 0,062 0,103 -0,204
BAR3 0,191 -0,002 0,028 0,044 0,720 -0,090 0,101 0,011
BAR4 0,372 -0,009 -0,206 -0,110 0,612 -0,123 0,012 0,151
BARS 0,726 -0,240 -0,102 0,057 0,032 -0,025 0,025 0,083
BAR6 0,626 -0,357 0,103 0,080 0,182 0,173 0,092 -0,268
BAR7 0,836 -0,105 -0,005 0,122 0,084 -0,050 -0,050 0,096
BAR8 0,788 0,059 0,026 0,059 0,160 -0,119 -0,156 0,031
BAR9 0,459 -0,501 -0,071 0,156 0,136 0,212 -0,098 -0,113
BAR10 0,127 -0,158 0,133 -0,085 0,262 0,109 -0,090 -0,189
SEF1 -0,792 0,097 0,158 0,004 -0,134 0,120 0,178 0,036
SEF2 -0,787 0,065 0,188 -0,093 -0,162 0,187 0,104 -0,021
SEF3 -0,523 0,223 0,199 -0,137 -0,040 0,055 -0,015 -0,194
SEF4 -0,758 0,184 0,090 -0,209 0,063 0,015 -0,002 -0,072
CUE1 0,137 0,201 0,178 0,853 -0,025 -0,067 0,081 0,070
CUE2 0,138 0,155 0,078 0,885 -0,037 0,017 0,107 0,008
CUE3 0,153 0,126 -0,029 0,819 -0,079 0,132 0,002 0,028
CUE4 -0,221 0,508 0,148 0,203 -0,064 -0,049 0,253 0,344
CUE5 -0,037 0,026 -0,034 0,051 0,081 0,034 0,706 0,076
CUE6 -0,045 0,063 0,191 0,131 0,018 0,049 0,880 0,022
CUE7 -0,078 0,094 0,143 0,029 0,015 0,023 0,942 -0,045
IMP1 -0,040 0,731 0,155 0,158 -0,098 0,059 0,112 0,172
IMP2 -0,180 0,563 0,407 0,158 -0,241 0,326 0,131 -0,058
IMP3 -0,137 0,690 0,114 0,157 -0,046 0,273 -0,033 0,144
IMP4 0,019 0,670 0,000 0,158 0,027 0,222 -0,116 0,330
IMP5 -0,316 0,462 0,222 -0,029 -0,188 0,374 -0,017 -0,033
IMP6 -0,035 0,668 0,110 0,134 -0,050 0,100 0,081 0,056
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