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Abstract
To our best knowledge, this study is the first to experimentally examine the effect of nudges on
cookie acceptance behaviour. In particular, the present study uses type 2 nudges, which trigger
reflective thinking and conscious cognitive processing. By identifying underlying human
factors influencing cookie message decisions, this study aims to better protect users’ data
privacy. In total, 100 participants were randomly assigned to either a transparent or a non-
transparent type 2 nudge and performed a specific task on two self-created websites.
Afterwards, respondents answered questionnaires regarding their personality, security
behaviour intentions, risk-taking and self-efficacy. Two main findings were observed in relation
to the use of nudges. The use of nudges leads to a decrease in users' cookie acceptance rates,
while the level of transparency of the nudge had no effect on cookie acceptance behaviour. In
terms of individual characteristics, the study found that a) the personality trait openness
supported safer cookie acceptance behaviour, b) security behaviour intentions had a positive
influence on cookie acceptance behaviour, and c¢) the control measures risk-taking and self-
efficacy showed no influence. Findings from this study show that type 2 nudges are an effective
tool in promoting safer cookie acceptance behaviour. While the degree of transparency showed
no influence, this research encourages the importance of investigating other design choices in
more detail. Furthermore, the present study highlights the importance of individual
characteristics underlying users’ cookie acceptance behaviour. Extended insights into
individual characteristics and their influence would enhance our understanding of cookie
acceptance decisions as well as enable choice architects to identify both facilitating and

inhibiting factors to make nudging interventions more effective.



Introduction

Relevance of present study

As digital technologies become increasingly integrated into people’s daily lives, the
issue of cybersecurity is a central topic of public debate. In particular, the COVID-19 pandemic
and its associated restrictions, such as social contact and distance limitations, caused a
significant increase in cybercrime as the online environment became crucial for human
communication (Zimmermann & Renaud, 2021). Although the rapid development of digital
technologies offers many favourable opportunities, such as immense connectivity and
economic growth, it also fosters the progress of cybercrime. Phishing, malicious codes, viruses
and malware are among the most frequent forms of cybercrime. However new attack types,
tools and techniques are constantly evolving (Bendovschi, 2015). In the past, research mainly
investigated cybercrime from a technology-centric perspective, however recently it has become
clear that human factors are a crucial element in preventing cybercrime (Pollini et al., 2021;
Gerber et al., 2018). As a result, researchers have recently started to adopt a more holistic
approach to cybercrime by considering technological factors as well as the cognitive and
behavioural processes of users (Pollini et al., 2021; Back & LaPrade, 2019).

Due to the rise in internet usage, users make an increasing amount of personal data
available online. This high availability of user data in the online environment greatly benefits
companies and marketers, while users face an increasing risk of cybercrime (Bauer et al., 2021).
In this regard, the European Union’s General Data Protection Regulation (GDPR) came into
effect in 2018, to protect users’ private data (Coventry et al., 2016). The GDPR requires
websites to explicitly ask for users' content via cookie banners before storing, processing or
using personal user data (Bauer et al., 2021). A cookie is a small bit of data sent by a website,
which is stored in a user’s browser. The cookie stores limited information from a web browsing
session that is transmitted back to the website each time the user returns in the future (Pollini
et al., 2021). Although cookies are intended to help improve users’ experiences, they raise
several privacy concerns. Cookies themselves are not harmful, the privacy threat lies in several
attributes of cookies, such as the ability to track users, their use by third-party websites, the
concealment of cookies and their expiry date, which often reach long after the computers’
expiry date (Acquisti et al., 2017). Particularly problematic is the fact that, apart from a few
ground rules, there are no explicit regulations for the design of such cookie banners. As a result,
websites choose cookie designs that stimulate high cookie acceptance rates (Bauer et al., 2021).
Such designs rely on the manipulation of user decisions and exploit our human vulnerabilities

by targeting specific heuristics and biases (Moustafa et al., 2021; Miyazaki, 2008). Bauer et al.



(2021) show that manipulations of cookie banners, such as inequalities in salience, size and
framing of the accept and decline button, can even lead to an 85% increase in acceptance rates.
Considering such high consent rates stemming from manipulative cookie designs, it is
necessary to explore the reciprocal relationship between the disclosure of cookies and users’
privacy behaviour becomes apparent (Acquisti et al., 2017). To better protect users’ data
privacy, an encompassing understanding of the human factors underlying this relationship is

essential.

Human factors in cybersecurity and cookie acceptance

Previous research on human factors in cybersecurity has shown that humans themselves
are often the biggest vulnerability in cybersecurity. The study conducted by Moustafa et al.
(2021) predicts that about 95% of cyberattacks are due to human errors (Acquisti et al., 2017).
Such high estimates highlight the importance of using cognitive psychology and behavioural
science in cybersecurity research, especially its insights into human biases and heuristics. In
particular, human biases cause an individual to take irrational actions or decisions, while
heuristics are mental shortcuts that an individual uses to quickly reach a conclusion (McAlaney
& Benson, 2020). While many companies already exploit such biases and heuristics for their
advantage, security and software developers aiming to promote users’ data privacy are lagging
behind (Xu & Warkentin, 2020).

One phenomenon that psychological and behavioural based research often mentions, is
the common discrepancy between people’s intentions and their actual behaviour regarding
cybersecurity (Moustafa et al., 2021). This discrepancy is called the privacy paradox and states
that even though humans report high privacy concerns, they repeatedly behave in ways that
clearly contradict their intentions (Furnell & Clarke, 2012). Connecting this to privacy related
cookie banners, the privacy paradox illustrates a potential explanation for the phenomenon that
people show high cookie acceptance rates, despite reporting immense privacy concerns. The
Elaboration Likelihood Model (ELM) provides further insights into why people make
contradictory decisions regarding online cookies (Cacioppo & Petty, 2020). Generally, two
different routes of information processing are suggested by the ELM, namely the central route
and the peripheral route. These two routes differ in the amount of cognitive effort applied and
influence an individual’s attitude as well as behaviour in distinct ways (Choi et al., 2018). While
the central route is slow, deliberate and conscious, the peripheral route is fast, automatic and
unconscious. According to Becker et al. (2019), the peripheral route of processing plays a major
role regarding the privacy paradox in the online environment. Regarding cookie acceptance

decisions, peripheral processing is characterized by simple heuristics, automatic intuition and



less cognitive deliberation and can be considered to cause less secure cookie behaviour (Bauer
et al., 2021). As a result, users develop privacy impeding mechanisms such as consent fatigue,
causing them to simply accept cookies without reflecting upon them (Bauer et al., 2021). Hence,
it can be argued that designing cookies in a way that appeals to the central route of elaboration
could consequently promote more secure behaviour among users.

To activate the central route of processing, the various factors underlying the peripheral
processing of a person's daily cookie acceptance choices need to be elaborated further. First of
all, Miyazaki (2008) points out that humans display a decreased response to repeated
stimulation, which is defined as habituation. Thus, considering the constant exposure to cookie
messages and their similar design, it becomes apparent that individuals show less attentive
behaviour towards this visual information and its meaning (Miyazaki, 2008). As a result, users
are more likely to accept cookies immediately rather than consider them carefully. In this
regard, choosing a more attention capturing and distinctive design for cookie messages
illustrates one way to promote safer cookie acceptance behaviour (Bauer et al., 2021).

Furthermore, considering that security and privacy decisions are often complex and
uncertain, a large number of cognitive resources are needed to process them (Xu & Warkentin,
2020). However, as individuals have only a limited number of cognitive resources available,
this scarcity often impedes the extensive evaluation of all possible options and consequences
of their cybersecurity behaviour. This psychological phenomenon is also called bounded
rationality (Acquisti et al., 2017). In the face of bounded rationality, individuals tend to rely on
their peripheral processing, using heuristics to simplify the decision-making process of complex
privacy issues (Xu & Warkentin, 2020). According to Acquisti et al. (2017), two heuristics are
particularly important in cybersecurity decisions. First, the representativeness heuristic leads an
individual to estimate the likelihood of privacy invasions as low, since such invasions are not
directly observable. Second, the availability heuristic alters an individual’s risk perceptions
based on the recall of past risk experiences (Ting, n.d.). Consequently, individuals who have
not experienced a cyberattack in the past are likely to show lower privacy concerns. Given that
cookie induced cybersecurity threats are rather invisible than overt, people tend to accept
cookies because their risk perception is altered by heuristics at play.

Concludingly, peripheral processing and its various underlying heuristics and biases
better explain why people make contradictory security decisions in the online environment,
especially regarding cookie decisions. Taking into account these often unconscious influences
on an individual’s decision making, the necessity for interventions that promote safer user

behaviour becomes apparent. Specifically, interventions are needed that make the decision-



making process more conscious, for example by activating reflective thinking via the central
route of processing. Thereby, manipulative elements, such as manipulative cookie banners, can
be effectively counteracted and users’ data privacy can be better protected.

With regards to such interventions, it is crucial to also take individual characteristics
into account. In addition to the underlying cognitive processes, personality traits, attitudes and
intentions also play a crucial role in an individual’s decision-making process. According to
Halevi et al. (2013), personality traits have a major impact on an individual’s online behaviour,
such as security awareness. While some personality traits, such as conscientiousness, have
been shown to promote safer behaviour in the online environment, others, such as neuroticism,
tend to impede safer behaviour (Coventry et al., 2016). One personality trait of particular
interest is openness, as it is surrounded by generally mixed research findings (Gratian et al.,
2018; Halevi et al., 2013). To better comprehend an individual’s cybersecurity decision making,
such as cookie acceptance decisions, it is crucial to gain clarity on the facilitating and inhibiting
influence of an individual’s personality. This will help to better promote user privacy and tailor
interventions to specific personality traits.

Nudging

One form of intervention that has been shown to positively influence a wide range of
cybersecurity behaviours is nudges. According to Tagliabue et al. (2019), nudges are behaviour
modification tools that alter an individual’s behaviour, by providing contextual features. More
specifically, nudges are designed based on specific choice architectures, such as specific
wording, that trigger automatic cognitive processes. This way, nudges aim to bridge the
discrepancy between intention and behaviour that is often present in an individual’s decision-
making process (Moustafa et al., 2021). Essentially, nudges can be divided into two main types
that trigger different cognitive processes: type 1 and type 2 nudges. Connecting to the ELM,
type 1 nudges trigger the fast and automatic cognitive processes executed by the peripheral
route, while type 2 nudges trigger the controlled and slow cognitive processes of the central
route (Choi et al., 2018; Zimmermann & Renaud, 2021). In the last years, several studies
investigated the influence of nudges on our cognitive processes active in cybersecurity related
decisions. While some studies report a positive influence of nudges on users' privacy behaviour,
others show insignificant or ineffective results (Acquisti et al., 2017; Caraban et al., 2019).
However, several factors such as the privacy decision context, influences of individual
differences and choice architectures have not yet been sufficiently researched, illustrating a
potential cause for the mixed results regarding the effectiveness of nudges (Zimmermann &

Renaud, 2021).



Despite the mixed results, many companies are already effectively using type 1 nudges
to influence users’ decision making in the company’s interest (Xu & Warkentin, 2020). One
example is the intended differences between the accept and decline button of cookie banners.
While the accept button is often outstanding and attention capturing, the decline button is rather
hidden and unobtrusive. Thereby, companies influence users’ peripheral processing with the
aim to achieve high cookie acceptance rates (Bauer et al., 2021). While companies benefit from
these manipulations, users’ data privacy is put at an increased risk. However, research shows
that nudges can be likewise used to promote users’ data privacy (Vaan Bavel et al., 2019). Here,
the use of type 2 nudges is especially effective to counteract type 1 nudge manipulations. In
particular, the use of type 2 nudges activates an individual's automatic cognitive processes that
are influenced by type 1 nudges, and target reflective attention and thinking (Zimmermann &
Renaud, 2021). The colourful feedback bar tested by Hansen and Jespersen (2013) illustrates
only one example of the effective use of type 2 nudges in cybersecurity decisions. Based on the
user's actual input, the feedback bar provides coloured feedback ranging from red, indicating a
weak password, to green, representing a strong password, to nudge the user to choose a stronger
password (Zimmermann & Renaud, 2021).

In addition to categorising nudges according to the way they are processed, they can
also be differentiated according to their degree of transparency. Specifically, there are
transparent and non-transparent nudges, which differ in the disclosure of their intentions. While
a transparent nudge is implemented in such a way that both the intention and the intended
behavioural change behind it can be recognised and expected, a non-transparent nudge is
implemented in such a way that a person cannot see either the intention or the intended
behaviour changes behind it (Hansen & Jespersen, 2013). While the typology of nudges has
already received attention in research, the differences in transparency have not yet been
sufficiently investigated. =~ Although previous research reported concerns regarding the
effectiveness of transparent nudges, the study conducted by Paunov et al. (2018) showed that
full transparency can actually increase effectiveness (Wachner et al., 2020; Hansen &
Jespersen, 2013). Specifically, Paunov et al. (2019) found that individuals showed increased
policy compliance when exposed to a transparent nudge. Park and Blenkinsopp (2011) argue
that this increase in compliance is due to the fact that individuals associate transparency with
trustworthiness, which leads to more satisfaction and willingness to comply. Following Park
and Blenkinsopp’s (2011) reasoning, it can be argued that especially in the online environment,
which is often characterized by opacity, a transparent nudge would be particularly effective as

it would increase users’ trustworthiness, leading to higher compliance with safe cybersecurity



behaviour. Considering that cybersecurity threats caused by cookies are rather invisible than
overt, the impact of a transparent nudge would be particularly strong. Therefore, research
should follow the call for transparency in nudging interventions and further investigate the role

of design choices, such as transparency, in cookie acceptance decisions.

Present study

Given the increasing threats to data privacy in the online context, this study aims to
further examine the effectiveness of type 2 nudges in cookie acceptance behaviour. Generally,
the present study has two main goals. The first goal is to establish the effect of nudges on users’
cookie acceptance rate. Investigating this relationship benefits our understanding of how to
promote safer cookie acceptance behaviour among users. This leads to the following
hypothesis, H;: Website users exposed to a nudge will show a lower cookie acceptance rate
compared to website users not exposed to a nudge.

Besides testing the general influence of nudges on cookie acceptance behaviours, this
research uses type 2 nudges, specifically one transparent and one non-transparent. Connecting
this to the first assumption, it is hypothesised that H>: Website users exposed to a transparent
nudge will show a lower cookie acceptance rate compared to users exposed to a non-
transparent nudge.

The second aim of this study is to examine the influence of individual differences on
cookie acceptance behaviour. In particular, this study focuses on the personality trait openness
to clarify the inconsistent line of research on whether openness promotes or inhibits safe
behaviour in the online environment. Clarifying this relationship contributes to our
understanding of how personality can promote or impede secure cookie acceptance behaviour.
This leads to the third hypothesis, H;: Users reporting a higher score on openness will show a

higher cookie acceptance rate compared to users reporting a low score on openness.

Methods

Research design

An experimental between-within design was used for this research study. More
specifically, a within-subject design was used, as all respondents were first exposed to a
manipulative cookie message only and then to a manipulative cookie message in combination
with a nudge. In addition, participants' a) security behaviour intention and b) actual security

behaviour was measured both, before and after receiving a nudge as treatment. In addition,
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participants were assigned to one of the two nudge conditions using a between-subjects design.
They received either a transparent nudge or a non-transparent nudge.
Participants

This research used convenience sampling and snowball sampling for recruitment.
Participants were reached via social media platforms such as Instagram and Facebook, as well
as via an internal university system called SONA. While some respondents took part in the
study voluntarily, others received mandatory study points via the SONA system. Potential
participants were identified based on two main inclusion criteria, namely a minimum age of 18
and having adequate English language skills. The exclusion criteria were straight-lining
behaviour and not passing the attention check. This resulted in a final sample consisting of 100
participants. Regarding the socio-demographic characteristics, the sample consisted of 54
females and 46 males, aged from 18 to 56 with a mean age of 24 (SD = 7.5). Regarding
participants' nationality, 78 were from Germany, 18 were from the Netherlands, and 4 indicated
to have other nationalities. While 70 participants had a high school degree, 20 had a bachelor’s
degree and ten a master’ degree. With regards to the employment status, 85 participants were
students, twelve were employed full-time and three were employed part-time. All selected
respondents were randomly assigned to one out of the two nudge conditions, they either
received a transparent nudge or a non-transparent nudge. This left 54 participants for the
transparent nudge condition and 46 participants for the non-transparent nudge condition.
Regarding the main variables of interest, participants had a mean score of 3.6 (SD = .06) on
openness, a mean score of 3.2 (SD = .05) for security behaviour intentions, a mean score of 3.4

(8D = .08) for risk-taking and a mean score of 3.4 (SD = .08) for general self-efficacy.
Materials

Websites

To measure the cookie acceptance behaviour of participants, two artificial websites
were created with the online website builder “Wix” (Log in | Wix, n.d.). For both websites, an
identical theme as well as structure was chosen, which allowed for later comparisons. As a
general theme, both websites represented an online shop, selling educational and creative
products, such as journals, notebooks, and desk accessories (Appendix A). Regarding the
structure of the two websites, participants were able to navigate on the homepage, investigate
the online shop including all products, and receive more information under the sections “About”
and “Contact”. In addition, a cookie message was displayed right at the beginning when

entering the websites. The design of the cookie message was based on GDPR guidelines and
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additional manipulative aspects commonly used by real website operators (Appendix B;
General Data Protection Regulation (GDPR) Compliance Guidelines, n.d.).
Nudges

In addition to the cookie message itself, a nudge was displayed on the second website
parallelly with the cookie message. More specifically, this research used two different kinds of
nudges, one transparent nudge design and one non-transparent nudge design (Appendix C). The
design choices of the used nudges were mainly based on the stepwise approach conducted in
the research by Meske and Amojo (2020). First of all, users were analysed and understood. In
this step, it was found that users generally want to protect their privacy, but that different
heuristics and biases often lead to contradictory behaviour. Second, the goal of digital nudging
in this research was identified, namely to protect users’ privacy by promoting safer cookie
acceptance behaviour. Finally, the design of the digital nudges used in this research was
identified.

More specifically, both nudges used in this research were so-called type 2 nudges,
characterised by their influence on humans’ reflective thinking. More specifically, the first
nudge illustrated a transparent type 2 nudge, while the second illustrated a non-transparent type
2 nudge. In line with Meske’s and Amojo’s (2020) ethical guidelines for the construction of
digital nudges, the transparent type 2 nudge was a) transparent, b) easy to resist and c¢) non-
controlling (see Appendix C). The non-transparent type 2 nudge was a) consistent with the
researcher’s goal of protecting users’ privacy and promoting safer cookie acceptance behaviour
and b) does not entail any negative consequences for the users themselves (see Appendix C).
In terms of their specific design, both nudges had similarities in shape, size and positioning.
More specifically, both nudges were displayed as a red circle that rotated to attract users'
attention. The nudges statement was displayed in black font in the middle of the red circle. In
terms of positioning, both nudges were placed in the upper left corner of the cookie message.
The main difference between the two nudges was their individual message. While the non-
transparent nudge only stated, "Navigate safely", the transparent nudge stated, "Navigate safely.
Your personal cybersecurity and privacy is at increased risk. You can easily minimise the risk

by declining the use of cookies".
Questionnaires

HEXACO Personality Inventory — Revised (HEXACO-PI-R).
The HEXACO-PI-R was used to measure participants' personality traits (de Vries, 2013). Based

on 24 items the scale assesses six personality dimensions, namely (a) Honesty-Humility (b)
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Emotionality (c) Extraversion (d) Agreeableness (e) Conscientiousness and (f) Openness to
Experience. Respondents have to answer questions such as “I have a lot of imagination.” and
“I often do things without really thinking.”. Responses are reported on a 5-point Likert scale
ranging from (1) Strongly disagree to (5) Strongly agree. This study mainly focuses on the
openness subscale of the HEXACO-PI-R (M =3.7,SD =0.6, a = 0.51).

Security Behaviour Intention Scale (SeBIS).
The SeBIS was used to measure participants’ computer security attitudes (Egelman & Peer,
2015). Based on 16 items, the scale assesses end-users’ security attitudes regarding four
different security domains (a) Device Securement (b) Password Generation (¢) Proactive
Awareness and (d) Updating. Items such as “I use a password/passcode to unlock my mobile
phone.” and “I submit information to websites without first verifying that it will be sent
securely.” are answered on a 5-point Likert scale ranging from (1) Never to (5) Always (M =
3.10,SD =0.44, a = 0.78).

Domain-Specific Risk-Taking (DOSPERT) scale.
The DOSPERT scale was used to measure participants’ behavioural intentions of engaging in
risky behaviours regarding five domains, namely ethical, financial, health/safety, and social and
recreational risks (Blais & Weber, 2006). Respondents have to indicate the likelihood of
engaging in certain activities or behaviours described in 30 different items, including statements
like “Going camping in the wildness.” and “Driving a car without wearing a seat belt.”.
Responses are reported on a 7-point Likert scale, ranging from (1) Extremely unlikely to (7)
Extremely likely (M =3.41, SD = 0.86, a = 0.89).

General Self-Efficacy Scale (GSE).
The GSE was used to measure participants’ self-efficacy based on ten items, such as “I can
always manage to solve difficult problems if I try hard enough.” (Schwarzer, 2012). Responses
are reported on a 4-point Likert scale ranging from (1) Not at all true to (4) Exactly true (M =
3.2,8SD=0.57,a=0.92).

Trustworthiness questionnaire.
In order to measure participants' perceived trustworthiness regarding the two presented
websites, four trustworthiness items were created. A sample item was “I would safe my
payment details on this website.” (Appendix D). Responses were reported on a 7-point Likert
scale, ranging from (1) Strongly Disagree to (7) Strongly Agree. Additionally, to test
participants' conscientiousness, they had to indicate which website they saw out of two possible
choices (Appendix D). Thereby, the reliability and value of participants' responses were

determined.
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Cookie questionnaire.
A cookie questionnaire was created to investigate participants' actual cookie acceptance
behaviour on the two presented websites. In addition, the questionnaire included questions
regarding the amount of attention participants paid to the cookie message as well as their
memory. Thus, first participants' conscientiousness was tested by asking them which cookie
message they saw, providing one correct and one false option (Appendix E). Furthermore, based
on a yes/no option participants were asked whether they remembered well if they accepted or
declined the cookie message. Regarding the second website, an additional question was asked
to examine participants' conscientiousness regarding the displayed nudge (Appendix E). Two
different nudges were displayed, and participants had to indicate which display they saw.

Actual security behaviour question.
Actual security behaviour was measured with the question “Did you accepted the cookie
message?”. By answering this question, participants had to indicate whether they accepted or
rejected the cookie messages displayed on the experiment websites. Participants had to answer

with either yes or no.

Procedure

At the beginning of the online experiment, participants gave their informed consent
(Appendix F). Afterwards, they were informed about the purpose of the study. The genuine
purpose of this study was to use nudges to counteract manipulative cookie messages in order to
better protect the privacy of users. However, this research used deception regarding the actual
purpose of the study, as pre-existing knowledge could have potentially influenced participants'
natural cookie acceptance behaviour. Therefore, participants were told that the purpose of the
study was to investigate users' perceived trustworthiness of websites in order to improve user
privacy. The only aspect that the used deception changed for participants was that they had to
fill out ten additional trustworthiness questions. Thus, the deception used in this research
entailed no harm for participants, as the main goal of protecting users’ data privacy remained
the same.

Next, important moderators of the target behaviour were measured, namely participants'
security behaviour intention, personality, domain specific risk-taking and self-efficacy.
Afterwards, participants started with the main task of the experiment, which required them to
navigate themselves around two websites that had been created for the purpose of this research.
More specifically, participants were instructed to put a specific item found on the website into
their shopping bag. The first website displayed a manipulative cookie message only, while the

second website displayed a manipulative cookie message in combination with a nudge. As this
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research used a transparent and a non-transparent nudge, participants were randomly assigned
to one of the two conditions. After each website, participants had to complete questions about
the trustworthiness of the website and the cookie message displayed. Once participants had
completed the two tasks, their security behaviour intentions were measured again. At the end
of the experiment, participants were given a comprehensive debriefing about the actual purpose

of the study and had to give their informed consent once again.

Statistical analysis

The data was analysed using the IBM SPSS 26 software. In order to test the hypotheses,
a significance level of 5% was chosen. In the preliminary analysis, the final data set was
determined by omitting participants who did not finish the questionnaire, showed straight-lining
behaviour such as only responding with “Strongly agree”, or did not pass the attention check.
Descriptive statistics were used to identify prior differences in demographic variables. Lastly,
before examining the main hypotheses descriptive statistics were used to explore variables of
interest.

With regards to the main analyses, the Chi-Square test of independence was used to
examine the relation between cookie acceptance behaviour when being exposed to a nudge and
cookie acceptance behaviour when not being exposed to a nudge. For further analyses, binary
logistic regression was used to examine a) the difference in cookie acceptance behaviour when
facing a transparent nudge versus facing a non-transparent nudge and b) examining the
relationship between the personality trait openness and cookie acceptance behaviour without
facing a nudge. Beforehand, the assumption of multicollinearity was checked, using a tolerance
value of above 0.1 as the cut-off score (Senaviratna & A. Cooray, 2019)

Lastly, an auxiliary analysis was performed. With regards to the main analysis, we were
interested in examining whether openness illustrates a moderator for the relationship between
nudges and cookie acceptance behaviour. Therefore, a moderation analysis was conducted
using the PROCESS Macro: Model 4 in SPSS, including the Hayes’ bootstrapping method
(Hayes, 2017). Besides, the following control measures were investigated. First, a repeated
measures ANOV A was used to compare participants' security behaviour intentions before and
after the experiment. Second, a binary logistic regression was chosen to examine the
relationship between a) security behaviour intention and cookie acceptance behaviour without
a nudge b) risk-taking and cookie acceptance behaviour without a nudge and c) general self-
efficacy and cookie acceptance behaviour without a nudge. Lastly, although trustworthiness

was originally used for deception purposes, we were interested in whether the exposure to a
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nudge affects the perceived trustworthiness of a website. Therefore, a Wilcoxon Signed Rank

Test was conducted.

Results

Preliminary analysis

Cleaning the data set according to the specified exclusion criteria lead to an overall
sample size of 100. The preliminary assumption analysis of the first logistic regression
suggested that the assumption of multicollinearity was met (tolerance = 1.0). An inspection of
the standardised residual values revealed that there were no outliers. Likewise, the assumption
of multicollinearity was met for the second logistic regression (tolerance = 1.0) and no outliers
were found. In addition, multicollinearity was met for the auxiliary moderation analysis

(tolerance = .99).
Main analysis

Cookie acceptance behaviour

The Chi-Square test of independence revealed a significant difference between cookie
acceptance behaviour without a nudge and cookie acceptance behaviour with a nudge, X 2 (1,
N=100)=20.89, p <.001 (Table 1). Thus, participants showed a lower cookie acceptance rate
when exposed to a nudge (total acceptance = 24), than when not exposed to a nudge (total acceptance
= 51). As can be seen in table 1, respondents who declined the cookie message on the first
website, no nudge, were more likely to also decline on the second website, including a nudge,
while participants who accepted the cookie message on the first website were also more likely
to decline on the second website. In general, the results show that overall participants had a
rather safe cookie acceptance behaviour, as cookie messages were rejected a total of 125 times

and accepted only 75 times.

Table 1

Chi-Square test of independence for hypothesis 1

Cookie acceptance with a nudge

decline accept Total

Cookie acceptance without a nudge decline Count 47 2 49

Expected count  37.2 11.8 49.0

accept  Count 29 22 51
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Expected count  38.8 12.2 51.0

Total Count 76 24 100
Expected count  76.0 24.0 100.0

Transparent nudge versus non-transparent nudge

Contrary to expectations, binary logistic regression revealed a statistically non-
significant effect of degree of transparency on cookie acceptancy behaviour, X2 (1, N = 100) =
1.93, p = .16. Thus, no difference in cookie acceptance behaviour was found when exposed to
a transparent and a non-transparent nudge, B = 0.65, SE = 0.47, p = .16.
Openness

Binary logistic regression showed a statistically significant relation between openness
and cookie acceptance behaviour, X 2 (1, N = 100) = 7.88, p = .005. However, against
expectations the analysis revealed that people who report a high score on openness are less

likely to accept a cookie message, B =-1.01, SE = 0.38, p =.009.
Auxiliary analyses

Openness as moderator

The moderation analysis revealed that the personality trait openness is no significant
moderator of the relationship between nudges and cookie acceptance behaviour (B =-0.51, z=
-0.61, p = .54). Thus, the relationship between nudges and cookie acceptance behaviour does
not depend on an individual’s score on openness and openness does not interact with the
specific type of nudge.
Security behaviour intentions

The repeated measures ANOVA showed a statistically significant relation between
security behaviour intention and cookie acceptance behaviour, X*(1, N=100), p < .001. In other
words, individuals with high security behaviour intentions were less likely to accept a cookie
message (B =-.15, SE = 0.04, p <.001). In addition, the repeated measures ANOVA revealed
a statistically significant difference in means, F(1, 98) = 15.46, p < .001. Consistent with our
predictions, participants reported higher security behaviour intentions after the experiment (B
=3.35, SE =0.05, p <.001) than before the experiment (B = 3.22, SE = 0.05, p <.001).
Risk-taking

Binary logistic regression showed a non-significant effect for risk-taking on cookie

acceptance behaviour, X 2 (1, N=100) = 0.41, p = .52. Contrary to our expectations, there was
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no difference in cookie acceptance between participants with high and low risk-taking (B =
0.14, SE =0.23, p = .52).
Self-efficacy

Against our expectations, binary logistic regression showed a non-significant effect for
self-efficacy on cookie acceptance behaviour, X 2 (1, N =100) = 0.42, p = .51. In other words,
there was no difference in cookie acceptance behaviour between participants with high and low

self-efficacy (B =0.23, SE =0.35, p = .51).

Trustworthiness

A Wilcoxon signed rank test showed that there is no significant difference in
trustworthiness when exposed to a nudge (Md =4.25) compared to when not exposed to a nudge
(Md=4.5),z=-1.87, p=.06. Thus, participants perceived both websites as equally trustworthy,

regardless of whether they had been exposed to a nudge or not.

Discussion

To our best knowledge, this study is the first to experimentally examine whether the use
of nudges can support more secure user behaviour regarding cookie acceptance. While current
research reports the effective use of nudges in a variety of privacy and security domains, the
area of cookie acceptance is relatively poorly understood (Acquisti et al., 2017; Caraban et al.,
2019). To bridge the gap of missing research, this study aimed to identify the impact of type 2
nudges on cookie acceptance decisions. It was predicted that cookie acceptance rates will
decrease when a nudge is presented. In addition, it was hypothesized, that this positive effect is
stronger for transparent than for non-transparent nudges. Following the research conducted by
Halevi et al. (2013), this study also investigated the influence of personality on cookie
acceptance decisions. It was precited, that a high score on openness is related to less secure
cookie acceptance behaviour. In addition, individuals’ security behaviour intentions, risk-
taking as well as self-efficacy were investigated to broaden the understanding of cookie
acceptance behaviour. First, we found support for the positive effect of type 2 nudges on cookie
acceptance behaviour. However, against expectations, the degree of transparency does not have
an influence. Furthermore, the influence of the personality trait openness was contrary to our
expectations, as a high score on openness was shown to be associated with lower cookie
acceptance rates. In addition, while the control measures risk-taking and self-efficacy had no
effect on cookie acceptance behaviour, security behaviour intention did. Findings showed that

high security behaviour intentions were associated with a lower cookie acceptance rate.
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The impact of nudges on cookie acceptance behaviour

Participants were predicted to show a lower cookie acceptance rate when exposed to a
nudge compared to when not exposed to a nudge. We found support for this first hypothesis, as
participants were less likely to accept a cookie message when exposed to a nudge. This finding
is in line with the study conducted by Coventry et al. (2016), illustrating a positive behaviour
change in the face of a nudge. Although research reports mixed results regarding the general
effectiveness of nudges, the present study illustrates another example of the positive relation.
According to Caraban et al. (2019), mixed results are no sign of a general ineffectiveness of
nudges, but rather signify that nudges are not a one-size-fits-all approach. The decrease in
cookie acceptance rate in this study is an example of how effective nudges can be when adjusted
to the context. Based on the ELM, the difference in cookie acceptance rates could be due to the
differences in cognitive effort applied. It can be argued that cookie acceptance was higher for
the cookie message without a nudge because participants used their peripheral route of
processing. Given that peripheral processing is characterized by underlying biases and
heuristics, privacy impeding mechanisms, such as habituation, potentially explain why
participants were more likely to accept the cookie message without a nudge (Bauer et al., 2021).
This reasoning is in line with the study conducted by Becker et al. (2019), arguing that the
mental shortcuts which individuals use when facing a privacy related decision are causing less
secure behaviour.

Contrarily, it can be argued that cookie acceptance was lower for the cookie message
with a nudge because here participants used their central route of processing. This difference in
cognitive effort applied, can be explained by the use of type 2 nudges (Zimmermann & Renaud,
2021). More specifically, as participants were exposed to a type 2 nudge in combination with
the cookie message, their peripheral processing got activated. This activation targeted more
reflective attention and thinking. Through this change in processing, participants used their
conscious and slow processing instead of relying on biases and heuristics. As a result, it can be
argued that the privacy decision became more salient, its consequences more outstanding and
therefore participants were less likely to accept the cookie message (Bauer et al., 2021). This
supports the results of Zimmermann and Renaud (2021), who found that nudges can make
security and privacy decisions more salient, consequently leading to more secure behaviour.
Thus, present findings suggest that nudging interventions for safer cookie acceptance behaviour
must ensure that targeted individuals use their central route of processing.

To ensure that website users make use of their central route of processing, a closer look

needs to be taken at the design of type 2 nudges. One specific design aspect was the degree of
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transparency. It was hypothesised that users exposed to a transparent nudge will show a lower
cookie acceptance rate compared to users exposed to a non-transparent nudge. Contrary to our
expectations, the present study found no support for the second hypothesis, as there was no
difference in cookie acceptance rates between the transparent and the non-transparent nudge.
In other words, individuals were just as likely to accept the cookie message with a transparent
nudge as with a non-transparent nudge. This result contradicts the research conducted by Griine-
Yanoff (2012), who reports that non-transparency increases the effectiveness of a nudge. In
general, however, current research still reports mixed results on the difference in effectiveness
regarding transparency (Weijers et al., 2020). By examining the two nudges used in this study,
it can be argued that the lack of support for hypothesis two may be due to the design similarities
between the two nudges. In particular, the transparent and non-transparent nudges were very
similar in terms of shape, colour, size and position on the cookie message. The only significant
difference between the two nudges was their message. The transparent nudge stated, "Navigate
safely. Your personal cybersecurity and privacy is at increased risk. You can easily minimise
the risk by declining the use of cookies", while the non-transparent nudge only stated, "Navigate
safely". Although the non-transparent nudge’s statement is more generally worded and less
transparent about the intention behind it, the similarities with the transparent nudge likely
outweighed this difference.

Despite the potential influence of similarities in the nudge designs, we also have to
consider the possibility that the degree of transparency actually does not matter for the
effectiveness of a nudge. Based on the present findings, it can be argued that the mere presence
of a type 2 nudge is crucial, regardless of its transparency. One explanation for this could be
the fact that the transparent, as well as the non-transparent nudge, were type 2 nudges. Since
type 2 nudges generally target reflective thinking, it seems plausible that the degree of
transparency does not make a big difference. In particular, as both nudges were designed to
appeal to the central route of processing, it is likely that they caused greater privacy concerns
and consequently a lower likelihood to accept the cookie message, regardless of their degree of
transparency. Therefore, it can be questioned whether the application of different transparency
degrees is necessary for type 2 nudges. It can be argued that different transparency degrees are
rather a matter of type 1 nudges only. Assuming that the degree of transparency of type 2 nudges
does not affect their effectiveness, new questions arise regarding which design aspects
architects of choice should focus on. Different types of framing, the use of different theoretical
foundations as well as more outward characteristics such as colour and size of wording are focal

points for consideration in further research on nudging interventions.



20

Individual differences in cookie acceptance behaviour

Regarding the impact of individual characteristics, it was hypothesised that users
reporting a high score on openness will show a higher cookie acceptance rate compared to users
reporting a low score on openness. Surprisingly, the relationship between openness and cookie
acceptance rate was exactly the opposite of what we expected. In other words, people who had
a high openness score were less likely to accept a cookie message. Although this study did not
find support for the third hypothesis, it helps to clarify the inconsistent research around the
personality trait openness (Gratian et al., 2018; Halevi et al., 2013; Pattinson et al., 2012). Based
on the findings of van de Weijer and Leukfeldt (2017), one might assume that openness makes
people more likely to follow manipulative traits, leading to less safe behaviour. However,
looking at Junglas et al.'s (2008) research, it becomes plausible that the influence of openness
might be the other way around. According to Junglas et al. (2008), individuals with a high
openness score are less likely to stick to habitual behaviours and are more likely to be open to
new behaviours. Thus, it can be inferred that individuals with a high openness score are less
prone to biases and heuristics, such as habituation. Consequently, it can be argued that
individuals with a high openness score are more likely to change their behaviour regarding
cookie acceptance. Furthermore, individuals with a high score on openness have a deeper
awareness due to their various learning experiences in life. As a result, Junglas et al. (2008)
argue that individuals with a high score on openness are both more aware and more sensitive
to threatening life situations. Thus, it can be inferred that individuals scoring high on openness
perceive a cookie message as more threatening than individuals scoring low on openness.
Consequently, they are less likely to accept a cookie message. In light of the prior
argumentation and present findings, it can be concluded that a high score on openness is in
general associated with more secure behaviour, including a lower likelihood to accept a cookie
message.

Findings shed an interesting light on the role of personality traits in cookie acceptance
decisions and highlight the importance of considering individual differences in the design of
privacy promoting nudging interventions. In particular, if we want to promote safer behaviour
by effectively nudging people to their central route of processing, we perhaps need to target
them according to their personality. Openness is only one example where, despite the general
interpretation of related characteristics, openness actually illustrates a supportive factor for
safer behaviour. Hence, it is important that other personality traits and their role in cookie

acceptance decisions are investigated more in depth. Thereby choice architects are able to make
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use of and strengthen promoting personality factors while inhibiting personality factors can be
counteracted or balanced.

In addition to personality, this study examined the following three control measures:
risk-taking, self-efficacy and security behaviour intentions. Past research showed that risk-
taking and self-efficacy are two predictors of cookie acceptance behaviour. First, Coventry et
al. (2016) found that individuals high in risk-taking are more likely to accept a cookie message.
However, the current study found no support for this finding, as there was no difference in
cookie acceptance between individuals high in risk-taking compared to individuals low in risk-
taking. Second, this study investigated the concept of self-efficacy and its influence of cookie
acceptance behaviour. According to Bandura (1994), individuals with a high self-efficacy are
better able to approach difficult tasks. Connecting this to cookie acceptance, it was argued that
individuals with a high self-efficacy are better able to decline a cookie message because they
are less likely to avoid the threat illustrated by the cookie message. However, the current study
found no support for this, as there was no difference in cookie acceptance behaviour between
individuals with high and low self-efficacy.

While no support was found for the first two concepts, the present study found support
for security behaviour intention being a significant predictor of cookie acceptance behaviour.
Particularly, this study showed that individuals with high security behaviour intention are less
likely to accept a cookie message. This finding supports the study conducted by Egelman et al.
(2016), who found that high security behaviour intentions translate well into safer behaviour.
However, Egelman et al. (2016) note that this mostly counts for security behaviours that are
included in the SeBIS scale, used in this study. In light of the present findings, it can be argued
that support was found as cookie acceptance behaviour belongs to the SeBIS subscale of
“proactive awareness”. Thus, generalizability to security behaviours outside the SeBIS scale is
limited and needs further investigation. Despite the limited generalizability, the gained insights
into security behaviour intentions can help to promote more secure user behaviour regarding
cookie acceptance decisions. Specifically, increasing an individual’s security behaviour
intentions could promote in turn safer user behaviour and should be considered when designing
nudging interventions.

In addition, the present study aimed to fill the gap of research on the durability of
nudges. Therefore, changes in security behaviour intentions with and without a nudge were
examined, as an individual's intention can be considered a potential predictor of future
behaviour (Pollini et al., 2021). Findings revealed that exposure to a nudge leads to an increase

in security behaviour intentions. This implies that the use of nudges likely leads to more secure
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behaviour in the future. Based on the research conducted by Zimmermann and Renaud (2021),
it can be argued that security behaviour intention increased as the nudge made the security
decision more salient. Thereby the perceived threat of a cookie message increased as well.
Present findings indicate that this increase in threat, caused by the nudge, potentially lasts in
the long term. Concludingly, the results of this study suggest that nudges are likely to have high
durability, as they have the potential to not only influence current safety behaviours but also
future safety behaviours.

Strengths and limitations

To our best knowledge, the present study is the first to investigate the influence of
nudges on cookie acceptance behaviour and thus contributes to the literature on general data
privacy and cybersecurity. Although current research reports mixed results regarding the
effectiveness of nudges in the field of cybersecurity, the present findings confirm the general
effectiveness of nudges. In particular, the current study draws attention to the relatively under
researched field of cookie banners and filled the gap in the literature on nudges' role in cookie
acceptance decisions. The experimental design of this study illustrates one of its main strengths.
The fact that we created real websites, which participants visited and interacted on, significantly
strengthens the current findings, as the whole experiment had a very realistic character.
Moreover, given that participants conducted the study in their home environment, we were able
to observe how individuals actually behave in everyday life, wherefore our results probably
contain very natural behaviour. Furthermore, the examination of the personality trait openness
brought more clarity to the mixed results of current research. In fact, high openness illustrates
a supporting factor for more secure decision-making. This finding broadens the understanding
ofthe various factors underlying an individual’s cookie acceptance behaviour and can be further
used for the development of nudges.

Some limitations must be considered as well. First, this study used a relatively
homogenous sample, consisting of individuals who were mostly German and students in their
twenties. In addition, many participants were recruited from the University of Twente. This
homogeneity could have potentially impacted the results of the current study. Consequently,
the generalizability of the findings is limited. Furthermore, given the scarce room for lengthy
personality instruments, this study used the short HEXACO PI R 24-items scale, which reports
relatively low alpha reliability. However, according to de Vries (2013), the scale validity
remains adequate. Another limitation relates to the design of the used nudges. The noticed
similarities between the transparent and non-transparent nudge likely influenced the results.

Lastly, the current study used behavioural intention to predict the long-term effect of nudges.
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Although an individual’s intention is a good predictor of actual behaviour, measuring actual

behaviour would yield more meaningful results.

Future directions

Given the increasing number of cybersecurity threats, the need for further research on
how to promote safer user behaviour becomes apparent. To the best of our knowledge, this
study is the first to investigate the impact of type 2 nudges in the context of cookie acceptance
behaviour. As there are a number of privacy concerns associated with cookies, more research
attention should be paid to this area. This study found support for the effective use of type 2
nudges to promote safer cookie acceptance behaviour. While a relatively homogenous sample
was used in this research, future research should consider different samples in similar study
designs. In addition, methods such as mouse movements or eye tracking would be powerful
tools to study the effectiveness of nudges in a more controlled way. However, it must be taken
into account that a person's behaviour in a controlled environment is likely to be less natural
than in the home environment.

The research conducted by Coventry et al. (2016) already suggests that cookie
acceptance behaviour is strongly influenced by several factors. To promote safe cookie
acceptance behaviour, a more accurate picture of the external influences as well as the
individual differences underlying cookie message decisions is needed. The present study
highlights the importance of individual characteristics underlying users’ cookie acceptance
behaviour. Current findings call for further replication with other samples, a broader focus on
all Big Five personality traits as well as the use of an expanded version of the HEXACO PI R.
In addition, to better understand the influence of personality, related sub-facets of the Big Five
should be investigated in more detail. This way, both facilitating and inhibiting factors can be
identified and nudging interventions can be made more effective.

Regarding the design of type 2 nudges, the present study found no influence of
transparency on cookie acceptance behaviour. However, as transparency is only one of several
design aspects, future research should investigate other aspects. Clarifying the role of different
design aspects will help choice architects to design nudge interventions more effectively. This
will help to promote safer cookie acceptance behaviour among users. Regarding the durability
of nudges, this study used behavioural intention as an indicator, showing that nudges have the
potential to have a long-term effect. Further studies should replicate these findings using actual
behaviour. Longitudinal studies for example would provide more powerful insights into the

durability of nudges.
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Conclusion

A popular topic in cybersecurity research is the use of nudges to promote safer user
behaviour and decision-making. While companies already use nudges extensively for their own
benefit, security and software developers lag behind when it comes to using nudges to promote
user privacy. This study is the first to examine the impact of type 2 nudges on cookie acceptance
behaviour. Results of this study show that type 2 nudges are an effective approach to promote
safer cookie acceptance behaviour, by nudging users towards their central route of processing.
Since companies primarily use type 1 nudges that trigger peripheral processing, users’ central
route of processing is our only chance to counteract companies’ privacy impeding
manipulations. Here, the design of nudges plays a crucial role. An important question is the
durability of nudges, how often do we need to nudge against cookie banners? In addition, it is
important to ensure that type 2 nudges do not become trivial and trigger central processing even
after months of exposure. Therefore, we need to consider that type 2 nudges might require
design changes from time to time, such as differences in placement and framing. This is where
insights into human factors can help to better understand users' decision-making processes
around cookie messages and can be used to design nudges more effective and personalised. It
is now time to pay more attention to this line of research, as companies have exploited users'

peripheral processing through nudges long enough.
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Appendix A
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Appendix B
Figure B1

Cookie message design

IT'S ABOUT YOU - Your personalised shop
This site uses cookies and other technologies to improve your user
experiences.
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Appendix C
Figure C1

Transparent nudge

Navigate safely.

Your personal cybersecurity & privacy

is at an increased risk.

You can easily minimise the risk by

declining the use of cookies.

Figure C2

Non-transparent nudge
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Figure D1

Trustworthiness questions
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Figure D2

Conscientiousness question

Which website did you saw?
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Appendix E
Figure E1
Cookie questions

Do you remember well whether you accepted or declined the cookie message?
Yes

No

Figure E2

Conscientiousness question

Which cookie message did you saw?

IT'S ABOUT YOU - Your personalised shop
This site uses cootias and other tachnologies to Improve your user
EXOINANOES
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Appendix F

Informed consent

Welcome to this research study!

Dear participant,

You are being invited to participate in the research study titled “Examining users’ perceived
trustworthiness in the online environment.” More specifically, [ am examining users’
perceived trustworthiness regarding different websites, with the aim to better protect users’
data privacy. In this study, you are presented with two different websites, where you have to
navigate on and fulfill a specific task. Based on this, you will be given a questionnaire which I
would like to ask you to fill in. The whole experiment will take approximately 20 minutes to
complete. Your participation in this study is completely voluntary and you are allowed to
withdraw your participation at every moment in time, without giving any reason.
Furthermore, anonymity will be ensured, and your data will not be used for any other purpose

than this research. Your answers in this study will remain confidential as well.

This research is approved by the Ethics Committee of the Behavioural, Management and
Social Sciences (BMS) Faculty of the University of Twente. Furthermore, there are no risks

associated with participating this research study.

If you have any further questions, feel free to contact me via the following email

address: f.grosart@student.utwente.nl



