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Wi-Fi-based crowd monitoring is sensing crowds of people through the Wi-
Fi probe requests broadcasted by their mobile devices. These probe requests
contain valuable information that uniquely identifies a device (e.g. the MAC
address) and, potentially, the person carrying it. Such risk represents a severe
privacy issue, and the main countermeasure that mobile device and operat-
ing system manufacturers have against it is MAC address randomization.
With the introduction of the General Data Protection Regulation (GDPR),
many crowd-monitoring systems have been shut down due to the privacy-
sensitive information they were storing. As a result, new crowd-monitoring
systems had to be developed with people’s privacy in mind. Such systems
use various methods to anonymize the collected data before it is stored
while providing ways to derive statistical counts from the anonymized data.
This research focuses on the impact of MAC address randomization on this
new generation of Wi-Fi based crowd-monitoring system that produce, as
their only output, statistical counts on crowds. First, an analysis of how
the various characteristics of MAC address randomization influence the
statistical counts regarding crowd monitoring is given. Then, we implement
a module for treating randomized MAC addresses and assess to what extent
it can reduce their impact on the statistical counts.

Additional Key Words and Phrases: MAC address randomization, crowd
monitoring, Wi-Fi, anonymization, footfall

1 INTRODUCTION
With the increasing popularity of smart mobile devices in recent
times, Wi-Fi-based and Bluetooth-based crowd-monitoring systems
have become standard practices for generating insights regarding
the behavior of a crowd of people. For example, estimations such as
the number of people present in a location or how a crowd moves
in a given space proved to be very useful for analyzing mass events
[2] or travel patterns in public transport [4]. Crowd-monitoring
systems use the radio signals broadcasted by people’s mobile de-
vices close to a sensor. Such radio signals, also referred to as ’probe
requests’ contain privacy-sensitive data, i.e. the MAC address of the
device, which allows anyone to uniquely identify and track a mobile
device and the person carrying it, thus infringing their privacy. Due
to such severe privacy violations, several methods and regulations
have been introduced to keep people safe.

In 2014, operating system and mobile device manufacturers in-
troducedMAC address randomization to keep mobile devices anony-
mous when broadcasting probe requests in an unassociated state.
This mechanism replaces the real MAC address of a device with
a random address that periodically changes. If deployed correctly,
it becomes significantly harder to identify or track a device, espe-
cially in a crowded environment, thus offering a better protection
for individuals’ privacy. Unfortunately, not having a well-defined
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standard for implementing this randomization process led manu-
facturers to develop separate processes for randomizing the MAC
address. Because of this, different behaviours and inconsistencies
of MAC address randomization appeared in practice. In the early
days, Martin et al. [8] showed that some devices on the market are
not using MAC address randomization at all. The ones that use ran-
domization are still vulnerable to attacks or fingerprinting methods
based on other fields that are part of the broadcasted probe requests,
allowing eavesdroppers to track and identify mobile devices. Due to
the increased awareness of this problem in recent years, manufac-
turers improved their randomization processes which had a positive
impact with regards to users’ privacy [7] [15]. However, these im-
provements have not made device fingerprinting impossible. Such
fingerprinting methods have been leveraged in the past for crowd
monitoring [14] [13] [10] and they still have the potential to bring
a positive impact on the statistical counts of the new generation of
crowd-monitoring systems.

To further regulate how people’s data is used, various sets of
rules have been introduced, such as the General Data Protection
Regulation (GDPR) [1]. As a consequence, manyWi-Fi-based crowd-
monitoring systems have been shut down due to their serious vio-
lations with regard to the privacy of the people. This led to the de-
velopment of new crowd-monitoring systems that truly anonymize
the information of the mobile devices being sensed while keeping a
high accuracy of the estimations that the system is giving [12] [11].
The main idea of such systems is to only provide statistical counts
about the data being sensed without storing any privacy-sensitive
data or results that may trace back to a particular mobile device or
person. Examples of such statistical counts include footfall, i.e. the
size of a crowd present in a location, and crowd flow, i.e. the size
of the flow of people traveling between several locations. In order
to achieve this, several data structures, cryptographic techniques,
and anonymization methods are used to hide the actual data that is
being sensed while enabling the system to perform statistical counts
on the anonymized data.

With a more extensive focus on individuals’ privacy in crowd-
monitoring, these state-of-the-art systems share certain particu-
larities that heavily restrict the access to the captured data. Some
of these particularities are: capturing data for a limited amount of
time without leaving the sensor, discarding this data once the sens-
ing period has ended, and encrypting any output that only trusted
third parties can access. As a consequence, fingerprinting devices
that use MAC address randomization becomes significantly harder.
Thus, this research focuses on analyzing the impact of MAC ad-
dress randomization on the statistical counts produced by the new
generation of Wi-Fi-based crowd-monitoring systems. Moreover,
we implement a module for treating randomized MAC addresses
based on timing and Information Elements(IEs) fingerprints, and
conduct experiments to assess to what extent this treatment can
reduce the influence of randomized MAC addresses on the statistical
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counts. Our results indicate that, despite the restricted access to the
sensed data, such fingerprints can significantly reduce the error of
the footfall estimations.

This research can be split up in two goals.

Goal 1: To get a clear overview of how the different MAC address
randomization schemes influence the statistical counts of the Wi-Fi-
based crowd-monitoring systems
Goal 2: To see how randomized MAC addresses can be treated

in order to help in minimizing their impact on the statistical counts

To achieve these goals, the following research questions will be
answered:

• RQ1: How do the different MAC address randomization
schemes influence the counting processwith respect to privacy-
preserving Wi-Fi-based crowd monitoring?

• RQ2: How can a Wi-Fi based crowd-monitoring system de-
cide what randomization scheme was used for a randomized
MAC address?

• RQ3: To what extent understanding the MAC address ran-
domization scheme can be leveraged into a positive impact
on statistical counts?

The rest of the paper is structured as follows. Section 2 intro-
duces some of the work related to anonymization techniques and
MAC address randomization treatments for Wi-Fi crowd monitor-
ing. Then, in section 3 we discuss how some of the most important
factors linked to MAC address randomization influence the pedes-
trian counts. Section 4 describes the model of the proposed system
for dealing with randomMAC addresses. This is followed by section
5, which details the two experiments that were performed in order
to answer the research questions. The results of the experiments are
presented and discussed in section 6, and the research concludes
with section 7.

2 RELATED WORK
Leveraging the data from the probe requests broadcasted by mobile
devices for crowd monitoring represents a significant risk for indi-
viduals’ privacy if it is not properly anonymized. In 2020 and 2021,
Stanciu et al. [12] [11] proposed a Wi-Fi-based crowd-monitoring
system that uses epochs, i.e. a fixed period in which a sensing infras-
tructure collects probe requests, that provides, as its only output,
statistical counts on pedestrian dynamics. These papers focus on
methods used in such a system for anonymizing the identity of
people being sensed.

The first proposed method leverages the k-anonymity principles
while addressing some of the flaws of these principles. The system
guarantees the MAC address anonymity of the sensed mobile de-
vices without negatively impacting the statistical counts through
pseudonymization, truncation, and correction operations.

The second method uses an anonymization process based on
Bloom Filters and Homomorphic encryption right at the sensor

node, which hides the actual identifiers of the sensed devices be-
fore the data is sent anywhere else. The collected information is
anonymized to allow the system to derive statistical counts under
encryption, just like if the data was not anonymized in the first place.

Although the researchers of these papers are aware of MAC ad-
dress randomization, they do not address it in their work, which
could lead to potential problems such as overcounting footfall and
undercounting crowd flows. Overcounting footfall could happen
when a device changes its MAC address multiple times near the
same sensor, making the system think it senses multiple devices
when there is only one. Undercounting a crowd flow could happen
when a device changes its MAC address from one sensor to another.
The system would sense the device at one sensor, and when the
individual moves in the proximity of another sensor, the system
would sense the same device but consider it different and not count
it in the crowd flow.

In order to overcome the negative impact of MAC address ran-
domization on crowd analytics, many crowd-monitoring solutions
focused on linking the probe requests to the source device through
various techniques.

Espresso [13] shows how such a solution can make use of the in-
formation elements, sequence number, and received signal strength
indicator present in probe requests to estimate the probability of
associating a probe request to the source device. The main differ-
ences between Espresso and the system proposed by [12] and [11] is
that Espresso does not explicitly use epochs when collecting probe
requests, it sends the sensed data to a central server without fully
anonymizing it, and it uses some of this data to constantly train the
system. Moreover, Espresso uses a probabilistic model, which had to
be trained on the data collected in a 24 hours window before it could
be used in the evaluation of the system. Besides, the researchers
only focused on the footfall of a crowd without addressing crowd
flows.

Aforos [14] is another similar crowd-monitoring system that
generates a fingerprint for each probe request based not only on
the MAC address but also on the information elements. Then, the
probe requests with the same fingerprint are grouped and linked
to a single device. Just as in the case of Espresso, Aforos does not
fully anonymize the data of the sensed devices due to the use of
pseudonymization, and it only focuses on footfall. Moreover, their
method required adjustments to improve its accuracy, and the esti-
mations of the system were based on the data collected in a window
of three hours. Furthermore, their sensing infrastructure was com-
posed of only one sensor compared to the system presented in [12]
and [11] that used multiple sensors.

3 INFLUENCE OF MAC ADDRESS RANDOMIZATION
ON PEDESTRIAN COUNTS

A crowd-monitoring system that fully anonymizes the sensed data
follows a strict set of rules in terms of data collection and processing.
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First, the data is sensed in epochs. An epoch is defined as a fixed
period of time in which the system’s sensors collect probe requests
from nearby devices. Once an epoch ends, the sensors compute
the desired counts based on the MAC addresses extracted from the
probe requests, then they discard all the data sensed during that
epoch. Finally, the resulting counts are encrypted and sent to a
central server. For our purpose, we differentiate between two types
of counts:

(1) Footfall: the number of people present in one place during a
particular period of time

(2) Crowd flow: the amount of people moving from one place
to another

In the context of such a crowd-monitoring system, although not
directly related to MAC address randomization, we identified that
the device’s characteristic with the most significant impact on the
statistical counts is the inter-burst arrival time (IBAT). Most devices
transmit probe requests in very short bursts of at most 500 ms across
the different Wi-Fi channels [3]. The inter-burst arrival time (IBAT)
is defined as the difference in arrival times between two consecu-
tive bursts of probe requests from the same device. It was shown
before that the IBAT of a device stays constant, regardless of MAC
address randomization [3]. Thus, looking at this characteristic can
help us better understand the frequency of random MAC addresses
broadcasted by the same device.

Furthermore, Martin et al. discovered in [8] that mobile devices
that use MAC address randomization keep the randomized MAC
address for at least one burst before changing it. Therefore, another
essential characteristic that influences the pedestrian counts is the
time between two changes of a device’s MAC address or the random
MAC address lifetime.

We continue with an analysis of these two device properties with
respect to a time characteristic of the crowd-monitoring system,
namely the length of an epoch.

3.1 Analysis
We differentiate between six configurations of these parameters,
depicted in Figure 3, Appendix B. There is a total of eight config-
urations possible. However, for scenarios a and d the size of the
random MAC address lifetime does not matter.

In case a, we have a relatively big inter-burst arrival time and a
long epoch.We observe that, regardless of the lifetime of the random
MAC address, there is a burst transmitted every epoch with a differ-
ent MAC address. This does not impact the counts for footfall since
the source device sends only one burst per epoch that is counted
once. However, this impacts the counts for crowd flow because any
two consecutive bursts have different MAC addresses, which causes
the system to treat them as coming from separate devices.

Case b depicts a scenario where the IBAT is short, but the random
MAC address lifetime and the epochs are long. We see that there are
multiple bursts with the sameMAC address that are captured during

the same epoch. As in the first scenario, the counts for footfall are
not influenced since the MAC address is counted only once, but
the counts for crowd flow are affected because the MAC address
changes between epochs.

For case c we have a short IBAT, a short random MAC address
lifetime, and a long epoch. This configuration causes the source
device to transmit multiple bursts with different MAC addresses
per epoch. Thus, the system treats all MAC addresses as different
devices, which leads to overcounting the footfall and undercounting
the crowd flow.

In case d we consider a long IBAT and a short epoch. Regardless
of the randomMAC address lifetime, we notice that if the epochs are
too short, the sensing infrastructure may not be able to detect the
presence of the source device during some epochs, which leads to un-
dercounting the footfall and the crowd flow for that epoch. However,
this issue occurs despite MAC address randomization, because it
is caused by external factors that cannot be controlled by the system.

With a short epoch length and a short IBAT but a long lifetime
of the random MAC address, case e shows that the source device
can transmit a burst every epoch, keeping the same MAC address
for a few consecutive epochs. Thus, the footfall is not affected in
this scenario. However, the system undercounts the crowd flow for
every two consecutive epochs when the device changes its MAC
address.

Finally, for case f, we have a short IBAT, a short random MAC
address lifetime, and a short epoch. We observe that the source
device can transmit a burst every epoch but with a different MAC
address. Thus, the system is able to count the footfall correctly but
undercounts the crowd flow due to the different MAC addresses of
the same device in every epoch.

The above scenarios are a simplified version of the most impor-
tant patterns that are useful in understanding the impact on the
statistical counts. In reality, there is a possibility to encounter differ-
ent edge cases. For example, in any of the above situations, a burst
of probe requests can be split between two epochs and, as a result,
the device is sensed during both epochs. However, depending on the
pattern, such edge case would still fall under one of the scenarios
discussed above.

Furthermore, there are still many external factors that could im-
pact the statistical counts of a crowd-monitoring system. For ex-
ample, in 2015, Julien Freudiger showed in [6] how the different
configurations of mobile devices affect the amount of broadcasted
probe requests, as well as the frequency of probing. This has a direct
impact on any Wi-Fi-based crowd-monitoring system regardless of
MAC address randomization because the sensing infrastructure may
not be able to detect a mobile device in range if its probe request
frequency is reduced.

Given this overview, we propose a systemmodel addressing case c
for a couple of reasons. First, this scenario has the biggest impact on
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the statistical counts, due to themultitude of randomMAC addresses
coming from the same device during one epoch. Depending on
how short is the IBAT of the sensed devices, the footfall could be
significantly overestimated. Second, working with a sufficiently
long epoch allows the system to collect enough data that could offer
sufficient insights to mitigate the impact of random MAC addresses.

4 SYSTEM MODEL
A crowd-monitoring system is usually deployed in a crowded space
to get insights into the behavior of crowds of people. This is done
by installing a sensing infrastructure in the chosen space. Then,
various techniques are applied to the sensed data to derive statistical
counts for pedestrian dynamics. This paper focuses on a component
designed for crowd-monitoring systems that use Wi-Fi as sensing
technology and anonymize any collected data at the sensor level.
We start by describing the overview of such a system. Then, we
discuss the component that deals with random MAC addresses in
the context of the targeted crowd-monitoring system.

4.1 Current crowd-monitoring system
We assume that the model of the crowd-monitoring system used is
similar to the one described in [11]. The main components of this
system are the sensing infrastructure that collects probe requests
from the mobile devices in range, and a central unit that handles
the communication between sensors and the consumers that send
queries to the system. Figure 1 depicts the architecture of the service.

Fig. 1. Service Architecture

The whole system keeps track of time through epochs. If a sensor
detects probe requests sent by a mobile device in range, it extracts
the broadcasted MAC address and assigns it to the current epoch
based on the timestamp of the reading. Because mobile devices can
transmit multiple probe requests with the same MAC address dur-
ing one epoch, a sensor will always remove any duplicate MAC
addresses detected during that period of time. Moreover, at the end
of an epoch, a sensor must discard any sensed data and only send
back to the server the response to a query if the query targets that

Fig. 2. Workflow of a sensor in the current crowd-monitoring system.

specific sensor. Figure 2 shows the workflow of such a sensing de-
vice.

4.2 Dealing with random MAC addresses
In order to detect and treat random MAC addresses coming from
the same device, we need access to the probe requests collected by
the sensors. The design of the targeted crowd-monitoring system
imposes that sensors discard any collected data at the end of an
epoch, so probe requests will never leave the sensing device. There-
fore, a module that deals with random MAC addresses can only be
implemented at the sensor level, after the data collection period has
ended and right before the query result is computed.

In the context of the current crowd-monitoring system, a module
that mitigates the effects of MAC address randomization has to
fulfill some requirements:

• Reliably identify random MAC addresses
• Process a variable volume of data - This is because the
length of an epoch can vary from a fewminutes to a few hours
based on where the crowd-monitoring system is deployed, so
the amount of probe requests available per epoch also varies.

• Comply with the privacy requirements of the crowd-
monitoring system - This means that the treatment module
cannot store or learn any patterns that can be later used to
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identify a particular device or group of devices. The compo-
nent must gather insights only from the data collected during
one epoch, let the sensor compute the result of the received
query, then discard these insights and start over again for the
next epoch.

• Be computationally inexpensive - Usually, sensors are
small, they run on batteries, and have limited resources. Fur-
thermore, to preserve privacy as much as possible, the sensor
already has to encrypt any data sent back to the server and ap-
ply various hashing algorithms to work with the anonymized
data [12] [11].

• Increase the accuracy of the statistical counts - The treat-
ment component has to reduce the impact of random MAC
addresses as much as possible, bringing the statistical counts
as close to the real values as possible.

Figure 4 in Appendix A depicts the model of the treatment com-
ponent. Once a sensor finishes collecting bursts of probe requests
broadcasted in its proximity, it separates them into bursts with
randomized MAC addresses and burst with non-randomized MAC
addresses. In the latter case, the system simply extracts all unique
MAC addresses. For the bursts with randomized MAC addresses, the
system uses a "treatment station" to cluster them. Ideally, each clus-
ter would represent a different source device that could be identified
by a set of signatures. Combining these two outputs, a sensor can
calculate the footfall by simply counting the unique non-randomized
MAC addresses and the clusters formed by the treatment station.
To calculate the crowd flow between two sensors, the system would
perform the intersection of the two sets of unique non-randomized
MAC addresses, and the intersection of the two sets of cluster sig-
natures. The combined cardinality of the resulting sets represents
the crowd flow.

4.3 Discussion
The biggest challenge that the proposed system has to overcome
when calculating crowd flows is sharing the clusters of bursts with
randomMAC addresses from one sensor to another while preserving
the privacy requirements of the current crowd-monitoring system.
It is hard to suggest a general solution to this problem, because every
crowd-monitoring system uses different techniques to anonymize
and secure the data shared from the sensing infrastructure. For ex-
ample, the crowd-monitoring system in [12] uses pseudonymization,
truncation and correction operations to make the extracted MAC
addresses k-anonymous, which ensures, under some condition, that
the new identifiers cannot trace back exactly to the corresponding
sensed devices. In our case, for the devices that broadcast random
MAC addresses, we are not using only one MAC address to identify
them, but a set of MAC addresses and signatures that can become
very large, depending on how often a device changes its MAC ad-
dress during an epoch. Thus, such operations may not even be
applicable on the resulting signatures of the cluster that we obtain
for a device.

For the crowd-monitoring system model [11] that we chose as
the base for our treatment component, a possible solution could

involve selecting the best signature of each cluster as an identifier
for the source device represented by that cluster. In this way, the
system could hash the signature using the selected hash functions,
and mark it in a bloom filter that can safely be sent to another sensor
under encryption. However, such solution involves a possible drop
in accuracy, due to the lower amount of signatures shared per cluster.
Furthermore, the solution assumes that the chosen hash functions
addresses the fact that the signatures of two bursts coming from
the same device could be different, but still sufficiently similar to be
marked as having the same source. Investigating what would be the
best hash functions to use in this context, or whether or not such
hash functions exist is outside the scope of this paper.

5 EXPERIMENTS
In order to assess the functionality of the proposed system and to
what extent it can improve the pedestrian counts, we implemented
a proof of concept algorithm focused on counting the footfall, and
conducted two types of experiments: an in the wild experiment and
a dataset experiment.

5.1 Implementation
The implementation focuses only on the process that happens at
the sensor level. The base of our program consists of a few mod-
ules that allow us to collect probe requests in epochs, discard any
sensed data once the footfall is computed, group the probe requests
in bursts using their MAC address and sequence number and split
these bursts based on their MAC address type.

The probe request collector has two operation modes:
(1) Sniffer: In this mode our program sets the Wi-Fi interface of

the device it runs on in monitor mode and starts hoping over
the 14 different 2.4 GHzWi-Fi channels. On each channel, the
program collects probe requests for 5 seconds then it moves
on to the next channel.

(2) Dataset: When this mode is selected, the program processes
the dataset files based on a few parameters, such as the epoch
length or a list of preferred device labels.

In order to group the bursts with randomized MAC addresses
coming from the same source device, we use DBSCAN [5], a well
known clustering algorithm, and two types of fingerprints. The first
fingerprint consists of an ordered list of Information Elements (IEs)
and certain bitmasks available in a probe request, which offer high
entropy between device models and low entropy between the probe
requests of the same source device [3] [8]. The second fingerprint is
borrowed from [3], and it is based on the burst length and the arrival
time difference between probe requests within that burst, or the
Inter-Frame Arrival Time (IFAT). The main assumption behind this
fingerprintingmethod is that mobile devices transmit probe requests
regularly for a fixed amount of time. To generate this fingerprint, for
every burst we split its length in equally sized bins, distribute the
probe requests in bins depending on their arrival time, and calculate
the mean IFAT and the percentage of probe requests for each bin.
The list of all these values and the burst length represent the time
signature of the burst.
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5.2 Dataset
Due to the challenging task of obtaining the ground truth from
wild data, we also use a real-world dataset [9] to evaluate how
well our proof of concept can improve the statistical counts. This
dataset was published in 2021 and consists of labelled probe requests
with random and real MAC addresses, which were broadcasted by
22 devices in different modes. The probe requests were captured
in a laboratory setting that made it possible to scan the devices
individually. Such recent dataset offers us qualitative data, very
close to real-world scenarios, that we can use as ground truth in our
experiment.

5.3 Ethical consideration
In order to test the proposed system, both experiments involve using
probe requests coming from real mobile devices. This kind of data
represents a threat to individual’s privacy if not handled properly.

The probe requests originating from the dataset have been col-
lected in a laboratory setting and a set of rules have been followed to
allow this dataset to be made public [9]. Thus, we can safely assume
that this data does not pose any privacy risks. However, the probe
requests captured in the wild could potentially trace back to certain
individuals. Because of this issue, our program does not store any
of the captured data. The collected probe requests are used only
during the epoch in which they are sensed and they are discarded
once the footfall is computed and the epoch ends.

5.4 Metrics
The main goal of the proposed system is to improve the pedestrian
counts as much as possible. Therefore, we evaluate how well our
proof of concept can improve the statistical counts based on the
relative error reduction (RER) percentage of the counts. This is
calculated using the following formula:

𝑅𝐸𝑅 = (1 − 𝑅𝑒𝑙𝑎𝑡𝑖𝑣𝑒 𝑒𝑟𝑟𝑜𝑟 𝑝𝑜𝑠𝑡-𝑡𝑟𝑒𝑎𝑡𝑚𝑒𝑛𝑡

𝑅𝑒𝑙𝑎𝑡𝑖𝑣𝑒 𝑒𝑟𝑟𝑜𝑟 𝑝𝑟𝑒-𝑡𝑟𝑒𝑎𝑡𝑚𝑒𝑛𝑡
) × 100

where the relative error is calculated as follows:

𝑅𝑒𝑙𝑎𝑡𝑖𝑣𝑒 𝑒𝑟𝑟𝑜𝑟 =
|𝐸𝑠𝑡𝑖𝑚𝑎𝑡𝑒𝑑 𝑐𝑜𝑢𝑛𝑡 − 𝑅𝑒𝑎𝑙 𝑐𝑜𝑢𝑛𝑡 |

𝑅𝑒𝑎𝑙 𝑐𝑜𝑢𝑛𝑡

5.5 Experimental setup
5.5.1 In the wild experiment. To test the functionality of our proof
of concept, we setup a laptop in one of the canteens from the univer-
sity campus during lunch time, which is one of the busiest times of
the day. We set our program into Sniffer mode and we let it collect
probe requests in epochs of 5 minutes for 1 hour.

5.5.2 Database experiment. For the database experiment, we set
our program into Dataset mode, which extracts the probe requests
from the pcap files of all devices that are in the same state. This
allows us to better observe the impact of the different device states
on the footfall. Then, the program normalizes the timestamps of the
probe requests and groups these packets in 5 minutes epochs based
on the new timestamps. For each epoch our system computes the
real amount of devices that sent the probe requests and then it feeds

each of these groups to the module responsible for calculating the
footfall.

6 RESULTS

6.1 In the wild experiment results
Because we did not have access to the ground truth data of the in
the wild experiment, i.e. the real amount of devices in the range of
our sensor during every epoch, we cannot assess how accurate our
footfall estimations are. However, in terms of the functionality of
our proof of concept, we made the following observations:

• The sniffer can indeed collect probe requests from everyWi-Fi
channel that the Wi-Fi interface is set to.

• The data collected was similar to the one from the dataset.
This means that the wild probe requests contained random-
ized and non-randomized MAC addresses, and, most of the
time, they could be grouped in short bursts of at most 500 ms.
This was observed by printing on the screen whether or not
the packets had a random MAC address and the timestamps
when the packet was collected. No other data, such as the
source address of the packet, have been observed.

• The program computed the footfall for every epoch, despite
the volume of data that it had to process.

• Once the footfall of an epochwas computed, the data collected
during that epoch was indeed discarded and could not be
accessed anymore.

6.2 Dataset experiment results
The results of the dataset experiment are presented in Table 2. The
values of the Device mode column are further explained in Table 1.
For every device mode, we could split the available data into 4
epochs of 5 minutes each.

It can be observed that our proof of concept obtained a footfall
error reduction of over 90% for counting the devices that had their
Wi-Fi turned on, which shows an enormous improvement com-
pared to the footfall estimations in which the randomized MAC
addresses have not been treated. For counting the devices that did
not have their Wi-Fi turned on, the error reduction stays below
90%. However, in those cases the volume of data was small and the
estimations are still only 1 device away from the real count. These
results are very promising and show that we can significantly miti-
gate the effects of MAC address randomization for the footfall count.

Furthermore, we also observed that our random MAC addresses
treatment module does not perfectly cluster the bursts of probe
requests by the source device, meaning that there is still a big chance
that these devices cannot be identified, which offers some privacy
protection. However, we noticed that even if this clustering error
exists, the footfall estimations are still significantly improved, which
is the actual goal of the proposed system.

7 CONCLUSIONS AND FUTURE WORK
Crowd monitoring is a domain that challenges individuals’ privacy
through the type of data it uses to produce insights into crowds
of people. As more and more concerns regarding data privacy and
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Table 1. Device modes ("X" means that the relevant mode is "on")

Mode Active
screen on Wi-Fi on Power

saving on
A X X
S X
PA X X X
PS X X
WA X
WS

Table 2. Dataset experiment results. The RER column represents the per-
centage of the relative error reduction of the counts. Each value from the
Device mode column is explained in Table 1

Device
mode Epoch

Counts
before
treat-
ment

Counts
after
treat-
ment

Real
count RER %

S

0 398 18 22 98.936 %
1 413 20 21 99.745 %
2 333 16 20 98.722 %
3 230 16 19 98.578 %

A

0 123 22 21 99.02 %
1 103 23 20 96.386 %
2 86 24 20 93.939 %
3 76 21 18 94.828 %

PS

0 323 18 20 99.34 %
1 303 14 20 97.88 %
2 265 18 20 99.184 %
3 104 16 18 97.674 %

PA

0 173 26 21 96.711 %
1 102 27 21 92.593 %
2 87 27 21 90.909 %
3 90 19 20 98.571 %

WS

0 21 11 12 88.889 %
1 12 7 7 100 %
2 10 6 6 100 %
3 7 4 4 100 %

WA

0 21 10 11 90 %
1 14 5 6 87.5 %
2 13 6 7 83.333 %
3 11 5 5 100 %

usage are raised, various solutions had to be implemented to ad-
dress these privacy issues in crowd monitoring. On one hand, new
crowd-monitoring systems have been designed with people’s pri-
vacy in mind. On the other, mobile device and operating system
manufacturers introduced MAC address randomization to hinder
device tracking. However, the latter solution proved to also affect
the accuracy of the crowd-monitoring system’s counts. Many stud-
ies have attempted to defeat this randomization mechanism with
respect to crowd monitoring, but, to the best of our knowledge, not

many considered individuals’ privacy in such systems.

This paper provides an analysis on how the pedestrian counts
of this new generation of Wi-Fi based crowd-monitoring systems
are affected by MAC address randomization. Furthermore, a system
model that deals with random MAC addresses and improves the
statistical counts, namely footfall and crowd flow, is presented in
the context of a crowd-monitoring system that fully anonymizes
the sensed data. A proof of concept for the proposed system was
implemented focused on calculating the footfall, which attempts to
cluster randomized MAC addresses coming from the same device
using timing and Information Elements fingerprints. To test the
functionality and accuracy of our implementation, we conducted an
in the wild experiment and a dataset experiment. Results showed
that the system can function properly in a real-world scenario and
that it can reduce the error of the statistical counts by more than 90%
when counting devices that have their Wi-Fi turned on. And even
for those that do not have their Wi-Fi turned on, our estimations
were only 1 device away from the real count. Such a significant error
reduction clearly shows that MAC address randomization can be
mitigated in the context of Wi-Fi based crowd-monitoring systems
that produce, as their only output, pedestrian counts.

Although the results of this study are very promising with respect
to calculating the footfall, our proof of concept have not addressed
crowd flows yet. The biggest challenge here is passing the infor-
mation about the clusters of bursts of probe requests with random
MAC addresses from one sensor to another while still preserving
the privacy requirements of the crowd-monitoring system. Thus,
further research is required in order to determine how well the
proposed system model can improve the crowd flow estimations.
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Fig. 3. Effects of different IBAT, random MAC address lifetime and epoch length configurations on bursts detection. First column shows the length of each
parameter, which can be short or long, and the second column shows a detection scenario based on the corresponding configuration of the parameters. The
different colors of the bursts represent a different MAC address for all probe requests within that burst.
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Fig. 4. System model for dealing with random MAC addresses
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