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Steganography is the practice of hiding secret information inside something
that is no secret, for instance, an image, audio message or even text. These
practices have long been used in communications since, at first glance, if
one does not know there is data hidden, it is imperceptible; thus, to extract
the information, mathematical methods to obtain this data need to be fol-
lowed. For instance, steganalysis is the study attempting to detect hidden
messages in steganography. This research paper analyses a generated image
steganography dataset, composed of 21 images, to obtain the typical charac-
teristics of images used in image steganography, such as picture size, colour
(RGB, Grayscale) or the capacity of hidden message. The study focuses on
the transform domain, more precisely Discrete Cosine Transform (DCT),
performing image steganography on the dataset elements through several
available image steganography tools to achieve such a purpose. Among the
tools used in the research, there are M4JPEG, Jstego and F5. Besides, Aletheia
was used as a steganalysis tool throughout the research. Furthermore, differ-
ent types of secret data were hidden inside the 21 dataset images; among
these, 3 images and 4 text files of distinct characteristics.

Additional Key Words and Phrases: Image Steganography, Transform Do-
main, Discrete Cosine Transform, Secret Data, Cover Image, Stego Image.

1 INTRODUCTION
Different variations of steganography have been going around since
the ancient Greek era; more than 2500 years later, new inventions
have come to play, but its principles remain the exact [20]. Following
the evolution in the digital era, messages hidden have been adapting
to vary in form, from plain-text messages to audio or even video.
The use of these secret message methods is becoming more and
more popular nowadays. Governments use them as a type of hidden
communication [5, 8, 12, 38], and even businesses have been using a
form of steganography in everyday documentation with the use of
watermarking [5, 20] or protection of intellectual property [20]. The
key to image steganography resides in the fact that it is practically
undetectable; unless it is known that there is a message hidden in
the image, one would not perceive there is data hidden inside [14].
With the growth of digital steganography in recent years, the use
of steganography in digital aspects has become a usual practice,
precisely because it is not that obvious that data has been hidden
[20]. However, as already established after using steganography for
communication during the attacks on the Twin Towers in September
2001 [14], this methodology has been used by terrorists to communi-
cate and adapted as a way of performing cyberattacks [17, 36]. This
research is focused on analysing different images before and after
the performance of image steganography. It was performed with a
generated dataset of images with diverse characteristics (such as
sizes or colours). The focus is on the transform domain, as for the
manipulation of JPEG images, which is one of the popular image file
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formats nowadays [14, 27]. Regarding JPEG images, the most out-
standing type in the transform domain for such purposes in image
steganography is the Discrete Cosine Transform (DCT) [13, 19, 27],
which is the centre of this research. DCT is believed to have less
image resolution [14] once performed image steganography than
other methods in the domain. Thus, the importance of this research
is to analyse the characteristics of images and those existing tools
searching which one is better for performing such image steganogra-
phy. Among the existing DCT image steganography tools there are,
for instance, M4JPEG [2], Jstego [35], Stegote [39], F5 [9] or Jsteg
[7]. Lastly, a steganalysis tool, Aletheia [10], was used to process the
stego images through steganalysis practices to prove if confidential
data could be found among the image.

1.1 ResearchQuestions
This research aims to analyse and review different DCT image
steganography tools to obtain outstanding features by analysing the
different image characteristics in the transform domain and com-
paring the differences of the images among the various DCT tools.
Having stated the problem and the background of the research, the
following research question can be inferred from it:

What are the specific outstanding features of an image such as
colour (RGB or Gray-scale), image size and size of the hidden message
space decisive to performing image steganography?

Furthermore, to answer the proposed research question, the fol-
lowing sub-research questions should be answered:

(1) If subjected to steganalysis, are these images easily identifi-
able as altered images, obtaining the hidden message?

(2) From the sample of DCT-steganography tools ( M4JPEG,
Jstego, F5 [2, 9, 35]) to perform DCT steganography, which
is/are the most accurate (in terms of lowest Mean Square
Error, MSE) as to be used?

The remainder of the paper is structured as follows: Section
2 discusses Related Work relevant to this research. In Section 3,
the methodology followed during the study is explained. Section
4 presents the results and the following discussion of the research.
Finally, Section 5 displays the conclusions and future work.

2 RELATEDWORK
Distinct research has been performed in the field of image steganog-

raphy, analysing the different methods of performing a secure com-
munication hiding messages in images [6, 25], and distinct method-
ologies to extract the hidden information [24], as well as steganalysis
[6]. Their focus is on the colour specifications of the images and the
differences between a cover image and the altered one, based on the
pixel colour and distribution in different pixel sections of the image
[6, 8, 11, 36].
Research in image steganography at the frequency domain has

been performed. They focused on methodologies used to perform
image steganography in the different types (such as DCT) inside
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the transform domain [6, 8]. Moreover, there are already performed
studies on the colour, gray-scale [23, 28, 31], and size of the images
[23, 28, 32] in image steganography. These can be useful to have a
broader view of image steganography in the transform domain and
the further purpose of this research.
Having taken into account the existing literature, this research

aims to bring to the field a new perspective on the outstanding
features that images possess in DCT to be chosen to perform image
steganography. A whole view of specific image features will be
obtained, thus, providing more insight into steganalysis [6] with
the possibility of mitigating future steganography cyberattacks.

Furthermore, research has been performed on the available mech-
anisms applicable to the transform domain [14, 25, 26, 31, 32] in
image steganography. Nevertheless, focusing on DCT, there is a lack
of analysing together the common highlights/ characteristics that
make an image more suitable for performing image steganography.
Naming a few of these common characteristics to be studied can
be the image size, colour (RGB, Grayscale) or capacity of hidden
messages. The study of DCT has been performed in several papers
[13, 19], but there is a lack of studying both the commonly pos-
sessed image characteristics and the study of these by comparing
the results of various DCT image steganography tools.

3 METHODOLOGIES
To achieve the aim of this research several steps were followed

based on a study through different DCT-applied Image Steganogra-
phy tools and the steganalysis procedure. Before conducting such a
study, the images used in the research had to be gathered to compose
an adequate dataset [18]. These 21 images shaping the dataset were
obtained from distinct sources of images available to use for the
public [3, 4, 22] and others taken with the use of a digital camera
(Canon EOS 200D [1], contact the author for further information
regarding these images). The images were chosen so that there were
different characteristics represented among the pictures defining the
dataset, for instance, different colour ranges (RGB, 24-bit images; or
Grayscale, 8-bit images), pixel size and bytes size. Table 1 presents
the characteristics of the RGB cover images in the dataset, 24-bit
images, while Table 2 presents the features of the ones classified as
Grayscale, 8-bit images. The corresponding images are displayed in
Figures 1 (RGB) and 2 (Grayscale).
Additionally, 7 separate files to be used as the information to

be hidden, 3 JPEG and 4 TXT files, were the chosen ones to play
the role of the secret data. These were selected to obtain results
from a variety of hidden files, thus, taking into consideration how
the characteristics of a stego image may differ depending on the
secret data. The images (labelled as sJpeg1, sJpeg2 and sJpeg3) were
chosen to have different sizes and pixel dimensions. At the same
time, the text files (labelled as Text 1, Text 2, Text 3 and Text 4) were
generated with different file sizes, as can be observed in Tables 3
and 4. This was done so that cover images (Figures 1 and 2) could
be studied with different ranges of hidden data and check upon the
distinct characteristics after the stego image was obtained.
Once the dataset was completed, M4JPEG, Jstego and F5 were

downloaded and installed. With this began the analysis of each
tool to identify their different features, considering, for instance,

Table 1. RGB Image Cover Dataset Features

Label Colour Size Dimensions

Girl RGB (24-bit) 25,072 B 256x256
Peppers RGB (24-bit) 131,965 B 512x512
Autumn1 RGB (24-bit) 364,997 B 600x400
Lake RGB (24-bit) 327,447 B 600x427
Autumn2 RGB (24-bit) 83,555 B 600x450
Landscape1 RGB (24-bit) 1,161,515 B 1920x1080
Aerial1 RGB (24-bit) 4,968,345 B 2250x2250
Fish RGB (24-bit) 3,606,220 B 4032x3024
Flowers RGB (24-bit) 4,718,002 B 6000x4000
Landscape2 RGB (24-bit) 12,365,329 B 6000x4000
Landscape3 RGB (24-bit) 6,947,826 B 6000x4000

Table 2. Grayscale Cover Image Dataset Features

Label Colour Size Dimensions

Boat Grayscale (8-bit) 112,662 B 512x512
Bridge Grayscale (8-bit) 112,662 B 512x512
Tank Grayscale (8-bit) 98,221 B 512x512
Aerial2 Grayscale (8-bit) 387,991 B 1024x1024
Man Grayscale (8-bit) 319,330 B 1024x1024
Plane Grayscale (8-bit) 274,377 B 1024x1024
Landscape4 Grayscale (8-bit) 3,802,114 B 6000x4000
Landscape5 Grayscale (8-bit) 1,418,459 B 6000x4000
Landscape6 Grayscale (8-bit) 1,331,510 B 6000x4000
Landscape7 Grayscale (8-bit) 1,194,365 B 4032x3024

(a) Girl (b) Lake (c) Autumn1 (d) Autumn2 (e) Peppers

(f) Landscape 1 (g) Aerial 1 (h) Fish (i) Flowers

(j) Landscape 2 (k) Landscape 3

Fig. 1. RGB Cover Images

which cover images could be used per tool and the different data
to be hidden that was supported. Furthermore, a steganalysis tool
was downloaded, Aletheia, with a broad spectrum of methods to
compare cover and stego images.
3.0.1 Metrics . Various performance metrics were taken into con-
sideration for the development of this research. When dealing with
images and hiding images inside of them, it was essential to care-
fully choose the metrics used to obtain conclusive and accurate

2



Decisive Image Characteristics to Perform Image Steganography in DCT TScIT 37, July 8, 2022, Enschede, The Netherlands

(a) Boat (b) Bridge (c) Tank (d) Aerial 2 (e) Man

(f) Plane (g) Landscape 4 (h) Landscape 5

(i) Landscape 6 (j) Landscape 7

Fig. 2. Grayscale Cover Images

Table 3. Image Secret Data Description

Label File Image Size Details

sJpeg 1 JPEG 27,058B
256x256

RGB, 24-bit

sJpeg 2 JPEG 20,679B
300x430

RGB, 24-bit

sJpeg 3 JPEG 273,090B
2048x3072

Grayscale,
8-bit

results that could be compared among the different images and
DCT tools. First, calculating the embedding capacity (also known as
embedding payload) of the image, in other words, the percentage
representation of embedding bits in the overall pixels of the cover
image, was fundamental. This way, we could understand the cover
image’s capacity to hide a message. Therefore, the embedding rate
(ER) was used for this purpose. Equation 1 displays the formula to
calculate the ER [40]. N stands for the number of embedded secret
bits, while H andW stand for the height and width of the picture
(pixel size), respectively.

𝐸𝑅 =
𝑁

𝐻𝑊
𝑏𝑏𝑝 (1)

The Mean Square Error (MSE) was chosen to calculate the dif-
ference between the cover and stego images. MSE formula can be
found in Equation 2, wherem and n represent the dimensions of the
image, c stands for cover image and s for stego image. MSE has not
defined threshold; however, the lower the value, the better [21, 29].

Table 4. Text Secret Data Description

Label File Text Size

Text 1 TXT This is a hidden message 24 B
Text 2 TXT This is the second hidden mes-

sage as a text file and we are try-
ing to prove if there is a big dif-
ference between the first text file
and the second one (x4)

610 B

Text 3 TXT The hidden message for this ex-
ample aims to be of a bigger size
than the other text file which is
26 bytes. There are different tools
to be used in the development of
this research project, more pre-
cisely the ones applied for DCT
in the Transform Domain are the
ones we focus on, and this text
file is going to be used as a hid-
den message in the images. (x3)

1,075 B

Text 4 TXT This is the last text file to be used
as a trial of hidden message, this
one is the one with the biggest
number of characters and the re-
sults will differ from the ones ob-
tained in the previous text files as
it is big. (x46)

10,072 B

𝑀𝑆𝐸 =
1
𝑚𝑛

𝑚−1∑︁
𝑖=0

𝑛−1∑︁
𝑗=0

(𝑐 (𝑖, 𝑗) − 𝑠 (𝑖, 𝑗))2 (2)

Lastly, Equation 3 presents the formula to calculate the Peak-
Signal-to-Noise-Ratio (PSNR). It was chosen to obtain the quality of
the stego image, basically obtaining the degree of similarity between
the cover and stego image. To calculate PSNR, we need the MSE,
obtained from equation 2, and the MAX pixel value of the image.
These maximum values will differ depending on the type of image;
if we encounter an 8-bit image (Grayscale), the maximum value to
be obtained will be 28 = 256. On the other hand, for 24-bit (RGB)
images, MAXwill have a different value; in this case, 224 = 16777216.
Considering the distinct value of MAX, so would be the range of
PSNR, where the lowest the value, the more distortion is the stego
image and the higher the value, the better the quality. For 8-bit
images, if we obtain a MSE value of 1, 20𝑙𝑜𝑔10 (255) = 48.13𝑑𝐵,
therefore if lowering the MSE value under 1, would give a value not
bigger than 60dB. Following the same strategy, the minimum value
obtained would be 20𝑙𝑜𝑔10 (255/

√
255) = 20.06𝑑𝐵. On the other

hand, for 24-bit images, following the same reasoning as for 8-bit
ones, for an MSE of 1, we have 20𝑙𝑜𝑔10 (16777216) = 144.5𝑑𝐵 [34],
which lowers the MSE value under 1 will provide a PSNR no bigger
than 170dB and no lower than 20𝑙𝑜𝑔10 (16777216/

√
16777216) =

72.24𝑑𝐵.
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𝑃𝑆𝑁𝑅 = 10 log10
(𝑀𝐴𝑋 − 1)2

𝑀𝑆𝐸
=

20 log10
(𝑀𝐴𝑋 − 1)

2√
𝑀𝑆𝐸

𝑑𝐵

(3)

3.1 Performing Steps for Sub-Question 1
(1) Perform image steganography in each image from the dataset

(Figures 1 and 2), exploiting the selected DCT tools by using
sJpeg1 (Table 3) as the hidden data.

(2) Repeat step 1 for each of the remaining 6 secret messages
(Tables 3 and 4).

(3) Choose a sample dataset of the obtained stego images and
create a table per DCT-tool with the different characteristics
of the cover (Figures 1 and 2) and stego image.

(4) Perform steganalysis with the use of Aletheia [10].

3.2 Performing Steps for Sub-Question 2
(1) For each of the DCT tools, perform the mean MSE and PSNR

for each of the RGB stego images of hidden data Text 1.
(2) Repeat step 1 with the other 6 secret messages.
(3) Repeat steps 1 and 2 for Grayscale stego images.

3.3 Performing Steps for the Main RQ
(1) Gather all the information obtained from sub-questions 1 and

2.
(2) Divide the 21 images from the dataset into 4 groups based on

the image size.
(3) For the first group and secret data Text 1 (Table 4), get the

average of the PSNR from the outputtedM4JPEG stego dataset
for both RGB and Grayscale images.

(4) Repeat step 3 with the remaining 6 secret data (Tables 3 and
4).

(5) Repeat steps 3 and 4 for the next 3 groups.
(6) Repeat steps 3 to 5 for Jstego and F5.
(7) Place the results on a table providing division by tool and

colour range. (Refer to Table 16)

4 RESULTS AND DISCUSSIONS
Considering the steps and methodology discussed in the previous

section, both the answer to the sub-questions and the main research
question will be discussed in this section, providing the different
results of the experiments and research. It is essential to mention
that while at the beginning, it was mentioned that 5 tools were going
to be used to perform image steganography, the sample has been
reduced to 3 (M4JPEG, Jstego and F5). After further studying the
functionality of Stegote and Jsteg, it was concluded that those tools
could not be used since they are either outdated or have missing
files. Thus, the code cannot be run in nowadays environments.

4.1 Sub-Question 1 Results
Hiding a message in each image and defining the dataset for each

of the specified DCT image steganography tools was challenging.

Each tool is developed uniquely, with specific characteristics that
interfere with the ones established by any of the other selected tools.
Therefore, from the available 21 images in the dataset, only a few
could be used per tool. Which of these were used on each depends
not only on the requirements of such application but also on the
characteristic of the image, hence the broad spectrum of different
images in the dataset.

4.1.1 M4JPEG Tool . The first tool to be analysed in this research
was M4JPEG. With it, steganography was performed for each image
from the dataset by hiding the different secret data inside of them.
Nevertheless, due to specific characteristics of this tool, only 7 im-
ages were successfully processed, obtaining a stego image. After
checking the successful JPEG and the ones that were not, it could
be inferred that Grayscale images were not accepted by this tool,
as trying to use one of them as the cover image would throw an
error. Furthermore, too large image files (more than 5KB byte size)
were not accepted by M4JPEG, throwing an error specifying the
file was too large. M4JPEG is focused on hiding secret data inside
images having enough capacity to hide a message inside them, not
distorting the original photo (in terms of augmenting the cover
image dimensions, for instance). Not all 7 secret messages could be
embedded inside the supported cover images. For example, when
choosing Autumn1which is 364,997 bytes, M4JPEG displays that the
total image capacity available to hide data is 6430 bytes. Looking at
Table 4, the only data that could be hidden inside this cover image
will be Text 1, Text 2 and Text 3 since the images (Table 3) have a
larger byte size than the available capacity in Autumn1.

Table 5. M4JPEG Sample Metrics

Image Data ER MSE PSNR

Autumn 1 Text 2 0.018 0.10 154.70dB
Autumn 2 Text 1 0.0008 0.01 167.37dB
Lake Text 3 0.034 0.14 152.96dB
Peppers Text 1 0.0007 0.01 164.02dB
Landscape 1 sJpeg 1 0.104 0.28 150.0dB
Aerial 1 sJpeg 2 0.033 0.92 144.86dB

To process the obtained results, it was considered to use a sample
of the obtained stego images since the total number obtained was
up to 26 stego images. Table 5 presents the information of these
sample pair cover-stego images obtained from one of the secret data
hidden in the cover image. Moreover, to have a broader perspective
of the differences between cover and stego images, different metrics
were calculated for 3 cover-stego image pairs from the M4JPEG
obtained dataset. Among the calculated metrics shown in Table 6
there is the embedding rate (ER), the mean square error (MSE) and
the peak-to-noise-signal (PSNR), prior discussed in Section 3.

4.1.2 Jstego Tool . The following tool analysed in this research was
Jstego, based on a Jsteg algorithm to perform DCT image steganog-
raphy. Following the procedure with the previous tool, each image
from the dataset was processed with Jstego trying to hide the differ-
ent secret data (Tables 3 and 4) inside. With this tool, from the 21
images defining the database, only 6 were successful in the process
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Table 6. M4JPEG Result Images

Cover Stego Colour S. Data

RGB
24-bit

Text 2

600x450
83,555B

600x450
510,535B

RGB
24-bit

Text 1

512x512
131,965B

512x512
131,972B

RGB
24-bit

sJpeg 1

1920x1080
1,161,515B

1920x1080
1,149,763B

of steganography. The remaining 15 were non-conclusive. Thus, no
stego image was obtained from the cover. The main reason is that
Jstego does not support images with smaller sizes (in Byte terms).
Based on the study of the different images, it can be inferred that to
potentially obtain a stego image, the cover should be at least 1KB.
As with M4JPEG, this algorithm is also focused on hiding secret data
inside images with enough capacity to hide a message (no distortion
provoked). The total number of stego images obtained from the 6
accepted cover images was up to 34. If the 7 secret messages dis-
played in Tables 3 and 4 could have been hidden in all the covers, the
sample would have been up to 42. Nevertheless, some of the secret
data were too big to be hidden inside the covers due to capacity and
size.
As with M4JPEG, the sample of obtained images for Jstego was

reduced to 3. Table 7 presents the information of these sample
dataset images and the obtained stego images from one of the secret
data hidden. Following the procedure, the metrics for 6 different
pairs of cover and stego images were also calculated and can be
explored in Table 8.

4.1.3 F5 Tool . Finally, the last DCT image steganography tool to be
evaluated was F5, which is based on the algorithm of the same name.
With this tool, all the images were successful; in other words, all
covers (Figures 1 and 2) for all secret data (Tables 3 and 4) returned
a stego image. Differing from the previous results obtained using
M4JPEG and Jstego, the 21 images shaping the dataset were used
as cover images returning at least one stego image. Following the
differences with the previous two tools, F5 does not possess any
unique characteristics of why some covers are rejected. In fact, none
of the images was rejected, no matter the size or colour, for instance.
It is also curious that cover images would return a stego image even
if the secret data would be higher than the capacity of the image

Table 7. Jstego Result Images

Cover Stego Colour S. Data

RGB
24-bit

Text 4

1920x1080
1,161,515B

1920x1080
484,703B

RGB
24-bit

sJpeg 2

6000x4000
4,718,002B

6000x4000
1,426,229B

Grayscale
8-bit

Text 1

6000x4000
1,331,510B

6000x4000
1,762,821B

Table 8. Jstego Sample Metrics

Image Data ER MSE PSNR

Landscape 1 Text 4 0.039 11.24 133.99dB
Flowers sJpeg 2 0.007 1.45 142.87dB
Landscape 3 Text 3 0.0004 3.13 139.54dB
Landscape 4 sJpeg 1 0.009 109.83 27.72dB
Landscape 5 Text 2 0.0002 111.11 27.67dB
Landscape 6 Text 1 8𝑒−6 92.48 28.47dB

to hide a message. Nevertheless, in this case, it would be easily
noticed that the image has been altered since the size of the images
is adequate based on the data hidden (hence, a smaller image would
be augmented and distorted), which makes the pixels of the image
a bit blurry and quick to wonder there is something wrong with the
image.
Performing steganography with F5 in the proposed dataset re-

turned up to 147 stego images. Cover images that were smaller than
the message to be hidden did return a stego image, thus why the
complete dataset could be used with F5 for the 7 proposed secret
data files. Out of these 147 images, 3 pairs were chosen to be used as
a sample; they can be observed in Table 9 shows the different char-
acteristics of both the stego and cover image. Finally, the metrics
calculated for the referred sample images in Table 9, and 3 additional
pairs, can be found in Table 10.

Having gathered the information displayed in Tables 5 to 10, the
images were subjected to steganalysis, using Aletheia, to analyse
if the stego images were identified as altered, specifying that there
was a hidden message. It should be noted that when subjected to
steganalysis, some of the results were inconclusive, or Aletheia
could not detect the hidden data; this will be evaluated later in this
section. The total number of stego images obtained with M4JPEG,
Jstego and F5 was up to 207 stego images; therefore, a sample of
6 images out of this 207 was chosen. The results of performing
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Table 9. F5 Sample Metrics

Image Data ER MSE PSNR

Girl Text 3 0.131 23.68 130.75dB
Boat Text 2 0.019 16.62 35.92dB
Plane Text 1 0.0002 16.16 36.05dB
Fish Text 4 0.007 106.55 124.22dB
Landscape 4 sJpeg 3 0.091 5.37 40.83dB
Landscape 3 sJpeg 1 0.009 4.78 137.70dB

Table 10. F5 Result Images

Cover Stego Colour S. Data

RGB 24-
bit

Text 3

256x256
25,072B

256x256
10,143B

Grayscale
8-bit

Text 2

512x512
112,662B

512x512
47,192B

Grayscale
8-bit

sJpeg 3

6000x4000
3,802,114B

6000x4000
3,987,491B

steganalysis in this sample of images are presented in Table 11.
Although Aletheia provides several services for steganalysis, for
this research, the Calibration attacks to JPEG steganography [15] was
performed on the stego images since we are using JPEG images in a
DCT environment. Aletheia also provides other steganalysis attack
methods. However, this is based on Structural LSB detectors [16],
which was considered outside this research’s scope. Furthermore, it
has a wide range of methods to compare the differences between the
stego and the cover images and differences betweenDCT coefficients
or the probability of a cover image to be altered through specific
image steganography algorithms, among others.

The Calibration attacks to JPEG steganography analyses the differ-
ent channels in the image and retrieves whether there is hidden data
in any of these channels (either 0, 1 or 2); whenever a ✓is placed,
it means that hidden data was found in that channel. On the other
hand, if there is a ✗, it means that there is no hidden data in the
proposed channel; also, as a third option, in those rows where Error
is placed, steganalysis was inconclusive; thus, no concrete result for
any of the channels was obtained.

Table 11. Steganalysis attacks on obtained stego images

Tool Cover Secret Channel
0

Channel
1

Channel
2

M4JPEG Text 1 ✓ ✗ ✓
Text 3 ✓ ✗ ✓

M4JPEG Text 1 ✓ ✓ ✓
Text 2 ✓ ✓ ✓

M4JPEG sJpeg 1 ✗ ✗ ✗

sJpeg 2 ✗ ✗ ✗

Jstego Text 4 Error Error Error
sJpeg 2 Error Error Error

Jstego Text 2 Error Error Error
Text 3 Error Error Error

Jstego sJpeg 1 Error Error Error
sJpeg 2 Error Error Error

F5 Text 3 Error Error Error
sJpeg 3 Error Error Error

F5 sJpeg 1 Error Error Error
sJpeg 3 Error Error Error

F5 sJpeg 2 Error Error Error
sJpeg 3 Error Error Error

4.2 Sub-Question 2 Results
The total number of stego images obtained during the first phase

of the research, discussed in the previous subsection, exceeds 200 im-
ages. Consequently, only a subset of these stego images was used to
study the accuracy of the selected tools. For each of the tools and se-
cret data files (Tables 3 and 4), 6 to 7 cover-stego image pairs in RGB
and Grayscale were chosen to be studied, thus, reducing the sample
dataset and the computational time to calculate the performance
metrics. As described in the methodology section, the accuracy of
the DCT image steganography tools was achieved through the Mean
Square Error (MSE) and the Peak-Signal-to-Noise-Ratio (PSNR). The
procedure to be followed was focused on obtaining the MSE and
PSNR values for each of the images hiding specific secret data, for
instance, for the first 6 samples (represented in the tables with an S,
sample) RGB images with the hidden message being Text 1. Later,
the mean of all the obtained results for both metrics was calculated,
obtaining an average of the MSE and PSNR values for a specific
secret data on a specific tool. These results can be observed in Tables
12, 13 and 14 for each of the DCT tools studied in this research. It
is important to note that for some secret data messages in a spe-
cific tool, the number of stego images obtained was limited to 2
or 3; therefore, the sample of images could not be augmented to
match the other sections with up to 6 sample images. Besides, as
mentioned in the previous subsection, M4JPEG only accepts RGB
images; hence, no Grayscale stego images were outputted to be used
in this research.

Looking back at the results, Table 15 evaluates the different DCT
tools, defining which are the accepted cover files extensions, as
well as the type of secret messages that can be hidden. There is
an evaluation of the MSE and PSNR values of each tool for both
Grayscale and RGB images. This evaluation is distributed between
H (high) and L (low). The range of what is considered high or low
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Table 12. M4JPEG Metrics Table

Secret RGB
Data S MSE PSNR

Text1 6 0.01 169.29dB
Text2 6 0.07 157.08dB
Text3 6 0.13 154.78dB
Text4 3 0.54 148.50dB
sJpeg1 2 0.74 146.87dB
sJpeg2 2 0.58 147.85dB
Avg. 0.34 154.06dB

Table 13. Jstego Metrics Table

Secret RGB Grayscale
Data S MSE PSNR S MSE PSNR

Text1 3 5.09 138.93dB 3 104.49 27.96dB
Text2 3 4.94 139.01dB 3 104.49 27.96dB
Text3 3 4.97 138.99dB 3 104.48 27.96dB
Text4 3 5.27 138.82dB 3 104.47 27.96dB
sJpeg1 2 8.09 136.36dB 3 104.40 27.96dB
sJpeg2 2 8.09 136.36dB 3 104.42 27.96dB
Avg. 6.08 138.08dB 104.46 27.96dB

Table 14. F5 Metrics Table

Secret RGB Grayscale
Data S MSE PSNR S MSE PSNR

Text1 6 34.59 131.49dB 6 13.72 40.17dB
Text2 6 37.17 130.45dB 6 17.0 37.72dB
Text3 6 42.99 130.59dB 6 15.12 39.08dB
Text4 6 40.21 129.47dB 6 18.33 39.24dB
sJpeg1 6 35.14 131.67dB 6 19.02 37.96dB
sJpeg2 6 43.51 130.40dB 6 21.16 37.35dB
sJpeg3 6 37.72 130.16dB 6 18.74 37.27dB
Avg. 52.11 130.60dB 20.23 38.40dB

differs from MSE to PSNR, based on the final average presented in
each table (Tables 12 to 14). Moreover, it is essential to mention that
while a higher result in PSNR indicates a good quality of the stego
image (less distortion), MSE is the other way around. The greater
the value, the higher the difference between the cover and the stego
image. Therefore, for MSE, we considered any value lower than
10 to be established as High for both RGB and Grayscale. Besides,
considering that the range of PSNR for RGB images falls up to 170dB,
values higher than 140dB were considered High PSNR [30]. On the
other hand, the range flows up to 60dB for Grayscale images; thus,
PSNR was considered High for values greater than 35dB [33, 37].
Based on the results obtained from the previous subsection and

performance metric results presented in Tables 12 to 14, as well
as the evaluation in Table 15, it can be inferred which tool(s) has
better accuracy for image steganography. No concrete tool would
be perfect for every aspect of image steganography applying DCT.

Table 15. DCT Image Steganography tools details

Tool Cover
type

Secret
Data

RGB Grayscale

MSE PSNR MSE PSNR

M4JPEG JPEG TXT,
JPEG

L H N/A N/A

Jstego JPEG TXT,
JPEG

L H H L

F5 JPEG TXT,
JPEG

H L H H

The accurate decision should be considered depending on the image
chosen as the cover. As can be observed in Table 12, the performance
of executing image steganography using M4JPEG with RGB images
is accurate; the levels of MSE are low, especially for small Text
files, as can be seen in Text 1 or Text 2. Texts 3 and 4 have a bit
higher results but overall, keep it under 1, which offers an almost
nonexistent distortion in the stego image. As for the sJpeg secret
data, levels go up, almost reaching 1 in the case of sJpeg1; however,
again, the result is good enough to establish a low MSE; almost no
error between the cover and the stego image. On the same line, PSNR
has, on average high values, referring to a low level of distortion.
Nevertheless, in both cases, either Jstego or F5, RGB values for
MSE are higher than for M4JPEG, especially for F5, where the error
rate goes up on average. PSNR is quite distant from the high levels
obtained in M4JPEG, too. Thus, the distortion is more significant
for both F5 and Jstego. From this discussion, it can be inferred that
with RGB images, no matter the hidden data size, M4JPEG is a more
accurate decision to perform image steganography.
On the other hand, for Grayscale images, we can only consider

Jstego and F5. As mentioned in the previous subsection, M4JPEG
only accepts RGB cover images. Comparing both MSE results for F5
and Jstego, the average is more excellent for Jstego; the error rate
between cover and stego image is more significant in this case, again,
no matter the size of the hidden message. In terms of PSNR, the same
reasoning applies; Jstego has lower PSNR values; thus, the level of
distortion is more remarkable for the stego images obtained from
this DCT tool. These can be observed in Table 8 as the Grayscale
stego image is lighter than the cover one; therefore, the error rate
is expected to be higher and the PSNR to be lower. The conclusion
inferred from such statements is that for Grayscale images, F5 offers
better and more accurate results than Jstego.

4.3 Main ResearchQuestion Results
The previous subsections have focused on the process of stego

images through steganalysis and the accuracy of the different DCT
tools when performing image steganography. With these results
taken into consideration and gathering all the previous information,
this subsection aims to answer the main research question by eval-
uating the most common characteristics of successful cover images
(those that returned a stego image). To proceed, the cover images
were divided into 4 groups, depending on their sizes; they can be
observed in Tables 16 and 17.
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To reduce the number of images and work with a smaller sample,
for each group, 2 to 3 randomly selected cover-stego pairs of images
were chosen to calculate the average PSNR for each secret data (Ta-
bles 3 and 4) and exploited DCT tools in this research. The study per
group and tool was performed twice, once with RGB images (24-bit)
and another with Grayscale images (8-bit). Tables 16 and 17 present
the evaluation per secret data, classifying the information upon
the different DCT tools, either with a check mark(✓), a cross(✗) or
a check mark-star (✓★). Only averages of high PSNR are consid-
ered to place ✓, being the images slightly distortion, best quality.
For pairs where the PSNR is low, a ✓★ is placed, indicating that a
stego image was obtained, but the level of distortion is noticeable
or higher. Finally, a ✗ represents that there were no images to be
studied for the chosen secret data for a group in a specific DCT tool,
as no stego images were obtained, for instance, the situation with
Grayscale images in M4JPEG.

Table 16. Key Image Characteristics per DCT Tools hiding TXT

S.Data
size

Cover size
(up to)

M4JPEG Jstego F5

RGB GS RGB GS RGB GS

Text1 512x512 ✓ ✗ ✗ ✗ ✓★ ✓
1024x1024 ✓ ✗ ✗ ✗ ✓★ ✓

24 B 4032x3024 ✓ ✗ ✗ ✗ ✓★ ✓
6000x4000 ✗ ✗ ✓ ✓★ ✓ ✓

Text2 512x512 ✓ ✗ ✗ ✗ ✓★ ✓
1024x1024 ✓ ✗ ✗ ✗ ✓★ ✓

610B 4032x3024 ✓ ✗ ✗ ✗ ✓★ ✓
6000x4000 ✗ ✗ ✓ ✓★ ✓ ✓

Text3 512x512 ✓ ✗ ✗ ✗ ✓★ ✓★
1024x1024 ✓ ✗ ✗ ✗ ✓★ ✓

1,075 B 4032x3024 ✓ ✗ ✗ ✗ ✓★ ✓
6000x4000 ✗ ✗ ✓ ✓★ ✓ ✓

Text4 512x512 ✗ ✗ ✗ ✗ ✓★ ✓★
1024x1024 ✗ ✗ ✗ ✗ ✓★ ✓

10,072 B 4032x3024 ✓ ✗ ✗ ✗ ✓★ ✓
6000x4000 ✗ ✗ ✓ ✓★ ✓ ✓

Considering a successful stego image implies that the distortion
between the original image and the outputted one should be as
imperceptible as possible, in other words, having a higher PSNR and
a lower MSE. Besides, it is crucial to consider an ER where the BBP is
high enough to enclose all the bits from the secret message into the
cover image, enabling higher performance and being able to carry
more secret bits. Tthe perfect match would have been an image with
a high PSNR, low MSE and a medium to high ER; nonetheless, this
is just a best-case scenario. The findings in this research conclude
that a good combination of characteristics to obtain a successful
stego image starts with an 8-bit, Grayscale cover image. It can be
observed in Tables 16 and 17 that these images perform better than
the RGB ones, specifically using F5. The levels of PSNR are higher in
most groups with barely noticeable distortion. The performance of
RGB (24-bit) images is lower than the 8-bit ones. However, it can be
observed that using M4JPEG would provide lower distortion stego
images for pictures of sizes up to 4032x3024. RGB images with larger

Table 17. Key Image Characteristics per DCT Tools hiding JPEG

S.Data
size

Cover size
(up to)

M4JPEG Jstego F5

RGB GS RGB GS RGB GS

sJpeg1 512x512 ✗ ✗ ✗ ✗ ✓★ ✓★
1024x1024 ✗ ✗ ✗ ✗ ✓★ ✓

27,058 B 4032x3024 ✓ ✗ ✗ ✗ ✓★ ✓
6000x4000 ✗ ✗ ✓ ✓★ ✓ ✓

sJpeg2 512x512 ✗ ✗ ✗ ✗ ✓★ ✓★
1024x1024 ✗ ✗ ✗ ✗ ✓★ ✓★

20,679 B 4032x3024 ✓ ✗ ✗ ✗ ✓★ ✓
6000x4000 ✗ ✗ ✓ ✓★ ✓ ✓

sJpeg3 512x512 ✗ ✗ ✗ ✗ ✓★ ✓★
1024x1024 ✗ ✗ ✗ ✗ ✓★ ✓★

273,090 B 4032x3024 ✗ ✗ ✗ ✗ ✓★ ✓
6000x4000 ✗ ✗ ✗ ✗ ✓★ ✓

sizes, for example, 6000x4000, should be treated with Jstego or F5,
both having a high PSNR when calculated for this type of image.
Nonetheless, if choosing a big file as secret data, as can be sJpeg3, F5
would be the only acceptable possibility, although the PSNR lowers
down and provokes a distortion of the image. With the support
of the previous arguments, the combination of characteristics that
would offer a great image to perform image steganography using a
DCT tool would start with a Grayscale, 8-bit cover image. Besides,
the size should be more significant than 1024x1024 pixels and an ER
value high enough to embed large files as sJpeg3, which is 273KB.

5 CONCLUSIONS AND FUTUREWORK
This study aimed to analyse the different characteristics that make

an image potentially attractive to be used in image steganography.
Selected DCT image steganography tools, namely M4JPEG, Jstego
and F5, were used to perform image steganography by hiding secret
data of distinct characteristics inside a dataset of 21 images. Overall,
the results discussed in Section 4 show that specific characteristics
make an image attractive to be used as a cover image, obtaining
a successful stego image. Additionally, using performance metrics
such as PSNR or MSE, it was proven that images with specific
characteristics, such as Grayscale (8-bit), perform better as they
have a lower distortion rate.

Even though the results of this research have shaped a new light
into those images that can be used successfully to perform image
steganography using DCT tools/algorithms, this could be further
expanded. First, a broader spectrum of secret messages could be
used, increasing the byte size of new text or image files and using
other types of files to be hidden, such as video or audio, for instance.
Moreover, the range of DCT tools used could be increased with
new algorithms that could enlarge the sample of results, especially
in Grayscale images, as M4JPEG could not recognise them. Future
work on this study should focus on the broader range of secret files
to be used, as well as the size, plus adding more DCT tools that
could amplify the sample of results for each image.
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