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The Internet of Things (IoT), with its numerous systems of interconnected
devices gathering and analysing data about the world, is seeing adapta-
tion in increasingly many areas of society, including smart homes, remote
healthcare and autonomous industry. As these new areas of application are
bringing with them new risks associated with illegal access and malicious
behaviour, it is becoming increasingly important to ensure the security of
IoT systems. While a variety of security challenges and solutions are present,
one of the core features in ensuring the security of IoT systems is authenti-
cation. Traditionally, single-factor authentication has been used to secure
computer systems. However, with the ability of a single factor to ensure
security decreasing, multi-factor authentication (MFA) is emerging as the
new standard. As IoT systems face challenges not present in traditional sys-
tems, such as using devices with limited power and memory, and a variety
of IoT-specific schemes have been proposed in the literature, there is a need
for an overview of MFA schemes applicable in IoT systems. In this paper,
individual analyses of MFA schemes for IoT, as well as a comparative table
of all the schemes, are presented. These contain the schemes’ core features,
strengths and weaknesses, and are brought together to form a comparative
analysis focused on providing people wanting to implement MFA for IoT
with the necessary understanding to make a well-informed decision.
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1 INTRODUCTION
The advancement of Internet of Things (IoT) has led to the emerging
of many new areas of society where such systems bring value. Every-
thing from smart homes to healthcare monitoring to autonomous
industrial applications is now seeing advancements with the ap-
plication of IoT systems [37, 55], but at the same time, is bringing
new and significant risks associated with unintended access to or
behaviour of the systems [10, 35]. As a result, security in IoT sys-
tems is increasingly important, with one of the core challenges
being authentication [10, 20, 45]. For example, in 2017, security vul-
nerabilities that could lead to unauthorized access to and control
over almost half a million pacemakers in use by patients were dis-
covered [22], showing the degree of severity of consequences that
unauthorized access to an IoT system can have.
The traditional, single-factor methods of authentication, such

as using user-created, or default, passwords or scanning radio fre-
quency identification (RFID) tags, can no longer provide the degree
of security needed with regards to the potential consequences of
unauthorized access [27]. Instead, multiple distinct factors must be
applied through multi-factor authentication (MFA) to ensure the
security needed. As IoT systems, compared to traditional computer
systems, face implementation challenges related to their devices’
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limited power and storage capacity [21], MFA schemes for IoT have
different requirements than those of traditional computer systems.
A variety of IoT-based MFA schemes have been proposed in the
literature, with differing factors, architectures and functionalities.
As they all have their own strengths, weaknesses and degree of
applicability, the requirements for implementing such schemes vary
depending on their use-cases. As a result, there is a need for a com-
parative overview and analysis of the available schemes that can
provide the knowledge necessary to make an informed decision of
which factors or schemes to apply with regards to the use case.

To bring forth such an analysis, this paper first looks at the se-
curity challenges present in IoT systems to show both the variety
of attacks and vulnerabilities IoT systems are at risk from, as well
as display the importance of authentication in securing such sys-
tems. Then, MFA schemes for IoT systems found in the literature
are presented individually through a short analysis covering its core
features, strengths and weaknesses. Bringing together the individual
analyses, all the schemes are presented in a benchmark that gives
a comparative overview of their core details. Finally, taking into
account the schemes presented and analysed, a comparative analysis
related to the decision-making process is presented, providing both
what is observed from analysing the schemes and recommendations
on how to make a decision for implementation.

The remaining sections of this paper are as follows: Section 2 de-
fines a common abstract architecture for IoT systems and presents
the security challenges each layer of the architecture faces. Sec-
tion 3 is a literature review consisting of a short analysis of each
multi-factor scheme included in the comparative table at the end
of the section. Section 4 contains a comparative analysis of the
schemes and recommendations for people deciding on a scheme to
implement, and section 5 concludes the findings of the research.

2 SECURITY CHALLENGES
As IoT systems consist of complex networks of devices that are
applied in a variety of ways, they contain many core functionalities,
such as physical sensing of the environment, network transporta-
tion of data, storage and processing of data, and presenting of data
in user applications. In addition, the technological perspective needs
to support security, scalability, and interoperability between hetero-
geneous devices [3]. As a result, different architectures have been
suggested for IoT systems in order to optimally separate the various
functionalities in an abstract way and make the distinguishing of
requirements simpler [11, 34]. To identify the security challenges
facing IoT systems, a reference architecture is needed to separate
the functionalities and requirements into abstract layers where the
challenges and solutions can be presented for each layer.

As various architectures exist, the identification of security chal-
lenges in this paper will make use of one such architecture, namely
the 3-layer architecture [1, 11]. The 3-layer architecture, consisting
of the perception layer, the network layer and the application layer,
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is the most basic architecture presented in the literature, and has
been widely used as a reference for IoT systems [11, 16]. Various
other architectures have been proposed, which implement addi-
tional layers to distinguish the aspects of IoT systems to a higher
degree, with the most common general-purpose architectures being
various forms of 4-layer (perception, network, service/support, ap-
plication) [32, 34, 59] and 5-layer (perception, transport, processing,
application, business) [3, 40, 54] architectures. Although these more
specific abstractions exist, the 3-layer architecture covers all core
aspects of IoT systems, and hence is sufficient for describing the core
security challenges facing IoT, as well as their proposed solutions.

2.1 Perception layer
The perception layer consists of sensing devices that gather informa-
tion about the physical environment, making them the end-nodes in
the IoT network [1]. These devices make use of a variety of technolo-
gies, including RFID, near-field communication (NFC) and global
positioning system (GPS), to gather data about their environment,
such as temperature, pressure or the movement and location of
physical objects [34, 46, 56]. The core functionality of this layer is
to collect, and potentially digitize, data according to some defined
task without significant processing or storage required. After data
is collected by the perception layer, the network layer propagates
the data through the network for communication and processing.
The limited, specific functionality of perception layer devices

and the scale of their deployment in IoT systems commonly lead to
them needing to be cheap and easily deployed. As these devices are
normally battery-powered and limited in their processing power
and storage capacity, they are called resource-constrained devices
[21]. In addition to the challenges resulting from this, perception
layer devices can be at risk of physical attacks stemming from their
deployment. Attacks observed on the perception layer are:
Device subversion: When an attacker gains partial or full control
over a device in the network, allowing the attacker to send faulty
data from the device or make the device cease to function as it is
supposed to. Control of multiple devices in the system gives the
attacker more power to manipulate the functioning of the network
as a whole. This could be achieved through node capture [46].
Device data access: When an attacker gains access to the data
collected by the device. The data may be confidential information
about a system or a person, compromising the security of the sys-
tem. This could be achieved through eavesdropping, node capture
or side-channel attacks. [34, 46].
Device degradation: When an attacker attempts to stop the de-
vice from functioning as it is supposed to by making the device
unavailable, either by preventing access through a denial-of-service
(DoS) attack, or by depleting the devices resources through DoS or
a denial-of-sleep attack [18, 46].
Fake node attacks:When an attacker deploys an invalid node into
the perception layer of an IoT network. Such a node can then be
used to manipulate the functioning of the system, either by flooding
real nodes with data to make them unavailable (DoS) or by sending
fake data to other parts of the network [16].

Multiple solutions are presented to deal with the challenges fac-
ing the perception layer. Node authentication helps prevent fake
node attacks and the ability for an attacker to execute denial-of-
service attacks, and data encryption helps protect the data being
collected by devices or passed between them, while maintaining
the confidentiality of the data. One of the key challenges facing
perception layer devices is their limited capacity when it comes to
energy consumption, processing power and storage capacity, and
hence a central requirement for the security of these devices is that
the security schemes implemented are lightweight.

2.2 Network layer
The network layer consists of wired or wireless networks that trans-
mit the data gathered by devices in the perception layer to the
application layer. The layer makes use of a variety of network tech-
nologies (3G, 4G, 5G, Wi-Fi, Bluetooth, ZigBee, GSM, UMTS, etc.)
to transmit data, in addition to being able to communicate with
external services for data processing and storage (cloud-computing
services, big data repositories) [40, 46]. The core functionalities of
this layer are to transmit and aggregate data gathered in the per-
ception layer and handle the communication across the whole IoT
system.
As the network layer is in charge of transporting data through-

out the IoT system and maintaining communication between the
devices in the system, the main challenges facing this layer stems
from overloading the network, manipulating the routing and com-
munication of the network, and illegally gaining access to the data
passed through the network [16, 34, 46]. Attacks observed on the
network layer are:
Denial-of-service (DoS):When devices in the network layer are
made unavailable by being flooded with packets, for example by
using a fake node, or when the transmission of radio signals in
the network are jammed by an adversary. Both methods lead to
the unavailability of network layer services, and hence impact the
functioning of the whole IoT system [34, 46].
Man-in-the-middle (MITM):When an attacker manipulates the
network into thinking it is a part of it, and is able to intercept
messages passing between two devices without impacting the func-
tioning of the system. Through such an attack, the attacker can gain
access to the data passed in the system [34].
Eavesdropping: When an attacker passively listens to the commu-
nications in the network layer and is able to access the data being
transmitted. Such passive listening might provide the attacker with
confidential information that can either inform it about the system
or be used to execute other attacks [16, 34].
Routing attacks:When an attacker targets the routing and trans-
mission of data throughout the network layer in order to disrupt
the flow of information in the system. Such disruption can be done
by dropping packets or redirecting them to unintended destinations,
and can cause DoS attacks or hinder the system from functioning
correctly. Examples of such attacks include black hole, gray hole
and wormhole [34, 46].

To deal with the challenges facing the network layer, several key
solutions present themselves. Firstly, data transmitted through the

2



Comparative Analysis of Multi-Factor Authentication Schemes for Internet of Things TScIT 37, July 8, 2022, Enschede, The Netherlands

network must be encrypted to maintain confidentiality from eaves-
dropping or other access to the transmitted data. In addition, an
identity management scheme, a secure routing protocol and point-
to-point authentication are needed to ensure communication in the
network is only done through authenticated devices and always
follows the implemented routing protocol.

2.3 Application layer
The application layer consists of the applications that make use of
the data from the perception layer to provide users with the desired
services. The core functionality lies in providing user interfaces that
either display information regarding the collected data in an under-
standable way or allow users to control devices in the perception
layer or the system as a whole [28, 46].
As the application layer may depend on a variety of software

providers, has the ability to control devices in the IoT system, and
is where users provide input and interact with the system, the main
challenges in this layer stem from unauthorized access to the system
and illegally gaining access to the data stored on or passed through
the layer [28, 41, 46]. Security challenges observed on the applica-
tion layer are:
Data confidentiality and user privacy: The data stored in the
application layer contains both user data and information about the
system. Hence, an attacker gaining access to this data risks both the
confidentiality of the system and the privacy of its users. In addition,
the potentially different software providers make protecting data
through all interactions extra challenging. Common attacks include
injection attacks and malware [11, 28, 46].
Authentication and authorization: As users access the IoT sys-
tem through the application layer and use this access to either
control the system or access the data of the system, significant risks
exist regarding unauthorized access in this layer. If an attacker is
able to access the system, significant damage can be caused both
in terms of the functioning of the system and the confidentiality of
its data. Common attacks include various forms of injection attacks
and social engineering [46].
Accessibility and availability: Since the correct functioning of
the IoT system may depend on users being able to interact with and
control the system at all times, an attacker causing the services of
the layer to become unavailable is a significant security risk. Attacks
that can affect this include DoS and malware [28].

As unauthorized access in the application layer presents great risks
regarding both the functioning of the system and the confidential-
ity of user and system data, secure authentication schemes that
protect access, user privacy and interaction between components
in the layer are required to ensure security. In addition, to man-
age the various software and hardware components in the layer
and ensure security is maintained across their potentially varying
communication and authentication protocols, information security
management schemes are needed.

As can be seen from the security challenges and solutions present
in IoT systems, shown in table 1, authentication is of the utmost
importance in securing IoT systems.

Table 1. Security challenges and solutions in 3-layer IoT architecture

Layer Challenges Solutions
Perception Node capture Lightweight

Node impersonation authentication
Fake node attack Lightweight

Data confidentiality encryption
Node availability

Network Data confidentiality Data encryption
Routing attacks Point-to-point

Network availability authentication
Impersonation attacks Identity management

scheme
Secure routing
protocol

Application Data confidentiality Data encryption
User privacy Authentication

User impersonation Information security
Application availability management scheme

3 LITERATURE REVIEW
In this section, each scheme involved in the comparative analysis is
presented individually through a short analysis covering the factors
it uses, the architecture it is designed for, as well as the core strengths
and weaknesses of both the scheme itself and the quality of the way
the authors presented the scheme. The core features, strengths and
weaknesses of each scheme are presented in table 2.

In [15], the authors proposed a three-factor authentication scheme
that uses passwords, smart cards and biometrics as factors, and
elliptic curve cryptography (ECC) as a lightweight approach to
public-key cryptography. The scheme is made for medical profes-
sionals accessing patient sensor data stored in a centralized cloud
environment in real-time. While both medical professionals and
patients register with the system, only medical professionals au-
thenticate with the cloud server to gain access to the data. The
authors provided security and performance comparisons of their
scheme with 11 relevant schemes, and showed that their scheme
covers more security features while keeping performance close to
the most lightweight schemes.
The authors in [31] presented a three-factor scheme that uses

passwords, smart cards and biometrics as factors. The scheme is
made for multi-gateway IoT environments using a control server for
communication. Each gateway consists of an IoT network, and the
gateways register with the control server and mutually authenticate
with users wanting to access the data. While the authors looked
away from the security and computation requirements of the control
server, the architecture presented is still very relevant as it takes
into account authentication between users and gateway networks.

The authors in [57] proposed a two-factor authentication scheme
that uses passwords and smart cards as factors. The scheme is made
for basic cloud IoT environments, only covering communication
between users and a central server that provides the desired re-
sources. While the architecture is basic, the authors included phases
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for changing both passwords and smart cards in their scheme, in
addition to an extensive informal security analysis as well as formal
verification using BAN-logic, random oracle model and AVISPA
tool.
In [26], the authors proposed a three-factor AES-ECC-based au-

thentication scheme for cross-platform cloud environments that
uses passwords, smart cards and biometrics as factors. The scheme is
designed for cloud environments where fog servers that users want
to access may stem from different providers, while being connected
to the same trusted cloud service provider. While they provided
an extensive informal security analysis covering many security at-
tacks and features, their comparison with other schemes was quite
limited.
The authors in [63] analysed two recent multi-server authenti-

cation schemes and showed that a variety of vulnerabilities were
present in both. To address the vulnerabilities, the authors proposed
a two-factor ECC-based scheme applicable in generic multi-server
IoT environments that uses passwords and smart cards as factors.
The scheme consists of a trusted registration authority that registers
both servers and users, before they are able to mutually authenticate
each other and communicate.
In [48], the authors analyzed the most up-to-date USB-based

authentication scheme for smart healthcare and found various vul-
nerabilities, as well as a lack of ability for users to change their
password. They proposed an improved version of the scheme that
uses passwords, USBs and biometrics as factors, covers the vulner-
abilities found, and includes a change-password mechanism. The
scheme consists of users and a central server, and while it was made
for smart healthcare, the generic structure of the architecture makes
it applicable in many fields.
The authors in [64] presented a two-factor scheme for multi-

server smart healthcare environments that uses passwords and
biometrics as factors, and includes a physically unclonable function
(PUF) in the wireless body area network (WBAN) of a medical pa-
tient. Users, including both medical professionals and patients, can
authenticate with both sensors andmedical servers. The architecture
and inclusion of both user-sensor and user-server authentication
makes the scheme both sophisticated and relevant, and the authors
also provided formal verification using BAN-logic, real-or-random
(ROR) model and AVISPA tool.

In [36], the authors analysed a recent authentication scheme
[14] for Internet-of-Multimedia-Things (IoMT) and found that the
scheme violates user anonymity and user untraceability, and is
vulnerable to multiple attacks. They then presented an improved
three-factor ECC-based scheme that is secure against the issues they
identified. The scheme uses passwords, smart cards and biometrics
as factors, and while presented for IoMT, consists of a generic user-
server architecture that is applicable in many environments. The
authors only performed formal verification using a random oracle
model, and provided a limited comparison where the accuracy of
the computation cost is unclear.
In [33], the authors focused on wireless sensor networks (WSN)

in IoT and the limitations of sensor nodes. They performed an in-
depth analysis of an existing relevant scheme [24] and improved on
the vulnerabilities found by creating a three-factor scheme that uses
passwords, smart cards and biometrics as factors. The architecture

consists of users, gateway nodes and sensor nodes, and the authors
gave special attention to ensuring mutual authentication between
users and sensors and using gateway nodes to reduce the work
required by the sensors in order to increase their lifetime.

The authors of [6] proposed a three-factor authentication scheme
for cloud IoT environments, consisting of a system administration
node, users, gateway nodes and sensor nodes. The scheme is highly
applicable in IoT environments, allowing users to directly authen-
ticate with sensors through gateways. They included phases for
changing passwords, smart cards and biometrics, as well as the dy-
namic adding of both gateways and sensors to the system, ensuring
a highly sophisticated scheme. They also provided an extensive
informal security analysis and formal verification using BAN-logic,
ROR model and AVISPA tool.
In [65], the authors analysed a recent related scheme [38] and

showed that both mutual authentication and anonymity is com-
promised in the scheme, before proposing an improved password,
smart card and biometric-based scheme. The scheme is made for
generic cloud IoT environments where users authenticate with reg-
istered cloud servers through a trusted central authority. Although
the scheme appears quite efficient, the authors only compared their
scheme to three others.
The authors of [5] presented the most up-to-date schemes for

wireless health sensor networks and found vulnerabilities in the
most up-to-date scheme [66]. They then presented a password, smart
card and biometric-based scheme, with an extensive list of security
attacks that it is secure against. The system consists of a system
manager that registers users, sensors and gateway nodes, before
allowing users to authenticate with sensors through the gateway
to gain access to sensor data and data stored in the gateway. The
scheme includes the secure addition of sensor nodes, but does not
include password or smart card change.

In [30], the authors found vulnerabilities in a recent WSN-based
authentication scheme [12] and proposed an improved scheme that
uses passwords, smart cards and biometrics as factors. The scheme
consists of users, gateway nodes and sensor nodes, with both users
and sensors registering with the gateway before being able to mutu-
ally authenticate each other. Although the scheme does not include
a phase for smart card change, the authors provided an in-depth
and extensive informal security analysis and performed formal veri-
fication using BAN-logic, ROR model and AVISPA tool.

In [52], the authors performed an in-depth analysis of an existing
authentication scheme [29], finding several vulnerabilities, before
proposing a revised and improved version of the scheme. The revised
scheme is based on ECC and uses passwords, smart cards with PUFs
and biometrics as factors. While the PUF in the smart card improves
the security of the scheme, the authors did not provide information
relating to the feasibility of such a functionality. In addition, the
scheme solely consists of users and a server, and hence does not
specifically relate to any IoT environment, other than through its
low computation costs. While the authors did provide an extensive
informal security analysis, they only compared their scheme to the
one they analysed and based their scheme on.

In [2], the authors proposed a two-factor authentication scheme
for smart healthcare that uses passwords and smart cards as fac-
tors. The scheme consists of a trusted authority that registers users,
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servers and sensor hub nodes (personal digital assistants) before
allowing users to log into a server and mutually authenticate with
sensor hubs. Although the authors did not include phases for chang-
ing passwords and smart cards, they did perform formal verification
using BAN-logic, ROR model and AVISPA tool. They also compared
their scheme with 9 related schemes, and it appears to be both
lightweight and secure.
In [49], the authors performed an in-depth analysis of a recent

smart healthcare authentication scheme [53] and found that it does
not ensure patient anonymity and has a flaw in the password change
phase. They then proposed a three-factor ECC-based authentication
scheme that uses passwords, smart cards and biometrics as factors.
The scheme consists of a trusted registration center, users and tele-
care servers. Once users and telecare servers are registered, they can
directly authenticate each other to give users access to the server’s
resources. Although the architecture is quite basic, the authors pro-
vided an extensive informal security analysis and performed formal
verification using BAN-logic, ROR model and AVISPA tool.

In [50], the authors proposed an ECC-based scheme for generic
IoT environments consisting of users, gateway nodes and sensor
nodes. The scheme uses passwords, biometrics and smart devices
with public key certificates as factors. The scheme requires users
to register with a certificate authority before being able to register
with gateway nodes, while sensor nodes can be registered using a
pre-secret received from gateway nodes during deployment. The
authors also made use of a symmetric key between gateway nodes
and users, which is computed during registration. Once registered,
users mutually authenticate with sensor nodes through a gateway
node before being able to directly communicate with them.

The authors of [7] performed an analysis of, and found vulnerabil-
ities in, a recent authentication scheme for generic IoT architectures
[9] consisting of users, gateways and sensors. They then proposed a
revised symmetric key-based scheme using passwords, smart cards
and biometrics as factors. The scheme requires users and sensors to
register with gateways before being able to mutually authenticate
each other and communicate directly.

In [42], the authors proposed an ECC-based authentication scheme
for generic IoT environments consisting of sensors, trusted gate-
ways and users, using a private key generator to generate keys
distributed through the trusted gateways. Once users and sensors
have registered with a gateway, they can mutually authenticate
with each other for direct communication. The scheme makes use of
identity-based-cryptography for lightweight signing and encrypt-
ing of data, although because of the unclear performance analysis
provided by the authors, it is difficult to compare the efficiency of
the scheme to others.
The authors of [60] performed an in-depth analysis of a recent

authentication scheme for generic IoT environments [4] consisting
of users, servers and a trusted registration center. They then pro-
posed an improved ECC-based scheme that uses passwords, smart
cards and biometrics as factors. While the scheme does include a
phase for changing passwords, it does not include one for changing
smart cards. The authors provided an extensive informal security
analysis.
The authors of [23] proposed a two-factor ECC-based authenti-

cation scheme for cloud environments consisting of a central cloud

server that registers users and fog nodes. Once registered, users
and fog nodes can mutually authenticate through the central cloud
server. The scheme is quite sophisticated, having phases for pass-
word change, user revocation and re-registration (covering smart
card change), and fog node revocation. However, the authors only
performed formal verification using a modified three-party BRP
model that they defined in the paper.

In [47], the authors proposed an authentication scheme for WSN,
with users and sensor nodes having to register with a gateway node
before being able to authenticate each other. The ECC-based scheme
uses password and smart card for authentication, and while it has
a phase for password change, it does not have one for smart card
change. Surprisingly, although the authors included an informal
security analysis covering the most common security features and
attacks, they did not perform any form of formal verification for
their scheme.
The authors of [39] performed an extensive analysis of a recent

authentication scheme for WSN [58]. After showing the presence of
a variety of vulnerabilities in the scheme, they proposed an improved
scheme based on passwords, smart cards and biometrics that uses
Chebyshev chaotic mapping to improve security. Once users register
with the trusted gateway node, they can mutually authenticate with
sensor nodes through the gateway. Although the authors did not
include a smart card change phase in the scheme, they included both
an extensive informal security analysis and an in-depth comparison
with related schemes.

In [43], the authors provided an in-depth analysis of an authenti-
cation scheme made for smart home environments [62] consisting
of a trusted registration authority, trusted home gateway, smart
devices and users. The authors found a variety of vulnerabilities,
and proposed an improved scheme that uses passwords and mo-
bile phones as factors. As the home gateway is trusted, only smart
devices and users need to register with the registration authority,
before users can mutually authenticate with smart devices through
the gateway. The authors provided a very extensive informal secu-
rity analysis and formal verification using BAN-logic, ROR model
and AVISPA tool. Although they did include a performance compar-
ison with four other schemes, the computation cost analysis only
included the total cost, and not the cost per entity in the scheme.
The authors of [17] proposed a lightweight two-factor authenti-

cation scheme for WSN, with a specific focus on healthcare. The
scheme uses passwords and mobile devices as factors, and is de-
signed for an environment with trusted gateway nodes that both
users and sensors have to register with before being able to authenti-
cate each other. While the authors stated that the scheme applies to
healthcare and WBANs, the scheme’s generic architecture makes it
applicable in other fields as well. The authors provided an extensive
informal security analysis and a solid comparison, and based on the
results, the scheme appears highly efficient.
In [51], the authors performed an in-depth analysis of a recent

authentication scheme for WSN [61], before proposing their own
password and smart card-based scheme that is secure against the
vulnerabilities they found. The scheme relies on trusted gateway
nodes for authentication between users and sensors, and includes
phases for both password and smart card change. While both the
informal security analysis and the formal verification were sufficient,
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the authors only compared their scheme to three others, with one
of them being the one already analysed.
The authors of [13] proposed a three-factor ECC-based authen-

tication scheme for multi-gateway WSN as an improvement to a
scheme they analysed [19]. The scheme uses passwords, smart cards
and biometrics as factors. The architecture consists of trusted gate-
way nodes that users and sensors register with, and accounts for
users being able to both register for multiple gateways as well as
authenticate with the sensor of an unknown gateway by communi-
cating through a known one.
The authors of [44] provided a short analysis of two authentica-

tion schemes forWSN [8, 25], before proposing an improved scheme
that overcomes the security weaknesses they found. The scheme
uses passwords, smart cards and biometrics as factors, and consists
of an architecture containing a system administrator, gateways, sen-
sors and users, where both users and sensors have to register with a
gateway in order to be able to authenticate each other. The scheme
lacks a phase for changing smart cards, and although the authors
provided a good comparison with related schemes, the only formal
verification they performed, using AVISPA, was not extensive.

4 COMPARATIVE ANALYSIS
From the individual analyses and the comparison in table 2, it is
clear that MFA schemes for IoT exist in a variety of forms, with
different strengths, weaknesses and levels of applicability. When
considering which scheme to use or which qualities to seek out
for implementation, the information provided in table 2 brings out
several important features. One, while many schemes exist, there
also exist many architectures to which they apply. While the general
architecture is relatively similar, mostly consisting of a trusted cen-
tral node that users and sensors connect to, smaller scheme-specific
details also exist. Whether that is requiring an external trusted
authority, having a static, predefined sensor network instead of a
dynamic one, or only allowing users to authenticate with a server,
and not sensors, these details strongly affect the applicability and
functionality of schemes. Another noticeable feature affecting the
functionality of the system, is whether the scheme has all the re-
quired phases or not. As noted above, many schemes lack the ability
to change smart cards or dynamically add sensor nodes, and some
even lack a phase for changing passwords. While not being able to
change smart cards might not be a problem in all systems, it seems
clear that a user-oriented IoT system would be less ideal if it lacked
the ability for users to change their passwords.
Another aspect that stands out is the need to make trade-offs

in deciding which scheme to use, especially when it comes to fac-
tors and performance. The vast majority of schemes use either a
password and a smart card or a password, a smart card and an un-
specified biometric factor as factors. The biometric factor increases
the degree of security at the cost of efficiency, resulting in a choice
that comes down to the feasibility of having biometric readers, the
risk of only having passwords and smart cards, potentially combined
with whether there are phases for changing them, and the degree to
which the devices in the system require a highly lightweight scheme.
As is clear from table 2, there exist many highly efficient schemes,
and as the main differences in performance stem from which factors

are used and what architecture it is made for, performance comes
at a trade-off with both the degree of security and the simplicity of
the system. If more specific performance requirements are present,
they are most likely to exist in the sensor nodes, as the majority of
architectures have relatively high-performing trusted central nodes
that users communicate through. As this is a common problem,
a variety of schemes have purposely sought to reduce the work
required by sensor nodes at the cost of increasing the work of other
nodes, a feature that would prove highly valuable in a system with
tight performance requirements on its sensor layer devices.

The final aspect that stands out and impacts which scheme to use
relates to the quality of the paper it was proposed in, especially when
it comes to the informal analysis of security features and attacks
and formal verification of the scheme. As is clear from the papers,
there exists great variety in how thorough the authors were with
the security analysis of their scheme. How thorough the analysis
is can prove highly valuable, considering a vast number of previ-
ously proposed schemes are proven vulnerable, often to a variety
of attacks, not long after they are proposed. Therefore, in order to
increase the chance that a chosen scheme will prove resistant over
time and ensure the most severe potential vulnerabilities are not
present, it would be wise to consider both the quality and quantity
of the authors’ informal security analysis and formal verification.

5 CONCLUSION
This paper started with presenting the core security challenges
and solutions for IoT systems based on a common architecture,
making clear the importance of authentication in ensuring a high
degree of security. Focusing on user-system authentication, an ex-
tensive group of multi-factor authentication schemes specifically
made with IoT architectures and limitations in mind were presented
and analysed. The individual analyses focused on the core features,
architectures, strengths and weaknesses of the schemes, which were
then brought together in a table providing an overview and compar-
ison of the schemes. From the information gathered by analysing all
the schemes, a comparative analysis was conducted, focusing on rec-
ommendations for people deciding on a scheme to implement. From
this analysis, the core features that vary between schemes and lead
to different levels of security and applicability are made clear, help-
ing anyone wanting to either learn the current state of multi-factor
authentication schemes for IoT or make a well-informed decision
on which scheme to implement.
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Table 2. Overview of MFA IoT schemes and their characteristics

Source Domain Factors Performance Verification Strengths & Weaknesses

[15] Smart healthcare U&P, SC, B R: 7T(H) AVISPA +Lightweight
L&A: 1T(EXP) + 7T(H) -Basic architecture

-No PC, SCC
[31] Multi-gateway U&P, SC, B L&A: U: 1T(F) + 14T(H), BAN, AVISPA +Relevant architecture

GW: 5T(H), CS: 9T(H) +Lightweight
-Not extensive SA, no SCC

[57] Cloud-IoT U&P, SC R: 3T(H) BAN, ROM, AVISPA +Extensive SA & FV
L&A: 9T(H) + 3T(E) +Includes PC & SCC

-Basic architecture
[26] Cross platform U&P, SC, B L: 1H(P) + 1H(M) + 5T(H) + BAN, AVISPA +Extensive SA

industrial IoT 1T(PE) + 4T(SE) + 2T(SD) +Relevant architecture
A: 2T(H) + 1T(AV) + 2T(SE) + -Not extensive comparison

3T(SD) -No PC, SCC
[63] Generic multi-server U&P, SC L&A: U: 3T(PM) + 9T(H), BAN +Extensive SA

S: 3T(PM) + 6T(H) +Relevant architecture
-Limited FV, no SCC

[48] Smart healthcare U&P, B, USB L&A: U: 9T(H) + 2T(B) + ROM +Improved existing scheme
3T(M), -Not extensive comparison

S: 4T(H) + 4T(M) -Limited FV, no SCC
[64] Smart healthcare U&P, B, PUF N/A BAN, ROR, AVISPA +Sophisticated architecture

+Extensive FV
-Unclear performance analysis

[36] IoMT U&P, SC, B 10T(H) + 6T(PM) ROM +Includes PC & SCC
-Basic architecture

-Limited FV
[33] WSN U&P, SC, B L&A: U: 2T(PM) + 8T(H), BAN +Relevant architecture

GW: T(PM) + 8T(H), +Lightweight
SN: 4T(H) –Limited FV, no SCC

[6] Cloud-IoT U&P, SC, B L&A: 1T(F) + 30T(H) BAN, ROR, AVISPA +Highly sophisticated
+Relevant architecture

+Extensive FV
[65] Cloud-IoT U&P, SC, B L&A: U: 12T(H), BAN, AVISPA +Relevant architecture

Cloud: 6T(H), CS: 16T(H) +Lightweight
-Limited SA & comparison

[5] Smart healthcare U&P, SC, B L&A: U&SN: 4T(H) + 1T(F), BAN, TP +Relevant architecture
GW: 8T(H) +Extensive SA

-No PC, SCC
[30] WSN U&P, SC, B L&A: U: 1T(F) + 6T(H), BAN, ROR, AVISPA +Relevant architecture

SN: 4T(H), GW: 9T(H) +Extensive SA & FV
-Limited comparison, no SCC

[52] Single server U&P, SC, PUF L&A: U: 1T(PUF) + ROR +Extensive SA
3T(PM) + 5T(H), +Improved existing scheme
S: 3T(PM) + 5T(H) -Basic architecture

-Limited FV & comparison
[2] Smart healthcare U&P, SC A: S: 8T(H) + 4T(PM) + BAN, ROR, AVISPA +Extensive FV

1T(Exp), PDA: 1T(BP) + +Extensive comparison
1T(H) + 4T(PM) -No PC, SCC
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Source Domain Factors Performance Verification Strengths & Weaknesses

[49] Smart healthcare U&P, SC, B L&A: 6T(PM) + 19T(H) + BAN, ROR, AVISPA +Extensive SA & FV
2T(B) -No SCC

[42] Generic IoT U&P, SD, B N/A BAN, AVISPA +Extensive SA
-Unclear performance analysis

[50] Generic IoT C, U&P, B L&A: U: 2T(H) + 1T(PM) + AVISPA +Extensive SA
2T(SE/SD), SN: 1T(H) + +Extensive comparison
1T(PM) + 2T(SE/SD), -Limited FV

GW: 2T(H) + 4T(SE/SD) -Requires user certificate
[7] Generic IoT U&P, SC, B L&A: 20T(H) + 10T(SE/SD) ROR +Includes PC, SCC

-Limited FV
[60] Generic multi-server U&P, SC, B L&A: U: 3T(PM) + 1T(SE) + BAN, ROM +Improved existing scheme

7T(H), RC: 1T(PM) + 1T(SD) + +Extensive SA
1T(SE) + 5T(H), S: 2T(PM) + -No SCC

1T(SD) + 4T(H)
[23] Cloud-IoT U&P, SC L&A: U: 2T(PM) + 5T(H) + Modified BRP +Sophisticated scheme

1T(BP), FN: 2T(PM) + 4T(H) + +Relevant architecture
1T(BP), Cloud: 3T(PM) + -No performance comparison

9T(H) + 1T(BP) -Limited FV
[47] WSN U&P, SC L&A: U: 3T(PM) + T(SE) + N/A +Relevant architecture

7T(H), GW: 1T(PM) + -Missing formal verification
2T(SE/SD) + 6T(H), SN: -No SCC
2T(PM) + 1T(SD) + 3T(H)

[39] WSN U&P, SC, B L&A: U: 11T(H) + 3T(C), ROM, ProVerif +Extensive SA
GW: 9T(H) + 1T(C), +Extensive comparison
SN: 4T(H) + 2T(C) -No SCC

[43] Smart home U&P, SD L&A: 42T(H) BAN, ROR, AVISPA +Extensive SA & FV
-Minimal comparison

[17] WSN U&P, SD L&A: 34T(H) ROR, ProVerif +Extensive SA, lightweight
-Basic scheme

[51] WSN U&P, SC L&A: U: 6T(H) + 2T/SE/SD), BAN, ROR +Improved existing scheme
GW: 10T(H) + 2T(SE/SD), +Lightweight

SN: 5T(H) -Limited comparison
[13] WSN U&P, SC, B L&A: U: 1T(B) + 9T(H) + BAN, ProVerif +Relevant architecture

3T(PM), GW: 12T(H) + 1T(PM), +Improved existing scheme
SN: 5T(H) + 2T(PM) -No SCC

[44] WSN U&P, SC, B L&A: U: 11T(H), AVISPA +Improved existing scheme
GW: 17T(H), SN: 5T(H) +Extensive comparison

-Limited FV & SA
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Key Terms used in Table 2
Domain: IoMT = Internet-of-Multimedia-Things, WSN = Wireless sensor network
Factors: U&P = Username and password, SC = Smart card, SD = Smart device, B = Biometric (unspecified),
PUF = Physically unclonable function, C = Public key certificate
Performance - Actions and roles: R = Registration, L = Login, A = Authentication, U = User, S = Server, GW = Gateway
CS = Control server, SN = Sensor node, RC = Registration center, FN = Fog node
Performance - Operations: T(PM) = ECC point multiplication, T(H) = Hash, T(F) = Fuzzy extractor, T(B) = Bio-hash
T(PUF) = PUF function, H(P) = Hash related to bilinear pairing, H(M) = Hash related to group of ECC, T(SE) = Symmetric encryption
T(SD) = Symmetric decryption, T(PE) = Public-key encryption, T(AV) = Asymmetric signature verification, T(M) = Modular arithmetic
T(Exp) = Exponentiation, T(BP) = Bilinear pairing, T(E/D) = Encryption/decryption unspecified, T(C) = Compute Chebyshev polynomial
Verification: ROM = Random oracle model, ROR = Real-or-random model, BAN = Burrows-Abadi-Needham logic
AVISPA = Automated Validation of Internet Security Protocols, TP = Tamarin Prover
Strengths & Weaknesses: SA = Security analysis, FV = Formal verification, PC = Password change, SCC = Smart card change
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