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As our world is becoming increasingly reliant on technology, cybersecurity
awareness has become vital. Cyber-crimes can be harmful to both
individuals and companies, by causing data breaches, monetary loss or
preventing the normal operation of institutions. Education is an important
element of cultivating cybersecurity awareness. In this research, we aim to
discover the current level of cybersecurity awareness among Business
Information Technology (BIT) students at the University of Twente (UT)
and gain insight into their preferred methods of education. The study
involved 28 Business Information Technology students and showed their
preference for combining methods of hybrid (combining online and in-
person) education. The most preferred hybrid options were also analysed.
Students with higher levels of cybersecurity awareness choose to learn
cybersecurity through workshops, tutorials, lectures and project-based
learning, while those with lower scores on this scale most often choose
lectures. Additionally, the conducted literature review showed that practical
sessions, hands-on exercises and exercises with competitive elements are
suitable for effectively teaching cybersecurity concepts to university
students. The correlation between cybersecurity awareness and various
variables involved in the research was also tested. This research aims to
bring valuable insight into the most desirable and effective methods of
instruction on the topic of cybersecurity, and assist the successful
integration of this course in the programme curriculum.

Additional Key Words and Phrases: cybersecurity, cybersecurity awareness,
methods of education, user-behaviour.

1 INTRODUCTION

In 1988, a Cornell University student developed a self-replicating
program which effectively stopped 10% of computers connected to
ARPANET (The Advanced Research Projects Agency Network) at
the time [17]. This event has started the discussion on technology
vulnerabilities [17]. Nowadays, cybersecurity awareness has
become increasingly relevant in a tech-driven world. For
businesses, cyber-attacks can have detrimental consequences,
ranging from financial loss to damaged integrity or reputation.
According to the Cyber Security Assessment from 2021, the
Netherlands has suffered a broad range of cyber-attacks, and the
damages can be substantial [18]. Indeed, during the pandemic there
has been an increase in the number of cyber-crimes [18]. Dutch
healthcare organizations, for instance, have been subject to
malware attacks via email, however, adequate measures are not
always taken to address cyber-issues [18]. Cybersecurity is
undoubtedly essential for the normal operation of governments,
businesses and society.
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On a global scale, many cyberattacks have taken place in 2021.
Issues for companies can range from data theft to fraud, and
fighting these crimes is vital [13]. Among the most common attacks
are denial of service attacks (DoS), viruses, and trojans [7]. Their
impact can often result in revenue loss and leaked sensitive data
[7]. One example is the Volkswagen and Audi attack, which led to
data breach and over 3 million customers’ private data being leaked
[33]. Another example, relates to the conference platform Zoom,
and the instance is commonly referred to as “zoombombing” [8]. It
resulted in attackers entering meetings unauthorised and
distributing inappropriate or offensive messages to participants [8].
In fact, it can be seen cyber-awareness is crucial for businesses.
Researchers suggest that leadership needs to ensure that
cybersecurity is an integral component of work across the
institution, rather than being confined to an issue which only IT
departments deal with [10]. Cybersecurity education is therefore a
vital element of one’s expertise and can bring substantial value to
companies, preventing capital loss and harm.

Individuals, along with companies, can also be victims of cyber-
attacks. Breaches of privacy and compromised personal
information can have undesirable psychological effects [12].
Cybersecurity researchers from Oxford University have discovered
that cyber-crimes can lead to reputation loss and negatively
influence personal relationships [32]. The extent to which
individuals can be affected by cyber-attacks outlines the
importance of cybersecurity education, and its role in cultivating
feelings of safety and psychological comfort among society.

Modern research has recognized the need to match technological
potential with education, to ensure a safer cyber environment [24].
In fact, cybersecurity is vital for higher educational institutions.
The transparent and open nature of educational institutions can
pose cybersecurity threats and create room for exploitation of
vulnerabilities [10]. The online threats, which universities can fall
victim to and their consequences can range from damaged
reputation to leak of sensitive information or research data [10]. If
identified and addressed early, the damages of cyber-attacks can be
mitigated [24]. However, there are several challenges cybersecurity
education is faced with, ranging from lack of resources or expertise,
to difficulties with keeping up to date with rapid technological
change [24]. Although addressing these issues is challenging,
equipping students with the tools needed to successfully navigate
possible cyber threats has an immense impact on both an individual
and national level [24].

Researchers have discovered that high school education in the
Netherlands rarely addresses the topic of cyber safety [31].
Students, therefore, acquire information on the topic through their
family or merely through their own experiences on the internet
[31].
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In recent years, there has been extensive research on the
consequences of cyber-attacks and the importance of cybersecurity
to businesses, governments and individuals. However, it has also
become clear that education needs to match technological potential
and current threats to cybersecurity. Cybersecurity education can
support a more conscious use of technology, as well as increase the
overall security among students. The focal point of discussion in
this paper will be the integration of cybersecurity education in the
Business Information Technology programme at the University of
Twente. The research objective will be to conduct a literature
review, in order to find the most suitable methods of integrating
this subject into the curriculum, as well as conducting surveys to
assess the current level of cybersecurity awareness of students and
their preferred methods of teaching. This study aims to add a
valuable contribution by offering a view on cybersecurity in higher
educational institutions, as well as proposing a practical plan for
the introduction of this topic in the Business Information
Technology programme at the University of Twente.

2 RESEARCH QUESTION
The main objective of this research is to answer the following
research question:

How can universities effectively integrate cybersecurity in education?

This will be answered through addressing the following sub-
questions:

*=  Sub-question 1: What are the most suitable educational
methods to integrate the subject of cybersecurity in the
curriculum of the Business Information Technology
programme at the University of Twente?

*  Sub-question 2: What is the current level of cybersecurity
awareness of Business Information Technology students at the
University of Twente?

3 RESEARCH METHODOLOGY

In this section we will outline the methods of data collection and
how each sub question was addressed. The variables involved in the
study are cybersecurity awareness score, age, sex, study, preference
for online/in-person education, preferred method of education,
workload preference and attendance preference.

3.1 Sub-question 1

In order to answer sub-question 1, a guideline for the successful
execution of the course needs to be developed. This entails
suggesting the methods of instruction, assessment, course topics,
and workload to be used throughout the course. To do so, surveys
and literature review were used. The literature review was
conducted parallel to the survey, so that we can match the
preferences of students with the findings in literature and, in the
end, propose a solution which takes both into consideration.

A number of literature sources have been consulted, via Google
Scholar and Scopus, with the aim of discovering effective ways of
implementing cybersecurity in education. The main objective was
finding literature which investigates successful cybersecurity
courses at a university level and discusses the methods of
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instruction of such courses, their structure and curriculum. The
queries used on Scopus were:
= TITLE-ABS-KEY (cybersecurity AND (education OR
educational) AND methods AND university)
=  TITLE-ABS-KEY (teaching AND cybersecurity AND
education AND (university OR college))

A survey was also used to answer Sub-question 1. It was intended
to help gain insights into students’ preferences in terms of teaching,
assessment, workload, attendance and the topics in the course. In
the first section informed consent was obtained from participants,
allowing them to decide whether they feel comfortable
participating in the research. Participants were made aware of their
right to withdraw from the study, as well as how their data would
be used. Additionally, they were given the exact purpose of the
survey and how their contribution would impact the progress in
this field of research. The second section was used in order to
understand students’ preferences in terms of educational methods,
attendance, assessment, workload and topics of the course and
answer Sub-question 1. The final section addressed Sub-question 2
and investigated cybersecurity awareness (section 3.2).

Firstly, in order to gain insight into suitable methods to integrate
cybersecurity in the curriculum of the Business Information
Technology programme, several brainstorm sessions were
conducted. The outcome of those served as input for the survey.
The aim was to gather ideas from Business Information Technology
students and learn more about their preferred methods of
education. The sessions were carried out with two students in a
mostly informal setting, where participants were students
acquainted with the Business Information Technology curriculum.
The researcher was also involved in the discussion, by actively
suggesting ideas along with participants and supporting the
process. The ideas proposed by students in the discussion were used
to construct several questions which survey participants had to
answer. During the discussion teaching online or in-person was
discussed and consequently the survey also investigated which of
those two methods is preferred by students. Participants in the
brainstorm sessions had interesting propositions as to the methods
of teaching. While some suggested having a pre-recorded set of
lectures, others suggested lectures on campus. Therefore, in the
survey we wanted to understand which of these options are more
desirable or suitable to the student population. Survey participants
were given several methods of teaching to choose from based on
their preferences for education online or in-person. For instance, if
a student selected that they want to participate in education on
campus, then they chose among several different options; lecture,
tutorial, project-based learning and workshops, with the possibility
to select more than one answer. Alternatively, those who chose
online education selected between online tutorials, online lectures
and a pre-recorded set of lectures, with the ability to select more
than one answer. If the participant selected “hybrid” as their desired
method of teaching, then they chose among all of the above. A Chi-
square test of independence was chosen with 5% level of
significance to investigate the potential correlation between
preferred methods of teaching (online/in-person) and study
programme. The reason for choosing this test was the nature of the
data and the need to test a correlation between categorical
variables.
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The null and alternative hypotheses are as follows:
= HO: There is no correlation between the two variables.
= Hi1: There is a relationship between the two variables.

Examination and assessment are also important aspects of the
integration of the course. For this reason, the survey investigated
to what extent students are in favour of several different methods
of grading. The survey provided four different grading options,
including multiple choice examination, report writing, conducting
presentations and completing graded exercises. Below each of these
four options, participants had to specify their level of agreement
with two statements on a 7-point Likert scale. In order to allow for
a comprehensive evaluation of each assessment method, the first
statement related to the suitability of the method of grading and the
second one investigated whether the participant believes this can
result in fair grading.

The next step was to evaluate students’ preferences in terms of
course attendance. In this multiple choice question participants
could choose between enforcing mandatory presence in all classes
or alternatively having to attend only some or no activities in the
course.

Afterwards, the workload and duration of the cybersecurity course
were discussed. Participants were presented with four options, each
one representing the time (in hours) needed per week for the
successful completion of the course, as well as the activities which
the student would dedicate time to. In this way, we learned which
methods of teaching students believe to be manageable, within the
given time.

Additionally, it is crucial to identify the most valuable skills
students need to obtain as a result of the course. This approach also
helps concretely establish the study objectives, so that the course is
effective in providing up-to-date and comprehensive education.
Relevant cybersecurity skills and topics were found in literature. At
the same time, the topics students believe should be included in the
course were investigated in the survey. In one of the last questions,
participants were presented with a set of topics and were given the
opportunity to indicate their level of agreement with including each
topic in the curriculum on a 7-point Likert scale, form Strongly
Disagree to Strongly Agree (Appendix A). This allowed us to
understand not only which topics students believe are suitable for
the course, but also which subjects participants think they can
benefit from learning. In order to understand which topics students
believed were most appropriate for the course, bar charts were
created to see the most frequently chosen item on the 7-point Likert
scale. The same procedure was used when determining the most
preferred methods of assessment.

3.2. Sub-question 2

In order to answer sub-question 2, the current level of cybersecurity
awareness of Business Information Technology students had to be
determined.

For the measurement of cybersecurity awareness, a suitable scale
had to be selected. Upon consulting literature and researching
several scientific methods, the Security Behaviour Intentions Scale
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(SeBIS) was chosen. The scale is created in 2015 by Serge Egelman
and Eyal Peer, supporting the assessment of cybersecurity user-
behaviours [21]. This measurement was an integral part of the
survey process. According to the work of Egelman and Peer,
cybersecurity awareness can be evaluated through measuring
device securement, proactive awareness, password generation, and
updating behaviours [21]. The scale consists of 16 statements,
measuring these constructs, to which respondents specify their
level of agreement on a 5-point Likert scale. Additionally, the
Human Aspects of Information Security Questionnaire (HAIS-Q)
[22] was considered for the measurement of cybersecurity
awareness. However, when evaluating both of these measures, the
SeBIS scale fit better the context of the research and the research
population. Although the Human Aspects of Information Security
Questionnaire (HAIS-Q) gives important insight into security
behaviours and information security awareness, it had a focus on
cybersecurity in the workplace and was conducted among working
people in Australia [22]. Therefore, some of the elements of the
HAIS-Q questionnaire, such as “While I am at work I shouldn’t
access certain websites” or “I can’t be fired for something I post on
social media” were not a good fit for the purpose of this research
[22]. However, the focal point of this research is education and our
research population consists of university students. The SeBIS, on
the other hand, covered important cybersecurity behaviours, which
should undoubtedly be evaluated among a student population, such
as caution prior to visiting website or links, software updates and
privacy over one’s devices [21].

Conducting regression analysis was intended to establish whether
there is a relation between one’s age and level of cybersecurity
awareness. Cybersecurity awareness was inputted as the dependent
variable. The independent variable was age. The null hypothesis
stated that there is no correlation between the two variables. The
alternative hypothesis stated the variables are correlated.

= HO: There is no correlation between the two variables.

= H1: There is a relationship between the two variables.
The chosen level of significance was 5%.

In order to test whether one’s preferred methods of teaching and
their cybersecurity awareness score are correlated, the sample was
split in half based on the mean cybersecurity score. Then we
investigated the preferences of those who scored above and
alternatively those who scored below the mean.

Other [0.00%]
| prefer not to disclose [3.57%]

Female [32.14%]

Male [64.29%)]

Fig. 1. Research population.

4 RESULTS

Upon obtaining permission from the Ethics Committee to continue
with this research, the survey was distributed to bachelors and
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masters Business Information Technology students. This was done
digitally, via email. Among the research population there were 10
women and 18 men, while 1 preferred not to disclose their sex (Fig.

1.

The total number of participants was 29, with 20 currently enrolled
in the bachelors programme, 8 following the masters programme
and 1 enrolled in another programme. There were 3 additional
responses which were not taken into consideration due to
incompleteness. The responses of students from other study
programmes were excluded in the data analysis, in order to be able
to answer the main research objective.

Other [1]

MSc Business Information Technology [&]

BSc Business Information Technology [20]

Fig. 2. Research population.

Scientific articles were found on Scopus as well as Google Scholar.
The mostly highly cited works were scanned first, however, the
date of publication was also taken into consideration, to ensure
relevant information is gathered. Firstly, research began on Scopus,
where the search:
- TITLE-ABS-KEY (cybersecurity ~AND
educational) AND methods AND university)
was used. This search gave 42 results, 13 of which proved to be
relevant for the research objectives. The second one:
- TITLE-ABS-KEY (teaching AND cybersecurity AND education
AND (university OR college))
was slightly different from the first one and yielded 88 results,
where several interesting articles also surfaced: [25], [3], [4], [9]
The above mentioned articles gave useful insight into the topic.
Table 1 and Table 2 illustrate what the most prominent research
findings were and the contribution of literature.

(education OR

4.1 Sub-question 1

This section covers the data and insights gathered from the
conducted literature review and surveys, in relation to constructing
the cybersecurity course.

4.1.1. Online or in-person teaching

The survey results indicate students have a strong preference for a
combination of online and in-person teaching (Fig. 3). The Chi-
square test of independence conducted on the variables study and
preference for online or in-person teaching returns a p-value of
0.1043 and Chi-square test statistic of 7.6729 and does not indicate
a statistically significant relationship between the two variables. It
is interesting to note, however, that that none of masters students
chose fully online teaching. Among bachelors students 3 selected
online teaching. Nevertheless, for the entire study population
hybrid methods of education are still most desirable.
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21

3 4
= —
Fully online In-person Hybrid - both online and

In-person

Fig. 3. Teaching preferences of BIT students.

4.1.2 Methods of education
Identifying suitable methods of teaching cybersecurity to
university students is an essential step of constructing the course.

Methods of education

[30], [16], Hands-on learning and labs

(15],  [3],

[11], (4],

[28]

[26], [2] Peer instruction and peer learning

[31, [4] Project-based learning

[28], [19] Adversarial thinking

[27] Learning through cloud computing
platforms

[11] Gamification

Table 1. Main findings in literature - methods of teaching.

The consulted literature proposed many different methods of
teaching cybersecurity. However, hands-on learning, practical
courses and lab exercises were distinguished as the most commonly
suggested methods in the considered scientific literature [30], [16],
[28], [15], [3], [11], [4]. Participants in our survey also demonstrate
a preference for practical methods of teaching such as tutorials,
workshops and project-based learning. Paper [30] suggests
developing hands-on labs helps students easily and quickly process
information. The practical approach to teaching cybersecurity also
engages students’ attention and allows for the integration of real-
world cybersecurity issues in education [30]. The authors further
outline the benefits of the use of an online learning environment,
where students can, among other, practice the executing Denial of
Service (DoS) attacks and the exploitation of servers [30]. At the
same time, hands-on labs and exercises can be integrated with
textbook materials [15]. Practice connected to real-world
cybersecurity issues can increase the effectiveness of cybersecurity
training [15]. Additionally, standards set by the National Security
Agency (NSA) and the US’s Department of Homeland Security
(DHS) suggest lab exercise should be included in cybersecurity
curricula [3]. Hands-on learning experience can also be achieved by
learning through cloud computing platforms, which can be
executed both remote and in-person [27]. Elastic Compute Cloud
(EC2) are virtual machines which can run all types of software [27].
Furthermore, the Amazon Web Services (AWS) represents a
collection of remote computing services [27]. Research suggests
this can be used when conducting laboratories for students, who
can learn to write and execute code using Elastic Compute Cloud
(EC2) instances [27]. This approach has many benefits, however, its
main contribution is that it allows students to complete
cybersecurity exercises and gain practice in a safe environment
[27]. Additionally, it can equip students with a variety of cloud
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computing skills, as well as establishing a better understanding of
cybersecurity concepts [27].

For the successful execution of these practical sessions, it is also
important to provide students with the tools and knowledge needed
to solve the exercises. For this reason, research emphasises starting
the course with very basic beginner exercises, in order to help
students gain an in-depth understanding of the study materials
[28].

Adversarial thinking also surfaces in the search for suitable
teaching methods, presenting an interesting opportunity for
conducting practical sessions such as workshops [20], [19]. The
concept refers to reasoning about certain topics in a context where
there are bad actors, who are working against specific goals [20]. If
used in the context of cybersecurity, this approach requires in-
depth understanding of risks and vulnerabilities, as well as clarity
regarding the goals and objectives when preventing cyber-attacks
[20].

Another method proven to improve engagement and motivation is
gamification [11]. This technique can be best implemented in
practical sessions such as workshops or alternatively, it can be
incorporated into exercises. Experience points (XP), awards and
checkpoints can keep students motivated and help them effectively
learn the subject [11].

An approach which also increases student engagement is
incorporating competitive elements into the educational model can
contribute to higher levels of engagement [28]. Research conducted
among technical students at university proposes that young people
can benefit from challenge and competition-based courses in
cybersecurity trainings [28].

Peer instruction was also a commonly encountered method of
education the literature search. Peer instruction can be defined as
an interactive teaching method, which requires students to prepare
prior to a lecture, answer certain questions and discuss these with
their peers [2]. Such classes typically divide the lecture material
into questions, focusing on the key takeaways, while it is also
important to note that students are required to prepare for the class
ahead of time [2]. This also allows students to discuss their answers
to given tasks in a group, which has numerous advantages [2]. In
the study of researchers from the University of New Orleans, using
peer instruction has clear benefits on the effectiveness of student
learning [2]. It can bring be beneficial in the development of
technical skills and interest in the field of study [26]. Straub [26]
also suggests that peer learning can be effective by allowing
students to discuss materials together and ask questions.
Additionally, using peer assessment for open assignments has
several advantages [4]. For students, this can be helpful in
thoroughly learning the study material and lead to increased levels
of motivation [4].

However, conducting classes in person is not always feasible.
Alternatively, universities may choose not do so and to opt for
online teaching instead. If this is the case, researchers from New
Zealand suggest that project-based learning is effective in for
online teaching [4]. Project-based work can equip students with
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valuable soft skills such as teamwork, successful communication
and presentation [4]. Universities can consider the possibility of
involving industrial partners in case studies, so that the educational
institution can mitigate the risk of obtaining an answer on the
Internet, without solving the problem [4]. Reflective practices also
present a prominent benefit for distance learning [4]. Research has
found that reflection on one’s strengths and weaknesses can in fact
support the learning process [25].

As observed in the survey results, the most commonly chosen
method of teaching among students is hybrid. Therefore, we will
only evaluate the most desirable hybrid methods of instructions,
disregarding the fully online and fully in-person options, due to the
lack of interest in these methods. Additionally, the hybrid options
include both the online and in-person options, therefore, we still
get a comprehensive idea of the actual preferences of students. The
most commonly chosen methods of hybrid education are illustrated
in Figure 4. Participants could select more than one answer in this
question.

15
i i l ; i
Lectures Tutorials

Workshops Pre-recorded online Project-based

lectures learning

Fig. 4. Preferred methods of hybrid education of BIT students.

4.1.3 Content of the course
In this section we will cover the course topics which should be
taught according to both students’ preferences and scientific
literature, as well as the key cybersecurity skills and abilities
students need to possess.

Course topics

[31, [19], [6] Ethics

[3], [19], [6], [9], Risk management, analysing threats

[14]

[1], [5] Phishing attempts

[1], [30] Privacy

[1], [30] Antivirus application

[1] Sensitivity to cybersecurity
problems

[1] Encryption

[19] Secure coding

[1] Understanding key terminology

Table 2. Main findings in literature - the course topics.

Research in the field of cybersecurity education has identified the
key topics which effective cybersecurity training entails.
Researchers Alammari, Sohaib and Younes identify a
comprehensive set of critical cybersecurity competencies, including
prevention of unauthorised access, avoiding phishing attempts and
malicious sites [1]. The research suggests that students need to
possess a number of cybersecurity skills, among which are using
unique passwords, using encryption, antivirus application and
knowing how to avoid malicious content and phishing attempts [1].
This is also contained in the guidelines of the IEEE Computer
Society, which suggest including areas such as network and human
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security in the cybersecurity course [3]. In this study, the majority
of Business Information Technology students also are in favour of
integrating the topic of encryption in the curriculum.

Recognising phishing emails and distinguishing them from non-
malicious ones is also a key cybersecurity competency according to
researchers, assessing cybersecurity knowledge among students at
the Taif University in Saudi Arabia [5]. It appears that a large
amount of Business Information Technology students also strongly
believes that cyber-attack prevention should be in the course
curriculum, along with the topic of using firewalls. Moreover,
82.14% of survey participants also select “Somewhat Agree” or
higher regarding teaching the topic of recognising phishing emails.

Research on Delphi processes from 2014 also identifies various key
cybersecurity topics [19]. Delphi processes consider the input of a
set experts on a particular subject, in order to reach decisions [19].
Those key cybersecurity topics include privacy, ethics, integrity,
secure coding and managing risks [19].

The abilities students need to have represent their application of
skills in order to execute a task [1]. Researchers recommend that
reading and understanding technical documents is one of these key
abilities, students need to adapt [1]. Furthermore, a crucial
cybersecurity ability is recognising cyber-threats as such, prior to
their occurrence [1], along with analysing threats and attention to
detail which are identified as key cybersecurity topics [19].
Researchers stress the importance of possessing the sensitivity to
recognise the potential problem [1]. Research on the topic of using
Al to improve cybersecurity education adds to this summary of key
topics, by suggesting security of data, software, personnel and
communications to be included [29]. 82.14% of survey participants
also select “Somewhat Agree” or higher on the topic of having a
secure work and study environment.

Additionally, the Curriculum Guidelines for Post-Secondary
Degree Programs in Cybersecurity proposes ways for constructing
cybersecurity curricula. The document suggests an extensive list of
topics and skills cybersecurity students need to possess [6].
However, several of them appear to be most relevant for the context
of our research:
=  Human security: personal data privacy and security
=  System security: authentication, access control
=  Connection security: connection attacks
= Component security: vulnerabilities of system
components
=  Software security: security requirements
=  Data security: data integrity
=  Societal security: cybercrime, cyber law, cyber ethics,
policy
=  Organizational security: risk management, law, ethics
and compliance

It is worth noting that generally participants in our survey have
agreed with all proposed topics (Appendix B). However, regarding
the topic of cybersecurity at the University of Twente, there does not
seem to be clear consensus among students that this is in fact a
useful or relevant course topic. No significant differences are
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observed between the preferences of bachelors and masters
students on this topic.

4.1.4. Attendance

The survey also brought up several interesting findings regarding
the attendance requirements students prefer. Results demonstrate
that 14 participants think no activities should be mandatory, while
12 believe some should be. However, this preference seems to differ
between study programmes. The results show that more than half
of masters students believe some activities or classes should be
mandatory, while for bachelors students this is slightly different,
with only 36.84% agreeing that certain classes should be
compulsory to attend.

No classes Some classes All classes
should be should be should be
mandatory. mandatory. mandatory.
MSc Business
Information 37.50% 50.00% 12.50%
Technology
BSc Business
Information 55.00% 40.00% 5.00%

Technology

Table 3. BSc / MSc students’ attendance preferences.

4.1.5. Workload

The survey results indicate that 37.04% of bachelors students
choose to have a weekly workload of 45 minutes for a lecture and
2 hours for project-work, during the cybersecurity course.
Additionally, the second most commonly chosen option was having
a 4- or 5-hour practical activity (e.g. workshop) once every quarter,
while spending around 2 hours on self-study per week. The same
applies for masters students, where 41.67% choose 45 minutes for a
lecture and 2 hours for project-work.

4.1.6. Methods of assessment

When plotting these survey findings on a bar plot, several
conclusions can be drawn. Firstly, is appears Business Information
Technology students believe that having a multiple choice exam
results in fair grading. However, when asked about the suitability
of such method, 9 disagree with implementing it. The data shows
that the most suitable method of assessment in the cybersecurity
course according to students is doing graded exercises in a tutorial.
20 students agree that this assessment method is suitable. However,
there is no clear consensus that this method can result in fair
grading. The data does show, however, that students generally
believe that having an assignment and conducting a group
presentation or writing a group report is suitable for the course and
can results in fair grading. Only two participants disagree that a
report is a suitable or fair method of assessment.

4.2 Sub-question 2

This section covers the data and insights gathered from the
conducted survey, in relation to the level of cybersecurity
awareness among Business Information Technology students.
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One of the assumptions which needs to be met when conducting
regression analysis is that there is a linear relationship between the
variables. However, when plotting the wvariables age and
cybersecurity awareness score it became clear that they are not
linearly related. It did not appear that the score increases nor
decreases based on a participant’s age. Therefore, the data does not
suggest that one’s level of cybersecurity awareness may be
correlated to their age.

Afterwards, the correlation between cybersecurity awareness and
preferred teaching methods was examined. In order to test this the
sample was split in half, based on the mean cybersecurity
awareness score. The maximum score a participant could obtain on
the cybersecurity awareness scale was 80. A higher score would
indicate a higher level of cybersecurity awareness. The mean
cybersecurity score among all participants was 60.78. Those who
have a cybersecurity awareness score above the mean, have most
commonly chosen tutorials, workshops and project-based learning.
Alternatively, those who scored below the mean preferred pre-
recorded online lectures, as well as in-person lectures. This showed
that there is indeed a correlation between one’s preferred method
of teaching and their level of cybersecurity awareness.

Finally, the potential correlation between sex and cybersecurity
awareness were investigated. This was also done by splitting the
sample in two parts, based on the mean cybersecurity score. The
data does not suggest any clear correlation between these two
variables.

5 RESULTS AND DISCUSSION

Based on the survey findings, a hybrid method of teaching would
be most appropriate and effective for the Business Information
Technology population. Combining online and in-person activities
can provide students with a flexible schedule which suits their
needs. However, the results showed for masters students fully
online education is not desirable and this should be taken into
consideration when creating the curriculum. Overall, ensuring a
mix of various activities can be very beneficial for the learning
process.

On the topic of attendance preferences there have been several
interesting findings. Masters students choose that some classes
should be mandatory, whereas bachelors students prefer no
mandatory attendance policy altogether. This can help create a
course tailored differently to bachelors and masters students. For
instance, bachelors students can have a more flexible schedule with
fewer compulsory activities. However, it is also important to reason
about the effectiveness of such a course. When no mandatory
attendance is present students may feel less inclined to attend
classes. For this reason, it seems that enforcing mandatory
attendance for some of the course activities remains reasonable.

A combination of lectures, workshops and tutorials can be
beneficial for the learning progress of students. Those are not only
among the most commonly chosen methods of education according
to students, but are also recognised as highly effective in scientific
literature. Group work and practical exercises are an essential
element of the course, in order to promote the learning process and
increase engagement. Involving gamification and competitive
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elements in the methods of teaching presents a very interesting
opportunity to ensure students are engaged in the study process.

But it is also important to consider how we can use the findings
from the cybersecurity awareness evaluation. It became evident
that there is no correlation between variable such as age and sex
and one’s cybersecurity awareness. Therefore, it appears that the
proposed methods can be implemented on all students with the
intention of raising the overall cybersecurity awareness among
them. At the same time, as mentioned above, the results
demonstrate a correlation between a participant’s cybersecurity
awareness and their preferred methods of education. This finding
is significant because it shows the ways in which students with
different levels of awareness are willing to study the topic of
cybersecurity. This can be used in implementing a more tailored
method of education, which takes into consideration what a
student’s level of knowledge is and the most suitable method of
teaching for them.

6 CONCLUSION

This research was conducted with the purpose of investigating the
current level of cybersecurity awareness among Business
Information Technology students at the University of Twente and
proposing a way of cybersecurity education in the programme.

6.1 Sub-question 1

Research findings indicate that both bachelors and masters students
prefer a combination of online and in-person education.
Additionally, the most commonly preferred methods of teaching
are workshops, tutorials and project-based learning. These methods
of instruction are also recognised as effective in the considered
scientific literature. Therefore, we propose combining these
method of instruction to create an effective and flexible
cybersecurity course. Additionally, efforts can be made to increase
the engagement of students in the course, which in turn can also
increase the effectiveness of education. Challenges and
competition-based activities can help create a more diverse study
programme and higher engagement, which can support the
learning process.

The topics of cyber-attack prevention, use of firewalls, recognising
phishing emails, having a secure work and study environment, and
encryption have been chosen among students most frequently.
Combining these subjects with ethics, privacy and risk management
can also ensure relevant and up-to-date education, which provides
students with some of the key competencies in the field.

Additionally, majority of students prefer graded group exercises as
a form of assessment along with group assignments, report-writing
and presenting. Peer assessment can be utilised in the report
writing assignments, in order to promote better and more effective
learning.

Regarding the duration of the course, participants in the research
have indicated the most appropriate and manageable workload for
the course would include one 45-minute lecture and 2 hours for
project work per week. This workload appears to be sufficient for
students to progress and develop cybersecurity skills, especially
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considering the implementation of project-work, which has been
recognised as effective by scientific literature. Some of these
activities should to be compulsory, however, not all of them should
have a mandatory attendance policy, according to research
participants.

6.2 Sub-question 2

In order to address the second research question regarding the
current level of cybersecurity awareness among Business
Information Technology students, the Security Behavior Intentions
Scale (SeBIS) has been used in a survey distributed among all
students in the programme. The results of this survey component
indicated that those who have a higher cybersecurity awareness
also preferred workshops, tutorials and project-based learning. On
the other hand, the data does not suggest that variables like age, or
sex influence cybersecurity awareness.

6.3 Effectively integrating cybersecurity in education
Overall, it appears that integrating cybersecurity in education can
be challenging in ensuring a flexible, yet effective and useful
course. For this purpose, above we suggest several ways of
increasing the engagement of students and diversifying the
programme. At this moment in time the research indicates the most
suitable way of teaching cybersecurity is one which tackles
relevant issues and topics, through various different hands-on
exercises and activities. These methods can be used to increase the
level of cybersecurity awareness among the entire Business
Information Technology student population.

The insights gathered throughout this research can be valuable for
the University of Twente and the Business Information Technology
programme committee, to assist the successful integration of a
cybersecurity course in the curriculum. This study also provides
insight into the correlation between cybersecurity awareness and
preferred methods of education which may be of interest in the
further development of the course curriculum. Furthermore, higher
educational institutions can implement the findings of this research
by using the proposed methods of teaching to raise the level of
cybersecurity awareness among their students.

7 LIMITATIONS AND FURTHER WORK

The short timeframe of this research project posed limitations to
the research, especially during data gathering. Although in an ideal
scenario a larger proportion of the Business Information
Technology population would be involved in the study, in practice
this was very challenging within the given time. Another
potentially problematic aspect of the research was that the number
of bachelors students participated in the study was higher than the
number of masters student. Thus, in order to implement this
method of teaching within the Business Information Technology
programme it is best to evaluate the opinions of a larger sample of
students.

To effectively assess the implications of cybersecurity education on
the Business Information Technology student population it would
be necessary to measure cybersecurity awareness again, to detect
any potential changes among those who have participated in the
cybersecurity course.
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In the further development of this cybersecurity course, we
additionally propose conducting a brainstorm session with the
participation of professors involved in the Business Information
Technology programme, cybersecurity professionals and module
coordinators. We strongly believe such discussion can bring
forward many valuable ideas and expand the possibilities for
integrating cybersecurity in the curriculum. Furthermore, it can
contribute to developing a concrete plan for the smooth and
effective integration of the course.
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APPENDIX A.

In this section the course topics among which students chose in the
survey are listed. Each of these topics had to be evaluated by survey
participants on a 7-point Likert scale.

1. Preventing cyber-attacks
How to ensure a secure work/study environment?

3. Two factors authentication, how it works and why
we use it

4. How the UT addresses common cyber-threats and
how students can identify them?

5. How to recognise phishing emails

6. Use of firewalls

7. Encryption

APPENDIX B.

In the section several different types of survey questions can be

seen.

1. Online/in-person education

1. Do you prefer in-person or online cybersecurity education?

O Fulyoniine
O In-person

O Hybrid - both enline and in-person

2. Preferred hybrid methods of teaching:

2. Which of the following methods would you prefer for teaching cybersecurity in the BIT

programme? You may select more than one

D Lectures
D Tutorials

D Workshops

D A series of pre-recorded online lectures

(] Project-based leaming
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3. Cybersecurity awareness:

I'set my computer screen to automatically lock if | don't use it for a
prolonged period of time.

O Never O Rarely O Sometimes O Often

O Always
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