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Human error is one of the major causes of security incidents and data

breaches in companies. An example of an attack type that relies on human

error is USB-based attacks. A possible solution is gamification, as it has

shown promise in influencing people’s behavior. The goal of this study will

be to test the effectiveness of story-based gamification in the prevention

of USB-based attacks. To do this, an application has been developed that

gamified USB-based attack prevention training. An empirical case study has

been done to assess the effectiveness by analyzing participants’ experiences

with the gamified approach. Overall, they were positive and showed that it

successfully educated them on USB-based attacks.

Additional Key Words and Phrases: Cyber-security Awareness, Story-
based Gamification, USB-based attacks, University students, Security
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1 INTRODUCTION
Human error is one of the main causes of security incidents. This

can, for example, be seen in Egress’s Insider Data Breach Survey

from 2021. In this survey, they asked IT leaders in some of the

biggest tech companies about the causes of serious data breaches.

84% of them said that within their company, human error was the

leading cause of major incidents [14].

An example of an attack-type that relies on human error to be

effective is USB-based attacks [48]. These are attacks that use a

USB device [51] as a vector [34]. In recent years, an increase in the

number of these types of attacks has been observed [39]. This shows

that it is important to focus on prevention of these types of attacks,

for example by training people and raising awareness. In the past,

this has been effective in the prevention of other cyber-security

attacks and in changing people’s behaviour[11].

One tactic used to train people on cyber-security topics is gam-

ification [9]. Gamification, or serious gaming, is applying games

in a learning environment to engage students [53]. Examples of

gamification include popular applications such as Dualingo [13] and
Headspace [20]. These applications deploy leaderboards, badges, and
points to engage their users and get them to enjoy learning.

1.1 Background Knowledge
Before going further into the current knowledge gap and the re-

search itself, this subsection will give some background information

on USB-based attacks and gamification. First, it goes into the USB

based attack types, its effectiveness, and prevention. Then it dives

into gamification, its effectiveness, key concepts, and storytelling.

1.1.1 USB-based Attacks. In past years, researchers have identi-

fied 29 different USB-based attacks. They range in function from

infecting systems with malware to leaking sensitive information
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[35]. Also, research has been done on how effective USB-based at-

tacks still are today. An example of this is research that was done

on the University of Illinois, Urbana-Champaign campus in 2016

[50]. Researchers dropped around 300 different USBs on campus

grounds. The goal was to test whether students would take the USBs

they found and plug them into their computers. The researchers

found that of the 297 USBs dropped, 98% of them were removed

from where they were dropped, and 45% of them were connected to

a computer.

Currently, measures exist can protect against USB-based attacks.

Most of them either use pop-ups or filters to check the contents

of the USB to see if it is malicious or not [30] [19]. But, in these

cases, they need the user to have these measures installed and to be

present at the laptop when the USB is plugged in. And newer forms

of attack can bypass these security implementations [50].

In terms of prevention, there are examples of a narrative being

used to teach people about the dangers of USB-based attacks. For

example, Inspired eLearning [52] and Utwente Security Education

Platform [47] both produced videos on about this topic. They use

narrative and humor to engage the watchers and to give them in-

formation. But they both run into the same issue. They do not use

choice or interact with the viewer. The stream of information is one

way, unlike with gamification.

1.1.2 Gamification. Over the past few years, researchers have done

more and more research on the use of gamification to train people

[41] [28] [25]. For example, in the research conducted by Michael

Sailer et al. [41], a meta-analysis of articles on gamification and

learning was carried out. It found that gamification affects learning

positively. A similar trend can be seen in cyber-security training.

More and more research is being done on how gamification can

be deployed to better train people in this field [9]. For example, in

phishing prevention [33][24]. There are several key concepts that

can be used gamification to make it effective. [4][25][12]. These

include leader boards, badges/medals, points, providing a mission

or goal, and giving feedback.

According to Kapp, Blair, and Mesch (2013, p.118), storytelling

is one of the most under-used and effective methods to improve

learning [23]. Research in 2014 has illustrated that the use of story-

telling can improve learning in preschool education [18]. In this

study, the researchers deployed a robot that told stories and incor-

porated motor movements for children to follow. It showed that

this approach can be implemented to engage preschoolers in con-

structive learning. In cyber-security training, there are examples

of gamification approaches that use perspective to engage the user

and cause them to be less susceptible to attacks [42][2]. One of

these examples is research done in 2015 in which the game was

played from the perspective of the attacker [2]. But, this research

was non-conclusive due to there being not enough practical and

tested evidence. On the other side of the spectrum, there are also

examples of researchers excluding narrative and storytelling when
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discussing important gamification concepts [54]. They argue gami-

fication should be focused on non-fiction and so the narrative has

no place in this. But others argue it can add a lot to the quality. For

example, Nicholson proposed the term “meaningful gamification”,

which goes beyond points and badges [32].

1.2 Knowledge gap
In 2020, a group of researchers at the University of Maryland did

a systematic review of digital games related to cyber-security [8].

They looked at 181 different games related to this topic and found

that 74% of those deploy story-telling. Yet, when doing searches on

databases such as Scopus, there seems to be a lack of research on

the effect of story-telling.

For example, a search has been done in Scopus for papers related

to story-based gamification for cyber-security using the Query seen

in Figure 1. This search resulted in 22 results, as shown in Figure 2.

Fig. 1. Query used in Scopus for story-based gamification in cyber-security.

Fig. 2. Results of query on Scopus with story telling (16/05/22).

But, searching only for papers related to gamification for cyber-

security using the query from Figure 3, excluding the story-telling

aspect returns 297 results, as seen in Figure 4.

Fig. 3. Query used in Scopus for gamification in cyber-security.

Fig. 4. Results of query on Scopus without story-telling (16/05/22).

A similar trend has been observed in other databases, such asWeb

of Science Core Collections. So, while research shows that a majority

of cyber-security-related gamifications deploy story-telling, less

than 10% of published papers seem to look at how effective it is.

This is quite a difference. More research should be done on the effect

of story-based gamification to see what the effects of it are on the

effectiveness of gamification.

1.3 ResearchQuestion
Main research question
What is the impact of story-based gamification on USB-based

cyber-attack prevention among students?

Sub research questions
1. What story-based gamification concepts were perceived as

effective in previous gamification research?

2. Which of these concepts can apply to gamified USB-based

cyber-attack prevention?

3. What is the perceived effectiveness of an application created

using the characteristics from Sub-Question 2 when applied to USB-

based cyber-attack prevention?

1.4 Objective
This research tried to see if a story-based gamified application can

help prevent USB-based attacks. It comprises a literature review

and the creation and testing of an application. The focus of the

literature review was to gather background knowledge on story-

based gamification. In the end, the goal was to create and test an

application that uses story-based gamification to train users on

USB-based cyber-attack prevention.

1.5 Scope
The literature review has provided information on the concepts of

story-based gamification that in earlier research were observed to

be effective. It included an analysis of five papers and articles on

story-based gamification. They were conference and journal articles,

and dissertations. The papers were selected based on the following

criteria. First off, how many times have they been referenced by

other articles? All the articles have at least 50 citations from other

works. The second criterion was the journal in which they have

been published. Is it known as a credible journal and conference that

does high-quality peer checks? An example of such a conference is

the ACM Symposium on Computer and Communications Security

[1], which gets a h5 index of 94 [10]. The final criterion was the

author of the research and to what institutions are they connected.

An example of a credible institution that was used is the Syracuse
University School of Information Studies.

The game itself took shape as a web-based game. Because of this,

users don’t have to download applications to access it and it can

be used over one platform. The programming language that would

be most suitable for this would be JavaScript with HTML5 as a

complementing mark-up language.

The research focused on students. The reason for this is that the

past research from 2020 has found that students are susceptible to

cyber-attacks [45]. At least 28 students needed to take part. This

number allows for a power of 80% for a one-sided t-test on one group

and a Wilcoxon signed rank test. This is based on commonly used

standards for this kind of research [6] and the Gpower calculator

from the University of Dusseldorf [16]. To incentivize people to take

part, were offered the chance to get an overview of the results if

they took part. Using this instead of, for example, monetary rewards

reduces the risk of attracting reward seekers or introducing bias.

[44] [22].
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2 RELATEDWORK
In the past, there have been several studies that have been done on

the use of story-telling and gamification. They are described below.

2.1 Gamification of a University Course [37]
In their research, O’Donovan et al. [37] present the gamification

of a university course on game development. Their goal was to in-

crease lecture attendance, content understanding, problem-solving

skills, and general engagement. To achieve this, they deployed sev-

eral gamification techniques, including storytelling. It was set in a

steampunk world where the students had to solve a mystery, which

could be done by interacting with the classes in the course. The

researchers also related it to the different gamer profiles that were

out there to the “seeker nature”. In the end, they found the students

indicated they were happy with how the narrative was integrated,

but they were not sure if it improved the gamification. They con-

sidered this might be because of the storyline being not sufficiently

integrated into the course. The main takeaway from this research

is that the storyline should be integrated with the work. It should

relate to what gamification is and supplement it.

2.2 RECIPE for Meaningful Gamification [31]
In their research, Nicholson et al. [31] identified a problem with

reward-based gamification. They found that this type of gamification

creates a short-term change in behavior among participants. They

discuss that there should be intrinsic motivation to cause long-

term change even after rewards are stopped. To do this, Nicholson

creates a framework they call “Meaningful gamification”. Out of

this framework, 2 concepts seem of interest for this research. These

are exposition and information.

The exposition part of the framework talks about using stories in

gamification. According to Nicholson, exposition is used to make

users are more connected with the real-world setting. And he says

that it comprises 2 main parts: developing and presenting a mean-

ingful narrative element.

He identified two ways of doing this. The first one is to embed

the story in the real-world, which creates a more simulation-like

experience. Players can explore different paths, and it provides them

with information on the real-world setting. The second way is to use

analogies. Here, the game world might not be the real-world, but is

directly related to it. He states that this could have an advantage in

that it can offer richness over the real-world. So it might draw more

people in. But, this can also be difficult to carry out and to make the

link with the real world clear.

One thing that also should be considered is what type of narrative

to use. Nicholson discusses four types. Evoked narrative, where

the story is embedded in a pre-existing world. Enacted narrative,

which uses a more cinematic approach, where cut-scenes and fixed

game sequences limit gameplay in favor of more story-telling. In an

embedded narrative, the user finds out about a story, which is shaped

by the (player) character’s choices and so they learn about the world

through the game elements. And finally, emergent narrative, where

the user shapes the story purely with their choices.

For the information concept, Nicholson discusses the idea of

presenting the “why” and “how” to a user, not just the “what was

done” or “what is the reward”. He discusses different ways this can

be done, but there are 2 relevant topics for story-telling. First, he

mentions using an NPC as a guide. This guide provides the user with

information and helps them. The second method is to integrate it

with the exposition. Especially the method of “embedded narrative”

was mentioned. This can not only give information about the game

world, but also about the real-world with the same game elements.

There is also a general problem that applies to all gamification.

That is the idea of relevance. Not all the information applies to

everyone. Nicholson discusses the library approach, where a wide

variety of information is provided, which can link to a wide variety

of knowledge levels.

2.3 Using Narrative to Improve Reactions & Learning
[5]

In their research, Armstrong et al. [5] Gamified an existing training

with game fiction. They took Thorndyke’s structure for creating

simple stories [49] and used it to transform the training content

into game fiction. They identified that TETEM suggested that game

fiction-enhanced training will vary in effectiveness depending on an

individual’s pre-existing attitudes. From their research, they found

that the use of narrative caused trainees to be significantly more

satisfied with the training. They also looked at its influence of it on

users’ change in declarative knowledge and procedural knowledge.

They found it did not affect the declarative knowledge score of a

participant, but it lowered the score on the procedural knowledge.

But, this lowering of the score. One thing that can be used from

this is the use of Thorndyke’s structure for creating simple stories

and how the narrative was applied. It also shows that the use of

story-telling can have different effects on types of knowledge.

2.4 Points, Stories, Worlds, And Diegesis [38]
In this research, the researchers compare points-based gamification

to story-based gamification. To do this, they created two games and

let participants play them. One of these games, Forgotten Island, was

heavily story-based and had a mystery theme. The other is Happy

Match. Theywere used to teaching the participants about classifying

plants and insects from photos. In the end, the researchers found

that the Forgotten Island was strongly preferred over Happy Match

by participants.

The researchers differentiate between two types of fantasy/fiction:

exogenous & endogenous. In exogenous fantasy, there is no direct

link between the task someone does and the narrative. For example,

doing correct calculations might launch a rocket, but these calcu-

lations might not relate to the launching. For example, calculating

that 2 + 2 = 4. In endogenous fantasy, the task is thematically and/or

narratively linked to the game world. So, for example, you calculate

the trajectory of the rocket and then launch it.

One of the main topics discussed was the term “diegesis”. The

term diegesis refers to the difference between the “real world” and

the “story world”. Part of this is all things that affect the story and

the world. So, for example, if someone finds a letter in the story and

it is full of spelling mistakes, it might show that the writer is not

educated. Participants showed that elements of the story and the

world made them be more engaged with the system.
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Outside of diegesis, the paper identifies 2 other elements that had

a positive impact. This is sensory stimulation and agency. It was

stated that the atmosphere, art style and other sensory aspects of

the Forgotten Island were an incentive to play and made it enjoyable.

By agency, the researchers mean the sense of control that the user

felt to have. However, users did state that the story was less efficient

and took longer to play.

2.5 Jail, Hero Or Drug Lord? [7]
This research used a story-based adventure game to supplement a

cyber-security course. To do this, a “Choose Your Own Adventure

Story” was created. Here the student was a new cyber-security

employee and need to solve a mystery. Now, they can decide on their

own what their decisions are and influence the ending. Different

story paths are available that students can follow to personalize the

experience.

The students showed the story increased their engagement with

the material and that it made the material “fun”. The researchers

show that the people that partook in the story-based part of the

course did better in their classes and outperformed the students

who did not take part.

There are a few topics that can be taken from this research. The

students praised the realism and the writing level. Researchers in-

dicated that the quality of the writing could be one reason for the

high-level engagement of students. One thing that the students were

less excited about is the time commitment. It was indicated that

students overestimated the time that would go into this extra story

element. This made them reluctant to take part, even though they

thought it was a good idea.

3 METHODOLOGY
To make it so that research happened in an organized fashion, it has

been divided into different stages. Figure 5 depicts the stages and

flow of the research. Each stage has a different color and answers

one of the research sub-questions.

Fig. 5. Flow chart of the used method

Concerning sub-question 1, the method was as follows. A liter-

ature review has been done on story-based gamification concepts.

The articles were summarized, and the main story-based concepts

and their effectiveness were explained. This information was used

to create an overview of what research already has been done for

story-based gamification.

Using insights from the literature study, sub-Question 2 can be

answered as well. This is the stage in which an application has been

designed that implements the concepts found in the literature study.

This way, the most relevant concepts of story-based gamification

could be implemented into the game.

This application has been used in an empirical study, which an-

swered sub-question 3. At the beginning of the study, all participants

were asked to take part in a pre-game survey that asks about their

background and how much they know about USB-based attacks.

Following this, people played through the game from start to finish.

Finally, all participants were asked to do a post-training survey. This

survey checked what the perceived effectiveness of gamification.

As well as how people thought it compares to other gamifications.

To do tests and surveys, it was necessary to get ethical approval

from the university [43]. This permission was obtained.

4 GAME & SURVEY DESIGN
This section discusses the design of the game and surveys which

were used to answer the sub-research question 3. First, it goes into

how the game was designed and build. Second, it discusses how the

measurements were done and data was obtained.

4.1 Game design
The game is an adventure text-based game that resembles the inter-

active novel genre [15]. In the game, the user’s decisions influence

the story. The reason for picking this type of game as inspiration

is to leave out any non-story-related aspects that might affect the

effectiveness of the games. So, for example, leader-boards & badges.

Fig. 6. Example of a frame in the game.

The game was built in Twine [17]. Twine is an engine that lets one

build adventure games using cards. As seen in Figure 8, the cards are

connected. Each connection represents a transition between cards

in the game logic. Each card is a frame which comprises an image,

some text, and one or more buttons to switch between frames. This

can be seen in Figure 6. The images helped build a mood or aesthetic

for the scene they were shown in. They were also used to give a face

to all the characters, such as seen in Figure 7. In the end, someone
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can export the story created with Twine into an HTML file that is

ready for use.

Fig. 7. Example of a frame showing a character.

The story was designed using Thorndyke’s (1977) framework for

creating simple stories. It has been divided into different sections

which Thorndyke calls episodes. These episodes are comprising

a goal and a subset of other features. In the game, a combination

of frames, such as the one shown in Figure 6, makes an episode.

Each episode discusses a different aspect of the USB-based attack

prevention. For example, one episode talks about how to handle

unknown USBs.

In the story, a company has been attacked by a ransomware

attack. The company has contained the attack and limit its effects.

But, they do not know how their computer system got infected

with the ransomware software. This is where the player comes in.

They play as a young security researcher who has been called in

to find the origin of the attack. With the player, there is a guide,

someone who can correct the player and explain things to them. In

the story, the guide watches the player and the decisions they make.

Throughout the story, the player learns about what happened, how

the attackers got in, and if there are more security risks. In the end,

they need to reconstruct what they learned, and they can get one of

4 endings.

The story itself has a “trial” structure [29] with different endings.

In this structure, the user has some challenges to overcome and al-

ternate paths they can take, but they follow one story. A comparison

of the structure of part of the story and the trial structure can be

found in Figure 8. Every card in the story is comparable to hexagons

in the structure above. In the story, the challenges allow the game

to test the user on what they learned, and the alternate paths allow

the user some agency. Where this game differs is in using alternate

endings. In trial games, usually the story is of a railroad structure,

where it leads down a path to one end. In this game’s ending, the

user is told how many mistakes they made in the game and this

influences the ending.

Fig. 8. Comparison of the trial structure VS story [29].

During the literature review, several aspects were identified that

could be implemented in a story-based game. First off, one can

discuss the interweaving of the information and the story. Several

of the reviewed pieces of literature mentioned the importance of

fully integrating the information in the story [37][31]. For example,

in the game, there is a direct link between the USB-based attack

knowledge and the mystery in the story. This is helped by making

the story simulation-like, where it shows a scenario that could

happen in the real world [37] [7]. All the tasks that are present in

the game are endogenous and are narratively linked to the game [38].

For example, having to select which hardware could be infected so

that the company might not get into trouble again, as seen in Figure

9. For spreading information, both a “guide” and the embedded

narrative were used. They help them if they make mistakes, and are

a driving force behind the action. The information provided is as

wide as possible, with general useful information [31].

Fig. 9. Example of a frame where users have to overcome a challenge.

How the story was built and structured is based on the literature

review results. It combines enacted and emergent narrative [31].

Some set sequences of interactions are used for exposition, especially

at the start of the game, which resembles enacted narrative. Later

on, the user gets to make choices and can influence the story, which

leans more towards an emergent narrative. Inside the story, the

information used is a combination of declarative and procedural

knowledge [5]. There is a focus on how to avoid attacks and detect

them.

Some things are different compared to previous work. This game

has more emphasis on the story part. Other research has story-

based as an extra focus or implements other known features. The

improvement points mentioned in the other games are picked up
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on and implemented . For example, in [37] it was mentioned that

the game and material should be integrated with the game. This

gamification does not have a focus on the gamer types out there.

The goal was to create a general game and see how the story-based

gamification performs for general students. Also the format differs

from other games. This game falls close to the interactive novel

genre. Others leaned away from the story and tried to do more

surrounding the game.

4.2 Research Deployment
As mentioned before, the game is web-based. It has been hosted on

a website and made so that only people with a link can access it. The

game contains all relevant links to the consent form and surveys.

So, when distributing the game and asking people to take part, only

the link to the game had to be sent.

To test the effectiveness of the game, two surveys have been

created. The first had to be filled in before the game is played, called

the pregame survey, and the second one after the game is played,

the post-game survey. These surveys were analyzed with the use

of qualitative analysis and a one-sided t-test for a one-sample case

and a Wilcoxon Signed Rank Test [26][27][36]. While the one-sided

t-test is normally used for continuous data, it can be used for low

amounts of discrete data [3]. Below are the links to the two surveys:

• pre-game survey: https://qfreeaccountssjc1.az1.qualtrics.com/

jfe/form/SV_bgh9wuCLVPV9K7k

• post-game survey: https://qfreeaccountssjc1.az1.qualtrics.com/

jfe/form/SV_39rz7RJECQRYs5g

The pre-game survey focuses on getting an idea of the knowledge

that the participant already has on the topic. So, for example, they

are asked what their study is and what they think their level of

security knowledge is.

The post-game survey focuses on the perceived effectiveness

of gamification. For example, how much do they think the game

engaged them, how much did they learn, and how does it relate to

any previous gamifications they have done? This is done using a

Likert scale of 5 points. Participants are shown some statements

and have to state how much they agree. The answers they can give

are as follows.

• Completely disagree

• Partly disagree

• Neither disagree nor agree

• Partly agree

• Completely agree

The surveys have been designed according to frameworks for

testing the effectiveness of gamification [21][40].

5 RESULTS & DISCUSSION
In the following section, the results of the surveyswill be shown. The

discussion section then relates the results of the literature review

and empirical research to the research questions.

5.1 Evaluation of the game
First, the pre-game survey will be presented. Figure 10 shows the

different fields of study participants come from. About 59%, are from

fields that focus on the creation and use of technology, which is also

reflected in how participants rate their technical knowledge. As seen

in Figure 11, most participants rated their technical knowledge to

be above average. In terms of perceived cyber-security knowledge,

a more even spread between average and above-average knowledge

can be seen, as seen in Figure 12

Fig. 10. Pie chart showing distribution of studies among participants.

Fig. 11. Distribution in perceived technology knowledge

Fig. 12. Distribution in perceived cyber-security knowledge

In terms of USB-based attacks, perceived knowledge was found to

be the following. A majority of participants were aware of the attack

and showed safe behavior in USB usage. However, for one situation

unsafe behaviour was shown. About 50% of participants stated they

use the same USB for work and private purposes. Further, in terms

of previous training experience, a majority was never trained in

cyber-security and only half ever partook in a gamified training.

Next up, the focus will be on the post-game survey. Overall, the

participants stated that the game helped them understand USB-

based attacks more and caused a positive effect . This is seen in

Figures 13 & 14

Fig. 13. Perceived increase in USB-based attack knowledge.
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Fig. 14. Perceived effect of the story.

The post-game survey also contained more specific questions

which relate to elements used to measure gamification effectiveness

[21][40]. And to rate them, a scoring system as shown below was

setup.

• Completely disagree = -2

• Partly disagree = - 1

• Neither disagree nor agree = 0

• Partly agree = 1

• Completely agree = 2

This was then used to calculate an average score, where a score

greater than 0 shows a positive effect. On this data, a single-sided

t-test was performed, as well as a Wilcoxon Signed Rank Test. The

results are in table 1. Here, the null hypothesis is that there is no

noticeable positive effect on the specified element. So, a mean score

of 0 or lower on the scale. The t-test score for 27 participants, a

power of 80%, an alpha of 0.05, and degrees of freedom of 26, is 1.71.

And for the Wilcoxon Signed Rank Test, the value is 117. Now, as

seen, 1, all the mean scores are positive and pass the t-test.

Table 1. Overview of the average score per question.

element score passes
t-test

passes
Wilcoxon

engagement 1.111 Y Y

clarity 0.852 Y Y

theory real-world link 1.482 Y Y

increase in cyber-security

knowledge

0.852 Y Y

increase in USB-based at-

tack knowledge

1.0 Y Y

comparison with video 0.852 Y Y

At the end of the survey, participants were asked about how this

game compared to previous cyber-security and gamified training

they had done. As seen in Figures 15 and 16, it was said to be better

than other cyber-security training and just as good as other gamified

trainings. In both cases, not enough participants could compare the

game to training to do significance testing.

Fig. 15. Comparison of this game and other cyber-security training

Fig. 16. Comparison of this game and other gamified pieces of training.

In the end, both surveys were compared to see if there were re-

lations. No difference in perceived effectiveness of the game was

observed between participants with or without cyber-security train-

ing. As well as between people with or without past gamified train-

ing experience. This can be seen in Figure 17 as the distribution is

almost the same for both groups.

Fig. 17. Chart showing answers regarding USB-based attack understanding.

When comparing students who do (tech. student) or do not (non-

tech. student) do a technical study, the following was observed. As

seen in Figure 2, non-tech. students score the game higher, except

on engagement.

Table 2. Overview of difference average score.

element score non-
tech. student

score tech.
student

engagement 0.926 1.322

clarity 1.214 0.5

theory real-world link 1.641 1.362

increase in cyber-security

knowledge

1.147 0.604

increase in USB-based at-

tack knowledge

1.438 0.600

comparison with video 1.4 0.304

5.2 Discussion
This section will go over the results and relate them to the sub-

research questions.

First off, the results of the literature review will be used to discuss

sub-research question 1. There are a few concepts that influence the

effectiveness according to the literature review.

• Choose a story-design framework that works well for the

goal of your game [49][5].

• Have a clear connection between the story, and training in-

formation [37][31].

• Use the correct narrative types [31].

• Balance the use of analogies and realism of the story to both

engage the participant and have them see the connection to

the real world [31][7][38].
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• Make sure that the type of information presented fits the

target audience [5][31].

• Present information in such a way that they become linked

to actions in the game [37][31][38].

• Find a correct balance between agency and forced sequences

to give the users’ background information [38][31].

There doesn’t seem to be a specific way of implementing these

concepts that works for all story-based gamifications. For example,

a balance of analogy and realism is something that will differ per

game [31]. This means that there are also concepts that were not

relevant for the papers in the literature review, but that still might

influence effectiveness. So this answer is likely not all encompassing.

To answer sub-research question 2, the concepts mentioned above

were implemented as follows. For the initial design of the story,

Thorndyke’s structure was chosen as it improves story-element

memorization by readers [49]. The story tries to simulate what could

happened in the real world and makes very little use of analogies.

The user needs to be relate the information to the real world and use

it there [31][38]. Information that is presented in the game is broad

and a combination of declarative and procedural knowledge because

users need to know what to do to avoid attacks and what common

attack patterns are [5]. Because of the simulation-like nature, all the

tasks in the game are directly related to the narrative [38]. Seeing

that the game needs to provide information to all users, the agency

was limited. If the user is given a lot of freedom in a true sandbox

experience, they might not see all parts of the game and might miss

information [31]. Hence enacted and emergent narrative were used

[31].

To answer sub-research question 3, the results from the surveys

will be used. As seen in Figures 1314, participants found the game

overall had a positive effect. Now, by looking into the results in Fig-

ure 1, a more in-depth analysis can be done. For all the measures of

effectiveness, a positive effect can be noticed. And for all of those re-

sults, there is a one-sided t-test and theWilcoxon test was passed. So

it is possible to say that these are significant results[26][27]. Based

on this, it is possible to state that overall story-based gamification is

perceived to have a positive effect on USB-based attack prevention

training. No real differences were found between different partic-

ipants, except based on studies. The results for the measures of

effectiveness divided up between technical and non-technical stu-

dents are shown in Figure 2. Here, it is possible to see that overall,

non-technical students perceived the game to be more effective,

except for engagement. However, there are not enough people in

both groups for a two-sample t-test or Wilcoxon test [46].

6 CONCLUSION & FUTUREWORK
6.1 Conclusions
As there is an increase in USB-based attacks, it is important to

understand its perceived effectiveness of story-based gamification

in their prevention. By doing a literature review on past paper, it was

found that several aspects affect the effectiveness of story-based

gamification. These include the story design framework, which

information is presented in what way, narrative types, and balancing

agency levels. These concepts were then used to design a game to

teach people about USB-based attacks. It was found that for USB-

based attacks; it is important to firmly root the story in reality. This

way, it is easy for the participant to use the information in real life.

Actions were directly linked to the story, so that users can learn for

real scenarios. For narrative, it was used as set sequences to get the

information across, limiting some agency. This way, all participants

get all the information.

This game was tested in an empirical study. It was found that the

participants overall perceived the training to have a positive effect.

The same can be said on individual elements, such as engagement.

When looking at individual differences between participants and the

results, only one thing of note was found. Non-technical students

were more engaged with the game, but also more critical. However,

it is unknown if the difference was significance.

Finally, by combining the answers for all the sub-research ques-

tions, the overarching research question can be answered. This

gamification has a positive impact on USB-based cyber-attack pre-

vention when tested among students.

6.2 Limitations
Several limitations have affected the research. One of the first limi-

tations to be identified is the influence that the analysis of previous

research. These papers might have influenced how this paper was

shaped and the conclusions. The second limitation is how compari-

son to other training was done. Because no other training could be

found that goes this far into USB-based attacks, there was a reliance

on the participants’ experience. Third, the field of cyber-security

is constantly changing and updating. The research and concepts

that this research is based on might not be relevant anymore tomor-

row. Another limitation is the topic on which this research is based.

The knowledge gap for story-based gamification goes beyond this

sub-topic focused on in this paper. The effects of this type of gamifi-

cation might be different for different topics. There are also some

limitations with how the measurements have been done. People

took the surveys and played the game at home without supervision.

Hence, it is difficult to do quality insurance and some things might

not have been measured.

6.3 Future work
In the future, more research can be done on the effectiveness of

gamification on other cyber-security topics. Another interesting

thing to look at would be to get more students, to further look at the

link with other gamified trainings and different backgrounds. And

this also would show if there is a real difference as was observed.

And finally, seeing as there are a lot of factors that affect story-based

gamification, perhaps a more standard framework for how to apply

a story in gamification can be created.
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