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Fig. 1. Warning message for a likely phishing email

Over the years email has evolved from more than just a medium for inter-
personal communications. With this have come some negatives, such as
individuals or groups trying to exploit users. This has been done by the use
of phishing emails. Phishing emails are attacks that attempt to trick people
into releasing sensitive information, by using techniques to make it seem
like the information is requested from a legitimate source. How successful
have these phishing emails been at fooling users and why? To find an answer
to these questions a literature research and meta-analysis will be conducted.
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1 INTRODUCTION
With individuals having an ever growing digital footprint, email

has become a standardized way for communications. This has been
the case for people, organizations and most importantly businesses.
It is projected that the amount of emails send per day will reach
347 billion by 2023 [87]. It has evolved beyond basic peer to peer
communication. Exchanging information, exchanging data, account
creation for websites and services, customer service and the list
goes on [35]. Due to this it has become the essential form of com-
munication for businesses and organizations. While the benefits
emails provide are clear, there are certain risks affiliated with it.
Emails are widely adopted and relatively easy to deploy on a large
scale, which is a positive and a negative. Certain individuals and
groups use emails to target users on a wide scale. They accomplish
this by deploying phishing emails [87]. The goal of these phishing
attacks is for the attackers to acquire sensitive information from
the person being phished. This could be passwords, bank account
information, scamming users into sending them money or other
personal information [33].

Phishing is not a new phenomenon. The history of phishing goes
back to the mid-1990s, when programs that targeted users and at-
tempted to acquire their passwords were distributed on America
Online (AOL). It was here where the term phishing was coined

TScIT 37, July 8, 2022, Enschede, The Netherlands
© 2022 University of Twente, Faculty of Electrical Engineering, Mathematics and
Computer Science.
Permission to make digital or hard copies of all or part of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies bear this notice and the full citation
on the first page. To copy otherwise, or republish, to post on servers or to redistribute
to lists, requires prior specific permission and/or a fee.

[81].Since the late 90s numerous studies have been done about
phishing emails. These studies have been predominantly on counter
measures [38]. A relatively small amount of studies have been con-
ducted to figure out either how much people fall for phishing emails
and why? Is it age related? Sex? Education? Cyber-security knowl-
edge? Personality traits? Nationality? The emails itself?
There are two distinct types of phishing email most speak of,

regular phishing and spear phishing. Regular phishing emails are
deployed on a wide scale to to target a large pool of individuals and
are therefore not personalized. Spear phishing emails are usually
used on a smaller scale and are personalized for a specific individual
or group of individuals [31].

Some of the studies that have attempted to uncover why people
fall for phishing are as follows. Kumaraguru et al [57] conducted a
real world user study with 515 participants, they found that age is
a factor in phishing susceptibility, as participants in the 18-25 age
group were significantly more likely to fall for phishing emails than
those in older age groups. On the other hand they did not observe
any significant difference in gender. Sheng et al. [85] conducted a
roleplay phishing study with 1001 participants and likewise found
that participants between the age of 18 and 25 were significantly
more susceptible to phishing. However, unlike Kumararugu et al.
[57], they found that sex was a factor, as women were significantly
more likely to click on a phishing email and also go on to give
information than men. Blythe et al [13] conducted a online survey
of 224 people and found no significant difference between age. What
they did find was that there was a significant interaction between
age and sex, with the younger group (18-30) having a significantly
large difference in men and women, which disappeared in the older
groups (31-46 and 46+). Lin et al. [62] confirmed these findings,
having also found no significant difference in age and sex itself,
but when combined there was a significant difference in groups.
But Parson et al. [77] who conducted a role play experiment with
117 participants, who were asked to manage 50 emails, found no
significance nor relationship between age and gender.
The first study I could find that tested for personality difference

was Pattionson et al. [79] who asked 117 participants to evaluate
50 emails, half of which were phishing emails. They used the Big
Five Personality test in combination of these results to see if any
of the big five personality traits were significant in users ability to

1



TScIT 37, July 8, 2022, Enschede, The Netherlands Haris Motika

recognize phishing emails. The Big Five Personality test, consists
of five traits, extroversion, agreeableness, openness, conscientious
and neuroticism [65, 71].

(1) Extroversion: More friendly and outgoing

(2) Agreeableness: More co-operative and eager to help other
people.

(3) Openness: More willing to try new experiences, in general
more curious.

(4) Conscientious: Organized, high self control and strongminded.
(5) Neuroticism: More irrational thoughts, experience negative

feelings more.

[47]
They found that one of the 5 traits, was significant, as users who

were more extroverted were better at recognizing phishing emails.
Ayob et al. [7] found that 2 out of 5 Big Five personality traits were
significant, extroversion and conscientiousness. But then there is
Ge et al. [42] who found in their research that 3 out of 5 Big Five
personality traits were significant, conscientiousness, openness and
neuroticism.
When it relates to education, Parson et al. [77] who was previ-

ously mentioned also tested on educational level and found that for
participants who did not know they were participating in a phishing
email, therefore mimicking a real life scenario, participants with
a higher level of education where significantly better at recogniz-
ing phishing emails. On the other hand Lui et al. [74] conducted a
similar experiment over a period of 19 months among students and
employees of several universities in the U.S. and found no significant
difference in education.
For general security knowledge Wright et al.found that an in-

crease of security knowledge in participants had an significant effect
on deception success. Meanwhile Parson et al. [77] found a signifi-
cant effect, only in participants who were explicitly told they were
conducting a phishing test. Suggesting that in a real life scenario,
there would be no significance.

For the cues, Parson et al. [76] (2015) conducted a test to find out
what cues typically differentiate phishing emails from legitimate
emails. They found that phishing emails were significantly more
likely to contain incorrect spelling and grammatical errors. Conse-
quentlyWang et al. [90] found that grammar and visual presentation
were significant in recognizing phishing emails, while Blythe et al.
[13] did not necessarily find any significance in grammar and visual
presentation, due to the fact that phishers have gotten better and
presenting themselves as genuine emails.

Although the research into phishing emails goes back as far as the
mid 1990s, most of this research has been focused on how to prevent
users from being phished and creating tools to protect users from
phishing email. However, why users fall for phishing emails and just
how successful they are, has been relatively unexplored. Just what
exactly is the impact of phishing emails? This paper will analyze
existing literature and conduct a meta-analysis to find new insights
into how harmful phishing emails have been. We will attempt to
this by answering the following research question: How harmful
are phishing emails?

To answer this question, the following sub-questions will be ex-
plored:

(1) How successful are phishing emails?

(2) What demographics are more susceptible to phishing emails?

2 METHODOLOGY
To anwser the research question at hand, a literature study and a

meta analysis was performed. The studies on which this meta anal-
ysis was performed were acquired from the Scopus database. The
Scopus database was queried on 24 May 2022, using the following
query:
(TITLE-ABS-KEY((Phishing OR "social engineering") AND *mail*
OR scam OR fraud OR simulation OR campaign* OR test* OR attack*
AND NOT "machine learning" AND NOT covid* AND NOT corona
AND NOT "deep learning" AND NOT "artificial intelligence" AND
NOT "algorithm))

This search query resulted in 3407 records. These search terms were
chosen to capture studies about phishing and social engineering
that contained user experiments and to exclude studies pertaining
to classification, deep learning, artificial intelligence and covid-19.

2.1 Eligibility criteria
Based on the eligibility criteria it would be decided to either

include or exclude a study for the meta-analysis. Studies that did
not meet the following eligibility criteria were excluded:

(1) Must be published in a scientific paper or PhD Thesis
(2) The manuscript must be written in English, Dutch or Bosnian;

the author is proficient in these 3 languages.
(3) It should include some type of field or lab experiment
(4) There should be at least 20 observations, to avoid the possi-

bility of results being based on random chance.
(5) No restriction regarding publication date.

2.2 Study Selection
Initially the titles and abstract of all 3407 studies were exported

in Excel and screened for the eligibility criteria. This resulted in 316
relevant studies remaining, 3091 being excluded. These 3091 studies
were excluded due to various reasons such as, not having human
subjects, using computers for classifications, discussing about law
and being about other forms of phishing. Of the remaining 316,
191 were determined to have some sort of experiment, with the
other 125 being excluded from the data analysis and marked for
possible context use. The 191 remaining studies were then screened
full text for the eligibility criteria, which resulted in 81 studies being
selected for the meta-analysis, excluding a further 110 studies. The
reason these studies were excluded, was due to several reasons,
such as: being a duplicate, being unavailable for full text analysis,
not enough observations (<20) in experiment, no control groups in
anti-phishing studies and no relevant data being available. If a paper
was a duplicate, the most recently published version was chosen
for the meta-analysis. Moreover for the studies that were selected,
some had multiple experiments and were therefore coded as many
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times. A flow chart depicting this process can be seen in Figure 2.
Moreover below in Table 1 an overview of when the studies that
were used were published can be seen, with a detailed breakdown
of these studies in Table 2.
In total six predictors were chosen for the meta analysis, which

will be used to come to a conclusion about why people fall for
phishing emails. Age will look at, if certain age groups are more
susceptible to phishing. Sex, will look if men or woman are more
susceptible to phishing. Educational level will see if lower or higher
educated people are more or as susceptible. Security knowledge, will
see if people with general cyber-security knowledge are more, less
or as susceptible. Cues will look if grammar (misspelling), visual
representation (logo, style) and sender addresses (email sender)
affect susceptibility to phishing.

Fig. 2. Flow chart (Study Selection)

Table 1. Distribution of years from selected studies

Year Number of Studies

2005 2
2007 5
2008 2
2009 2
2010 2
2011 2
2012 4
2013 5
2016 1
2017 9
2018 6
2019 12
2020 13
2021 8
2022 2

2.3 Codebook variables
Three different identifiers with variables were created to log the

necessary data. These are as follows:

Study identifiers
(1) ID; identifier of the study (1-3407)
(2) Study; Author name + Year, e.g Desolda14
(3) Year; Year of publication e.g 2007
Population identifiers
(1) Age; average age of participant
(2) Female; amount of females among participants
(3) Nationality; origin of participants
(4) Education; No Diploma, High School, College and Mixed
(5) Population; Employees, Students, Adults, Children and Mixed
(6) nTotal; total sample size
(7) victims; amount of victims

Experiment identifiers
(1) Environment; Lab or Field experiment
(2) Test; type of test performed
(a) Graphics, participants distinguish between emails and phish-

ing emails
(b) Rolepay, participants play a character and act out what

they would do in an email scenario
(c) Phishing attack, researches send out phishing emails and

record data among subjects
(3) pre-study; where the participants aware that they were doing

an experiment?
(4) pre-aware; where the participants aware that it was a study

about phishing emails?
(5) mail-phish; amount of phishing emails that are send to or

judged by the participant
(6) type-mail; type of mail send, regular phishing or spear phish-

ing
(7) predictors
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(a) Age
(b) Sex
(c) Personality
(d) Educational level
(e) Security knowledge
(f) Cues; Grammar, Visual representation and Sender address

2.4 Data Analysis
To answer the sub questions the following will be done. For sub-

question 1. How successful are phishing emails? Click rates will be
investigated, to accomplish this a proportions meta-analysis will
be applied and the weighted average of regular and spear phishing
emails will be taken to see how often people fall for phishing emails.
For sub-question 2. What demographics are more susceptible to

phishing emails? Six different predictors will be looked at. For these
predictors we will use the Standardized Mean Difference (SMD)
[15]. SMD is a summary statistic that is used in meta-analyses when
different studies assess the same predictor, but use a different statistic
to measure it [37]. To convert all the acquired data to SMD we will
use a effect size calculator, based on the work of Lipsey et al [63].
After acquiring all the necessary data, a tool called Comprehensive
Meta-Analysis (CMA) will be used to perform the meta-analysis
[16].

3 RESULTS
In total 81 studies were included in the analysis, 37 of which had

statistical tests for one or multiple predictors. There were a total of
N=99598 subjects, having k=81 observations. Based on k=36, there
are N=7798 females. Not every study provided this information.
[1–14, 18–30, 32, 34, 36, 39–62, 64, 66–70, 72–80, 82–86, 88–94]

3.1 ResearchQuestion 1
3.1.1 Click Rate. I looked at two distinct type of phishing emails,
regular and spear. For regular phishing there are N=30,874 with k=14.
Of these 30,874 subjects, 6039 opened the regular phishing email
and clicked on a link, opened an attachment or gave out information.
This results in an average click rate of 6039

30,874 ∗ 100 ≈ 19, 56%. In
Table 3 the results of the proportions meta-analysis are displayed.
Using a fixed model, so using the relative weights of the studies, a
weighted average of 22,7% with a lower-upper limit of [22,2-23,2] is
acquired. Using a random model, so having weights be distributed
proportionality,a weighted average of 18,3% with a lower-upper
limit of [12,5-26,2] is acquired.

Meanwhile for spear phishing this study findsN=39,853with k=22.
Of these 39,853 subjects, 10,072 opened the spear phishing email and
clicked on a link, opened an attachment or gave out information.
This results in an average click rate of 10,072

39,853 ∗100 ≈ 25, 73%. In Table
4 the results of the proportions meta-analysis can be seen. Using a
fixed model, a weighted average of 25,7% with a lower-upper limit of
[25,3-26,2] is acquired. Using a random model, a weighted average
of 30,8% with a lower-upper limit of [24,6-37,7] is acquired.

3.2 ResearchQuestion 2
3.2.1 Age. Does age affect phishing susceptibility? This study finds
N=1912 subjects with k=10 observations. The results of the SMD

meta-analysis for age can be seen in Figure 5. An standardized
mean difference of 0,230 with a lower- upper limit of [0.103-0.357]
is found. As the confidence interval does not cross the line of no
effect (0,00), this result is significant. This can also be checked with
a hypothesis test using z=3,539 and p=0,000 (smaller than 0.001). An
SMD between 0.0 and 0.2 indicates a small effect, so these results
would suggest a small effect of age on phishing susceptibility, with
older people being slightly more susceptible to phishing.

3.2.2 Sex. Does sex affect phishing susceptibility? This study finds
N=12403 subjects with k=12 observations. The results of the SMD
meta-analysis for sex can be seen in Figure 6. An standardized
mean difference of 0,087 with a lower- upper limit of [-0,005-0,179]
is found. As the confidence interval crosses the line of no effect
(0.00), this result is not significant. This can also be checked with
a hypothesis test using z=1,854 and p=0.064. This would suggest
there is no difference between sex on phishing susceptibility.

3.2.3 Personality. Does personality affect phishing susceptibility?
This study finds N=512 subjects with k=4 observations. The results
of the SMD meta-analysis for personality can be seen in Figure
7. An standardized mean difference of 0,080 with a lower- upper
limit of [-0,136-0,295] is found. As the confidence interval crosses
the line of no effect (0.00), this result is not significant. This can
also be checked with a hypothesis test using z=0,724 and p=0.469.
For the five individual personality traits, the following results are
acquired. For extroversion an standardized mean difference of -
0,381 is found. For agreeableness an standardized mean difference
of 0,205. For openness an standardized mean difference of 0,303. For
Conscientious an standardized mean difference of -0.189. Lastly for
neuroticism an standardized mean difference of 0,595 is acquired. In
this case extroversion and neuroticism both did not cross the line of
no effect (0,00) meaning they are significant. While we have 14 data
points, these are divided over 4 studies. Due to this small sample
size (k<10) we can not make any conclusive statements about this.
As Borenstein et al. stated, a meta-analysis performed with less than
10 observations is very unreliable and should not be used to make
reliable conclusions [17]. Moreover in the case of personality traits,
several studies only reported data on traits they found significance
on. For example Alseadoon et al. and Ayob et al. both found 2 out
of 5 personality traits significant and they reported the respective
statistical findings, but did not report the results of the other 3
personality traits. Therefore certain data was not captured here.

3.2.4 Educational level. Does education affect phishing susceptibil-
ity? This study finds N=812 subjects with k=3 observations (studies).
An standardized mean difference of -0.140 with a lower- upper limit
of [-0,534-0.253] is acquired. As the confidence interval crosses the
line of no effect (0.00), this result is not significant. However simi-
larly as Personality due, to the small sample size (k<10) we can not
make any conclusive statements about this.

3.2.5 Security Knowledge. Does security knowledge affect phishing
susceptibility? This study finds N=2448 subjects with k=3 obser-
vations (studies). An standardized mean difference of 0,117 with
a lower- upper limit of [-0,014-0,248] is found. As the confidence
interval crosses the line of no effect (0.00), this result is not signifi-
cant. However similarly as Personality and Educational level due,
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to the small sample size (k<10) we can not make any conclusive
statements about this.

3.2.6 Cues. Do cues affect phishing susceptibility? This study finds
N=604 subjects with k=3 observations (studies). Three separate cues
are assessed; grammar, visual representation and sender addresses.
For all cues in general, an standardized mean difference of 0.206 with
a lower- upper limit of [0.006-0.406] is found. As the confidence
interval does not cross the line of no effect (0.00), this result is
significant. However similarly as Personality, Educational level and
Security Knowledge due, to the small sample size (k<10) we can not
make any conclusive statements about this.

4 CONCLUSION
We found that a significant amount of people fall for both regular

and spear phishing emails and investigated possible reasons for this,
by looking at six different predictors. With these results we can
fully or partially answer our sub questions. For sub-question 1. How
successful are phishing emails? Using a random model - assuming
the populations is not the same in each study - we found for regular
phishing a weighted average click rate of 18,3%. Meanwhile for spear
phishing using a random model, we found a weighted average click
rate of 30,8%. People fall for phishing emails at a high rate. This
very worrying, as for regular phishing emails it is possible to send
out mass mail campaigns. One could realistically target hundreds of
thousands if not millions of people as long as you have their e-mail
addresses. If 18,3% of these people fell for a phishing email, it would
be very successful in what it said out to do. Moreover for spear
phishing emails that are targeted towards specific users or groups, it
is becoming easier and easier to acquire the necessary information
to craft the spear phishing emails. The digital footprint of regular
people is continuously increasing as people are posting more and
more information about themselves on social media platforms. In-
formation such as where they work, where they were born, what
school they went to, birthdays, who they associate with etc. With
a weighted average click rate of 30,8%, it is extremely effective at
fooling users.
Secondly we wanted to know what demographics are more sus-

ceptible to phishing? We found out that age was a factor, albeit
small, in phishing susceptibility, indicating that older people are
more likely to fall for a phishing email. Meanwhile there was no
difference in phishing susceptibility between different sexes. Indi-
vidual personality traits, extroversion and neuroticism were both
significant when it came to phishing susceptibility. However due
to the small sample size, no reliable conclusion can be made about
this. Similarly Educational level and Security knowledge were not
significant, but due to a small sample size, no reliable conclusion
can be made about this. Lastly Cues were significant when it came
to phishing susceptibility, but due to a small sample size, no reliable
conclusion could be made.
So to answer our main question, how harmful have phishing

emails been? We saw that over the years phishing emails have
evolved, becoming more and more like their genuine counter part.
Spear phishing campaigns targeting specific users and groups have
increased, with much easier access to personal information through
social media platforms. Not only that, but numerous tools are being

created and improved to send and create regular phishing emails
on a massive scale. Given the success rate of both regular and spear
phishing emails and what falling could lead to, one could say that
phishing emails have been very harmful. This could be in both
monetary loss or psychological damage.

4.1 Shortcomings
Having initially gone through the background of phishing ex-

periments and their reports, we had thought that we would find a
decent amount of studies that had similar ideas when it came to
predictors. That proved to be true for age and gender, but education,
personality, security knowledge and cues still seem to be relatively
unexplored. A large problemwas the overall lack of proper reporting
in acquired papers. While numerous papers performed experiments
and reported their findings, a good portion of these did not fully
report the necessary data to include them in the meta-analysis. This
meant that for certain predictors we ended up k<10 observations.
Due to this, we can not reliably say whether or not these predictors
significantly impact phishing susceptibility. As one of the main goals
of this paper was to find out why people fall for phishing emails,
this ends up as a big shortcoming.

4.2 Future Work
For future work, more research needs to be conducted and gath-

ered on the six predictors. In particular for those we have k<10
observations. Personally I am interested in how the predictors in-
fluence each other. As we saw when looking at the background,
several studies found that a predictor influenced phishing suscep-
tibility. But when combing predictors, the effect of said predictor
disappeared. As there is no agreed upon way to report the results of
phishing experiments, I recommend for a standardized framework
to be created. With this all relevant information and data would be
reported for future meta-analyses. This could significantly increase
the amount of studies that could be included in a meta-analysis and
would allow us to make more reliable conclusions.
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1081 Parsons et al. [77] 2013
1083 Halevi et al. [47] 2013
1203 Hong et al. [52] 2013
1308 Caputo et al. [23] 2013
1352 Kruger et al. [56] 2014
1360 Rocha-Flores et al. [51] 2014
1397 Rocha-Flores et al. [39] 2014
1433 Butavicius et al. [20] 2015
1439 Parsons et al. [76] 2015
1505 Welk et al. [92] 2015
1796 Goel et al. [44] 2016
1813 Nino et al. [70] 2017
1834 Bullée et al. [18] 2017
1838 Benenson et al. [12] 2017
1849 Lawson et al. [61] 2017
1917 Oliveira et al. [73] 2017
1943 Carella et al. [24] 2017
1997 Moody et al. [68] 2017
2116 Bakhshi et al. [9] 2017
2212 Curtis et al. [28] 2018
2248 Williams et al. [93] 2018
2256 Sannd et al. [26] 2018
2275 Lawson et al. [60] 2018
2289 Jones et al. [54] 2018
2293 Alwanain et al. [4] 2019
2308 Frauenstein et al. [41] 2018
2333 Taib et al. [88] 2019
2346 Alwanain et al. [5] 2019
2349 Lastdrager et al. [59] 2017
2375 Hassandoust et al. [50] 2020
2382 Burns et al. [19] 2019
2401 Gordon et al. [45] 2019
2421 Rastenis et al. [80] 2019
2501 Parsons et al. [75] 2019
2521 Lin et al. [62] 2019
2526 Abdullah et al. [1] 2019
2535 Cuchta et al. [27] 2019

ID Author Paper Year

2557 Patel et al. [78] 2019
2580 Baillon et al. [8] 2019
2678 Liu et al. [74] 2020
2682 Bayl-Smith et al. [11] 2020
2683 Nasser et al. [69] 2020
2735 Unchit et al. [89] 2020
2769 Ebner et al. [36] 2020
2781 Chatchalermpun et al. [25] 2020
2826 Sarno et al. [84] 2020
2827 George et al. [43] 2020
2841 De Bona et al. [14] 2020
2913 Aljeaid et al. [2] 2020
2930 Marusenko et al. [64] 2020
2949 Canham et al. [22] 2021
2967 Ayob et al. [7] 2021
2987 Kang et al. [55] 2021
2990 O’Connor et al. [72] 2021
3018 Hasegawa et al. [48] 2021
3045 Daengsi et al. [29] 2021
3241 Weaver et al. [91] 2021
3256 Grilli et al. [46] 2020
3258 Ge et al. [42] 2021
3345 Canham et al. [21] 2022
3357 Rizzoni et al. [82] 2022

Table 2. ID, Authors and Years of selected studies for meta-analysis
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Fig. 3. Regular Phishing (Proportion)

Fig. 4. Spear Phishing (Proportion)

Fig. 5. Age SMD
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Fig. 6. Sex SMD

Fig. 7. Personality SMD
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