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1 INTRODUCTION

1.1 Quantum Key Distribution

With recent developments in quantum computing threatening the secu-
rity of the techniques that are currently used to transport data across
the internet, a novel approach to securing the internet is paramount to
its safety. Shor’s algorithm has already been shown to be able to break
cryptography methods based on integer factorisation [104]. These meth-
ods include the Rivest-Shamir-Adleman (RSA) suite, and both the finite
field and elliptic curve Diffie-Hellman key exchange schemes [98]. Even
with currently available quantum computing power being insufficient to
perform these operations, the need for transitioning to Post-Quantum
Cryptography (PQC) is already a concern for the present, with Store
Now Decrypt Later (SNDL) attacks already possible by capturing large
quantities of traffic [74].

With symmetric-key encryption provably secure against quantum
computing attacks, this leaves the issue of key exchange itself. Quan-
tum Key Distribution (QKD) is presented as a solution to this problem,
that is proven to be unconditionally secure, if implemented properly
[102]. Single photons with information contained within the quantum
states that are exchanged, are used to distil key information resulting
in unconditionally secure keys. Thanks to the no-cloning theorem, an
eavesdropper can be detected through the application of theoretical lim-
its on the used protocol [117]. An extended explanation of the operation

of QKD and some of the used protocols is given in Section 2.5.

1.2 Services in GEANT

GEANT is an organisation based in Amsterdam and Cambridge that
connects National Research and Education Networks (NRENSs) through-
out Europe and beyond. The services they offer do not only consist of
connecting the NRENs themselves, but also includes offering additional
value-added services on top of the network. Among these services there
are eduroam, eduVPN, eduTEAMS, and other services in Trust & Iden-
tity, Network & Connectivity, Cloud, and Security [40]. This research
will concern itself with the latter: security of the network.

In its current form, the GEANT network is largely based on long-term
Indefeasible right of use (IRU) agreements which ensure that GEANT is
in control of the optical fibre and equipment that is being used at trans-
mission stations. The optical line systems currently in use are Infinera
FlexILS Optical Line Systems (OLSes), which allow for disaggregation
of both switching and multiplexing optical components in Points of
Presence (PoPs). This allows GEANT to both offer spectrum services to
customers, and to easily replace transponders in the network as these
are separate of the OLS. These transponders also include the possibility
of using hardware-based encryption, if provided with symmetric keys.

Currently, GEANT deploys no encryption through the OLSes on
layers 1 and 2, nor on the routers on layer 3. Customers are expected
to secure their own traffic at the source, and as such are reliant on

asymmetric public key algorithms that are not quantum-safe. Because
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of this, GEANT wants to investigate the possibility of applying QKD to

the optical network.

1.3 QKD in GEANT

GEANT is investigating the use of Toshiba equipment to implement
QKD, hence the practical aspects of the research will be specifically cen-
tred around Toshiba QKD hardware. The choice for Toshiba equipment
was made, as they offer a highly mature off-the-shelf QKD solution, and
their QKD research facilities are based within Cambridge, allowing for
efficient collaboration and support. The goal of the experimental phase
will be to investigate the performance of the equipment, when working
in tandem with existing optical transmission hardware that is used in
PoPs throughout the network at GEANT.

The way that the GEANT network is set up, all links pass through a
series of optical amplifier stations before they reach their destination.
These amplifier stations are situated around 75 km apart, and would
ideally coincide with the hops a QKD link would take. The corresponding
level of attenuation for these distances is taken into consideration when
testing the equipment.

Two possible approaches exist for the integration of QKD in the
network. The first is a security option that makes use of the encryption
functionality of the transponders used in the network. These allow for
hardware-based encryption on the Ethernet layer of all traffic passing
through.

The second option that is to be investigated is the possibility of QKD
as a Service (QKDaaS). The goal of such a system would be to provide
any customers that make use of the GEANT network to encrypt their
traffic by using quantum keys that are generated by a Quantum Key
Distribution Network (QKDN) service provided by GEANT. This would
allow for a higher degree of flexibility on the side of the customers of
the network, as it will enable them to use quantum keys for any purpose
they see fit.

1.4 Research Questions

Research questions that are to be answered in this research are as fol-

lows:

(1) What types of QKD solutions or services should GEANT build?

(a) What would be required to build a system where QKD is
used to secure all internet traffic in a network using IEEE
802.1AE (MACsec) or IPSec?

(b) What would be required to build a system where key dis-
tribution is offered as a service to other customers such as
peering networks?

(2) How could GEANT implement these services in their network?
(3) Which hardware and software solutions are required in order
to maintain and monitor a QKD secured network, and which
commercial components are currently ready for deployment in

a carrier grade network?
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(4) What is the expected Secret Key Rate of a QKD link in the
GEANT network?

(a) When modelling the performance of the network, can a

Variable Optical Attenuator (VOA) be used as a realistic

substitute to approximate dark fibre?

Research Question 1, together with Research Question 1a and Re-
search Question 1b seek to identify not only what these services could
look like, but also the requirements and use cases GEANT might have
for these solutions.

Research Question 2 will focus on the practical aspect of implement-
ing these solutions in the GEANT network. This includes an investiga-
tion of the existing technology, commercially available equipment, its
performance, and the current standardisation landscape.

Research Question 3 will be investigated following the approach
presented in Section 3.1. In this section, a literature study is outlined
where the Technology Readiness Level (TRL) of QKD hardware and
software are evaluated.

Research Question 4 will be expanded upon in Section 3.2, where
more in-depth questions to be answered are presented. This Research
Question serves as an extension of the first two, where the expected

performance of a solution is evaluated.

1.5 Outline

In the research carried out, work is initially performed to become ac-
quainted with the existing GEANT network, and the testing of QKD
equipment that has already taken place within the organisation. Sub-
sequently, background research is performed on the state of the art in
implementing a QKDN, standardisation efforts by various institutions,
and the QKD equipment that is currently commercially available. In par-
allel, a quantitative study is carried out to understand the performance
of QKD equipment from Toshiba.

Section 2 provides a background on different approaches to QKD,
their respective protocols, and the existing commercially available equip-
ment and services for providing QKD. Different equipment vendors and
their available products are compared, and an overview is given on
the protocols that these products make use of. The section closes off
with an overview of recent commercial deployments. Next, Section 3
provides an overview of the approach that is taken in this research, for
both the literature study that is performed, and the quantitative analysis
of the equipment from Toshiba. Section 4 follows with the literature
study itself, where standardisation organisations are presented, with
each their respective working groups that concern themselves with
work related to QKD. Available standards are presented and examined
on their differences, shortcomings, and future work. Then, Section 5
presents the methodology of the quantitative study that is performed
on the equipment from Toshiba. Test runs are described, and the ap-
proach to evaluation of the results is given. The results from these tests

are given in Section 6, where they are subsequently evaluated using

statistical analysis. From these results, and from the earlier literature
study, implementation of QKD and a QKDN in the GEANT network
is presented in Section 7. In Section 8 conclusions are drawn for the
research questions presented in this section. The research closes off
with a discussion in Section 9, where future work is also elaborated

upon.



2 BACKGROUND

This section starts off with a discussion of GEANT’s requirements of
a QKD system. These requirements are presented first, as it allows
the research to be focused on the most relevant implementations of
QKD technology. Next, an overview of commercially available QKD
systems is given for a range of vendors. An overview of commonly
used QKD protocols follows, after which practical implementations are
discussed. The products mentioned in this section operate on different
optical wavelengths. The frequency bands these products focus on are
the Original band (O-band) and the Conventional band (C-band) !.

2.1 GEANT’s Requirements

As an organisation that interconnects all of Europe’s NRENS, there are
various projects and stakeholders that are to be taken into account.
Projects such as European Quantum Communication Infrastructure
(EuroQCI) [38] and European High Performance Computing (EuroHPC)
[37] play a key role in setting the objectives for quantum technology in
the academic sphere in Europe. NRENs themselves, together with both
academia and industry partners, have also taken matters into their own
hands, and are actively researching the application of QKD in Europe in
different projects. There exist consortia such as OpenQKD [89], Quapi-
tal [96], and CiViQ [18], and funding opportunities from the European
Union [23, 24]. Numerous European NRENSs are currently involved in
building national Quantum Communication Infrastructure (QCI) net-
works, and it is likely that GEANT will have a role in management
and/or coordination of a European wide key distribution service.

Work on QKD in GEANT started in Work Package (WP) 6 as a part
of the GN4-3 project (GN4-3-WP6), and the team have performed a
study in which it was found that NRENs are becoming more interested
in implementing QKD [4]. Use cases from NRENSs include government,
military, and academic applications. A use case for GEANT is supporting
the NRENS in their efforts to implement QKD infrastructure. Supporting
this infrastructure could include both supplying physical infrastructure
where traffic between PoPs is quantum secured, or offering QKD as a
service to the wider GEANT community consisting of NRENs and other
partners.

When implementing a QKD solution, cost is an important factor to
take into account to ensure a solution that will suit the needs of the
research community. When deploying a solution, one important feature
for a vendor of QKD equipment is the possibility of multiplexing both
quantum and data traffic on the same fibre link. This feature is needed
as leasing a dedicated fibre link for QKD becomes very costly, very
quickly. The average cost of fibre lease in the current GEANT network
is €0.19 per metre per year. This becomes a very substantial amount,
especially when considering the fact that the current GEANT network
consists of 20 000 km of fibre, and is still increasing. The experimental

phase of this analysis will therefore include an investigation into the

IThe O-band is centred around 1310 nm, and the C-band is centred around 1550 nm
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performance of equipment when coexisting with data being transmitted
over the same fibre. Allowing the QKD links to be established on a
shared medium will greatly reduce the cost of implementation in the
network. Moreover, as the ability to multiplex data with QKD traffic
is quite novel, the performance of such a solution is unknown [114].
[6] presents a review of QKD links where data and QKD traffic are
multiplexed. Experiments have been performed with QKD traffic in
the C-band together with data [90, 112-114], and with QKD traffic in
the O-band [114]. However, performance of QKD when combined with
Infinera optical transmission equipment present in the GEANT network
is unknown. The need to understand the performance of QKD on the
GEANT optical transmission equipment is the main motivation for the
work carried out in this thesis.

As previously mentioned in Section 1.3, the average link length for
a single hop from one amplifier station to the next, is approximately
75 km. The level of attenuation that the optical signal is subject to will
depend on the wavelength that a signal is transmitted at. Typically,
this level of attenuation is 0.22 dB/km at 1550 nm and 0.33 dB/km at
1310 nm. 75km would result in a level of attenuation of 16.5dB and
24.75dB, respectively. These numbers are based on the fact that the
majority of the fibre that is in use in the network is G.652 single-mode
fibre [54]. Equipment used for the purpose of QKD should therefore be
able to withstand such levels of attenuation when operating.

For the SKR of a QKD link, the minimal rate required will largely
depend on the expected consumption of keys. For the functioning of the
system however, virtually any non-zero SKR is sufficient for operation.
This is because of the fact that a QKD link will still produce key material
when the key rate is relatively low. There is a lower limit to this however,
as a low SKR will prevent proper operation of a QKDN. The required
SKR for QKDaaS depends on the number of supported customers, where
keys can also be buffered for future use. A higher SKR will allow for a

higher rate of key consumption, which is advantageous.

2.2 Commercially Available QKD Systems

Currently, several systems are commercially available for performing
QKD [21]. A brief comparison is made of all commercially available QKD
hardware and services. First, QKD hardware from Toshiba, IDQuantique,
Quintessence Labs, and QNu Labs are considered. QKD services are
mentioned to help paint a clearer picture of the current state of the art,

and are presented in Section 2.3.

Toshiba QKD Equipment. Toshiba offer two devices for QKD: a Mul-
tiplexed System and a Long Distance System [111]. An overview of
their features is given in Table 1. The multiplexed system operates on
a quantum channel in the O-band, which allows for multiplexing the
traffic together with existing traffic on the C-band. The long distance
system operates in the C-band and can not be multiplexed with traffic

on the same fibre.
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Multiplexed System

Long Distance System

Advertised SKR
Maximum range

40 kbps at 10 dB loss
70 km of single-mode fibre

300 kbps at 10 dB loss
120 km of single-mode fibre

Fibres needed one two
Multiplexing QKD on O-band with data on C-band possible N/A

Used wavelength for QKD 1310 nm (O-band) 1550 nm (C-band)
Used protocol T12 [82] (BB84 with decoy states and phase encoding)

Security parameter
Physical dimensions

€QKD < 10710
3U 19’ rack mounted

Table 1. Overview of Toshiba equipment specifications [111]

IDQuantique QKD Equipment. IDQuantique offer nine “quantum-safe
security products” [42]. Five devices for QKD, and four more that pro-
vide network encryption. This overview will only concern itself with
the QKD equipment listed on the website. An overview of the QKD
equipment is given in Tables 2 and 3. Table 2 contains information
about the Cerberis product series, and Table 3 about the Clavis product
line.

The Cerberis product line consists of three products. The Cerberis
XG, XGR, and Cerberis3. The XG model is geared towards telecommuni-
cation production environments, where it is used in combination with
IDQuantique encryptors. The XGR model is advertised as a research
platform for QKD, and is more suitable for research uses such as access
to key data before post-processing. Cerberis® is similar to the XG, in
the sense that it seeks to provide a complete package to a telecommu-
nications company. The difference between the two products is that
the former is placed in an Advanced Telecommunications Computing
Architecture (ATCA) chassis [92], which allows for integration with
other ATCA encryption equipment.

The Clavis product line consists of two products that are relevant to
this research: the Clavis® and the Clavis®*® QKD platforms. Whereas
the Clavis® is aimed at research purposes and total control over system

0

parameters, the Clavis3%C is marketed as a solution to telecommunication

companies that seek to quantum encrypt their existing traffic. The

00 model

Clavis® model is placed onto a 19" rack plate, and the Clavis®
consists of an ATCA chassis that allows for installation of hardware

encryptors in the very same chassis.

Quintessence Labs QKD Equipment. Quintessence Labs offer one QKD
system: qOptica. Its properties are listed in Table 4. The system operates

in the C-band and requires a dark fibre for QKD transmission.

QNu Labs QKD Equipment. QNu Labs offer different kinds of equipment
based on quantum mechanical principles. Their Armos equipment offers

QKD. An overview of its properties is given in Table 5.

2.3 Commercially Available QKD Services

In this subsection, two commercially available QKD services are re-
viewed: PhioTX and MagiQ.

PhioTX by QuantumXchange. QuantumXchange offer multiple subscrip-
tions for QKD services: Trusted Xchange (TX), TX-C for Cloud, and
TX-D for small office [95]. The TX subscription offers “out-of-band key
delivery technology” that provides the end user with quantum crypto-
graphic keys to use in their own equipment. The cloud variant of the
subscription, TX-C, consists of an arbitrary amount of PhioTX nodes that
deliver quantum cryptographic keys upon request. Keys are distributed
across the network and fetched at two nodes wanting to exchange keys
by making use of the European Telecommunications Standards Institute
(ETSI) Group Specification (GS) QKD 014 key delivery API [33]. Next
to this, they also offer TX-D for small business that provides Virtual
Private Network (VPN) connections with quantum cryptographic keys.
These keys are delivered in a similar fashion to the TX-C plan.

A comparison between PhioTX, MagiQ’s QPN, and a self-hosted QKD

system is presented in Table 6

MagiQ QPN. MagiQ offer one subscription product: QPN [84]. An over-
view of its features is presented in Table 6. QPN aims to provide a
one-size-fits-all type of solution, where two QKD devices need to be
installed at the two PoPs of a user, between which all traffic is encrypted

using Ethernet encryptors.

2.4 Comparison of QKD Hardware

Give the situation described in Section 1.3 and the requirements listed in
Section 2.1, it becomes apparent that a system capable of multiplexing
both quantum and data signals onto a shared fibre is paramount to the
cost-effective application of QKD in the GEANT network.

Of the nine systems described in Section 2.2, six are able to operate on
a QKD that is multiplexed together with data waves on a single fibre pair.
These are the multiplexed system by Toshiba and the equipment manu-
factured by IDQuantique. Both the Toshiba multiplexed system and the
IDQuantique Cerberis XG systems support multiplexing, are available in
a 19"’ rack mounted chassis, and are marketed as commercially available
products that could be applied in a production environment.

A comparison between the experimental performance of the Toshiba
equipment, and the advertised performance of the IDQuantique equip-

ment will be made in Section 7.
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Advertised SKR
Maximum transmission loss
Fibres needed
Multiplexing
Used protocol
Security parameter
Physical dimensions

2kbps at 12 dB loss
12 dB “standard”, 18 dB “premium”

QKD on O-band with data on C-band possible

1U 19" rack mounted

1.4kbps at 12 dB loss
one or two

COW protocol [75]
€QKD =4 107°

‘ 6U 19”7 ATCA chassis

Table 2. Overview of IDQuantique Cerberis equipment specifications [42]

Clavis® QKD Platform

‘ Clavis*®® Quantum Cryptography Platform

Advertised SKR
Maximum transmission loss
Fibres needed
Multiplexing
Used protocol
Security parameter -
Physical dimensions

1.4 kbps at 12 dB loss
12 dB “standard”, 18 dB “premium”

144 mm high (4 U 19" rack equivalent)

6 kbps at 12 dB loss
18 dB “standard”, 24 dB “premium”
one or two
WDM possible
COW protocol [75]
QBER <3 % at 10 dB loss
‘ 6U 19" ATCA chassis

Table 3. Overview of IDQuantique Clavis equipment specifications [42]

Quintessence Labs qOptica

Advertised SKR 1.9kbps at 10 dB loss
Maximum transmission loss 10dB
Fibres needed two
Multiplexing not possible
Used protocol “coherent state CV-QKD”
Security parameter QBER not listed

Physical dimensions 4U 19" rack mounted
Table 4. Overview of qOptica equipment specifications [97]

‘ ‘ QNu Labs Armos ‘
Advertised SKR Unknown
Fibres needed two
Multiplexing possible
Used protocol DPS

Physical dimensions || 2U 19" rack mounted
Table 5. Overview of QNu Labs’ Armos equipment specifications [94]

2.5 QKD Protocol Comparison

In general, QKD protocols can be divided into two categories: prepare
and measure, and entanglement-based protocols. All QKD protocols are
based on the Heisenberg Uncertainty Principle (HUP), which states that
of a pair of conjugate properties, there exists an inverse relation between
the accuracies of the known values of these properties. QKD generally
makes use of the HUP through photon polarisation, where information
is encoded in the polarisation of photons on multiple bases. Combined
with the no-cloning theorem, which prevents arbitrary quantum states
from being copied, it becomes impossible to circumvent the HUP [41].

In prepare and measure protocols, the system makes use of the fact
that the properties of a particle will change after a measurement has
taken place. This will allow for the detection of eavesdroppers, since

the outcome of a measurement will change once it has already been

observed. In entanglement-based protocols, two photons are linked such
that they become entangled. When entangled, measurements performed
on the one photon, will predict the outcome of a measurement on the
entangled photon.

Comparisons of several QKD protocols have been presented in [25,
41, 88]. These survey papers generally discuss the different aspects of the
Bennett-Brassard 1984 (BB84) protocol [12]. This protocol and multiple
variants that followed that are beyond the scope of this research, as these
are not implemented by the equipment mentioned in Section 2.2. Next
to this, they also discuss the Coherent One-Way (COW) protocol [75],
which is used in the IDQuantique equipment, also shown in Section 2.2.
The Toshiba equipment makes use of the T12 protocol [82]. Finally,
QNu Labs’ equipment makes use of the Differential Phase Shift (DPS)
protocol [103], which is based on the Bennett 1992 (B92) protocol [25].
These protocols are explained further in the following subsections.

All of the aforementioned protocols are part of the family of Discrete
Variable-QKD (DV-QKD). Here, the equipment makes use of a single-
photon detector to register events. An alternative to this approach is
Continuous Variable-QKD (CV-QKD). In this case, a continuous beam
of photons is sent by the transmission equipment, and quantum infor-
mation is encoded in properties such as phase modulation or amplitude.

A short introduction of the protocols used by the aforementioned
equipment will be given: BB84, T12, DPS, and COW. All of these proto-

cols are of the prepare and measure family of QKD protocols.

2.5.1 BB84 Protocol. The BB84 protocol as presented by Bennett and
Brassard in [12] lays the groundwork for QKD as we know it today.
Alice sends a random string of bits encoded into polarised photons to
Bob. Encoding is performed through polarising photons in two different

bases, and attaching either a @ or 1 value to these states. A photon
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Self-hosted solution QuantumXchange PhioTX MagiQ QPN
Advertised SKR varies unknown unknown

Security certification varies FIPS 140-2 none

OSI layer presence Layer 2 and upwards possible Layer 2 Layer 2
Used protocol varies unknown BB84
Key delivery mechanism ETSI QKD 004 or 014 [33, 34] ETSI QKD 014 N/A
Initial investment high moderate high

Custom hardware required full hardware stack encryptors full hardware stack

Table 6. Comparison of different QKD solutions

polarised on the horizontal or 45° base are designated as a binary 0, and
the vertical or 135° bases are designated as a binary 1 [8].

Bob will randomly decide on the base they will use to polarise the
received photon. This is done independently from Alice, and will either
result in a correct reading, when the same base is chosen, or a random,
incorrect output when the opposite base is chosen. Alice and Bob then
determine, through a public channel, which photons were exchanged
correctly, by sharing the basis on which these photons were transmitted.

As the original basis in which the photons are each sent is unknown,
a potential eavesdropper Eve would - much like Bob - have to guess
which basis to use when polarising the photon to observe its value.
Because of this, there is a risk for Eve to re-transmit a photon to Bob
in a different basis from what was originally sent by Alice. To test for
eavesdropping, Alice and Bob can therefore share some of the secret
bits in a public channel. The bits they both transmit and observe in the
same basis should then always be equal, in the case where no significant
eavesdropping has taken place. An example of a protocol run from [8]

is given in Table 7.

2.5.2 Ti2 Protocol. The T12 as presented by Lucamarini et al in [82]
operates in a similar fashion to the BB84 protocol. Quantum informa-
tion is encoded in both intensity of the transmitted light pulses, and
“another degree of freedom”. This can either be polarisation (as is the
case in BB84), or the relative phase from an asymmetric inferometer
[82]. In the case of polarisation, the operation differs from BB84 in
only one key detail. Where in BB84 Alice will choose bases at random
(ie. prectilinear = Pdiagonal)s the probabilities are shifted in the case.
With T12, we have prectilinear # Pdiagonal- This gives a majority basis
and a minority basis, which the T12 protocol uses to increase effective
throughput. As presented by Lucamarini et al.: (...) only 11.7 % of the
detected counts are discarded, as opposed to 50 % in the BB84 protocol”
[82] Because of this, the theoretical efficiency of T12 is 76.6 % higher
than that of BB84. This theoretical increase was also confirmed in their
experiments to be 73.5 % [82].

On top of the parameter optimisation, T12 also makes use of decoy
states [79]. Decoy states are used to detect eavesdropping attacks, by
having Alice prepare additional states purely for this purpose, as op-
posed to using states only for key generation as is the case with BB84.
Decoy states vary from standard states only by means of their intensity.

For these states, we have a certain gain Qy, a yield Yy of an n-photon

signal. We also have the Quantum Bit Error Rate (QBER) correlating
to Qy, E,, and the QBER correlating to Yy, en. The decoy state method
proposed in [79] make use of the fact that the yields Q,, and Y, and
their corresponding QBERs E,, and e, are linearly correlated to one
another. This allows Alice and Bob to correlate observed QBER and
yield to observed photon count. Based on this effect, they can produce
an accurate range that should contain the observed QBER and yield for
any amount of received photons per burst. This method also allows for

detecting an eavesdropper with a high degree of accuracy.

2.5.3 DPS Protocol. Differential Phase Shift (DPS) QKD, presents a
different approach to QKD from protocols based on BB84. It consists
of a setup where photon pulses intentionally interfere with each other,
in order to cause a state of superposition based on phase modulation.
A diagram of such a setup is presented in Figure 1. “The security of
this scheme is based on the fact that coherent states of light with an
average photon number less than one are non-orthogonal when they
have opposite phases” [45]. Since this setup relies on only a single
measurement apparatus consisting of two detectors - which is half that
of the required equipment for a receiving station using BB84 - DPS
boasts a lower implementation complexity [43].

DPS is based on B92, a protocol that, in turn, is based on BB84. Where
BB84 makes use of four, non-orthogonal states, B92 only uses two. Two
sequential pulses are sent by Alice: one phase-modulated weak pulse,
and a bright reference pulse. Bob then measures both pulses, combines
them, and when Alice and Bob have used the same modulation this
measurement is used for creating key material [45]. If Bob has selected
the other basis, nothing is measured at all [88].

The DPS protocol operates in a similar fashion to B92. Alice sends
a pulse train that is randomly phase-modulated by {0, 7}. Bob uses a
delayed Mach-Zehnder (MZ) interferometer to induce a time interval
7 as displayed in Figure 1. Adjacent pulses that arrive interfere with
each other, resulting in either one detector clicking, depending on the
phase differences. Then, Bob shares with Alice at which times either
one of the detectors clicked. From this information, combined with
Alice’s information on modulation, she can determine which detector
must have clicked on Bob’s end. From this, key material is generated, by
making detector one correlate with binary @ and detector 2 with binary
1[45].
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Alice’s random bits
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Bob reveals some key bits at random
Alice confirms them
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1 0 0 0 1 1 1 0 1
R D D R R D D D R
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1 0 1 0 1
1 0
OK OK
0 1 1

Table 7. Example BB84 protocol run, originally from [8]. D and R denote diagonal and rectilinear bases, respectively.

Alice
att. ™
coherent phase
; |pulse mod
i |source .
{0, m}

Fig. 1. DPS-QKD configuration from [43]. att: optical attenuator, 7: time interval
of pulses.

One major advantage of DPS over standard BB84, is the fact that
DPS is resilient against Photon Number Splitting (PNS) attacks without
having to make use of decoy states. A proof of this property is presented
in [44].

The equipment of QNu Labs described in Section 2.2 makes use
of an adapted version of DPS, where the protocol relies in time-bin
entanglement within a single pulse [103]. Time-bin qubits are formed
by passing a short pulse of photons through an MZ interferometer.
Depending on which arms of the interferometers each photon passes
through, they will be in different time-bins. Creation of entangled time-
bin qubits will occur when they are passed through a non-linear crystal
and have Spontaneous Parametric Down-Conversion (SPDC) take place
[85]. SPDC is a process that takes place when a photon with relatively
high energy passes through a non-linear crystal. The photon may be
split into a pair of photons, which are entangled [81]. This conversion

rate is relatively low, at an efficiency of 4 x 1076 [11].

254 COW Protocol. The COW protocol, is introduced by researchers
at IDQuantique to use in their QKD equipment [107]. With the COW
protocol, information is not stored in polarisation as with BB84 and its
derivatives, but in time. Weak pulses are generated in specific time bins,
which represent different bit values. Alice starts by encoding data in
these timeslots into pairs of pulses. In case of a 1, the first pulse will

be attenuated, and the second one will not. For a 0, the attenuation of

the two pulses is the opposite. Some empty space is then left between
the encoded pulses for the decoy pulses. The rate of decoy states can
be controlled, in order to adjust to the required percentage of decoy
pulses. For a decoy state, both transmitted pulses are not attenuated.
The signal received by Bob is shifted by the time difference between two
pulses. This will eliminate the decoy pulses, and allow Bob to extract
the encoded bits from Alice’s data transmission [75]. Similar to BB84, a
public phase follows where some bits are revealed in a public channel

and the final sifted key is created.

2.6 Quantum Bit Error Rate

When measuring the performance of a QKD link, there are two main
factors that are taken into account: the SKR and the Quantum Bit Error
Rate (QBER). The QBER serves as a means of efficiency to indicate the
performance of an algorithm, and the equipment used. In the case of
the BB84 protocol, the QBER is calculated as the ratio of received bits
where Bob had selected the correct base to perform its measurement in.
This is displayed in Table 7, where the QBER can be read as the ratio of
bits that are not marked as OK in the row “Alice says which bases were
correct”.

Next to indicating efficiency, QBER is also used for the detection of
eavesdropping in QKD protocols. For example, in BB84 the transmission
bases are chosen at random. If an eavesdropper (Eve) tries to intercept
states, there is a 50 % chance they will pick the correct base for inter-
cepting the photon that Alice intended to send to Bob. In this case, Eve
is able to successfully replicate the state of the photon and forward it
to Bob. However, when Eve picks the opposite base from Alice, Eve is
unable to forward a state to Bob where they can predict the outcome
of a correct measurement. On average, an intercept-resend attack will
therefore result in a QBER of 25 % [93].

2.7 Recent Commercial Deployments

Multiple QKD secured networks have already been tested in practical

environments. A one-way QKD system has been demonstrated in [118],
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where it was shown that “actively compensated QKD systems are suit-
able for practical applications”. Chapuran et al. demonstrate QKD in the
O-band multiplexed with data channels in the C-band [14]. Practical
solutions to QKD have been shown to be effective in a number of places,
including: a six-node network in Vienna, Austria [91], a five-node net-
work with a trusted relay node in Heifei, China [17], a ring network
consisting of three nodes in Madrid, Spain [77], a four-node star topol-
ogy network in Durban, South-Africa [87], a five-node network with
one central router in Wuhu, China [115], a mesh network consisting
of six nodes in Tokyo, Japan [100], and a three-node ring network in
Geneva, Switzerland [108]. More recently, an expansive approach was
put into practice in Heifei, China, with 46 nodes in a network topology
where nodes would reside in one of three sub networks [16].

In the aforementioned implementations, six made use of the BB84
protocol, most of which incorporated some form of decoy states ([118],
Heifei, China [17], Madrid, Spain [77, 116], Durban, South Africa [87],
Wuhu, China [115], Heifei, China [16]). On top of that, [14] made use
of B92 - a protocol based on BB84 that uses only two non-orthogonal
states in one system and “a full suite of protocols” in another. The
network in Vienna from [91] compared performance of a multitude of
protocols, including COW, T12, and a CV-QKD protocol. [100] in Tokyo,
Japan made use of a combination of BB84 with decoy states, Bennett-
Brassard-Mermin 1992 (BBM92) [9], and Scarani-Acin-Ribordy-Gisin
2004 (SARGO04) [101]. The network in Geneva, Switzerland made use of
the SARG04 protocol [108]. SARG04 is a protocol introduced to combat
PNS attacks, where SARG04 differs from BB84 in the post-processing
stage. BBM92 is a protocol similar to SARG04 which makes use of two

non-orthogonal quantum states [105].

Twin-Field QKD. Another technique that has shown much promise
in early testbeds [15, 78] is the Twin-Field QKD (TF-QKD) method
[83]. At the moment of writing, TF-QKD is not yet available in any
commercial systems, yet it is included for the sake of completeness since
it poses a great potential for future products. It consists of a different
scheme than other QKD solutions, where pairs of phase-randomised
optical fields are generated by both Alice and Bob. These fields are then
combined at a central measuring station in the middle of the link, which
theoretically allow for taking repeater-less QKD beyond distances of
500 km. However, this is yet to be shown in a practical environment.
There is an ongoing field trial with prototype TF-QKD equipment from
Toshiba being tested by GEANT between Frankfurt and Kehl, but no

results have been published at the time of writing.

2.8 Scattering Effects in Fibre

When transmitting photons through an optical medium, this unavoid-
ably introduces attenuation. This attenuation is caused by different
phenomena, including material absorption and scattering effects [22].
Next to this absorption effect, there are multiple scattering effects that

take place. One of these is the effect of Raman scattering [114]. Raman

scattering is an effect where a photon can re-radiate in all directions,
and in some cases, the photon loses some of its energy. As a result, the
wavelength of the photon is lower. For data waves, this is a relatively
small issue, as data is transmitted at a high photon rate. However, this
poses a potential issue for QKD transmissions, as these rely on single-
photon detection. Photons generated through the mechanism of Raman
scattering of the high-intensity optical data signal can appear as noise at
the QKD receiver, effectively harming performance of the QKD channel.

The scale of this effect is investigated, as will be explained in Section 5.
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3 APPROACH

This section is an adaptation of the work presented in the preliminary
course Research Topics.

The approach to the research questions presented in Section 1 is
presented as twofold. First, a literature study is performed on the appli-
cability of the two use cases of QKD for GEANT. Second, experiments
are performed on the performance of a QKD system in a practical lab
environment. This will give valuable insight into the practical aspects
of implementing the QKD systems investigated in the literary study.

3.1 Literature Study

In order to get a clear view on the possibilities for QKD in the GEANT
network, a literature study is performed on the two use-cases, as pre-
sented in the next two sections. The viability of both approaches in the
existing network of GEANT is evaluated, but a practical design and

implementation of such a solution is beyond the scope of this research.

Secure DWDM with QKD. The first use-case makes use of QKD in the
GEANT network to encrypt traffic at one of the following layers:

e Layer 1-2: hardware data encryption on the Dense Wavelength
Division Multiplexing (DWDM) transponders according to IEEE
802.1AE

e Layer 2-3: IP/MPLS with IPSec

This use-case would consist of designing a solution that will deliver
this service in the GEANT network. Questions to be answered are (1)
how to build a trusted node, and (2) how to manage key chains over
multiple hops. This approach will allow for all traffic flowing through the
relevant layer of the GEANT network to be encrypted using quantum
keys.

Quantum Key distribution service in GEANT. The second use-case is
one where GEANT offers QKD as a service to their community and/or
peering networks. Users can fetch and send keys from QKD equipment
located in their GEANT PoP. Subsequently, this will consist of answering
the question of what would be required to implement such a system in
the GEANT network. A broad description of the architecture is to be

made, and questions to be answered are:

(1) How can keys be exchanged between service providers and/or
users in a secure way?

(2) What standards currently exist that are relevant to this solution?

(3) What hardware is required?

(4) What software solutions are required?

Operation and Maintenance. Beyond the literary study on what services
GEANT could provide, a recommendation is to be made on to operation
and maintenance of a QKD service. This acts as an extension to the
previous section, as it forms an integral part to the success of the QKD

system. Questions that are to be answered include:
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(1) What is required to certify a system secured by QKD meets
standards?

(2) How can the GEANT Operations Centre (OC) check that the
QKD systems are operating correctly and that keys are being
correctly exchanged?

(3) What alarms are available to monitor both systems, what alarm
Application Programming Interfaces (APIs) are available? How
would the OC respond to these alarms?

(4) Is any configuration management system needed to set up QKD

exchange?

3.2 Experiments

For the experimental part, research is performed with a QKD testbed in
the GREANT Cambridge lab. The Toshiba QKD system is integrated with
Infinera DWDM equipment. From this, the performance and behaviour
of the Toshiba QKD system can be understood when operating in tandem
with the Infinera system. The research focuses on the stability of the
system when operating at the edge of the performance envelope. These
experiments are performed in order to get a clear understanding of what
will prove to be the challenges when implementing a QKD system in a
real-life scenario.

The Toshiba QKD is set up such that it can exchange keys between
two back-to-back boxes: Alice and Bob. The Infinera FlexILS equipment
is set up to send data, multiplexed with the quantum channel carrying
the keys. Two Virtual Machines (VMs) with sufficient bandwidth are set
up to transfer data between the hosts. Software following the ETSI GS
QKD 014 key delivery API is then used to transfer keys between each
QKD box and their respective Virtual Machine (VM).

The Toshiba QKD equipment is configured to demonstrate successful
key exchange and test the maximum key exchange rates. Data is plotted
for key exchange rate against fibre attenuation. Test parameters consist
of SKR, and key error rate. Then, the Toshiba QKD system is set up to
transfer keys over the same fibre as Infinera’s DWDM channel with
data, and maximum possible key exchange rates are measured with
one or more wavelengths of data present. SKR is plotted once again
against fibre length and number of wavelengths present in the system.
All parameters are tested again as per the previous test setup. All data-
flows are demonstrated to be correctly encrypted through a qualitative
analysis.

These experiments are designed to approach a realistic simulation of a
production environment, including the optical equipment that it is to be
used with in tandem. Questions to be answered from these experiments
are the following, these relate to the question of what would be the

hardware requirements of a QKD solution.

(1) What length of fibre is the equipment able to sustain, while still
successfully exchanging key material?
(2) To what degree do foreign data waves have an influence on the

performance of the system?



Quantum Key Distribution in a Pan-European Network of National Research and Education Networks

(3) How well does the equipment integrate with an existing pro-
duction environment of optical equipment?

Experimental results are ultimately compared to the results presented
in [99] and [90].
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4 STANDARDISATION LITERATURE SURVEY

The following section presents a literature study of the standardisa-
tion work that has been performed by various bodies that govern such
standards. First, an overview of these organisations is given, which
is followed by their existing working groups in the fields relevant to
QKD. Then, available standards are presented for various aspects of
implementing, maintaining, and monitoring QKDNs. A summary is
given of the work that has already been performed, and the section is
closed off with an overview of future work that is to be performed by
standardisation entities.

[13] and [80] give a comprehensive survey of QKD and QKDN stan-
dardisation at large. Both present a list of standardisation bodies, and
their current work. This paper however seeks to build on their work by
presenting an overview of standards relevant to QKDN from various

organisations, including a summary of their contents.

4.1 Overview of Organisations

Different organisations exist for the standardisation of QKD and QKDN
interoperability. Many countries both in- and outside of Europe have
their own respective bodies for standardisation, and these are brought
together under different umbrella organisations that are relevant for

this research.

ETSI. The European Telecommunications Standards Institute (ETSI) is
a European organisation that is concerned with standardisation efforts
in the fields of “telecommunications, broadcasting, and other electronic

communications networks and services” [20].

ETSI ISG on QKD. The committee within ETSI that work on docu-
ments related to QKD is the Industry Specification Group (ISG) on QKD
[19]. The working group focuses only on work related directly to QKD.

ITU-T. The International Telecommunication Union (ITU) is part of the
United Nations. It consists of three sectors, one of which is the ITU
Telecommunication Standardization Sector (ITU-T). It releases stan-
dards in different categories, ranging from “Audiovisual and multimedia

systems” to “Global information infrastructure” [46].

ITU-T SG 13. Within the ITU, one of the Study Groups (SGs) that
work on recommendations related to QKDN is SG 13: “Future networks,
cloud computing, and trusted network infrastructure” [47]. Work from
this SG is mostly geared towards the development of Next-Generation
Networkings (NGNs) and Software Defined Networkings (SDNs), from
an architectural point of view. Section 4.3 will contain work from this
SG, namely the Y-series recommendations on design and architecture
of various aspects of QKD and QKDN.

ITU-T SG 17. A second SG from the ITU, number 17, presents recom-
mendations that are concerned with the technical and practical aspects
of QKD [48]. SG 17: “Security”, have published security recommen-
dations that are widely used such as X.509 and X.1141 - public key
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certificates and Security Assertion Markup Language (SAML) [52, 64].
Recommendations relevant to QKD and QKDN written by SG 17 are

presented in Section 4.3, and are all in the X-series.

ISO. Founded in 1946, the International Organisation for Standardisation
(ISO) gathers national standards bodies under a global umbrella that
develops standardisation works in “almost all aspects of technology and
manufacturing” consisting of 167 members each representing their own

country [1].

ISO/IEC JTC 1 SC 27. The ISO performs work in committees, one of
these is the Joint Technical Committee (JTC) 1 on Information Technol-
ogy, with sub-committee 27 on Information security, cybersecurity, and

privacy protection working on standardisation related to QKD [49].

4.2 ETSI Standards

ETSI have published a set of standards and recommendations regarding
the practical application of QKD. At the time of writing, ETSI have 15
work items. Of these 15, 11 currently have a status as publication, 2
are in a drafting stage, and 2 have been stopped. This research will
evaluate 7 out of the 11 published standards, which are relevant to the
implementation and operation of a QKDN. This includes use cases, key
delivery APIs, security specifications, and

ETSIGS QKD 003 contains “Components and Internal Interfaces” [30].
The document is scoped to contain preparatory work into the definition
of interfaces between components of QKD, and the components a QKD
consists of. As these components are widely discussed in the following
documents, GS QKD 003 has been left out of scope.

ETSI GS QKD 005 describes security proofs of QKD. As these do not
relate to the application of QKD directly, this standard is left outside
the scope of this research [27].

ETSI GS QKD 007 is a vocabulary of terms related to QKD [31].

ETSI GS QKD 011 sets requirements for optical components in a
QKD module [29]. These requirements are purely for specification of
measurement procedures in a QKD implementation over optical fibre.
Since this only relates to the implementation of optical components

themselves, this standard is outside the scope of this research.

4.2.1 ETSIGS QKD 002. ETSI GS QKD 002 contains an overview of use
cases that can benefit from implementing QKD [28]. Besides these use
cases, the scope of the document also includes development of certifica-
tion of QKD systems. As the importance of QKD is illustrated, it is noted
that for proper functioning of a QKD system there are requirements
to be met on both the hardware and software side. To ensure proper
security, it should be possible to evaluate the operation of equipment
based on established criteria.

The document lists categories of work that is to be performed, and
refers to following ETSI documents that will address these subjects.
These will be presented in the following subsections. One of the cate-
gories that is listed is “QKD; Use Cases” [28], which is contained in this
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document. Application scenarios follow, where four of the layers out
of the Open Systems Interconnection (OSI) model are listed: the data
link layer, network layer, transport layer, and the application layer. On
all four of these, an overview is given of the roles that QKD can play
in securing each of these layers. From these four layers, different use
cases are presented. This research will highlight two of these, as they
overlap with the two use-cases presented in Research Question 1.

First, use case 2 describes an “Enterprise Metropolitan Area Network”
[28]. This overlaps with the solution listed in Research Question 1a. The
use case describes the encryption of all traffic between locations of a
Metropolitan Area Network (MAN), however in the case of GEANT
this would span across all PoPs in the network. Encryption of all traffic
traversing the network is fulfilled by having Ethernet encryption equip-
ment use quantum keys to encrypt all traffic on the data link layer by
using security schemes such as MACSec.

Second, there is use case 4: “Backbone Protection” which overlaps
with the solution listed in Research Question 1b [28]. Keys are dis-
tributed through existing optical links, where a quantum channel is
allocated among data channels by making use of a Re-configurable Op-
tical Add-Drop Multiplexer (ROADM). The use case notes that quantum
keys can be deployed for various goals, such as validating transmission
authenticity, of encryption of some messages that are transmitted across
the links. The exact application of the quantum keys is then left up to
the NRENs and other involved parties that will be making use of this
QKDaaS.

For both aforementioned use cases, these will serve a guiding role
in the description of how to apply QKD to the GEANT network in

Section 7.

4.2.2 ETSI GS QKD 004. ETSI GS QKD 004 presents an application
interface for QKD [34]. This interface resides between a Key Manager
(KM) and a cryptographic application. It is noted that manufacturers
can build upon this document with higher level applications as they see
fit, something that is already done in ETSI GS QKD 014 [33].

The document presents various diagrams that depict a systematic
overview of a QKD link, including the applications that are to con-
sume the generated keys. Based on these diagrams, links are identified,
between which the interaction of key delivery should be taking place.

An API specification in introduced, first listing all functions, and
then a series of sequence diagrams that describe the functioning of the
API In these diagrams it is shown that the document not only specifies
interactions between the KM and an application, but also among the ap-
plications themselves. The specification includes support for application
discovery in a QKDN, a process where equipment in the QKDN will
search for a QKD node that is both reachable by the other application,
and meets Quality of Service (QoS) specifications.

One of the appendices of the document outlines the relationship
between this API and the one described in GS 014. This will be discussed

in Section 4.2.5.

4.2.3 ETSI GS QKD 008. ETSI GS QKD 008 is a document containing
a “QKD Module Security Specification” [26]. It is scoped to contain the
necessary requirements for a QKD module to be properly responsive to
hacking attempts of a QKD module. This is noted to include physical
protection of a device, which should be achieved through implementing
tampering sensors and circuits, among other measures.

The contents of the document start off with functional security re-
quirements, which are “derived from (...) high-level functional security
objectives” [26]. These generally are related to proper operation of a
QKD link, such as implementing a correct protocol, preventing unau-
thorised access, and detecting errors.

From these functional objectives, a list of module specifications is
presented in order to fulfil these objectives. QKD modules are defined
to be hybrid modules, in the sense that it is a module that incorporates
both specialised hardware and software. It is stated that the security of
a module is to be specified. Physical ports and interfaces are defined,
where it is prescribed that a QKD should have a data input, output,
control input, and a status output interface.

In a subsequent section roles, authentication, and services are de-
fined. A QKD module is to support at least a user role, and that of a
“Cryptographic Officer” [26]. Limits are imposed on the lower boundary
of security in authentication and authorisation of these roles. Then,
services are defined. It is listed to support the following functions: show
status, show the module’s version number, perform self-tests, perform
approved security function, zeroise, bypass capability, and external soft-
ware loading. Zeroisation is the practice of erasing all cryptographic
information contained within a QKD module.

Security standards are listed for software, the operational environ-
ment, and the physical security of a QKD module. The requirements
on physical security are of special interest in this document, as this
definition had not been made before in other standardisation literature.
Exhaustive requirements are listed, including restrictions on ventilation
slits and tamper detection. Self-tests for the equipment are listed in a
following section, where it is stated that a QKD module must be able to
perform tests on proper operation, integrity of the module, and tests on
the source of entropy for generating randomness. The document closes
off with a set of best practices for QKD module vendors, on proper
design, deployment, and operation.

The document has multiple appendices attached to it. The first ap-
pendix is a summary of documentation requirements, that serves as
a checklist for proper testing on the security of a QKD module. This
checklist includes checks on module specification, software, hardware,
and operational requirements. The second appendix consist of a QKD
module security policy, that is supposed to be included in any docu-
mentation provided by a vendor. Required clauses of such a policy are
outlined, including policies for identification & access, access control,
physical security, and an attack mitigation security policy. An appendix
follows with recommended practices for software development, which

is included for informational purposes.
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4.24 ETSIGS QKD 012. ETSIGS QKD 012 contains a description of the
resources required for the implementation of a QKD link in an optical
network infrastructure [32]. Tasks that should be performed by the
QKD modules at Alice and Bob are listed, and the three channels for
communication are set out to consist of a quantum channel for key mate-
rial, a synchronisation channel, and a distillation channel. The quantum
channel is used for the transmission of quantum states, in which the
key material is encoded. The synchronisation channel is used to provide
clock synchronisation between Alice and Bob, phase reference com-
pensation, and polarization drift compensation. The distillation channel
is a classical channel used to send information between Alice and Bob,
for purposes related to post-processing and sifting of key material.

The document presents two different QKD architectures. One imple-
mentation is based on a dedicated quantum channel, where the quantum
channel and possibly the synchronisation channels are on a dedicated
link. The distillation and classical channels reside on separate optical
links, resulting in a system that requires at least two or three links to be
available for the functioning of the system. In the second implementa-
tion, the quantum channel is multiplexed with the synchronisation and
distillation channels for operation on a separate optical link. When the
classical channel is also multiplexed into this link, the document speaks
of a “fully multiplexed architecture” [32]. In this architecture, only two
or even one optical link is required for operation, respectively.

The document closes off with a section dedicated to the parameters
that are exchanged between a QKD operator and a network operator.
E.g., availability of an optical channel, level of attenuation across the

link, and the wavelength of the used channels.

4.2.5 ETSIGS QKD 014. ETSI GS QKD 014 describes a key delivery API
that allows for external applications and equipment to make use of the
generated quantum keys from a QKD link [33]. This API is implemented
by any and all KMs. The entity that fetches quantum keys is referred to
as a Secure Application Entity (SAE). These Secure Application Entities
overlap with the applications displayed in Figure 2.

SAEs are able to fetch keys, but it is left up to these entities themselves
on how they notify their counterpart on what key to fetch from their
corresponding KM. The document prescribes the functioning of the API,
where it is possible to fetch quantum key material, get the current status
of ‘their’ KM, and fetch a list of all available key IDs that are known to
another SAE. Expected data formats are also specified, such that SAEs
are able to implement API functionality.

The document includes an appendix where a comparison is made
between this API, and the one described in GS QKD 004 presented
in Section 4.2.2. Where the latter is implementation agnostic, the one
presented in the current document is implemented as a REST API ex-
clusively, built on top of the HTTP Secure (HTTPS). “One can consider
that the present document is an easy implementation of ETSI GS QKD
004” [33]. Where GS QKD 004 will provide more flexibility in the API

calls that are possible, GS QKD 014 bears a lower implementation cost.
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4.2.6 ETSI GS QKD 015. ETSI GS QKD 015 defines a control inter-
face for SDN [35]. The scope of the document contains a definition of
interfaces for integration of SDN in a QKDN, abstraction models and
workflows for SDN-enabled QKD nodes, and resource discovery of QKD
nodes.

The document includes a description of the capabilities of a Soft-
ware Defined QKD (SD-QKD) node, and from this a series of sequence
diagrams and workflows follows. These sequence diagrams include ap-
plication registration to a SDN, and the creation of both a physical and
a virtual QKD link between SD-QKD nodes. Both security and protocol
considerations are presented, but their implementational details are left

to further standardisation work.

4.2.7 ETSI GS QKD 018. ETSI GS QKD 018 describes an “Orchestra-
tion Interface for Software Defined Networkings” [36]. This work is a
continuation of what is presented in GS QKD 015, and describes the
requirements of an SDN orchestration controller of a QKDN. Where GS
QKD 015 serves to connect SD-QKD nodes to an SD-QKD controller,
GS QKD 018 provides a connection from this SD-QKD controller to an
overarching SDN orchestrator, that also orchestrates the SDN controller
of the corresponding optical transport network.

Parameters are described for an SDN orchestration interface, consid-
ering parameters of network topology for nodes, links, network status,
inventory, service status, and service provisioning. Making use of these
parameters, sequence diagrams follow that describe service requests and
service provisioning. Once again, security and protocol considerations
are given for interoperability of the controller with other existing SDN

orchestration interfaces.

4.3 ITU-T Standards

The ITU-T provides multiple standards that deal with either QKD or
QKDN. There are two series of standards where publications are made,
namely X.1700-X.1729, and Y.3800-Y.3999. X.1700-X.1729 is the allocated
range of recommendations for quantum communication, Y.3800-Y.3900
for QKDN.

The range of ITU-T X.1702-X.1709 is allocated for “quantum random
number generator”, which is beyond the scope of this research [58].
ITU-T X.1715 and ITU-T Y.3808 are concerned with integration of a
QKDN with a secure storage network, as this is not integral to the
operation of a QKDN, these standards are left beyond the scope of this
paper [68, 72].

4.3.1 ITU-T Y.3800. Recommendation ITU-T Y.3800 “Overview on net-
works supporting quantum key distribution” serves as a recommen-
dation that gives an overview on the basic functioning of QKD, and
possible approaches to realising a QKDN [57]. It is a first in a series of
QKDN recommendations, that are noted for future work. The scope of
the recommendation is an overview of QKD technology, the network ca-
pabilities required for supporting QKD, and a basic conceptual structure

for QKDN .
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First, an overview of QKD technology is given in clause 6. The basic
elements of a QKD link are introduced, and an explanation is given
on the difference between the quantum and classical channels. For the
guaranteed information theoretical security (IT-security) property of
QKD, it is noted that further assumptions are required for practical
implementations of QKD modules. QKD modules are defined as what is
also referred to as Alice and Bob in literature.

Second, QKDN is presented, together with how they should relate
to (existing) user networks. Four options are presented for realising a
QKDN:

Optical switching or splitting

Trusted relaying
e Measurement-assisted relaying

e Fully quantum networking

With optical switching or splitting, QKD link traffic is shared be-
tween multiple nodes, in order to form keys between different users as
demand changes over time. Trusted relaying is a method where links are
extended by means of introducing trusted QKD nodes along a path that
is also quantum secured. Keys are forwarded along the path, allowing
for long chains of QKD nodes that span large distances. Measurement-
assisted relaying can be realised through two methods: Measurement
Device Independent QKD (MDI-QKD), and TF-QKD. TF-QKD is ex-
plained in Section 2, and MDI-QKD works in a similar fashion, in the
sense that both techniques rely on having an intermediate node along
a quantum link that only consists of a single-photon source, that need
not be fully secured since no actual key information is known to the
intermediary node. Fully quantum networking is listed as a secure al-
ternative to the three aforementioned methods, since the network only
consists of quantum channels between nodes. This allows for entangled
states to be transferred across an arbitrarily large and complex network.
The possibility of using a fully quantum network however relies on the
availability of technology such as quantum repeaters, which are not yet
available in practice.

As measurement-assisted relaying extends the functional distance of
a single QKD link, it is topologically regarded as a single link, the inner
workings of which are beyond the scope of Y.3800. For this reason, the
standard focuses on trusted relaying as a method of forming a QKDN.

Y.3800 presents ten design considerations for a QKDN: security, scal-
ability, stability, efficiency, application-oriented, robustness, ability of in-
tegration, interoperability, ability of migration, and manageability. From
these design considerations, a plethora of QKDN capabilities follow.
These capabilities bring the ten design considerations into practice, but
further standardisation is left to further recommendations and standards.
Eg. “The QKDN has network control and management capabilities” [57],
which logically follows from the design consideration of manageability,
does not impose any restrictions on how this should be realised.

In the clause 8, conceptual structures and basic functions are pre-

sented of a QKDN. It is noted that “it is an essential assumption for

the QKDN that the QKD node is a trusted node” [57]. The four-layer
structure for a QKDN is introduced, as it will also appear in numerous
other publications. At the top, a service layer that resides in the user
network. Below this, three layers that together make up the QKDN. As
a top layer, the QKDN control layer where QKDN controllers reside,
which control the lower two layers: the key management layer, and the
quantum layer. The key management layer provides generated keys to
the end users, and manages the relay links in the network. The quantum
layer consists of physical hardware that performs key exchange. The
diagram from Y.3800 is also shown in Figure 2. A demarcation boundary
is shown in the diagram, between the user network and the QKDN.
The boundary symbolises the interaction between the two networks
that run in parallel, and is also the focal point of most standardisation.
This is where applications that fetch their keys, and where security
and functional requirements are specified. This interface between the
two networks should be very clearly standardised, as this is the border
where two different worlds of vendors converge.

Clause 8 further continues in describing the different layers in a
QKDN, and the basic functions such as key management, QKDN control,
and QKDN management. The recommendation closes of with a short
clause on security considerations, where it is noted that specifics are

beyond the scope of the recommendation.

4.3.2 ITU-T Y.3801. The ITU-T has published supplementary recom-
mendations that build upon Y.3800 for fleshing out the various aspects
of QKDN that are introduced there.

ITU-T recommendation Y.3801 focuses on “Functional requirements
for quantum key distribution networks” [59]. Specifically, it stipulates
the functional requirements of: the quantum layer, the key management
layer, the QKDN control layer, and QKDN management layer. These
requirements are supplemented with recommendations on what support
these four actors in a QKDN should support to aid interoperability.
Security considerations are shared, but are left outside the scope of this

recommendation.

4.3.3 ITU-T Y.3802. ITU-T recommendation Y.3802 introduces a “func-
tional architecture” of QKDN [65]. Functional elements and architectural
configurations of QKDN are presented. The scope of the recommenda-

tion includes the following aspects.

e “Functional architecture model;

Functional elements and reference points;

Architectural configurations;

e Basic operational procedures.” [65]

First, the functional architectural model is presented in Figure 1 in
[65]. This is a more in-depth version of the one presented in Y.3800,
shown in Figure 2. The presented diagram prescribes functional ele-
ments of QKDN. The recommendation then continues to give functional
elements of QKDN, divided per layer in the network. Second, reference

points are given that allow for referring to specific parts of a QKDN.
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Fig. 2. QKDN diagram from [57] that shows the structures of a QKDN and a user network. Note the security demarcation between the two.

One of particular interest is Ak, which is the reference point connecting
applications to the key supply function of a Key Supply Agent (KSA).
The KSA is part of the KM, and is the party any application would in-
teract with when fetching keys from QKDN. Ak is the connection that
crosses the security demarcation line shown in Figure 2.

Multiple architectural possibilities for QKDN are presented: distributed
QKDN, centralised QKDN, centralised QKDN with hierarchical QKD
nodes, and centralised QKDN with centralised key relay. In distributed
QKDN, each node is wholly self-reliant, and can freely interact with any
other QKD node that is also self-reliant. Centralised QKDN stands oppo-
site of this approach, where all nodes rely on one single QKDN controller.
Relating this to the ten design considerations of QKDN mentioned in
Y.3800, the centralised approach is more efficient and manageable, yet
less scalable and has a lower ability of migration. The third configu-
ration - centralised QKDN with hierarchical QKD nodes - introduces
three kinds of QKD nodes that seek to address the lower degree of
scalability: QKDN user nodes, QKDN access nodes, and QKDN relay
nodes. A QKDN user node only provides the functionality necessary
for a user to fetch and use keys. A QKDN access node and QKDN relay
node both serve the purpose of key relay between apps that utilise
quantum keys. Their difference lies in their topological location in a
network. Both access and relay nodes are part of a network that stands
separately from the user nodes, only access nodes stand at the edge
of this network. Relay nodes solely relay quantum traffic throughout

this network. The fourth configuration is a variation on the centralised

approach presented earlier. Here, all key relay functions of the KMs are
centralised into a KM that is part of the QKDN controller that stands
at the hierarchical head of the network. This simplifies functionality of
the local KMs at each node, reducing network complexity at the cost of
reduced scalability.

Then, clause 10 provides sequence diagrams for operational proce-
dures in a QKDN. These include service provisioning, key generation,
key request and supply, key relay, and key relay rerouting. If translated
into industry standards, this should allow for equipment to become
(almost) vendor-agnostic. The recommendation closes off with time
synchronisation and security considerations. Much like earlier recom-
mendations in this same series, the importance of both is stressed, but

their details outside the scope of the recommendation.

4.3.4 ITU-T Y.3803. ITU-T recommendation Y.3803 is concerned with
key management of a QKDN [62]. The recommendation’s scope is noted
to include “an overview of key management in a (...) QKDN; functional
elements of key management; operations of key management; and key
formats” [62]. Diagrams from Y.3800 and Y.3802 are presented to illus-
trate the point of using KMs. Y.3803 however, introduces the distinction
between a Key Supply Agent, and a Key Management Agent (KMA).
The KMA concerns itself with key storage, relay, and life cycle man-
agement. This is in line with requirements introduced in Y.3801. The
KMA interfaces with other KMAs in QKD modules. The KSA is situated
between the KMA and a cryptographic application. The KSA provides
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key supply, and combination functionality in accordance with ITU-T
recommendation X.1714 that is introduced in Section 4.3.12.

A KMA and KSA each have their own link according to the recom-
mendation, but it is also noted that this would most likely will be the
same link in practice. However, this allows for the possibility of having
a node act as a relay station only, ie. by having only a KMA link and
not a KSA link. Once again, the security demarcation also shown in
Figure 2 is referred to as a demarcation of responsibilities. Only the KSA
links will cross this demarcation, and once keys are handed over, their
security becomes the responsibility of the recipient application on how
they utilise it.

A schematic is presented that contains a reference model for key
management within a KM, and how these are to be supplied to crypto-
graphic applications. It depicts flow of keys, for both from a KSA to an
applications, but also between KMAs for key relay. Keys are combined
when they cross over to another KMA, and recovered by making use
of an XOR operation that allows for having a key cross over from one
side to the other across a link that spans multiple QKD relay nodes. A
clause follows, that specifies the functionality of a KMA with regard to
acquiring, authenticating, and storing keys.

Key relay between KMAs is described, including different specific
protocols that should be used to attain this goal. These include using
One-Time Pad (OTP), and Advanced Encryption Standard (AES). Key
supply from KSAs to cryptographic applications is also dictated. Once
again, X.1714 is referenced on how a key is to be generated, yet specifics
for delivery are left beyond the scope of this recommendation. Only
metadata for a KSA key is stipulated. Rerouting of key relay between
KMAs is then presented, and four different cases where rerouting is
to take place are presented. These are: manual, fixed rate, data-traffic
adaptive, and scheduled. A key relay route can be set manually, be based
on the key generation rates of one or more QKD links, be adaptive to the
traffic that had recently flowed through key relay links, or be scheduled
depending on predicted conditions such as key consumption or key
generation rate. A reference is made to Y.3804, which is also presented
in this section. Key life cycle management is then presented, one of
the requirements presented in Y.3801. The responsibility of life cycle
management lies with the QKDN manager.

Clause 9 of Y.3803 presents different approaches to key relay methods,
which chiefly differ in the order of operations that are performed on the
key material that is relayed. The recommendation closes of with a table
containing metadata fields, with a description of each field and whether

it is mandatory or optional.

4.3.5 ITU-T Y.3804. ITU-T recommendation Y.3804 stipulates “control
and management” of a QKDN [61]. It is noted that the scope of the
recommendation includes the functional elements of a QKDN, and func-
tions and procedures of control, management and orchestration in a
QKDN. A figure is presented that contains the functional architecture,

which was already presented in Y.3802. In this version however, the

QKDN controller and QKDN management have been highlighted as
they are relevant to the work presented in Y.3804.

The QKDN control layer is introduced to realise proper operation of
the QKDN as a whole. The QKDN control layer controls the quantum,
and key management layers. This is achieved through communica-
tion control messages with the KMs, and QKD modules. The following
functions are listed for the QKDN controller: routing, configuration,
policy-based, access, and session control. In the subsequent clauses,
functionality of each aspect is described in more detail. The routing
control function manages a routing table for key relay functionality.
This includes both creating new routes, and rerouting key relay paths.
Different rerouting methods are already given in Y.8303. The configu-
ration control function prescribes that the QKDN controller must be
able to control and reconfigure QKD links and KM links if any sort of
alarm is raised. These alarms could be raised in case of a failed link, or
when an eavesdropping attack it detected through an increase in QBER.
Policy-based control ensures that the QKDN controller is able to adhere
to imposed QoS requirements. The access control function verifies that
functional components of a QKDN are legitimate nodes in the QKDN.
This includes issuing certificates for functional components, bookkeep-
ing of these components, and performing authentication between the
QKDN controller and any functional component using these issued
certificates. The session control function is meant to support KMAs and
KSAs with key delivery, and to ensure that this delivery is performed
conform the imposed QoS standards utilising the policy-based control
function.

The recommendation continues to list common management func-
tions, which are formulated to fulfil requirements presented in Y.3801.
These form a comprehensive description of functional requirements of
a QKDN controller. The requirements are based on Fault, Configuration,
Accounting, Performance, Security (FCAPS) requirements presented in
ITU-T M.3400 and Y.3111 [51, 55]. These functional requirements are
complimented with procedures of control, management, and orchestra-
tion of QKDN. These procedures are all described in step-by-step lists,

which are also visualised in sequence diagrams.

ITU-T Y.3805. ITU-T recommendation Y.3805 is concerned with

“Software-defined networking control” [67]. It specifies requirements

4.3.6

and a functional architecture of a SDN controller and operational proce-
dures of SDN control for a QKDN. The requirements that are listed form
an extension of the ones that are mentioned in Y.3801, and introduce the
existence of an SDN controller, that interfaces with the service, QKDN
management, key management, and the quantum layers.

With the basic functional requirements described, the recommenda-
tion moves on to alternative, hierarchical models of an SDN controllers
in a QKDN. These are to be deployed in large-scale QKDNss, or in cases
where “only a single SDN controller is unsuitable for overall control in
QKDNSs” [67]. Then, basic operational procedures are given, through

flow diagrams which are complemented with step-by-step descriptions



20

of how certain processes concerning SDN should take place in a QKDN.
These procedures include key request, relay, and monitoring of different
nodes in the QKDN.

4.3.7 ITU-T Y.3806. ITU-T recommendation Y.3806 contains require-
ments for QoS assurance [66]. The scope of this recommendation is
noted to contain both high-level and functional requirements of QoS
in QKDN. Once again the aforementioned link Ak mentioned in Sec-
tion 4.3.3 is given special attention, as it is noted to be the main point of
interest for QoS information towards another party that interacts with
the QKDN. High-level requirements of QoS assurance are given, based
on the requirements related to QoS from Y.3801 [59]. Subsequently,
functional requirements are presented that stipulate QoS requirements
for QKDN regarding planning, monitoring, service optimisation, service
provisioning, and service protection. The recommendation closes off
with security considerations that are to be adhered to, and references
to existing ITU-T standards X.1710, Y.3801, Y.3802, Y.2701, and Y.3101
[53, 56, 59, 63, 65]

4.3.8 ITU-T Y.3807. ITU-T recommendation Y.3807 closely ties in with
the work presented in Y.3806, as this recommendation presents “Quality
of service parameters” [69]. The scope of this recommendation contains
descriptions of QoS and network performance (NP) on QKDN, QoS
parameters, a classification of performance concerns, and supporting
factors of network performance.

The very same security demarcation as presented in Figure 2 plays
an important role once again. Here, it represents the boundary be-
tween QoS on the user network side, and NP on the side of the QKDN.
This recommendation only focuses on the former, and NP is left be-
yond the scope of this document. A distinction between QoS and NP
is given, where it is stated that QoS focuses on service attributes, and
user network-observable effects. Because of this, only the procedures
relative to this boundary are relevant for QoS aspects of QKDN. These
procedures take place in the KM and quantum layers, and across the
link Ak from Section 4.3.3. They consist of key requests and key supply
from the KSA, and notifications between cryptographic applications.

From these procedures, the QoS parameters follow. Throughput, KSA-
key response delay, KSA-key response delay variation, KSA-key delivery
error ratio, KSA-key delivery loss ratio, and availability are presented
in the recommendation. As part of availability, service restoration time
is also presented.

Privacy, security, and integrity aspects of QoS in QKDN are men-

tioned, but left beyond the scope of the recommendation.

4.3.9 |TU-T Y.3809. ITU-T recommendation Y.3809 “describes roles, a
role-based model, and service scenarios in (...) QKDN from different
deployment and operation perspectives” [70].

First, the roles are presented which consist of: security application ser-
vice user, security application service provider, QKDN provider, QKDN

management provider, and user network provider. A diagram is given
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on how these different roles interact, and by which means. Interactions
via these interfaces are listed in a table.

From these roles, different models are presented that provide different
role-based service scenarios of QKDN. An important remark is made:
“This clause does not identify, in an exhaustive manner, all role-based
models and service scenarios of a QKDN” [70]. The models are of vary-
ing levels of complexity, also containing examples where there can be
multiple QKDN providers, and multiple QKDN management providers.

An implementation description is also provided as appendix, in order
to guide the process of adopting the conceptual structures and roles of
QKDN and user networks.

ITU-T X.1710. ITU-T recommendation X.1710 describes a “secu-

rity framework for quantum key distribution networks” [63]. The scope

4.3.10

of this recommendation is to provide a global overview of security in
QKDN, from which following standards can follow in the series. This
includes security aspects, threats, requirements, and measures. The rec-
ommendation only provides a security framework for QKDNSs, security
analyses of QKD protocols are beyond its scope.

The diagram showcasing the functional elements of a QKDN from
Y.3800 is once again referenced. These functional elements each have
their own security aspects, and from this diagram the relations between
the elements is given, including the types of information that is trans-
mitted between these elements. From these relations, an overview of
security threats follows. Attack surfaces are identified in QKD, KM,
control, and management links. Three kinds of threat are distinguished:
intentional, administrative, and accidental.

Only intentional security threats lie within the scope of this recom-
mendation. Within this category, the threats that are identified consist
of: spoofing, eavesdropping, deletion or corruption, repudiation, and
Denial of Service (DoS). As mentioned before this recommendation only
considers the QKDN security framework, which puts security threats
such as side-channel attacks outside the scope of this document.

Security threats are presented for all types of links within the QKDN,
and outward to the user network, from which follow security require-
ments and measures to combat these threats. Detailed specification
of the requirements is noted to be out of scope, but the recommen-
dation does list categorical approaches per threat, which consist of
authentication, access control, confidentiality, integrity, availability, and
accountability. For all approaches, requirements are listed on how these

are to be achieved.

4.3.11

key management in QKDNs [71]. This recommendation is concerned

ITU-T X.1712. ITU-T recommendation X.1712 is a description of

with security threats, requirements, and measures for key management
in a QKDN. Security threats mentioned in this recommendation, are
an extension of the ones from ITU-T X.1710 described in Section 4.3.10.
Once again a diagram is shown representing all attack surfaces of a

QKDN, however in this recommendation, a KM has been expanded into
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a KSA and a KMA to display the two different links that exist between
these different components.

The security requirements and measures introduced in ITU-T X.1710,
are described more extensively in ITU-T X.1712 for each of the five
categorical approaches per threat. The security measures listed are of a
quite concrete nature, providing examples on how to approach these

measures in a practical environment.

4.3.12 ITU-T X.1714. ITU-T recommendation X.1714 contains informa-
tion about “key combination and confidential key supply for quantum
key distribution networks” [60]. The recommendation specifies require-
ments for both the security of key combination and key supply between
QKDN and applications. The recommendation notes that it focuses on

two topics in particular:

o “the security of the combination of keys exchanged through a
QKDN and keys exchanged through other key exchange meth-
ods;

o the security of the key supply from a QKDN to cryptographic
applications” [60]

Key combination is argued to be a valuable feature of a QKDN, since
it allows for a higher degree of proven security when used properly. As
is noted: “The key resulting from an appropriate key combination can
be secure as long as one of the keys used as inputs for this combination
remains secure [10, 39]” [60] This would contribute towards making the
adoption of a QKDN more feasible from a security point of view, with
keys that are more likely to be provably secure. The recommendation
lists security requirements for key combination methods, and for key
supply between QKDNs and cryptographic applications in the user
network. The requirements for key combination form a clear set of
rules a system should adhere to. The requirements listed for key supply

however are quite broad and few.

4.4 ISO/IEC Standards

Standardisation efforts produced by the International Organisation for
Standardisation (ISO) are in close collaboration with the International
Electrotechnical Commission (IEC). These standards however are not
available to the public in their full form when still in drafting, and

therefore this research will only briefly evaluate their general scope.

4.4.1 ISO/IEC DIS 23837-1. ISO/IEC DIS 23837-1 specifies a general
overview of security requirements that are to be met in both QKD
equipment and optical networking equipment [49]. This largely overlaps
with the objectives set out in ETSI GS QKD 008, containing a QKD

module security specification.

4.4.2 ISO/IEC DIS 23837-2. ISO/IEC DIS 23837-2 forms a set of evalu-
ation activities that are meant to perform testing procedures on QKD
equipment [50]. Once again there exists an overlap with existing work
from ETSL, in this case with ETSI GS QKD 011.

4.5 Summary

In this section, a summary is given of the standardisation efforts that

have been undertaken by the organisations listed in Section 4.1.

4.5.1 ETSI Group Standards. The Group Specifications produced by
ETSI are comparably practical in nature. The presented work provides
clear and concrete examples of requirements that are to be implemented
in QKD modules, to ensure proper and secure operation. Their series of
GSes start off with an overview of use cases, and the goals that QKD is
supposed to achieve in GS QKD 002. Two of the presented use cases can
be applied to the two proposed solutions from Research Question 1. GS
QKD 008 is an extensive standard that presents security requirements
that are to be implemented in QKD equipment. This document serves
as a clear guideline on what QKD node certification could look like, and
how it is recommended to be implemented by equipment vendors. For
the implementation of a QKD link, GS QKD 012 describes the resources
that are required to achieve this goal from a purely optical equipment
standpoint. This serves as a step-up to the GS QKD 015 and GS QKD
018 where SDN and orchestration interfaces are presented, respectively.
These list large amounts of parameters that are to be exchanged between
QKD and optical equipment in order to support mechanics such as
provisioning and monitoring. This leaves two more standards that are
closely related; GS QKD 004 and GS QKD 014. Both present APIs for
fetching quantum key material, but each take a different approach. GS
QKD 004 is meant to provide vendors with a high degree of flexibility by
presenting an implementation-independent description. GS QKD 014 on
the other hand is meant as an API that is relatively easy to implement,
at the cost of a higher degree of overhead due to the fact that it is a
fully-fledged REST API built on top of HTTPS.

4.5.2

sented by the ITU-T in the series of recommendations ranging from

ITU-T Recommendations. Overall, the work that has been pre-

Y.3800 to Y.3809 together form a clear set of requirements that are to
be fulfilled for achieving a QKDN solution. Various aspects of QKD and
QKDN are covered across the different recommendations. Next to these
functional requirements - presented in Y.3800 and Y.3801 - there are
also recommendations for the architectural implementation. Y.3802 pro-
vides the overview for general architecture, including basic operational
procedures. The next recommendation in the series, Y.3803, stipulates
functional requirements for the management of keys, which is handled
in the two Key Managers. Y.3804 covers control and management, to
be taken care of in the QKDN controller, for which different possible
architectures are presented. Once again, functional requirements from
Y.3801 are elaborated on, in the context of management of a QKDN.
Recommendation Y.3805 extends the work presented in Y.3804, where
an alternative form of control of the network is achieved through Soft-
ware Defined Networking. Requirements for adhering to Quality of
Service policies are given in Y.3806, such that a QKDN can perform

as expected from other parties relying on the keys generated by the
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network. These requirements are extended in Y.3807, where QoS pa-
rameters are introduced that allow for setting performance levels that
a network should attain. Y.3808 contains requirements for integrating
with a secure storage network, which is left beyond the scope of this
study. Y.3809 then concludes the current range of recommendations
with a description of roles and service scenarios in both deployment
and operational perspectives. This last recommendation is more of a
managerial perspective than an implementational one.

From the relevant recommendations in the series X.1710-X.1729 -
currently consisting of X.1710, X.1712, X.1714, and X.1715 - a com-
prehensive set of system requirements follows, that describe various
methods on securing a QKDN. X.1710 gives an overview of the general
requirements that are to be met with respect to security in a QKDN, and
give a framework for categorising various security threats that might
pose against proper operation of such a network. The requirements
for internal management of quantum generated keys is addressed in
X.1712, where an overview is given of security threats, requirements,
and measures to be taken in a QKDN. These measures are already of a
relatively practical nature, compared to the more abstract requirements
from X.1710. Recommendation X.1714 then closes off the series, and
contains requirements on both key combination and key supply to a
user network. The requirements for key delivery however, are still quite

generic.

4.6 Future Work

For this research, this section on future work will constrain itself to the
work that is needed in standardisation in order to be able to implement a
QKDN in an optical network. Where other survey papers have remarked
that work is to be performed in standardisation of fields such as CV-QKD
and QKDN in free-space networks, these lie outside the scope of the
paper [13, 80].

The work that is currently performed by both ETSI and the ITU-
T serve as a strong basis for future harmonising standards, that will
dictate the interoperability of QKD equipment, and their security. Rec-
ommendations published by the ITU-T currently give an overview of
the possibilities with both QKD and QKDN, in particular in the recom-
mendations in the series Y.3800 to Y.3809. These recommendations lay
the groundwork for architectural approaches to QKDN, and the various
aspects of maintenance of such a network. However, these publications
are still of a conceptual nature, giving vendors little to hold on to in
terms of implementation of equipment. The recommendations currently
published in the range of X.1710 to X.1714 provide managerial require-
ments, security threats and use cases for a QKDN, that can be applied
when designing and implementing a quantum secure solution.

The ETSI GS QKD series of documents present more practical aspects
that focus on the operation of QKD equipment. This includes documents
such as ETSI GS QKD 008, where security requirements are defined for
QKD equipment. ETSI GS QKD 012 presents different approaches for
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integration of QKD with optical equipment, where the added value of
multiplexing both quantum and data traffic onto the same fibre is shown.

The largest gap that is to be bridged, is the fact that the work produced
by both the ITU-T and ETSI are either recommendations or specifica-
tions. Neither have the status of standards yet, which is needed for
vendors to reach a consensus on the requirements that QKD related
equipment needs to fulfil. Especially for key fetching APIs such as ETSI
GS QKD 004 and GS QKD 014, which would allow for interoperability
between QKD equipment and applications that seek to make use of
generated quantum keys. Especially the API presented in ETSI GS QKD
014 has become the de facto standard for fetching quantum key mate-
rial from QKD equipment, despite the fact that this document is still
a Group Specification and not a European standard. This includes the
QKD equipment from Toshiba used in this research. The same holds for
the work presented in ETSI GSes QKD 015 and 016 for the integration
of QKD in an SDN. YANG files are presented as examples of a possible
implementation, but no industry standard exists yet. Further configu-
ration of optical equipment to co-exist with QKD equipment should
also be possible through a standardised APIL. ETSI GS QKD 012 already
presents a relevant list of parameters for configuration. The Toshiba
QKD equipment offers for remote monitoring which will be discussed
in Section 7.4, however this is not implemented following any of the
aforementioned standards. If this were the case, interoperability with
equipment from other vendors would increase.

In the field of certification ETSI GS QKD 008, ITU-T X.1712, and
especially ISO/IEC IS 23837 will form an important set of criteria for
QKD to adhere to, in order to certify correct operation of the equipment
in a secure manner. When this ISO standard is fully published and comes
available to the national standardisation institutes, it will allow for
certification of QKD equipment that ensures secure operation. As more
techniques become commercially available however, the certification

will have to keep up with these developments.
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5 METHODOLOGY OF EXPERIMENTS

In this section, the experiments performed with the Toshiba equipment
are presented. Research has been performed on the QKD testbed in the
GEANT Cambridge lab over a period of two months. The QKD equip-
ment is integrated with Infinera DWDM equipment in order to gain an
insight into the interoperability of the two systems. These experiments
are performed with the objective of gaining a clear understanding of
what will prove to be the challenges when implementing a QKD system
in real-life. Part of the experiments is to investigate the performance of
the system once the quantum channel and data channel coexist on the
same fibre. In order to achieve this, the Toshiba QKD equipment’s aux-
iliary (AUX) port is used to multiplex data and quantum traffic into the
same fibre. The AUX port provides built-in wave-division multiplexing

of the data and quantum signals.

5.1 Preparation

The first round of testing required calibrating the system and the initial
setup, such that initial levels of attenuation are known. Insertion loss
of the QKD boxes has been measured. There are two fibre spools that
are used in various experimental setups. Both spools have a length of
50 km. Attenuation of the spools is measured in order to determine
the total insertion loss between the QKD boxes. In the experimental
set ups where transponders and optical amplifiers are present, built-
in power measurement in these components are used to measure the
level of attenuation of the system. Otherwise, experimental results only
consider relative attenuation induced by the VOAs. This allows for
investigation of the relative influence of attenuation on both SKR and
QBER.

As the level of insertion loss of the setup will vary each time the
optical wiring is reconnected, it may differ between each experimental
setup. For this reason, a measurement of total loss is performed prior to
testing for each experimental setup. Small variations in attenuation can
be caused by various external influences deteriorating the quality of a

connection, such as dust particles gathering on plugs.

5.2 Taking Measurements

When measuring the performance of the setup, both SKR and QBER are
measured over a period of time. The measurement data is generated by
the Toshiba equipment as an average over an entire block of measure-
ments. These blocks are based on the principle of privacy amplification.
This privacy amplification process takes place when detection events are
converted into secret keys. This procedure is performed in order to limit
the knowledge of a potential eavesdropper based on the bits that are
made public by Bob. In part this privacy amplification process is based
on finite size effects, where a higher degree of privacy amplification will
correlate to a higher degree of security of the generated key material
[76].

In order to attain a certain level of security, a set ‘block size’ is chosen
to perform privacy amplification on. Because of this, the system will
wait for a sufficient amount of key material to arrive, before outputting
quantum keys. SKR and QBER readings are therefore still representative
of the system, as they are taken as average over the total time it takes
to generate one block of key material. As a result, a higher level of
attenuation - which will cause fewer photon detection events to occur -
will correlate with the system to take a longer amount of time before a

collection of keys is generated.

5.3 Fixed Attenuation

Initial testing is performed with a setup that does not include any data
traffic on the AUX ports, and where the fibre between the QKD boxes
only includes a fixed attenuator in both directions. This is done in order
to verify correct operation of the system. This setup is identical to the
one given in Figure 3a, where only the attenuators at label C have been

replaced with fixed attenuators.

5.4 Variable Optical Attenuators

Once initial testing is performed, and a baseline measurement made,
the fixed attenuators are replaced with VOAs. A diagram of this testbed
is given in Figure 3a. The attenuation is varied from the lowest value
prescribed in the operation manual of the Toshiba equipment that is
3 dB, up to the point where the system will fail to properly perform key
exchange. Attenuation is raised in increments of 1dB, and 10 readings
are gathered after the system has aligned and initialised. Readings con-
sist of SKR and QBER. The average SKR and QBER of these 10 readings

are each plotted against attenuation.

5.5 Adding Fibre Spools
After the testing with VOAs, both fibre spools are added to the setup,

which results in the diagram shown in Figure 3b. In both directions, the
fibre spool is directly attached to the transmitting equipment, with the
VOA attached to the spool. This is done in order to maximise the effect
of Raman scattering from introduced data waves in the C-band. Again,
10 readings of SKR and QBER are averaged, and added to the results.
The goal of having both the tests with and without the fibre spools part

of the system is to answer Research Question 4a.

5.6 Adding Multiple Auxiliary Data Waves

Once the system consists of fibre spools combined with the VOAs, the
AUX ports on the QKD boxes are connected to the Infinera optical
equipment. First, both sides are connected to a Infinera FlexILS OLS that
introduces a data channel at a single wavelength. This is done because
the setup of this testbed is less complicated than having multiple data
waves present, which allows for gathering initial results more quickly.
Second, ROADMs are connected in between of the OLSes and the QKD
equipment on both sides in order to introduce data waves at higher

power levels. The choice for Infinera equipment is made, since this
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equipment is used in the GEANT production network, of which this
experimental environment is an approximation. A system diagram of
both these setups are presented in Figures 3c and 3d.

SKR and QBER are plotted against different levels of attenuation and
against different power levels of the data channels. These SKRs and

QBERs are averaged over 10 measurements.

5.7 Verification

A statistical analysis is also performed on the data gathered. Performing
this analysis gives an insight into the dependency of SKR and QBER on
variables such as attenuation and the total power level of data waves

that co-exist on the same fibre.

5.8 Comparisons

In order to get better insight into the state of the art in QKD equipment
performance, a comparison will be made between the results of the
Toshiba equipment, and results gathered in [99] and [90]. The first is a
lab report that presents performance of QNu Labs equipment, the second
contains experimental results of a lab setup investigated by Toshiba

researchers.
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(d) Test setup where key exchange is labelled A and B, and attenuation is introduced by the VOAs at label C and fibre spools at label D. Data is introduced
through transponders labelled E and F. Data from two transponders is multiplexed together on both sides, passed through a ROADM, and amplified.

Fig. 3. Overview of Toshiba equipment setups. Green arrows indicate flow of quantum keys, orange arrows indicate flow of data, and yellow arrows indicate a mix
of both quantum keys and data.
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6 EXPERIMENTAL RESULTS

In this section, the results of experiments described in Section 5 are
presented. First, a base-line reading is performed where the insertion
loss of the QKD boxes in the current experimental setup is measured to

be 1.42 dB through a single box.

6.1 Fixed attenuation

The system is set up as shown in Figure 3a, where the VOA at label C is
replaced with a fixed attenuator. With a fixed attenuator of 10 dB, the
system on average achieved a bit-rate of 1020 600 bit s~!, at a QBER of
3.2 %. The ten readings gathered are found in Table B.1-1.

6.2 Variable Optical Attenuators

With the system set up as shown in Figure 3a, measurements were made
of the performance of the system when varying the attenuation of the
VOAs between 3 dB to 24 dB. The upper limit of 24 dB was found to be
the point, after which the system would no longer successfully align and
was unable to perform QKD. The average values of bit-rate, QBER, and
duration per level of attenuation are given in Table 8. The duration is
measured as the time it takes for the system to present ten readings. The
results are plotted as bit-rate and QBER against attenuation in Figures 4

and 5, respectively.

VOA Attenuation (dB) | SKR (bps) QBER Duration
3 2817000 3.31% 0:01:15
4| 2829000 3.22% 0:01:12
5 2771000 3.26% 0:01:12
6 1899000 3.27% 0:01:49
7 | 1842000 3.21% 0:01:53
8 1368000 3.28% 0:02:26
9 1086000 3.40% 0:03:00

10 985000 3.38% 0:03:24
11 677000 3.26%  0:04:48
12 558000 3.28% 0:05:50
13 502000 3.42% 0:06:22
14 338000 3.42% 0:08:51
15 283000 3.39% 0:11:13
16 250000 3.42% 0:12:25
17 175000 3.46% 0:17:40
18 154000 3.55% 0:19:40
19 120000 3.60% 0:24:28
20 84000 3.60% 0:35:03
21 64000 3.71% 0:44:27
22 48000 3.93% 0:54:19
23 35000 4.01% 1:10:28
24 27000 4.15% 1:29:35

Table 8. Average values of bit-rate, QBER, and elapsed time at different levels of
attenuation induced by VOAs.

6.3 VOA and Fibre Spools

In the system setup shown in Figure 3b, fibre spools were introduced to

induce additional attenuation. These spools are connected directly to
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Fig. 5. Graph displaying the relation between QBER and attenuation induced
by VOAs with no fibre spools present.

the transmitting equipment, with the VOAs connected after the spools
in both directions. The spool connecting Alice to Bob is found to have
a level of attenuation of 13.1 dB, and the spool in the opposite direction
a level of 10.6 dB. These spools will be referred to as spools 1 and 2,
respectively. The levels of attenuation are measured using the built-in
measuring equipment in the transponders present at labels E and F
shown in Figure 3c. These were already connected, but not used in the
current setup.

Once again, the VOAs that are part of the setup were varied from
1dB up to the upper limit where the system would no longer initialise,

which was found to be 12 dB. At this point, the system was found to
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fall out of alignment numerous times. With the VOAs set to 13 dB, the
system would no longer initialise successfully. The average values of
SKR, QBER, and elapsed time can be found in Table 9. These values
are plotted in Figures 6 and 7. As mentioned before, the attenuation
of the system including the fibre spool, but excluding the VOA was
measured to be 13.1dB in the direction from Alice to Bob. As such,
the aforementioned table and graphs all cover a range from 14.1dB to
25.1dB. All readings can be found in Appendix B.3.

During testing, two anomalies arose both when the VOAs were set
to a level of 7 dB, resulting in total attenuation at 20.1 dB. As can also
be seen in Table B.3-7, the time between readings output by the system
varied significantly, compared to the other readings in this setup. Where
readings would be output in a relatively consistent manner with other
levels of attenuation, in this case the time between readings would vary
between 24:06 and 2:01:53. No obvious reason was found for this to

occur.

Attenuation (dB)

Alice to Bob SKR (bps) QBER Duration
14.1 43700 4.13% 1:03:05
15.1 34800 4.32% 1:09:25
16.1 24600 4.27% 1:46:31
17.1 20500 4.68% 1:48:55
18.1 13300 4.63% 2:46:20
19.1 8700 4.96% 3:31:25
20.1 6500 5.29%  9:40:05
21.1 3500 5.83% 5:34:34
22.1 1800 6.43% 6:02:29
23.1 300 6.89% 15:01:32
24.1 0 8.03% 10:54:38
25.1 0 888% 10:13:35

Table 9. Average values of bit-rate, QBER, and elapsed time at different levels of
attenuation induced by VOAs, in combination with two 50 km fibre spools.

6.4 VOA, Fibre Spools, and Data

Moving on to the system setup in Figure 3c, a single wave of data is
introduced onto the shared medium between the two QKD boxes. A
set of baseline readings without an optical data wavelength at 1550 nm
wave was gathered, data was transmitted at 0 dBm, and at +3 dBm. The
average values can be found in Table 10. These three runs are combined
into a single graph for SKR and QBER, which are found in Figures 8
and 9, respectively.

The fibre spools were connected arbitrarily during the construction
of the setup, and the net attenuation from Alice to Bob was accounted
for when performing a measurement of the attenuation of the setup
excluding the VOAs. Spool 2 was connected in the direction from Alice
to Bob, and spool 1 in the opposite direction. As a result, the attenuation
of the entire system, excluding the set value of the VOA, was found to be
10.6 dB in the direction from Alice to Bob. The level of attenuation in
the tables and graphs therefore ranges from 11.6 dB to 21.6 dB. With the
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be displayed on a logarithmic scale.)
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VOAs set to 12 dB, the system would no longer successfully initialise.

All readings from this test setup can be found in Appendix B.4.

6.5 VOA, Fibre Spools, and More Data

Finally, testing is performed in the test setup described in Figure 3d.
Here, data is introduced on the shared medium through the AUX port
on the QKD boxes at multiple wavelengths. Due to time constraints on
the lease of the Toshiba equipment, the choice was made to perform
testing at fewer levels of attenuation, to allow for testing at more power

levels for the introduced data waves.
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Attenuation (dB)
from Alice to Bob | SKR (bps) QBER Duration
No AUX data
11.6 85300 3.71% 0:37:08
12.6 73500 3.72% 0:44:05
13.6 56600 3.84% 0:55:54
14.6 40400 4.08% 1:35:14
15.6 33000 4.13% 1:25:37
16.6 23600 4.33% 1:23:43
17.6 17100 4.49% 2:24:00
18.6 13000 4.73% 2:47:34
19.6 8000 4.92% 4:23:05
20.6 6000 5.43% 4:25:32
21.6 2500 5.97% 6:54:10
AUX data wave at 0 dBm
11.6 86000 3.71% 0:37:20
12.6 74300 3.73% 0:44:04
13.6 56900 3.82% 0:55:56
14.6 35500 3.97% 1:24:26
15.6 31100 4.27% 1:25:15
16.6 23900 4.34% 1:47:09
17.6 18200 4.48% 2:14:30
18.6 12900 4.77%  2:47:37
19.6 8500 5.18% 3:32:53
20.6 5500 5.61% 4:43:56
21.6 2900 5.88% 6:55:02
AUX data wave at +3 dBm
11.6 105300 3.76 % 0:40:01
12.6 74200 3.86% 0:40:56
13.6 54800 3.89% 0:56:51
14.6 35900 4.01% 1:23:02
15.6 31800 4.21% 2:19:56
16.6 21000 4.27% 2:12:09
17.6 16700 4.57% 2:24:23
18.6 12300 4.80% 3:00:03
19.6 8200 5.24% 3:46:12
20.6 5700 5.49% 4:25:39
21.6 2100 6.34% 6:00:05

Table 10. Average values of bit-rate, QBER, and elapsed time at different levels
of attenuation induced by VOAs, in combination with two 50 km fibre spools.

To be able to perform testing with data transmitted at multiple wave-
lengths, ROADMs were added to the test setup such that the data waves
are multiplexed together. The Infinera equipment needs to be able to
communicate configuration data for proper operation, which is done on
a separate channel outside of the C-band, this is known as the Optical
Supervisory Channel (OSC). For the Toshiba equipment to perform op-
timally, passband filters are present in the equipment that filter out all
traffic outside of the C-band. This blocks the Infinera OSC and required
the ROADM:s to be set to submarine cable mode, which disables the use
of this OSC. Appendix A contains two spectrum readings where the
presence of the OSC is made apparent.

Figure 10 displays the two optical data waves at which the data
channels are transmitted. These readings are taken with the optical

power meter that is built into the ROADM on the side of Alice.
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shared medium.
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The VOAs were set to four different levels of attenuation. Attenuation
of the system excluding the VOAs was measured to be 13.5dB from
Alice to Bob, as this direction incorporated spool 1. The upper limit
for the VOAs was found to be 10 dB, at higher power levels for the data
waves. Above this levels of attenuation, the data wave at the receiving
end was too weak to be detected by the optical equipment, and was
shut down by the Automatic Laser Shutdown (ALS) feature when a fibre
is suspected to be cut. When testing at lower levels of transmission
power, the data wave was shut down by the equipment. Due to the

aforementioned time constraints, further tests were carried out at a
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Fig. 10. Graph that displays the two transmitted optical data waves, centred
around 1563.0 nm and 1564.6 nm. The graph displays the entire C-band.

maximum level of attenuation at 9 dB instead, such that a comparison
can still be made between the tests carried out at different transmission
power levels. The highest total optical transmit power level onto the
fibre during this experiment was +17.8 dBm being the net optical power
for the two wavelengths, which was the highest power level the optical
equipment was able to output in the setup used. This is equivalent
to 80 wavelengths each of —1.5 dBm, a typical power level for a fully
operational C-band system.

Table 11 contains the average values of SKR, QBER, and total duration.
All readings can be found in Appendix B.5. These runs are combined into
two graphs, one for comparing SKRs, and one for comparing QBERs,
these can be found in Figures 11 and 12, respectively. As stated in
the operation manual of the equipment, the highest allowed optical
power received at Bob may not exceed —6 dBm, beyond which point
communication with Alice is not guaranteed by the manufacturer. The
system was able to perform past this limit in the following experiments,
but it should be noted that performance may become less predictable, as
the system is operating out of the power bounds set by the manufacturer.
In the tables and figures that display SKR and QBER, readings that took
place beyond this threshold are in bold or circled, respectively.

As can be seen in Table 11, there are only two levels of attenuation on
which testing was performed when the total power of the data waves was
set to +17.8 dBm. This was caused due to the fact that testing the system
at the high level of power from the data waves, rendered the system
unusable. This will be elaborated upon in Section 8. All measurements

can be found in Appendix B.5.

6.6 Evaluation

In order to ensure statistically significant results, a small analysis is

performed on the data gathered from the experimental phase of this

Attenuation (dB)
from Alice toBob | SKR (bps) QBER Duration
AUX data wave at —1 dBm
14.5 81500 3.85% 0:38:48
17.5 37300 3.96% 1:21:14
20.5 15800 4.57%  2:30:50
22.5 7200 5.27% 4:01:44
AUX data wave at +6 dBm
14.5 68000 4.06% 0:42:53
17.5 34200 4.33% 1:17:21
20.5 12900 4.89%  2:33:15
22.5 7000 5.34%  3:59:11
AUX data wave at +9 dBm
14.5 70000 4.21% 0:38:39
17.5 29800 4.64% 1:15:45
20.5 14700 4.96% 2:17:10
23.5 3500 5.92% 5:01:45
AUX data wave at +12dBm
14.5 66000 4.44% 0:37:48
17.5 26200 4.89% 1:16:12
20.5 11500 5.18% 2:34:21
23.5 2400 6.17%  4:58:48
AUX data wave at +15dBm
14.5 56800 4.93% 0:37:38
17.5 24700 5.19% 1:16:24
20.5 8600 5.70% 2:31:20
23.5 1300 6.73%  5:03:44
AUX data wave at +17.8 dBm
14.5 49800 5.48% 0:36:33
24.5 0 8.12% 6:20:46

Table 11. Average values of bit-rate, QBER, and elapsed time at different levels
of attenuation induced by VOAs, in combination with two 50 km fibre spools.
Two data waves are introduced on the AUX channel various power levels.

research. The figures presented in this section all include error bars,
which are calculated as the 95 % Confidence Intervals (CIs). These are
calculated based on the data points presented in Appendix B. When
looking at these error bars, it allows for predictions to be made on the
influence of external factors such as attenuation on the operation of a
QKD link.

First, the impact of attenuation alone on SKR and QBER is elaborated
upon. As can be seen in Figures 4, 6, 8 and 11, SKR decreases as atten-
uation increases. This behaviour is expected, and helps confirm that
the equipment was operating properly. Figures 5, 7, 9 and 12 showcase
the influence of attenuation on the QBER. Here it is also shown that, as
attenuation increases, the QBER follows in an upward trend.

Second, the influence of one or more foreign data waves on the
SKR and QBER is highlighted. When looking at Figures 8 and 9, it is
shown that the introduction of a data wave at 0 dBm or +3 dBm does
not significantly influence the SKR or QBER. In both graphs, data points
largely fall within the CIs shown for the case where there is no auxiliary
data present.

Third, the graphs in Figures 11 and 12 display the influence of the

introduction of data waves at higher levels of power, more representative
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Fig. 11. Graph displaying the relation between SKR and attenuation induced
by VOAs and fibre spools, including varying levels of data transmitted onto the
shared medium. (17.8 dB is missing, since a SKR of 0 cannot be displayed on a
logarithmic scale.)

Average QBER against attenuation

L L L A A
|| —— +17.8dBm |
gl |—— +15dBm |
| —— +12dBm 8
|—— +9dBm b
_ :—+6dBm :
g ||—— -1dBm N
=S 1
& | |
4 i
RN N NN N RN NN R

12 14 16 18 20 22 24 26
Attenuation from Alice to Bob [dB]

Fig. 12. Graph displaying the relation between QBER and attenuation induced
by VOAs and fibre spools, including varying levels of data transmitted onto the
shared medium.

of a real-world situation that is expected to be present in a PoP. Here,
it becomes apparent that data waves at higher power levels do indeed
impose a performance impact on SKR and QBER, as the 95 % Cls are
mutually exclusive for most power levels, apart from a few exceptions
where two data power levels will overlap at certain levels of attenuation.
Especially in the case where total data wave power is set to +17.8 dBm,
a large influence is illustrated.

Considering the test setup where multiple data waves are present,

an estimate can be made on the performance of SKR and QBER as the
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level of data transmitted increases. For every +3 dBm increase in optical
transmission power, SKR goes down by approximately 15 % and QBER
goes up by 6 %.

From the results, it becomes apparent that a VOA is not able to repli-
cate the effects of the use of a fibre spool on SKR and QBER. Comparing
the results between Tables 8 and 9, the use of a fibre spool will on aver-
age decrease SKR by 93 % and increase QBER by 46 % at a comparable

level of attenuation.

6.7 Comparison

The experimental results are compared to achieved results in related
work, both with equipment from QNu Labs, and with an experimental
lab setup by Toshiba where performance of QKD traffic is multiplexed

together with data channels onto a shared fibre.

6.7.1

iments, a comparison can be made with the results presented in [99]

QNu Labs Equipment. With the results gathered from the exper-

where QNu Labs equipment was investigated. Different levels of at-
tenuation were tested with various lengths of fibre spools, and impact
of DWDM data was investigated. It was found that the system would
sustain levels of attenuation up to approximately 21 dB, at a QBER of
4.5 % on average. This is comparable to the SKR performance seen of
the Toshiba equipment, at a similar level of attenuation and a lower
QBER. However, the SKR of the QNu Labs equipment was significantly
lower than that measured with the Toshiba equipment, as it was found
to be approximately 5000 bps for attenuation levels between 2.8 dB and
21 dB. Maximum SKR achieved is noted to be 15 000 bps, much lower
than the 2 800 000 bps listed in Table 8.

6.7.2  Toshiba Labs Experimental Setup. Comparing the experimental
results from this section to the results presented in [90], the achieved
performance of both setups is quite similar. Patel et al. were able to
achieve a SKR of 2380000 bps, and a maximum fibre length of 70 km.
This SKR was achieved over a fibre length of 35 km, which corresponds
to a level of attenuation of 7.7 dB at 1550 nm. Such performance was not
achieved in this research. However, in [90] the setup was able to sustain
a data wave launch power of +5dBm as opposed to the +17.8 dBm
presented in Table 11. The maximum achieved fibre length of 70 km
corresponds to a level of attenuation of 23.1dB at 1310 nm, which is

comparable to the 23.5 dB at 1310 nm presented in Table 11.
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7 IMPLEMENTING QKD SERVICES

This section presents an overview of what is needed for GEANT to build
a QKD solution it its network. First, general requirements are presented
that would allow QKD links to be established in the network. From this,
two subsections will follow that each present the implementation of
the two service types presented in Research Question 1, and provide
answers to the questions raised in Section 3. This overview also includes
requirements for maintenance and monitoring, to provide an answer to
Research Question 3. This research focuses on the hardware challenges
when building QKD services in the GEANT network. The existence of
proprietary software stacks built by individual QKD equipment vendors
is acknowledged, however these stacks were not tested. Without an
agreed set of standards to test the software stack against, and without
a clearly defined use-case for QKDaaS, evaluation of the proprietary
software stacks is left beyond the scope of this research. The work that

is needed to address this challenge is covered in Section 9.

7.1 Establishing Operational QKD

Establishing a QKDN will involve creating QKD links between all PoPs
in the network, such that keys can be exchanged throughout the entire
network. First, the implementation of a single QKD link is presented.
7.1.1  Establishing a QKD Link. For the purposes of implementation
of a QKD link, this overview focuses on Toshiba equipment. This is
due to the fact that Toshiba equipment has been investigated in a lab
environment in Section 5, and the performance of the equipment has
been quantified, when combined with optical transmission equipment
used in GEANT PoPs. The network in GEANT at the moment of writing
consists of 230 spans of fibre that are lit using Infinera FlexILS equipment.
The average measured attenuation for each link has been collected in
a histogram that can be found in Figures 13 and 14. Note that for the
implementation of QKD, only half of these spans will need to be used,
as each link will consist of two fibres. One for transmitting and one for
receiving data from the other PoP.

In order to be able to use at least 90 % of the links in the network with
QKD capabilities would require sustaining a level of attenuation at 33 dB
multiplexed together with data channels at multiple wavelengths which
add up to a total launch power of up to +20 dBm if the entire C-band
is filled. Multiplexing of the quantum and classical channels should
be performed in accordance to ETSI GS QKD 012. When multiplexing
however, the Toshiba equipment filters out light outside the C-band,
which includes the OSC of the Infinera transmission equipment that is
currently deployed in the GEANT network. To be able to keep making
use of this channel, it would be required for Toshiba to modify their
optical multiplexer to create a bespoke filter for GEANT that passes the
OSC. This is presented in ETSI GS QKD 012 by means of communicating
network parameters - such as synchronisation channel wavelength -

between the QKD and the optical transmission equipment.

Attenuation per span, binned per 1dB

100

80

60

Span count

40

Cumulative spans [%]

20

0 10 20 30 40
Attenuation at 1550 nm [dB]

Fig. 13. Histogram of the amount of fibre spans, binned per 1dB against attenu-
ation of the link span at 1550 nm. On the left y-axis there is absolute span count
which corresponds to the bar graph in red. On the right y-axis, the cumulative
percentage of spans, marked with the blue line. The link spans left of the orange
line can be used by long rage QKD equipment that operates in the C-band.

Attenuation per span, binned per 1dB
50 L1101

100

80

60

Span count

40

Cumulative spans [%]

20

0 10 20 30 40 50 60
Attenuation at 1310 nm [dB]

Fig. 14. Same as Figure 13, but with estimated attenuation at 1310 nm. On the
link spans left of the green line, it is expected that quantum and data waves can
be multiplexed on the same fibre.

In the case where GEANT buys a dedicated fibre for the quantum
channel and this is lit using Toshiba’s 1550 nm equipment, Figure 13
shows that it is expected that 90 % of spans have an attenuation that will
allow quantum keys to be carried. In the case of short links, GEANT
could multiplex data and quantum keys on the same fibre. Data is then
transmitted in the C-band, and QKD is performed in the O-band at
1310 nm. According to Figure 14 this will only work for around 37 %
of GEANT fibre spans. For the 10 % of links that are too long for even

dedicated fibre, there are two possible solutions: re-design the system
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with shorter link spans such that attenuation is lower, or to wait for the
next generation of QKD technology that is possibly able to sustain the
higher level of attenuation on the link spans.

For the installation of the QKD equipment itself, little to no additional
hardware is required. Every set of QKD equipment to be installed on one
end of a link span consists of the QKD transmission equipment itself,
and a ‘control unit’. In total these add up to a required rack space of
3U on each end of the link. Both of these will need to be provided with
power, and two Ethernet connections must be available. One for the
delivery of quantum keys, and one separate connection for management
and monitoring.

All required software for QKD operation itself is provided by Toshiba,
and is integrated into the control units that are present on both sides of
a link. Further software solutions required for utilisation of the quantum
keys or operation and maintenance will be discussed in the following

subsections.

7.1.2  Establishing a QKDN. For the implementation of a fully-fledged
QKDN that offers QKDaaS, ITU-T recommendation Y.3802 provides an
overview of the components that are required. Four layers are defined,
each with their own requirements: the quantum layer, key management
layer, QKDN control layer, and the QKDN management layer. A func-
tional architecture from Y.3802 is shown in Figure 15. To ensure that
properly secure equipment is deployed in the network, certification
must be available that verifies that the QKD equipment is indeed safe
to use in a production environment. As is discussed in Section 4.6, such
certification does not exist at the moment of writing, with standards
such as ISO/IEC IS 23837 currently under development. Once available

however, this certification is paramount to the security of the QKDN.

The Quantum Layer. The fundamental layer, as shown in the diagram
in Figure 15, is the quantum layer where the key material is exchanged
between QKD modules. Establishing such a layer is described in the
previous section. However, this quantum layer will have to commu-
nicate with the management layer. This is accomplished though the
management interfaces that connect to the control units supplied with
the Toshiba equipment. These management interfaces require that se-
curity certificates are installed, to ensure that only authorised users are

able to fetch keys from the equipment.

Key Management Layer. Directly interfacing with the quantum layer,
is the key management layer. This layer is responsible for the relay
of keys across multiple hops in a QKD link. Software for this purpose
is not yet available for a production environment. A solution such as
AIT QKD R10 contains protocols for forwarding quantum keys across a
single QKD link, a routing protocol for the QKDN control layer, and a
transport layer protocol that enables quantum keys to traverse a QKDN
[86]. However, this software is indicated to be incomplete, and is missing
required functionality such as IPSec. On top of this, parts of the protocols

listed above are not yet fully implemented and therefore cannot be

Karel van Klink

used in a production environment. From the work that presents these
protocols as part of the European SEcure COmmunication based on
Quantum Crytography (SECOQC) effort, it is stated that “it must be
stressed that the SECOQC approach allows complete interoperability in
the trusted repeater regime but is not directly transferable to switched
or mixed networks” [91]. Similar approaches to SD-QKD have been
demonstrated, but this has only been in lab environments [3, 109]. A

ready-made software solution therefore does not exist yet.

QKDN Control Layer. As prescribed in recommendation Y.3804 pre-
sented by the ITU-T on control and management of QKDN, it becomes
clear what work needs to be performed in the QKDN control layer [61].
As already described in Section 4.3.5, the QKDN control layer will have
to be able to fulfil the task of routing, configuration, access, and session
control. For the Layer 2 encryption solution in the GEANT network
however, little routing will have to be performed. Because of the fact
that keys are to be used at the far ends of each QKD link, and to be
used within the PoP where the link terminates only, keys will only have
to be forwarded across a series of link spans. This is not the case for
QKDaaS, as keys will need to be routed and forwarded across a QKDN.
Management of access to quantum keys will depend on the service that

is offered, and will therefore be presented in later subsections.

QKDN Management Layer. The QKDN management layer is used
for the monitoring of the system as a whole. In the case of a link go-
ing down, the network should be able to make use of quantum keys
that have been forwarded along an alternative route. This would help
guarantee continuous operation of the QKDN. The management layer
will therefore have to support re-routing of key material, and be able to
discover routes across the QKDN that are operational based on available
monitoring data. This management layer is made a distinctly separate
layer, since routing will have to be performed by a piece of software
that is not bound to compatibility with a single equipment vendor. It
should be possible for equipment of multiple vendors to co-exist on a

QKDN without a loss of functionality.

The Service Layer. The upper layer of the architecture consists of the
service layer, of which the exact implementation will depend on the
service that is to be offered by GEANT. As such, the two different ap-
proaches to a service layer will be presented in the separate subsections
that follow. For both of the services, this is software that will have to be
developed by GEANT. This is because of the fact that both services will
require features that are highly specific to the GEANT network and the

way it operates.

7.1.3  Implementation Cost of a QKDN. 1t is estimated that at current
commercial prices the cost of enabling the entire GEANT network with
QKD will cost in the tens of millions of Euros. Even without the labour
cost of installing this equipment at all relevant PoPs in the network, the
total price tag will already add up to a substantial portion of what has

been spent on the entire GEANT network in total. Because of this, it
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Fig. 15. Diagram from ITU-T Y.3802 that shows a functional architecture of QKDN [65].

will be necessary to prioritise the implementation of a QKDN in the
GEANT network. For example, an initial deployment on the western
ring - consisting of the PoPs London 1 and 2, Amsterdam, Frankfurt,
Geneva 1 and 2, and Paris - would focus investment on the part of the
network that sees the greatest amount of traffic and therefore be best
returns on investment. In this case there are 53 link spans that need to
be covered, which would reduce the cost to be one quarter of the cost

of covering the entire GEANT network.

There is also an important difference in cost when considering to
multiplex data channels and quantum key channels onto the same fibre.
If QKD were to be implemented on the western ring alone, this would
already add up to a significant cost in dark fibre IRU leases alone. At a
total length of 3462 km, the total cost of ownership of the 15 link spans
adds up to over €6 000 000. This cost could be reduced by making use
of equipment that allows for multiplexing of quantum traffic onto an

otherwise unused piece of spectrum.
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Object Value

TOSHIBA-QKD-MIB: : gkdOperStatus INTEGER: gkdOperational(1)
TOSHIBA-QKD-MIB: : gkdServerToQkdUnitStatus INTEGER: ok(1)
TOSHIBA-QKD-MIB: :gkdClassicalChannelStatus | INTEGER: ok(1)
TOSHIBA-QKD-MIB: : gkdKeyDeliveryLinkStatus INTEGER: ok(1)
TOSHIBA-QKD-MIB: : gkdClassicalRxPowerStatus | INTEGER: ok(1)
TOSHIBA-QKD-MIB: : gkdSecureBitRate Gauge32: 2861000
TOSHIBA-QKD-MIB: : gkdQuantumBitErrorRate Gauge32: 315

Table 12. Example output of Toshiba equipment on its Simple Network Management Protocol (SNMP) interface when operating on a QKD link.

In the GEANT network, two types of optical amplifiers are used. Both
In-line Amplifier Modules (IAMs) and In-line Raman Modules (IRMs) are
deployed at amplifier stations along links. As the IRM based amplifiers
utilise Raman pumps to increase the power level of data waves on the
fibre after data and quantum key waves are multiplexed together, this
has the unavoidable side-effect of destroying the quantum states that are
sent on the quantum channel. This is due to the fact that amplification
takes place after data wavelengths are multiplexed with the quantum
key traffic, which conflicts with the no-cloning theorem as presented
in Section 2.5 [2]. In the IAMs, the amplification of the photons takes
place before they are multiplexed with quantum key traffic onto the
shared medium, which prevents unwanted amplification of quantum key

photons [110]. With the way that the amplifier stations in the GEANT

network are built, this introduces an additional cost for implementation.

168 IRMs would need replacing with IAMs in amplifier stations. This
increases the total cost of implementation by approximately one third
of a million Euros.

Subsequent work will have to be performed on where in the GEANT
network the demand for quantum key services is the highest, this is

beyond the scope of this research.

7.2 Encryption of Layer 2 Traffic

Implementation of a solution that encrypts all Ethernet traffic in the
GEANT network will follow a similar approach to the one presented
as use case number 2 in ETSI GS QKD 002 [28]. If implementing the
solution presented in Research Question 1a, relatively little new optical
transmission equipment is required. The ROADMs that are currently in
use in the GEANT network already support the use of cryptographic
keys for hardware-based Ethernet encryption.

However, software support in the optical transmission equipment is
lacking at the moment of writing. Infinera are currently working on the
implementation of the API from ETSI GS QKD 014, which would make
the use of quantum keys possible with all G30 model transponders in
the GEANT network. Collaboration with Infinera is possible, as they are
keen to test a potential solution in a production environment. Actual

support for this however, is currently unavailable.

7.3 Quantum Keys as a Service

In order to be able to offer QKDaa$S in a QKDN to GEANT’s customers,
much more work is needed compared to the encryption of Layer 2 traffic.
As customers can request keys at each PoP, key material will have to be
propagated across the entire network. This poses a significant increase
in complexity of required routing protocols that will have to be in place.

Fetching of keys at PoPs will be the responsibility of the customer,
and is readily possible when making use of the ETSI GS QKD 014. The
API will however have to be rate-limited, in order to prevent one or
a few customers from fetching all available keys at a higher rate than
the rate at they replenish. This would effectively result in a DoS of
the QKDN. The rate at which customers are able to fetch keys is also
directly influenced by the SKR of a corresponding link. As such, the
required performance of the system depends on the expected demand
for QKDaaS on a link.

For access management of the QKDN, customers will have to be
whitelisted in order to prevent malicious access to quantum keys. This

adds an administrative burden on the provisioning of the service.

7.4 Operation and Maintenance

The following section seeks to answer Research Question 3. For this,
the implementation of sufficient maintenance and monitoring capabil-
ities will be restricted to Toshiba equipment. First, the requirements
for maintenance of the equipment is presented. Second, monitoring is

addressed.

Toshiba Equipment Maintenance. For the maintenance and servicing
of the equipment by Toshiba, a service contract will be in place. Under
this maintenance agreement, all parts and labour are included for repairs.
For these repairs to be performed, equipment will either have to be
returned to Toshiba, or a field engineer could be deployed for on-site
repairs. This does not cover malicious or accidental damage to the units,
for which additional costs would be incurred as this falls outside of
such a maintenance agreement. GEANT will therefore have to pay for a
maintenance fee, and GEANT will have to ensure that Toshiba perform
an annual health check of all equipment.

To be able to remotely sense health of the equipment, VPN connec-
tions to all control units will have to be put into place. This will also
allow for the remote deployment of software security updates that might

be necessary, for properly secure operation of the equipment. This will
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increase the complexity of the implementation however, since amplifier

stations do not provide internet access at the time of writing.

Monitoring a QKDN. For the monitoring of the proposed QKDN,
various tools and protocols exist for the sections of the network outside
the quantum realm. However for monitoring of the quantum layer,
software solutions will have to be developed to be able to keep an
insight in the current performance of the QKDN.

Toshiba equipment comes provided with an Simple Network Man-
agement Protocol (SNMP) interface that allows for polling equipment
statistics. These include current SKR, QBER, and operational status of
the key delivery and quantum links between equipment. In accordance
with ETSI GS QKD 008, the equipment is able to clearly indicate that
it is operating in “approved mode” [26]. This is achieved with a pro-
vided SNMP Management Information Base (MIB) provided with the
equipment. Incorporating these SNMP metrics and notifications into
the existing dashboard used by the GEANT OC will allow for proper
monitoring of the equipment on the quantum layer of the QKDN. An
example of the output by the SNMP interface is given in Table 12.

For example, when monitoring the QBER to detect eavesdropping
attempts, this is to be detected by the QKD equipment itself. In accor-
dance with ITU-T recommendation Y.3803, the equipment must inform
either the KMs or the QKDN controller directly [62]. These alerts are
to be monitored by the OC.

At the higher layers in the QKDN, monitoring requirements and ca-
pabilities will depend on the offered service. When encrypting Layer 2
traffic, it should be adequate to monitor the QKD equipment by making
use of the aforementioned SNMP interface, and periodically sending
ping requests to the associated control units to ensure that all QKD
links are live. For the monitoring of the keys that are in use, the Infinera
transponders will have to be monitored to make sure that the key rota-
tion time is sufficiently low, and that they are able to fetch new keys
from the adjacent QKD equipment in a PoP. For the QKDN solution that
offers QKDaa$S, more monitoring and logging information will have to
be available to the GEANT OC. E.g., key replenishment and request
rates at the PoPs, and the logging key consumption by customers such
that they can be throttled if needed. Monitoring software for the latter
case would have to be developed, as this does not readily exist as an

existing software product.

7.5 Feasibility with Toshiba Equipment

In order to gain insight into the feasibility of implementing QKD in
the GEANT network, a comparison is made between the experimental
results from Table 11 and the data in the histogram from Figure 14. It
was found that the equipment is able to sustain a level of attenuation of
up to 23.5dB when combined with a total launch power of +15 dBm for
the present data wavelengths. Comparing this to the histogram, 23 dB
of attenuation covers 36.3 % of the link spans in the GEANT network.

If QKD were to be offered on the western ring only, as part of an
initial deployment, 32.1 % of the links could be used instead. Figures 17
and 18 contains pair of histograms that display the expected attenuation
for all link spans in the western ring, similar to the ones presented in
Figures 13 and 14.

The outlier that is shown at 65dB of attenuation is a submarine
link between Amsterdam and London. It is unlikely that any QKD
equipment will be able to bridge this attenuation any time in the next
years. For this reason, to close the western ring other solutions such as
satellite based QKD would need to be investigated, or the network is
operated in a topology where the western ring is not closed. The latter
requires forwarding of keys across multiple links, including for Layer 2
encryption service. Figure 16 shows a map of the western ring network,
with links that have an attenuation of above 23 dB highlighted in red.

When the power of transmitted data channels is increased to +20 dBm,
this would take the expected maximum level of attenuation that can be
sustained by the QKD equipment down to approximately 22 dB. This
results in 30.7 % of the link spans in the GEANT network, or 22.6 %
in the western ring only. For the remaining spans of fibre, this would
require purchasing additional dark fibre, further driving the cost of the
system up.

Part of the fibre spans have an attenuation in the range of 22 dB at
1310 nm and 23.5 dB at 1550 nm, in which it is expected that Toshiba’s
“long range” equipment from Section 2.2 is able to make use of the link
if there are no data waves present. These link spans can be used if there
is a separate dark fibre available, which are highlighted in orange. In
Figures 13 and 17 these are represented by the area to the left of the
orange vertical line. For the link spans highlighted in red, these would
have to be redesigned which includes the construction of new amplifier
stations as to shorten the distance and lower attenuation of the link
spans.

Typically, in commercial optical networks an operational margin is
added to services, such that external effects that take place over a longer
period of time, such as ageing of the fibre, are expected to degrade the
performance of offered services. Commonly 2 dB of margin is added to
the sustained attenuation in order to help guarantee proper operation
over a longer period of time. However, as no long-term studies have
been performed yet on the operation of QKDN, the appropriate margin
that should be allowed for is unknown. Figures 19 and 20 shows the
percentage of link spans that can be covered, when different levels of
margin are included in the expected level of attenuation for each link
span.

A comparison can be made with the performance that is expected of
QKD equipment produced by IDQuantique presented in Table 2, and the
equipment from QNu Labs presented in [99]. According to the system
specifications, the IDQuantique equipment is able to sustain a maximum
of 18 dB of attenuation at which the SKR is below 2000 bps. This would
be able to use 70.7 % of the link spans in the GEANT network at 1550 nm.
The QNu Labs equipment was found to be able to sustain 20.6 dB of
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Fig. 16. Map of the western ring of the GEANT optical network. Link spans highlighted in green have an expected attenuation below 20 dB at 1310 nm. Link
spans highlighted in orange have an attenuation below 20 dB at 1550 nm. Link spans highlighted in red have an attenuation above 23 dB at 1550 nm and require
alternative solutions. Blue squares are PoPs, magenta triangles amplifier stations. Adaptation of [106].
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Fig. 17. Histogram of the amount of fibre spans in the western ring of the Fig. 18. Same as Figure 17, but with estimated attenuation at 1310 nm. On the
network, binned per 1dB against attenuation of the link span at 1550 nm. On  link spans left of the green line, it is expected that quantum and data waves can
the left y-axis there is absolute span count which corresponds to the bar graph  be multiplexed on the same fibre.

in red. On the right y-axis, the cumulative percentage of spans, marked with the

blue line. The link spans left of the orange line can be used by long rage QKD

equipment that operates in the C-band.

attenuation, at a SKR of 5000 kbps, which includes 85.4 % of the link
spans in the GEANT network at 1550 nm [99]. This requires dedicated
dark fibre links to be available for QKD traffic.
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Fig. 19. Percentage of link spans that can be used at 1550 nm, depending on
the amount of margin that is taken into account for attenuation. 0 dB of margin

correlates to 23 dB of attenuation.
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Fig. 20. Same as Figure 19, but at a wavelength of 1310 nm. 0 dB of margin
correlates to 22 dB of attenuation.
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8 CONCLUSIONS

This section gives an overview of the conclusions that are drawn in
this research, which seek to answer the research questions presented in
Section 1.4.

Research Question 1 addresses the two services that GEANT could
build in the network. Requirements for both of these services are pre-
sented in Section 7, specifically Section 7.1 lists the requirements for
the implementation of functional QKD operation. Section 7.2 lists the
hardware and software requirements for Layer 2 encryption specifically.
It is found that the hardware required to build these services is at a high
TRL. The test results presented in Section 6 show that the Toshiba QKD
equipment tested performs as claimed. However, the equipment does not
have a history of long-term deployment in a production environment,
so there are little if any reported results on long-term performance, and
specifically of the stability and reliability. A field trial is suggested to
understand these long-term challenges.

As discussed in Section 7.1.2, software standards however are cur-
rently incomplete. As a result, much software support is still either
proprietary or missing. No standardisation-compliant solution that can
readily be integrated with the existing software stack in the GEANT
network exists for multiple layers of the architecture, including the
QKDN controller, KMs, and QKDN manager.

GEANT will need to update their existing monitoring system to
be able to support the management framework presented in ITU-T
recommendation Y.3804. This will typically require the integration of
the existing proprietary QKD monitoring solutions with the operations
database and dashboard systems of GEANT. This is not likely to be a
complex problem, however the lack of fully developed standards for
monitoring a QKDN may hamper this integration. It is recommended
to monitor the development of standards and how these are adopted by
vendors.

For Research Question 4 on the expected performance of a QKD link
in the GEANT network, the quantitative study as described in Section 5
and its results in Section 6 seek to answer this question. Table 11 com-
bined with Figures 13 and 14 serve to give insight into the expected
performance of a QKD link in the GEANT network. At a maximum
sustained level of attenuation of 23.5 dB, we expect that around 36.3 %
of the fibre spans in the network could be used at an expected SKR of
approximately 1300 bps. This is highlighted in Figure 14 as the area on
the left of the green line. Where a third optical fibre is purchased, it is
expected that with the use of Toshiba long-range equipment presented
in Table 1, it should be possible to cover approximately 90 % of the 230
total fibre spans in the GRANT network. This is highlighted in Figure 13
as the area on the left of the orange line.

Section 6 shows that for the modelling of the performance of a QKD

link, a VOA does not give a representable approximation of dark fibre,
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which answers Research Question 4a. SKR is found to decrease by ap-
proximately 93 %, and QBER to increase by approximately 46 % when
using a fibre spool instead of a VOA.

GEANT should continue to monitor the development of QKD systems,
in particular software support in the optical transmission equipment
and the maturing of standards. Also, it is expected that over time, the
cost of QKD equipment will fall as more competition enters the market
and the technology matures. Thie high cost of the current generation
of QKD technology makes it difficult to make a good business case for
a QKDaaS at this stage. It is also advisable to wait for the outcomes of
these national efforts, and take a coordinating role in the development
of QKD in Europe. It is also recommended for GEANT to continue to
cooperate with NRENSs in Europe, in order to continuously keep up to
date with developments in the evolution of standardisation and software
solutions related to QKD.

The implementation of one or multiple QKD links in the GEANT
network as a pilot service is possible, however at this moment in time
the expected benefits of the use-cases presented in Section 3 do not
justify the expected cost that is associated with the implementation
of a network-wide deployment. In the future, a two-phase approach is
advisable, where first all Layer 2 traffic in (a part of) the GEANT network
is encrypted using QKD. Once this service is operational, QKDaaS could
be offered at a later point in time in a QKDN, when required software
becomes available and is suitable for a production environment. As
the same hardware can be utilised for both of the services, this would
introduce an incremental investment on chiefly familiarisation with
newly available software for management of a QKDN.

Once a pilot QKD service is deployed in the GEANT network for
testing the long-term stability of such a system, it is highly advised
to take the approach of multiplexing data and quantum key traffic
onto a shared fibre. The use of a shared fibre medium for data and
quantum key communication, if proven to work in a field trial, will
decrease the implementation cost significantly, as no new dark fibre
needs to be acquired at an estimated cost of €0.19 per metre per year.
The results in Section 6 show that there is a difference in performance
when both data and quantum key traffic are multiplexed, however, the
difference in performance is at an acceptable level for the operation of
QKD links. For the western ring alone this could save several million
Euro in dark fibre capacity purchases over a period of ten years. However,
this requires replacement of IRMs with IAMs along links, as an IRM is
incompatible with QKD operation on a shared fibre. For the fibre spans
that could currently not be used due to high attenuation, there are three
possibilities for resolving this issue; re-design the system with shorter
link spans that induce a lower level of attenuation, purchase dedicated
dark fibre with shorter link spans, or to wait for the next generation of
technology that is able to withstand such levels of attenuation.

In conclusion, considering the incomplete software standards for the
maintenance and operation of a QKDN as presented in Section 4 as

well as the challenges with retrofitting the required hardware into the



Quantum Key Distribution in a Pan-European Network of National Research and Education Networks

GEANT network discussed in Section 7.1.3, the following actions are

recommended:

o GEANT should implement a trial QKD link in the GN5 project.
This should aim to help understand how to resolve the incom-
patibility with IRMs as discussed in Section 7.1.3 and the issues
regarding long-term reliability.

o GEANT should work with Infinera to find a solution to the lack
of a key exchange API on optical transmission equipment in the
GEANT network, as discussed in Section 7.2.

e GEANT should work with its community to develop use cases
and business cases. The business case will need to consider the
high cost of the required equipment and fibre as discussed in
Section 7.1.3.

o GEANT should track the ongoing work in standardisation bod-

ies as discussed in Sections 4.6 and 7.4.
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9 DISCUSSION

In this research, it is found that software required for QKD in a produc-
tion level environment that can readily cooperate with equipment from
other vendors is not currently available to purchase. Currently available
software solutions do not allow for interoperability between QKD and
optical transmission equipment from different vendors in accordance
with standardisation efforts presented in Section 4, as these do not form
a set of formal industry standards yet. For the implementation of a
service where Layer 2 traffic is encrypted standards are complete and
implementation by vendors is underway. Hardware implementation is
now at a high TRL, but due to the lack of standards, interoperability
between vendors was not able to be demonstrated during testing.

What should remain an important aspect of future work, is to inves-
tigate the need for QKD in the GEANT network, and from this develop
use cases. Although the need for security is a given, it is nevertheless
important to ask the question who would benefit from the efforts that
are undertaken in quantum-proof cryptography. From these use cases,
a business case will have to be built, which is difficult to justify at the
time of writing due to the cost of current-generation QKD equipment
being quite high. It is expected that the effect of economies of scale will
bring average cost for equipment down in the future. For the offering
of a QKDaaS greater experience is required for the management and
monitoring of QKDNss, and the associated cost is too high at the time of
writing. Such experience can be gained through the deployment of field
trials. Commercial deployments exist where Toshiba equipment is used
to create QKD services, however these are only at metropolitan scale,
for example in London [7]. It is advisable to await results from early
deployments and the ongoing research efforts undertaken by NRENs
in order to gain more insight into what aspects are lacking in matu-
rity. This includes relatively novel approaches to QKD, such as TF-QKD
where GEANT is currently investigating its performance.

This work has also shown the high value of the possibility to multiplex
multiple wavelengths together onto the same shared fibre medium.
The cost difference will form a large impact on the overall cost of a
developed solution for the GEANT network, as it helps prevent the
need to purchase additional dark fibre for deployment. Another way of
decreasing the initial cost is to implement QKD services in the western
ring alone at first. This way, the cost of required equipment and potential
dark fibre purchases goes down significantly. One link span that stands
out is the submarine cable between Amsterdam and London, which
has 43 dB of attenuation at 1550 nm. In order to be able to make use of
quantum keys across this link with currently available QKD technology,
it will be necessary to either relay keys across the rest of the network in
order for them to be available at both ends of the link, or rely on another
approach to transmitting quantum keys such as satellite-based QKD.

Regarding the performance of the tested equipment by Toshiba, it
was found that performance is sufficient for deployment in most existing
links in the GEANT network, including both SKR and QBER. The QBER
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remained below 7 %. With a QBER below 25 % by such a large margin, it
can be stated that the possibility of the presence of an eavesdropper is
negligible. For the SKR, the desired performance of the system depends
on the service that is to be offered. In the case of Layer 2 encryption,
an SKR of only a single bit per second would already result in a satis-
factory key rotation time where encryption keys are replaced multiple
times per day. For QKDaaS however, this largely correlates with the
expected demand at a node in the QKDN, something that will have to
be investigated in future work.

Some of the link spans however, cannot be used with QKD services
due to current hardware limitations on attenuation that can be sustained.
Three possible approaches could be taken to mitigate this, as follows.
Two methods exist for lowering the attenuation across a link span, one
of which is to have shorter link spans by means of re-designing the
system, the other being to purchase additional dark fibre capacity that
consists of shorter link spans. The third approach is one of a broader
nature, where it is advised to wait for next generation hardware that is
either able to sustain higher degrees of attenuation, or an approach to
QKD that does not suffer from the same issues as optical fibre does. For
example free-space QKD by means of satellite communication could
pose a solution to this problem.

In future work that addresses the topology of a QKDN, the network
could be approached as a Steiner problem, modelling the network as
a k-edge-connected Steiner network, where k indicates the degree of
redundancy in the network [73]. For example, with a k of 3 the network
remains fully connected if any two links are cut. Alléaume et al. have
presented similar work, where they introduce formulae for calculating
the cost of various topologies of a QKDN [5]. Introducing redundancy
on the QKD links would help improve the overall stability and reliability
of QKD services that are offered.

The fidelity of the performed tests could be improved in future work.
For example, performance at higher degrees of attenuation are still
somewhat unknown. Testing could be performed on higher levels of
data power, with more granular increments in attenuation especially at
the higher levels of attenuation in the range of 20 dB to 25 dB. Currently,
the equipment from Toshiba that was tested is marketed to withstand up
to 70 km of fibre. This would correlate to 28 dB of attenuation on a fibre
where no auxiliary data channels are present, results which could not
be achieved in the performed experiments. However, this is something
that should be achievable in a realistic test setup.

Toshiba have indicated that a new version of their QKD equipment
is available where the maximum level of attenuation that can be used is
raised from 23 dB to an advertised 30 dB with the use of higher grade
laser sources. This would allow for an estimated percentage of 86 % of
the fibre links in the GEANT network to be used for QKD at 1310 nm.
A pilot service that makes use of this newer equipment would be the
recommended course of action for further testing, as it will also allow

for the investigation of long-term reliability and stability.
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The fact that these tests were performed with test setups that relied on
VOA s to induce at least part of the attenuation is to be taken into account
with the presented performance results of the Toshiba equipment. Since
the actual level of attenuation would have differed with the wavelengths
at which data was transmitted. A VOA will affect both wavelengths
equally, but dark fibre does not. Add to this the fact that it is found that a
VOA does not make for a representable source of attenuation compared
to dark fibre. Therefore in future work, building test setups that only
incorporate dark fibre to induce attenuation could yield more reliable
performance compared to a deployment in a production environment.

As has been shown in Section 4, standardisation is not yet at a level
where production-grade equipment can (co-)operate adequately, with
respect to both the interoperability of equipment itself, and the cer-
tification of verified secure operation of a QKD system. Once these
standards are published, in particular concerning key delivery, QKDN
management, and certification, future work could look at equipment
that becomes available that adheres to these standards. Further strength-
ening the importance of performing a pilot service deployment, where

this newly available equipment is tested.
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A OPTICAL SPECTRUM WITH AND WITHOUT OSC
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Fig. A-1. Graph that displays the optical wavelengths emitted, no OSC is emitted outside the C-band.
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Fig. A-2. Graph that displays the optical wavelengths emitted, note the OSC emitted outside the C-band.
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B DATA FROM TOSHIBA EQUIPMENT

The following tables all contain the ten data points output by the Toshiba

system, that were used for calculating the average values in Section 6.

B.1 Fixed Attenuators

Data points from the test setup when only using fixed attenuators.

Karel van Klink

Date Time QBER SKR (bps)
2022-06-23  10:45:11 | 3.3200% 973 000
2022-06-23  10:45:33 | 3.2900% 1013000
2022-06-23  10:45:55 | 3.1700% 1017000
2022-06-23  10:46:17 | 3.2700% 1019000
2022-06-23  10:46:39 | 3.2100% 1042000
2022-06-23  10:47:01 | 3.2500% 1033000
2022-06-23  10:47:24 | 3.2400% 1013000
2022-06-23  10:47:46 | 3.1900% 1037000
2022-06-23  10:48:09 | 3.2400% 968 000
2022-06-23  10:48:30 | 3.2600% 1091000
Table B.1-1. Using fixed attenuators of 10 dB.

B.2 VOAs Only

Data points from the test setup when only using VOAs for inducing

Date Time QBER SKR (bps)
2022-05-25 17:37:08 | 3.2700% 2642000
2022-05-25 17:37:17 | 3.2800% 2712000
2022-05-25 17:37:24 | 3.1900% 2883000
2022-05-25 17:37:32 | 3.2000% 2997000
2022-05-25 17:37:40 | 3.2200% 2730000
2022-05-25 17:37:48 | 3.2400% 2665000
2022-05-25 17:37:56 | 3.2000% 2867 000
2022-05-25 17:38:04 | 3.1800% 2851000
2022-05-25 17:38:12 | 3.1400% 3105000
2022-05-25 17:38:20 | 3.2400% 2839000

Table B.2-2. Both VOAs set to 4 dB of attenuation.

attenuation.
Date Time QBER SKR (bps)
2022-05-25 10:19:04 | 3.3600 % 2536 000
2022-05-25 10:19:14 | 3.3500% 2487 000
2022-05-25 10:19:22 | 3.3600% 2685000
2022-05-25 10:19:30 | 3.2800% 3275000
2022-05-25 10:19:38 | 3.2900% 2743 000
2022-05-25 10:19:46 | 3.2600% 2923 000
2022-05-25 10:19:54 | 3.3400% 3054 000
2022-05-25 10:20:02 | 3.3100% 2644 000
2022-05-25 10:20:10 | 3.3300% 3002 000
2022-05-25 10:20:19 | 3.2600% 2819000

Table B.2-1. Both VOAs set to 3 dB of attenuation.

Date Time QBER SKR (bps)
2022-05-25 18:37:41 | 3.2500% 2692000
2022-05-25 18:37:50 | 3.3200% 2592000
2022-05-25 18:37:57 | 3.2000% 3097000
2022-05-25 18:38:05 | 3.2200% 2892000
2022-05-25 18:38:12 | 3.2600% 2835000
2022-05-25 18:38:21 | 3.3100% 2650000
2022-05-25 18:38:29 | 3.3000% 2767000
2022-05-25 18:38:37 | 3.2700% 2539000
2022-05-25 18:38:45 | 3.2300% 2837000
2022-05-25 18:38:53 | 3.2300% 2812000

Table B.2-3. Both VOAs set to 5 dB of attenuation.

Date Time QBER SKR (bps)
2022-05-26  09:34:44 | 3.2400% 1961000
2022-05-26  09:34:57 | 3.1800% 1884000
2022-05-26  09:35:09 | 3.3700% 1805000
2022-05-26  09:35:20 | 3.3400% 2027000
2022-05-26  09:35:33 | 3.2000% 1745000
2022-05-26  09:35:45 | 3.2300% 1962000
2022-05-26  09:35:57 | 3.2600% 1870000
2022-05-26  09:36:10 | 3.2000% 1926000
2022-05-26  09:36:21 | 3.2400% 2031000
2022-05-26  09:36:33 | 3.4800% 1779000

Table B.2-4. Both VOAs set to 6 dB of attenuation.
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Date Time QBER SKR (bps) Date Time QBER SKR (bps)
2022-05-26  10:56:56 | 3.2500% 1789000 2022-05-26  15:04:22 | 3.3000% 962000
2022-05-26  10:57:08 | 3.2200% 1838000 2022-05-26  15:04:44 | 3.2900% 1019000
2022-05-26  10:57:20 | 3.1500% 1983000 2022-05-26  15:05:06 | 3.3200% 1023000
2022-05-26  10:57:33 | 3.0900% 1833000 2022-05-26  15:05:30 | 3.3200% 987 000
2022-05-26  10:57:46 | 3.2000% 1830000 2022-05-26  15:05:52 | 3.4200% 992000
2022-05-26  10:57:59 | 3.2400% 1793000 2022-05-26  15:06:15 | 3.4000% 957 000
2022-05-26  10:58:11 | 3.2300% 1817000 2022-05-26  15:06:37 | 3.4200% 984000
2022-05-26  10:58:24 | 3.2300% 1841000 2022-05-26  15:07:01 | 3.5000% 909 000
2022-05-26  10:58:37 | 3.2100% 1833000 2022-05-26  15:07:23 | 3.3900 % 1049000
2022-05-26  10:58:49 | 3.2300% 1864000 2022-05-26  15:07:46 | 3.4500% 969 000
Table B.2-5. Both VOAs set to 7 dB of attenuation. Table B.2-8. Both VOAs set to 10 dB of attenuation.
Date Time QBER SKR (bps) Date Time QBER SKR (bps)
2022-05-26  14:03:27 | 3.3000% 1389000 2022-05-26 17:08:46 | 3.3300% 654 000
2022-05-26  14:03:44 | 3.1000% 1370000 2022-05-26  17:09:17 | 3.3000% 704 000
2022-05-26  14:04:00 | 3.3700% 1371000 2022-05-26  17:09:49 | 3.2400% 674000
2022-05-26  14:04:15 | 3.2700% 1438000 2022-05-26  17:10:22 | 3.1500% 689 000
2022-05-26  14:04:32 | 3.2500% 1405000 2022-05-26  17:10:54 | 3.2600% 671000
2022-05-26  14:04:47 | 3.3900% 1362000 2022-05-26  17:11:26 | 3.2200% 678 000
2022-05-26  14:05:04 | 3.2600% 1378000 2022-05-26  17:11:58 | 3.2500% 682000
2022-05-26  14:05:20 | 3.3800% 1306000 2022-05-26  17:12:30 | 3.3500% 662 000
2022-05-26  14:05:37 | 3.3500% 1348000 2022-05-26  17:13:01 | 3.2000% 700 000
2022-05-26  14:05:53 | 3.3300% 1311000 2022-05-26  17:13:34 | 3.2600% 659 000
Table B.2-6. Both VOAs set to 8 dB of attenuation. Table B.2-9. Both VOAs set to 11 dB of attenuation.
Date Time QBER SKR (bps) Date Time QBER SKR (bps)
2022-05-26  14:41:27 | 3.2500% 1074000 2022-05-26  16:47:38 | 3.3000% 527 000
2022-05-26  14:41:46 | 3.3800% 1056 000 2022-05-26  16:48:17 | 3.2800% 556 000
2022-05-26  14:42:07 | 3.3300% 1092000 2022-05-26  16:48:56 | 3.3000% 554000
2022-05-26  14:42:27 | 3.3900% 1059000 2022-05-26  16:49:36 | 3.3200% 535000
2022-05-26  14:42:47 | 3.4400% 1117000 2022-05-26  16:50:15 | 3.3100% 553 000
2022-05-26  14:43:07 | 3.4500% 1036000 2022-05-26  16:50:54 | 3.3100% 560 000
2022-05-26  14:43:26 | 3.4400% 1136000 2022-05-26  16:51:33 | 3.2400% 560 000
2022-05-26  14:43:46 | 3.4700% 1085000 2022-05-26  16:52:12 | 3.2900% 564 000
2022-05-26  14:44:07 | 3.4600% 1038 000 2022-05-26  16:52:51 | 3.2900% 564 000
2022-05-26  14:44:27 | 3.3600% 1162000 2022-05-26  16:53:28 | 3.1900% 603 000

Table B.2-7. Both VOAs set to 9 dB of attenuation. Table B.2-10. Both VOAs set to 12 dB of attenuation.
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Karel van Klink

Date Time QBER SKR (bps)
2022-05-27 10:33:15 | 3.4500% 500000
2022-05-27 10:33:56 | 3.5000% 508 000
2022-05-27 10:34:38 | 3.6000% 475000
2022-05-27 10:35:21 | 3.4000% 501000
2022-05-27 10:36:04 | 3.6300% 464000
2022-05-27 10:36:46 | 3.4500% 503 000
2022-05-27 10:37:29 | 3.3600% 503 000
2022-05-27 10:38:11 | 3.2900% 528 000
2022-05-27 10:38:54 | 3.3100% 514000
2022-05-27 10:39:37 | 3.2300% 525000

Table B.2-11. Both VOAs set to 13 dB of attenuation.

Date Time QBER SKR (bps)
2022-05-27 11:46:34 | 3.4500% 253000
2022-05-27 11:47:58 | 3.4700% 251000
2022-05-27 11:49:22 | 3.5100% 246 000
2022-05-27 11:50:45 | 3.3900% 252000
2022-05-27 11:52:08 | 3.4200% 253000
2022-05-27 11:53:31 | 3.3600% 250000
2022-05-27 11:54:54 | 3.4100% 252000
2022-05-27  11:56:15 | 3.4300% 245000
2022-05-27 11:57:37 | 3.4000% 250000
2022-05-27 11:58:59 | 3.3700% 251000

Table B.2-14. Both VOAs set to 16 dB of attenuation.

Date Time QBER SKR (bps)
2022-05-27 10:56:12 | 3.3000% 346 000
2022-05-27 10:57:12 | 3.3500% 345000
2022-05-27 10:58:11 | 3.3600% 349000
2022-05-27 10:59:10 | 3.3500% 346 000
2022-05-27 11:00:11 | 3.4600% 326 000
2022-05-27 11:01:09 | 3.4500% 341000
2022-05-27 11:02:08 | 3.5000% 319000
2022-05-27 11:03:07 | 3.4700% 329000
2022-05-27 11:04:05 | 3.5000% 336000
2022-05-27 11:05:03 | 3.4400% 343000

Table B.2-12. Both VOAs set to 14 dB of attenuation.

Date Time QBER SKR (bps)
2022-05-27 13:43:21 | 3.3800% 184000
2022-05-27 13:45:15 | 3.5400% 177 000
2022-05-27 13:47:13 | 3.5800% 172000
2022-05-27  13:49:09 | 3.3700% 183000
2022-05-27 13:51:09 | 3.4500% 173000
2022-05-27  13:53:08 | 3.5000% 170000
2022-05-27  13:55:07 | 3.4700% 170000
2022-05-27 13:57:08 | 3.4400% 172000
2022-05-27 13:59:05 | 3.4400% 177 000
2022-05-27 14:01:01 | 3.4400% 176000

Table B.2-15. Both VOAs

set to 17 dB of attenuation.

Date Time QBER SKR (bps)
2022-05-27 11:20:31 | 3.3000% 286 000
2022-05-27 11:21:47 | 3.4000% 274000
2022-05-27 11:23:03 | 3.3400% 279000
2022-05-27 11:24:19 | 3.4000% 272000
2022-05-27 11:25:34 | 3.3100% 288 000
2022-05-27 11:26:49 | 3.4000% 282000
2022-05-27 11:28:04 | 3.5100% 274000
2022-05-27 11:29:17 | 3.3600% 289000
2022-05-27 11:30:31 | 3.4400% 288000
2022-05-27 11:31:44 | 3.3900% 295000

Table B.2-13. Both VOAs set to 15 dB of attenuation.

Date Time QBER SKR (bps)
2022-05-27  15:00:17 | 3.8900% 137000
2022-05-27 15:02:29 | 3.6400% 152000
2022-05-27 15:04:39 | 3.7200% 143000
2022-05-27  15:06:52 | 3.4500% 158000
2022-05-27  15:09:07 | 3.4700% 151000
2022-05-27 15:11:20 | 3.5900% 146 000
2022-05-27  15:13:29 | 3.4100% 165000
2022-05-27 15:15:38 | 3.4900% 159000
2022-05-27 15:17:47 | 3.4600% 163000
2022-05-27 15:19:57 | 3.4300% 164000

Table B.2-16. Both VOAs set to 18 dB of attenuation.



Quantum Key Distribution in a Pan-European Network of National Research and Education Networks

Date Time QBER SKR (bps) Date Time QBER SKR (bps)
2022-05-27 15:46:15 | 3.6500% 115000 2022-05-29  13:49:27 | 3.9500% 45000
2022-05-27  15:48:50 | 3.6600% 123 000 2022-05-29  13:55:28 | 3.8700% 50000
2022-05-27 15:51:30 | 3.7300% 116 000 2022-05-29  14:01:31 | 3.9700% 48000
2022-05-27  15:54:13 | 3.9900% 99000 2022-05-29  14:07:33 | 3.8400% 49000
2022-05-27 15:56:56 | 3.6800% 120000 2022-05-29  14:13:30 | 3.5800% 57000
2022-05-27 15:59:43 | 3.4200% 124000 2022-05-29  14:19:37 | 4.0200% 46 000
2022-05-27 16:02:28 | 3.4900% 123000 2022-05-29  14:25:40 | 4.3900% 40000
2022-05-27 16:05:14 | 3.4800% 123000 2022-05-29  14:31:41 | 3.8100% 49000
2022-05-27 16:08:00 | 3.4700% 126 000 2022-05-29  14:37:42 | 4.0800 % 42000
2022-05-27 16:10:43 | 3.4500% 127 000 2022-05-29  14:43:46 | 3.8200% 50000
Table B.2-17. Both VOAs set to 19 dB of attenuation. Table B.2-20. Both VOAs set to 22 dB of attenuation.
Date Time QBER SKR (bps) Date Time QBER SKR (bps)
2022-05-27 16:26:26 | 3.4600% 88000 2022-05-29  15:21:49 | 4.1100% 34000
2022-05-27 16:30:19 | 3.5300% 86000 2022-05-29  15:29:51 | 3.9700% 34000
2022-05-27  16:34:16 | 3.5700% 83000 2022-05-29  15:37:45 | 3.8100% 38000
2022-05-27 16:38:06 | 3.5400% 88000 2022-05-29  15:45:21 | 4.2100% 33000
2022-05-27  16:41:57 | 3.6000% 87000 2022-05-29  15:53:10 | 4.0400% 35000
2022-05-27 16:45:43 | 3.7700 % 82000 2022-05-29  16:01:06 | 3.8100% 37000
2022-05-27  16:49:37 | 3.6500% 83000 2022-05-29  16:08:47 | 4.1400% 33000
2022-05-27 16:53:35 | 3.5100% 89000 2022-05-29  16:16:36 | 4.0000 % 36000
2022-05-27 16:57:34 | 3.7400% 76000 2022-05-29  16:24:36 | 3.9800% 33000
2022-05-27 17:01:29 | 3.6200% 81000 2022-05-29  16:32:17 | 4.0600% 35000
Table B.2-18. Both VOAs set to 20 dB of attenuation. Table B.2-21. Both VOAs set to 23 dB of attenuation.
Date Time QBER SKR (bps) Date Time QBER SKR (bps)
2022-05-28  15:26:15 | 3.6900 % 66000 2022-05-29  17:14:15 | 3.9500% 27000
2022-05-28 15:31:16 | 3.6100% 65000 2022-05-29  17:24:07 | 4.0100% 29000
2022-05-28  15:36:20 | 3.8300% 57000 2022-05-29  17:33:57 | 4.4100% 26000
2022-05-28 15:41:12 | 3.7600 % 63000 2022-05-29  17:44:07 | 4.0700 % 26000
2022-05-28 15:46:01 | 3.7100% 66000 2022-05-29  17:53:57 | 4.1000 % 28000
2022-05-28  15:50:52 | 3.9500% 59000 2022-05-29  18:03:49 | 4.1600 % 29000
2022-05-28  15:55:49 | 3.6700% 64000 2022-05-29  18:13:49 | 4.0800% 26000
2022-05-28 16:00:54 | 3.6500% 63000 2022-05-29  18:23:39 | 4.3700% 25000
2022-05-28  16:05:51 | 3.6800% 65000 2022-05-29  18:33:41 | 4.2100% 26000
2022-05-28 16:10:42 | 3.5800% 70000 2022-05-29  18:43:50 | 4.1100% 26000

Table B.2-19. Both VOAs set to 21 dB of attenuation. Table B.2-22. Both VOAs set to 24 dB of attenuation.
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B.3 VOAs and Fibre

Data points from the test setup when using VOAs and spools of optical

fibre combined for inducing attenuation. Both fibre spools are 50 km,

and the system as a whole has a total insertion loss of 13.1dB from
Alice to Bob. This level of attenuation should be added to the set value
of the VOAs, as given in the tables below.

Date Time QBER SKR (bps)
2022-06-01  14:49:51 | 3.9900 % 45000
2022-06-01 14:56:43 | 4.1600 % 44000
2022-06-01 15:03:43 | 4.0100% 46000
2022-06-01  15:10:53 | 4.2700% 38000
2022-06-01  15:18:03 | 4.1500% 42000
2022-06-01  15:25:00 | 4.0700% 46 000
2022-06-01  15:32:01 | 4.1600 % 44000
2022-06-01  15:39:03 | 4.1900 % 42000
2022-06-01  15:46:07 | 4.1700% 42000
2022-06-01  15:52:56 | 4.1000% 48000
Table B.3-1. Both VOAs set to 1dB of attenuation.
Date Time QBER SKR (bps)
2022-06-02 08:34:33 | 4.2800% 36000
2022-06-02 08:42:16 | 4.2800% 37000
2022-06-02 08:49:59 | 4.1500% 37000
2022-06-02 08:57:41 | 4.5200% 29000
2022-06-02  09:05:27 | 4.5700% 32000
2022-06-02  09:13:05 | 4.2400% 38000
2022-06-02  09:20:47 | 4.5000% 29000
2022-06-02  09:28:30 | 4.2100% 36 000
2022-06-02  09:36:13 | 4.2300% 38000
2022-06-02  09:43:58 | 4.2300% 36000

Table B.3-2. Both VOAs set to 2 dB of attenuation.

Karel van Klink

Date Time QBER SKR (bps)
2022-06-02  10:36:26 | 4.1600% 26 000
2022-06-02  10:48:17 | 4.2700% 24 000
2022-06-02  11:00:10 | 4.2300% 25000
2022-06-02  11:11:53 | 4.3200% 25000
2022-06-02  11:23:50 | 4.2000% 25000
2022-06-02  11:35:34 | 4.4000% 23 000
2022-06-02 11:47:30 | 4.1600% 25000
2022-06-02  11:59:09 | 4.3400% 25000
2022-06-02 12:11:03 | 4.2800% 24000
2022-06-02  12:22:57 | 4.3200% 24000

Table B.3-3. Both VOAs set to 3 dB of attenuation.

Date Time QBER SKR (bps)
2022-06-02  12:54:08 | 5.0300% 17 000
2022-06-02  13:06:14 | 4.5200% 22000
2022-06-02  13:18:19 | 4.5400% 22000
2022-06-02  13:30:28 | 4.8300% 19000
2022-06-02  13:42:36 | 4.5800% 21000
2022-06-02  13:54:37 | 4.7200% 21000
2022-06-02 14:06:47 | 4.5000% 21000
2022-06-02  14:18:54 | 5.0100% 18000
2022-06-02  14:31:01 | 4.6000% 21000
2022-06-02  14:43:03 | 4.4900% 23000

Table B.3-4. Both VOAs set to 4 dB of attenuation.

Date

Time

QBER

SKR (bps)

2022-06-03
2022-06-03
2022-06-03
2022-06-03
2022-06-03
2022-06-03
2022-06-03
2022-06-03
2022-06-03
2022-06-03

06:46:03
07:04:40
07:23:18
07:41:45
08:00:16
08:18:56
08:37:11
08:55:34
09:14:05
09:32:23

4.6200 %
4.6800 %
4.5200 %
4.7000 %
4.6400 %
4.6700 %
4.7100 %
4.5800 %
4.6700 %
4.5500 %

14000
13000
14000
13000
13000
13000
13000
13000
13000
14000

Table B.3-5. Both VOAs set to 5 dB of attenuation.
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Date

Time

QBER

SKR (bps)

2022-06-03
2022-06-03
2022-06-03
2022-06-03
2022-06-03
2022-06-03
2022-06-03
2022-06-03
2022-06-03
2022-06-03

10:22:14
10:45:49
11:09:22
11:32:49
11:56:13
12:19:48
12:43:27
13:06:48
13:30:09
13:53:39

4.8800 %
5.0200 %
5.0600 %
4.8600 %
4.9200 %
4.9800 %
5.0700 %
4.9200 %
4.9600 %
4.9200 %

9000
8000
8000
10000
9000
8000
8000
9000
9000
9000

Table B.3-6. Both VOAs set to 6 dB of attenuation.

Date Time QBER SKR (bps)
2022-06-06  00:57:11 | 5.3200% 6000
2022-06-06 01:26:48 | 5.2600% 6000
2022-06-06 01:56:29 | 5.3800% 5000
2022-06-06  03:56:38 | 5.4200% 6000
2022-06-06  04:20:44 | 5.3200% 7000
2022-06-06  06:22:37 | 5.3600% 7000
2022-06-06  07:27:55 | 5.2500% 6000
2022-06-06  09:29:11 | 5.1600% 8000
2022-06-06  09:29:11 | 5.1600% 8000
2022-06-06  10:37:16 | 5.3000% 6000

Table B.3-7. Both VOAs set to 7 dB of attenuation. Note the anomalies of a long

delay after 01:56:29, and the double timestamp at 09:29:11

Date Time QBER SKR (bps)
2022-06-07 04:28:15 | 5.9100% 3000
2022-06-07  05:05:18 | 5.9000 % 3000
2022-06-07 05:42:24 | 5.7900% 3000
2022-06-07 06:19:39 | 5.7800% 4000
2022-06-07 06:56:39 | 5.8600% 4000
2022-06-07 07:34:00 | 5.8400% 4000
2022-06-07 08:11:16 | 5.7400% 4000
2022-06-07 08:48:29 | 5.7700 % 4000
2022-06-07 09:25:44 | 5.8500% 3000
2022-06-07 10:02:49 | 5.8300% 3000

Table B.3-8. Both VOAs set to 8 dB of attenuation.

Date

Time

QBER

51

SKR (bps)

2022-06-08
2022-06-08
2022-06-08
2022-06-08
2022-06-08
2022-06-08
2022-06-08
2022-06-08
2022-06-08
2022-06-08

00:56:27
01:36:32
02:16:39
02:57:13
03:37:34
04:17:44
04:57:25
05:38:09
06:18:45
06:58:56

6.4000 %
6.4600 %
6.4500 %
6.4200 %
6.5600 %
6.3900 %
6.4100 %
6.3600 %
6.3700 %
6.4400 %

2000
2000
1000
2000
1000
2000
2000
2000
2000
2000

Table B.3-9. Both VOAs set to 9 dB of attenuation.

Date Time QBER SKR (bps)
2022-06-08 08:41:54 | 6.8800% O
2022-06-08  09:29:01 | 7.0900% 0
2022-06-08 10:15:50 | 6.8400% O
2022-06-08 11:03:06 | 6.7500% 1000
2022-06-08 11:50:33 | 7.0000% O
2022-06-08 12:37:50 | 6.7400% 1000
2022-06-08  13:25:05 | 6.9600% O
2022-06-08 14:12:22 | 6.9400% O
2022-06-08  14:59:46 | 6.8800% O
2022-06-08 15:47:33 | 6.7800% 1000

Table B.3-10. Both VOAs set to 10 dB of attenuation.

Date Time QBER SKR (bps)
2022-06-09 12:05:01 | 8.0100% O
2022-06-09  13:17:25 | 8.0000% O
2022-06-09  14:29:54 | 8.0900% O
2022-06-09  15:42:42 | 8.0900% O
2022-06-09 16:55:21 | 8.0800% O
2022-06-09 18:08:13 | 8.0900% 0
2022-06-09  19:21:29 | 8.0000% O
2022-06-09  20:34:55 | 7.8900% 0
2022-06-09  21:47:06 | 8.1400% O
2022-06-09  22:59:39 | 7.9000% 0O

Table B.3-11. Both VOAs set to 11 dB of attenuation. The non-zero SKR is below
1000 bps, and is therefore rounded down by the equipment.
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Date Time QBER SKR (bps)
2022-06-10  22:48:59 | 8.7200 %
2022-06-11  00:05:10 | 8.9700 %
2022-06-11 01:22:02 | 8.9300 %
2022-06-11 02:38:54 | 8.9900 %
2022-06-11  03:55:45 | 9.0500 %
2022-06-11 05:12:12 | 8.8400 %
2022-06-11 06:28:56 | 8.9400 %
2022-06-11 07:45:19 | 8.8200 %
2022-06-11  09:01:37 | 8.7100 %

2022-06-11 10:18:45 | 8.8100% O

Table B.3-12. Both VOAs set to 12 dB of attenuation. The non-zero SKR is below
1000 bps, and is therefore displayed as such.

S O O ©O o o o o o

B.4 VOA:s, Fibre, and Data

Data points from the test setup when using VOAs and spools of optical
fibre combined for inducing attenuation. Both fibre spools are 50 km, and
the system as a whole has a total insertion loss of 10.6 dB from Alice
to Bob. This level of attenuation should be added to the set value of the
VOAs, as given in the tables below. A single data wave is transmitted in

both directions centred around 1563.0 nm.

B.4.1 Baseline measurements. Data points when no data wave is intro-
duced to the shared fibre.

Date Time QBER SKR (bps)
2022-07-04 08:55:47 | 3.7400% 82000
2022-07-04 08:59:48 | 3.6600% 91000
2022-07-04 09:03:54 | 3.5100% 93000
2022-07-04 09:08:01 | 3.7300% 86 000
2022-07-04 09:12:13 | 3.8200% 83000
2022-07-04 09:16:24 | 3.6900% 86 000
2022-07-04 09:20:35 | 3.5800% 87000
2022-07-04 09:24:40 | 4.0900% 71000
2022-07-04 09:28:48 | 3.6600% 86 000

2022-07-04  09:32:55 | 3.6300% 88000
Table B.4-1. Both VOAs set to 1dB of attenuation.

Karel van Klink

Date Time QBER SKR (bps)
2022-07-03  23:11:12 | 3.5900% 78 000
2022-07-03  23:16:01 | 3.6600% 76 000
2022-07-03  23:20:59 | 3.6800% 73000
2022-07-03  23:25:56 | 4.0600% 62000
2022-07-03  23:30:52 | 3.8000% 71000
2022-07-03  23:35:46 | 3.5500% 80000
2022-07-03  23:40:35 | 3.6200% 77 000
2022-07-03  23:45:27 | 3.8500% 70000
2022-07-03  23:50:24 | 3.6300% 75000
2022-07-03  23:55:17 | 3.7500% 73000

Table B.4-2. Both VOAs set to 2 dB of attenuation.

Date Time QBER SKR (bps)
2022-07-04 09:52:56 | 4.0600% 49000
2022-07-04 09:59:05 | 3.7800% 58 000
2022-07-04 10:05:17 | 3.9700% 55000
2022-07-04 10:11:35 | 3.8000% 56 000
2022-07-04 10:17:50 | 3.8000% 59000
2022-07-04 10:24:00 | 3.8400% 56 000
2022-07-04 10:30:10 | 3.9900% 53000
2022-07-04 10:36:30 | 3.7100% 60 000
2022-07-04 10:42:42 | 3.7200% 60000
2022-07-04 10:48:50 | 3.7000% 60 000

Table B.4-3. Both VOAs set to 3 dB of attenuation.

Date

Time

QBER

SKR (bps)

2022-07-04
2022-07-04
2022-07-04
2022-07-04
2022-07-04
2022-07-04
2022-07-04
2022-07-04
2022-07-04
2022-07-04

11:17:51
11:26:01
11:34:03
11:41:58
11:50:04
12:23:14
12:30:40
12:38:06
12:45:40
12:53:05

4.1100 %
3.9800 %
3.9000 %
4.0500 %
4.0200 %
4.0900 %
4.1200 %
4.2100 %
4.1900 %
4.1400 %

40000
41000
42000
40000
40000
41000
42000
40000
39000
39000

Table B.4-4. Both VOAs set to 4 dB of attenuation.
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Date

Time

QBER

SKR (bps)

2022-07-05
2022-07-05
2022-07-05
2022-07-05
2022-07-05
2022-07-05
2022-07-05
2022-07-05
2022-07-05

2022-07-05
Table B.4-5.

Date

08:45:59
08:55:23
09:04:54
09:14:26
09:23:55
09:33:24
09:42:52
09:52:31
10:01:57
10:11:36

4.2600 %
4.0500 %
4.2200 %
4.2400 %
4.0100 %
4.1000 %
4.1500 %
4.0500 %
4.0800 %
4.1700 %

31000
35000
31000
31000
35000
34000
33000
34000
34000
32000

Both VOAs set to 5 dB of attenuation.

Time

QBER

SKR (bps)

Date Time QBER SKR (bps)
2022-07-05 13:49:35 | 4.7100% 13000
2022-07-05 14:08:00 | 4.7100% 13000
2022-07-05 14:26:34 | 4.8000% 13 000
2022-07-05 14:45:05 | 4.7200% 13000
2022-07-05 15:03:42 | 4.7500% 13 000
2022-07-05 15:22:24 | 4.7200% 13000
2022-07-05 15:40:59 | 4.5900% 14 000
2022-07-05  15:59:29 | 4.8700% 12000
2022-07-05 16:18:26 | 4.6900% 13000
2022-07-05 16:37:09 | 4.7300% 13000

Table B.4-8. Both VOAs set to 8 dB of attenuation.

Date

Time

QBER

SKR (bps)

2022-07-05
2022-07-05
2022-07-05
2022-07-05
2022-07-05
2022-07-05
2022-07-05
2022-07-05
2022-07-05

2022-07-05
Table B.4-6.

Date

06:59:55
07:11:53
07:23:54
07:35:55
07:47:51
07:59:44
07:59:44
08:11:37
08:23:38
08:23:38

4.5500 %
4.1600 %
4.4900 %
4.1500 %
4.3900 %
4.1900 %
4.1900 %
4.4500 %
4.3800 %
4.3800 %

22000
25000
22000
25000
24000
25000
25000
22000
23000
23000

Both VOAEs set to 6 dB of attenuation.

Time

QBER

SKR (bps)

2022-07-06
2022-07-06
2022-07-06
2022-07-06
2022-07-06
2022-07-06
2022-07-06
2022-07-06
2022-07-06
2022-07-06

04:48:39
05:17:54
05:47:23
06:16:30
06:45:49
07:14:57
07:44:06
08:13:34
08:42:36
09:11:44

4.9000 %
4.9900 %
4.9900 %
4.8700 %
5.0400 %
4.9700 %
4.8900 %
4.7900 %
4.8800 %
4.9000 %

8000
8000
8000
8000
7000
8000
8000
9000
8000
8000

Table B.4-9. Both VOAs set to 9 dB of attenuation.

2022-07-05
2022-07-05
2022-07-05
2022-07-05
2022-07-05
2022-07-05
2022-07-05
2022-07-05
2022-07-05
2022-07-05

10:48:10
11:04:07
11:20:19
11:36:21
11:52:26
12:08:13
12:24:18
12:40:11
12:56:08
13:12:10

4.5700 %
4.4800 %
4.5300 %
4.5400 %
4.4300 %
4.3900 %
4.4900 %
4.6200 %
4.3700 %
4.4300 %

16 000
17000
17 000
16 000
18000
18000
17000
16 000
18 000
18 000

Table B.4-7. Both VOAs set to 7 dB of attenuation.

Date Time QBER SKR (bps)
2022-07-06  10:20:15 | 5.5300% 6000
2022-07-06  10:49:43 | 5.4200% 6000
2022-07-06  11:19:20 | 5.4900% 6000
2022-07-06  11:48:48 | 5.4800% 6000
2022-07-06  12:18:21 | 5.3800% 6000
2022-07-06  12:48:02 | 5.4300% 6000
2022-07-06  13:17:29 | 5.4600% 6000
2022-07-06  13:46:54 | 5.3400% 6000
2022-07-06  14:16:21 | 5.3500% 6000
2022-07-06  14:45:47 | 5.4100% 6000

Table B.4-10. Both VOAs set to 10 dB of attenuation.

53



Date

Time

QBER

Karel van Klink

SKR (bps)

54
Date Time QBER SKR (bps)
2022-07-07 00:50:36 | 6.0000% 2000
2022-07-07 01:36:38 | 5.9000% 3000
2022-07-07 02:22:54 | 5.9300% 3000
2022-07-07 03:08:58 | 5.8500% 3000
2022-07-07 03:55:11 | 6.0600% 2000
2022-07-07 04:41:07 | 5.9200% 3000
2022-07-07  05:27:17 | 6.0300% 2000
2022-07-07  06:12:58 | 5.9400% 3000
2022-07-07  06:58:52 | 6.0100% 2000
2022-07-07 07:44:46 | 6.0200% 2000

Table B.4-11. Both VOAs set to 11 dB of attenuation.

B.4.2 Single Wave at 0 dBm. Data points when a single data wave at a

power level of 0 dBm is introduced to the shared fibre.

2022-06-27
2022-06-27
2022-06-27
2022-06-27
2022-06-27
2022-06-27
2022-06-27
2022-06-27
2022-06-27

2022-06-27
Table B.4-14.

Date

09:27:02
09:33:18
09:39:26
09:45:43
09:51:58
09:58:05
10:04:15
10:10:35
10:16:47
10:22:58

3.8700 %
3.7600 %
3.8700 %
3.7700 %
3.7600 %
3.8200 %
3.9300 %
3.7700 %
3.7800 %
3.8300 %

54000
57000
57000
57000
57000
57000
56 000
58 000
57000
59000

Both VOAs set to 3 dB of attenuation.

Time

QBER

SKR (bps)

2022-06-27
2022-06-27
2022-06-27
2022-06-27
2022-06-27
2022-06-27
2022-06-27
2022-06-27
2022-06-27

2022-06-27
Table B.4-15.

Date

13:36:02
13:45:37
13:55:03
14:04:25
14:13:51
14:23:12
14:32:30
14:41:54
14:51:15
15:00:28

3.9400 %
4.0700 %
4.0600 %
3.9200 %
4.0400 %
4.0300 %
3.8300 %
3.8000 %
3.9200 %
4.0600 %

36 000
34000
33000
36 000
35000
34000
39000
38000
36000
34000

Both VOAs set to 4 dB of attenuation.

Time

QBER

SKR (bps)

Date Time QBER SKR (bps)
2022-06-24 16:03:20 | 3.6400% 84000
2022-06-24 16:07:25 | 3.5800% 93000
2022-06-24 16:11:34 | 3.7000% 82000
2022-06-24 16:15:45 | 3.8000% 86000
2022-06-24 16:19:54 | 4.1900% 75000
2022-06-24 16:24:01 | 3.8700% 83000
2022-06-24 16:28:14 | 3.4300% 94000
2022-06-24 16:32:22 | 3.6800% 87000
2022-06-24  16:36:30 | 3.5900% 90000
2022-06-24 16:40:40 | 3.6100% 86000
Table B.4-12. Both VOAs set to 1dB of attenuation.
Date Time QBER SKR (bps)
2022-06-26  23:13:18 | 3.6900 % 74000
2022-06-26  23:18:11 | 3.6900% 76000
2022-06-26  23:23:05 | 3.8200% 71000
2022-06-26  23:28:00 | 3.5500% 78000
2022-06-26  23:32:56 | 3.7100% 75000
2022-06-26  23:37:46 | 3.7500% 76 000
2022-06-26  23:42:34 | 3.9400% 72000
2022-06-26  23:47:27 | 3.8600% 71000
2022-06-26  23:52:24 | 3.6200% 76 000
2022-06-26  23:57:22 | 3.6800% 74000

Table B.4-13.

Both VOAs set to 2 dB of attenuation.

2022-06-27
2022-06-27
2022-06-27
2022-06-27
2022-06-27
2022-06-27
2022-06-27
2022-06-27
2022-06-27
2022-06-27

11:37:00
11:46:30
11:55:54
12:05:23
12:14:52
12:24:19
12:33:45
12:43:12
12:52:41
13:02:15

4.7300 %
4.2700 %
4.0700 %
4.4700 %
4.0700 %
4.2500 %
4.2200 %
4.0900 %
4.5500 %
4.0200 %

26 000
31000
33000
29000
33000
32000
32000
33000
28000
34000

Table B.4-16. Both VOAs set to 5dB of attenuation.
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Date Time QBER SKR (bps) Date Time QBER SKR (bps)
2022-06-27 18:55:00 | 4.2300% 25000 2022-06-28 13:19:14 | 5.0900% 9000
2022-06-27  19:06:56 | 4.3200% 24000 2022-06-28 13:42:59 | 5.1300% 9000
2022-06-27 19:18:55 | 4.3000% 24000 2022-06-28  14:06:37 | 5.1200% 9000
2022-06-27 19:30:41 | 4.2000% 26000 2022-06-28 14:30:17 | 5.2700% 8000
2022-06-27 19:42:45 | 4.5900% 21000 2022-06-28 14:53:51 | 5.2500% 8000
2022-06-27 19:54:41 | 4.4700% 22000 2022-06-28 15:17:27 | 5.1300% 9000
2022-06-27  20:06:34 | 4.5000% 22000 2022-06-28  15:40:57 | 5.3600% 7000
2022-06-27 20:18:27 | 4.2400% 25000 2022-06-28 16:04:42 | 5.2200% 8000
2022-06-27  20:30:14 | 4.2900% 25000 2022-06-28 16:28:27 | 5.1100% 9000
2022-06-27  20:42:09 | 4.2100% 25000 2022-06-28 16:52:07 | 5.1300% 9000
Table B.4-17. Both VOAs set to 6 dB of attenuation. Table B.4-20. Both VOAs set to 9 dB of attenuation.
Date Time QBER SKR (bps) Date Time QBER SKR (bps)
2022-06-28 06:13:35 | 4.4600% 18000 2022-06-29 03:40:13 | 5.6800% 5000
2022-06-28 06:28:27 | 4.4500% 19000 2022-06-29 04:11:45 | 5.7000% 5000
2022-06-28 06:43:23 | 4.3000% 20000 2022-06-29  04:43:10 | 5.5800% 6000
2022-06-28 06:58:16 | 4.4100% 19000 2022-06-29 05:14:43 | 5.4300% 6000
2022-06-28 07:13:07 | 4.4100% 19000 2022-06-29  05:46:26 | 5.6200% 5000
2022-06-28 07:28:18 | 4.6000 % 16000 2022-06-29 06:17:43 | 5.7300% 5000
2022-06-28 07:43:19 | 4.6000% 17000 2022-06-29 06:49:18 | 5.5700% 6000
2022-06-28 07:58:16 | 4.5200% 18000 2022-06-29 07:21:00 | 5.6300% 5000
2022-06-28 08:13:09 | 4.4800% 19000 2022-06-29 07:52:27 | 5.5900% 6000
2022-06-28 08:28:05 | 4.6100% 17000 2022-06-29 08:24:09 | 5.5700% 6000
Table B.4-18. Both VOAs set to 7 dB of attenuation. Table B.4-21. Both VOAs set to 10 dB of attenuation.
Date Time QBER SKR (bps) Date Time QBER SKR (bps)
2022-06-28  09:06:35 | 4.7900 % 12000 2022-06-29  09:51:33 | 5.9000% 3000
2022-06-28  09:25:02 | 4.6400% 14000 2022-06-29 10:37:48 | 5.9400% 3000
2022-06-28 09:43:36 | 4.7200% 13000 2022-06-29 11:23:41 | 5.9500% 3000
2022-06-28 10:02:22 | 4.7400% 13000 2022-06-29  12:09:30 | 5.8200% 3000
2022-06-28 10:21:05 | 4.8700% 12000 2022-06-29 12:55:24 | 5.8300% 3000
2022-06-28 10:39:53 | 4.8300% 12000 2022-06-29 13:41:28 | 5.9000% 3000
2022-06-28 10:58:24 | 4.9000 % 13000 2022-06-29  14:27:49 | 5.9900% 2000
2022-06-28 11:17:03 | 4.7600 % 13000 2022-06-29  15:14:03 | 5.8300% 3000
2022-06-28 11:35:35 | 4.7500% 13000 2022-06-29  16:00:03 | 5.8300% 3000
2022-06-28 11:54:12 | 4.7000 % 14000 2022-06-29  16:46:35 | 5.8100% 3000

Table B.4-19. Both VOAs set to 8 dB of attenuation. Table B.4-22. Both VOAs set to 11 dB of attenuation.



56

B.4.3 Single Wave at 3 dBm. Data points when a single data wave at a

power level of 3 dBm is introduced to the shared fibre.

Date

Time

QBER

Karel van Klink

SKR (bps)

2022-06-30
2022-06-30
2022-06-30
2022-06-30
2022-06-30
2022-06-30
2022-06-30
2022-06-30
2022-06-30
2022-06-30

Table B.4-26.

Date

21:04:08
21:13:24
21:22:34
21:31:48
21:41:03
21:50:12
21:59:29
22:08:42
22:17:53
22:27:10

4.0600 %
4.1600 %
3.9100 %
3.9900 %
3.9900 %
4.0700 %
3.9900 %
4.0300 %
3.9300 %
3.9700 %

35000
33000
37000
36 000
36 000
36 000
36000
35000
39000
36 000

Both VOAs set to 4 dB of attenuation.

Time

QBER

SKR (bps)

2022-07-01
2022-07-01
2022-07-01
2022-07-01
2022-07-01
2022-07-01
2022-07-01
2022-07-01
2022-07-01
2022-07-01

06:25:53
06:35:17
06:44:39
07:28:39
07:58:51
08:08:10
08:17:33
08:26:55
08:36:25
08:45:49

4.3800 %
4.1100 %
4.2100 %
4.2400 %
4.1700 %
4.2800 %
4.1400 %
4.2400 %
4.2500 %
4.0900 %

28000
34000
31000
29000
33000
32000
32000
33000
31000
35000

Table B.4-27. Both VOAs set to 5dB of attenuation.

Date Time QBER SKR (bps)
2022-06-30 09:24:14 | 3.9200% 102000
2022-06-30  09:28:37 | 3.7500% 108 000
2022-06-30  09:33:12 | 3.7800% 101000
2022-06-30 09:37:40 | 3.8100% 101000
2022-06-30  09:42:09 | 3.7400% 102000
2022-06-30  09:46:33 | 3.6200% 114000
2022-06-30  09:50:52 | 3.7900% 108 000
2022-06-30  09:55:19 | 3.9400% 100000
2022-06-30  09:59:46 | 3.5800% 111000
2022-06-30  10:04:15 | 3.6300% 106 000
Table B.4-23. Both VOAs set to 1dB of attenuation.
Date Time QBER SKR (bps)
2022-06-30 10:28:13 | 3.8800% 74000
2022-06-30 10:32:39 | 3.6600% 81000
2022-06-30 10:37:12 | 3.7100% 80000
2022-06-30 10:41:45 | 3.9400% 71000
2022-06-30  10:46:19 | 3.8800% 75000
2022-06-30  10:50:56 | 3.7500% 76 000
2022-06-30  10:55:30 | 4.0900% 64000
2022-06-30 11:00:02 | 3.9100% 73000
2022-06-30  11:04:35 | 3.7900% 77 000
2022-06-30  11:09:09 | 3.9900% 71000
Table B.4-24. Both VOAs set to 2 dB of attenuation.
Date Time QBER SKR (bps)
2022-06-30  11:58:55 | 3.9500% 58000
2022-06-30  12:05:19 | 3.8300% 54000
2022-06-30 12:11:44 | 4.0600% 48000
2022-06-30 12:18:06 | 3.9000% 53000
2022-06-30 12:24:17 | 3.8600% 57 000
2022-06-30  12:30:37 | 3.8600% 55000
2022-06-30 12:36:57 | 3.7700% 57 000
2022-06-30  12:43:15 | 3.8600% 56 000
2022-06-30  12:49:26 | 3.9400% 55000
2022-06-30 12:55:46 | 3.8400% 55000

Table B.4-25.

Both VOAs set to 3 dB of attenuation.

Date Time QBER SKR (bps)
2022-07-01  09:26:48 | 4.4400% 19000
2022-07-01 09:41:10 | 4.2500% 22000
2022-07-01  09:55:57 | 4.2800% 21000
2022-07-01 10:10:39 | 4.3800% 20000
2022-07-01 10:25:15 | 4.2400% 21000
2022-07-01  10:39:59 | 4.2000% 21000
2022-07-01 10:54:47 | 4.3000% 21000
2022-07-01  11:09:33 | 4.1700% 22000
2022-07-01  11:24:10 | 4.3000% 21000
2022-07-01 11:38:57 | 4.1800% 22000

Table B.4-28. Both VOAs set to 6 dB of attenuation.
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Date Time QBER SKR (bps) Date Time QBER SKR (bps)
2022-07-01  12:25:52 | 4.6500% 16000 2022-07-02  17:28:04 | 5.4600% 6000
2022-07-01  12:41:34 | 4.5200% 18000 2022-07-02  17:57:25 | 5.5700% 5000
2022-07-01  12:57:51 | 4.7100% 15000 2022-07-02  18:26:47 | 5.5000% 6000
2022-07-01  13:14:04 | 4.5500% 16 000 2022-07-02  18:56:18 | 5.4000% 6000
2022-07-01  13:30:11 | 4.5500% 17000 2022-07-02  19:26:04 | 5.4300% 6000
2022-07-01  13:46:14 | 4.5300% 17000 2022-07-02  19:55:38 | 5.4800% 6000
2022-07-01  14:02:06 | 4.6000% 16 000 2022-07-02  20:25:08 | 5.4500% 6000
2022-07-01  14:18:11 | 4.5600% 17000 2022-07-02  20:54:43 | 5.5600% 5000
2022-07-01  14:34:19 | 4.5600% 17000 2022-07-02  21:24:16 | 5.4600% 6000
2022-07-01  14:50:15 | 4.5000% 18000 2022-07-02  21:53:43 | 5.5700% 5000
Table B.4-29. Both VOAs set to 7 dB of attenuation. Table B.4-32. Both VOAs set to 10 dB of attenuation.
Date Time QBER SKR (bps)
2022-07-02  06:50:12 | 4.6900% 13000
2022-07-02  07:10:17 | 4.7800% 12000
2022-07-02  07:30:39 | 4.8100% 12000 Date Time OBER  SKR (bps)
2022-07-02  07:50:46 | 4.8100% 13 000 2022-07-03  03:22:59 | 6.3200% 2000
2022-07-02  08:10:48 | 4.8100% 12000 2022-07-03  04:03:00 | 6.2200% 2000
2022-07-02  08:30:35 | 4.9300% 12000 2022-07-03  04:42:51 | 6.3800% 2000
2022-07-02  08:50:31 | 4.8300% 12000 2022-07-03  05:22:38 | 6.2000% 3000
2022-07-02  09:10:30 | 4.7600% 13000 2022-07-03  06:02:43 | 6.3500% 2000
2022-07-02  09:30:28 | 4.8000% 12000 2022-07-03  06:42:51 | 6.3900% 2000
2022-07-02  09:50:15 | 4.8000% 12000 2022-07-03  07:22:40 | 6.4200% 2000
Table B.4-30. Both VOAs set to 8 dB of attenuation. 2022-07-03  08:02:23 | 6.3800% 2000
2022-07-03  08:42:50 | 6.3300% 2000
2022-07-03  09:23:04 | 6.3900% 2000

Table B.4-33. Both VOAs set to 11 dB of attenuation.

Date Time QBER SKR (bps)

2022-07-02  12:47:59 | 5.2800% 8000

2022-07-02  13:13:21 | 5.3000% 8000

2022-07-02  13:38:28 | 5.2600% 8000

2022-07-02  14:03:40 | 5.2700% 8000 B.5 VOAs, Fibre, and More Data

2022-07-02  14:28:39 | 5.2000% 9000 In the following subsections, the test setup is identical to the one in
2022-07-02  14:53:54 | 5.1900% 8000 the previous subsection, apart from the insertion loss that now adds up
2022-07-02  15:19:07 | 5.1600% 9000 to 13.54 dB in total. This is the amount of attenuation that should be
2022-07-02  15:44:10 | 5.2300% 8000 added to the level of attenuation that the VOAs are set to. Optical wave-
2022-07-02  16:09:21 | 5.2500% 8000 lengths are transmitted in both directions centred around 1563.0 nm
2022-07-02  16:34:11 | 5.2700% 8000 and 1564.6 nm.

Table B.4-31. Both VOAs set to 9 dB of attenuation.

B.5.1 Multiple Waves at —1dBm Total. Data points when multiple
waves at a total power level of —1 dBm are introduced to the shared
fibre.
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Date Time QBER SKR (bps)
2022-07-19  13:54:56 | 3.7900% 83 000
2022-07-19  13:59:19 | 3.9000% 80000
2022-07-19  14:03:35 | 3.8100% 84000
2022-07-19  14:07:54 | 3.7700% 86 000
2022-07-19  14:12:12 | 3.9300% 79000
2022-07-19  14:16:32 | 3.8300% 82000
2022-07-19  14:20:51 | 3.8400% 81000
2022-07-19  14:25:10 | 3.8900% 77 000
2022-07-19  14:29:25 | 3.8800% 81000
2022-07-19  14:33:44 | 3.8400% 82000

Table B.5-1. Both VOAs set to 1dB of attenuation.

Karel van Klink

Date Time QBER SKR (bps)
2022-07-19  15:03:05 | 3.8100% 40000
2022-07-19  15:12:06 | 3.9500% 37 000
2022-07-19  15:21:14 | 3.9600% 36 000
2022-07-19  15:30:06 | 4.1000% 36 000
2022-07-19  15:39:04 | 3.9100% 38000
2022-07-19  15:48:07 | 3.9500% 37000
2022-07-19  15:57:08 | 4.0700% 37000
2022-07-19  16:06:12 | 4.0900% 35000
2022-07-19  16:15:14 | 3.9700% 38000
2022-07-19  16:24:19 | 3.8100% 39000

Table B.5-2. Both VOAs set to 4 dB of attenuation.

Date

Time

QBER

SKR (bps)

Date Time QBER SKR (bps)
2022-07-20  09:42:02 | 5.2800% 7000
2022-07-20  10:09:12 | 5.2700% 7000
2022-07-20 10:36:28 | 5.2900% 7000
2022-07-20 11:03:30 | 5.4600% 6000
2022-07-20  11:29:46 | 5.1500% 8000
2022-07-20 11:56:29 | 5.3500% 7000
2022-07-20  12:23:25 | 5.2200% 8000
2022-07-20  12:50:24 | 5.2300% 7000
2022-07-20  13:17:04 | 5.2400% 7000
2022-07-20  13:43:46 | 5.1900% 8000

Table B.5-4. Both VOAs set to 9 dB of attenuation.

Date

Time

QBER

B.5.2  Multiple Waves at 6 dBm Total. Data points when multiple waves

at a total power level of 6 dBm are introduced to the shared fibre.

SKR (bps)

2022-07-19
2022-07-19
2022-07-19
2022-07-19
2022-07-19
2022-07-19
2022-07-19
2022-07-19
2022-07-19
2022-07-19

19:04:43
19:21:17
19:37:43
19:54:16
20:10:53
20:27:46
20:44:35
21:01:22
21:18:21
21:35:33

4.6300 %
4.5300 %
4.3600 %
4.5200 %
4.5600 %
4.5700 %
4.5300 %
4.6000 %
4.7100 %
4.7300 %

15000
17000
18000
17 000
16 000
15000
16 000
15000
15000
14000

Table B.5-3. Both VOAs set to 7 dB of attenuation.

2022-07-20
2022-07-20
2022-07-20
2022-07-20
2022-07-20
2022-07-20
2022-07-20
2022-07-20
2022-07-20
2022-07-20

16:32:13
16:36:54
16:41:41
16:46:29
16:51:12
16:55:52
17:00:34
17:05:23
17:10:14
17:15:06

4.0600 %
4.0300 %
3.9400 %
4.0700 %
3.9800 %
4.0100 %
3.9700 %
4.0700 %
4.2500 %
4.2100 %

70000
70000
71000
66000
73000
71000
74 000
67000
58 000
60000

Table B.5-5. Both VOAs set to 1dB of attenuation.

Date

Time

QBER

SKR (bps)

2022-07-20
2022-07-20
2022-07-20
2022-07-20
2022-07-20
2022-07-20
2022-07-20
2022-07-20
2022-07-20
2022-07-20

17:54:44
18:03:16
18:12:00
18:20:29
18:28:58
18:37:46
18:46:23
18:54:54
19:03:32
19:12:05

4.2400 %
4.4200 %
4.2500 %
4.3800 %
4.4300 %
4.4700 %
4.3500 %
4.3600 %
4.2000 %
4.2000 %

35000
32000
35000
33000
33000
31000
34000
35000
37000
37000

Table B.5-6. Both VOAs set to 4 dB of attenuation.
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Date Time QBER SKR (bps) Date Time QBER SKR (bps)
2022-07-20  19:59:52 | 4.8700% 13000 2022-07-21  11:25:38 | 4.4000% 33000
2022-07-20  20:16:49 | 4.8400% 13000 2022-07-21  11:34:02 | 4.4300% 32000
2022-07-20  20:33:54 | 4.6600% 14000 2022-07-21 11:42:35 | 4.8800% 27000
2022-07-20  20:51:02 | 4.9200% 13000 2022-07-21  11:50:58 | 4.6400% 30000
2022-07-20  21:08:01 | 4.7700% 14000 2022-07-21  11:59:14 | 4.8200% 26000
2022-07-20  21:25:12 | 5.0900% 12000 2022-07-21 12:07:38 | 4.6100% 31000
2022-07-20  21:42:12 | 5.0700% 12000 2022-07-21  12:16:00 | 4.5900% 31000
2022-07-20  21:59:09 | 4.8500% 13000 2022-07-21  12:24:25 | 4.4500% 33000
2022-07-20  22:16:15 | 4.9400% 12000 2022-07-21  12:32:52 | 4.7800% 28000
2022-07-20  22:33:07 | 4.8700% 13000 2022-07-21  12:41:23 | 4.8100% 27000
Table B.5-7. Both VOAs set to 7 dB of attenuation. Table B.5-10. Both VOAs set to 4 dB of attenuation.
Date Time QBER SKR (bps)

2022-07-21 04:37:49 | 5.2800% 8000 Date Time QBER SKR (bps)
2022-07-21  05:04:27 | 5.3500% 7000 2022-07-21  13:12:15 | 5.0500% 14000
2022-07-21  05:30:56 | 5.4600% 6000 2022-07-21  13:27:20 | 5.0000% 14000
2022-07-21  05:57:41 | 5.4100% 7000 2022-07-21  13:42:27 | 5.0700% 14000
2022-07-21  06:24:32 | 5.2700% 7000 2022-07-21  13:57:31 | 4.9400% 15000
2022-07-21  06:51:08 | 5.4000% 6000 2022-07-21 14:12:48 | 5.0500% 14000
2022-07-21  07:17:23 | 5.3000% 7000 2022-07-21  14:27:58 | 4.8900% 15000
2022-07-21  07:43:51 | 5.3500% 7000 2022-07-21 14:43:25 | 4.9400% 14000
2022-07-21  08:10:23 | 5.3300% 7000 2022-07-21  14:58:45 | 4.8900% 15000
2022-07-21  08:37:00 | 5.2000% 8000 2022-07-21  15:14:05 | 4.9200% 16 000
Table B.5-8. Both VOAs set to 9 dB of attenuation. 2022-07-21  15:29:25 | 4.8100% 16 000

Table B.5-11. Both VOAs set to 7 dB of attenuation.

B.5.3  Multiple Waves at 9 dBm Total. Data points when multiple waves

at a total power level of 9 dBm are introduced to the shared fibre.

Date Time QBER SKR (bps)

Date Time QBER SKR (bps)
2022-07-21  09:30:17 | 4.2800% 65000
2022-07-21  09:34:33 | 4.2100% 69000
2022-07-21  09:38:50 | 4.2900% 69 000
2022-07-21 09:43:12 | 4.4300% 69000
2022-07-21 09:47:31 | 4.1100% 75000
2022-07-21 09:51:47 | 4.1200% 74000
2022-07-21  09:56:03 | 4.1500% 68 000
2022-07-21 10:00:20 | 4.1300% 71000
2022-07-21 10:04:37 | 4.1800% 69000

2022-07-21 10:08:56 | 4.1500% 71000
Table B.5-9. Both VOAs set to 1dB of attenuation.

2022-07-22  03:37:47 | 5.8600% 4000
2022-07-22  04:11:24 | 5.8500% 4000
2022-07-22  04:45:09 | 5.8900% 4000
2022-07-22  05:18:31 | 5.9100% 3000
2022-07-22  05:52:08 | 6.0300% 3000
2022-07-22  06:25:45 | 5.8000% 4000
2022-07-22  06:59:17 | 5.9900% 3000
2022-07-22  07:32:52 | 5.9000% 4000
2022-07-22  08:06:25 | 6.0400% 3000

2022-07-22  08:39:32 | 5.9300% 3000
Table B.5-12. Both VOAs set to 10 dB of attenuation.
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B.5.4 Multiple Waves at 12 dBm Total. Data points when multiple waves

at a total power level of 12 dBm are introduced to the shared fibre.

Date Time QBER SKR (bps)
2022-07-22  10:37:40 | 4.3700% 68000
2022-07-22  10:41:48 | 4.5600 % 64000
2022-07-22  10:46:01 | 4.3500% 69000
2022-07-22  10:50:18 | 4.4700% 64000
2022-07-22  10:54:32 | 4.4000% 65000
2022-07-22  10:58:43 | 4.4500% 64000
2022-07-22  11:02:53 | 4.4000% 71000
2022-07-22  11:07:02 | 4.4300% 67000
2022-07-22  11:11:14 | 4.6100% 60000
2022-07-22  11:15:28 | 4.3600 % 68000
Table B.5-13. Both VOAs set to 1dB of attenuation.
Date Time QBER SKR (bps)
2022-07-22  14:38:19 | 4.6400% 31000
2022-07-22  14:46:49 | 5.2500% 23000
2022-07-22  14:55:21 | 4.9100% 26000
2022-07-22  15:03:48 | 4.8600% 26000
2022-07-22  15:12:20 | 4.9100% 26 000
2022-07-22  15:20:45 | 4.6700% 29000
2022-07-22  15:29:09 | 4.7200% 28000
2022-07-22  15:37:46 | 4.8100% 27000
2022-07-22  15:46:06 | 5.0500 % 25000
2022-07-22  15:54:31 | 5.0300% 21000
Table B.5-14. Both VOAs set to 4 dB of attenuation.
Date Time QBER SKR (bps)
2022-07-22  17:52:36 | 5.2700% 11000
2022-07-22  18:10:16 | 5.1900% 11000
2022-07-22  18:27:20 | 5.1000% 12000
2022-07-22  18:44:23 | 5.2000% 12000
2022-07-22  19:01:26 | 5.0700% 13000
2022-07-22  19:18:19 | 5.1800% 12000
2022-07-22  19:35:19 | 5.1800% 11000
2022-07-22  19:52:34 | 5.1800% 11000
2022-07-22  20:09:51 | 5.1800% 11000
2022-07-22  20:26:57 | 5.2000% 11000

Table B.5-15.

Both VOAs set to 7 dB of attenuation.

Karel van Klink

Date Time QBER SKR (bps)
2022-07-23  09:38:35 | 6.2000% 2000
2022-07-23 10:11:35 | 6.1900% 2000
2022-07-23  10:44:50 | 6.2500% 2000
2022-07-23 11:18:02 | 6.1500% 3000
2022-07-23 11:51:34 | 6.1600% 3000
2022-07-23  12:24:42 | 6.1500% 2000
2022-07-23 12:57:41 | 6.1000% 3000
2022-07-23  13:30:48 | 6.2400% 2000
2022-07-23  14:04:06 | 6.2100% 2000
2022-07-23  14:37:23 | 6.0300% 3000

Table B.5-16. Both VOAs set to 10 dB of attenuation.

B.5.5 Multiple Waves at 15 dBm Total. Data points when multiple waves

at a total power level of 15 dBm are introduced to the shared fibre.

Date

Time

QBER

SKR (bps)

2022-07-24
2022-07-24
2022-07-24
2022-07-24
2022-07-24
2022-07-24
2022-07-24
2022-07-24
2022-07-24

2022-07-24
Table B.5-17.

Date

10:21:02
10:25:08
10:29:20
10:33:31
10:37:43
10:41:55
10:46:07
10:50:18
10:54:27
10:58:40

4.8900 %
4.9800 %
4.9300 %
4.8400 %
4.9300 %
4.9100 %
4.9100 %
4.9700 %
4.8300 %
5.1300 %

59000
57000
57000
61000
56 000
56 000
56 000
55000
60 000
51000

Both VOAs set to 1dB of attenuation.

Time

QBER

SKR (bps)

2022-07-24
2022-07-24
2022-07-24
2022-07-24
2022-07-24
2022-07-24
2022-07-24
2022-07-24
2022-07-24
2022-07-24

11:33:25
11:41:54
11:50:21
11:58:54
12:07:27
12:15:43
12:24:25
12:32:59
12:41:23
12:49:49

5.3300 %
5.1700 %
5.2600 %
5.0600 %
5.2200 %
5.2700 %
5.1000 %
5.1000 %
5.1900 %
5.1900 %

22000
25000
25000
27000
24000
24000
25000
25000
25000
25000

Table B.5-18. Both VOAs set to 4 dB of attenuation.
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Date Time QBER SKR (bps) Date Time QBER SKR (bps)
2022-07-24 13:20:14 | 5.6700% 9000 2022-07-13  16:30:19 | 8.1300% O
2022-07-24  13:36:55 | 5.7900% 7000 2022-07-13  17:12:24 | 8.1000% O
2022-07-24 13:53:41 | 5.6300% 9000 2022-07-13  17:55:01 | 8.1300% O
2022-07-24  14:10:33 | 5.5500% 10000 2022-07-13  18:37:34 | 8.1600% O
2022-07-24  14:27:20 | 5.8100% 7000 2022-07-13  19:20:14 | 8.1000% O
2022-07-24  14:44:14 | 5.7200% 9000 2022-07-13  20:02:08 | 8.0300% O
2022-07-24  15:00:57 | 5.6700% 9000 2022-07-13  20:44:31 | 8.0800% O
2022-07-24 15:17:48 | 5.7300% 9000 2022-07-13  21:26:32 | 8.1600% O
2022-07-24  15:34:42 | 5.6900% 9000 2022-07-13  22:08:59 | 8.1100% O
2022-07-24 15:51:34 | 5.7400% 8000 2022-07-13  22:51:05 | 8.1900% O

Table B.5-19. Both VOAs set to 7 dB of attenuation. Table B.5-22. Both VOAs set to 11 dB of attenuation.
Date Time QBER SKR (bps)

2022-07-24  18:19:06 | 6.6600% 2000
2022-07-24  18:53:10 | 6.8200% 1000
2022-07-24  19:27:13 | 6.7000% 1000
2022-07-24  20:00:50 | 6.7600% 1000
2022-07-24  20:34:24 | 6.5900% 2000
2022-07-24  21:07:41 | 6.7500% 1000
2022-07-24  21:41:35 | 6.7500% 1000
2022-07-24  22:15:14 | 6.7500% 1000
2022-07-24  22:48:57 | 6.7900% 1000

2022-07-24  23:22:50 | 6.6800% 2000
Table B.5-20. Both VOAs set to 10 dB of attenuation.

B.5.6 Multiple Waves at 17.8 dBm Total. Data points when multiple
waves at a total power level of 17.8 dBm are introduced to the shared
fibre.

Date Time QBER SKR (bps)
2022-07-13  13:56:00 | 5.5400% 47000
2022-07-13  13:59:56 | 5.5200% 51000
2022-07-13  14:04:02 | 5.4500% 50000
2022-07-13  14:08:09 | 5.4400% 49000
2022-07-13  14:12:14 | 5.5100% 48000
2022-07-13  14:16:17 | 5.3900% 52000
2022-07-13  14:20:24 | 5.4700% 50000
2022-07-13  14:24:21 | 5.4700% 53000
2022-07-13  14:28:26 | 5.5600% 48 000

2022-07-13  14:32:33 | 5.4800% 50000
Table B.5-21. Both VOAs set to 1dB of attenuation.
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