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Abstract

In recent years, an increase in ransomware incidents against critical infrastructure
has been observed globally [1]. Computer Emergency Response Teams (CERTS)
are asked for help to recover from these ransomware incidents. Their goal is to get a
victim back to business as securely and fast as possible and do this by performing in-
cident response. During this process, they investigate the incident’s root cause and
try to eradicate the ransomware attack’s remnants. However, the current guidelines
for eradication do not provide enough guidance. For example, the NIST SP 800-61
standard does not describe the eradication process, and MITRE provides too much
information, which can lead to overhead. This overhead can slows down the erad-
ication process. This leads to the victim getting back to business slower, which is
not wanted. In this research, we created a method that uses the data gathered by
a CERT to improve the eradication phase of ransomware by generating mappings
which will give guidance based on previous ransomware incidents. First, we use the
information gathered by a CERT and store it in the open-source threat intel-sharing
platform MISP [2]. Then, we map the information in MISP onto the MITRE ATT&CK
framework [3], which is is a knowledge base of adversary Tactics and Techniques
based on real-world observations. Next, we generate mappings with the information
about the Techniques used during previous ransomware incidents. We used 18 re-
ports provided by the Northwave CERT to generate mappings. Due to the limited
time and data, the impact of our model could not be validated, but we think the map-
pings show great potential. The mappings give insight into previous ransomware
incidents and can be used to make informed decisions about how to quickly and se-
curely eradicate a ransomware incident and get a company back to business. This
will be the guidance given, and we believe this will improve the eradication phase of
ransomware incidents.






Acknowledgements

First, | would like to thank my supervisors, Roland Middelweerd from the Northwave
CERT, Jeroen van der Ham from the DACS group of the University of Twente and
Andrea Continella from the SCS group of the University of Twente for providing me
with feedback and guidance during my graduation. Your help helped me put to-
gether this research. Secondly, | would like to thank all my colleagues at Northwave
for making my graduation process an enjoyable experience.

This research would not have been possible without the data provided by North-
wave; therefore, | want to thank them.

Finally, | thank my family and friends for their support. Without your support, | would
not have been able to do this.






Contents

[Abstract iii
[Acknowledgements| v
1__Introduction| 1
|2 Background and Related Work| 3
2.1 _Ransomwarel . . .. . . . ... ... 3
2.1.1 _Ransomware attack structurel . . . . . ... ... ... ... .. 4

2.1.2 Ransomwarerolemodell. . . ... ... .. .. ... ...... 5

2.1.3 Double extortionl . . . ... ... .. .. ... 5

[2.2 IncidentResponse| . . . . . . . . ... ... Lo 7
.......................... 7

[2.3 Computer Emergency Response leam| . . ... ... ......... 9
[2.3.1 Incident response by Northwave CERT| . . . ... ... .. .. 10

10

241 MITRE ATT&CK Framework 10

2.4.2 MITRE ATT&CK Software 12

25 MISPl . . . .. 12

[3 Approach| 15
3.1 Problemstatement . . . . . . ... ... ... 15
[3.2 Researchquestion| . . ... ... ... ... . ... . ... ...... 15
[3.3 Methodology| . . ... ... .. . . 16
[3.3.1 Research question 1 - MITRE ATT&CK Techniques| . ... .. 16

[3.3.2 Research question 2 - MITRE AI'T&CK Techniques per strain| . 17
[3.3.3 Research question 3 - MITRE ATT&CK Techniques correlation|] 17
[3.3.4 Main research question - Improving the eradication phase| . . . 17

4 Hypothesis| 19

Vii



o Results!

[5.1 Research question 1 - MITRE AT T&CK Techniques|. . . . . ... ...

[5.1.1 Collectingdatal . . ... ... ... ... ... ..........

5.1.2 Creatingthedataset. . . .. ... ... ... ..........

[0.1.3 Processingthedataset| . .. ... ... .. ...........

(0.1.4 Mapping|. . .

[5.2 Research question 2 - MITRE AT T&CK Techniques per strains| . . . .

[5.3 Research question 3 - MITRE ATT&CK Techniques correlation| . . . .

[0.4 Main research question - Improvement . . . . . . ... ... ... ...

6 Validation

7 Di . [fu K

(7.1 Mappings| . ... ..
[/.2 Valigation| . . .. ..

/.3 1Tim m rem

[7/.4 The nextstep| . . . .

[7.5 Root cause analysis|

|A° Mappings per strain|

21
22
22
22
22
23
25

31

33

35
35
35
35
36
36

37

39

43



Chapter 1

Introduction

In 2021, the cyber security authorities of the United States, Australia and the United
Kingdom observed an increase in high-impact ransomware incidents [1]. These ran-
somware incidents disrupt the daily operations of companies. This causes them to
lose time and money. A way to recover from these incidents is to follow an incident
response plan. These plans describe the steps that need to be taken during, for ex-
ample, a ransomware incident to recover from it. A Computer Emergency Response
Team (CERT) can help companies with incident response. A CERT usually works
with an incident response plan and can be part of the same company or could be
a commercial CERT. Guidelines for an incident response plan are described in the
NIST SP 800-61 standard. The NIST standard describes all kinds of steps that need
to be taken in order to recover from a cyber incident, such as ransomware. One
of the steps taken is eradication. Eradication means the process of getting rid of
something completely or of destroying something bad, according to the Cambridge
dictionary [4]. Sadly, the NIST SP 800-61 standard states Because eradication and
recovery actions are typically OS or application-specific, detailed recommendations
and advice regarding them are outside the scope of this document.

The missing recommendations and advice regarding eradication could be solved
by looking at publicly available threat intel, such as the Software framework from
MITRE [5]. They map attack techniques used by specific types of software, like
ransomware. However, this mapping consists of all the observed attack techniques
used by a type of ransomware. This results in a lot of overhead eradication op-
tions and extra work for a CERT if they need to consider all the observed attack
techniques. This extra work costs time and money for the victim.
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The Northwave CERT is a CERT that also observed the lack of detail in the
NIST SP 800-61 standard. The Northwave CERT is a commercial CERT and is
part of Northwave, a Dutch cyber security company in the Netherlands, Germany,
and Belgium. The Northwave CERT responds to incidents all over Europe and has
assisted companies in dealing with hundreds of ransomware attacks over the last
few years [6]. This means they have access to data about ransomware incidents.
This research aims to use data about past ransomware incidents and determine if
we can improve the eradication phase with it. Therefore, we came up with our main
research question:

How can the eradication phase of incident response for ransomware in-
cidents be improved based on previous ransomware incidents?

The improvement is described by getting insights into what happens during ran-
somware attacks and using the insight to eradicate ransomware faster. As said ear-
lier, eradication is about getting rid of something bad. In this case, the ransomware
and everything it left behind. Therefore it is essential to get a good overview of which
attack techniques a threat actor or ransomware strain used to determine what was
left behind. The Northwave CERT gathers this information when they investigate a
ransomware incident. A framework that describes the attack techniques used during
an attack is the MITRE ATT&CK framework. To answer our main research question,
we came up with three sub-questions:

1. Which Techniques from the MITRE ATT&CK framework are used during a ran-
somware attack?

2. Which Techniques from the MITRE ATT&CK framework are used per ran-
somware strain?

3. What is the correlation between Techniques from the MITRE ATT&CK frame-
work during all studied ransomware incidents?

We are using the answers to these questions to generate mappings representing
techniques used during a ransomware incident. Using these mappings, we will an-
swer our main research question by giving more insights into what happens during
ransomware attacks.

Validating if our method improves the eradication phase would take too much
time. We explained this in chapter[6, where we also suggest a validation method.



Chapter 2

Background and Related Work

In this chapter, we will have a look at different subjects. These subjects need to be
comprehended for this research. In section ransomware, the different types of
ransomware and the structure of a ransomware attack are explained. Section
explains how one can respond to a cyber attack, such as ransomware, using an
incident response plan. We dive deeper into the incident response plan of NIST.
In section [2.3] we discuss computer emergency response teams and look at the
incident response performed by the Northwave CERT. In section [2.4] we look at
the MITRE ATT&CK framework and the MITRE Software mappings. We end this
chapter in section by looking at MISP and why it is so valuable.

2.1 Ransomware

The term ransomware is a combination of the words malware and ransom. Malware,
also known as malicious software, is designed to cause harm. This harm can be to
computer systems or in the form of leaking information. The meaning of ransom
is: the redemption of a prisoner or kidnapped person, of captured goods, etc., for
a price [7]. Ransomware is a form of malware that makes a system unusable and
demands money to make it usable again. It is increasingly used by criminals to
generate revenue through extortion [8].

Different types of ransomware exist [9]. Crypto ransomware encrypts a system’s
files and data, making it only accessible by using the decryption key. Usually, the
decryption key can be bought from the threat actors. Lockers completely lock your
system, making it unusable. Usually, a lock screen is displayed with a ransom de-
mand. Scareware or Leakware aims to scare the user of a system with a notification,
usually about a virus being detected on the system. It asks for money to resolve the
usually fake issue. Another example is threatening to spread sensitive information if
a ransom is not paid. Ransomware-as-a-service (RaaS) is derived from Software-

3
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as-a-service (SaaS), a business model to deliver software on a subscription basis.
RaaS$ is a business model between ransomware operators and affiliates in which
affiliates pay to launch ransomware attacks developed by operators [10]. It allows
one that does not have the skills to develop and maintain their own ransomware
to take part in the ransomware business. Raa$S is usually a combination of Crypto
ransomware and Leakware. RaaS is the type of ransomware mostly observed by
the Northwave CERT in different, so-called ransomware strains.

2.1.1 Ransomware attack structure

A ransomware attack consists of three phases called In, Through and Out [6]. In
figure[2.1], we can see the actions taken by a threat actor during ransomware attacks
observed by the Northwave CERT.
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Figure 2.1: Phases of a ransomware attack found by Northwave [6]

The In phase consists of the activities taken by threat actors to gain initial access
to an IT environment [6]. In the Through phase, the Northwave CERT observes
three activities in parallel, Install persistency, Move laterally and Escalate privileges.
With these three activities, the threat actor wants to ensure that they do not lose their
grip on the environment when their victim discovers one of their backdoors, to obtain
an overview of the network and to to obtain complete control of the environment [6].
Finally, the last phase, Out, is used to obtain leverage over the victim for extortion
[6]. The Northwave CERT observed that this is usually done by exfiltrating data,
destroying the backups and encrypting the data.
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2.1.2 Ransomware role model

The activities described in section are performed by different roles within a
ransomware attack [11]. Northwave created a framework which shows the seven
distinct roles within a ransomware attack. This framework can be seen in figure [2.2]

-»-»-»%l=
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to organizations Reconnaissance tion infrastructure infrastructure and victim organisation  victim organisations payment
and software software by threatening with

Monitize networks Lateral movement continous attacks
by selling them to Exfiltrate data from and leaking of stolen
any actor Privilege escalation  yjstim organisation data

Ransomware Publish exfiltrated

deployment data if applicable

“ THROUGH ouT

Figure 2.2: The ransomware role model created by Northwave

Northwave observed that different threat actors frequently carry out different
roles. For example, the initial access broker uses different attack techniques and
often, there is a period of silence between the initial access and further activity.
Northwave believes this happens because the initial access brokers are selling their
access to ransomware affiliates [11].

Chasers are usually not part of the ransomware affiliates group and often do not
know the status of negotiations [11]. Instead, their goal is to pressure the victim and
threaten to leak stolen data, so the ransomware affiliates get paid.

2.1.3 Double extortion

Next to encrypting systems, data stealing is a method observed in recent years
called double extortion. For example, suppose the victim does not want to pay be-
cause they have backups of the data that is encrypted. In that case, the threat actor
threatens to leak sensitive company data, such as employee records or intellectual
property. Microsoft states in their digital defence report of 2022 that double extortion
has become standard practice and show in their digital defence report of 2021
a chat with threat actor Conti stating leaking of data which can be seen in figure [2.3]
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2.2 Incident Response

An incident is an event that is either unpleasant or unusual [14]. An incident for a
company can disrupt daily operations. An incident can happen physically, like a fire,
or virtually, such as a ransomware attack. Both types of incidents can significantly
impact the daily operations of a company and could lead to reputation damage or
loss of money. Incident response is a term used to describe how one responds to
an incident. In this research, we will focus on the incident response process for a
ransomware incident. Multiple standards describe the incident response process
for cyber incidents, such as the NIST SP 800-61 standard [15] and the ISO/IEC
27035 [16]. However, we will focus on the NIST SP 800-61 standard. The NIST
standard is freely accessible, defines what they think a response should look like
and is more technical [17]. The NIST SP 800-61 is also used by the Northwave
CERT.

2.2.1 NIST SP 800-61

NIST describes an incident response process for computer security incidents in
the NIST SP 800-61 standard, Computer Security Incident Handling Guide. NIST
stands for National Institute of Standards and Technology and is part of the govern-
ment of the United States. NIST is responsible for developing information security
standards and guidelines, including minimum requirements for Federal information
systems [15]. The guide describes three parts. First, Organising a Computer Secu-
rity Incident Response Capability discusses the need for a clear definition of an inci-
dent, what services the incident response team should provide and the importance
of the right plans, policies and procedures. Second, Handling an Incident focuses
on the several phases of incident response. Finally, the chapter Coordination and
Information Sharing discusses the importance of information sharing and how it can
strengthen the organisation’s ability to respond to IT incidents effectively [15].
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Handling an Incident

Handling an Incident focuses on the several phases of incident response, or as they
call it, the Incident Response Life cycle [15]. The Incident Response Life cycle can
be seen in figure 2.4]

= o2

Containment
Detection & Eradication Post-Incident

Preparation Analysis & Recovery Activity

Figure 2.4: Incident Response Life Cycle

The Preparation phase provides basic advice on preparing to handle cyber inci-
dents and preventing them [15]. It discusses the need for incident handler commu-
nications and facilities, incident analysis hardware and software, incident analysis
resources and incident mitigation software. Examples are the need for a secure
storage facility, digital forensic workstations to save relevant incident data such as
logs or disk images, network diagrams, a list of critical assets and access to clean
operating system images for recovery purposes. It also states the importance of pre-
venting a cyber incident using, for example, risk assessments and user awareness
and training [15].

The Detection & analysis phase explains the importance of being generally pre-
pared to handle any incident, but the focus should rely on common attack vec-
tors [15]. It discusses how the most challenging part of the incident response pro-
cess is accurately detecting an incident and how it can be detected.

During this research, we will focus on the Containment, eradication & recov-
ery phase because we are looking into the eradication phase. Containment is the
actions required to prevent the incident from spreading across the network. NIST
says eradication may be necessary to eliminate components of the incident, such as
deleting malware and disabling breached user accounts, as well as identifying and
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mitigating all exploited vulnerabilities. During eradication, it is important to identify
all affected hosts within the organisation so they can be remediated [15].

In the Post-incident activity phase, NIST describes a lessons learned section
with questions such as what happened exactly? and what information was needed
sooner?. They also suggest collecting data about the incident and a checklist. This
checklist can be found in the Computer Security Incident Handling Guide [15].

For this research, we will be looking primarily at the eradication phase of the
Containment, eradication and recovery section of the Handling an incident sec-
tion. NIST describes eradication as the phase where it may be necessary to elimi-
nate components of the incident, such as deleting malware and disabling breached
user accounts, as well as identifying and mitigating all vulnerabilities that were ex-
ploited [18]. However, it ends the Eradication and Recovery section by saying Be-
cause eradication and recovery actions are typically OS or application-specific, de-
tailed recommendations and advice regarding them are outside the scope of this
document [18].

2.3 Computer Emergency Response Team

A Computer Emergency Response Team (CERT) is a group of people who work
on computer-related incidents and help to recover from these incidents. These in-
cidents can be Distributed-Denial-of-Service (DDoS) attacks, data breaches or ran-
somware attacks. A CERT can best be described by the analogy of a fire depart-
ment [19]. They respond quickly to cyber incidents, just like the fire department
responds quickly to fires. They help a victim by minimising damage and removing
the threat, just like the fire department trying to minimise the spread of fire and put
out the fire. A CERT tries to minimise the impact of ransomware by performing
incident response steps explained in section 2.2

There are different types of CERTs. A CERT can be a team within a company,
only working for that company. An example of this could be the CERT of the Uni-
versity of Twente [20]. A CERT could also be nationwide. For example, the National
Cyber Security Centre (NCSC) fulfils that role within the Netherlands [21]. There is
also a type of CERT that helps a specific sector. For example, Z-CERT [22] helps
hospitals and other healthcare institutions in the Netherlands. Finally, there are also
commercial CERTs. Its primary purpose is to be deployed to help other compa-
nies with their cyber security incidents. An example of this could be the Northwave
CERT [23].
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2.3.1 Incident response by Northwave CERT

The incident response process performed by the Northwave CERT is based on the
NIST SP 800-61 standard, but they also added steps to help organisations to better
respond to a cyber incident. Their mission is to help organisations to get back to
business as usual, as quickly and securely as possible. The current eradication
phase of the Northwave CERT is a tailored process where an extensive scope is
used to achieve the securely as possible part of their mission. They prefer to check
more than may be necessary to ensure no remnants of the ransomware are left
behind. However, it is unclear if this process is as quickly as possible and can be
improved. They use the Indicators of Compromise (loCs) found during the Root
Cause Analysis to decide the eradication steps. Root cause analysis (RCA) is a
problem-solving method used to identify the root causes of faults or problems [24].

In the Northwave CERT'’s last phase of the incident response process, they im-
plement their Endpoint Detection & Response Service (EDRS) and add loCs found
during the Root Cause analysis. The Northwave CERT also deploys behaviour-
based detection, which triggers on suspicious activities. This gets monitored 24
hours a day, seven days per week by their Security Operations Centre (SOC). The
SOC could help in the exceptional case when an loC is missed during the eradi-
cation phase. This ensures that the eradication phase is performed as securely as
possible.

24 MITRE

In this section, we will describe two parts of MITRE ATT&CK relevant to this re-
search. MITRE is an American non-profit organisation which does research and
development for the American government for the past 60 years. MITRE is also the
founder of the Common Vulnerabilities and Exposures (CVE) system [25].

2.41 MITRE ATT&CK Framework

ATT&CK is a framework designed by MITRE. It was created out of a need to docu-
ment adversary behaviours for use within a MITRE research project [3].

The framework is a knowledge base of adversary Tactics and Techniques based
on real-world observations. Tactics represent the why of an ATT&CK Technique
or sub-Technique, the reason for performing an action. For example, an adversary
may want to achieve credential access. Techniques represent how an adversary
achieves a tactical goal by performing an action. For example, an adversary may
dump credentials to achieve credential access [26].
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The framework lists 14 Tactics and 193 Techniques with 401 sub- Techniques.
Each Techniques contains a detailed description, examples, mitigation and detection

methods. A small snippet of the framework can be seen in figure [2.5]

During this research, we will map threat actor behaviour onto the MITRE ATT&CK
framework. This allows us to document the threat actor’s behaviour and analyse it

further.
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Figure 2.5: Part of the MITRE ATT&CK framework
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2.4.2 MITRE ATT&CK Software

MITRE also developed Software, a term used to describe code or tools whose be-
haviour is modelled by the MITRE ATT&CK framework [5]. Software by MITRE is
a list that shows all the Techniques used by a specific type of software without in-
dicating how often a Technique is used. Indicating how often a Technique is used
is needed to prevent overhead, better understand what happens and prevent time
loss during the eradication phase. RaaS from threat actors such as Conti is de-
scribed [27]. Conti is a RaaS and has not been observed since June 2022 [28] [29].
More recently, active threat actors, such as BlackCat [30], are not yet described.

2.5 MISP

MISP is an open-source threat intel-sharing platform. It can collect, store, distribute
and share cyber security indicators and threats about cyber security incidents anal-
ysis and malware analysis. MISP is designed by and for incident analysts, security
and ICT professionals or malware reversers to support their day-to-day operations
to share structured information efficiently [2] [31].

In this research, MISP will be used for organising the data of previous ran-
somware incidents provided by the Northwave CERT. All the information about past
ransomware incidents handled by the Northwave CERT is written down in PDF re-
ports. This makes the data hard to analyse and find connections between cases.
MISP will be used to structure this data and make it more manageable to analyse.

Information about an incident will be put in a MISP event. An example event can
be seen in figure [2.6] All the 1oCs can be added to an event and connected to a
galaxy. A galaxy is a collection of data. In this research, two galaxy types will be
used, MITRE ATT&CK and a galaxy describing the different ransomware strains.
This information can later be used to group information about ransomware strains.

MISP also has An application programming interface (API) which will be used
during this research to retrieve the information from MISP and process the data set.
Other functions of MISP are information sharing between companies where one can
precisely manage which loCs will be shared and with how much detail. Correlations
can also be generated in MISP. However, no overview of all Techniques is given and
filtering on Events to be shown is not possible.
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Chapter 3

Approach

In this chapter, we will discuss the current problem, the research question we will
use to try to solve this problem and the methodology to tackle the research ques-
tion. This research is performed during an internship at the Northwave CERT. This
means we have access to the data of previous ransomware incidents handled by
the Northwave CERT.

3.1 Problem statement

The NIST 800-61 standard describes the eradication phase abstractly. The standard
only provides guidelines and states that specific eradication steps are out of scope.
Therefore, it is unclear how the eradication phase for ransomware incidents can be
performed. The MITRE ATT&CK Software framework tries to tackle this problem by
listing Techniques used by certain ransomware strains. However, no indication of
the likeliness of a Technique is given. This limits its usefulness for the eradication
phase because it can result in an overhead of Techniques that must be eradicated.
Performing too much eradication will cost more time and money for the victim com-
pany. When too little eradication is performed, the threat actor could come back and
perform another attack. With this research, we will develop a method which gives
more structure and guidance to the eradication phase.

3.2 Research question

Based on the problem statement, we came up with the main research question we
want to answer during this research:

How can the eradication phase of incident response for ransomware in-
cidents be improved based on previous ransomware incidents?

15
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To answer this question, we also need to answer three sub-questions:

1. Which Techniques from the MITRE ATT&CK framework are used during a ran-
somware attack?

2. Which Techniques from the MITRE ATT&CK framework are used per ran-
somware strain?

3. What is the correlation between Techniques from the MITRE ATT&CK frame-
work during all studied ransomware incidents?

3.3 Methodology

This section will describe the steps taken during this research to answer the main
research question and the three sub-questions.

3.3.1 Research question 1 - MITRE ATT&CK Techniques

To answer the first question, we need to perform multiple steps. These steps are
described in this section.

Collecting data

For this research question, a data set is used containing ransomware cases. We
especially need information about the ransomware attack’s root cause and cleaning
process. This information is required to answer the sub-questions.

The data set consists of reports from ransomware incidents handled by North-
wave CERT. These reports contain information about the incident, such as the root
cause analysis and how Northwave responded to that incident. The response is
described in a way derived from the NIST 800-61 standard.

We will need to check whether a report is suitable for the research. To determine
if a report is suitable, we will be looking at three criteria:

» Does the report describe a ransomware attack?
* Does the report describe the root cause analysis (RCA)?

» Does the report describe a documented eradication process?

If these three criteria are met, the report will be added to the data used to create
the data set. If a report does not meet all requirements, it will not be used for
this research. For example, the reports that are not added could be about other
incidents, such as Business Email Compromise (BEC).
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Creating the data set

Once we have a list of all the data used to create the data set, we will manually add
the information from the reports to MISP to build the data set. MISP will be used to
create the data set because it offers a structured way to register information about
incidents.

The data set in MISP will consist of basic incident information, such as the coun-
try and sector of the victim and the attack patterns used by the threat actors during
the ransomware attack, which correspond to the MITRE ATT&CK framework.

Processing the data set

In the previous step, we structured the selected reports. Based on this data, we
can generate the mapping based on our data set. The outcome will be a mapping
showing the number of times a MITRE ATT&CK Technique is used during the ran-
somware attacks based on our data set.

3.3.2 Research question 2 - MITRE ATT&CK Techniques per strain

Once all the selected data is in MISP, we must extract each ransomware strain.
Then, for each available strain, we will generate a mapping of the MITRE ATT&CK
framework to show the Techniques used. These mapping will show the number of
times a ransomware strain uses a Technique based on our selected reports.

3.3.3 Research question 3 - MITRE ATT&CK Techniques corre-
lation

Once all the selected data is in MISP, we need to list the Techniques and deter-
mine the likelihood of another Technique being used together. We will generate a
correlation matrix from this information to show the correlations.

3.3.4 Main research question - Improving the eradication phase

With the mappings generated from each sub-question, we will show how much in-
formation is gathered during a ransomware incident and how much insight can be
created from previous ransomware incidents. Finally, we will use this information to
create a method that explains how these insights can be generated and how they
can be used to improve the eradication phase.
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Chapter 4

Hypothesis

We hypothesize that we can improve the eradication phase of incident response for
ransomware incidents by keeping track of information about a ransomware incident,
such as ransomware strain and the 1oCs. We map the 10Cs onto the Techniques of
the MITRE ATT&CK framework. From this, we can generate different types of map-
pings which show information about the Techniques used, usage per ransomware
strain and the correlation between Techniques. These mappings give an overview
which can be used during the eradication phase, which can be used to get more
structure and guidance instead of eradicating everything or based on feeling, which
is not very reliable.

The information found during the incident needs to be put in MISP to improve
the mappings further. A Security Operation Center (SOC) can also help improve
the mappings. If a part was missed during the eradication phase, it could still be
detected by the SOC, and thus the mappings can be updated again if the new in-
formation is stored in MISP. One remark has to be made about the addition of the
SOC. It must be determined if the current or a new incident causes the alarm. Since
this has never happened before, this must be decided per alarm.

We hypothesize that the method we propose is cyclical and can be repeated
each incident, thus further improving the mappings. However, we suspect it will not
be easy to measure improvement because many variables come into play. Further-
more, the improvement of our method needs to be assessed by applying it to an
extensive set of ransomware incidents because every ransomware case is different.
However, we think that our method will improve eradication because it will give in-
sight into what has happened during previous ransomware incidents. Therefore we
think it will give more guidance and structure during the eradication phase.
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Chapter 5

Results

In this chapter, we will present the results of each sub-question and finish with the
results for our main research question.
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5.1 Research question 1 - MITRE ATT&CK Techniques

In this chapter, we are describing the results we found for our first research ques-
tions,

Which Techniques from the MITRE ATT&CK framework are used during
a ransomware attack?

We divided this question into three steps, collecting data, creating the data set, and
processing the data set.

5.1.1 Collecting data

We started with creating an overview of all the cases handled by the Northwave
CERT. For each criterion we specified in section [3.3.7 we needed to make require-
ments to test if a report matched the criteria. We made a script to classify each
report on the requirements. Through iteration, we refined the requirements, which
resulted in a list of reports we could use for our research. However, the script could
not determine the usability of the reports. It can only check if specific requirements
of criteria are present. It resulted in too many reports for this research due to time
constraints. Together with experts from Northwave, we made a more critical selec-
tion. In this selection process, we looked at the level of detail of the root cause.
When the initial access and the steps taken by the threat actor could be determined
and were clearly described, we added the report to the list. If a root cause analysis
contains more details and is more complete, we would better understand the Tech-
niques used. This process resulted in 18 reports that we used during this research.

5.1.2 Creating the data set

After the previous step, we have the data to create the data set. First, however, we
need an effective way to use the data because it is still in PDF reports. As described
in section MISP is a tool that can structure an incident’s findings. In MISP, we
stored all the l1oCs found during the root cause analysis of a given incident. Then,
we manually mapped each loC onto the MITRE ATT&CK framework. The result was
18 structured reports in MISP, which enabled us to process the reports in the next
step.

5.1.3 Processing the data set

In the previous step, we structured the selected reports. This allows us to process
the data to answer our first research question. Using the MISP API, PyMISP [32]
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and Jupyter Notebook [33], we made a script that gathers the data from MISP [34].
For the first question, we want to know all the Techniques used during the ran-
somware incidents from the selected reports. We gathered all universally unique
identifiers (UUID)s of each incident in MISP. MISP has a feature where the MITRE
ATT&CK Techniques of an incident can be mapped onto the MITRE ATT&CK frame-
work based on the provided UUIDs. The result can be seen in figure 5.1} This result
gives a clear overview of Techniques used by the threat actors in our data set. It
also gives a small insight into which Techniques we have not seen. This could result
from the Technique not being in the data set, threat actors not using the Technique
or the Northwave CERT unable to detect the Technique.

5.1.4 Mapping

Figure[5.1]shows a screenshot of the interactive mapping based on our data set. The
actual version is an interactive page within MISP showing the occurrence of each
Technique and its explanation. Each column title shows a different Tactic of the
MITRE ATT&CK framework [35]. In addition, each column contains MITRE ATT&CK
Techniques linked to the Tactic. The scale goes from white, purple, blue, green, and
yellow to red. White being never used, purple being once and towards yellow means
used more, with red being used the most. Also, the higher a Techniques is within a
column, the more it is used. We first observe the variety of Techniques used during
different ransomware incidents.

The column with the most MITRE ATT&CK Techniques used is Defense evasion.
This means it is something to look out for during the eradication phase. That Defense
evasion is seen often can happen because of multiple reasons. First, the Defense
evasion Tactic contains the most Techniques, including sub-Techniques. Because of
the wide variety of Techniques, it could be the most seen. Secondly, the Northwave
CERT could be good at finding Defense evasion Techniques during the Root Cause
Analysis. Alternatively, the threat actors could be bad at hiding their Defense evasion
Techniques. Based on the mapping of our data set, it is something to look out for
and eradicate because it occurs a lot.

The column with the least amount of items is Collection. This can happen be-
cause of multiple reasons. First, the Northwave CERT could be less good at finding
Collection Techniques during the Root Cause Analysis. Alternatively, the threat ac-
tors could be good at hiding their Collection Techniques. Based on this result, we
cannot say, the eradication of Collection can have less priority because it occurs
less. Less occurrence does not make it less critical to eradicate when it occurs.
With these mappings, we show occurrences to give guidance based on what has
happened before.
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It can be observed Data Encryption for Impact is red, meaning it happens the
most. In this case, it happened in all 18 cases in our data set. This is a result we
expect because we are looking at ransomware, which core component is encrypting
data for impact. In contrast with our previous paragraph, this result means eradicat-
ing the ransomware executable remnants should have high priority. Again, this is
because it has always happened, based on our data set.

All the information shown in figure [5.1]can be used to make more informed deci-
sions about eradicating ransomware. This is the guidance given for the eradication
phase of ransomware attacks based on previous ransomware attacks.
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Figure 5.1: The MITRE ATT&CK Techniques used by the ransomware threat actors
in the data set TEMPLATE
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5.2 Research question 2 - MITRE ATT&CK Techniques
per strains

In this chapter, we describe the results we found for our second research question,

Which Techniques from the MITRE ATT&CK framework are used per ran-
somware strain?

Using the steps taken for answering the first sub-question in section the data
of the reports is available in MISP. We made a script in Jupyter Notebook to identify
all the unique ransomware strains in our data set [34]. This resulted in the following
list.

« APT41

* Black Basta Ransomware

« BlackCat Ransomware

» Conti/ Conti Group / Conti Ransomware
+ Lockbit Ransomware / LockBit

* Phobos Ransomware

+ Sodinokibi Ransomware

» Suncrypt

» Zeppelin Ransomware

In the next step, the script gathered all the UUIDs of each MISP event and
grouped them per ransomware strain. Then, we used the MISP feature to gener-
ate the mappings.

Three of the mappings generated can be seen in figure[5.2] [5.3/and 5.4} Like in
section [5.1.4] the figures show a screenshot of an interactive mapping. The map-
pings of the other ransomware strains can be found in Appendix [Al Based on our
data set, the result is an overview of the likeliness of each of the MITRE ATT&CK
Techniques from occurring per ransomware strain.

The level of detail and, therefore, the usefulness of each mapping varies. For
example, as we can observe with the mappings of Conti in figure it contains
a lot more detail with 4 cases than the Lockbit mapping shown in figure [5.4] with 2
cases. This highlights why it is essential to keep updating the information in MISP
and mappings as more data is gathered. Otherwise, the mapping result provides
less certainty, and the result becomes less helpful during the eradication phase.
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Every mapping contains the Technique Data Encryption for Impact. Like in sec-
tion this is a result we expect because we are looking at ransomware, which
core component is encrypting data for impact.

It can be seen with which strain the Northwave CERT observed data exfiltration,
which is most likely used for double extortion. As described in section [2.1.3] Conti
is known for using double extortion, which can also be seen in our mapping in figure
5.3l

Next to showing available information, the mappings give an overview of all the
Techniques used by a ransomware strain. This information helps to improve the
eradication phase for ransomware because it gives guidance and can be used to
make informed decisions on what to eradicate.

These mappings are generated based on our data set of 18 reports. These are
example observations based on the data used to create the mappings.
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Figure 5.2: MITRE ATT&CK Techniques used by APT41 ransomware strain based
on 4 cases
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5.3 Research question 3 - MITRE ATT&CK Techniques
correlation

In this chapter, we describe the results we found for our third research question,

What is the correlation between Techniques from the MITRE ATT&CK
framework during all studied ransomware incidents?

Using the steps taken in the first sub-question in section [5.1], the data needed
is available in MISP. First, we selected and compared all the MITRE ATT&CK Tech-
niques used per event. Next, we stored the information in a table, from which we
generated a correlation heatmap. This was done by making a script using Jupyter
Notebook [34].

The final result can be seen in figure 5.5 It shows the correlation between the
Techniques without causation. The heatmap needs to be read from the vertical axis
to the horizontal axis. For example, if T1486 (Data Encrypted for Impact) [36] is
seen on the vertical axis, you see in 0.56 of the cases the use of sub-Technique
T1021.001 (Remote Services: Remote Desktop Protocol). This means that in 0.56
of the cases where T1486 (Data Encrypted for Impact) was seen, T1021.001 (Re-
mote Services: Remote Desktop Protocol) is also seen. This exciting result shows
the potential of using these mappings if the input data increases. A zoomed-in ver-
sion can be seen in figure [5.6]

Two things that stand out in figure [5.5|are the dark red diagonal and vertical lines.
The diagonal line happens because every Technique is always seen with itself. The
red vertical line is because 71486 (Data Encrypted for Impact) is seen with every
Technique. After all, it is used in all the cases in our data set, as expected for
ransomware.

Also, some patterns can be observed in the mappings. These patterns occur
because the Techniques has only been seen used together. The limited amount
of data in our data set causes this. When more data is added, the patterns could
disappear if Techniques are seen independently. Alternatively, the patterns could
stay if they are only seen together.
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Figure 5.5: Correlation heatmap of MITRE ATT&CK Techniques based on the 18
ransomware incidents in our data set



30 CHAPTER 5. RESULTS

T1486 - 011 0056 0056 0056 0.22 0.056 011
i i i ] | i i
™ — Ty ~ <o) o — ~
g 8 8 = 2 § 8 8
R g g F R F 4 d
o o o o
= = = (=

Figure 5.6: Zoom-in of the correlation heatmap of MITRE ATT&CK Techniques to
show the correlation between T1486 and T1021.001
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5.4 Main research question - Improvement

In this chapter, we describe the results we found for our main research questions,

How can the eradication phase of incident response for ransomware in-
cidents be improved based on previous ransomware incidents?

As described in section [2.3.1] the current eradication phase of the Northwave
CERT is a tailored process where an extensive scope is used to achieve the se-
curely as possible part of their mission. They prefer to eradicate more than may be
necessary to ensure no remnants of the ransomware are left behind. However, it is
unclear if this process is as quickly as possible and can be improved.

To answer our main research question, we created a method which uses the data
already gathered by a CERT to generate mappings to show the MITRE ATT&CK
Techniques used in previous ransomware incidents. Our method starts with storing
ransomware incident data, such as 10Cs, in MISP per incident. The next step is to
map this data onto the MITRE ATT&CK framework by adding the Techniques used
during the incident. After that, our scripts can be used to gather this data from MISP
and create the type of mappings shown in this research. We created a mapping that
gives a clear overview of all the Techniques used by different ransomware strains,
we created mappings for the Techniques used by each ransomware strain, and we
created a heatmap for the correlation between Techniques of all the ransomware
strains. In sections (5.1}, [5.2/land 5.3 we showed what can be seen on the mappings.
The mappings give insight into previous ransomware incidents and can be used to
make informed decisions about how to quickly and securely eradicate a ransomware
incident and get a company back to business. This will be the guidance given, and
we believe this will improve the eradication phase of ransomware incidents.
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Chapter 6

Validation

This research suggests a validation process that can be used to validate our cre-
ated method. To validate if our method improves the eradication phase, we suggest
measuring the time spent on eradication with and without the mappings generated
with our method. For this, multiple ransomware incidents are needed. One incident
cannot be used to validate if the mappings created with our method improve the
eradication phase. This is because many variables can influence the time spent on
the eradication phase for ransomware, such as the size of the IT infrastructure.

Next to needing multiple incidents to validate our method, more data is needed
to fill the mappings. If more data is available to generate mappings, the result will be
more complete mappings. If the mappings are more complete, they can be better
applied during the eradication phase of ransomware. If they can be applied better,
they can also be validated better, and it can be determined if they improve the erad-
ication phase or not. The 18 reports we used to demonstrate our method did not
produce complete enough mappings. This makes it hard to validate if our method
improves the eradication phase.

Gathering data from additional ransomware incidents would take more time than
is available for this research. That is why we propose to perform validation for future
work. However, we do suggest how to validate our method.

Start with storing available information about previous ransomware incidents in
MISP and map the MITRE ATT&CK Techniques onto this data. Use this information
to generate a base for the suggested mappings, all seen Techniques, Techniques
per ransomware strain and a correlation matrix of all Techniques. When the next ran-
somware incident occurs, fill in the findings from the Root Cause Analysis in MISP
and update the mappings. Keep repeating this process as long as the mappings
keep changing. Also, keep track of the amount of time spent on the eradication
phase for ransomware. After multiple incidents with this new method, it should be-
come apparent that the mappings do not change much anymore. At that point, it
can be assumed that the mappings are complete enough to be validated. Start us-
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ing the mappings during the eradication phase and keep track of the time spent on
the eradication phase. Compare the time spent on eradication without mappings
and with mappings. Based on this comparison, it can be determined if our created
method improves the eradication phase, does not influence the eradication phase,
or worsens the eradication phase for ransomware.



Chapter 7

Discussion and future work

In this chapter, we will discuss our research and future work related to this research.

7.1 Mappings

The mappings suggested in this research are limited to the information in MISP. If the
ransomware incident information is not correctly stored in MISP, the mappings will
fail to guide the eradication phase. Also, the mappings shown in this research are
biased because they are generated using data provided by Northwave. The ideal
solution would be a MISP instance in which more data is gathered from multiple
sources. However, the proposed method is independent of the input data set.

7.2 Validation

Due to the complicated verification method and limited time, we did not validate our
method in this research. However, we suggested a validation method in chapter [
Validation should be done, and we highly suggest it be done in future work.

7.3 Time as measurement

Time is not the best measurement to measure improvement for the created method.
The time the eradication phase for ransomware takes can vary depending on the
state and the size of the digital infrastructure of the victim. To tackle this problem
during validation, we suggested applying our method to multiple ransomware inci-
dents in chapter [6] Next to validating based on multiple ransomware incidents, we
suggest creating a method to classify the effectiveness of a performed eradication.
Time could be part of a more extensive formula that defines improvement, but we
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think the state and the size of the digital infrastructure of the victim should be taken
into account.

7.4 The next step

In this research, we created a method that can be used to gain more insight into
Techniques used with ransomware which can be used as guidance during the erad-
ication phase of ransomware. The next step is researching the most effective ways
to eradicate the found Techniques. We suggest research to classify which MITRE
ATT&CK Techniques can be eradicated by which tools or methods.

7.5 Root cause analysis

With this research, we showed the MITRE ATT&CK Techniques used during a ran-
somware attack to improve the eradication of ransomware. However, we suspect
this information could also be used to help during the Root Cause Analysis because
Eradication and Root Cause Analysis are related. Therefore, we suggest research-
ing how information on previous ransomware incidents can help the Root Cause
Analysis of a ransomware attack.



Chapter 8

Conclusions

We started this research because there needed to be better guidelines for perform-
ing the eradication phase for ransomware incidents. These missing guidelines make
it difficult for a CERT to know how to perform the eradication phase for ransomware
as securely and fast as possible. We created a method that uses the data already
gathered by a CERT to create mappings of the MITRE ATT&CK Techniques used
during a ransomware incident. These mappings showed all the Techniques used,
the Techniques per ransomware strain and a correlation between Techniques. This
gives insight into what has happened during previous ransomware attacks and can
be used as guidance during the eradication phase of ransomware. For example,
based on our data set, we saw in 0.56 of the cases Data encryption for impact was
seen, Remote Services: Remote Desktop Protocol was also seen. Due to time and
data constraints, we could not validate and measure the improvement of our method.
However, we suggested a validation method. The mappings give insight into previ-
ous ransomware incidents and can be used to make informed decisions about how
to quickly and securely eradicate a ransomware incident and get a company back
to business. This will be the guidance given, and we believe this will improve the
eradication phase of ransomware incidents.
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Appendix A

Mappings per strain

In this Appendix we show the other mappings per ransomware strain, we generated
using our method.

mitre-pre-attack | _mitre-mobile-attack v YShow all
Reconnaissance  Resource developmekitial access. Privilege escalation Defense evasion  Gredential access _ Discavery [ErTEm—— Command and contrdixfiltration Impact

Emall Addresses XSS Malicious File Accessbility AouseElevation  [IEUDETSN fetcipassud and  [SISCUILCU R Appiication Access  ARP Cache Appiication Layer | Automated Data Encrypted for
Infrastructure Features. Gontrol Mechanism Jetcishadow Discovery. Token Poisoning Protocol Exfitration Impact
Active Scanning  Botnet Cloud Accounts  AppleScript Accessbilty Access Token Abuse Elevation  ARP Cache Account Discovery  Application Access  Adversary-in-the-  [RUSCURIETER ISR MEUSAERTIEN Account Access
Features. Manipulation Gontrol Mechanism  Poisoning Token Middie Storage. Removal

Business Botnet Compromise AppleScript Account Accessibility Access Token AS-REP Roasting  Application Window  Application Archive Collected  Asymmetric Data Compressed  Application
Relationships Hardware Supply Manipulation Features Manipuiation Discovery Deployment Data Cryptography Exhaustion Flood
Chain Software

Figure A.1: MITRE ATT&CK Techniques used by Black Basta ransomware strain
based on 1 case

Pl mitre-pre-atiack | mitre-mobile-attack 1 v Vshowal
Reconnalssance Resource developmelritial access Privilege escalation Defense evasion  Gredential access  Discovery Lateral movement  Gollection Gommand and contraixfiltration Impact
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Figure A.2: MITRE ATT&CK Techniques used by Blackcat ransomware strain
based on 1 case
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MITRE ATT&CK Techniques used by Phobos ransomware strain based
on 1 case
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Figure A.4:
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