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ABSTRACT

Domain names and the domain name system (DNS) are two core technologies that pro-
vide a backbone to the internet. Domain names are often used to present websites, or for
sending and receiving e-mail. The domain name system allows for the translation from
human-readable domain names to computer-readable IP addresses. Since the introduc-
tion of this technology in the early 1980s, additional technologies have been developed
that extend or secure the DNS. Extra security settings have to be configured to ensure
domain names are up to date with current cyber security requirements. To be able to
use a domain name, it has to be registered at a licensed domain name registrar. Do-
main name registrations usually come with a yearly upkeep fee. In case a registration
is terminated, the domain will be freed for new registrations. Organizations, companies
and governments tend to own multiple, in some cases many, domain names. Oversee-
ing these domain names can be challenging. Especially for governments, often with
a highly-decentralized structure, centralized domain name management requires ade-
quate policy-making. This thesis studied how domain name management is performed
by the Dutch government.

The first contribution of this work is to identify three categories of cyber security
risks that involve domain names from the perspective of domain name owners. In
(sub)domain takeovers, adversaries gain control over a domain name that is supposed
to be in control of the victim. The risk of impersonation and typosquatting involves
adversaries that attempt to abuse domain names similar to those of their victim, with
small differences like common typing mistakes or optically similar characters. The third
category is non-compliance with current security standards. Several security standards
need to be implemented at the domain name level and are required to allow the secure
use of websites and e-mail.

The Dutch government published a wide range of policy documents that involve
domain name management. As a second contribution, this work reconstructs the policy
theory of domain name management policies in the Dutch government. In general, the
topic is seen in three policy fields: archiving, communication and security & compliance.
Policies about archiving deal with how domain names and their websites should be
collected and stored to comply with legislation. Communication policies, like a central
domain name policy, aim to make domain names clear and recognizable for citizens.
Lastly, security & compliance policies are in place to ensure governmental domain
names are resilient and compliant with current standards.

After analyzing governmental domain names in practice, several shortcomings are
identified that may impose cyber security risks. These risks can be partly attributed
to not adhering to policies, and partly to existing policies being insufficient to cover
all identified risks. A third contribution of this thesis is the use of novel techniques to
discover domain names that belong to the government.

Based on the previous findings, this thesis provides concrete recommendations for
the Dutch government which can be used to improve its domain name management.

Keywords: domain names, cyber security, public administration, DNS, computer sci-
ence, policy theory
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INTRODUCTION

1.1 TOPIC INTRODUCTION

Since the introduction of the Internet and the World Wide Web (WWWw) in the
1980s, the world engaged in an unprecedented level of interconnectedness
[50]. These technologies played a large role in globalization, with the Inter-
net accessible to about 60% of the world’s population in 2020 [45]. Although
the technical developments around the Internet are and always have been an
ongoing process, many of the technical foundations still date back to the sec-
ond half of the 2oth century. Enhancements, additions, and new technologies
have been added on top of existing technologies and protocols, allowing the
Internet community to keep up with the newest technical innovations and in-
creasing demand for connections and higher connection speeds. At the same
time, the stacked approach of Internet development has ensured backward
compatibility for legacy systems and services.

However, there are several occasions where the age of technology is caus-
ing problems. One well-known example is found within the Internet Proto-
col (IP). This protocol allows for the identification of and communication
with different computers within a network. To achieve this, systems use
unique addresses, known as IP addresses. IP is one of the fundamentals
of the Internet and has two different versions that are currently in use. The
first (and still) widespread version is the Internet Protocol version 4 (IPvy),
introduced in 1981. One problem with IPv4 is that it allows for up to 4.3 bil-
lion unique IP addresses, which is insufficient for the enormous number of
users and appliances that want to connect to the Internet. A solution for this
problem was already accepted as a standard in 1995, by means of Internet
Protocol version 6 (IPv6), which, besides other technical advancements, sup-
ports about a trillion trillion trillion unique IP addresses. The IP example is
striking because, at the time of writing, the transition toward the use of IPv6
is far from complete. For illustration, the IPv6 adoption rate in the Nether-
lands in August 2021 was measured at less than 30% [81]. This example
shows that the Internet remains highly dependent on older technologies,
even when newer and better alternatives are available.

In this thesis, the focus lies on a different, yet related, technology, which is
the concept of domain names. A domain name is a human-readable name that
can point toward specific servers or services, commonly using an IP address.
The first domain name dates back to March 1985, and, as the example above,
still depends on the same technological principles today. Domain names and
their applications currently all operate within the so-called Domain Name
System (DNS). Since its original introduction, new technologies have been
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developed that extend and secure the DNS to keep up with current require-
ments.

A possible composition of a domain name is ‘example.com’, which con-
sists of the domain name label ‘example” and the Top-level domain name
(TLD) ‘com’. While domain name labels can be freely chosen, the choice of
TLDs is limited to predefined labels and country codes. Although domain
names serve various purposes within the Internet, their primary usage is
providing access to websites in the Www. Websites are served over the HTTP
and HTTPS protocols and can be accessed by entering the domain name in
a web browser. This means that domain names are the primary gateway for
humans to access the WWW. Through the use of hyperlinks, websites can
redirect users to other domain names. These connections make up the ‘web’
and can together be observed as the largest IT communication network apart
from the Internet itself. Since domain names are primarily used by humans,
implies that human fallibility is to be regarded when assessing the risks
involving domain names. Furthermore, domain names that are not configu-
rated to meet the latest security requirements, may impose additional risks
for their users.

One fundamental property of domain name registrations is that they are
temporary. Registrations need to be renewed and annual fees need to be paid.
Whenever a domain name registration is canceled, the domain name usually
becomes available for registration again after a grace period. The aforemen-
tioned hyperlinks, however, do not disappear whenever a registration of that
domain name ends.

Registrations can be done by individuals, as well as companies and orga-
nizations. It is common for organizations and companies to uphold multiple
domain name registrations. For example, reasons for domain name regis-
trations are the maintaining of multiple trademarks, separation of various
departments with different websites, having operations in various countries
using different TLDs, or collaborations with other organizations. When the
domain name portfolio of an organization grows larger, keeping track of
these registrations becomes more difficult. Within larger organizations, mul-
tiple divisions could be registering domain names, without central commu-
nication or coordination. Maintaining oversight of the domain name regis-
trations of an organization is key to both preventing and detecting domain
name-related security risks. This problem will be the main focal point of this
thesis, which will be referred to as the problem of domain name management.

The context in which the problem is analyzed is the Dutch central govern-
ment. Due to its size and complex organizational structure, domain name
management is not trivially maintaining a list of domain name registrations.
Policies have to be in place to regulate domain name usage within its highly
decentralized structure. Domain names of government should be recogniz-
able and distinguishable from other domain names, while at the same time
being optimally configured in terms of cyber security. At the same time,
there are already several existing policy documents of the government re-
lated to domain name management that can be found online. Consequently,
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domain name management in the Dutch government is a topic that is worth
researching.

1.2 PROBLEM STATEMENT, MOTIVATION AND JUSTIFICATION

While state-of-the-art literature does discuss domain names and related se-
curity risks, no research has been conducted on the specific problem of do-
main name management. This is remarkable since the problem is not novel.
In the past few years, there have been various security incidents that can
be (partly) attributed to improper domain name management [93]. Current
research treats domain names as technologically isolated “islands’, where at-
tention is directed to the security risks of the technical properties of the DNS,
and how they could be abused [88]. A study in domain name management
should include the risks of interactions between domain names, and the
risks of having an incomplete or incorrect overview of domain name regis-
trations. Furthermore, specifically those risks affecting domain name owners
need to be considered, since security risks in the technical implementation
of DNS are not caused nor solved by implementing proper domain name
management. Risks affecting underlying DNS technologies are better suited
to be addressed by Internet researchers and DNS operators. This distinction
of risks is currently not made in the literature.

This thesis argues that proper domain name management is important
from a security perspective, because domain names are entry-level targets
for cyber attacks. Securing domain names requires a correct configuration,
as well as regular maintenance of the services that a domain name hosts.
Organizations might intend to maintain certain security standards for all of
their websites and services, yet could turn out to still be vulnerable to cyber-
attacks through unknown and unsupervised domain names. When missing
from their domain name management, domain names could turn into these
organizations” weakest links in terms of cyber defense. At the same time,
when a domain name is wrongfully part of a management system, organi-
zations expect the content and services on this domain to be managed by
them. In this case, the domain could be abused in trust-based attacks, like
the sending of SPAM or phishing attempts.

The problem of domain name management is not merely about its under-
lying technologies. Policies have to be adopted that deal with the managerial
aspects of the problem. This makes the problem an interdisciplinary one, re-
quiring academic attention for both the technological and policy issues alike.
Current policies should be further studied for possible hiatuses in mitiga-
tions for relevant cyber security risks.

The motivation for conducting this research came forth from analyzing
the resources of domain names for the Dutch government. This government
makes use of a domain name management system, of which part is made
public [76]. While investigating this domain name management system, sev-
eral shortcomings were identified that led to cyber security risks. These ini-
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tial findings sparked the research conducted in this thesis, into the Dutch
government’s approach to domain name management.

The Dutch central government is a suitable case subject for researching
governmental domain name management, due to its organizational com-
plexity and the diversity of the domain name portfolio. Firstly, the central
government consists of a large number of departments, ministries, and agen-
cies, which house various IT departments and work with various external IT
suppliers. Secondly, there is a clear distinction between central and decen-
tral governments like provinces and municipalities, whereas requirements
for effective domain name management could transcend the separation of
IT responsibilities. Lastly, the domain name portfolio is diverse in the sense
that it contains domain names under multiple TLDs and domain name reg-
istrations are managed by various organizations.

The DNs and Internet Standards, in general, have received fairly little
attention in academic literature studies in the earlier decades of the Internet.
After the usage of the Internet increased, this attention increased. That DNS
is a topic that requires academic attention, becomes clear in the 1995 work
of Bellovin. This work led to the development of the Domain Name System
Security Extensions (DNSSEC) standard, addressing critical security issues in
the fundamental design of DNS. Notably, the paper was withheld for over
four years, quoting the author: “The paper was held back - not suppressed;
no external agency applied any pressure, though there were certainly others
who were happy it was not published at the time - because it described a
serious vulnerability for which there was no feasible fix" [7]. As with the
earlier example of 1Pv6, the DNSSEC standard also lacks full adoption by the
Internet community, even though the attack vectors found by Bellovin can
still be abused when DNSSEC is not implemented in 2021 [80]. For instance,
the adoption of DNSSEC in the Netherlands was measured at 58 percent in
2023 [79].

The identification of security risks in current implementations of domain
name management, accompanied by the scarce research conducted on In-
ternet Standards and known vulnerabilities in DNS, justifies conducting this
research. The problem requires academic attention and solutions to this prob-
lem may increase the level of security of the World Wide Web in general, as
well as potentially aid governments and other organizations in improving
their domain name management approaches.

1.3 RESEARCH QUESTIONS

To further study the topic of domain name management at the Dutch gov-
ernment, a research question and three subquestions have been formulated.
The main research question is:
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RQ: How should the Dutch government implement domain name manage-
ment?

This thesis aims to provide concrete recommendations on how the Dutch
government should address the problem of domain name management. In
answering this question, a focus is laid on cyber security risks. The research
will be based on both current literature and a review of the existing domain
name management implementation.

In aid to answering the main research question, the following subques-
tions have been formulated:

SRQ 1: What are the possible security risks related to domain names?

Domain name management becomes a relevant problem when it can ad-
dress security risks related to domain names. State-of-the-art literature will
be reviewed to identify possible security risks related to domain names. The
causes and potential impact of all identified security risks will be discussed.
It is also addressed if and how proper domain name management can aid
in mitigating these security risks. Where necessary, risks are illustrated with
real-life examples in media outlets, if sufficient academic literature is miss-
ing.

SRQ 2: What is the policy theory of the Dutch central government concerning
domain name management?

To provide guidelines on how domain name management should be imple-
mented, it is key to observe the current approach regarding domain name
management. For this, the policy theory behind existing policies will be re-
constructed. A policy theory outlines the intent and thought process behind
the policies, instead of merely evaluating policy outcomes. This rationale can
be used to assess if and to what extent the policy mitigates the security risks
that have been identified.

SRQ 3: How is domain name management executed within the Dutch central gov-
ernment in practice?

The current policies on domain name management are already executed in
practice by the Dutch central government. To assess the performance of these
policies, their policy outcomes have to be evaluated. To this extent, technical
methods are used to obtain a governmental domain name overview. Out of
the identified shortcomings in the current approach, common risks will be
extracted. These risks are used in the recommendations on how the current
policies could be improved in the future.

1.4 STRUCTURE

The remainder of this thesis is structured as follows. In chapter 2, a back-
ground study into the technical context of domain names and the Domain

6
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Name System is provided. Then, the possible security risks involving do-
main names are researched in chapter 3. A review of current policies re-
garding domain name management by the Dutch central government is con-
ducted in chapter 4. The effectiveness of this policy is measured, by analyz-
ing policy outcomes in practice in chapter 5. Finally, the main conclusions,
recommendations and discussions are given in chapter 6, followed by the
bibliography of sources on which this thesis was based.

7



BACKGROUND ON DNS

2.1 INTRODUCTION

In this chapter, a background study into domain names and the DNS is con-
ducted. Understanding these concepts is key to identifying the main incen-
tives and challenges for domain name management. Next to a description
of the operation of DNS, works are included that describe alternatives for or
extensions to the DNS, which might be part of the specification in the future.

2.2 METHODOLOGY

The methodology for the selection of literature is as follows. For domain
names and the DNS, the Internet Standards defining these concepts were
studied. These Internet Standards are described in Requests For Comments
(RFCs). RFCs play a fundamental part in Internet governance as they are the
vessel to propose, discuss and eventually accept new Internet Standards.
The processes around RFCs are supervised by the Internet Engineering Task
Force (IETF) [44]. The format and procedures around RFCs are different from
regular academic literature, yet new Internet Standards are not accepted be-
fore experts from both academic and industrial backgrounds have had the
opportunity to review and improve the proposals. These strict and transpar-
ent procedures make the documents suitable sources for this background
review. Technical implementations in practice might differentiate from the
definitions in the RFCs, yet this cannot lead to significant functional differ-
ences between DNS implementations. Table a.1 in Appendix a contains an
overview of RFCs related to DNS that contributed to the specification and
the description in this chapter.

The background review is extended with various works of academic lit-
erature, which were selected from the academic search engines Scopus and
Google Scholar. The used keywords were ‘DNS’, “domain names’, ‘domain
name system’, combined with ‘alternatives’, ‘extensions” and a combination
thereof. Works were selected that introduce the technical concepts or dis-
cuss relevant extensions and alternatives for the DNS. Any relevant works
cited by these papers were selected as well. Excluded are works on brand
protection and market analyses, dated articles on potential DNS alternatives
that did not result in any traction by the Internet community, and techni-
cal papers that address technical fundaments outside the scope of this the-
sis. Lastly, works that specifically address security risks related to domain
names, will be discussed in chapter 3.
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2.3 RESULTS

The concepts of domain names and their overarching DNS find their origin
in two accepted Internet standards, RFC 1034 and RFC 1035 [62, 63]. These
two standards have been in place since 1987, having received only minor
updates through newer accepted RFCs. This means that the core concepts of
DNS and domain names have not significantly changed over time.

In this section, firstly the technical description of domain names will be
continued, as was stated in the introduction. Then, the focus is laid on the
topic of DNS in the second subsection.

2.3.1  Domain names

In the introduction, ‘example.com” was used as an illustration of the con-
cept of domain names. It was explained, that this domain name consists of
the domain name label ‘example” and top-level domain ‘com’. In its current
form, the domain name is a partially qualified domain name (PQDN) as well
as an apex, bare or naked domain name. The domain name is partially qualified
because a fully qualified domain name (FODN) should end with a trailing dot
(‘example.com.”) to indicate the so-called empty ‘root” label. The trailing dot
is usually omitted in user interfaces to save typing [62], however, it should be
taken into consideration that software may accept both PQDNs and FQDNs
and may treat them differently.

The example domain name is apex, bare or naked, since it does not contain
a subdomain. A subdomain implies the use of an additional sublabel in front
of a domain name. For instance, in the domain name ‘ex2.example.com’, ‘ex2’
is a second-level subdomain label for the domain name ‘example.com’. It is
also possible to have higher-order subdomains, e.g. a third-level subdomain
‘ex3” in the previous example results in ‘ex3.ex2.example.com’. Subdomains
are hierarchically subordinate to their higher-order domain names, yet may
point towards different services and websites. A common subdomain label is
‘www’, which was first introduced as the subdomain where websites could
be presented on the World Wide Web. The original idea was that different
services would operate behind different subdomains. However, due to the
dominance of the World Wide Web over other services, it is now common to
serve websites also on the apex domain.

2.3.1.1  Top-level domain names and ICANN

TLD registrations and the application process are governed by the Internet
Corporation for Assigned Names and Numbers (ICANN). Various types of
TLDs exist, whereas the most prominent are country code top-level domain
names (ccTLDs) and generic top-level domain names (gTLDs). ccTLDs consist
of two characters and are allocated to regions, countries, and territories that
are represented by a country code. If a country ceases to exist, the accom-
panying ccTLD is also discontinued, for example, the ccTLD ‘.an’ of the
Netherlands Antilles was removed in 2015, five years after the country was
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dissolved [99]. A second example is the top-level domain of Tuvalu, which
is a small island country in the Pacific Ocean. Since its country code is ‘tv/,
the TLD is frequently used in the context of television broadcasts around the
world. However, the country is under threat of permanent flooding due to
climate change, which may cause the country to disappear into the ocean. It
has been announced that the TLD could be dissolved in this case [31].

gTLDs are top-level domains of at least three characters that serve various
clients and purposes. In the early years of the internet, only a few gTLDs
were assigned, serving specific purposes, for example, “.com’ for companies
and “.edu’ for educational institutions. In the last decade, gTLD registration
has been opened for custom labels and since then over 1000 gTLDs were
registered for trademarks, cities, popular keywords, et cetera. Registration
of a gTLD is subject to significant license fees, as well as high-standard tech-
nological requirements [41].

2.3.1.2 Domain name registrations

Within a top-level domain, domain names can be registered. Every TLD is
assigned to a responsible organization, which is known as the registry of
that TLD. Registries may provide licenses to registrars, allowing them to reg-
ister domain names within that specific TLD. Clients of registrars can be
both companies and individuals that want to register domain names. These
clients are the final domain name owners, or registrants. Registries may set
specific requirements for registration, for instance requiring citizenship of
the country. They can also restrict their TLD for public registration entirely.

The registry maintains a database of the domain name registrations along
with information about the registrant, often including contact details. Most
TLDs make it possible to access part of this registration information, which
allows end-users to verify who owns a specific domain name, and how to
contact them. This information is usually accessed through the WHOIS pro-
tocol, which represents the information in a human-readable fashion. An
upcoming improvement of the WHOIS protocol is the Registration Data Ac-
cess Protocol (RDAP), which defines a computer-readable format for domain
name registration information, among others. A recent study [53] has shown
that the amount of information disclosed through these protocols has been
reduced since the European privacy regulation (GDPR) became effective in
2018. This means that especially for domain names registered by individuals,
personally identifiable information can no longer be retrieved through these
protocols.

Certain TLDs only accept registrations under predefined domain names,
instead of directly within the TLD. These domain extensions are also known
as second-level domain names or public suffixes. Domain names registered
by commercial entities in the United Kingdom, for instance, usually end with
‘.co.uk’, instead of with “.uk’. The Mozilla Foundation maintains a public
suffix list as a community resource’. In this case, ‘.co.uk” acts as the de facto
top-level domain, even though technically ‘co’ is a domain name within the

1 https://publicsuffix.org/
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‘uk” TLD. The list is for instance used by internet browsers to apply extra
security and privacy measures to public suffixes, which are also applied to
regular TLDs. In recent years, the registry of “.uk’ also started accepting
registrations directly within the ccTLD.

In case of termination of a domain name registration, the domain name
goes into a grace period, or quarantine. The length of this period is to be de-
termined by the registry. During this period, only the previous registrant can
request to restore the registration. Once the period has ended, the domain
name becomes available for regular registration again.

2.3.1.3 DNS Resource Records

The pointing of a domain name to a specific service is done using DNS
Resource Records. Resource Records are set for a specific domain or sub-
domain and come in various types. Every type serves a specific purpose
in the Domain Name System (DNS). For instance, Resource Records of type
‘A’ point to IPv4 addresses of that domain name and type ‘AAAA’ to IPvé6
addresses. Most Resource Records can be specified multiple times, which
might serve useful for purposes of load-balancing or redundancy. The free
format record type “TXT” supports plaintext strings as values, which is lever-
aged by the specifications of several Internet Standards. Resource Records
are defined with a Time-To-Live (TTL) value, allowing a user to cache values
for a specified time and decreasing the load burden on the DNS. Records are
also assigned a CLASS value, which is commonly ‘IN” for the Internet. List-
ing 2.1 contains a snippet of the DNS zone of ‘example.nl’, where every row
contains the domain name, TTL value, CLASS, type and lastly the record’s
value.

example.nl. 3600 IN SOA ex1.sidnlabs.nl. hostmaster.sidn.nl. 1085 [...]
example.nl. 3600 IN CAA o iodef "mailto:abuse@sidn.nl"

example.nl. 3600 IN CAA o issue "sectigo.com"

example.nl. 3600 IN MX o .

example.nl. 3600 IN TXT "v=DKIM1; p="

example.nl. 3600 IN TXT "v=spf1 —all"

example.nl. 3600 IN TXT "You may use this [...] without prior consent."
example.nl. 3600 IN AAAA 2a00:d78:0:712:94:198:159:35

example.nl. 3600 IN A 94.198.159.35

example.nl. 3600 IN NS ex1.sidnlabs.nl.

example.nl. 3600 IN NS ex2.sidnlabs.nl.

Listing 2.1: Sample of the zone definition for example.nl

2.3.1.4 Internationalized Domain Names

Domain names are represented in the American Standard Code for Infor-
mation Interchange (ASCII) character encoding. This encoding is limited to
the use of Latin-script letters in the English alphabet and Arabic numerals,
and thus does not support the many alphabets used in the world, nor any
diacritics. A more extensive character encoding is Unicode, which incorpo-
rates a wide range of scripts worldwide, as well as symbols and emoticons
or emojis. To be able to use Unicode in the ASCII-encoded domain names,
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an additional standard was defined in RFC 3492 named Punycode [11]. Pun-
ycode provides the possibility to represent Unicode strings in ASCII, thus
allowing registration of domain names in local scripts. A domain name us-
ing Punycode is called an Internationalized Domain Name (IDN).

While Punycode, in theory, supports the entire Unicode character encod-
ing, the usage of symbols in domain names is limited by RFC 5892 through
the IDNA2008 protocol [21]. For instance, this protocol restricts the usage of
emojis in domain names [42]. In practice, however, various top-level domain
names support Punycode while not respecting the IDNA2008 protocol, mak-
ing it possible to register domain names that contain emoticons. An example
of this is the ccTLD ‘“.ws’ of Samoa [17].

In 2010, ICANN enabled the first IDN top-level domain names, first giving
priority to translations of existing ccTLDs. Since 2012, it is also possible to
register new gTLDs that make use of IDN characters at ICANN [40].

2.3.2  Domain Name System

The Domain Name System, or DNS, is the core system that translates a
domain name into the corresponding Resource Records, most significantly
IP addresses. If a user wants to use a domain name to access a website, for
instance, the user issues a DNS request to retrieve this IP address. Once the
IP address is retrieved, the user sets up a connection to access the website.
Servers that hold Resource Records for the DNS are called name servers.

In simplified form, this resolution from domain name to IP address is done
as follows. Consider a user that requests the IP address for the domain ‘ex-
ample.com’. The DNS request of the user is issued to a DNS resolver, which
is a server dedicated to handling DNS requests. For instance, it is common
for Internet Service Providers (ISPs) to provide a DNS resolver. The user’s
Internet modem is configured with the IP address of their resolver of choice.
The DNS resolver, in turn, has stored the IP addresses of one or multiple root
name servers. The root name servers are the top level of the hierarchical DNS.
The resolver relays the user’s query to one of the root name servers. The root
name server does not know the IP address of ‘example.com’, but does know
the name server of the top-level domain ‘com’, and returns the IP address
of this name server. The DNS resolver relays the query to the ‘com” name
server, who still does not know the IP address, but does know the domain of
the name server that knows it, and returns that to the resolver. This process
is repeated until the name server that does know the IP address of ‘exam-
ple.com’ is queried. This name server is called an authoritative name server for
‘example.com’. The authoritative name server returns the IP address for ‘ex-
ample.com’ to the DNS resolver, which in turn returns this to the user. The
DNS query is completed. In practice, DNS resolvers implement a caching
mechanism that allows them to store DNS responses for a specified time.
This reduces the number of queries and thus the load of the DNS in general.

The decentralized design ensures that every name server only has to hold
a portion of the information that the DNS contains in total. Every name
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server has stored its information in a so-called zone file, and the root name
servers of the hierarchical structure are defined in the root zone file [38]. The
root zone file is managed by Internet Assigned Numbers Authority (IANA),
a department of ICANN.

2.3.2.1 DNSSEC

As mentioned in the introduction, literature has identified significant secu-
rity flaws in the original design of DNS. The original design was vulnerable
to spoofing attacks that involved the injection of malicious Resource Records.
In turn, this could be abused to intercept website connections and sent e-
mails. These flaws have since then been addressed through improvements
in wide-used DNS implementations, as well as through a new Internet Stan-
dard called DNSSEC [5]. This standard is currently defined in RFC 4033 [4].
DNSSEC allows registrants of domain names to digitally sign the informa-
tion included in the Resource Records of those domain names. To this extent,
it uses a public-private key infrastructure, in which every layer of the DNS
has to broadcast a signature to its parent layer. The result of this effort is
a top-down chain of trust, which means that DNS resolvers can verify the
content of received Resource Records. The top-down approach of DNSSEC
implies that it can only be enabled for individual domain names for which
the TLD is signed. In June 2022, 1372 out of 1487 existing TLDs were signed
using DNSSEC [43].

It should be noted that DNSSEC only attributes to the security of the DNS
if two conditions are met. Firstly, the registrant of a domain name has to add
a signature to its domain name, and all hierarchical layers above it have to be
signed as well. This includes the TLD and the root node. Secondly, the DNS
resolver of the end-user must verify if the signatures match the content of the
received Resource Records, and reject the response otherwise. As DNSSEC is
far from fully deployed in the DNS, the exploitation of several vulnerabilities
remains theoretically possible [79].

2.3.2.2 DNS Alternatives

The core concepts of the DNS have not been fundamentally altered since its
introduction in the 1980s. There have been several works that discuss the
core design of the DNS and propose alterations or alternatives to the current
DNS. These proposed alternatives are discussed below and it is explained in
what way they differ from the current implementation.

DNS over TLS (DoT) [14, 35] is an adapted version of the current DNS
implementation, which sends DNS traffic over an encrypted channel. A sig-
nificant downside of regular DNS, is that its traffic is by default unencrypted.
This means that even when an end-user only uses the encrypted Hypertext
Transfer Protocol Secure (HTTPS) protocol to access websites, the DNS can
still reveal which domain names are requested by the user [95]. When us-
ing DoT, the content of the DNS traffic can no longer be viewed by external
parties.
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Another alternative that aims for improved client privacy is DNS over
HTTPS (DoH) [8, 32]. DoT and DoH are similar, yet have been developed
independently. DoH makes use of the Hypertext Transfer Protocol Secure
(HTTPS) protocol as its “vessel” over the internet. HTTPS also relies on TLS for
encryption, just like DoT. The difference between the two alternatives is that
in DoH, DNS traffic will be indistinguishable from regular HTTPS requests.
DoT, on the other hand, is transmitted over a different port-channel and thus
could be detected and filtered from other traffic. However, DoT operates
with less overhead as it does not have the overhead of the HTTPS protocol.
In any case, if implemented correctly, both alternatives would be effective
solutions to the information leakage of the current DNS. Both alternatives
have been accepted as Proposed Standards by the IETF community and thus
can be implemented in practice.

More recent alternatives that have been considered, are variants of leverag-
ing DNS on blockchain technology [51, 60]. Blockchain is considered a poten-
tial solution for future DNS implementations, due to its decentralized nature
without the need for trust in a central institution. In ‘classic’ DNS, there are
various stakeholders that require trust, for example, the registries of every
TLD, the ICANN as distributor of TLDs, and the IANA as the maintainer of the
root zone file. Another use case could be leveraging the immutability of the
blockchain to prevent tampering with Resource Record values. End-users
could verify these values directly on the blockchain ledger, without having
to verify signatures as with DNSSEC. These alternatives have only been the-
orized in the last few years, and are far from being adopted as standards. It
is, therefore, unlikely that blockchain technology will be implemented in the
next few years in the context of DNS, yet it might play a larger role in the
future.

2.4 CONCLUSION AND DISCUSSION

In this chapter, the technological concepts of domain names and the DNS
have been introduced and explained. Knowledge of the technological con-
cepts is useful to perceive the complexity of domain name management and
can be used to design solutions that conform to the technical properties of
DNS.

It has been identified that alterations and alternatives to DNS have been
proposed or are currently in development. This means that the problem of
domain name management as discussed in this thesis, might be of different
concern in these alternative systems.

However, while alternatives may make use of different technologies or pro-
tocols, none of the alternatives appear to propose a situation where domain
name management is no longer required. It is expected that the problem
remains relevant, even if another implementation would become the new
standard.
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SECURITY RISKS IN DOMAIN NAMES

3.1 INTRODUCTION

Cyber security risks and incidents are actual topics in recent years. Media
outlets regularly publish articles about cyber attacks and data leaks, and se-
curity researchers report about newly found vulnerabilities in existing tech-
nologies. Domain names and the DNS are no exception to this, regularly
reported either as the cause of a vulnerability or the target of a cyber attack.
Domain name management could play a role in the mitigation of security
risks. Having an overview of the domain name portfolio allows for continu-
ous security monitoring and scanning of all connected systems. Irregularities
and misconfigurations within these systems or the DNS could be more easily
detected, decreasing the chance of successful cyber attacks.

Before determining how domain name management could be employed
for this end, it should be determined which risks are related to domain
names and the DNS. To this means, a review of relevant literature is con-
ducted. From this review, possible risks related to DNS and domain names
are abstracted. The risks are classified into different categories and the po-
tential impact of every risk is discussed. This will be used to answer the
following sub research question: SRQ 1: What are the possible security risks
related to domain names?.

3.2 METHODOLOGY

For the identification of risks, a review is conducted of academic literature
that discusses risks related to domain names and DNS. A literature review
is deemed sufficient, since the DNS is a mature technology that has received
sufficient attention from academics in recent years. It is deemed unlikely
that other methods, like expert interviews, would expose other risks than
those already discussed in the literature. Nevertheless, it remains possible
that there reside other risks in the DNS that are currently undiscovered.

The documents for the review were selected from Scopus and Google
Scholar using multiple query words, ‘DNS’, ‘risk’, “vulnerability’, ‘weakness’,
‘domain name’, and combinations thereof. Several documents detailing secu-
rity risks were already identified during the review conducted in chapter 2.
An additional search is conducted on Google Search, to identify relevant
news articles in media outlets on this topic. Lastly, several of the RFCs on
DNS contain security considerations or propose security standards. Where
relevant, those RFCs are included from Table a.1 in the review.

An initial observation of the obtained literature is that current research
does not distinguish between risks that are affecting domain name holders
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and risks that are affecting the DNS. In other words, not all risks identified in
literature can be solved by, nor are directly relevant to, domain name holders.
Since the issue of domain name management relates to the perspective of the
domain name holders, only those risks that affect them should be included.
It is expanded upon which risks are and which are not included. Further-
more, several real-life examples observed in media outlets are included that
illustrate the identified risks.

The papers that discuss risks for domain name holders, are found to be
categorizable into three risk areas. These categories are based on the cause
of the associated risks, and the actor that is directly affected. An overview of
this categorization is shown in Table 3.1. The three categories will be shortly
addressed, after which the excluded risks are discussed.

The first category is (Sub)domain takeovers. This categorizes risks that would
gain an adversary (partial) control over a domain name held by the victim.
The cause can both be of technical origin [74], improper domain name man-
agement [87, 93] or excessive trust in external domain names [37]. For all
causes holds, that the origin of these risks lies with the domain name owner,
which made a mistake in its domain name management.

Category Vulnerable actor | Attack vector

(1) (Sub)domain | Domain owner Owner lets domain name expire
takeovers or configured outdated records
(2) Impersonation | Domain users User is fooled to use malicious
and typosquatting domain name

(3) Security | Domain owner Owner does not implement op-
Standards non- tional yet security-wise funda-
compliance mental standards

Table 3.1: Categorization criteria for the three risk categories related to domain
names from the perspective of domain name owners

The second category is Impersonation and typosquatting. Risks in this cate-
gory all relate to an adversary impersonating a victim through the use of
domain names. The main distinction with the first category is that the do-
main names of the victim are not directly targeted, but instead the users that
make use of the victim’s services. Impersonation can be done through the
reliance on user error when typing domain names [47, 64, 68, 86], abusing
optically indistinguishable characters in Internationalized Domain Names
[88], or the use of other generic domain names that do or do not contain a
reference to the victim [47]. While the cause of the risks lies with domain
name users, this also affects domain name owners. Users are under the im-
pression they interact with a genuine website, and thus the reputation of the
domain name holder is at stake.

The third and final category concerns Security Standards non-compliance.
This entails non-compliance to any security standard that is addressed at
the domain name level. Examples are the use of domain names in Transport
Layer Security (TLS) certificates for encrypted communication [23, 82] and
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security standards defined using DNS Resource Records [4, 12, 30, 48, 49, 66].
This category differs from the first category, because they are not caused by
an owner’s mistake, but instead by the lack of implementation of an optional
or additional security mechanism. Where it could be argued that a domain
name owner should be blamed for not adhering to current standards, its
cause is fundamentally not stooled on a configuration mistake as with the
first category.

Then, several risks affect the DNS technology, but do not affect or can-
not be addressed by individual domain name owners. These are not in-
cluded in this risk review, since it is focused on domain name owners.
These include risks affecting the availability, where the DNS is abused for
Distributed Denial-of-Service (DDosS) attacks using DNS amplification [3, 55,
56, 83]. Whereas DDos attacks could be targeted toward individual domain
name owners, mitigations against this kind of attack have to be implemented
on the DNS or IP routing levels. Another out-of-scope security risk is the oc-
currence of junk records in zone files [85]. These kinds of records indicate
misconfigurations at the operator of the zone file, rather than the domain
name owners. The last type of risk excluded in this chapter is anything re-
lated to privacy concerns for end users, where the end user is not conform-
ing to the most recent security standards [83]. In those scenarios, end users
could remain vulnerable to the risks in category 3 even when the domain
name owner has implemented all relevant security standards.

The risks will also be discussed from an operational security perspective,
to provide more insight into how these risks could be abused in practice.

3.3 RESULTS

The identified risks have been divided into three categories. These categories
are separately discussed in the following subsections.

3.3.1 (Sub)domain takeovers

There is spoken of a domain or subdomain takeover, when an adversary can
take over a domain name registration or can make an existing domain name
registration connect to the adversary’s service. There are various methodolo-
gies on how this could be achieved.

In case of an (unintended) expiration of a domain name registration, any
adversary could register the domain name once the quarantine period has
ended. This may have various implications. In the first place, if users of the
previous registrant’s website still assume the domain name is owned by that
registrant, the user can be tricked into submitting personal details to the
new website. Secondly, if the taken-over domain was usually receiving mail,
it is possible that unaware end-users still send e-mails to this domain, which
could result in data leaks [87]. Lastly, if e-mail addresses using the domain
were used for authentication services on other domain names, it can be pos-
sible to take over these accounts, for instance by using the password reset
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functionality. This method has also resulted in data leaks in practice [93]. A
final possibility is that the taken-over domain was used on other domain
names, for instance for including media content or functional scripts. In this
case, the adversary could inject arbitrary information into existing websites,
possibly targeting the users of these other websites [37]. Webpages contain-
ing a hyperlink toward the domain name would now link to the adversary’s
website. Hyperlinks that stop working due to domain name expiration de-
grade the functional purpose of the website. This phenomenon is also known
as link rot [59].

A more complex cause of domain name takeover is when the registrant’s
account at the accompanying registrar is compromised. This would give the
adversary access to the tools to change the domain name’s Resource Records,
or even transfer it to a different registrar. In even more extreme situations,
a registrar could be compromised in itself, which would give the adversary
access to all domain names registered under that registrar.

Secondly, there is the possibility of domain and/or subdomain takeovers
based on outdated Resource Records [74]. In this situation, the domain name
registration is still held by the original registrant. However, the specified Re-
source Records of that domain name are pointing toward IP addresses or
other domain names that are no longer under the control of the registrant.
An adversary can take over these (sub)domains by taking control of the spec-
ified IP address or domain name, and start accepting traffic from the specific
(sub)domain. This way, end-users could be tricked in a similar fashion as
was observed with expired domain name takeovers.

The possible impact of (sub)domain takeovers depends on what the origi-
nal use case of the domain name was, and how many users were dependent
on the domain name. Takeovers pose a significant risk as long as the original
domain owners do not notice the issue, and still assume they are in control
of the domain name. Furthermore, end users cannot fully verify whether a
domain name is taken over, since the domain name appears genuine and has
not been altered from earlier genuine usage.

3.3.2 Impersonation and typosquatting

The second category of risks is composed of impersonation and typosquat-
ting. In comparison to the preceding category, this category of risks is based
on the human fallibility of the end-user. This implies that given that an end-
user has sufficient technological knowledge, they would be able to differen-
tiate impersonated use of domain names from the genuine organization that
is being impersonated.

Impersonation refers to the usage of domain names by an adversary with
the purpose to impersonate an existing website or organization. For example,
the adversary could register the same domain name label under a different
Top-level domain name. Furthermore, they could register a domain name
that contains the impersonated organization’s brand name together with
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generic keywords such as ‘services’ or ‘mailing’, which might not be rec-
ognized by the user as an impersonation attempt. This approach is known
as combosquatting [47]. Even domain names that are unrelated to the im-
personated organization could be used in impersonation attacks. The legiti-
macy of these domains could be increased by presenting a copy of the real
organization’s website or sending out e-mails using the organization’s mail
template.

Several techniques exist that rely on the misspelling of domain names by
users. This is generally known as typosquatting [64, 86], where an adver-
sary registers variants of the real organization’s domain name, containing
common spelling mistakes, like the change of one character to an adjacent
character on the keyboard. Other techniques are: the abuse of phonetic vari-
ations, or soundsquatting/homophone-based squatting [47, 68], the abuse
of bit-flip errors in computer programs, or bitsquatting [67], and the abuse
of visually similar characters, or homograph-based squatting [33]. End-users
that make these kinds of typing mistakes, would end up navigating to the
adversary’s domain name, or sending an e-mail to the misspelled domain
name. An example of each of these types is included in Table 3.2.

Example domain Type of squatting attack
utwente.nl Original domain, no attack
utwentee.nl Typosquatting

utwenve.nl Bitsquatting

youtwente.nl Soundsquatting/Homophone-based

squatting
utwente-mailings.nl Combosquatting
utwenie.nl Homograph-based squatting

xn-twente-okh.nl (utwente.nl)' | IDN-based homograph-based squatting

Table 3.2: Examples of possible squatting attacks on domain names [88]

A more advanced method of homograph-based squatting is abusing In-
ternationalized Domain Names (IDNs). Various Unicode characters share the
same optical appearance but are seen as different by computer interfaces [88].
For example, the Greek omicron, which is visually identical to the Latin let-
ter ‘0" in most fonts, could be used in this kind of attack. By swapping one
or more characters of an existing domain name with an optically identical
character, the adversary would be able to register a domain name that is
optically identical to the impersonated organization’s domain name.

The possible impact of impersonation attacks is highly comparable to
those of domain name takeovers. The difference lies in the need for an end-
user mistake, either by making a typing mistake when entering a domain
name, or by not recognizing a domain name that is normally used by the

The .nl TLD currently does not offer IDN domain name registration, making this a theoretical
example.
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organization it impersonates. Organizations can implement preventive mea-
sures for impersonation by using monitoring services that detect the usage
of their brand names in domain name registrations, or by preventive regis-
tration of common typing mistakes of their domain names.

3.3.3 Security Standards non-compliance

Various accepted Internet security standards are directly related to, or imple-
mented at the domain name-level. Non-compliance to these standards does
not imply that the domain name is directly vulnerable to cyber attacks. How-
ever, it may enable adversaries to exploit the known cyber risks that these
standards aim to address. The main security standards are discussed, as well
as the possible disadvantageous outcomes of non-compliance.

First, the role of domain names in TLS certificates is regarded [82]. TLS
certificates are digital certificates that can be used to set up secure internet
browser connections and transactions. Certificates are provided by Certificate
Authorities (CAs), which are organizations provided with the trust to issue
these certificates according to high security standards. Certificates can be is-
sued for domain names, allowing for secure communications between users
and the domain name. One common use is through the HTTPS protocol [23],
in contrast to the insecure HTTP protocol. Domain names that do not pro-
vide a TLS certificate do not support secure connections, which could ex-
pose the contents of the information exchanged between the user and the
domain name. If a domain name presents a certificate that is issued for a
different domain name, or a certificate that is not provided by a recognized
CA, browsers or connection software usually warns the user of an insecure
connection.

TLS certificate compliance is reasonably high on the Internet, and the us-
age of HTTPS instead of its insecure alternative is becoming more common.
Using the CAs as trust anchors for TLS certificates has been going well in
general, with incidental exceptions like the DigiNotar incident [61].

Then, the security standards that are to be adopted through and config-
ured in DNS Resource Records are considered. Firstly, the earlier discussed
DNSSEC extension to DNS [4]. This standard addresses security issues in the
fundamental design of DNS. Non-compliance to the standard can theoreti-
cally make the users of these domain names vulnerable to the known vul-
nerabilities in the DNS design, most significantly to cache poisoning attacks
[2]. Even though other measures have been taken to make these attacks less
likely to be successful in practice, new attack vectors are still being discov-
ered in the present day [80]. Adoption of the DNSSEC standard is possible
as long as the higher-order parts of the domain name (in most cases the TLD
and the root zone) have been signed with a DNSSEC signature.

Then, there are three security standards related to sending e-mails from
a domain name, which are SPF, DKIM, and DMARC [12, 48, 49, 66]. The stan-
dards restrict which servers are allowed to send e-mail on its behalf, and
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prevent tampering with the e-mail once it has been sent. Implementing these
standards prevents the domain names from being used in unauthorized e-
mail sending, since receiving mailboxes can verify if the sender was autho-
rized to use a specific domain name. The standards are required since the
e-mail standard by default does not implement any authorization methods.
Thus, in theory, e-mail can be sent from any arbitrary domain name not
implementing these standards. It has been observed that non-compliance
increases the chance of usage of those domain names in SPAM attacks [27].

Lastly, there is the Certification Authority Authorization (CAA) standard
[30]. This standard can be used to specify which Certificate Authorities are
authorized to issue TLS certificates for the specific domain name. By autho-
rizing a subset of CAs, the chances of misissueing certificates decrease, and
the domain name owner will be notified in case of an invalid certificate re-
quest. It should be noted that the standard does not cover situations where
a CA in itself would become malicious, as in the case of DigiNotar [61], since
it could simply ignore the value of the CAA record.

The possible impact of non-compliance to any of the preceding security
standards depends on which of the standards are not complied with. Every
standard addresses different security risks and although it is best to comply
with all accepted standards, non-compliance will not always directly make
a domain name vulnerable to cyber attacks. A benefit of security standards
is that the level of compliance can be relatively easily measured, for instance
by checking the presence of the required DNS Resource Records. This makes
it easier to assess the risks that a domain name may still be exposed to in
terms of security standard non-compliance.

3.4 OPERATIONAL SECURITY PERSPECTIVE

The identified risk categories illustrate ways in which domain names may
cause cyber security issues. However, they cannot be directly translated into
real-world attack scenarios by criminals. In this section, it is aimed to provide
insight into which ways these risks could be operationalized in cyber attacks.

The principal scenario where all three risk categories could be abused is
in social engineering attacks. Social engineering is an attack methodology
that aims to abuse human fallibility. Domain names can play a large role in
this methodology, as adversaries could for instance host a malicious website
on either taken-over (category 1) or impersonating domain names (category
2) that are similar to a genuine website. Users could be tricked to provide
sensitive information that may be used to gain further access to an organiza-
tion’s systems. Apart from websites, domain names could also be spoofed in
e-mail phishing campaigns. Especially when domain names have not config-
ured e-mail security standards (category 3), this is a likely scenario. In these
cases, the abuse of domain names is purely for obtaining an entry point to
underlying systems.
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A secondary scenario that could lead to a successful cyberattack is when
domain names are misconfigured (category 3) to the extent that they ex-
pose sensitive information. Misconfigurations could make underlying ser-
vices more vulnerable to direct attacks, for instance when internal services
are exposed to the internet by accident. Also in this scenario, domain names
would act as an initial entry point for these attacks.

The last scenario was already discussed in category 1, when expired do-
main names are re-registered to intercept sensitive e-mails that may still be
sent to old contacts. It is known that this attack scenario has been success-
fully executed in practice [93].

Summarizing, it can be said that the identified risks can be abused in
practice. However, they are most likely to serve as an initial point of entry,
after which other security issues of underlying systems need to be abused to
make an attack a success. Nonetheless, it is still important to mitigate these
risks, as they limit the points of entry an attacker may have.

3.5 CONCLUSION AND DISCUSSION

Having regarded the literature that identifies risks tied to domain names, an
answer can be provided to the first subquestion: SRQ 1: What are the possible
security risks related to domain names?. Three risk categories have been derived
from the literature that directly relate to domain names, (1) (Sub)domain
takeovers, (2) Impersonation and typosquatting, and (3) Security Standards
non-compliance. Where necessary, these risk categories have been illustrated
with real-life examples from articles by media outlets. The typology of risk
categories will aid in further assessing the problem of domain name man-
agement, as it is now possible to test current domain name management
approaches on their mitigation of these risks.

Discussing the results presented in this chapter, it has to be considered
that the amount of academic literature on the subject is limited. This led to
the inclusion of at least one work that is still in press at the time of writing.
Furthermore, it could be that not all possible risks have been discussed in
academic literature yet, and thus are missing out from the proposed typol-
ogy. The investigation of articles in media outlets, however, has not shown
risks that could not be attributed to one of the three categories. Lastly, it
remains possible that undiscovered risks reside in the DNS technology that
might affect domain name holders as well.

A second point of discussion is the typology of the third category, non-
compliance with security standards. One could argue that it is not non-
compliance that poses a risk, but instead, the various security vulnerabilities
that those standards aim to address. However, it is argued that in the context
of domain name management, it is more relevant to address risks from the
perspective of the domain name owners. In this case, the risk for domain
name owners lies in not implementing the latest security standards for their
domain names. Risks that reside in the technical implementation of DNS,
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like amplification attacks, are more relevant for DNS operators and internet
researchers instead.



DOMAIN NAME MANAGEMENT IN DUTCH CENTRAL
GOVERNMENT

4.1 INTRODUCTION

In this chapter, a close look is taken into the policies concerning domain
name management at the Dutch central government. The aim of this chapter
is to understand the reasoning behind the current policies and determine
whether the policies are expected to effectively mitigate the risks as identi-
fied in chapter 3. Consequently, this will provide an answer to the second
sub research question: SRQ 2: What is the policy theory of the Dutch central gov-
ernment concerning domain name management?. The approach to analyzing the
past and current policies is by abstracting the policy theory behind domain
name management [34]. Since several developments are still ongoing in the
policy field of domain name management, an outlook on possible future
policies is included as well. Furthermore, it is aimed to visualize the current
policy arrangement of domain name management at the Dutch government.

4.2 METHODOLOGY
4.2.1  Policy theory

The policy theory behind a certain policy outlines all expectations, assump-
tions and circumstances that contributed to the establishment of that policy
[34]. This provides a more complete view of the policy process than just
measuring policy outcomes, because the policy outcomes may significantly
differ from those that were predicted and intended. This is conducted in a
systematic manner, based on all the resources available that relate to the spe-
cific policy. A reconstruction of the policy theory can be used to understand
why certain choices have been made, and in turn, be leveraged for propos-
ing policy improvements or additions. Reconstructing policy theories is a
common tool used by policy studies in various policy fields. It is a method
of policy analysis, whereas the approach is generally client-oriented [94].
Searching for applications of policy theory in the field of cyber security
and government, two recent works are identified. These were found on Sco-
pus and Google Scholar using keywords ‘cyber security’, ‘policy theory’,
‘government’, their Dutch translations and combinations thereof. One work
evaluates the policy process of the Dutch Cyber Security Agenda of the
Dutch central government [9]. This agenda is a single document outlining
all areas within cyber security on which the government is intending to im-
prove. The policy theory focuses on the structure of the original agenda, but
also on the outcomes after the agenda was executed. The second work is
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a reflection on the HackShield initiative, a regional collaboration between
governments in the province of Noord-Holland, Netherlands. This initiative
involves a cyber security game for children between 8 and 12 years, to in-
crease cyber awareness among them. The work focuses on how the initiative
was organized and how the plans were executed in practice. A thorough
evaluation of concrete outcomes is not included and is left open for future
research.

The setting of the two identified works indicates that the application of
policy theory reconstruction can also be relevant for a study into domain
name management at the Dutch central government. Since this thesis is not
only focused on policy outcomes of domain name management, but also
on providing guidelines on how domain name management should be con-
ducted, this method is suitable. No alternative methods have been identified
that could provide a similar complete picture of the policy process.

Therefore, the policy theory of domain name management will be con-
structed. Whereas a policy theory is regularly applied to a single bill or
policy document, this reconstruction will entail a more abstract policy field
instead. This is still feasible since the field is small and concerns a single
technological topic. Furthermore, while domain name management may be
addressed from different perspectives in various documents, the cyber secu-
rity risks identified in chapter 3 can be relevant to each of these perspectives.

The research will be limited to policy documents that are available in the
public domain. Following the systematic of [34], the reconstruction will fo-
cus on the policy arrangement around the subject of domain name manage-
ment. To better understand the context in which the policymaking is done,
historical policy documents will be included as well.

4.2.2  Selection of domain name management policies

To identify the policy documents required to reconstruct the policy the-
ory, various governmental websites and general search engines have been
queried. The used Dutch key words were: ‘domein*’, ‘domeinnamen’, ‘Ri-
jksoverheid’, ‘overheid’, ‘domeinnaambeleid’, ‘domeinnaamregister’, ‘domein-
naam’, ‘domeinnaambeheer’, ‘website’ and combinations thereof. This re-
sulted in the selection of 29 documents and web pages that contained poli-
cies or supporting documents related to domain names. These documents
are categorized as follows (with the number of occurrences): Policy docu-
ment (4), Guideline for domain name procedure (5), Register (3), News ar-
ticle concerning the topic (5), Letter to Parliament (3), Research report (5),
Assessment framework (1), Formal decision (2), Auxiliary website (1). The
policy documents were separatable into three time sets. These time sets will
be discussed separately in the construction of policy theory.

The first set contains documents that contain historical policy approaches
on domain names, which are no longer implemented at this point. They
are still valuable for the reconstruction of the policy theory, since they give
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insight into how domain name management policies have developed over
time and in what manners these policies were lacking.

This is followed by a set of current policy documents, representing the
policies that are currently in place. These policies are oriented in three dif-
ferent policy fields: communication, archiving and security & compliance.
Whereas overlap between the policies is observed, there are also clear dis-
tinctions in these policy approaches. These will be further discussed in the
results section.

Lastly, there is a set of policy documents related to ongoing changes and
policy research. The government is aware that current policies might contain
weak spots, and an investigation is ongoing into improvements and alter-
ations. This could give an outlook on future adaption to the domain name
policy of the Dutch government.

4.2.3 Goal-Means tree analysis

Whereas the method of policy theory is applied for interpreting policy docu-
ments on domain name management, an additional method is applied for vi-
sualization of the policy field. For this, the Goal-Means Tree Analysis method
[92] will be applied. This method originally emerged in the Dutch Commis-
sion for Policy analysis in the 1970s and could be used to visualize single
policy texts based on their eventual goals as well as the means to reach them.
The method was extended by Van de Graaf and Hoppe to support multiple
policy texts in a single tree, renaming it to ‘goals-mean interpretation” [91].
Vanhaeght supplies an English translation of this method.

A goal-means tree is constructed in seven steps. The first four steps con-
cern extracting the required information from policy documents. This means
defining the means, objectives or sub-goals and goals of the policy docu-
ments. In steps five to seven, the obtained information is structured in the
tree structure including the existing links. The links are either defined by
logic implication (0), determined by the author of the text (-) or explicitly
mentioned in the policy documents. The tree is structured to flow from
means, via objectives, to the final goals.

The constructed tree can easily show the relationships between various
policy documents and policy goals. A limitation, however, is that the tree
will display policy only as a plan, not as a process. Moreover, the means-end
relationships are from the perspective of the policymaker only, and do not
include the goals or means of other stakeholders.

4.3 RESULTS
4.3.1 Historical context

This chapter aims to describe the policies that relate to domain name man-
agement and the reasoning behind them. The historical context around this
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issue explains how the current situation came to exist, and is therefore key
to understanding the policy theory surrounding domain names.

The first “.nl" domain name dates back to 1986, yet the real traction of the
Internet and domain names started in the second half of the 1990s. Naturally,
most governmental departments predate this and thus were confronted with
an unknown and upcoming technology [57]. While the popularity and usage
of the WWW increased towards the century change, the registration of com-
mercial and personal domain names became available and gained traction.
This did not go unnoticed by public officials and incumbents in government.
In a written consultation in 2000, questions are raised about individuals that
have registered domain names using the names of governmental bodies. The
parliamentary committee states that all governments should have possession
of websites using a unique domain name. The responsible ministers are ex-
plicitly asked whether they intend to make domain names an official com-
munication and identification method by law. Furthermore, the ministers are
urged to inform decentral governments to register a domain name as soon
as possible. [90]

The minister responded that indeed governmental organizations should
possess a domain name, but leave the responsibility to the individual de-
partments. They state that the Stichting Internet Domeinregistratie Neder-
land (SIDN) reserved domain names according to a list of municipalities, so
these could not be registered by others. However, the list turned out to be
missing 25 municipalities, which led to the domain names of these munici-
palities being registered by third parties, even though domain names were
only available to businesses and organizations at the time. [90]

Lastly, the minister identified in their response that the increasing num-
ber of governmental domain names is problematic for end users, since they
cannot easily distinguish them from other domain names. He states that the
general website ‘overheid.nl” (‘government.nl’) would serve as a portal to
all governmental domains. Furthermore, subdomains on this domain would
be used to direct to all governmental bodies, in essence stating that ‘over-
heid.nl” will perform as a public suffix. For unknown reasons, this was not
implemented as such, although the ‘overheid.nl” website still serves a portal
role in routing to other governmental bodies’.

In terms of policy theory, this historical background gives significant in-
sight. For starters, the problem of domain name takeovers appears to be as
old as the WWW itself, and governmental bodies were rushed by incum-
bents and public officials alike to register a representative domain name as
soon as possible. Furthermore, it is striking that the registration of domain
names at the time was left to individual governmental organizations, instead
of choosing a centralized approach. This would automatically result in no
central oversight over the domain name portfolio of the Dutch government.

It should be noted that the role that websites played in the early 2000s
is very different from today. Then, websites provided mostly static informa-

1 https://www.overheid.nl/
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tion about the governmental body and would list contact information. The
organizational importance of websites was of less importance, whereas now,
most governmental bodies conduct a significant part of their service provi-
sion online. For illustration, Figure 4.1 contains an archived version of the
‘overheid.nl” website in 2000, around the time of the written consultation.
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Figure 4.1: Screenshot of an archived version of the website overheid.nl in May 2000

4.3.2  Current policy fields

The research jumps in time toward policy documents that contribute to the
situation of today. These are discussed separately per identified policy field.

Communication

Most of the identified policy documents were related to the field of com-
munication. Here, communication indicates the interaction between citizens
and the government. Policy documents focus on how communication us-
ing domain names can be conducted clearly and recognizably. It will be
of no surprise that most of these policy documents are from the hand of
the Service for Audience and Communication (Dienst Publick en Communi-
catie (DPC)), which is part of the Ministry of General Affairs.
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The principal policies regarding domain name management of the Dutch
central government are located on the website regarding governmental com-
munication [15]. The website contains the government’s domain name pol-
icy which in part addresses domain name management [75]. This policy
describes how domain names can be registered, for which purpose domain
names may be registered and which TLDs may be used. The policy lists to be
focused on the following four goals: (1) unambiguity of policy making and
use, (2) transparency of policy making and use, (3) protection of the gov-
ernment’s legal position, and (4) maintaining manageable costs. An earlier
version of the domain name policy was found, which showed that the policy
goals have been the same since at least 2014 [28].

The policy contents are set by the Information Council (Voorlichtingsraad
(VoRa)), which is an advisory body that consists of the directors of communi-
cation of all ministries. The document refers to two official decisions which
serve as the legal base of the domain name policy, a VoRa decision of 9 June
2011 and the ICBR (Interdepartementale Commissie Bedrijfsvoering Rijksdienst)
decision of 15 March 2011. The exact contents of these decisions were unfor-
tunately irretrievable.

According to the policy, all domain name registrations of the central Dutch
government have to be handled by the DPC. The policy allows only registra-
tions within the ‘nl’, ‘eu” or ‘com” TLDs, or within the ‘aw’ (Aruba), ‘cw’
(Curagao) and “sx” (Sint Maarten) TLDs when designated for one of the other
countries within the Dutch Kingdom. Domain names are not rented, bought,
or sold by the government. Domain names of dissolved websites are retained
and pointed toward an archived version of the website. The policy does not
mention, however, if and how these rules are enforced. When these rules are
insufficiently enforced, the intended policy outcomes may not be achieved.

Then, the policy outlines three considerations of why this domain name
policy is of benefit for communication purposes: (1) it is clear for citizens
which communications originate from the central government, (2) the method
remains overseeable and manageable for the government, and (3) it is pre-
vented that already-taken domain names have to be obtained.

The domain name policy ends with references to two registers of domain
names, which are the domain name register and the website register. The
domain name register is a non-public register containing all domain names
that are owned by the Dutch central government. Inquiry at the DPC revealed
that this register contains over gooo apex domain names, and over 16000
domain names when including higher-order domains>.

The website register is a public subset of the domain name register, con-
taining all domain names that serve a website of the Dutch central govern-
ment [76]. The register is updated monthly and published as a spreadsheet.
A screenshot can be found in Figure 4.2. This register contained 1718 domain
names in November 2021 that are serving websites.

Another overarching communication policy is identified in the central
government-wide assessment framework for online utilities set by the VoRa

2 Personal Communication. Information obtained on 27 August 2021
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Figure 4.2: Screenshot of the governmental website register, containing domain
names, their responsible organizations and their compliance to internet
standards

in 2020 [77]. This framework contributes one significant rule of thumb in
relation to domain names, namely that new projects or departments should
retain as much as possible towards the existing communication channels. In
other words, if it is not necessary to create a new website and domain name,
stick to one that already exists.

Finally, a research report on the opinion of citizens concerning the gov-
ernmental service provision was found [71]. In this research, 52% of the
respondents said to prefer a single website to handle all interactions with
the government. This could be interpreted as the use of a uniform domain
extension, for instance, a TLD or public suffix.

In terms of policy theory, a key point of attention is the lack of attention
to cyber security risks in the domain name policy. The policy does not point
out that there are risks associated with domain names and domain name
registrations. The only exception is the mentioning of the domain guarding
service that is provided by SIDN [13].

Furthermore, it cannot be derived from the policy whether the policy is
actively enforced, and what the consequences would be for not following this
policy. The policy may be intended as a guideline, putting the responsibility
on the individual departments.

Lastly, the policy listed that it should contribute to the recognizability
of governmental domain names to citizens. This statement might be flawed,

considering the domain name register contains 16000 different domain names.

Of those, only a fraction is disclosed to citizens through the website regis-
ter. Thus, it could be argued this policy goal is not reached in the current
approach.

Archiving

The second policy field is on archiving. Governmental domain names are
considered to be official publications, and therefore have to comply with
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the laws on archiving [75]. The Governmental Program for Sustainable Dig-
ital Information Management (Rijksprogramma voor Duurzaam Digitale Infor-
matiehuishouding (RDDI)) is a department focusing on information manage-
ment within the government. They have published a guidance document in
2021 on how governmental organizations can create insight into their own
domain name portfolio [29]. They come to similar conclusions in terms of
the complexity of this problem and provide several tools that can help in
organizing one’s domain name portfolio. This is part of their larger focus
on the implementation of archiving regulations. The complete archiving of
governmental websites, and providing public access to these archives, is part
of this project.

In an additional document on web archiving from 2020 [73], they list the
set of requirements to which all governmental websites should confirm. This
provides a more detailed overview of all requirements, although no other
requirements are mentioned than on the website of the DPC.

The Dutch National Archive has published a detailed guideline on how
website archiving should be applied [65]. This includes a description of the
exact requirement of the relevant archiving laws, as well as how an archiving
methodology could be applied in practice. Adhering to the guideline itself
is stated to be “voluntary but not without obligation”.

The policy theory behind website archiving is straightforward since this
is simply a fulfillment of the legal requirement to archive governmental pub-
lications. The documents provide a clear and complete overview of how
archiving should be addressed.

Security & compliance

The third policy field is that of security & compliance. With compliance,
adhering to mandatory standards is meant, both focused on security and
otherwise.

Looking back to the website register discussed previously [76], it is sup-
plemented with scoring results of a website test and an e-mail test on the
compliance of mandatory Internet Standards, provided by Internet.nl [19].

Internet.nl is an initiative of the Dutch government and non-profit part-
ners from the Dutch Internet community. The scans include both security
standards and standards focused on accessibility. Furthermore, the register
lists the responsible governmental department for every domain name, the
number of monthly visitors and the platform used for a subset of the domain
names. These scan reports give a clear and transparent view of the adoption
of internet standards on governmental websites.

Another resource on compliance can be found on the website of the Dutch
Standardization Forum (Forum Standaardisatie) [24]. This Forum is an inde-
pendent authority, housed within the Ministry of the Interior and Kingdom
Relations and is in charge of determining the use of which standards, in-
cluding Internet standards, should be mandatory for or recommended to
governments. This includes all layers of government. New standards can be
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submitted for consideration to this Forum by both government and com-
mercial parties. Accepted standards are mandated through a “comply or
explain” principle. In March 2020, a report was presented to parliament mea-
suring the adoption of internet standards by governmental domain names
over time [26]. It is concluded that the average adoption rate of internet web
standards has increased to 94%, coming from 35% in 2015. Internet standards
related to e-mail are behind at 81% adoption on average.

The Dutch Standardization Forum also has published a magazine on the
management of domain names, in which they conclude that an effective
approach for government-wide management is missing [25].

A dedicated website exists for the registration of accessibility certificates
[52]. Accessibility certificates are given out by external auditors, rating the
accessibility of a governmental website. If a website is developed in an ac-
cessible manner, the website can be accessed by people with disabilities, for
instance visually impaired people using a Braille reader. The website con-
tained 3710 accessibility certificates in August 2022, for both central and
decentral governments.

Concerning security and domain names, a letter from March 2021 from the
Dutch cabinet was sent to parliament concerning the state of information se-
curity [16]. This letter contained a section on domain names specifically, in
which the uncontrolled growth of the number of governmental domains was
described as a problem. Not only was it observed as a problem of recogniz-
ability, but it also affects the manageability of communication, information
security, information management and IT management [16]. As a potential
solution, the possibility of a uniform domain extension is mentioned again.

Looking at the policy theory of this policy area, there appears to be a
disconnect with the other two policy areas. The only observed overlap is the
inclusion of internet standard scan results in the governmental website regis-
ter and the application of the domain guarding service by SIDN. This agrees
with the earlier remark on the domain name policy, and how it did not
contain any focus on cyber security risks and risk mitigation. The policies
drafted in relation to domain name management are not done coherently,
spanning over the three identified policy areas, but rather from the perspec-
tive of one area only.

4.3.3 Goal-Means tree analysis

The policy theory of the current domain name management policies as de-
scribed in the preceding section has been mapped in a goal-means tree. To
this end, the seven steps described in [92] have been applied to the dis-
cussed policy documents. In this phase, any goals that relate to financial
savings have been excluded. The resulting goal-means tree is included in
Appendix b. The composition of the tree clearly shows the three identified
policy fields, as well as the overlap between them. Now, the tree composition
will be further discussed.
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Figure 4.3: Policy field on archiving as a goal-means subtree of domain name man-
agement at the Dutch government

The tree is structured bottom-up. The bottom row represents the identified
means that can be utilized to reach policy goals and objectives. The upper
two rows containing dark gray boxes, contain the final policy goals. In be-
tween, the identified sub-goals or objectives can be found. The entire policy
field is connected through explicit and implicit references. Explicit links con-
tain the source from which the link is obtained. Implicit links, labeled with
(-), are determined by the author based on the policy description, or rep-
resent the separation of means and objectives that were obtained from the
same source. Lastly, two boxes have a dotted border. This is to indicate that
this mean and objective are currently not in place, but are actively discussed
in ongoing policy developments. These will be further discussed later in this
chapter.

Looking at the goals, one can observe that the three policy fields, commu-
nication, archiving and security & compliance, are subordinate to the goal of
domain name management. This is to illustrate that domain name manage-
ment is an implicit goal of the policy documents, and confirms the earlier
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observations. In that sense, domain name management could also be seen
as a (required) means to reach these goals. Separating the tree into the three
policy fields, however, displays a clearer picture of the focus areas of indi-
vidual policy documents. The content of the tree will be further discussed
based on separated subtrees in Figures 4.3, 4.4 and 4.5. Overlap between the
policy fields and their connections have been preserved in these subtrees.
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Figure 4.4: Policy field on communication as a goal-means subtree of domain name
management at the Dutch government

Identified means and goals related to archiving have been listed in Fig-
ure 4.3, with the final policy goal to comply with all relevant archiving laws.
Domain names and government websites represent a small fraction of gov-
ernmental communication that needs to comply with archiving laws. For
websites, full-harvest techniques can be used as means to archive them. This
means that every page on a website is ‘harvested” and stored every day, al-
lowing for viewing the website content for any date in the past. A connection
can be observed with the policy field through the central domain name pol-
icy [75], which states that once websites are decommissioned, the website
will link to its archived version instead.

The subtree on the policy field of communication in Figure 4.4 is more
expansive. The final policy goal is the use of clear and recognizable commu-
nication channels toward citizens. In terms of domain names, it is aimed to
achieve this by making domain name registrations as uniform as possible,
while at the same time trying to restrict the number of domain names that
are used. Combined with measures to detect malicious registrations that at-
tempt to impersonate governmental domain names, this contributes to the
general recognizability of governmental domain names. For future policy,
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more harmonization between digital services is preferred. A technical mea-
sure that is proposed for this is the use of a uniform domain name extension.
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Figure 4.5: Policy field on security & compliance as a goal-means subtree of domain
name management at the Dutch government

The last subtree in Figure 4.5 is on security & compliance. This subtree
overlaps with communication on the objective of restricting further growth
of governmental domain names. Next to the problem of recognizability that
plays a role in communication, the deployment of more domain names also

makes it harder to ensure all of these are conforming to (security) standards.

To achieve resilient domain names in general, the implementation of specific
security standards is mandatory. This adoption is monitored through the
use of the measurement tool Internet.nl [19]. Lastly, government websites
are mandated to be accessible to citizens with various impairments. As a
means to prove compliance, websites can be certified on accessibility.
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4.3.4 Mitigation of security risks

Now the domain name management policy resources and the correspond-
ing policy theory have been discussed, it may be interesting to compare the
policies with the identified risks in chapter 3. It was identified that policies re-
lating to domain name management came forth from different policy fields,
which were not all focused on the topic of cyber security. Since domain name
management is not a problem that is covered by any RFC standard or related
works of literature, policy implementations in practice are based on the or-
ganizations’ insights and expertise. For each of the three risk categories of
the previous chapter, a description is provided of how the current policy
implementations aim to address them.

First, a risk exists of domain and subdomain takeovers. Mitigation ap-
proaches appear to be limited in current policy documents. The governmen-
tal website register does not provide information on the current registration
status or registrant, only a responsible governmental organization is listed.
Since a large part of the domain names is registered at DPC directly, and the
DPC is also responsible for publishing the website register, it is concluded
that those domain names are unlikely to be vulnerable to a full-domain
takeover. However, for domain names that are registered externally, there is
no policy (publicly) defined on how the registration should be terminated.
Also, in terms of subdomain takeovers based on outdated Resource Records,
the available policy documents do not indicate any mitigations in place for
this. This observation is supported by the goal-means tree, whereas mitiga-
tions for this risk seem to be missing entirely.

The second risk concerned impersonation and typosquatting. On this mat-
ter, several mitigative measures are observed in policy documents. The DPC’s
domain name policy indicates that domain names are in principle not reg-
istered for defensive purposes, except in cases where abuse could lead to
the loss or exposure of sensitive information [75]. On the website of the
DPC it can be found that they utilize a domain name guarding service by
SIDN [13]. This service guards domain name portfolios by identifying domain
name registrations intended for typosquatting or impersonation. When mali-
cious domain name registrations are detected, the government could submit
a take-down request to prevent future abuse. This has been included as a
means in the goal-means tree to ensure real government websites are better
recognizable. The use of this service by governmental bodies is not manda-
tory, but recommended. Individual civilians that want to verify if a certain
domain name is indeed governmental, could use the website register of the
DPC [76]. Since this register is supposed to contain all governmental website
domains, it is a suitable verification method. However, since not all govern-
mental domain names are serving a website, it is not always possible to use
this method. For instance, when a governmental domain name is merely
used for e-mail services, it is currently not possible to verify the domain
name using this register. Furthermore, since the website register is not pub-
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lished in a format that will be understandable for the average citizen, it is
doubtful whether it will be used for verification purposes.

Lastly, the risk of security standard non-compliance. A lot of attention is
being given to this risk in the policy documents. The Forum Standaardisatie
has included the security standards discussed in chapter 3 in their list [24].
This means that their use is either mandatory or recommended for govern-
mental domain names. The use of HTTPS, DNSSEC, and the three e-mail
standards have all been made mandatory, which means that governmental
institutions are required to implement them or explicitly explain why they
are unable to do so. The CAA standard has been included in the recom-
mended standards list, which means that while use is highly recommended,
organizations are free to make their own considerations. As shown earlier in
Figure 4.2, the published website register contains an overview of standard
compliance for every domain name created using the Internet.nl measure-
ment tool [19]. This tool is also included as a means in the goal-means tree
to achieve more resilient domain names. On inquiry, the DPC has confirmed
that a similar compliance test is done for the domain name register in its en-
tirety. These tests include all aforementioned standards, apart from the CAA
standard, although this is planned to be added in the future. In terms of risk,
security standards non-compliance appears to be sufficiently addressed in
the current approach. One remark still to be made, however, is that there is
no active enforcement of these policies as of now.

4.3.5 Outlook to future policy adoption

The past and present with regard to domain name management at the Dutch
central government have been considered, as well as their performance in
mitigating identified security risks. However, developments on domain name
management are still ongoing and other policy options are being considered.
This subsection aims to describe which policy options are currently being
considered by the Dutch government.

Throughout this chapter, the possibility of a uniform domain extension,
for instance, using a TLD or public suffix, has already been mentioned. Inter-
estingly, it was identified that a public suffix was even already considered in
the year 2000, with the internet just upcoming [90]. In 2012, the step towards
a governmental TLD increased, when the government applied at ICANN for
the gTLDs ‘politie” and ‘overheidnl” [46]. However, the ‘overheidnl” applica-
tion was subtracted. The “.politie” gTLD is still in possession of the Dutch
Police Force at this time, yet has not been used for public purposes yet.

The subtraction did not mean that there was no more interest in a uniform
domain extension. Simultaneously, a research report commissioned by the
government into the use of a gTLD was published in 2012 [20]. One of the
main conclusions was that the added value of a designated TLD would be
limited in comparison to a public suffix like “.overheid.nl” or “.gov.nl’, both
in terms of security and recognizability.
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Another research got published in 2019, which contained a study on for-
eign governmental domain name suffix approaches [70]. In a follow-up study
published in 2020 [36], it is concluded that a uniform domain extension
would remain a highly costly choice in comparison to a continuation of
the current approaches. Nonetheless, steps have been taken since then to
further explore the possibilities, with most recently the formal adoption of
‘gov.nl” as a public suffix in the public suffix list in May 20223. Thus, it is
not unlikely that more governmental domain names may be placed under
the ‘gov.nl” domain in the near future. Its potential location in the policy ar-
rangement on domain name management at the Dutch government can be
seen in Figure b.1.

Reflecting on the explorative actions by the government over the past
years, one observation is missing in the conducted research. Once a move to-
wards a uniform domain extension has been made, governmental domains
in the other TLDs remain to exist. This means, that even though the manage-
ment burden on this uniform extension will be marginally lower, the former
set of domain names would still have to be managed. It is unlikely that the
government would decide to cancel all of the domain registrations, since
that would create large risks of impersonation attacks with the former gov-
ernmental domain names. This is an issue that is not sufficiently addressed
yet, and should be solved before a full move can be made.

4.4 CONCLUSION AND DISCUSSION

This concludes the reconstruction of the policy theory on domain name man-
agement of the Dutch central government. It has been identified that poli-
cies concerning domain name management originated from three different
policy areas: communication, archiving and security & compliance. Policies
were not constructed incorporating all perspectives, but rather focused on
the core expertise of the policy-making department. This resulted in the fact
that the constructed policies were not considered capable of fully mitigat-
ing the earlier identified cyber security risks. Similar observations have been
made from the goal-means tree analysis that visualized the policy field of
domain name management.

Furthermore, it was observed that developments are ongoing in the ap-
proach to domain name management. There are considerations to utilizing
a public suffix domain for recognizability and easier domain name manage-
ment. However, it had to be concluded that such a solution would not resolve
the domain name management problem entirely, since a lot of the already
registered domain names would have to be upheld and thus maintained. No
solution has been proposed to this problem as of now.

Lastly, the policies that imposed rules and restrictions regarding domain
names did not include an approach to policy enforcement. Therefore it could
not be assessed if policy deviations would be detected and acted upon. A

3 https://github.com/publicsuffix/list/pull/1558
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lack of policy enforcement could lead to less policy adoption, potentially
leading to negative policy outcomes.

There are three points for discussion. In this chapter, it was attempted
to reconstruct the policy theory behind domain name management policies
using available policy documents. The number of available documents, how-
ever, was limited, and possibly not all relevant documents were published
publicly. Therefore, this policy theory might represent an incomplete per-
spective on the entire policy field of domain name management policies. For
future research, it could be considered to submit a formal disclosure request
for all documents related to domain name management.

Secondly, policy theory was constructed of policy documents surrounding
the concept of domain name management. This concept involved multiple
relevant policies, and thus, in essence, multiple policy theories. It could be ar-
gued that this manner of conducting policy theory would require additional
validation, since the documents originated from different policymakers.

Lastly, the identified policy goals were visualized in the goal-means tree.
This tree contained links between the identified means, objectives and goals
of the policy documents. Some of these links were not explicitly obtained
from the policy documents themselves, but were determined by the author
based on the policy texts. This means that these links could be affected by
researcher bias and may require additional validation.
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EVALUATION OF DOMAIN NAME MANAGEMENT IN
PRACTICE

5.1 INTRODUCTION

In the previous chapter, the policy theory of domain name management at
the Dutch central government was reconstructed. The goal of this chapter
is to evaluate the policy outcomes in light of both the cyber security risks
identified in chapter 3 and the reconstructed policy theory in chapter 4.

Policy outcomes in this context are domain names that are owned by
the government, as well as the method in which they are registered and
maintained. Analyzing policy outcomes, therefore, is conducting a technical
analysis of governmental domain names. Since not all information on gov-
ernmental domain names is publicly available, several methods have to be
selected that may reveal governmental domain names. Once a list of domain
names is compiled, they can be further analyzed for possible anomalies that
indicate policy failure or policy gaps.

The starting point of this analysis is the website register that is published
by the government and updated monthly [76]. First, the selection of methods
and methodology are discussed. Then, the technical analysis is conducted,
after which the most notable findings are listed. These findings are then
discussed in light of the conclusions of chapters 3 and 4. This will provide
an answer to the final sub research question: SRQ 3: How is domain name
management executed within the Dutch central government in practice?.

5.2 METHODOLOGY
5.2.1 Method selection

To obtain governmental domain names for the evaluation, methods have to
be applied based on the starting set of domain names. For this, related re-
search has been searched on Google Scholar and Scopus, using keywords
‘domain name’, ‘discovery’, ‘detection’, ‘recognition’, “abuse’, and combina-
tions thereof. This provided the following related studies in domain name
discovery techniques.

In the field of domain name discovery, multiple studies have been con-
ducted in the detection of malicious domain names. For starters, several
studies try to predict domain names used for the various typosquatting at-
tacks described in category 2 of chapter 3 and Table 3.2. One approach is to
use machine learning techniques, for instance for the detection of typosquat-
ting based on the number of words [58], or based on multiple domain name
features [54, 84]. Another approach is the generation of potentially malicious
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domain names based on various typosquatting models [1]. A third approach
is using passive DNS measurements as input for the detection of malicious
domains [6, 89]. The last identified approach makes use of Certificate Trans-
parency (CT) logs, a database where all issued TLS certificates are listed [18,
22]. TLS certificates are always issued for specific domain names, making
this an interesting source for domain name discovery. Whereas these studies
have used secondary data sets as input variables, for instance, known abuse
databases or generated domain names, other research has focused on pri-
mary sources, being registration databases of registries containing WHOIS
data [72] or passive DNS measurement data from authoritative name servers
of TLDs [98]. Apart from impersonation attacks, a focus has also been laid on
the detection of domain names that are automatically generated to avoid
blocklisting [10]. The detection mechanisms used in these studies are not
directly applicable to this research, since the purpose is to discover benign
domain names instead. Some methods, however, could be adapted to be
usable for this purpose.

On benign domain name detection, fewer studies appear to be conducted.
Nonetheless, those works that have been identified make use of several other
methods that may prove useful in this research. For starters, the work of
Yi and Scholz uses an automated web crawler to gather hyperlinks from
known organizational domain names, which is used to measure network
relations between different organizations. Since governmental bodies may
be expected to link toward other governmental entities, this method could
prove useful in the detection of new governmental domain names. Another
method is the detection of parked domain names using DNS fingerprinting
[97]. In this approach, they make use of the DNS Resource Records of known
parked domain names to detect other parked domain names. They also use
a different data source for DNS data, whereas active DNS measurement data
is used from the OpenINTEL project [78]. Active DNS measurement relies on
primary sources, namely registration databases of registries, to obtain actual
DNS Resource Records of entire TLD zones. Passive measurement, instead,
is capturing DNS requests that are handled by authoritative name servers.
This makes passive DNS a secondary source and thus may be less complete.
One downside to active measurement, however, is that it usually does not
include subdomains because these are not part of the registries’ zone files
[88].

Several of the methods observed in related work can be applied in this
thesis, let it be altered to the detection of benign domain names. The selected
methods for this thesis are the use of a web crawler, matching on active DNS
measurement data and matching on Certificate Transparency logs. The web
crawler will be employed for discovery through hyperlinks. As input data,
the website register [76] will be used, after its contents have been analyzed
and validated using DNS and WHOIS data. Secondly, DNS fingerprints ob-
tained from the detected domain names will be used to match similar do-
main names in the active DNS dataset of OpenINTEL. There is chosen for
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active DNS data as this is expected to be more complete than passive data.
Then, all obtained domain names so far are then matched with CT logs. This
would reveal (sub) domain names that share their certificate with the known
domain names, but were hyperlinked towards or not matched based on their
DNS fingerprint. Conveniently, the OpenINTEL infrastructure also contains
a mirror of CT logs. The last method used is the inclusion of domain names
listed in the zone file of .politie, the TLD of the Dutch police. This zone file
can be accessed directly, through the ICANN Centralized Zone Data Service
(CZDS) [39]-

The order in which these methods are applied can influence the outcome
of this technical analysis, since a higher number of domain names is likely to
provide more results. Optimally, the chosen methods are applied repeatedly,
to increase the input size for every method. However, due to limited access
to the OpenINTEL dataset, it has been decided to execute the methods once
and in the order described above. This means that the results of the web
crawler will be used to create DNS fingerprints, maximizing the input on
the OpenINTEL dataset analysis. CT logs can best be used last, since the
input of certificate matching is only a list of domain names itself, and no
other selection features are used.

In the next subsections, the selected methods will be further expanded
upon.

5.2.2 Analysis of the website register

Before using the website register as input data, its content will be analyzed
and validated. To this extent, information will be gathered that can aid in
this validation. For starters, DNS Resource Records give information about
the configuration of domain names and can be used to compare different
domain names with each other. For instance, the name servers of a domain
name can tell more about who is managing the domain name. To collect the
DNS Resource Records, the tool ‘dig” will be used®. This tool can be utilized
to send DNS requests of various types, and in the scope of this research will
be used to gather the most common records like A, AAAA, MX, NS and
TXT records. DNS Resource Records will be retrieved for all domain and
subdomain names that are part of the website register.

Another source of information is the WHOIS database for domain names.
This contains details about the domain name registration, including the reg-
istration status, the registrant and the registrar of that domain name. This
information can be partly retrieved using the ‘whois’ tool?, for which a wrap-
per in Python is available3. However, registries have reduced the amount of
information that is disclosed via this tool, due to privacy laws and to pre-
vent excessive data scraping. For instance, SIDN, the registry for “.nl’, does
not disclose any registrant information via this tool.

1 https://github.com/tigeli/bind-utils
2 https://github.com/rfcl036/whois
3 https://github.com/DannyCork/python-whois
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For registrant information, permission was requested and granted by SIDN
to use the WHOIS tool available on their website*. This information will also
be collected for all domains in the website register.

Within the collected information, there will be looked for patterns and
deviations manually. If governmental domain names show specific patterns,
those patterns can be used in the recognition of other governmental domain
names that are currently not part of the data set. On the other hand, devi-
ations and anomalies in the data set may reveal configuration mistakes, or
domain names that should not be part of the data set.

5.2.3 Web crawling discovery

Based on the domain names retrieved from the website register, it is possible
to extract hyperlinks from their websites. These hyperlinks could point to-
ward external domain names, which are potentially governmental. Since the
website register is only a subset of the governmental domain name register,
it is expected that a large number of domain names can still be discovered.

For this research, a web crawler will be developed that can be deployed on
governmental websites in the website register>. Its purpose will be the detec-
tion of hyperlinks to new (sub)domain names, that are not part of the website
register. It is expected that part of the new domain names found on govern-
mental websites, will be owned by the government as well. However, it is
also expected that governmental websites contain links to non-governmental
domain names. This means that the results have to be validated afterward.

Before deploying the web crawler, the current data set of domain names
will be enriched in two ways. First of all, the website register contains either
the apex domain name or the domain’s ‘www” subdomain. Since the ‘www’
subdomain is technically a different domain name than the apex domain, a
web crawler might identify either as a new domain. To prevent this, the data
set is enriched to include both the apex domain name and the ‘www’ sub-
domain of that domain, if the ‘www’ domain name is in use. In cases where
the website register only contains a multi-order domain name that is not
the ‘www’ subdomain, neither the apex domain nor the ‘www’ subdomain
is considered to be a governmental domain, before this has been validated
manually.

Secondly, the website register only contains websites for the central gov-
ernment. It is expected that there will be a significant number of outgo-
ing links toward decentral governments. Therefore, the data set will be ex-
panded with known domain names from decentral governments and decen-
tral intergovernmental collaborations. By including these domain names in
the inventory, the number of new domain names is expected to be lower,
when analyzing hyperlinks on governmental websites. The domain names
of decentral governments will be retrieved from the Dutch governmental
almanac [69].

4 https://www.sidn.nl/whois-direct
5 https://github.com/WKobes/GovtScraper
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5.2.4 Web crawling results validation

It is expected that the web crawler produces a large number of new do-
main names. Not all discovered domain names will be (central) governmen-
tal domain names, since it is expected hyperlinks will be present to non-
governmental organizations or foreign governments as well. Therefore, the
web crawling results will be validated.

The first step is to check the registration status. This way, it is possible
to determine whether the domain name is currently registered, or (soon to
be) free for registration. If the domain name is registered, the verification is
continued. If not, the hyperlink may pose a risk of domain takeover, since
the domain can be registered by anyone.

The second step is to check whether the domain name is a subdomain of
an already-known governmental domain name. If this is the case, it is as-
sumed that the subdomain is also governmental-owned, and thus validated.

If not, validation is attempted based on the fingerprint of the domain
name’s registration information and DNS data. This information is com-
pared to those of known governmental domain names. Some fields in the
registration information are a stronger implication of being governmental
than others. For instance, if the registrar of a domain name is indicated to be
‘Rijksoverheid’, this is a very strong indication of being governmental. The
registrant information, on the other hand, could be more easily manipulated
and thus is a less reliable method. On the other hand, these fingerprints can
also be used to determine that a domain name is not governmental-owned,
for instance when the registrant is a known external company or organiza-
tion. Another example of a strong indicator is when a domain name operates
on a governmental name server, as this indicates the domain name is config-
ured by them. In case the fingerprint is a match with those of governmental
domains, the domain is validated.

For the domain names that remain, the researcher applies a manual val-
idation step. This is done by regarding both the domain name registration
information as well as the website content, if present. In case the domain
name is deemed to be indeed governmental-owned, the domain is included
in the inventory, and if possible, the validation fingerprints are improved to
accept other domain names sharing these same properties. Domain names
for which this can not be determined with absolute certainty will be ex-
cluded from the data set.

5.2.5 DNS and Certificate Transparency analysis

The preceding methods will result in an enriched and validated version of
the governmental website register. However, the methodology is limited in
the discovery of domain names to those domains that are hyperlinked from
another governmental domain. To expand the data set further, the data set
of the OpenINTEL project [78] is used. OpenINTEL is a data project that
performs active DNS measurements for domain names. For this purpose,
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several registries provide access to their TLD zone file, which is used for
the active measurements. The domain names in these zone files are queried
daily through the DNS, and their Resource Records are recorded. This is
done for the apex domain name, as well as the ‘www’ subdomain. The data
is retained indefinitely, and therefore does not only allow for research on
current DNS records but also on historical DNS data.

Most zone files are not publicly accessible. Therefore, access to the Open-
INTEL database is restricted and access is only granted upon request and
may not be used for commercial purposes. Data derived from the OpenIN-
TEL dataset may also be subject to publishing restrictions. For the scope
of this research, permission was granted to access the dataset as long as
obtained data did not leave the controlled environment. Only aggregated
results derived from the data will be included in this thesis, meaning the
number of domain names that have been discovered. This also means that
validation of individual results is limited, as the individual results will not
become available for further analysis.

The data set will be used as follows. In the preceding domain name vali-
dation step, domain name fingerprints will have been constructed that com-
monly match governmental domain names. The fingerprints based on DNS
data can be reused to match domain names that share these same records.
A program will be developed in Python with Jupyter Notebook to conduct
this analysis®.

The OpenINTEL infrastructure also hosts a mirrored data set of CT logs.
These public logs contain all issued TLS certificates, as this is a current re-
quirement for a certificate to be trusted. Certificates are assigned to domain
names to support encrypted connections, most frequently over the HTTPS
protocol. A single certificate may be valid for multiple domain names in
two ways. Firstly, the certificate can contain a wildcard domain name, for
instance “*.example.nl’, which is valid for any second-level subdomain un-
der ‘example.nl’. Secondly, multiple domain names may be specified in the
Subject Alternative Name (SAN) field on the certificate, making the use of a
single certificate for multiple domain names possible.

The SAN field can be used for the discovery of new domain names. Based
on the set of governmental domain names, it is possible to select all valid cer-
tificates that are issued for these domains. If a governmental domain name
shares a certificate with other domain names, it is expected these other do-
main names are governmental as well. This selection will be done based on
the governmental domain names that have been retrieved using the Open-
INTEL DNS data. CT logs are often temporal sharded, mostly in time frames
of one year based on the expiration date of the certificate. In light of this
research, only CT logs for 2022 and 2023 will be considered, since expired
certificates may contain domain names that are no longer used.

6 https://github.com/WKobes/openintel-analysis
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The OpenINTEL data set is based on, as mentioned, the zone files that are
provided by registries. The top-level domain “.politie” (police) is currently the
only TLD that is in the possession of the Dutch government. Access to the
zone files of gTLDs can be requested through ICANN'’s Centralized Zone
Data Service [39]. Access to the zone of “.politie” will be requested. Since the
TLD is not open for public registration, all domain names in the zone file
can be considered governmental.

5.3 RESULTS
5.3.1 Technical results

In this subsection, the technical results of the conducted review are pro-
vided. The intermediate results are presented for every execution step of
the methodology. The most notable findings are highlighted, followed by an
identification of common risks within those findings.

5.3.1.1 Analysis of the website register

The website register of the Dutch central government is updated monthly, to
represent a current overview of domain names. A screenshot of the register
is shown in Figure 4.2. Newly registered domain names with a website are
added to the overview, while expiring domain names are removed. Further-
more, the statistics regarding the standards compliance scans and numbers
of monthly visitors are updated. Over the course of this research, the website
register has been regularly collected and stored. In Table 5.1, the number of
domain names in the register over time is listed. As can be observed, a steep
decrease in the number of domain names has occurred in the version of June
2021. It is expected that a more thorough analysis had been conducted at
that time, after which domain names that no longer served a governmental
website were removed. A second observation is that the number of domain
names serving a website is, apart from this single correction, constantly in-
creasing.

In the analysis, the register versions of July 2021 to November 2021 were
used. Initially, as much information as possible was gathered about these do-
main names. As described, both WHOIS and DNS information was gathered.
On manual inspection of the retrieved data, several inconsistencies were
found concerning the registration of domain names. First of all, while re-
questing the WHOIS information, three domain names were found to be free
for registration and could be taken over by the researcher. Domain names
that are free for registration do not return any WHOIS information and are
recorded with the status ‘free’. After a manual inspection of the gathered
WHOIS data, one other domain name was identified, which was assumed to
be taken over by an external party. This assumption was based on the use of
a personal e-mail address as a point of contact. This finding and its potential
impact are further described in the next section, under Finding 1.
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Month | # Month | #

Oct/20 | 1608 Sep/21 | 1678
Nov/20 | 1628 Oct/21 | 1688
Dec/20 | 1651 Nov/21 | 1718
Jan/21 | - Dec/21 | 1733
Feb/21 | 1708 Jan/22 | 1751
Mar/21 | 1742 Feb/22 | -
Apr/21 | 1762 Mar/22 | 1758
May/21 | 1764 Apr/22 | -
Jun/21 | 1624 May/22 | 1786
Jul/21 1653 Jun/22 | 1790
Aug/21 | 1674 Jul/22 1797

Table 5.1: Number of domain names in the governmental website register over the
period October 2020 until July 2022

Then, 16 subdomain names were identified in the website register, of
which is disputed that their apex domain names are governmental. These
domain names, while the subdomain was serving a governmental website,
were suspected to be owned by an external party. These cases were found
to be genuine, for instance, external service providers. This is further elabo-
rated upon in the next section, in Finding 5.

The remainder of the analysis on the website register did not unveil any
other anomalies. The remaining gathered information was used for creat-
ing a fingerprint for governmental domains. This was done for both DNS
records as well as the registrant and registrar information. For example, it
was identified that the central government is in the possession of three dif-
ferent registrar contracts: one for the central government, one for the Dutch
Tax Administration and one for the Netherlands Vehicle Authority (RDW).

5.3.1.2  Web crawling discovery

The initial starting point of the web crawler discovery phase is at 1718 do-
main names from the website register of November 2021, a version in which
the earlier found irregularities have been corrected. By adding the apex do-
mains or ‘www’ subdomains to the inventory, 1253 new domain names are
added to the inventory bringing the total to 2971. As explained, the ‘www’
or apex version of a domain is only added to the inventory if its counterpart
is already part of the website register. Furthermore, the ‘www’” subdomain
is not added if it has no Resource Records defined, since this indicates that
the subdomain is non-existent.

To retrieve the domain names of other governments, a simple web scrap-
ing tool was developed in Python that retrieves the unique domain names
from the governmental almanac. This resulted in 780 new apex domain
names, and approximately the same number of ‘www” subdomain versions.
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The number of domain names retrieved from the governmental almanac was
slightly higher, however, there was a small overlap between the almanac and
the website register.

To discover entirely new domain names, not listed in one of the available
resources, a web crawler” was developed that crawls the known governmen-
tal websites. This tool was developed in Python using the scrapy package®.
The tool starts on the root of the website and retrieves all hyperlinks on that
page using an XPath matcher. These hyperlinks include internal links, mean-
ing they point to other pages within the same domain name, and external
links to other domain names. Internal links are added to a list and will be
automatically visited by the web crawler, retrieving all hyperlinks on that
page as well, until all linked pages of the website have been visited. External
domain names are checked against the current inventory and if the domain
name is not known yet, it is logged for further inspection.

Due to time limitations, this crawler has only been applied fully on the top
three domains of the website register, based on visitor numbers in Novem-
ber 2021 [76]. This were at the time rijksoverheid.nl, coronadashboard.
rijksoverheid.nl and rivm.nl. Although the method has only been ap-
plied on these websites, this method still provided 3047 new (sub)domain
names unknown to the inventory. These domain names were taken into the
validation step, to determine how many of these were indeed governmental.

5.3.1.3 Web crawling results validation

The described validation methods have been applied to the 3047 new domain
names that were found using the web crawler. Based on the fingerprints, it
was possible to validate that 186 out of the 3047 new domain names were
indeed governmental-owned. The remainder of the domain names were ei-
ther domain names of external organizations, foreign governments, or other-
wise. It should be noted that governmental domain names may have been ex-
cluded, if their WHOIS information or website did not indicate governmen-
tal involvement. Combined with their respective ‘www’ subdomains where
applicable, the inventory is now expanded to a total of 4963 unique domain
names, consisting of 2201 apex domain names and 2762 subdomains. Since
the website register is only a small subset of the domain name register, it was
the expectation that a large portion of the 186 newly verified domain names
is already part of this domain name register. However, after verification with
the DPC, it was found that out of the 186 domain names, 9 were incorrectly
excluded from the website register. This notable finding is expanded upon
in Finding 2 of the next section.

During the validation phase, the information on new governmental do-
main names was used to extend the fingerprints used for automatic valida-
tion. This resulted in identifying that 10 governmental institutions were in
the possession of a registrar contract in total. Furthermore, 406 unique reg-

7 https://github.com/WKobes/GovtScraper
8 https://scrapy.org/
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istrant organizations were identified that are used as registrants for domain
name registrations.

5.3.1.4 DNS and Certificate Transparency analysis

The set of 4963 governmental domains that have been collected and validated
up until now, was used as input for the data analysis on the OpenINTEL
dataset. The code written in Jupyter Notebook?, was able to load the data
of the OpenINTEL dataset and conduct the analysis. The infrastructure is
based on Apache Spark', an engine for large-scale data analytics and data
files can be exported in AVRO files. The code was run on a Virtual Machine
with access to the Spark infrastructure.

As mentioned earlier, access to the OpenINTEL data set is limited due
to contractual constraints with the registries that provide their zone infor-
mation. This means that for this research, the results obtained from the
OpenINTEL analysis could not be subjected to the same validation steps as
conducted in the previous section. These validation methods would require
the use of external sources, like the DNS, which could indirectly lead to data
leakage through passive DNS measurements. The implications of this for the
validity of these research steps are described in the discussion. In addition
to the number of newly identified domain names, noteworthy observations
made during the manual inspection of the results in the controlled environ-
ment will also be included.

For the OpenINTEL DNS data, matching will be done based on DNS Re-
source Records. It was chosen only to select based on A, CAA, MX and NS
records. This choice was made, because the other Resource Records in the
data set either were unique per domain name and thus would not yield
any results, or were too generic and would match a large number of non-
governmental domain names. To illustrate, DNS Records related to DNSSEC
signing would contain unique signatures per domain name, and therefore
cannot be used. On the other hand, TXT records that contain a DMARC
configuration, for example, had shown overlap with non-governmental do-
main names. One exception is the AAAA record, for IPv6 addresses, since
these would provide unique matches on input data. The problem here is
that the IPv6 ranges allocated to the government contain an incomprehensi-
ble number of possible IPv6 addresses, making comparisons on all possible
records impossible. At the same time, all governmental domain names that
contained an AAAA record also contained an A (IPv4) record. Thus, the use
of IPv4 addresses in this comparison would provide the same results.

Based on the domain names found so far, a list of each of the four DNS
Resource Records was created. Only values were included to which it was
sure they were governmental, for instance, only NS records that contained
governmental domain names, and only A records with IPv4 addresses as-
signed to the government. This resulted in the number of records as shown
in Table 5.2. The number of A records highly outnumbers the other records,

9 https://github.com/WKobes/openintel-analysis
10 https://spark.apache.org/
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because the known IPv4 ranges assigned to the Dutch government were
fully included. These ranges were obtained by cross-referencing the IP ad-
dresses of known governmental domain names with the RIPE database'".
At the same time, almost all governmental domain names registered at the
DPC used the same name servers, explaining the low number of unique NS
records.

Resource Record Type | #

A 790808
CAA 27

MX 21

NS 41

Table 5.2: The number of Resource Records selected for every RR type

The comparison of the Resource Records on the OpenINTEL dataset was
executed. The date of reference of the data set is 24 July 2022. The full results
are shown in Table 5.3. This shows that the number of identified govern-
mental domain names has increased by 8655 to 13618 unique domains and
subdomains.

RR Selector # new domains
A 3996

CAA 2507

MX 352

NS 6006

Total (unique) | 8655

Table 5.3: Number of governmental domain names identified in OpenINTEL us-
ing various Resource Records and the total of newly discovered domain
names

Now, the 13618 known domain names are used in the SAN field matching
using the CT logs data set. The results are shown in Table 5.4. As can be seen,
592 domain names using a wildcard on their certificate were identified. Since
wildcard domains do not represent actual domain names, these will not be
added to the inventory. This means that the CT data set is bringing the total
to 18613 domain and subdomain names. Manual inspection of the matched
domain names showed that there was at least one case where a governmen-
tal domain name shared a TLS certificate with a non-governmental domain
of a commercial party. This is further elaborated upon in Finding 6 of the
next section and the discussion of this chapter, as this may indicate the num-
ber of found domain names is an overestimation of the number of actual
governmental domain names.

11 https://www.ripe.net/manage-ips-and-asns/db
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Type # new domains

Domain names | 4995
Wildcards (*) 592

Total (unique) | 5587

Table 5.4: Number of governmental domain names identified using Certificate
Transparency logs

In the last step, the zone file of the “.politie” TLD was downloaded from
ICANN’s CZDS, and the domain names were counted. The results confirm
the earlier observation that the top-level domain is not in active use yet, since
the zone file only contained 10 unique domain names.

This concludes the analysis. The final number of governmental domain
and subdomain names identified is now 18623, compared to the 1718 domain
names at the start.

5.3.2 Notable findings

The technical results of the review have been discussed in the previous sec-
tion. In the following paragraphs, the most notable findings of this review
will be further discussed, in terms of possible cyber risks. Where possible,
the findings are mapped towards their corresponding risk category identi-
fied in chapter 3.

All findings have been reported to the responsible departments. Inconsis-
tencies have since then been corrected in the registers by DPC. In January
2022, the results were presented in an expert session™ concerning domain
name management for governments. About 30 different governmental enti-
ties participated in this session of different layers of government.

FINDING 1 - FREE AND TAKEN-OVER DOMAIN NAMES IN MANAGEMENT
sYSTEM During an initial analysis of the website register, two listed do-
main names were found to be unregistered. In a later phase of the research,
a third domain name was put into quarantine and became available for regis-
tration after the grace period. The researcher registered these domain names
in their personal capacity, to prevent any takeover by potentially malicious
actors. It was observed that the domain names did not get automatically re-
moved from the register in newer revisions. From this, it was concluded that
there is no monitoring for domain name ownership changes, nor monitoring
for whether domain names in the website register move into a quarantine
period or become available for registration.

While investigating the registration information of the domain names in
the website register, one domain name was found to be registered by a per-
sonal e-mail address. Upon inspection of the website, it was determined

12 Beheersbaarheid Internetdomeinen (BID), 11 January 2022, Online meeting
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that this was not a governmental website. Instead, the website listed adver-
tisements of questionable legitimacy. Notable is that, while the finding was
done in 2021, this domain name was last registered in 2015. From this is
derived that the domain name has become available for registration during
that time, and has since the takeover remained part of the domain name
management systems.

Free domain names can be freely registered by anyone on the internet,
meaning that these domain names could be abused to host malicious content
or to mimic governments. These domains are susceptible to takeover attacks,
as described in the first category of chapter 3.

FINDING 2 - MISSING DOMAIN NAMES FROM MANAGEMENT SYSTEM
Since the public website register is only a subset of the larger domain name
register of the government, it was not possible to automatically verify whether
found domain names were already part of this register. However, it was pos-
sible to check if newly found domain names served a governmental website.
In this case, it would be expected to be part of the website register and these
cases could be reported to the DPC.

This resulted in nine discovered domain names that served websites yet
were not listed on the website register. After reporting, it turned out that
five of these were part of the domain name register, but not recorded as a
domain name that is serving a website.

The other four domain names that served a website were unknown to
both the website and the domain name register. This means that they fell
outside of the existing domain name management system and thus were
not included in analyses. The DPC has started an investigation into whether
these domain names are indeed governmental-owned. Two of these missing
domains were registered under the .nl TLD and two were registered under
.com.

Two other domain names that were identified to be serving a website,
were excluded from the website register due to other reasons. These two
domain names, even though the registration was managed by the Dutch
central government, served websites that were not considered part of the
central government.

Governmental domain names missing from the register may remain out of
sight in regular security assessments and not meet the required security stan-
dards set by the government, for instance, non-compliance with the security
standards described in category 3 of chapter 3.

FINDING 3 - PERSONAL GOVERNMENTAL DOMAIN NAME REGISTRATIONS
During the investigation, the WHOIS details of all domain names were re-
trieved to look for possible anomalies. In one of the domain names that were
found to be missing from the register (see Finding 2), it was discovered that
the registration was done in the personal capacity of a civil servant. This was
derived from the fact that a personal (non-governmental) e-mail address was
used as the administrative contact person. This means that the domain name
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asset that is serving a governmental website, is in fact not in the possession
of the government, but rather of an individual.

This can have consequences whenever the individual civil servant stops
working for the current organization. The government may lose access to
the domain name configuration in this case. Secondly, personal registration
details make it unclear whether the domain name is owned by the govern-
ment. In case the government loses access to the domain name, it can be
technically seen as a domain name takeover as described in category 1 of
chapter 3.

FINDING 4 - DOMAIN NAME USAGE AFTER RELEASE Throughout the
research period, various versions of the website register were analyzed and
monitored whether domain names were added or removed. Table 5.1 showed
the exact time periods for which the register was retrieved. In contrast to the
domain names that became free for registration while they were still part of
the domain name register (Finding 2), it was also observed that multiple do-
main names were released according to policy. This means that the domain
name was first removed from the website register, after which it was set into
quarantine and became available for registration.

The proper release of domain names does not lead to the risks discussed
in Finding 2, however, for some of these domain names, it was discovered
that they were still used in hyperlinks on other governmental websites. This
means that these hyperlinks stopped working and that a new registrant
could present any content to the users of the governmental websites that
pressed the outdated hyperlink. Having hyperlinks to external domains may
indicate a relation between the two domain names, effectively legitimizing
the linked domain name as a trusted source.

Therefore, even though the policy on domain name release was followed
accordingly, there remained a possibility for impersonation attacks using
these domain names. Since the domain name release was intentional, this
risk should not be considered a domain name takeover, but rather an im-
personation attack using left-over hyperlinks. Thus, the risk can be placed
under category 2 of chapter 3.

FINDING 5 - GOVERNMENTAL SUBDOMAIN-ONLY DOMAIN NAMES The
fiftth notable finding is that some domain names that are part of the website
register are served under a higher-order domain name, while the apex do-
main name was not governmental-owned. This was observed primarily in
cases where the government leveraged an external service and the service
is hosted by the server provider, rather than the government itself. These
domains could be in a form of ‘government.<service>.nl’, for instance.
While the service may be legitimate, end-users of said service could be
confused by the usage of higher-order domain names. For example, end-
users could falsely assume that the apex domain name is also controlled by
the government. Another risk is that the operator of the root domain name
can control and monitor all activities on their subdomains. This means that
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more trust has to be laid in the service provider, than when the service would
be provided on a governmental domain name. A rogue service provider
would effectively execute a subdomain takeover in these cases, meaning this
risk falls under category 1 of chapter 3.

FINDING 6 - SHARED TLS CERTIFICATES WITH NON-GOVERNMENTAL
DOMAIN NAMES The sixth and final notable finding is derived from the
CT logs data, namely that TLS certificates exist that are shared by both govern-
mental and non-governmental domain names. This means that both domain
names were included in the SAN field of such certificates. Since certificates
are used to set up the confidential connection between the client and the
server, anyone with access to the private key of the certificate could compro-
mise this secure connection.

It is questionable whether governmental websites should be protected
with a certificate shared with non-governmental parties. Especially when
websites offer sensitive services involving personal information, these con-
nections should only be between the user and the government directly. Using
a shared certificate means that all domains that serve this certificate, could
potentially eavesdrop on this connection. In terms of the risks discussed in
chapter 3, the consequences of such an attack would be comparable to a
domain name takeover of category 1. However, eavesdropping on secure
connections is not trivial, nor is the domain name compromised in the long
term. Using shared TLS certificates is, as long as it is done intentionally, more
an operational risk than a technical one.

5.3.3 Identified common risks

Considering the notable findings done in the review;, it is concluded that the
current implementation of domain name management by the Dutch central
government still incurs security risks from the various risk categories iden-
tified in chapter 3. The current policies and policy enforcement do not fully
cover these risks. The root causes of these findings are described in terms of
risks.

Findings 1, 2 and 3 all relate to domain names that were not registered
according to the current domain name policy. According to the central policy
[75], all domain registrations must be done at DPC directly. However, it is
identified that the domain names that involved these findings are or were
all registered at an external registrar. Therefore, the coordinating party did
not have access to the necessary information and they were not notified
by the governmental organization on (de)registration of the domain names.
If these domain names were directly registered at DPC, there would be no
need for additional information provision, since the technical status of the
domain name could be read directly from the zone file managed by DPC.
Non-compliance with the domain name policy indicates a lack of sufficient
policy enforcement.
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Findings 4, 5 and 6, in turn, are caused by hiatuses in the current domain
name policy. While the current policy includes methods for domain name
release, there is no check on whether the domain name is still used in other
places on governmental websites. This is a direct cause for Finding 4. Finding
5 is partly covered as it could be argued that domain names have to be
centrally registered, yet it is unclear whether this applies to subdomains as
well. Finding 6 could occur as there was no policy identified that restricts
the sharing of TLS certificates in any way. It now has been shown that the
absence of certain policies, as well as the lack of policy enforcement, causes
security issues in the current implementation of domain name management
in the Dutch central government.

5.3.4 Policy versus Practice

This evaluation shows that in terms of cyber security, the policy outcomes
of domain name management leave room for improvement. Looking back
to the policy theory that was reconstructed in chapter 4, these findings are
coherent with the main conclusions of the policy theory.

Cyber security being absent among the goals of the domain name policy
showed that a focus was laid on the other policy fields: communication and
archiving. The identified policy hiatuses all relate to situations that affect
cyber security, but are less relevant in terms of communication and archiving.
It could be argued that the use of outdated hyperlinks and subdomain-only
domain names is also unfeasible in terms of usability and recognizability of
citizens, yet their impact is larger on the security aspect. In a domain name
policy with more focus on security, it could be expected that these topics
would be addressed.

The identified deviations from existing policy documents are indicative of
a lack of policy enforcement. Whereas found policy documents did not spec-
ify which organization would be responsible for enforcement, it may now be
assumed this role was not specifically assigned. Therefore, policy deviations
are not detected and thus not acted upon. Even with the aforementioned im-
provements in policy incorporated, the policy system will remain vulnerable
to security risks while policies are not being fully adhered to.

Lastly, chapter 4 provided an outlook on ongoing policy research, like the
consideration of a public suffix for all governmental domain names. Once a
move would be made toward a public suffix, several of the findings made
in this chapter would be less likely to occur or have their impact reduced in
terms of security risk. Only Finding 6 could remain to pose a risk, if a TLS
certificate is shared between governmental domains with the public suffix
and external domains. The other findings could still occur, but would pose
no security risk since domain names within the public suffix are not open
for registration by the general public. Additionally, the risks remain relevant
at least until the transition toward a public suffix would be fully completed.
Even after completion, it could be argued that current regular domain names
should be upheld, meaning that they also have to keep being managed.
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5.4 CONCLUSION AND DISCUSSION

In this chapter, the approach to domain name management of the Dutch
central government has been evaluated. Various methods obtained from re-
lated work have been applied to measure the level of correctness of this
approach. The review resulted in six different notable findings on the cur-
rent implementation, for which two common risks were identified: (1) a lack
of information due to external domain name registration, and (2) hiatuses in
the current domain name policy. While not all domain name management
resources of the government are publicly available, it was possible to gather
these results with the usage of various public resources as well as the Open-
INTEL data set.

The observations of both the technical results and the policy theory in
chapter 4 have shown that the current policy outcomes are not fully in line
with the policy goals. A primary challenge for the government is that indi-
vidual departments do not always comply with the set policies, and there
is currently no department in charge of policy enforcement. Secondly, the
set of policies shows certain hiatuses, for instance on the points of TLS cer-
tificate sharing and the prevention of remaining hyperlinks towards expired
domain names. With this, the third sub research question in this thesis has
been addressed: SRQ 3: How is domain name management executed within the
Dutch central government in practice?.

A point for discussion is the limited access to the governmental domain
name register. Having only had access to the website register means that the
starting point was only about 10 percent of the total number of known gov-
ernmental domain names. Using the described novel combination of meth-
ods, it was possible to increase this number to 18623 unique domain names,
surpassing the approximate number of 16000 domain names in the govern-
mental domain name register. However, it can be asserted how many of
these domain names are part of the domain name register, and how many
are to be considered new and unique finds. Furthermore, the results derived
from the OpenINTEL database could not be thoroughly validated due to
restrictions on access to this data. Therefore, it is possible false positives
are included in this number, when domain names that are not owned by
the government use the same DNS Resource Records as governmental do-
main names. Similarly, false positives may have been given by the Certificate
Transparency data, when certificates were shared between governmental and
non-governmental domain names. Future research with unrestricted access
to these data sources is required to be able to fully validate the found domain
names.

Secondly, time limitations made it possible to apply the web crawler dis-
covery methodology to the three most visited governmental domain names
only. It is expected that significantly more domain names would have been
identified, if this methodology was conducted on more or all known govern-
mental domain names. However, the results of the discovery clearly show
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that this method is a feasible way to discover new domain names, and thus
in theory could be applied still if given enough time.

Lastly, the methods used in this chapter all relied on secondary sources
of domain name discovery. The success of the methodological approach is
highly dependent on the number of governmental domain names that are
supplied at the start. Several primary sources, unavailable to the researcher,
could be used in practice to improve the results. For example, if the gov-
ernment were to execute this methodology themselves, they could use the
entire domain name register, as well as all domain and subdomain names in-
cluded in the zone files of the governmental name servers. Nonetheless, the
methods described in this chapter have shown to be effective in the detec-
tion of domain names that were even unknown to the governmental internal
registers, and thus are still relevant for use in practice.

The current analysis relies directly on domain names and their technical
properties. In future studies, it could be considered to expand this analy-
sis using more properties that indicate governmental domain names. For
instance, websites could be checked for the presence of governmental logos,
or a textual analysis could be conducted on the content to determine if a
website is governmental based on context. This way, governmental domain
names could be detected that do not share any technical properties with the
currently identified domain names.
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6.1 INTRODUCTION

In the previous chapters, the subquestions have been addressed. Based on
these outcomes, an answer will be formulated for the main research question:
RQ: How should the Dutch government implement domain name manage-
ment?. After that, the main recommendations are listed for the improvement
of the Dutch government’s approach to domain name management.

The results are then put up for discussion, by laying out the limitations
of this research. This chapter ends with the research paths that remain open
for future work.

6.2 CONCLUSION

In this research, the domain name management practices of the Dutch cen-
tral government have been studied. To understand what domain name man-
agement entails, a background study has been conducted on domain names
and DNS. This has shown that DNS is a complex concept, which is imple-
mented based on a large number of technical documents.

Specific attention was given to the cyber security risks that are relevant for
domain name owners. These risks were abstracted from the literature and it
was determined these could be divided into three different risk categories.
The literature on risk in DNS commonly did not distinguish between risks
that are relevant for DNS operators and those that are relevant for domain
name owners. This thesis argued that for domain name management, only
the latter risks are relevant to take into account. Therefore, several risks were
excluded from the review. Policies that address domain name management
should incorporate mitigative measures for all three risk categories. The de-
scription of these three risk categories is the first contribution of this thesis
to the current literature.

As a second academic contribution, the policy theory of domain name
management at the Dutch government was constructed, complemented with
a visualization in the form of a goal-means tree. When investigating this pol-
icy theory, it was identified that the policies were focused on three different
policy areas: communication, archiving and compliance & security. It was
found that individual policies did not necessarily cover all three aspects,
where most notably security & compliance were missing from a general do-
main name policy. This could also be observed from the composition of the
goal-means tree that has been constructed in Figure b.1. The Dutch govern-
ment should ensure security is included as a core goal in domain name man-
agement, specifically to mitigate the identified relevant risks. Furthermore,
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based on documents describing the ongoing developments in domain name
management, it was concluded that no attention was given to the fact that
current domain names will have to be managed, even after transitioning to a
new domain name approach. The government should take this into account
when deciding on future domain name management policies.

In an evaluation of the policy outcomes, several shortcomings were iden-
tified. Some of these shortcomings were caused by non-compliance with
the existing policies. These should be addressed by applying active policy
enforcement. Other shortcomings were caused by a gap in policy, since sev-
eral potentially unwanted practices concerning domain names were not ad-
dressed in policies. By defining policies for these situations, domain name
operators know how to configure their domain names better. The evaluation
applied several novel approaches to the discovery and validation of domain
names, which could be applied in practice to detect domain names that are
missing from domain name management systems. The methodology could
also be applied to detect deviations from current policies, for instance for
policy enforcement. This novel methodology represents the third and last
academic contribution done by this thesis.

With this, an answer has been formulated to the main research question.

63 RECOMMENDATIONS

This thesis brings the following five concrete recommendations for the Dutch
central government to improve its approaches to domain name management:

* Make improving and maintaining cyber security one of the explicit
goals of the domain name policy. Currently, the central policy is fo-
cused mostly on communication and archiving. By incorporating rel-
evant cyber security risks, the policy could be designed better to mit-
igate these risks. This could improve the general awareness of cyber
security risks related to domain names as well.

* Ensure that policy is enforced. This thesis has shown that current
policies are not always adhered to. There is no central department in
charge of policy enforcement, nor are there any consequences for not
adhering to the policies. If policies were to be actively enforced, policy
compliance would most likely increase.

¢ Do not consider a move towards a uniform domain extension as a solu-
tion to all current problems. The research conducted in a move toward
such domain extension, laid focus on the costs and efforts for transi-
tioning the current domain names. No attention is given, however, to
the fact that current domain names cannot simply be canceled. These
domain names have been used as the main communication channels
with the government in the last twenty years. Canceling their registra-
tions will improve the chance of impersonation attacks.
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¢ Draft policy concerning shared TLS certificates, the use of domain names
of external service providers and prevention of domain name usage af-
ter release. This research has shown that cases exist where (1) a TLS
certificate is shared between governmental and non-governmental do-
main names, (2) some governmental websites are hosted on a subdo-
main of a non-governmental domain, and (3) hyperlinks toward ex-
pired governmental domain names may be left behind on other gov-
ernmental websites. Current policies on domain name management
did not provide directions in these situations. It could be argued that
all three cases could lead to potentially unwanted situations, and thus
should be prevented. If so, this should be added to the policies, includ-
ing who is responsible for preventing these cases from occurring.

¢ Apply automated tooling to detect deviations from policy. Tools are
currently already applied to measure compliance with internet stan-
dards. Methodologies in this thesis could be used to measure compli-
ance with the domain name policies as well. This could also aid in
policy enforcement.

6.4 DISCUSSION
6.4.1 Validation

In terms of validation, this research was based on reputable sources from
literature. The selection of sources has been extensively described, and no
works have been excluded on other grounds than those explicitly mentioned.
Since no other works have been identified that address domain name man-
agement specifically, there are no works to which the results can be com-
pared directly.

The policy theory in chapter 4, as well as the corresponding goal-means
tree, was constructed based on public policy documents. The goal-means
tree depicts from which documents individual goals and means were ob-
tained. This makes the work verifiable for future research on domain name
management policies.

The data gathering in chapter 5 has been done systematically. The finger-
prints used for data validation were carefully constructed, only containing in-
formation that was confirmed to match governmental domain names. Every
step of the data-gathering procedure has been explicitly mentioned includ-
ing the intermediate number of results. The used code for data gathering
and analysis has been publicly published, making the entire methodology
verifiable and reusable.

6.4.2 Limitations

This research was based on the resources that were made available pub-
licly, and the restricted database OpenINTEL. This means that internal pol-

60



6.4 DISCUSSION

icy documents and data sets could not be incorporated. Internal documents
may provide a more complete insight into the policy theory behind domain
name management. If more time would have been available, it could have
been considered to request these internal documents, for instance using a
freedom of information (Woo) request.

Another limitation of this research is that the results in terms of identified
domain names will rapidly become out of date. The cause is that contin-
uously new governmental domain names are registered, while others are
canceled. Due to this reason, it was decided not to publish the full list of
governmental domain names. Doing so would only degrade the quality of
domain name sources online, since the list would not be kept up to date.

Lastly, the results of the analysis on the OpenINTEL database could not be
individually verified, due to restrictions on data access. This means that pos-
sibly not all identified domain names were governmentally owned. Future
research should find other means to validate these results, for instance by
comparing the results with the government’s internal domain name register.
Also, other techniques can be considered for the analysis, like content and
textual comparisons.

6.4.3 Future Work

This thesis has introduced several novel approaches for analyzing and im-
proving domain name management. Multiple opportunities remain for fu-
ture studies, to expand upon the work done here.

For starters, this research focused on domain name management within
the government. Larger cooperations may also have an interest in improving
their domain name management approaches. Unlike the government, coop-
erations tend to be less country-dependent and thus an analysis in domain
name management would entail incorporating more TLDs and WHOIS fin-
gerprints. It should be determined if the present methodology can be directly
applied.

Secondly, this thesis has argued the need for proper domain name man-
agement based on different cyber security risks. Domain names are com-
munication channels that allow interaction between the government and its
citizens. This role is also observed for governmental accounts on social me-
dia, like Facebook, Twitter and Instagram. The Dutch government operates
a large number of accounts on these services. Citizens may not always be
able to verify whether a social media account is governmental, which means
that social media accounts could be abused for impersonation as well. Re-
search could be conducted on the best approaches to social media account
management on a large scale.

Lastly, this study focused on domain name management at the level of the
Dutch central government. It could be argued that the inclusion of decentral
government in domain name management further improves the security of
the government in total. Additional research should be conducted on how
decentral governments can be best included in the system, as these govern-
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ments will be more heterogeneous than departments on the central level of
government.
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Punycode: A Bootstring encoding of Unicode for
Internationalized Domain Names in Applications (IDNA)

DNS Extensions to Support IP Version 6

Handling of Unknown DNS Resource Record (RR) Types

DNS Security Introduction and Requirements

Resource Records for the DNS Security Extensions

Protocol Modifications for the DNS Security Extensions
Domain Name System (DNS) Case Insensitivity Clarification
Domain Name System Uniform Resource Identifiers

The Role of Wildcards in the Domain Name System

DNS Security (DNSSEC) Experiments

Automated Updates of DNS Security (DNSSEC) Trust Anchors
Measures for Making DNS More Resilient against Forged Answers
Extensible Provisioning Protocol (EPP) Domain Name Mapping
Internationalized Domain Names for Applications (IDNA):
Definitions and Document Framework

Internationalized Domain Names in Applications (IDNA): Protocol
The Unicode Code Points and Internationalized Domain Names
for Applications (IDNA)

Internet Standard
Internet Standard
Unknown
Proposed Standard

Proposed Standard

Proposed Standard
Proposed Standard

Best Current Practice

Proposed Standard
Proposed Standard

Proposed Standard

Proposed Standard

Internet Standard

Proposed Standard
Proposed Standard
Proposed Standard
Proposed Standard
Proposed Standard
Proposed Standard
Proposed Standard
Proposed Standard
Internet Standard

Proposed Standard

Internet Standard

Proposed Standard

Proposed Standard

Proposed Standard



5893

5910

5936
6014

6147
6376

6452

6698

6725
6761
6762
6763

6840
6891

7208

7489

7671

7686

7720
7766
7858
7873
8310
8484
8490

8659
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Right-to-Left Scripts for Internationalized Domain Names
for Applications (IDNA)

Domain Name System (DNS) Security Extensions
Mapping for the Extensible Provisioning Protocol (EPP)
DNS Zone Transfer Protocol (AXFR)

Cryptographic Algorithm Identifier Allocation for DNSSEC
DNS64: DNS Extensions for Network Address Translation
from IPv6 Clients to IPv4 Servers

DomainKeys Identified Mail (DKIM) Signatures

The Unicode Code Points and Internationalized

Domain Names for Applications (IDNA) - Unicode 6.0
The DNS-Based Authentication of Named Entities (DANE)
Transport Layer Security (TLS) Protocol: TLSA

DNS Security (DNSSEC) DNSKEY Algorithm JANA
Registry Updates

Special-Use Domain Names

Multicast DNS

DNS-Based Service Discovery

Clarifications and Implementation Notes for DNS Security
(DNSSEC)

Extension Mechanisms for DNS (EDNS(0))

Sender Policy Framework (SPF) for Authorizing

Use of Domains in Email, Version 1

Domain-based Message Authentication, Reporting, and
Conformance (DMARC)

The DNS-Based Authentication of Named Entities (DANE)
Protocol: Updates and Operational Guidance

The “.onion” Special-Use Domain Name

DNS Root Name Service Protocol and Deployment Requirements
DNS Transport over TCP - Implementation Requirements
Specification for DNS over Transport Layer Security (TLS)
Domain Name System (DNS) Cookies

Usage Profiles for DNS over TLS and DNS over DTLS
DNS Queries over HTTPS (DoH)

DNS Stateful Operations

DNS Certification Authority Authorization (CAA)

Resource Record

Proposed Standard

Proposed Standard

Proposed Standard
Proposed Standard

Proposed Standard

Internet Standard

Proposed Standard

Proposed Standard

Proposed Standard

Proposed Standard
Proposed Standard
Proposed Standard

Proposed Standard

Internet Standard

Proposed Standard

Informational*

Proposed Standard

Proposed Standard

Best Current Practice

Proposed Standard
Proposed Standard
Proposed Standard
Proposed Standard
Proposed Standard
Proposed Standard

Proposed Standard



8753

8880

8945
9018
9103
9156
9157
9022

9076
9233

9250

ADDITIONAL TABLES 66

Internationalized Domain Names for Applications (IDNA)
Review for New Unicode Versions

Special Use Domain Name ‘ipv4only.arpa’

Secret Key Transaction Authentication for DNS (TSIG)
Interoperable Domain Name System (DNS) Server Cookies
DNS Zone Transfer over TLS

DNS Query Name Minimisation to Improve Privacy
Revised IANA Considerations for DNSSEC

Domain Name Registration Data (DNRD) Objects Mapping
DNS Privacy Considerations

Internationalized Domain Names for Applications 2008
(IDNA2008) and Unicode 12.0.0

DNS over Dedicated QUIC Connections

Proposed Standard

Proposed Standard
Internet Standard

Proposed Standard
Proposed Standard
Proposed Standard
Proposed Standard
Proposed Standard

Informational*

Proposed Standard

Proposed Standard

Table a.1: List of current RFC documents that contain the DNS specification with its

corresponding status



GOAL-MEANS TREE

The goal-means tree is included on the next page.
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