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Abstract

It is critical to detect bugs or vulnerabilities in software because they can serve as
an entry point for an attacker, potentially leading to serious consequences. These
bugs or vulnerabilities could be the result of a programming error in the design of
the software or program. Manually locating all bugs or vulnerabilities in the field of
software security is an error-prone and complex task. These efforts can be reduced
by a technique known as Fuzzing or Fuzz Testing, which is based on the ability to
detect bugs or vulnerabilities by generating inputs of various types (valid, invalid,
malformed, etc.) that are fed into the software and tested repeatedly.

There are several Fuzzing Tools (Fuzzers) available that frequently succeed in
identifying vulnerabilities. This work demonstrates the complete operation of three
fuzzers, namely American Fuzzy Lop (AFL), LibFuzzer, and Angora Fuzzer, as well
as a comparison of these fuzzers with program metrics such as code coverage,
types of bugs or vulnerabilities detected, number of bugs detected, and execution
speed, which in turn measures the fuzzer’s performance.



ABSTRACT




Contents

[Abstract iii
1__Introduction| 1
(1.1 Company Background| . . . . . ... ... ... ... ... ... .. .. 2
1.2 Motivationl . . . . . . . . . 3
1.3 ResearchQuestionl. . . ... ... ... .. ... ............ 3
(1.4 Reportorganization| . . . . . . . . .. .. . . ... ... 3

[2 Background| 5
[2.0.1 lypesoffFuzzing| .. ... . ... ... . . .. ... .. ..., 6

.02 TrueCodel. . . ... ... . .. ... 8

3 Implementation| 11
(8.1 _Sanitizers! . . . . . . .. e e 11
[3.1.1 Address Sanitizer(ASAN)| . . . . . ... oo 11

[3.1.2 Undefined Behavior Sanitizer(UBSAN). . . . .. .. ... ... 12

[3.1.3 Memory Sanitizer(MBSAN)| . . . . . ... ... ... ...... 12

[3.1.4 Data Flow Sanitizer(DFSAN)| . . . . ... ... ... ...... 13

[3.2 American Fuzzy Lop| . . . . . . . .. ... 13
[3.2.1 Methods/Strategies used by the Fuzzer for input mutation and [

| generation| . . . . ... 14
[3.2.2 FuzzerUsage|. . . . . . . . . . . o 18

[3.2.3 Crash Triaging Tool - Exploitable GDB| . . . . . ... ... ... 19

8.3 LibFuzzer . . . . . . . . .. 22
[3.3.1 Methods/Strategies used by the Fuzzer for input mutation and [

| generation| . . . . ... 24
[3.3.2 Crash Iriaging Tool - Exploitable LLDBJ. . . . . ... ... ... 25

(3.4 Angora Fuzzer . . .. . ... .. 27
[3.4.1 Context-sensitive branch coverage| . . . . . . ... .. ... .. 27

[3.4.2 Scalable byte-level tainttrackingl . . . . ... ... ... .... 28

13.4.3 Search based on Gradient Descent . . . ... ......... 28

Vv



VI

CONTENTS

B.44

lype and shape inference| . . . . .. ... .. ..

B.45

Input length exploration| . . . . . ... ... ...

B.46

FuzzerUsage|. . . . . . . . . .. ...

4 EXxperiments and Discussion|

7T

Fuzzing with American Fuzzy Lop(AFL)|

Fi2

Fuzzing with LibFuzzery . . . . . ... ... ...

Fi3

Fuzzing with Angora Fuzzer|. . . . . . . .. ...

@2

FuzzGoat - A Buggy JSON Parser|

72

Fuzzing with American Fuzzy Lop(AFL)|

A22

Fuzzing with LibFuzzer, . . . . . ... ... ...

#23

Fuzzing with Angora Fuzzer|. . . . . . . .. ...

43

Test Experiment for Angora Fuzzer|

X!

Comparison of Fuzzers|

G4

Code Coveragel. . . . . .. ... ... ... ...

A42

Types of bugs or vulnerabllities detected|

43

Number of bugs detected| . . . . . ... ... ..

44

ExecutionSpeed . . . . ... ... ... ...




Chapter 1

Introduction

In 2017 the WannaCry ransomware attack [1] by WannaCry ransomware cryptoworm
affected over 300,000 computers with Windows operating system in 150 countries,
causing major disruptions and financial depletion in billions of dollars. The attack-
ers encrypted the data and demanded ransom payments in Bitcoin Cryptocurrency
form, which affected critical industries such as finance, energy, and healthcare.
Spanish mobile company Telefonica was one of the first companies to be affected.
The NHS hospitals and surgeries across the UK were also affected by a loss of 92
million pounds due to this attack. Identifying software vulnerabilities or bugs by man-
ually analyzing them is a significant research problem in software security. Due to
the complexity, it is hard to verify the software as it is an error-prone task manually. A
vulnerability [2] is a weakness or gap in a system’s security [3] measures that attack-
ers can exploit to breach the system’s security policies. Unpatched vulnerabilities
can lead to severe consequences, as demonstrated by high-profile attacks such as
WannaCry.

To reduce these efforts, a new technique was introduced by Miller [4] in 1988
called Fuzzing or Fuzz Testing, which can be used to detect software bugs or vul-
nerabilities. The main idea behind this technique is the generation of inputs of all
sorts (Valid, Invalid, Malformed, etc.), which are fed into the program or software be-
ing fuzzed, hoping to trigger software bugs and vulnerabilities. These software bugs
and vulnerabilities might be caused by a programmer’s mistake in designing the soft-
ware or program. Some of the most common vulnerabilities in targeted binaries are
stack and heap-based overflows, integer overflows, double-free and use-after-free
bugs [5]. These vulnerabilities can be classified based on the CVE (Common Vul-
nerabilities and Exposures) list, and CVSS (Common Vulnerability Scoring System)
score based on the bug’s severity. Therefore, it is essential to find these software
bugs or vulnerabilities as this could be the entry point for an attacker. From these
software bugs or vulnerabilities, the attacker can generate an exploit (e.g., a tool
or script) that can cause data loss, financial loss, or damage to the asset, i.e., the
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2 CHAPTER 1. INTRODUCTION

software or program being fuzzed.

In other words, Fuzzing is a technique that simulates attacks on the software or
program being fuzzed by repeatedly feeding the targeted program with malformed
or semi-valid inputs or test cases. For this reason, the fuzzing tools (also called
fuzzers) will often succeed in finding out more and more vulnerabilities. Multiple
fuzzing tools are available, and the bugs or vulnerabilities found during a fuzzing
session on a targeted program might be different in all fuzzers. Some of the fuzzers
focus on a particular technique that can trigger new bugs and improve performance.
For example, Angora Fuzzer uses principled search, and for the fuzzer to solve
all constraints in the targeted program, a minimum of one conditional statement is
needed. This cannot be performed the same way in other fuzzers, so the bugs found
will be different. The fuzzer stores the bugs and the input which caused it for further
use.

This report mainly focuses on understanding the working of three fuzzers: Amer-
ican Fuzzy Lop, LibFuzzer, and Angora Fuzzer. The fuzzers are compared by ex-
ecuting a set of experiments on targeted programs. Program metrics, namely code
coverage, types of bugs or vulnerabilities detected, the number of bugs detected,
and execution speed, are determined for all experiments, which can be used to
measure the performance of the fuzzer. The bugs or vulnerabilities in American
Fuzzy Lop can be categorized using an extension tool called Exploitable GDB, and
the same was ported and partially implemented in LLDB to categorize LibFuzzer
crashes.

1.1 Company Background

Marc Witteman, who has been working in the field of chip security since 1993,
founded Riscure [6] in 2001. Riscure began serving customers from all over the
world from its headquarters in Delft, The Netherlands. Riscure assesses the se-
curity of software, chip technology, and embedded/connected devices designed to
operate safely in any environment. Riscure is the industry’s leading security testing
lab for pay-TV solutions. Riscure is also an international market leader in provid-
ing test equipment for chip technology side channel and fault injection robustness.
Manufacturers, government agencies, and security testing laboratories worldwide
use Riscure’s equipment.
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1.2 Motivation

Finding software bugs or vulnerabilities manually in a targeted program is challeng-
ing, and fuzzing tools make this process easier. The current research work focuses
on understanding three state-of-the-art fuzzers. The idea behind this research is
to analyze the complete working of all the fuzzers. In addition, the analysis helps
understand different mutation/generation strategies used by fuzzers to obtain more
code coverage.

The current research’s state-of-the-art fuzzers differ from the several existing
works [7] [8] [9]. This work shows how bugs/vulnerabilities can be introduced into a
targeted program to compare the working of fuzzing tools.

1.3 Research Question

It is important to understand the working of the fuzzing tools in order to compare
them. This research aims to compare the fuzzers with the following research ques-
tion:

* How can we compare different state-of-the-art fuzzers, which fuzzers are
good at detecting security bugs/vulnerabilities and how can they be cat-
egorized?

1.4 Report organization

The rest of the report is organized as follows: Chapter [2| presents the background
knowledge needed to understand the report. Chapter [3 describes the design and
working of fuzzing tools in detail and describes the design or porting of the crash
triaging plugin from GDB to LLDB. Chapter [4] describes the targeted programs used
for this research and the results obtained fuzzing these programs. Chapter [5] com-
pares the three fuzzing tools used in this research with limitations and recommen-
dations concluding the report.
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Chapter 2

Background

This chapter discusses and presents the background for understanding this work.
In the following subsections, we present a classification containing different types of
fuzzing and real-world benchmarks used in industry and academia.

Fuzzing [10] [11] is an automated software testing technique that feeds a com-
puter program with valid, unexpected, invalid, or random data as input. This com-
puter program is then monitored for errors such as crashes, failed built-in code as-
sertions, or potential memory leaks.

Fuzzing is mainly used as an automated technique to expose software bugs and
vulnerabilities in security-critical programs that might be exploited with malicious in-
tent. This technique saves the programmer a lot of time and energy by checking the
entire targeted program with all possible inputs generated by the fuzzer. With these
newly generated inputs, if the fuzzer found an input that caused a crash, using mu-
tation strategies, the fuzzer generates more inputs that can reproduce the findings.
As the fuzzer generates all sorts of inputs, Fuzzing can also help cover unexpected
edge cases. Fuzzing also allows us to achieve better code coverage as the fuzzers
run the software under test and always provide inputs that can be used to reproduce
a bug.

The steps followed by a fuzzer on a targeted program are as shown in Fig 2.1]

The targeted program or system is first identified

Using this targeted program, the inputs needed for the program are identified

The inputs identified in the previous step are mutated in order to generate more
inputs for fuzzing

The newly generated inputs are then used on the targeted program and is
tested

Once the above steps are done, the fuzzer monitors the system behaviour to

5



6 CHAPTER 2. BACKGROUND

@ Generate Fuzzed Data

Figure 2.1: Steps followed for Fuzzing

check for software bugs or security-critical vulnerabilities which is also called
as crashes according to the fuzzer

« If a bug is found or if there is a crash in the fuzzing session, it will be logged
and stored as output which we can use to see what input caused that crash

2.0.1 Types of Fuzzing

There are three main categories of fuzzing techniques [12], which are discussed
below.

Black-box Fuzzing

In this method of fuzzing, inputs are generated without the knowledge of the tar-
geted program. This can be further classified into two variants, namely Mutational
and Generational black-box fuzzing. In mutational black-box fuzzing, one or more
seed inputs are needed for fuzzing to start. This seed input is mutated, and new
inputs are generated. At random locations in the input, random mutations are ap-
plied to generate more inputs. For example, a single bit may be flipped in the input



to generate more inputs. Likewise, in generational black-box fuzzing, the inputs are
generated from scratch. New inputs are generated based on the structural speci-
fication of input. Peach fuzzer is an example of a black-box fuzzer. In a black-box
fuzzing scenario, the inner works and expected input format are unknown, as shown

in Fig[2.2

® P
® ¢_ Output < )

®® - p e S e

Figure 2.2: Black-box Fuzzing

Grey-box Fuzzing

This fuzzing method leverages program instrumentation. The targeted program is
injected with a piece of code right after every conditional jump to get lightweight
feedback, which can be used to control the fuzzer. During compile time, several
control locations are instrumented in the program. The program is provided with an
input/seed corpus (Set of inputs stored into files individually and provided as an entry
point to the targeted program). This seed input is mutated in order to generate new
inputs for fuzzing. If the new inputs cover new control locations, the code coverage
automatically improves, and these inputs are added to the seed corpus. Fig
shows how grey-box fuzzers are implemented in which some of the inner workings
and input structure can be known.

OL K™
Input ———
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Figure 2.3: Grey-box Fuzzing

White-box Fuzzing

This method of fuzzing is based on Symbolic Execution technique. Interesting
paths in the program can be found using symbolic execution as it uses program
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analysis and constraint solvers. The constraint solvers used here are Satisfiability
Modulo Theory (SMT) solvers. The path condition is calculated with a seed input,
and the input is mutated. The modified path condition is provided to a constraint
solver, which generates new inputs. The main advantage of this technique is the
generation of input by traversing into a new path while checking the previous inputs
for path conditions. Fig shows how white-box fuzzers are implemented in which
the complete inner working and the input structure are known.

Figure 2.4: White-box Fuzzing

2.0.2 True Code

True Code [13] is an automated code testing solution designed by Riscure for test-
ing embedded systems with the main focus being SAST (Static Application Security
Testing) and DAST (Dynamic Application Security Testing). True Code uses Lib-
Fuzzer as the fuzzing tool to fuzz a targeted program or software.

SAST - Static Application Security Testing

SAST is a white-box testing technique used to secure the software by reviewing the
source code to identify sources of bugs or vulnerabilities. Identifying security-related
bugs or vulnerabilities is crucial, and True Code provides code checkers for this. The
Fault Injection sensitive checks are specific to situations where both software and
hardware are combined. These checks work entirely on C and partially on C++, with
the checks being performed on a piece or the entire codebase.

DAST - Dynamic Application Security Testing

DAST is a black-box testing technique to secure the software or program by per-
forming attacks on the software or program to identify security-related bugs and
vulnerabilities. The checks for bugs or vulnerabilities are done by True Code during
run-time using the following methods:

« Fault Injection Simulation



* Fuzzing

Fault injection [14] is a technique that can stress test a computing system and un-
derstand its behavior. This technique can be achieved using hardware or software
or a hybrid approach. Some of the widely studied hardware fault injections include
applying extreme temperatures, high voltages, and so on. For fault injection and
fuzzing, the user must create a harness tree for the function under analysis. The
stubbed function will replace the original function to speed up the analysis, bypass
the hardware interfaces, and limit the call depth. Currently, both methods are fully
compatible with the C codebase.
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Chapter 3

Implementation

In this chapter, the in-depth analysis of three fuzzers, namely American Fuzzy
Lop [15], LibFuzzer [16], and Angora Fuzzer [17/] is presented to understand the
working and the strategies used by the fuzzers. The following state-of-the-art fuzzers
used in this research are chosen, considering LibFuzzer as the main fuzzer since
it is the fuzzing engine used in TrueCode by Riscure [13]. Furthermore, American
Fuzzy Lop is used due to the design similarities with LibFuzzer. Whereas, Angora
Fuzzer in existing work [18] was tested in comparison with only American Fuzzy Lop,
and the designers of Angora claim the fuzzer to be the best state-of-the-art fuzzer.

3.1 Sanitizers

As explained in Chapter [2, the main idea behind fuzzing is to feed randomly gen-
erated inputs to the targeted program to trigger a bug or vulnerability. However, we
can accelerate this process using Sanitizers. The compilers used to build fuzzer in-
strumented binaries can be combined with sanitizers where the targeted program is
instrumented with extra code checks for illegal conditions like buffer overflow, integer
overflow, etc. These sanitizers are further categorized as follows.

3.1.1 Address Sanitizer(ASAN)

Address Sanitizer [19] is a fast error detector focused on memory-related bugs.
ASAN [20] [21] can be set as a flag in all fuzzers, consisting of a compiler instru-
mentation module and a run-time library. The program will exit with a non-zero exit
code, and the error message is printed if a memory-related bug is detected. On the
first detected error, ASAN exits. The following types of bugs or vulnerabilities can be
detected using ASAN.

 Out-of-bounds accesses to heap, stack and globals

11
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Use-after-free

» Use-after-return

Use-after-scope

Double-free, invalid free
* Memory leaks (experimental)

ASAN can also be set with an option of Leak Sanitizer (ASAN_OPTIONS=detect leaks=1).
This Leak Sanitizer is a run-time memory leak detector which detects leaks with
memory error when combined with ASAN.

3.1.2 Undefined Behavior Sanitizer(UBSAN)

Undefined Behavior Sanitizer [22] is an error detector to identify undefined behavior.
UBSAN can also be set as a flag for the LibFuzzer compiler and is still an exper-
imental feature in AFL and Angora. When the flag is set, the targeted program is
modified at compile time to detect variety of undefined behavior during program ex-
ecution. Some types of bugs or vulnerabilities detected by using UBSAN are as
follows.

* Array subscript out of bounds

Bit-wise shifts that are out of bounds for their datatype

* De-referencing misaligned or null pointers

Signed integer overflow

» Conversion from, to, or between floating-point types which would overflow the
destination

3.1.3 Memory Sanitizer(MBSAN)

Memory Sanitizer [23] is an error detector of uninitialized reads. MBSAN is an ex-
perimental feature that still needs to be fully implemented with all the fuzzers. It
consists of a run-time library and a compiler instrumentation module.
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3.1.4 Data Flow Sanitizer(DFSAN)

Data Flow Sanitizer [24] is a generalized dynamic flow analysis, not a tool, unlike
other sanitizers designed to detect a particular bug. DFSAN instead provides a
generic dynamic data flow analysis framework using which we can detect application-
specific issues within our code. This sanitizer is an experimental feature like MBSAN
and is not completely implemented in all fuzzers.

3.2 American Fuzzy Lop

American Fuzzy Lop (AFL) is a mutation-based, security-oriented Greybox fuzzer
released in 2013 [15]. AFL works on discovering clean and new test cases that
triggers a new internal state by the use of a novel type of compile-time instrumen-
tation and genetic algorithms. These new states increase the code coverage in the
targeted binary. Firstly, the usability of this fuzzer allows anyone with fuzzing knowl-
edge to run the fuzzer out-of-the-box on multiple programs without any knowledge
of the domain and the targeted program itself. Secondly, the uncovering of vulnera-
bilities is done by AFL with shallow effort for the security analyst.

AFL works with an instrumentation-guided genetic algorithm. The overall algo-
rithm can be added up as follows.

» The initial user-supplied test case is added to the queue
» The next input file in queue is taken

» Without modifying the behavior of the program, try to trim the test cases to the
smallest size

+ File mutation using multiple fuzzing strategies

» As a result of mutated inputs, if the instrumentation records a new state tran-
sition, the mutated output is added to the queue as a new entry

» Go to 2 and repeat the steps

AFL generates new inputs by modifying a seed input/initial input. AFL leverages
coverage feedback to understand how to reach deeper into a program. The pro-
gram’s source code is compiled to build a fuzzer-instrumented executable binary. It
is also possible to run AFL on un-instrumented binaries using a virtual machine or
a dynamic instrumentation tool. AFL is implemented with Address Sanitizer
and Undefined Behavior is still an experimental feature. Hence, AFL will be
successful in detecting only memory-related bugs/vulnerabilities. The sub-section
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mentions how AFL generates new inputs to reach deeper into the target program
and thus increase code coverage.

3.2.1 Methods/Strategies used by the Fuzzer for input mutation
and generation

AFL works in such a way that it has a rare feedback loop where one can measure
what changes to the input file result in discovering new branches in the code and
which ones are a waste of time. Below are the steps or strategies used by AFL [25]
[26] to mutate and generate new inputs for fuzzing.

Walking Bit Flips

The input provided to the fuzzer is first bit flipped sequentially, resulting in new input.
The bits in the input can always be flipped by one bit in this method. In a single
row, there can be one to four bits flipped. For a large corpus [25] of input files, the
observed results are

« Flipping a single bit: Approx. 70 new paths per one million generated inputs

* Flipping two bits in a row: Approx. 20 additional paths per million generated
inputs

* Flipping four bits in a row: Approx. 10 additional paths per million inputs

/= Single walking bit. =/
stage_short = "flip17;
stage_max = len << 3;
stage_name = " bitflip 1/1”

stage_val_type = STAGE_VAL.NONE;

orig_hit_cnt = queued_paths + unique_crashes;

prev_cksum = queue_cur —> exec_cksum;

for (stage_cur = 0; stage_cur < stage_max; stage_cur++) {
stage_cur_byte = stage_cur >> 3;
FLIP_BIT (out_buf , stage_cur);
if (common_fuzz_stuff(argv, out_buf, len)) goto abandon_entry;

FLIP_BIT (out_buf , stage_cur);

/+~ Two walking bits. =/
stage_name = "bitflip 2/17;
stage_short = "flip2”;
stage_max = (len << 3) - 1;
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orig-hit_cnt

new_hit_cnt;

for (stage_cur = 0; stage_cur <stage-max; stage_cur++) {

stage_cur_byte
FLIP_BIT (out_buf
FLIP_BIT (out_buf,

if

FLIP_BIT (out_buf,
FLIP_BIT (out_buf ,

/= Four walking bits.
stage_name = "bitflip
stage_short = "flip4”

stage_max =
orig_hit_cnt =
for (stage_cur =

stage_cur_byte
FLIP_BIT (out_buf,
FLIP_BIT (out_buf,
FLIP_BIT (out_buf,
FLIP_BIT (out_buf,

if

FLIP_BIT (out_buf ,
FLIP_BIT (out_buf ,
FLIP_BIT (out_buf ,
FLIP_BIT (out_buf ,

(common _fuzz_stuff(argv,

(common _fuzz_stuff(argv,

stage_cur >> 3;
stage_cur);
stage_cur + 1);

out_buf, len)) goto abandon_entry;

stage_cur);
stage_cur + 1);

*/
4/17;

(len << 3) - 3;

new_hit_cnt;
0; stage_cur <stage_max; stage_cur++) {

stage_cur >> 3;
stage_cur) ;
stage_cur + 1);
stage_cur + 2);
stage_cur + 3);

out_buf, len)) goto abandon_entry;

stage_cur);

stage_cur + 1);

stage_cur + 2);

stage_cur + 3);

Listing 3.1: Walking Bit Flips

Walking Byte Flips

In this mutation method, the bits in the input are flipped by one byte. Like walking bit
flip, 8, 16, or 32-bit wide bitflips are done in walking byte flip [25]. With this method,
AFL can discover approximately 30 additional paths per million input in addition to
the path discovered with walking bit flips.

8/8”;

/= Walking byte. «/
stage_.name = " bitflip
stage_short = "flip87;
stage_max = len;

orig _hit_cnt =

new_hit_cnt;
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/= Two walking bytes. =/
stage_name = "bitflip 16/87;
stage_short = "flip16”;
stage_cur = 0;

stage_max = len - 1;

orig _hit_cnt = new_hit_cnt;

/= Four walking bytes. «/
stage_.name = "bitflip 32/87;
stage_short = "flip327;
stage_cur = 0;

stage_max = len - 3;

orig _hit_.cnt = new_hit_cnt;

Listing 3.2: Walking Byte Flips

Simple Arithmetic

This mutation method is divided into three stages. Initially, the fuzzer performs ad-
dition and subtraction on all the bytes in the input to generate new inputs. Next, the
input is either incremented or decremented by inspecting 16-bit values. If the most
significant byte is not modified, the results will be similar to stage one. Finally, the
input is added or subtracted in the third stage by inspecting 32-bit values.

/+ 8-bit arithmetic. =/
stage_name = “arith 8/87;
stage_short = “arith8”;
stage_cur = 0;

stage_max = 2 « len « ARITH.MAX;
stage_val_type = STAGE_VAL_LE;

orig_hit_cnt = new_hit_cnt;

/+ 16-Dbit arithmetic, both endians. =/

stage_name = “arith 16/87;

stage_short = "arith16”;

stage_cur = 0;

stage_.max = 4 « (len - 1) = ARITH.MAX;

orig_hit_cnt = new_hit_cnt;
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/+ 32-bit arithmetic, both endians. */

stage_name = ”“arith 32/87;

stage_short = "arith32”;

stage_cur = 0;

stage_.max = 4 « (len - 3) = ARITH.MAX;

orig_hit_cnt = new_hit_cnt;

Listing 3.3: Simple Arithmetic

Known Integers

In this mutation method, certain sets of integers are hard-coded. Then, the integers
are chosen to trigger a new edge condition in the targeted program. For example,
some integer values are -1, 256, 1024, MAX INT-1, and MAX INT+1 [25]. When this
method is used, the fuzzer overwrites the input with one of the mentioned integer
values.

Stacked Tweaks

Once all the previous methods are used, and inputs are generated, the fuzzer enters
a loop to generate more inputs by performing the below-mentioned operations.

« Single bit-flips

» Attempts to set "interesting” bytes, words, or dwords (both endians)

Addition or subtraction of small integers to bytes, words, or dwords (both endi-
ans)

Completely random single-byte sets

Block deletion

Block duplication via overwrite or insertion

* Block memset

Test Case Splicing

The input is generated in this method by considering two different inputs. These two
inputs are then spliced at a random location, and the stacked tweaks method is run
on this newly generated input. As a result, this method requires a large input corpus
and usually discovers 20% more execution paths not triggered by other mutation
methods.
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3.2.2 Fuzzer Usage

To start with, the fuzzer needs to be installed with some necessary dependencies or
packages. The brief workflow of AFL is mentioned below.

» The targeted software or program is compiled with AFLs compiler to obtain the
instrumented binary

» The fuzzing needs to be started with a test corpus (Testcase directory)
« On the instrumented binary, run AFL
* Analyze the results obtained

For the fuzzer to function correctly, we must ensure at least one seed file or initial
input in the testcase_dir that is expected by the targeted software or program. One
has to keep in mind the two rules when designing the initial test case, which are

» Try to keep the initial input file small. Keeping it under 1kB is ideal, but not
strictly necessary

» Multiple test cases can be used only if they are different from each other func-
tionally

The targeted program should first be compiled with the AFL compiler. For exam-
ple, if the software or program that needs to be fuzzed is written in C, then afl-gcc
compiler has to be used, and similarly, afl-g++ for C++ programs. This compilation
instruments the targeted software or program with additional code, and this added
code allows the fuzzer to communicate with the compiled binary and generate new
inputs to discover new code paths. This entire process is called instrumentation.

A new test case directory and a "findings” or "output” directory are needed before
we start fuzzing the targeted software or program. AFL makes three sub-directories
inside the findings directory, namely crashes, that contains the test cases which
caused the application to crash, hangs, that holds the test cases which caused the
application to hang, and queue that contains the test cases which the fuzzer still
needs to test the application with. Finally, we use the command below to start the
fuzzing session.

$ ./afl-fuzz -i testcase _dir -o findings_dir /path/to/program [..params..]

If the program takes input from a file, @@ can be used to mark the location in
the target’s command line where the input file name should be placed [27]. The
fuzzer will substitute this automatically even if @@ is not explicitly mentioned in the
command.
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$ ./afl-fuzz -i testcase_dir -o findings_dir /path/to/program @@

[!] WARNING

Figure 3.1: American Fuzzy Lop (AFL)

Figure shows the Ul of the AFL fuzzer. The fuzzing process can be inter-
rupted using Citrl-C.

3.2.3 Crash Triaging Tool - Exploitable GDB

The crashes obtained after a successful fuzzing session using AFL can be triaged
using a plugin called Exploitable. The Exploitable plugin [28] is a GDB extension
that classifies the bugs or crashes based on severity. This plugin examines the state
of a crashed software or program and summarizes how difficult it would be for an
attacker to generate exploits to gain control of the program or software. Software
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developers can use the plugin to prioritize bugs and address the most critical ones
[29].

Figure 8.2 shows a simple workflow of the Exploitable plugin. The plugin iterates
over a list of ordered rules (lib/rules.py) to generate Classification (lib/classifier.py).
Tag is added to the classification by the exploitable plugin when the state of applica-
tion running in GDB is matched with a rule. Depending on the command parameters,
classification obtained as a result of exploitable invocation can either be printed to
GDB’s stdout or saved to a pickle file.

Exploitable Iterates Over Rules Generates Classification
-

Added
State Of. DB Rule Match Tag
Inferior

Figure 3.2: Simple Workflow of Exploitable Plugin

lib/classifier.py

The file lib/classifier.py has some essential classes, namely, Tag, Classification,
and Classifier. The class Tag defines a partial description of the state of a GDB.
This tag is obtained if there is a matching rule. These tags are compared by type
and ordered by rank. The class Classification defines how exploitable the current
state in the GDB inferior or targeted program is. The classifier object returns an
instance of this object. The result obtained by this is as shown in Figure 3.3

result = [ .format(self.desc),
.format(self.tags[0]),
.format(self.hash.major, self.hash.minor),
.format(self.category),
.format(self.explanation)]

Figure 3.3: Result of Exploitable plugin

lib/rules.py

This file specifies the list of rules which are used to classify the state of a GDB
inferior. These rules are based on the CVE list and the CVSS score, categorized
and ordered from most exploitable to least exploitable. The four different categories
are
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EXPLOITABLE

PROBABLY_EXPLOITABLE

PROBABLY _NOT_EXPLOITABLE

UNKNOWN

lib/analyzers/x86.py

Analyzers are used to match the rules and determine the severity of the bugs based
on the category. The class analyzers contains methods which corresponds to the
rules defined in lib/rules.py , that analyzes a targeted program to determine proper-
ties of the particular target. If the analyzer method returns True, the rule is said to
match to the state of the GDB inferior’s state, otherwise it's not a match.

lib/gdb_wrapper

A GDB wrapper is a collection of Python objects that wrap and extend the GDB
Python API.

Figure[3.4]shows the output of a sample test. From the result of the plugin we can
see that the crash is considered to be EXPLOITABLE as there is a possible stack
corruption. The plugin also gives a short explanation on what the actual problem is
or what actually caused the crash.

(gdb) source ../exploitable/exploitable/exploitable.py
../exploitable/exploitable/exploitable.py:88: DeprecationWarning: The distutils package is depre
cated and slated for removal in Python 3.12. Use setuptools or check PEP 632 for potential alter
natives

from distutils.version import LooseVersion
(gdb) exploitable
Description: Possible stack corruption
Short description: PossibleStackCorruption (7/22)
Hash: eP463aad92f106df0526e455130566ac.e0463aad92f106df0526e455130566ac
Exploitability Classification: EXPLOITABLE
Explanation: GDB generated an error while unwinding the stack and/or the stack contained return
addresses that were not mapped in the inferior's process address space and/or the stack pointer
is pointing to a location outside the default stack region. These conditions likely indicate sta
ck corruption, which is generally considered exploitable.
Other iags: SourceAvNearNull (16/22), AccessViolation (21/22)
(gdb)

Figure 3.4: Exploitable Output
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3.3 LibFuzzer

LibFuzzer [16] is an in-process, coverage-guided Grey-box fuzzing engine. The
library under test is linked to fuzzer and fed with mutated inputs via target function
(A fuzzing entry point). New inputs are generated by the fuzzer keeping a track of
the reached areas of code to maximize code coverage. The address sanitizer[3.1.1]
undefined behavior sanitizer is implemented in LibFuzzer and can be used
as flags to compile the targeted program, while memory sanitizer 3.1.3, and data
flow sanitizer [3.1.4] are still experimental features. LibFuzzer will successfully detect
memory-related and undefined behavior bugs/vulnerabilities.

Fuzz Target

Implementation of fuzz target for the use of fuzzer on a library under test is the initial
step. A function which accepts an array of bytes and uses the API under test to
do something interesting with these bytes is a fuzz target. The fuzz target can be
implemented as shown below

// fuzz_target.cc

extern "C” int LLVMFuzzerTestOnelnput (const uint8_t *Data, size_t Size){
DoSomethingInterestingWithMyAPI(Data, Size);
return O;

}

While implementing the fuzz target, some of the important steps that needs to be
followed are mentioned below.

» Fuzz target is executed multiple times by the fuzzer inside the same process
with unique inputs

Any kind of input must be accepted

The fuzz target must not exit() on any input

 Avoiding greater complexity, logging, or excessive memory consumption im-
proves the fuzzing speed

Corpus

A corpus of sample inputs for library under test is very much needed for the fuzzer
to work efficiently. This corpus must usually be filled with all sorts of inputs which
are both valid and invalid for the library under test. Random mutations are applied
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to these sample inputs by LibFuzzer to generate new inputs that are stored in the
corpus. If a new path is discovered in the code under test, the respective mutated
input is added to the input corpus and maybe used later. LibFuzzer works without
any initial input unlike AFL but due to that reason, if the library under test accepts
structured, complex inputs the efficiency of fuzzing will reduce. This corpus also
acts as a check to make sure the fuzz target or entry point still works and the inputs
in the corpus run without any errors.

Fuzzer Usage

To use the LibFuzzer, we first need to install Clang compiler. A fuzzer binary has to
be generated using this compiler on the targeted program or software. To build this
fuzzer binary, certain flags has to be used with the Clang compiler

+ -fsanitize=fuzzer(required) provides in-process coverage information to lib-
Fuzzer and links with the libFuzzer runtime

- -fsanitize=address(recommended) enables the Address Sanitizer

» -g(recommended) enables debug information which makes it easier to read
the error messages(if any)

clang -g -fsanitize=fuzzer,address path/to/program

The above command shows the example usage of the Clang compiler with flags,
which in turn generates a output fuzzer binary of the targeted program. The following
command can be used to run the fuzzer.

Ja.out

3 $ ./fuzzer-03
INFO: Running with entropic power schedule (0xFF, 100).
INFO: Seed: 1495252732
INFO: Loaded 1 modules (3 inline 8-bit counters): 3 [0x55847acl6fd®, Ox55847acl6fd3),
INFO: Loaded 1 PC tables (3 PCs): 3 [@x55847ac16fd8,0x55847ac17008),
INFO: -max_len is not provided; libFuzzer will not generate inputs larger than 4096 bytes
INFO: A corpus is not provided, starting from an empty corpus

#2 INITED cov: 2 ft: 2 corp: 1/1b exec/s: © rss: 27Mb

#262144 pulse cov: 2 ft: 2 corp: 1/1b 1lim: 2611 exec/s: 131072 rss: 27Mb
#524288 pulse cov: 2 ft: 2 corp: 1/1b lim: 4096 exec/s: 131072 rss: 27Mb
#1048576 pulse cov: 2 ft: 2 corp: 1/1b lim: 4096 execfs: 116508 rss:
#2097152 pulse cov: 2 ft: 2 corp: 1/1b lim: 4096 exec/s: 123361 rss:
#4194304 pulse cov: 2 ft: 2 corp: 1/1b lim: 4096 exec/s: 119837 rss:
#8388608 pulse cov: 2 ft: 2 corp: 1/1b lim: 4096 exec/s: 118376 rss:

Figure 3.5: LibFuzzer
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Figure [3.5) shows the output of LibFuzzer. Information about fuzzer options and
configuration is printed out initially as output which includes the present random
seed. The output lines below the information about the fuzzer reports the following
statistics (when non-zero) [16]

* cov gives the total number of code blocks or edges covered

ft LibFuzzer uses different signals to evaluate the code coverage: edge cover-
age, edge counters, etc. These signals combined are called features

corp Number of entries in the current test corpus and the size of it in bytes

lim Current limit on the length of new entries in the corpus

» exec/s Number of fuzzer iterations per second

rss Current memory consumption

3.3.1 Methods/Strategies used by the Fuzzer for input mutation
and generation

shows the fuzzing loop of LibFuzzer which is similar to almost all the other mu-
tational fuzzers. The execution starts with an initial seed input, new inputs are gen-
erated by selecting and applying a mutator. These inputs will then be tested on the
fuzz target, and we check whether the coverage increased or not. If code coverage
is increased by the mutated input, the input is added to the seed corpus which can
be used further. The mutators in the fuzzer are of random nature and this makes

Seed Add to Corpus Coverage
Corpus Increased?

Mutate Instrumented
Test Input i
npu estinpu Code
Fuzzing Loop

Select
Mutator

Figure 3.6: LibFuzzer Fuzzing Loop

powerful local search for useful inputs, but as a consequence, to obtain additional
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coverage the tests have to be run multiple times. The table [3.1][7] below shows the
list of LibFuzzer mutation operations.
The mutation strategies of LibFuzzer are almost similar to AFL. The inputs gener-

Mutator Description

EraseBytes Size reduction by removing a random byte
InsertByte Increase size by one random byte
InsertRepeatedBytes| Increase size by adding at least 3 random bytes
ChangeBit Randomly flip a bit

ChangeByte Randomly flip a byte

ShuffleBytes Rearrange the input bytes randomly

ChangeASCillinteger | Find ASCII integer in data, perform random math ops and
overwrite into input

ChangeBinarylnteger| Find Binary integer in data, perform random math ops and
overwrite into input

CopyPart Return part of input

CrossOver Recombine random inputs in corpus

AddWordPersist Au- | Replace part of input with the previous input that increased
toDict the coverage

AddWordTemp Au- | Replace part of the input with one that increased code cover-
toDict age previously

AddWord From- | Replace part of input with a recently performed comparison.
TORC

Table 3.1: Mutation Strategies used by LibFuzzer

ated after applying all these mutation strategies does not guarantee that it always
increases the code coverage. At times, the fuzzer might generate similar inputs that
do not explore any unexplored branches in the library or the code under test.

3.3.2 Crash Triaging Tool - Exploitable LLDB

The exploitable plugin for triaging AFL crashes uses GDB as the debugger. The
main focus here is to change the debugger from GDB to LLDB in-order to use this
plugin to triage crashes obtained after a libFuzzer fuzzing session. LLDB is a de-
bugger component of the LLVM project and supports more operating systems and
fuzzers. The porting of the plugin from GDB to LLDB was achieved by analyzing the
list of things that are being used by GDB and below-mentioned are the list of things
used.

» Getting the OS name (show osabi)
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» Getting the target architecture (show architecture)

« Getting the program counter (print $pc)

 Getting the stack pointer (print $sp)

« Getting information about the signal (print $_siginfo)

 Getting the address that caused a segmentation fault (print $_siginfo, _sifields,
_sigfault, _si_addr)

» Getting the last executed assembly instruction, using the program counter
» Getting the process ID

» Getting the stackframe of the crash (Used to check stack buffer overflow and
heap errors)

» Using information from the process address space

The working of this exploitable plugin using LLDB is similar to the GDB version
[3.2.3 LLDB Python API [30] available for public use is used to port all the GDB
functions to LLDB functions. LLDB debugger is necessary as it would be impossible
to get the values of program counter, stack frame and process ID. These values are
needed to write the libraries explained in using LLDB Python API. Out of all the
rules written according to the CVE list and CVSS score in Exploitable GDB, majority
of them were successfully implemented in LLDB.
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3.4 Angora Fuzzer

Angora [18] is a mutational-based coverage-guided fuzzer whose primary goal is
to solve path constraints without the use of symbolic execution to increase branch
coverage. Angora considers the conditional statement in the targeted program or
software as a constraint and then mutates the inputs based on the conditional state-
ment. Whereas all the other fuzzers blindly mutate the input to generate new inputs,
which may or may not increase the code coverage. All the unexplored branches
of the targeted software or program are tracked by Angora in order to solve path
constraints on these branches. Using sanitizers is an experimental feature in
Angora Fuzzer. Figure shows the critical techniques used by Angora to solve
path constraints, and these techniques are explained below.

@ Taint @ Shape and @ Gradient
tracking type inference Descent
p
byte 0 » byte 0 »| x0:u16 - Mutated
byte 1 byte 1 x1- 016 Input
byte 2
— byte 3 byte 3
3
'g - byte 4 byte 4 N Run program

Y

Satisty
onstraint?,

<—— Output

Figure 3.7: Angora Fuzz Loop

3.4.1 Context-sensitive branch coverage

The branch coverage in AFL is the count of the number of times each branch is exe-
cuted. Using lightweight instrumentation, AFL gets the branch coverage information
by instrumenting the targeted program at each branch point during compile time. To
record the number of executions of a branch in different runs, AFL uses a global
branch coverage table. Similarly, for each run AFL keeps record in a path trace table
of the number of times each branch in all conditional statements is executed. AFL
checks whether a new internal state of the program is triggered by a newly gen-
erated input by the fuzzer by comparing the branch coverage table and path trace
table. Unfortunately, the branches of AFL are context-insensitive, i.e., if the same
branch is executed in a different context, AFL fails to distinguish these executions, in
turn failing to notice new internal states of the program. To overcome this limitation,
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in Angora context sensitive branch coverage is used. Angora during instrumenta-
tion assigns random ID for each call site [18]. For recursive function calls, the ID is
pushed to the stack by Angora and outputs two unique values, where the number of
unique branches are at most doubled.

3.4.2 Scalable byte-level taint tracking

The objective of Angora [18] is to execute previously unexplored branches in a tar-
geted program by generating necessary inputs. The fuzzer does this by analyzing
how the predicate of the branch is affected by identifying the specific bytes in the
input. To achieve this level of precision, Angora uses byte-level taint tracking. How-
ever, this technique can be computationally intensive, mainly applied to each byte.
As a result, AFL avoids using it. For most program runs, taint tracking is optional.
By performing taint tracking on a single input, it is possible to determine which byte
offsets influence the execution of conditional statements. Once this information is
recorded, the program can be run, and input can be mutated without taint tracking,
allowing Angora to perform efficiently as AFL in input execution.

3.4.3 Search based on Gradient Descent

Angora modifies the input to satisfy path constraints rather than using the resource-
intensive symbolic execution method [18]. Gradient Descent algorithm is imple-
mented in Angora to solve path constraints and this algorithm is widely used in ma-
chine learning. Angora considers the predicate that determines whether a branch
should be executed on a black-box function f(x) as a constraint, where x is a vector
of the input values that are used in the predicate, and f() represents the computation
from the program start to predicate. Three types of constraints can be placed on f(x)

f(x) < 0;

f(x) <= 0;

f(x) == 0;

Gradient descent is iterative and is used to find the minimum of the function f(x).
Unfortunately, there is no analytic form of f(x) in fuzzing. Hence, to compute each
directional derivative, the program must be run twice with the original and modified
input. The input is modified by adding or/and subtracting with a small value of 1.

3.4.4 Type and shape inference

Shape inference is used to determine the bytes in the input which are always to-
gether and in the program used as a single value [18]. Similarly, type inference
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is used to determine the type of input value. This helps in better performance of
the gradient descent algorithm. Finally, dynamic taint analysis is used to solve the
problem of type and shape inference.

3.4.5 Input length exploration

During taint analysis, Angora associates the destination memory in read function
calls with byte offsets in input [18]. If a return value is used in a conditional statement
and the constraints of the same are not satisfied, the input length is increased by
Angora such that read call can get all the requested bytes.

3.4.6 Fuzzer Usage

Angora Clang compiler is needed to generate fuzzer binaries required for fuzzing a
targeted program. The compiler then generates a regular fuzzer binary and a taint
tracked fuzzer binary. Initial seeds/inputs are needed for Angora [17] to function.
The fuzzer can then be invoked with the command below

Jangora_fuzzer -i input -0 output -t path/to/taint/program — path/to/fast/program
[argv]

To understand how Angora fuzzer uses the techniques explained previously we can
consider the following program as an example.

#include ”stdint.h”

#include ”stdio.h”

#include ”stdlib.h”
#include ”string.h”

int main(int argc, char =<=argv) {

if (argc < 2)
return 0;

FILE «fp;
char buf[255];
size_t ret;

fp = fopen(argv[1], "rb”);
it (1tp) {

printf(”st err\n”);
return O;



22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

30 CHAPTER 3. IMPLEMENTATION

int len = 20;
ret = fread(buf, sizeof ~buf, len, fp);
fclose (fp);
if (ret < len) {
printf (”input fail \n”);

return 0;
}
uint16_t x = 0;
int32_t y = 0;
int32_.t z = 0

uint32_t a = 0;

memcpy (&x, buf

+

(&x, 1, 2); // x 1 -2

memcpy(&y, buf 4, 4); [/l y 4 -7

memcpy(&z, buf 10, 4); // 10 - 13

memcpy(&a, buf + 14, 4); // 14 - 17

if (x> 12300 && x < 12350 && z < -100000000 && z > -100000005 && z
I= -100000003 && y >= 987654321 && y <= 987654325 && a == 123456789) {

+ +

printf(”hey, you hit it \n”);
abort () ;
}

return 7;

Listing 3.4: Simple Example Program

The program first opens a file to get inputs needed. Once the file is opened, the
values of the same are stored in a buffer. From this buffer, the values of x, y, z, and
a are obtained. Then it runs a conditional statement. When this program needs to
be fuzzed with Angora, it has to be compiled first with angora-clang to generate the
fuzzer binaries. Figure|3.8/shows how Angora evaluates the conditional statement.

For every condition in the conditional statement of the program being fuzzed, a
fuzz loop runs every time to solve constraints. In the above example program, the
first condition in the conditional statement is x < 72300. When the fuzz loop starts,
arg1 is assigned with the value obtained from the input file, and arg2 is assigned
with the right-hand value of the first condition. These arguments’ types are checked
to determine whether they are signed or unsigned. If signed, the values of arg7 and
arg2 are translated and then assigned to a and b. The values are assigned directly
to a and b if unsigned. These values are checked with the constraints defined in
output.rs file of the fuzzer, and the output is calculated based on that. If this calcu-
lated output is zero, then the first condition is explored. If not (output != 0), Gradient
Descent is applied. First, Angora increments a by one and b = arg2 to check for
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Figure 3.8: Simple Workflow of Angora

output. If zero, the condition is explored, and if not zero, then a is decremented by
one and b = arg2 to check for output. This fuzz loop is executed for all conditions
and stops when all conditions are explored. Figure shows the output of Angora
Fuzzer.

ANGORA
FUZZER

TIMING : s TRACK:
COVERAGE EDGE: ’ DENSITY:
TOTAL: 1.11m, ROUND: MAX_R:
PERIOD: r/s TIME:
PATH: ez, HANGS: ’ CRASHES:

EXPLORE | CONDS: EXEC: 822.87k,
EXPLOIT | CONDS: 60, EXEC: 100.55k,
CMPFN CONDS: @, EXEC: 0,
LEN | CONDS: , EXEC: 563,

AFL | CONDS: 72, EXEC: 187.16k,
OTHER | CONDS: ®, EXEC: 1,

SEARCH CMP: 572 / 1528, BOOL:
UNDESIR CMP: 31/ 987, BOOL:
ONEBYTE CMP: 7/ 7, BOOL:

INCONSIS CMP: e/ @, BOOL:

NORMAL : 627d - op, NORMAL_END: - ONE_BYTE:
DET: 2ed - op, TIMEOUT: = UNSOLVABLE:

Figure 3.9: Angora Fuzzer
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Chapter 4

Experiments and Discussion

This chapter describes the experiments conducted on targeted programs to evaluate
the fuzzers. The obtained results are then used to compare the fuzzers.

4.1 Fuzz Test

The dependencies needed to fuzz a program with all three fuzzers as explained in
fuzzer usage [3.2.2, [3.3] [3.4.6] sections in Chapter [3| has to be installed initially. The
targeted program is then written in C-language as shown in [43] This program first
opens a file to get input from the file and stores the contents of the file in a buffer,
as shown in lines 25| - [35] The contents from this buffer are then copied to a and
b. When the calculate function is called on line [40, the function enters a conditional
statement and performs a few things as shown in line [§]-[17]

The program is designed to test the fuzzers by manually injecting bugs or
vulnerabilities as shown in lines [11], [12] and The bugs on lines [12, and [16] are
memory-related bugs/vulnerabilities as explained in Section [3.1, whereas the bug
on line is undefined behavior bug/vulnerability. The program is then compiled
with the dependencies installed according to the fuzzer and further explained in the
sub-sections below.

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <stdint.h>

int __attribute__((noinline)) calculate(int x, int y)

{
if(y >= x)

{
int opt = x + y + 100000000000;

char= buff1=(char+)malloc(opl); /+«Test2 integer overflow «/

33
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return (x / y); /+Testl Divide by zero=«/
}
else
{
return (y / x);
}
}
int main(int argc, char ==argv) {
if (argec < 2) {
fprintf (stderr, “usage: %s <input-file >\n”, argv[0]);
return O;
}
FILE =fp;
char buf[255];
size_t ret;

fp = fopen(argv[1], "rb”);

it (1fp) {
printf (”Cannot open file\n”);
return O0;
}
ret = fread(buf, sizeof «buf, 255, fp);
fclose (fp);

int a, b, output;

memcpy(&a, buf, sizeof (int));

memcpy (&b, buf + sizeof(int), sizeof(int));
output = calculate(a, b);

return 0;

}
Listing 4.1: Buggy Fuzz Test Program

4.1.1 Fuzzing with American Fuzzy Lop(AFL)

The targeted fuzztest.c program is compiled with afl-gcc compiler to get AFL

instrumented binary. During this compilation process, multiple flags and sanitizers

[3.1]can be set, which will help identify different types of bugs or vulnerabilities when

fuzzing.

AFL_HARDEN=1 AFL_USE_ASAN=1 afl-gcc -ggdb -O0 fuzztest.c -o fuzztest

The above command is executed, and the resulting AFL fuzzer binary is named fuz-
ztest. From the command, we can observe that the Address Sanitizer is enabled
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to detect memory-related bugs using AFL_USE_ASAN=1 as a flag for the compiler.
Furthermore, the AFL_HARDEN=1 flag causes the CC wrapper to enable code hard-
ening options automatically to detect simple memory bugs. To fuzz with AFL, as
explained in section of Chapter [3] we first need to create an input and output
directory. From program lines [25| - we can see that the program needs inputs
from a file. For this reason, we need to create an initial input and place it in the input
directory. The fuzzer can then be invoked with the following command.

afl-fuzz -i input -o output — ./fuzztest @@

For the first test run, only one bug was introduced in the code inside the calculate
function[6] as shown in

int __attribute__((noinline)) calculate(int x, int y)

{
return (x / y); /+«Testl Divide by zero=/

}

Listing 4.2: Calculate function

When fuzzed with AFL, this program [5] detects the Divide by Zero [3 and considers
this a crash. The fuzzing session was interrupted after three minutes, and the re-
sulting AFL Ul is shown in Fig[4.1] The same crash is detected multiple times with
the random inputs that are generated by the fuzzer. Only one crash of this particu-
lar type is considered unique, and the input that caused this is stored in the output
folder.

The input that caused the crash can be used as the initial input, and when the
fuzzer is invoked via GDB, the resulting output is as shown in Fig[4.2 The purpose
of running the fuzzer out of GDB is to debug the crash entirely, and we can see the
divide by zero error introduced to test the fuzzer.

For the second test run, the complete fuzztest program |43|is compiled with the
same command used for the first test run. The program is then fuzzed with AFL and
detects two unique crashes. The input that caused the crash is used as initial input
to the fuzzer invoked via GDB, and the resulting output is as shown in Fig and

Fig 4.4l

4.1.2 Fuzzing with LibFuzzer

The targeted program [43| should be modified to a Fuzz Target, as explained in Sec-
tion[3.3of Chapter[3] The resulting modified code is as shown in[29] The functioning
of the modified program is similar to the one explained in Section [4.1]except that the
fuzzer no longer needs an initial input which has to be provided by the user. In ad-
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A C

+++ Testing ab

american fuzzy

0 days, ® hrs, 3
0 days, ® hrs, 3
@ days, © hrs, 2
none seen yet

0 (0.00%)
0 (0.00%)

havoc

13/192 (6.77%)
120k

670.4/sec

1/96, 0/94, 6/90
e/12, /10, 8/6
0/669, 0/6, 8/0
0/66, 0/278, 0/264
e/e, 0/a, 8/0
1/118k, ©/0
40.00%/3, 0.00%

lop 2.57b (fuzztestl)

1 sec
0 sec
56 sec

min,
min,
min,

1.80 bits/tuple

2 (100.00%)
2 (100.00%)

0 (8 dnique)

[+] We're done here. Have a nice day!

Figure 4.1: AFL 1 Bug

dition, the main function in program [43|is changed to the LLVMFuzzerTestOnelnput
function, which assigns the values to a and b and calls the calculate function.

#include
#include
#include
#include

int

{

<stdio .h>

<stdlib .h>
<string .h>
<stdint.h>

__attribute__((noinline))

if(y >= x)

{

}

else

{

}

int LLVMFuzzerTestOnelnput(const uint8_t =data,
(size < 2 = sizeof(int))

if

int opl =
return (x / y);

return (y + x);

calculate(int x, int y)

X + Yy + 10000000;
char+ buff1=(char«)malloc(op1);
/= Test1

Divide by zero«/

size_t size){

/+=Test2 integer overflow «/
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r out/crashes/id:000000,sig9:06,src:000001,0p:havoc,rep:8

Starting pregram: out/crashes/id:000000,519:06,5rc:000001,0p:havoc,rep:8
Failed to find objfile or not a valid file format: [Errno 2] No such file or directory: 'system-supplied DSO at @x7ffff7fc1ee0’

[Thread debugging using libthread_db enabled]
Using host libthread_db library " Mo
fuzztestl.c:12:14: division by zero

Program received signal SIGFPE, Arithmetic exception.

in (x=0x8, y=0x8) at
warning: Source file is more recent than executable.
12 x |y

[ Legend:

— 0x0000000041b58ab3

0x0000000000000000

ox1b

exee7fffffffd75000
0x007ffff75c8f88 0x000c00220000a9b3
0x206
0x00615000000080 — 0x0000000008800001
— 0x0000000000000000
— 0x0000000041b58ab3
— 0x0000000000000000
[zero carry PARITY adjust sign trap INTERRUPT direction overflow RESUME virtualx86 identification]

i 0x33 : 0x2b : Ox00 : 0x00 : Ox00 : 0x00

+0x0000: — 0x0000000041b58ab3
+0x0008: 0x000ffffffffb88 — 0x0000000000000000
-

+0x0010:
+0x0018: 0x0000000000000000
+0x0020: Ox0000000000000000

Figure 4.2: AFL 1 Bug using GDB

out2bugs/crashes/1d:000000,519:06,5rc:000001,0p:havoc, rep:16

Starting program:
'system-supplied DSO at @x7ffff7fc1600

Failed to find objfile or not a valid file format: [Errno 2] No such file or directory
[Thread debugging using libthread_db enabled]
Using host libthread_db library "

fuzztesti.c: division by zero

Progran received signal SIGFPE, Arithmetic exception.
in (x=6x0, y=6x0) at

— 0x00615000000080 —> 0x0000000008800001
- 0x0000000000000000

ox1b
- Ox007fffffffd7co00
0x007ffff75c8f88 — ©x000C00220000a9b3
0x206
©6X00615000000086 - 0x0000000008800001
- ©x0000000000000000
- ©x0000000041b58ab3
- ©x0000000000000000
: [zero carry PARITY adjust sign trap INTERRUPT direction overflow RESUME virtualxsé identification]
$0x33 i Gx2b i @x00 -~ : ©X00 - : OX00 . : 0X00

00615000000080 — 0X0000000008800001
d38e190226d46800
— 0x0000000041b58ab3
— 0x0000000041b58ab3
000f fFFFfffb98 — 0x0000000000000000
-

+6x0030: 0x0000000000000000
+0x0038: 0x0000000000000000

0x555555557431 <calculate+365> nop  DWORD PTR [rax]
0x555555557434 <calculate+368> lea  rsp, [rsp-0x98
0x55555555743¢ <calculate+316> mov  QWORD PTR [rsp], rdx
0X555555557440 <calculate+320> mov  QWORD PTR [rsp+6x8], rcx
0X555555557445 <calculate+325> mov  QWORD PTR [rsp+@x10], rax

Figure 4.3: AFL 1st Bug using GDB

21 {

22 return O;



23

24

25

26

27

28
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: ©x0000007F110040 - ©XB0000OOOEBE00000
: ©x0000007f110040 —> ©XB000OOOOEOE0000O

8 -
: ©x000000fFFFFfff — ©x6000000000000000
: — 0x00615000000080 —> ©x0000000008800001

: 0x0

— 0x0000000000000000
=

8 -
: oxib

8 - 0x007FFFFFffd7co00
: @xO7ffff75c8f88 — ©x000c00220000a9b3
: 0x206

erflow RESUME virtualx86 identi:

5000000080 - ©x0000000008800001
07f1ded54300

— 0x0000000041b58ab3

- 0x0000000041b58ab3

000 fFFFFFffbo8 — 0x0000000000000000
-

+0x0030: 0x0000000000000000
+0x0038: 0x0000000000000000

X555555557431 <calculate+305>

Figure 4.4: AFL 2nd Bug using GDB

}
const int a = «((const int «)(data) + 0);
const int b = «((const int «)(data) + 1);

const int result = calculate(a,b);
return 0;

Listing 4.3: Buggy Fuzz Test Program for LibFuzzer

For the first test run, the calculate function in program 29| was written the same as
Bl The program is then compiled using Clang compiler with flags and sanitizers
to build a Libfuzzer instrumented binary. The command used to compile is shown
below.

clang -fsanitize=fuzzer,address,undefined -g fuzztest.c -o fuzztest

The flag -fsanitize=fuzzer performs necessary instrumentation and links the Lib-
fuzzer's main() symbol, and the remaining flags -fsanitize=address,undefined en-
ables the address sanitizer and undefined behavior sanitizer to detect memory-
related bugs and undefined behavior. An input directory may be created to store
the input that caused the crash. The generated fuzzer binary is run ./fuzztest cor-
pus/ to start fuzzing with LibFuzzer, where the fuzzer generates random input and
stops when the first crash is detected. The detected crash is stored in the current
directory where the fuzzer binary is run. For this particular program 29 with the cal-
culate function 5] the Divide by Zero error on line[3is detected by the fuzzer. Fuzzer,
when run with an input directory named corpus/ crashes at the error and prints the
output as shown in Fig [4.5]
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: s .[fuzztestilibfuzzer corpus/
INFO: Running with entropic power schedule (OxFF, 100).
INFO: ed: 3594040809
INFO: aded 1 modules (14 inline 8-bit counters): 14 [0x557a32f78f7@, 0x557a32f78f7e),
INFO: Loaded 1 PC tables (14 PCs): 14 [0x557a32f78f80,0x557a32f79060),
INFO: © files found in corpus/
INFO: -max_len is not provided; libFuzzer will not generate inputs larger than 4096 bytes
INFO: A corpus is not provided, starting from an empty corpus
#2 INITED cov: 2 ft: 2 corp: 1/1b exec/s: © rss: 30Mb
NEW_FUNC[1/1]: ©x557a32f37726 in calculate /home/suhas/test_experiment/LibFuzzer_Tests/fuzztestl.c:7

#409 NEW exec/s: © rss: 31Mb L: 8/8 fleBytes-InsertRepeatedBytes-
#416 NEW 8 B orp: im: 8 exec/s: O rss: 31Mb L: 8/ uffleBytes-ChangeBit-
fuzztesti.c: d

MMARY : UndefinedBehavis

#© ©x557a32f3783b in calculate /home/suhas/test_experiment/LibFuzzer_Tests/fuzztestl.c:10:14

#1 0x557a32f37bf1 in LLVMFuzzerTestOneInput fhome/suhas/test experiment/LibFuzzer Tests/fuzztestl.c:52:22

#2 0x557a32e60373 in fuzzer::Fuzzer::ExecuteCallback(unsigned char const*, unsigned long) (/home/suhas/test_experiment/LibFuzzer_Tests/fuzztestilibfuzzer+ox3e373) (Buildld:
€4590ba999bbb479de042d6961e60ea3c362abff)

#3 0x557a32e5fac9 in fuzzer::Fuzzer::RunOne(unsigned char const*, unsigned long, bool, fuzzer::InputInfo*, bool, beol*) (/home/suhas/test experiment/LibFuzzer Tests/fuzztes
t1libfuzzer+ex3dac9) (Buildid: c4598bag9obbb479dens2d6961e60ea3c362abff)

#4 0x557a32e612b9 in fuzzer::Fuzzer::MutateAndTestOne() (/home/suhas/test_experiment/LibFuzzer_Tests/fuzztest1libfuzzer+0x3f2b9) (BuildId: c4590ba999bbb479ded42d6961e60ea3c
362abff)

#5 0x557a32e61e35 in fuzzer::Fuzzer::Loop(std::vector<fuzzer::SizedFile, std::allocator<fuzzer::SizedFile> >&) (/home/suhas/test experiment/LibFuzzer Tests/fuzztestilibfuzz
er+0x3fe35) (BuildId: c4596ba999bbb479ded42d6361e60ea3c362abff)

#6 0x557a32e4ff72 in fuzzer::Fuz e , int (*)(unsigned char const*, unsigned long)) (/home/suhas/test_experiment/LibFuzzer_Tests/fuzztestilibfuzzer+ox2df
72) (BuildId: c4590ba999bbb479de042d6961e60ea3c362abff)

#7 ©x557a32e79c62 in main (/home/suhas/test_experiment/LibFuzzer_Tests/fuzztestilibfuzzer+0x57c62) (BuildId: c4596ba999bbb479de042d6961e60ea3c362abff)

#8 0x7f505d428d8f in _ libc_start_call_main csu/../sysdeps/nptl/Tibc_start_call_main.h:58:16

#9 0x7f505d428e3f in _ libc_start _main csu/../csu/libc-start.c:392:3

#10 0x557a32e449b4 in _start (/home/suhas/test_experiment/LibFuzzer_Tests/fuzztestilibfuzzer+0x229b4) (BuildId: c4596ba999bbba79de042d6961e60ea3c362abff)

ORTING
S: 2 ChangeBinInt-CMP- DE: "\000\000\000\000\000\000\000\000"-; base unit: 6c8c247b7145a8408dblccdbd7a8a95cd272bboe

00010001000
; Test unit written to ./crash-05fe405753166F125559e7c9ac558654F167c7e9

Figure 4.5: LibFuzzer 1st Bug

During the second test run, the program [29|is compiled the same way as the first
test run. The generated fuzzer binary, when run with an input folder, will stop at the
first crash, thereby detecting the Divide By Zero error in line[12] If the fuzzer has to
detect the second bug [T1], the fuzzer has to be run with the command below where
-ignore_crashes=1 is a flag that ignores the first crash, and -detect _leaks=0 enables
the Leak Sanitizer. The resulting output is shown in Fig [4.6]

[fuzztest corpus/ -ignore_crashes=1 -detect_leaks=0

4.1.3 Fuzzing with Angora Fuzzer

The targeted program is compiled using angora-clang compiler with flags and
sanitizers to obtain fast and taint binaries of the fuzzer. The command used for
compiling is shown below.

USE _FAST=1 ANGORA_USE_ASAN=1 angora-clang fuzztest.c -1z -o fuzztest.fast
USE_TRACK=1 angora-clang fuzztest.c -1z -o fuzztest.taint

The ANGORA_USE _ASAN=1 enables the address sanitizer [3.1] First, input and
output directories should be created to store the initial input and crashes obtained
after a fuzzing session. Then, using the command below, the fuzzer is invoked with
both fast and taint binaries.

Jangora_fuzzer -i input -o output -t ./fuzztest.taint — ./fuzztest.fast @@
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: $ ./fuzztestz2libfuzzer corpus/ -ignore crashes=1 -detect leaks=0
: Running with entropic power schedule (OxFF, 160).
: 1549023355
: Loaded 1 modules (19 inline 8-bit counters): 19 [@x56364c742fde, ©x56364c742fe3),
Loaded 1 PC tables (19 PCs): 19 [6x56364c742fe8,0x56364c743118),
4 files found in corpus/
-max_len is not provided; libFuzzer will not generate inputs larger than 4096 bytes
ed corpus: files: 4 min: 1b max: 8b total: 14b rss: 3eMb
8 ft: 9 corp: 2/9b exec/s: © rss: 36Mb
signed integer overflow: -1903281654 + -1963260018 cannot be represented in type 'int'
anitizer: undefined-behavior fuzztestl.c:10:17 in
: 12 corp: 3/17b lim: 8 exec/s: @ rss: 96Mb L: 8/8 1 shuffleBytes-
: 13 corp: 4/25b lim: 8 exec/s: O rss: 96Mb L: 8/8 2 shuffleBytes-CMP- DE: "\377\377\377\377\377\377\377\377" -
division by zero
nedBehaviorSanitizer: undefined-behavior fuzztesti.c:12:15 in
DEADLY

: failed to fork (errno 12)
NG: failed to fork (errno 12)
: failed to fork (errno 12)
: failed to fork (errno 12)
: failed to fork (errno 12)
: Failed to use and restart ternal symbolizer!
(/home/suhas/test_experiment/LibFuzze sts/test2/fuzztest2libfuzzer 15904) (BuildId: 6leaefe822ba71le120a81745626cd3efabba32fa)
(/home/suhas/test_experiment/LibFuzze sts/test2/fuzztest2libfuzzer 15d51) (BuildId: 6leaefe822ba7le120a81745626cd3efabba32fa)
(/home/suhas/test_experiment/LibFuzze sts/test2/fuzztest2libfuzzer e373) (Buildid: 61e 822ba71e120a81745626cd3efabba32fa)
(/home/suhas/test_experiment/LibFuzze sts/test2/fuzztest2libfuzzer+0x3dac9) (Buildld: 6leaefe822ba7le120a81745626cd3efabba32fa)
(/home/suhas/test_experiment/LibFuzze sts/test2/fuzztest2libfuzzer+0x3f2b9) (Buildlid: 6leaefe822ba71e120a81745626cd3efabba32fa)
(/home/suhas/test_experiment/LibFuzze sts/test2/fuzztest2libfuzzer+ex3fe3s) (BuildI 61eaefe822ba71e120a81745626cd3efabba32fa)
6 0x56364c619f72 (/home/suhas/test periment/LibFuzze sts/test2/fuzztest21libfuzzer+0x2df72) (Buildl 61eaefeB822ba71e120a81745626cd3efabba32fa)
©x56364c643c62 (/home/suhas/test_experiment/LibFuzzer Tests/test2/fuzztest21libfuzzer+6x57c62) (BuildId: 6leaefe822ba7le120a81745626cd3efabba32fa)
0x7f7d5ae0dds8f (/1ib/x86_64-1inux-gnu/libc.so.6+0x29d8f) (BuildId: 69389d485a9793dbe873f0ea2c93e02efaa%aa3d)
ox7f7d5ae0de3f (/1ib/x86_64-1inux-gnu/libc.so.6+0x29e3f) (Buildid: 69389d485a9793dbe873foea2c93e02efaavaa3d)
#10 0x56364c60e9b4 (/home/suhas/test_experiment/LibFuzzer_Tests/test2/fuzztest2libfuzzer+0x229b4) (BuildId: 6leaefe822ba7le120a81745626cd3efabba32fa)

AddressSanitizer can not provide additional info.
MMARY: Addres itizer: FPE (/home/suhas/test_experiment/LibFuzzer_Tests/test2/fuzztest2libfuzzer+8x115904) (BuildId: 6leaefes822ba71e120a81745626cd3efabba32fa)
98496 -ABORT
S: 4 ChangeBit-ChangeByte-InsertRepeatedBytes-CMP- DE: "\000\000\000)\000\000\000\000\000"-; base unit: 66b8c256f4bafece36eclabededf1826f91bosd2
0x0,0x0,0x0,0x0,0x0,0x0,0x0,0x0,
\000\006\000\606\006\000\ 600\ 600
Test unit written to ./crash-85fe4057531667125559e7c%ac558654F107c7ed

Figure 4.6: LibFuzzer 2 Bugs

Angora fuzzer fails to fuzz the targeted program and does not detect any bugs as
it tries to solve constraints, and in the program [43, there is only one conditional
statement.

4.2 FuzzGoat - A Buggy JSON Parser

This set of experiments is implemented on an open-source, intentionally insecure
JSON parser [31]. Using JavaScript Object Notation(JSON) format, the JSON parser
reads and writes entries. The program contains approx.1300 lines of code and
named fuzzgoat, which is injected with several memory corruption vulnerabilities
where the exact number is unknown to test the fuzzers.

4.2.1 Fuzzing with American Fuzzy Lop(AFL)

The fuzzgoat.c program is compiled with similar flags and sanitizers using the same
command as in sub-section The fuzzing session was done for 30 minutes, and
the fuzzer detected 25 unique crashes, and the output Ul of AFL is shown in Fig[4.7]
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american fuzzy lop 2.57b (fuzzgoatwcov)

0 days, © hrs, 30 min, 9 sec
8 days, © hrs, © min, 3 sec
@ days, © hrs, 8 min, 14 sec
none seen yet

419 (96.10%) 0.31% / 1.01%
0 (0.00%) 3.01 bits/tuple

havoc 114 (26.15%)
19.3k,-"24.6k (78.50%) 167 (38.30%)
2.04M

679.1/sec 6 (5 unique)

32/32.3k, 16/32.1k, 9/31.6k
0/4043, 0/3729, 1/3261
s0/221k, 0/24.2k, 0/949
2/22.3k, e/103k, 1/143k
0/0, 0/0, 0/1196

345/1.39M, 0/0

28.13%/1319, 1.33%

Figure 4.7: FuzzGoat - Fuzzing with AFL

4.2.2 Fuzzing with LibFuzzer

For fuzzing with LibFuzzer, the program is compiled with flags and sanitizers as
in sub-section The instrumented binary is run with an input folder, flags for
ignoring the first crash to prevent the fuzzer from exiting, and enabling leak sanitizer.
The fuzzing session was done for 30 minutes. The results are as shown in Fig
and are further explained in Section

4.2.3 Fuzzing with Angora Fuzzer

The fast and taint binaries are obtained by compiling the fuzzgoat.c program with
flags and sanitizers similar to the previous experiment in sub-section The
fuzzer is then run with the generated binaries, and the fuzzing session is interrupted
after 30 minutes. From the output Ul, as shown in Fig 4.9, we can observe that
Angora Fuzzer again fails to detect any bugs or vulnerabilities in a buggy JSON
parser program.
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fuzzgoat.c:529 : runtime error: applying non-zero offset 2 to null pointer
fuzzgoat.c:298:29: runtime error: load of null pointer of type 'char
60880 ERROR: AddressSanitize SEGV on unknown address 0x008000000008 (pc 55f876759e55 bp ox7fffaddcfdie sp ex7fffaddcfs60 TO)
#4754443: cov: 654 ft: 2171 corp: 367 exec/s 0 oom/timeout/crash: 0/0/5628 time: 1044s job: 5629 dft_time: ©
fuzzgoat.c:529:65: runtime error: applying non-zero offset 2 to null pointer
60881 ERROR: AddressSanitizer: heap-buffer-overflow on address 0x683000003952 at pc ©x5563c868497e bp 0x7ffc84c59790 sp Ox7ffc84c59788
#4754886: cov: 654 ft: 2171 cor 367 exec/s @ oom/timeout/crash: ©/0/5629 time: 1844s job: 5630 dft_time: ©
60881 ERROR: Address itize attempting free on address which was not malloc()- 602000006467 in thread T@
#4756656: cov: 654 ft: 21 1 367 exec/s O oom/timeout/crash: ©/0/5630 time: 1@44s job: 5631 dft_time: ©
g 6 runtim : applying non-zero offset 2 to null pointer
fuzzgoat.c:298 runtim load of null pointer of type 'char
60882 ERROR: AddressSanitizer: SEGV on unknown address 6x800000000800 (pc 0x56431ed8be55 bp Ox7ffd5c9c6978 sp @x7ffd5c9c61cOd TO)
#4756767: cov: 654 ft: 2171 corp: 367 exec/s © oom/timeout/crash: ©/0/5631 time: 1045s job: 5632 dft_time: @
fuzzgoat.c:529 ime e applying non-zero offset 11 to null pointer
60882 A essSaniti : attempting free on address which was not malloc()- 602000002bef in thread TO
#4757159: cov: 654 ft: 2171 corp: 367 execfs 0 oom/timeout/crash: ©/0/5632 time: 1045s job: 5633 dft_time: ©
60883 ERROR: AddressSaniti : attempting free on address which was not mallec()-e 0x602000005fcf in thread Te
#4758305: cov: 654 ft: 2171 cor 367 exec/s @ oom/timeout/crash: ©/0/5633 time: 1@45s job: 5634 dft_time: ©
60883 ERROR: AddressSanitizer: heap-buffer-overflow on address 0x60200000c599 at pc ©x55ela524497e bp 0x7ffd8e22db50 sp @x7ffds8e22db4s
#4758665: cov: 654 Tt: 2171 corp: 367 exec/s 0 oom/timeout/crash: 0/0/5634 time: 1045s job: 5635 dft_time: ©
fuzzgoat.c:529 : runtime erro applying non-zero offset 2 to null pointer
60883 ERROR: AddressSaniti heap-buffer-overflow on address 0x6820800005bfc at pc ©x55976b46b97e bp Ox7ffc50630890 sp Ox7ffc50638888
#4758709: cov: 654 ft: 2171 corp: 367 exec/s 0@ oom/timeout/crash: ©/0/5635 time: 1045s job: 5636 dft_time: @
fuzzgoat.c:529 : runtime erro applying non-zero offset 2 to null pointer
60884 ERROR: AddressSanitize heap-buffer-overflow on address 0x6020000017b8 at pc ©x55fe4ac6497e bp ox7ffefibfifbo sp @x7ffefibfifas
#4758755: cov: 654 ft: 2171 corp: 367 execfs O oom/timeout/crash: ©/0/5636 time: 1045s job: 5637 dft_time: ©
runtime error: applying non-zero offset 11 to null pointer
runtime erro load of null pointer of type 'char
iti SEGV on unknown address 0x000000000000 (pc 0x55eal5f72e55 bp ox7fff58dd6710 sp @x7fff58dd5f60 TO)
367 exec/s @ oom/timeout/crash: ©/0/5637 time: 1846s job: 5638 dft_time: 0
: applying non-zero offset 11 to null pointer
: load of null pointer of type 'char

367 exec/s @ oom/timeout/crash: ©/0/5638 tim 10465 job: 5639 dft_time: ©
ERROR: AddressSanitizer: attempting free on address which was not malloc()-ed: 60200001a76f in thread TO
#4762767: cov: 654 ft: 2171 corp: 367 exec/s 0 oom/timeout/crash: 0/0/5639 time: 1046s job: 5640 dft_time: 0
fuzzgoat.c:529 : runtime error: applying non-zero offset 2 to null pointer
60885 ERROR: AddressSanitizer: attempting free on address which was not mallec()-ed: ©x60200000acef in thread T@
#4762812: cov: 654 ft: 2171 cor 367 exec/s @ oom/timeout/crash: ©/0/5640 time: 1846s job: 5641 dft_time: 0@
fuzzgoat.c:529:65: runtime error: applying non-zero offset 2 to null pointer
60886 ERROR: AddressSaniti heap-buffer-overflow on address Ox682000001698 at pc ©x55d1b389597e bp Ox7ffd79b911d0 sp @x7ffd79b911c8
#4763055: cov: 654 ft: 2171 corp: 367 exec/s © oom/timeout/crash: ©/0/5641 time: 1046s job: 5642 dft_time: @
fuzzgoat.c:529:65: runtime error: applying non-zero offset 2 to null pointer
: load of null pointer of type 'char
: SEGV on unknown address 0x000000000000 (pc 56128e71de55 bp ox7ffd7fbozb50 sp ex7ffd7fboz23a0 TO)
#4763438: cov: 654 ft: 2171 corp: 367 exec/s 0 oom/timeout/crash: 0/0/5642 time: 1046s job: 5643 dft_time: 0
fuzzgoat.c:529:65: runtime error: applying non-zero offset 2 to null pointer
60887 ERROR: AddressSanitizer: heap-buffer-overflow on address 0x602000005619 at pc @x55defa5bf97e bp @x7ffcodebfdie sp @x7ffcodebfdes
#4763478: cov: 654 ft: 2171 corp: 367 exec/s © oom/timeout/crash: ©/0/5643 time: 1047s job: 5644 dft_time: @

ANGORA
FUZZER

TIMING RUN: c TRACK:

COVERAGE EDGE: c DENSITY: %
EXECS TOTAL: 149.68k, ROUND: 6101,
SPEED PERIOD: rfs TIME us,
FOUND PATH: 230, HAN

EXPLORE \ 618, EXEC: 130.70k, TIME: FOUND:
EXPLOIT \ 40, EXEC: 18.76k, TIME: FOUND:
CMPFN \ 0, EXEC: 0, TIME: FOUND:
EXEC: 222, TIME: FOUND:

EXEC: 0, TIME: FOUND:

EXEC: 1, TIME: FOUND:

SEARCH : 192 / 206, BOOL: 16 /
UNDESIR 11 / 25, BOOL: 16 /
ONEBYTE 190 / 190, BOOL: 16 /

INCONSIS : e/ ®, BOOL: e/

NORMAL : @p, NORMAL_END: 1p,  ONE_BYTE:
DET: op, TIMEOUT: UNSOLVABLE:

Figure 4.9: FuzzGoat - Fuzzing with Angora Fuzzer

4.3 Test Experiment for Angora Fuzzer

As the results of previous experiments for Angora Fuzzer were not successful, we
consider the mini2.c program, which is given as a test in the repository of fuzzer [17].

/%
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2 Test:

3 Nested ‘if ©* conditional statements.

4 It is difficult for other fuzzers, but it is easy for Angora.
5 */

¢ #include ”stdint.h”
7 #include ”stdio.h”

s #include ”stdlib.h”
9 #include ”string.h”

11 int main(int argc, char ==argv) {
12 if (argc < 2)

13 return 0;

14« FILE «fp;

15 char buf[255];

16 size_t ret;

17 fp = fopen(argv[1], "rb”);

18 if ('fp) {

19 printf(”st err\n”);
20 return O;

21 }

22 int len = 20;

23 ret = fread(buf, sizeof «buf, len, fp);
2« fclose (fp);

5 if (ret < len) {

26 printf (”input fail \n”);
27 return O;

28 }

29 uinti16_t x = 0;

30 int32_t y = 0;

31 int32_t z = 0;

32 uint32_t a = 0;

3 memcpy(&x, buf + 1, 2); // x 0 - 1

s« memcpy(&y, buf + 4, 4); // y 4 -7

s memcpy(&z, buf + 10, 4); // 10 - 13

ss  memcpy(&a, buf + 14, 4); // 14 - 17

37 if (x — 12300 > 0 && x - 12350 < 0 && z + 100000000 < O && z +
100000005 > 0 && z + 100000003 != 0 && y - 987654321 >= 0 && y -
987654325 <= 0 &% a - 123456789 == 0) {

38 printf (”hey, you hit it \n”);
39 /1 abort () ;

40 [+ _exit(6); =/

41 }

42 return O;

43}

Listing 4.4: Mini2
The working of this program is similar to the one explained in Section First, the
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fuzzer tries to solve all eight constraints of the conditional statement, as shown in Fig
[4.10] Then, inputs are generated by the fuzzer for every condition in the program line
[37, and once all the constraints are solved, the fuzzer exits with a success message
Solve all constraints!!.

AANGORA [AW)]
FUZZER =."

TIMING | RUN:
COVERAGE | EDGE:
EXECS | TOTAL:
SPEED | PERIOD:
FOUND |  PATH:

EXPLORE | CONDS: , EXEC: 5 : , FOUND
EXPLOIT | CONDS: : 5 : , FOUND
CMPFN | CONDS: , TIME: , FOUND
LEN | CONDS: , EXEC: h : , FOUND
AFL | CONDS: , EXEC: h : , FOUND.
OTHER | CONDS: , EXEC: D : , FOUND.

SEARCH | CMP: 5 °
UNDESIR | CMP: ; : 5 °
ONEBYTE | CMP: , SH: °
INCONSIS | CMP: ; : , SH: °

| NORMAL: - ,  NORMAL_END: - ,  ONE_BYTE
| DET: - ,  TIMEOUT: - A UNSOLVABLE

8, 1b1: 0, 1b2: 1, argl: 11, arg2: 20 },
lse }

: 0, order: 1,
speed: 2559, i
31
, arg(0x6c65 0x300c), output: 15449

, arg(ex3e6c ©x360c), output: 6

1b1: 40, 1b2: 0, a
o, state: Offset, n

Figure 4.10: Angora Fuzzer Test Experiment output

4.4 Comparison of Fuzzers

This section explains the different program metrics that are used on fuzztest[43]and
fuzzgoat [4.2 experiments to evaluate the results and compare all the fuzzers.

4.4.1 Code Coverage

Code coverage in fuzzing is a testing metric determining the number of lines, func-
tions, and branches validated successfully under a fuzzing session, which helps
analyze how well the targeted program is verified. Several tools and compiler flags
can be used to generate code coverage. The subsections below explain the usage
and results of fuzzgoat [4.2)with all the fuzzers.

American Fuzzy Lop Coverage

AFL has an extension tool called afl-cov [32] [33] to measure the code coverage.
The input files generated by the fuzzer for the targeted binary are used by afl-cov
to produce code coverage results. afl-cov interprets code coverage from one input
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to the next to determine which new lines and functions are hit with every newly
generated input by AFL. afl-cov requires the following dependencies to be installed.

« afl-fuzz
* gcov, lcov, genhtml
* python

The code coverage of fuzzgoat [4.2]is measured by creating a copy of the com-
plete project at two different directories, namely /path/to/afl-fuzz-output/ and /path/to/gcov-
project. The directory /path/to/afl-fuzz-output/ contains fuzzer instrumented binary,
and the /path/to/gcov-project directory contains fuzzer binary compiled for gcov pro-
filing support. The command to compile fuzzgoat with gcov profiling support is
shown below.

AFL_HARDEN=1 AFL_USE_ASAN=1 afl-gcc -fprofile-arcs -ftest-coverage -ggdb
-0O0 fuzzgoat.c -o fuzzgoatwcov

Next, afl-cov is started in —live mode before starting the fuzzing with fuzzer instru-
mented binary. /path/to/afl-fuzz-output/ should be specified as a command line ar-
gument for afl-cov and commands to execute with arguments is shown below. If
we wish to generate code coverage for an existing output directory of AFL, omit the
—live argument.

$ cd /path/to/project-gcov/

$ afl-cov -d /path/to/afl-fuzz-output/ —live —coverage-cmd

"cat AFL_FILE | LD_LIBRARY _PATH=./lib/.libs ./bin/.libs/somebin -a -b -¢”
—code-dir .

The AFL_FILE string in the command corresponds to the inputs generated by AFL,
that are stored in the queue/ directory in /path/to/project-fuzz. afl-cov automatically
substitutes this AFL_FILE with the ID of newly generated inputs queue/id:NNNNNNN*
in the order in which it is being generated while building the code coverage.

With afl-cov running, start a fuzzing session with AFL using the command below
in a new terminal.

$ cd /path/to/fuzzgoat $ afl-fuzz -i input -o output — ./fuzzgoat @@

The terminal in which afl-cov is running starts measuring the code coverage
once the fuzzer generates more inputs in the other terminal. The resulting terminal
output is shown in Fig [4.71]

In the /path/to/afl-fuzz-output directory, afl-cov creates a few directories to store
the coverage result. These directories are
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*** Imported 3 new test cases from: out//queue

[+] AFL test case: 1d:000413,src:000406,op:havoc,rep 416), cycle:
: 81.5% (454 of 557 lines)
functions..: 92.3% (12 of 13 functions)
branches...: 70.1% (296 of 422 branches)
Final lcov web report: out//cov/web/index.html
AFL test case: 1d:000414,src:000406,o0p:havoc,rep 416), cycle:
: 81.5% (454 of 557 lines)
functions..: 92.3% (12 of 13 functions)
branches...: 70.1% (296 of 422 branches)
Final lcov web report: out//cov/web/index.html
AFL test case: 1d:000415,src:000406,op:havoc,rep: 416), cycle:
: 81.5% (454 of 557 lines)
functions..: 92.3% (12 of 13 functions)
branches...: 70.1% (296 of 422 branches)
[+] Final lcov web report: out//cov/web/index.html

**% Imported 1 new test cases from: out//queue

AFL test case: 1d:000416,src:000406,0p:havoc,rep: (e / a17),
: 81.5% (454 of 557 lines)

functions..: 92.3% (12 of 13 functions)

branches...: 70.1% (296 of 422 branches)

Final lcov web report: out//cov/web/index.html

No new AFL test cases, sleeping for 60 seconds

*** Imported 15 new test cases from: out//queue

[+] AFL test case: id:000417,src:000406,0p:havoc,rep: (e / 432),

: 81.5% (454 of 557 lines)

functions..: 92.3% (12 of 13 functions)

branches...: 70.1% (296 of 422 branches)

Final lcov web report: out//cov/web/index.html

AFL test case: 1d:000418,src:000406,0p:havoc,rep: (1 / a432),
: 81.5% (454 of 557 lines)

functions..: 92.3% (12 of 13 functions)

branches...: 70.1% (296 of 422 branches)

Final lcov web report: out//cov/web/index.html

AFL test case: 1d:000419,src:000486,op:havoc,rep:2,+cov (2 J/ 432),
: 81.5% (454 of 557 lines)

functions..: 92.3% (12 of 13 functions)

branches...: 70.1% (296 of 422 branches)

Final lcov web report: out//cov/web/index.html

AFL test case: 1d:000420,src:000407,0p:flip2,pos:11 (3 / 432), cycle: 0@
: 81.5% (454 of 557 lines)

functions..: 92.3% (12 of 13 functions)

branches...: 70.1% (296 of 422 branches)

Final lcov web report: out//cov/web/index.html

Figure 4.11: AFL Code Coverage

cov/diff/ - Contains code coverage results when queue/id:NNNNN* input file
causes the fuzzer to execute a new location of code.

cov/web/ - Contains code coverage results produced by genhtml in web format.

cov/lcov/ - Contains raw code coverage data produced by /cov

* cov/zero-cov/ - Contains data for each input on functions that are never exe-
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cuted by the fuzzer.

LCOV - code coverage report

urrent view: top level - fuzzgoat

Test: trace.lcov_info_final Lines:
Date: 2023-01-19 17:05:12 Functions:

Total Coverage
454 557 81.5%
92.3 %

13
29 422 IO

L Filename _______________| Line Coverage ¢
: t — 82.8%  396/478  100.0 %
e S SRR s0.0%

8/8 [ 73.9% | 274/371
4/s [a3a% [ 22751

Generated by: LCOV version 1.14

Figure 4.12: Code Coverage Web Report - AFL

From the code coverage reports generated by afl-cov shown in Fig 4.12, we

can observe that the inputs generated by the fuzzer was successful in covering 12
out of 13 functions, 454 out of 557 lines, and 296 out of 422 branches, resulting
in a coverage of 92.3%, 81.5%, and 70.1% respectively on the targeted program
FuzzGoat 4.2
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LibFuzzer Coverage

To measure the code coverage of fuzzgoat with LibFuzzer|4.2.2, the program should
be compiled with coverage enabled [34], which is set as a flag during compilation,
and the command used is shown below.

clang -fsanitize=fuzzer,address,undefined -fprofile-instr-generate -fcoverage-
mapping fuzzgoat.c -o fuzzgoatwithcov

The next step is to run the fuzzer instrumented binary, and when the program exits,
raw profile is written to the path specified by LLVM_PROFILE_FILE environment
variable. It is written to default.profraw in the current directory if no variable exists.
Below mentioned command is used to perform this step.

LLVM_PROFILE FILE="fuzzgoat.profraw” ./fuzzgoatwithcov

The raw profiles created in the previous step should be indexed to generate code
coverage reports. The merge tool in llvm-profdata combines multiple raw profiles
and indexes them simultaneously. The command used for this step is shown below.

llvm-profdata merge -sparse fuzzgoat.profraw -o fuzzgoat.profdata

Finally, a file-level code coverage report can be generated with statistics as
shown in Fig|4.13| using the command below.

llvm-cov report ./fuzzgoatwithcov -instr-profile=fuzzgoat.profdata

Figure 4.13: Code Coverage Report - LibFuzzer

The mutation strategies and sanitizers flags used by LibFuzzer successfully cover
481 regions out of 581, 14 out of 15 functions, 617 out of 777 lines, and 372 out of
468 branches, resulting in a coverage of 82.08%, 93.33%, 79.41%, and 79.46%
respectively on the targeted program FuzzGoat [4.2]as shown in Fig[4.13]

Angora Fuzzer Coverage

The steps followed to measure the code coverage of fuzzgoat using Angora Fuzzer
is similar to LibFuzzer code coverage Therefore, the program fuzzgoat
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Figure 4.14: Code Coverage Report - Angora Fuzzer

should be compiled for fast and taint instrumented binaries with coverage enabled.
Fig [4.9 shows the output, and we can observe that no crashes were detected.
Angora fuzzer fails to solve the path constraints, due to which it failed to detect
any crashes in the buggy JSON parser FuzzGoat [4.2l The fuzzer was successful
only in covering 132 out of 596 regions, 10 out of 14 functions, and 293 out of 1089
lines, resulting in a code coverage of 22.15%, 57.14%, and 26.91% respectively, as

shown in Fig|4.14]

4.4.2 Types of bugs or vulnerabilities detected

The types of bugs or vulnerabilities detected by a fuzzer entirely depend on the use
of Sanitizers To evaluate this metric, we consider the fuzzing of fuzztest
program.

From the results of sub-sections 4.1.1] [4.1.2, and [4.1.3]in Section [4.1] we can
observe that LibFuzzer detects two types of bugs or vulnerabilities. In contrast,
Angora detects no bugs, and AFL detects only one memory-related bugs.

4.4.3 Number of bugs detected

This metric is dependent on the types of bugs or vulnerabilities detected. The metric
can be evaluated considering fuzztest [43| program. From Fig [4.1] the bugs detected
are divided into the total number and unique crashes. Unique crashes are counted
based on a particular type of bug or vulnerability, and the duplicates are added to
the total number. In LibFuzzer, fuzzing stops when a crash is detected, and if -
ignore_crashes=1 flag is set, multiple crashes are duplicates. So, the total number
of bugs detected could be a wrong count. Whereas for the Angora fuzzer, with the
main idea being solving constraints, the fuzzer might not detect any bugs and still
solve constraints as explained in the test experiment for Angora fuzzer 4.3

4.4.4 Execution Speed

Execution Speed is the speed at which the fuzzers perform mutation strategies to
generate inputs for fuzzing. The execution speed of AFL and LibFuzzer is similar
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as both these fuzzers use almost identical mutation strategies as explained in sub-
sections [3.2.1], and of Chapter 3] The execution speed of Angora cannot be
determined as the primary goal of the fuzzer is to solve path constraints, and the
size of constraints can vary from small to large.

Finally, the results are used to compare AFL, LibFuzzer, and Angora Fuzzer based
on the above-mentioned metrics. The code coverage report was generated only for
FuzzGoat buggy JSON parser program. The open source FuzzGoat program
has approx.1300 lines of code with bugs or vulnerabilities injected into it. In contrast,
the FuzzTest[4.1|was designed with a limited number of bugs or vulnerabilities, and
generating a code coverage report for a small codebase would not result in a code
coverage that can be used to compare the three fuzzers.

The code coverage results obtained for all three fuzzers with the FuzzGoat being
the targeted program is tabulated and shown in Table [4.1] The table shows that Lib-
Fuzzer successfully covers slightly more lines, functions, and branches than Ameri-
can Fuzzy Lop. At the same time, the code coverage results for Angora Fuzzer are
shallow as the fuzzer did not solve all constraints and failed to detect any crashes.
The newly generated inputs by the fuzzers mutation strategy should increase the
coverage, and the Angora fuzzer fails to do so.

American LibFuzzer Angora
Fuzzy Lop Fuzzer
Code Coverage Lines: Lines: Lines:
81.5% 82.08% 22.15%
Functions: Functions: Functions:
92.3% 93.33% 57.14%
Branches: Branches:
70.1% 79.49%

Table 4.1: Code Coverage Results for Fuzzers with FuzzGoat

The rest of the metrics explained above is used to compare all the fuzzers using
FuzzTest [4.1] as the targeted program, and this is tabulated as shown in Table [4.2]
The metric Types of bugs or vulnerabilities detected shows that LibFuzzer succeeds
in finding two different types of bugs, namely Divide By Zero on line[12], and Signed
Integer Overflow on line[T1] In contrast, AFL detects only the Divide by Zero on line
[12] and line[16] On the other hand, the Angora fuzzer fails to detect any bugs or vul-
nerabilities. Similarly, for metric Number of bugs detected, both AFL and LibFuzzer
detect two bugs in total, and Angora detects 0 bugs. Lastly, from the metric Execu-
tion speed, we can observe that LibFuzzer took approx. Two seconds to detect both
bugs by generating the necessary inputs for them. AFL took approx. Five seconds
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to detect the same type of bug or vulnerability in which the Angora fuzzer fails to

fuzz the targeted program.

American LibFuzzer Angora
Fuzzy Lop Fuzzer
Types of bugs or | 1 2 0
Vulnerabilities de-
tected
Number of bugs |2 2 0
detected
Execution speed approx. approx. NA
5seconds 2seconds

Table 4.2: Evaluation of Fuzzers with FuzzTest
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Chapter 5

Conclusions and recommendations

In this chapter, the project’s conclusion is presented over the proposed question by
research and how this work was achieved to answer the research question, there-
fore concluding this work. Furthermore, recommendations are discussed as a way
forward for this research work.

5.1 Conclusions

This research work presented a comparison of fuzzing tools. The approach for
this comparison was to understand the necessary background in fuzzing initially,
then understand the working of the fuzzing tools, and run a set of experiments on
targeted programs to obtain the results needed for comparison.

In this section, the research question proposed by the introduction of this work is
restated and answered, which is as follows.

* How can we compare different state-of-the-art fuzzers, which fuzzers are
good at detecting security bugs/vulnerabilities and how can they be cat-
egorized?

This question can be answered by comparing the three fuzzers, namely, Ameri-
can Fuzzy Lop[3.2] LibFuzzer[3.3] and Angora Fuzzer[3.4] To compare the fuzzers,
program metrics code coverage, types of bugs or vulnerabilities detected, number of
bugs detected, and execution speed [4.4] was considered. The results for these met-
rics were obtained by running experiments with all the fuzzers using FuzzTest [4.1],
and FuzzGoat[4.2] as targeted programs. From the analysis of results in Section [4.4
of Chapter [4, we can observe that LibFuzzer performs better than American Fuzzy
Lop, and Angora Fuzzer.

This work also presents a way to categorize bugs or vulnerabilities in American
Fuzzy Lop and LibFuzzer. The crash triaging tool built for AFL was modi-
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fied and designed for LibFuzzer [3.3.2, and this tool can be used to categorize the
security-related bugs or vulnerabilities.

As a final thought and conclusion, this work has found a satisfactory answer to
the research question proposed, and the recommendations or future work will be
discussed in the next section.

5.2 Limitations

The Angora fuzzer failed to run on the targeted program (4.1} due to which the
results of comparison with the other two fuzzers were not satisfactory. The fuzzer
seemed to work perfectly with the example programs provided in the fuzzer repos-
itory and the LAVA-M data set [35] used in the documentation [18]. Angora’s in-
put generation/mutation strategies were analyzed to understand the workflow of the
fuzzer, and it was nearly impossible to fuzz different targeted programs to test the
fuzzer with the resource available for the fuzzer.

5.3 Recommendations

This work presented the design of Exploitable LLDB, which was ported from GDB
to LLDB. In Exploitable GDB, there are 21 rules using which the crashes can be
categorized. In Exploitable LLDB, 14 of the 21 rules were implemented. The rest of
the rules needed the use of the stack, and implementing this is a complex process
in LLDB and is open research.

The work also presented a complete understanding of the Angora Fuzzer, but the
fuzzer failed to fuzz the targeted programs. The lack of documentation and support
for the tool resulted in this failure. For future work, we can get support from the
designers of the fuzzer, and the test experiments may succeed, which in turn might
change the results of the comparison.
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