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Abstract  

Digitalisation offers criminals new ways to commit crimes, both new crimes and traditional 

crimes in the online environment. This is also known as cybercrime. Cybercrime can take 

place on an individual and societal level, and engaging in self-protective behaviour is crucial 

to prevent victimisation of these crimes. However, it was unclear how actual knowledge 

about cybercrime influences individuals’ willingness to engage in self-protective behaviour, 

and if actual knowledge affects individuals’ intentions to protect themselves after exposure to 

different cyberthreats. Using the Protection Motivation Theory, this study focused on self-

protective behaviour to prevent cybercrime and the role of actual knowledge. Earlier studies 

suggested that constructs of the Protection Motivation Theory predicted individuals’ 

intentions to engage in self-protective behaviour, and that actual knowledge may affect these 

intentions as well. As expected, a multiple, linear regression analysis showed actual 

knowledge was an essential indicator for the intentions to engage in self-protective 

behaviour. Moreover, it was a stronger predictor for the intentions for self-protective 

behaviour than perceived knowledge. Trust in the internet was an influential factor, since it 

was negatively correlated with actual knowledge, whereas it was positively correlated with 

perceived knowledge. The results also indicated that individuals’ perceived vulnerability 

increased after reading about a cyberthreat. Lastly, actual knowledge was a stronger predictor 

for social protection measures than for technical protection tools. These findings provide 

directions to improve future interventions by emphasising the importance of actual 

knowledge about cybercrime combined with a continuing, critical view towards potential 

cyberthreats. Moreover, recommendations for future research to improve individuals’ self-

protective behaviour are provided in the discussion. These implications might contribute to 

create more awareness among individuals on their role in preventing cybercrime 

victimisation and the importance of actual knowledge, which will eventually lead to a safer, 

online society.  

 

Keywords: Cybercrime; Self-Protective Behaviour; Actual Knowledge; Perceived 
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Introduction 

Digitalisation has considerably changed the way people live and communicate 

(Bossler & Holt, 2009). Offline activities, such as banking and shopping, are transferred into 

cyberspace, including crime (Bernik, 2014; Drew & Farrell, 2020). This resulted in the 

formation of new crimes and the execution of traditional crimes in a new and innovative 

manner. Thus, cybercrime is an umbrella term for all different forms of crime in which 

information- and communication technology (ICT) has a critical role in the execution of the 

crime (Domenie et al., 2013).  

Cybercrime can be divided into two types. Cyber-enabled crimes are the first type, 

which are traditional crimes that are not focused on ICT, but ICT is used to commit the crime 

(e.g. online identity fraud). Second, there are cyber-dependent crimes, which are crimes 

focused on- and committed through the use of ICT (e.g. hacking) (Akdemir & Lawless, 2020; 

Drew & Farrell, 2020; Van de Weijer & Leukfeldt, 2017). Martens et al. (2019) also made a 

distinction between social cybercrimes, that rely on human error, and technical cybercrimes, 

for which technical knowledge is necessary to execute the crime. However, these types of 

cybercrime (i.e. social versus technical and cyber-dependent versus cyber-enabled) are 

intertwined, meaning that both cyber-dependent and cyber-enabled crimes have social and 

technical aspects. For instance, phishing is a more social crime, since a certain action needs to 

be performed by someone to shift from potential victim to actual victim. At the same time, 

offenders need a certain level of technical knowledge to execute the crime, as they have to 

create a spoofed website (i.e. a fake website that resembles the website of an official 

institution) (Ghazi-Tehrani & Pontell, 2021).  

Cybercrime can take place on both an individual and a societal level. On the 

individual level, cybercrime offenders try to victimise people in various ways. Examples 

include consumer fraud and identity theft. According to the CBS (2022) seventeen percent of 

Dutch citizens was a victim of cybercrime in 2021, which is similar to the percentages of 

other, more traditional crime victims in 2021. The percentage of traditional crime victims 

reduces while the percentage of cybercrime increases. Therefore, it is to be expected that the 

percentage of cybercrime victimisation will surpass that of traditional crime victimisation. 

Cybercrime has unique characteristics, including greater anonymity, intangibility, and it is 

difficult to detect and prosecute, making it of increasing importance to study this topic 

(Borwell et al., 2021).  

Cyberwar is a societal cybercrime threat and is a devious, invisible phenomenon 

fought out in cyberspace, which also has consequential effects in the offline world (Zeadally 
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& Flowers, 2014; McGraw, 2013). The attributes used are physical, such as computers and 

routers, but the interaction takes place in an online domain (Zeadally & Flowers, 2014 ;el 

Helow, 2021; Duddu, 2018). The current conflict between Russia and Ukraine can be defined 

as a hybrid war, since it is both a cyber war and physical war (Serpanos & Komninos, 2022). 

The comparison between how individuals react to different cyberthreats, and if different 

cyberthreats might influence individuals’ intentions for self-protective behaviour has not been 

studied before. Therefore, this comparison was made in the current study.  

Self-Protective Behaviour  

One way to engage in self-protective behaviour to prevent cybercrime victimisation is 

by using protection measures or tools (Mamade & Dabala, 2021; Verma & Shri, 2022). These 

measures and tools can be used to engage in precautionary online behaviour to achieve online 

security (Jansen & van Schaik, 2017). Examples include technical tools, like firewalls or 

virus scanners. Individuals can also use protection measures, which include strategies or 

behaviours to prevent victimisation (e.g. checking sources and documents or coming up with 

hard-to-guess passwords) (Martens et al., 2019).  

Protection measures can be divided into two categories: maladaptive and adaptive 

measures (Jansen & van Schaik, 2017; Martens & de Wolf, 2018). Maladaptive protection 

measures do not protect an individual from a cyber threat, but includes reducing certain 

online activities or avoiding the internet, which are only effective when users restrict their 

online behaviours excessively (Martens & de Wolf, 2018). Adaptive protection measures 

function to adequately protect users against cyber threats (Chou & Sun, 2017). 

 Martens & de Wolf (2018) also made a distinction between social adaptive measures 

(e.g. checking sources and documents) and technical adaptive measures (e.g. securing Wi-Fi 

networks).  

Perceived Knowledge  

 To engage in self-protective behaviour, individuals need a certain level of knowledge. 

Perceived knowledge (i.e. what people think they know about cybercrime) is a strong 

predictor for individuals’ willingness to engage in self-protective behaviour to prevent 

cybercrime victimisation, and a crucial factor to understand why individuals are overly 

optimistic about their tendencies to protect themselves (De Kimpe et al., 2022). De Kimpe et 

al. (2022) found that perceived knowledge was negatively related to the intentions to engage 

in self-protective behaviour. Thus, individuals who consider themselves well-informed about 

cybercrime, think that they do not need any (more) protection measures or tools to prevent 

cybercrime victimisation, as they perceive themselves as less vulnerable. De Kimpe et al. 
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(2022) also found that the feeling of being informed about cybercrime was, in part, a positive 

aspect, as individuals might feel more capable of using protection measures or tools, they are 

more assured of the effectivity of these protection measures, and it made them aware of the 

severity of cybercrime. Lastly, their study suggested that trust in the internet is an important 

predictor for making individuals more vulnerable for cybercrime victimisation, since 

individuals who trust the internet might think it is a reliable place and do not perceive 

cybercrime as a risk (De Kimpe et al., 2022).  

Actual Knowledge 

Actual knowledge was not included in the study of De Kimpe et al. (2022), but they 

suggested it might be a crucial indicator for individuals’ willingness to engage in self-

protective behaviour. Actual knowledge is what someone objectively knows about 

cybercrime, while perceived knowledge is what someone thinks they know about cybercrime 

(De Kimpe et al., 2022). 

A study that focused on actual knowledge of cybercrime is from Van ’t Hoff - de 

Goede et al. (2019) and they found that actual knowledge was positively related to safe, self-

reported online behaviour. Their results suggested that individuals’ who are informed about 

cybercrime are behaving more safely when sharing their personal information. Lastly, 

Arachchilage & Love (2014) studied the role of knowledge of phishing in relation to threat 

avoidance, and found that conceptual and procedural knowledge of phishing positively 

affected individuals’ self-efficacy. This increased their phishing threat avoidance behaviour.  

Moreover, it was unclear how actual knowledge affected the perception of different 

cyberthreats (individual threats versus societal threats) and the intentions for self-protective 

behaviour after reading about it. Newspapers are constantly publishing articles that focus on 

cyberthreats, however, it was unclear how these articles might influence individuals’ 

willingness to engage in self-protective behaviour, and if actual knowledge played a role in 

these intentions. Earlier studies studied the effects of fear appeals on individuals’ online 

information-sharing behaviour and compared two levels of fear appeals: strong versus weak 

arguments (Jansen & van Schaik, 2019). Their findings suggested that fear appeals have a 

positive effect on perceptions, attitudes and their behavioural intentions.  

So far, there is little insight in how actual knowledge affects individuals’ willingness 

to engage in self-protective behaviour to prevent cybercrime victimisation, and how actual 

knowledge affects their intentions after reading about different cyberthreats. The few studies 

that included actual knowledge of cybercrime as a variable have shortcomings. First, the role 

of actual knowledge combined with certain online behaviours has been studied, but only a 
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limited amount of protection measures and tools were included (Van ’t Hoff - de Goede et al., 

2019). Second, De Kimpe et al. (2022) focused on perceived knowledge and intentions to use 

certain protection tools, but they did not include actual knowledge in their study, but 

acknowledge that actual knowledge may be an important indicator. Lastly, the literature on 

the perception of different cyberthreats and if actual knowledge might affect this, is scarce. 

Jansen & van Schaik (2019) focused on fear appeals. Fear appeals are persuasive messages 

focusing on a threat and try to evoke fear in order to motivate readers to take action  

(Johnston et al., 2023). However, it is unknown how actual knowledge affects and different 

cyberthreats influence these intentions, and if more coping-focused, compared to threat-

focused, content leads to different intentions. 

Protection Motivation Theory 

To study the relations between actual knowledge, perceived knowledge, and the 

intentions to engage in self-protective behaviour, the Protection Motivation Theory (PMT) 

from Rogers (1975) was used. Originally, the PMT was developed to study health promotions 

and prevention of diseases (Floyd et al., 2000), but recently the theory has also been applied 

to the context of cybercrime and self-protective behaviour (De Kimpe et al., 2022; Jansen et 

al., 2016; Martens et al., 2019). The two appraisal processes that initiate protection 

motivation are threat appraisal and coping appraisal, and the outcomes of both appraisal 

processes result in the intentions to engage in self-protective behaviours (De Kimpe et al., 

2022). 

Threat Appraisal 

 Threat appraisal is a process in which an individual assesses the threat and it consists 

of two constructs: (1) perceived severity; and (2) perceived vulnerability. Perceived severity 

focuses on how severe an individual perceives the consequences of an occasion to be (De 

Kimpe et al., 2022). Therefore, perceived severity positively predicts the intentions to engage 

in protection measures (Crossler & Bélanger, 2014).  

The second variable in the treat appraisal construct is perceived vulnerability. 

Perceived vulnerability is someone’s perception of their likelihood to become a victim of a 

threat (Rogers, 1975). Rogers (1975) found a positive relation between perceived 

vulnerability and intentions, but other studies found mixed results on the relation between 

perceived vulnerability and the intentions towards protective behaviour (Martens et al., 2019; 

Verkijika, 2018). Some studies found evidence for an increase of motivation towards 

protective behaviour (Thompson et al., 2017), whereas others found non-significant 
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relationships or contradicting results, in which perceived vulnerability negatively influenced 

individuals’ self-protective behaviour (Crossler & Bélanger, 2014; Tsai et al., 2016). Follow-

up studies found that a positive relationship between perceived vulnerability and engaging in 

security procedures only held for people who are familiar with IT or work in IT. 

Simultaneously, there was no significant relationship for individuals who had less experience 

with IT (Crossler & Bélanger, 2014; Herath & Rao, 2009). Given the theoretical support from 

the PMT, while considering the mixed results found in earlier studies, the current study 

followed the relationship from the original PMT. 

Coping Appraisal 

 The second appraisal in the PMT is coping appraisal, and this is a process in which an 

individual assesses the components of the risk in relation to the potential strategies to avoid 

or reduce impact (Jansen & van Schaik, 2017). Coping appraisal consists of the following 

three constructs: self-efficacy, response efficacy and response costs. Both efficacy variables 

can be described as more cognitive processes, which are stimulated when an individual is 

confronted with a risk. These variables aim to increase individuals’ protective behaviours to 

decrease a risk (Verkijika, 2018).  

 Self-efficacy is the belief an individual is able to successfully engage in protective 

behaviours (Tsai et al., 2016). Studies found a positive relation between self-efficacy and 

individuals’ willingness to engage in self-protective behaviour (Anderson & Agarwal, 

2010;Arachchilage & Love, 2014; Verkijika, 2018).  

 Response efficacy can be described as individuals’ anticipated effectivity of using 

protection measures and tools to prevent cybercrime victimisation (Martens et al., 2019). 

Findings in the study of Tsai et al. (2016) suggested that response efficacy positively 

predicted intentions towards self-protective behaviour. They suggested that when individuals 

thought that using protective software is effective, they had a higher intentions to install and 

use it.  

 Response costs can be defined as the combination of monetary and non-monetary 

costs, with the latter including the time and effort for implementation of protection measures 

(Gurung et al., 2009). Some research found non-significant relationships between this 

variable and intentions towards self-protective behaviours, for example, Gurung et al. (2009). 

They claimed that engaging in self-protective behaviour was not related to the response costs, 

as a plethora of free protection measures is offered. For instance, when focusing on anti-

spyware, companies offer this protection tools for free, but there are also anti-spyware 

programs that cost hundreds of euros. These companies also offer free versions for a certain 
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period of time. Most end-users might choose the free version over an expensive version, since 

this free version is effective enough (Gurung et al., 2009). Due to this reasoning, response 

costs was excluded in the current study.  

Antecedents of Threat and Coping Appraisal 

Perceived knowledge, actual knowledge, and internet trust were added as constructs 

in this study. De Kimpe et al. (2022) found that perceived knowledge was a crucial predictor 

for individuals’ intentions to use protection measures and tools. Moreover, they suggested 

that it was unclear how actual knowledge affect these intentions. Lastly, they suggested that 

internet trust was correlated with individuals’ perceived knowledge.  

Perceived Knowledge. Perceived knowledge is usually determined by participants’ 

self-reporting of their perceived understanding of a subject, and it is a mixture of confidence 

and knowledge (Raju et al., 2015). An individual’s perceived knowledge may differ from 

their actual knowledge (Jensen et al., 2005; McDonnell et al., 2014), as individuals frequently 

overestimate what they know about a topic (De Kimpe et al., 2022).  

The findings in the study of De Kimpe et al. (2022) suggested that internet users with 

higher levels of perceived knowledge, perceived themselves as less susceptible. Consequently 

they had lower intentions to engage in self-protective behaviour. Moreover, perceived 

knowledge affects threat appraisal. Individuals with higher level of perceived knowledge may 

be aware of the general severity of cybercrime, but they may also see themselves as less 

vulnerable (De Kimpe et al., 2022). Lastly, perceived knowledge also affects coping 

appraisal. Findings in the study of De Kimpe et al. (2022) showed that perceived knowledge 

positively affected self-efficacy and response efficacy.  

Actual Knowledge. The relationship between actual knowledge and intentions 

towards self-protective behaviour has not been widely studied in the field of cybercrime. Two 

studies were found that focus on this topic.  

Van ’t Hoff - de Goede et al. (2019) focused on online behaviour of Dutch citizens 

and they included actual knowledge in their study. Their results suggested that being 

knowledgeable was positively related to safer online behaviour. However, some differences 

were found between protection measures and tools. In case of sharing personal information 

online, actual knowledge seemed to lead to safer, online behaviour. On the contrary, in case 

of password management, more knowledge seemed to lead to a less safe password.  

Another study that focused on actual knowledge, is from Arachchilage & Love 

(2014). They focused on the effect of conceptual and procedural knowledge about phishing 
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on user’s self-efficacy to thwart phishing attacks. Their findings suggested that conceptual 

and procedural knowledge positively affected one’s self-efficacy.  

Internet Trust. Internet trust was the last antecedent in the current study. As trust is a 

complex concept that lacks a general definition, the definition of Pavlou (2003) was used and 

adapted to the topic of the current study. Pavlou (2003) described trust as ‘the belief that the 

other party will behave in a socially responsible manner’ (p. 106). Adapted to the current 

study, the internet can be seen as a safe space and its users behave in a responsible way (Riek 

et al., 2016). The findings in the study of De Kimpe et al. (2022) suggested that internet trust 

negatively affected perceived severity and perceived vulnerability. 

Current Study  

The current study focused on the role of actual knowledge on intentions towards self-

protective behaviour and was divided into two studies. Using an extended framework based 

on the Protection Motivation Theory (PMT), this study included constructs that influenced 

individuals’ intentions towards self-protective behaviours. In the proposed model, actual 

knowledge was added as a predictor, and this was the main focus of the current study. The 

proposed model described individuals’ intentions to engage in self-protective behaviour 

based on threat appraisal and coping appraisal. The current study only focused on the 

relations between these variables (Figure 1). The appraisals were influenced by the 

antecedents perceived knowledge, actual knowledge and internet trust. Perceived knowledge 

was added to compare the effect of actual knowledge versus perceived knowledge on 

intentions and appraisals. Lastly, De Kimpe et al. (2022) found that perceived knowledge and 

internet trust were correlated. Therefore, internet trust was added to determine how this 

variable affected actual knowledge, and it made a comparison possible between the role of 

internet trust on actual knowledge versus perceived knowledge.  

 Intentions towards self-protective behaviour for cybercrime in general were studied 

instead of focusing on one type of cybercrime, since various crimes are related (De Kimpe et 

al., 2022). For example, a victim of phishing can also become a victim of identity theft. 

Additionally, protection measures and tools often protect individuals against multiple 

cybercrimes, however, in some cases individuals might take specific measures or use certain 

tools to prevent victimisation from a particular crime. 

The first study focused on individuals’ actual knowledge and intentions towards self-

protective behaviour, and the following exploratory research question was formulated: “How 

does actual knowledge affect individuals’ intentions to engage in self-protective behaviour to 

prevent cybercrime victimisation?” (RQ1). Moreover, based on the studies mentioned before, 
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the following hypotheses were formulated to study the relations between the antecedents, 

constructs of the PMT and intentions:  

H1: Perceived severity is a positive predictor of intentions towards self-protective behaviour.  

H2: Perceived vulnerability is a positive predictor of the intentions towards self-protective 

behaviour. 

H3: Self-efficacy is a positive predictor of intentions towards self-protective behaviour. 

H4: Response efficacy is a positive predictor of intentions towards self-protective behaviour. 

H5: Perceived knowledge is a negative predictor of the intentions towards self-protective 

behaviour. 

H6: Perceived knowledge is a positive predictor of perceived severity (6a) and a negative 

predictor of perceived vulnerability (6b). 

H7: Perceived knowledge is a positive predictor of self-efficacy (7a) and response-efficacy 

(7b). 

H8: Actual knowledge is a positive predictor of self-efficacy. 

H9: Internet trust is a negative predictor of perceived severity (9a) and perceived 

vulnerability (9b).  

Figure 1 

Conceptual, Extended PMT Applied on Cybercrime and Intentions Towards Self-protective 

Behaviour 
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The second study focused on individuals’ intentions to engage in self-protective 

behaviour and the use of protection measures and tools after reading about different 

cyberthreats: a societal cyber-related issue (cyber warfare) versus an individual cyberthreat 

(cyber-attack on the Dutch emergency centre). Individuals’ actual knowledge was also taken 

into consideration to determine if actual knowledge influenced individuals’ intentions. Lastly, 

this study not only focused on two threat levels (societal versus individual), but also took the 

two types of appraisal of the Protection Motivation Theory into account (threat appraisal 

versus coping appraisal). Based on this, the following exploratory research question was 

addressed “In what way do individuals’ intentions towards protective behaviour differ after 

exposure to a cyberwar threat level compared to exposure to a cybercrime threat level, also 

when taking into consideration the two appraisals of the Protection Motivation Theory and 

actual knowledge?” (RQ2). No hypotheses were formulated for this study due to the 

exploratory nature of the study.  

Methods 

Participants 

 The current research consisted of two studies, but all questions were asked in the 

same questionnaire (Appendix A). In total, nine participants were excluded. An exclusion 

criteria was age (<18). For this reason, two participants were excluded. Seven participants 

were excluded, because they did not consent to participate or because they answered each 

question with the same answer.  

Participants were recruited per snowball and convenience sampling. They received a 

link to the study via What’s App or Facebook. Moreover, the SONA-system of the University 

of Twente was used to recruit participants.  

Participants Study 1  

In total, 222 participants participated in the first study. The age range was between 18 and 67 

years of age (M = 29.99; SD = 12.23). Most participants identified as female: 146 (65.8%), 70 

(31.5%) as male, 3 (1.3%) as non-binary, 1 (0.4%) who preferred not to say their gender, and 

2 (0.9%) who did not fill in their gender. Majority of the participants was Dutch: 128 

(57.7%), 33 (14.9%) was German, 33 (14.9%) were from a non-European country, 24 

(10.8%) were from another European country, and 4 (1.8%) preferred not to disclose their 

nationality. Most participants were students: 104 (46.8%), 64 (28.8%) participants were full-

time employees, 42 (18.9%) participants were part-time employees, 7 (3.2%) participants 
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were unemployed, 2 (0.9%) participants were retired, and 3 (1.4%) preferred not to say their 

employment status.  

Participants Study 2 

In total, 172 participants participated in the second study. Fifty participants who 

participated in the first study, did not participate in the second study or did not finish the 

second study. The age range was between 18 and 67 years of age (M = 29.13; SD = 11.51). 

Most participants identified as female: 111 (64.5%), 55 (32.0%) identified as male, 3 (1.7%) 

identified as non-binary, 1 (0.6%) participant preferred not to say their gender, and 2 (1.2%) 

participants did not fill in their gender. Most participants were Dutch 89 (51.7%), 29 (16.9%) 

participants were German, 23 (13.4%) participants were from another European country, 28 

(16.3%) participants were from a non-European country, and 3 (1.7%) preferred not to say 

their nationality. Most participants were students: 85 (49.4%), followed by full-time 

employees: 48 (27.9%), and part-time employees: 33 (19.2%). Five (2.9%) participants were 

unemployed and 1 (0.6%) participant preferred not to say their employment status.  

Design 

 The current research was divided into two studies, in which the first study focused on 

the role of actual knowledge on the intentions towards self-protective behaviour, whereas the 

second study focused on threat levels and these intentions. Actual knowledge was also taken 

into consideration in the second study.   

Design Study 1 

The first study focused on victimisation of cybercrime and traditional crime to 

compare the victimisation rates, and the protection measures and tools to prevent 

victimisation of these two types of crimes. Moreover, actual knowledge was measured in this 

study, combined with the measurement of constructs of the PMT, and intentions towards self-

protective behaviour. Participants were asked to fill in a questionnaire about these themes.  

Design Study 2 

The second study was a 2 (threat level: Societal versus Individual) x 2 (appraisal: 

Threat versus Coping) between-participants design. This study focused on intentions to 

engage in self-protective behaviours after exposure to different cyberthreats.  

In the societal threat condition, participants read a fictious article about a cyberwar 

between Russia and Poland. This article was based on a real-life conflict between Ukraine 

and Russia to make the article as realistic as possible. The article focused on either threat 

appraisal (perceived severity and perceived vulnerability) or coping appraisal (self-efficacy 

and response efficacy).  
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In the individual threat condition, participants read a fictious article about a cyber-

attack on the Dutch emergency centre. The event in this article was also based on a real 

incident that took place in June 2019, in which people were not able to reach the emergency 

centre for several minutes. This was an individual threat, as only the people who needed the 

emergency centre during the attack were disadvantaged. This article focused on either the 

constructs of threat appraisal (perceived severity and perceived vulnerability) or coping 

appraisal (self-efficacy and response efficacy). 

In both threat appraisal conditions (i.e. for cyberwar and cybercrime) attention was 

devoted to the damage of the threat and prolonged consequences. Additionally, these articles 

focused on the vulnerability of citizens if a cyberattack takes place. This content was in line 

with the constructs of threat appraisal (i.e. perceived severity and perceived vulnerability).  

 In both coping appraisal conditions (i.e. for cyberwar and cybercrime) attention was 

given to the prevention of cyberattacks. The importance of using protection measures and 

tools was highlighted, combined with the role of citizens engaging in protection measures and 

tools to prevent cybercrime victimisation. This content was in line with the constructs of 

coping appraisal (i.e. self-efficacy and response efficacy).  

Measures  

Study 1 

Victimisation Cybercrime. The selection of the cybercrimes in the victimisation 

questions was adapted by the studies of De Kimpe et al. (2022) and Martens et al. (2019), and 

includes the following crimes: (1) phishing; (2) identity theft; (3) consumer fraud; (4) 

hacking; (5) malware; and (6) ransomware. The first three crimes represented social 

cybercrimes, which rely on human error, whereas the latter three represented technical 

cybercrimes, for which technical knowledge is required (Martens et al., 2019). This selection 

entailed a varied collection of cybercrimes, which left room for comparison. Martens et al. 

(2019) suggested that individuals’ intentions towards self-protective behaviour was 

constructed differently for malware (technical crime) compared to scams (social crime). 

Additionally, the impact individuals experience after victimisation of various cybercrimes 

might differ (Borwell et al., 2021). Therefore, the intentions towards self-protective 

behaviour might also differ for social crimes compared to technical crimes.  

To study victimisation of phishing, respondents were asked: “Did you share sensitive 

information (passwords or credit card details) after you received a fraudulent message by 

email, phone, text or social media?” (Reyns, 2015). To study online identity theft, participants 

were asked “Did anyone ever steal your personal details (password, credit card details) online 
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and then pretended to be you?” (De Kimpe et al., 2022). To study consumer fraud, 

participants were asked: “Did you (partially) pay for something online without receiving the 

promised goods, services and/or prices in return?” (Leukfeldt & Yar, 2016). To determine 

whether participants have been a victim of hacking, they were asked: “Were you 

inconvenienced by someone accessing your email, social media accounts or the data on your 

computer, laptop, tablet or smartphone without your permission?” (Reyns, 2015). To study 

malware victimisation, participants were asked: “Were you inconvenienced by an infection of 

your computer, laptop, tablet or smartphone by a malicious type of software (e.g., 

viruses, Trojan horse, spyware)?” (Bossler & Holt, 2009). Lastly, to determine participants’ 

victimisation of ransomware, they were asked: “Were the data on your computer, laptop, 

tablet or smartphone blocked, accompanied by the message that your data would only be 

unlocked if you paid a sum of money?” (Bergmann et al., 2018). 

For each cybercrime, participants were asked if they have been a victim of this crime. 

Five answer options were provided: (1) “I have been a victim in the past twelve months”; (2) 

“I have been a victim more than a year ago, but less than five years ago”; (3) “I have been a 

victim more than five years ago”; (4) “I have never been a victim of this crime”; and (5) “I do 

not know”. The N for each separate category was too small to compare the groups. Therefore, 

the answered were recoded, in which answer 1, 2, and 3 were categorised as ‘Victim’ and 4 

and 5 were categorised as ‘Not a victim’.  

Victimisation Traditional Crime. To determine whether participants have been a 

victim of a traditional crime, five the crimes discussed in the study of Van Dijk (2010), were 

used: (1) Theft of car; (2) Theft of bicycle; (3) Burglary; (4) Street robbery; and (5) Theft of 

personal property. (sexual) Assault was excluded from the study, due to ethical 

considerations. Moreover, attempted burglary was excluded, since this study focused on 

victimisation and not attempted victimisation. Pickpocketing was added to the crimes. The 

answer options per traditional crime were equal to the ones in the cybercrime victimisation 

questions and after data collection, the answer options 1, 2, and 3 were recoded into ‘Victim’ 

and 4 and 5 were recoded into ‘Not a victim’.  

First, participants were asked if they have been a victim of pickpocketing (“Were 

items (jewels, money and/or other valuable items) stolen from you in public?’). Next, they 

were asked: “Did someone steal your car?” and “Did someone steal your bicycle?” to study 

theft of car and theft of bicycle. To study burglary, participants were asked: “Has someone 

unlawfully entered your residency? This usually, but not always, includes theft” (Catalano, 

2010). To determine whether participants have been a victim of street robbery, they were 
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asked: ‘Did someone ever steal something from you in public while using force, threat or 

violence?’. Lastly, to study theft of personal property, participants were asked: “Did someone 

ever take and carry away your personal property with the intentions to permanently deprive it 

from you?”.  

Protection Tools Cybercrime. To determine which protection tools or measures 

participants were using to prevent cybercrime victimisation, they were asked if they were 

using one or more of the following tools or measures: (1) “Install software e.g. anti-virus, 

anti-spyware, anti-phishing, crypto locker, backup software”; (2) “Set up software that is 

included with your operating system (e.g. firewall, defender)”; (3) “Update software in 

operating systems”; (4) “Secure a Wi-Fi network”; (5) “Set up difficult to guess passwords 

for accounts and home network”; (6) “Check the origin and the document itself on 

reliability”; (7) “Be on your guard when giving personal information to others”; (8) “Online 

backups”; (9) “Offline backups (physical/printed copies of important documents)”; and (10) 

“None of the above”. Participants were able to select multiple options, however, this was not 

possible if participants selected the last option ‘None of the above’. The first seven protection 

measures were based on the adaptive security measures (Martens & de Wolf, 2018). The first 

five protection measures (1 till 5) were technical adaptive measures, whereas the next two 

measures (6 and 7) were social adaptive protection measures (Martens & de Wolf, 2018). The 

last two social measures (8 and 9) were added by the researcher to create an equal division 

between technical and social measures.  

Protection Tools Traditional Crime. The protection tools or measures to prevent 

victimisation of traditional crime used in this study, were based on outcomes of several 

studies focusing on one specific traditional crime. Participants were asked if they engage in 

one or multiple of the following protection measures: (1) “Particularly parking on driveways 

and in garages” (Farrell et al., 2011); (2) “Double locking habits for bicycles” (Van Lierop et 

al., 2015); (3) Taking additional security measures for the home, such as installing alarms, 

reinforced doors, and/or security locks” (San-Juan et al., 2012); (4) Avoiding passing through 

certain areas or streets of the city (San-Juan et al., 2012); (5) “DNA-kit (to mark your 

valuable items to let possible thieves know that you are protected)”; (6) “Identification spray 

(a spray used to mark offenders for days, weeks or even months)”; and (7) “None of the 

above”. Participants were able to select multiple options, as long as they did not select the last 

option. 

PMT Constructs. The questionnaire in this study contained questions on the 

extended PMT constructs derived from previous studies and are adapted to this topic (Table 
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1). Additionally, the study of Anderson & Agarwal (2010) was used for the formulation of 

the items focusing on intentions towards behaviour against cybercrime. 

 All items were measured using a five-point Likert Scale (1 = “totally disagree” to 5 = 

“totally agree”), except for perceived vulnerability. The items for this construct were 

reversed, with 1 = “totally agree” to 5 = “totally disagree”. After data collection, these items 

were recoded to align with the other items. Cronbach’s Alpha (α) was calculated for all 

constructs, and perceived severity, perceived vulnerability, and self-efficacy had a Cronbach’s 

Alpha α >.70 (Table 1), indicating a good internal reliability (George & Mallery, 2019). 

Response efficacy had a Cronbach’s Alpha α = .57, which was lower than the other 

constructs, but still acceptable (George & Mallery, 2019). 

Actual Knowledge. To estimate participants’ actual knowledge of cybercrime, nine 

questions from the knowledge test in the study of Van ’t Hoff - de Goede et al. (2019) were 

translated and included in the questionnaire of this study. The topics in these questions 

corresponded with the crimes in the victimisation questions, and focused on definitions of 

cybercrime-related topics, strong passwords and information provision on the internet (e.g. 

“Which of the following passwords is the strongest?” and “What is two-step verification?”). 

Participants were asked to select the correct definition or option. The answer options also 

included an “I do not know” option. Participants got a point for each correct answer and the 

sum of these nine question was their score for actual knowledge. This resulted in an average 

score of M = 4.73 (SD = 1.76).  

Table 1 

 Descriptive Statistics of Items (N = 222) 

 M SD α 

Perceived knowledge 3.38 0.97 .86 

I feel adequately informed about cybercrime risks    

I feel adequately informed about how to avoid cybercrime risks    

Internet trust 2.37 0.72 .78 

I am optimistic about the safety of the internet    

I have every confidence that the internet is safe    

I am satisfied with the safety of the internet    

Perceived severity 4.33 0.59 .85 

I believe cybercrime is an important problem/phenomenon    

I believe cybercrime should be taken seriously    

I believe cybercrime is a severe problem    

Perceived vulnerability 3.33 0.89 .87 

It is not likely that I become a victim of cybercrime    

It is not probable that I become a victim of cybercrime    

The risk is small that I become a victim of cybercrime    

Self-efficacy 3.12 0.79 .76 
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Using necessary protection tools against cybercrime is easy    

I feel comfortable using protection tools against cybercrime    

I possess the knowledge and skills to use the necessary 

protection tools against cybercrime 

   

Response efficacy 3.54 0.56 .57 

Protection tools against cybercrime are effective in preventing 

cybercrime 

   

By using protection tools, I can avoid cybercrime    

I am less likely to become a victim of cybercrime of I use 

protection tools 

   

Intention towards behaviour 3.87 0.64 .74 

I am likely to use protection tools against cybercrime    

I am sure I am going to use protection tools against cybercrime    

I am willing to use protection tools against cybercrime     

 

Study 2 

In the current study, a division was made between two threat levels (societal versus 

individual) and the two appraisals of the PMT (threat versus coping).  

The Cronbach’s Alpha (α) for all constructs can be found in Appendix B.  

Cyberwar Threat Appraisal. Participants in the cyberwar threat appraisal condition 

were asked to rate the items to measure perceived severity (e.g. “I believe cybercrime is an 

important problem/phenomenon”) and perceived vulnerability (e.g. “It is not possible that I 

become a victim of cybercrime”).  

A five-point Likert Scale was used to measure these items (1 = “totally disagree” to 5 

= “totally agree”), except for perceived vulnerability, since the items for this construct were 

reversed.  

Cyberwar Coping Appraisal. Participants in the cyberwar coping appraisal 

condition were asked to rate the items to measure self-efficacy (e.g. “Using necessary 

protection tools against cybercrime is easy”) and response efficacy (e.g. “Protection tools 

against cybercrime are effective in preventing cybercrime”).  

A five-point Likert Scale was used to measure these items (1 = “totally disagree” to 5 

= “totally agree”). 

Cybercrime Threat Appraisal. Participants in the cybercrime threat appraisal 

condition were asked to rate the items to measure perceived severity (e.g. “I believe 

cybercrime should be taken seriously”) and perceived vulnerability (e.g. “The risk is small 

that I become a victim of cybercrime”).  
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A five-point Likert Scale was used to measure these items (1 = “totally disagree” to 5 

= “totally agree”), except for perceived vulnerability, since the items for this construct were 

reversed. 

Cybercrime Coping Appraisal. Participants in the cybercrime coping appraisal 

condition were asked to rate the items to measure self-efficacy (e.g. “I feel comfortable using 

protection tools against cybercrime”) and response efficacy (e.g. “By using protection tools, I 

can avoid cybercrime”). 

A five-point Likert Scale was used to measure these items (1 = “totally disagree” to 5 

= “totally agree”).  

Intentions Towards Self-Protective Behaviour. To measure participants’ intentions 

and appraisals after exposure to a threat level, all participants were asked to rate the items 

focusing on intentions towards self-protective behaviour for a second time. The phrasing in 

these items was slightly different compared to the items in study 1, since the participants 

were asked if they were more likely or willing to use protection tools (e.g. “I am more likely 

to use protection tools against cybercrime”). Participants were also asked if they would use 

any additional protection tools after reading the article. The protection measures and tools 

provided in this question were similar to the protection measures and tools asked in study 1, 

but the option “Other….” was included. Lastly, participants were requested to rate to what 

extent they agreed with statements focusing on the reality of cyberwar/cyber-attack in the 

article they read (“I believe it is likely that a cyberwar/cyber-attack, as described in the 

article, can take place”), and if they experienced any impact after reading the article (e.g. “I 

experienced emotional/psychological impact (e.g. anger, fear, or insecurity) after reading the 

article”). All items were measured using a five-point Likert Scale (1 = “totally disagree” to 5 

= “totally agree”).  

Procedure  

The current study was approved by the Ethics Committee of the BMS-lab at the 

University of Twente (request number: 221187) before data collection started.  

Participants clicked on the link to the questionnaire in Qualtrics. First, participants 

had to read the informed consent and had to agree to the terms and conditions of this study to 

proceed. Second, participants were asked to fill in their demographics (e.g. age, gender and 

level of education), followed by questions related to their victimisation of cybercrime and 

traditional crime. Next, participants answered two questions about the protection measures 

and tools that they were currently using to prevent victimisation of cybercrime and traditional 
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crime. Afterwards, participants were asked to rate items related of the PMT and study 1 

ended. After a short introduction to study two, participants were asked to read an article about 

a specific cyberthreat, followed by items related to that article. At the end of the 

questionnaire, participants were debriefed and thanked for their participation. It took the 

participants approximately 20 minutes to complete the questionnaire.  

Data Analysis 

For data analysis, the Statistical Package of Social Sciences (SPSS) version 28 was 

used. First, the data set was cleaned up. Incomplete responses or participants who did not 

meet the inclusion criteria were excluded. Additionally, irrelevant variables (e.g. starting 

time) were deleted.  

To study the relationships in the model (Figure 1), correlations were calculated. Next, 

linear, multiple regressions were performed to measure which variables were the strongest 

predictors. First, a multiple regression was performed with the four original PMT constructs 

(perceived severity, perceived vulnerability, self-efficacy, and response efficacy) to study 

which one was the strongest predictor for intentions (H1 – H4). Next, a multiple regression 

was performed with perceived knowledge and actual knowledge to study which type of 

knowledge was the strongest predictor for intentions (H5). Afterwards, actual knowledge, 

perceived knowledge, and internet trust were included to study which antecedent was the 

strongest predictor for both perceived severity (H6a and H9a) and perceived vulnerability 

(H6b and H9b). Lastly, perceived knowledge and actual knowledge were included to study 

which one was the strongest predictor of self-efficacy and response efficacy (H7a, H8, and 

H7b). Due to the exploratory nature of actual knowledge, no hypotheses were formulated for 

this construct, except for the relationship between actual knowledge and self-efficacy (H8). 

The study of Arachchilage & Love (2014) focused on the relationship between actual 

knowledge of phishing and self-efficacy, and they suggested that there was a positive 

relationship between these variables.  

Results 

Study 1 

 The first study focused on victimisation of cybercrime and traditional crime, 

protection measures against these two types of crimes, and intentions towards self-protective 

behaviour. The PMT was used to determine how the antecedents and constructs affected 

these intentions.  
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Victimisation and Protection Measures 

 Participants were asked if they have been a victim of six cybercrimes and six 

traditional crimes. This resulted in the following scores for the various types of cybercrime 

and traditional crime (Table 2).  

Table 2 

Victimisation Cybercrime and Traditional Crime (N = 222) 

Cybercrime N (%) Traditional crime N (%) 

Phishing 26 (11.6%) Pickpocketing 46 (20.5%) 

Identity theft 31 (13.8%) Theft of car 8 (3.6%) 

Consumer fraud 72 (32.1%) Theft of bicycle  90 (40.2%) 

Hacking 51 (22.8%) Burglary 43 (19.2%) 

Malware 88 (39.3%) Street robbery 14 (6.3%) 

Ransomware 24 (10.7%) Theft of personal property 29 (12.9%) 

 

 Additionally, participants were asked which protection tools they were using to 

protect themselves against these two types of crimes (Table 3). 

Table 3 

 Protection Tools Used by Participants (N = 222) 

Cybercrime protection tool N (%) Traditional crime protection tool N (%) 

Install software 139 (62.1%) Parking in driveways or garages 79 (35.3%) 

Firewall 112 (50.5%) Double locking bicycle 89 (39.7%) 

Update software 112 (50.5%) Additional measures at home 89 (39.7%) 

Secure Wi-Fi network 153 (68.3%) Avoiding certain areas 123 (54.9%) 

Difficult passwords 126 (56.3%) DNA-kit 4 (1.8%) 

Check origin documents 102 (45.5%) Identification spray 4 (1.8%) 

On guard when providing 

information 

151 (67.4%)   

Online backups 109 (48.7%)   

Offline backups 68 (30.4%)   

 

Preliminary Analyses Protection Motivation Theory (PMT)  

 The PMT was used to study how actual knowledge, perceived knowledge, and the 

constructs of threat appraisal and coping appraisal affected individuals’ intentions towards 

self-protective behaviour. 

Table 4 presents the correlations between the antecedents (actual knowledge, 

perceived knowledge, and internet trust), the constructs of threat and coping appraisal 

(perceived severity, perceived vulnerability, self-efficacy and response efficacy), and the 

intentions towards self-protective behaviour.  
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Table 4 

Pearson Correlation Between Variables  

 ACK PCK ITR PSE PVU SEE REE  INT  

ACK         

PCK .21 **        

ITR  -.16 * .24***       

PSE .24*** .09 -.30***      

PVU .02 -.20** -.37*** .15*     

SEE .17* .45*** .24*** .01 -.30***    

REE .19** .12 .07 .01 -.26 *** .29***   

INT  .32*** .30*** -.08 .32*** .07 .40*** .20**  
*p <.05, ** p <.01, *** p <.001 

ACK = actual knowledge, PCK = perceived knowledge, ITR = Internet trust, PSE = perceived severity, PVU = perceived 

vulnerability, SEE = self-efficacy, REE = response efficacy, and INT = intentions 

 

Table 5 presents the linear, multiple regressions between the constructs measured in 

this study. The standardised Beta (β) was reported, since different measurements were used 

for the predictor variables (i.e. actual knowledge and the constructs of PMT). 

Table 5 

Linear, Multiple Regressions  

H From To β SE t ηp
2 

1 Perceived severity Intentions .27*** .07 4.66 .09 

2 Perceived vulnerability Intentions .18** .05 2.92 .04 

3 Self-efficacy  Intentions .42*** .05 6.66 .18 

4 Response efficacy Intentions  .13* .07 2.02 .02 

5 Perceived knowledge Intentions  .24 *** .04 3.74 .06 

 Actual knowledge Intentions .26*** .02 4.05 .07 

6a Perceived knowledge Perceived severity .13 .04 1.84 .02 

 Actual knowledge Perceived severity .15* .02 2.23 .02 

9a Internet trust Perceived severity -.30*** .06 -4.46 .09 

6b Perceived knowledge Perceived vulnerability -.12 .06 -1.76 .01 

 Actual knowledge Perceived vulnerability -.01 .04 -1.58 .00 

9b Internet trust Perceived vulnerability -.34*** .08 -5.13 .11 

7a Perceived knowledge Self-efficacy  .39*** .05 6.02 .19 

8 Actual knowledge Self-efficacy .12 .03 1.85 .01 

7b Perceived knowledge Response efficacy  .06 .04 0.85 .01 

 Actual knowledge Response efficacy .18** .02 2.62 .03 
*p <.05, ** p <.01, *** p <.001 

 

Significant, positive relations were found for all constructs of the PMT (i.e. perceived 

severity (H1), perceived vulnerability (H2), self-efficacy (H3) and response efficacy (H4)). 

Contrary to the expectation of a negative relation between the variables, there was a 
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significant, positive relation between perceived knowledge and intentions (H5). Perceived 

knowledge was positive related to self-efficacy (H7a). No significant relations were found 

between perceived knowledge and perceived severity (H6a), perceived knowledge and 

perceived vulnerability (H6b), and perceived knowledge and response efficacy (H7b). Both 

actual knowledge and perceived knowledge (H5) were positively related to intentions. Actual 

knowledge was positively related to self-efficacy (H8), perceived severity, and response 

efficacy. Lastly, internet trust was negatively related to perceived severity (H9a) and 

perceived vulnerability (H9b). 

Exploratory Analyses 

 One multiple, linear regression was conducted to study how actual knowledge 

affected the use of social protection measures versus technical protection tools. This analysis 

showed that the score for the use of social measures (which rely on human error) had a higher 

contribution (β = .49, SE = .08, p <.01, ηp
2 = .08) for actual knowledge than the score for the 

use of technical tools, for which technical knowledge is required to execute the crime (β = 

.29, SE = .11, p <.01, ηp
2 = .06). 

Summary Study 1 

 The results of this study indicated that actual knowledge was a stronger predictor for 

the intentions than perceived knowledge. For the original constructs of the PMT, all 

constructs were significantly related to intentions. Self-efficacy was the strongest predictor for 

intentions.  

Actual knowledge and perceived knowledge were positively associated. When 

comparing actual knowledge with perceived knowledge, actual knowledge was negatively 

related to internet trust, whereas perceived knowledge was positively related to internet trust. 

Additionally, perceived knowledge was significantly related to self-efficacy, whereas actual 

knowledge was not. On the contrary, actual knowledge was significantly related to response 

efficacy, whereas perceived knowledge was not significantly related to this construct. 

Study 2 

 The second study focused on actual knowledge, different threat levels, and the 

intentions to engage in self-protective behaviour.  

Preliminary Analyses  

An one-way between-group analysis of variance (ANOVA) was conducted to explore 

the impact of different threat levels and appraisals on the intentions to engage in self-

protective behaviour. There was no significant difference in these intentions among the four 
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groups, F (3, 180) = .55, p = .65. When controlling for actual knowledge, there was still no 

significant difference in intentions between the four groups, F (3,179) = .49, p = .69. Also 

when comparing the different groups with planned contrast, no significant difference for 

intentions were found. These planned contrast included: (1) cyberwar versus cybercrime; (2) 

threat appraisal versus coping appraisal; (3) cyberwar threat appraisal versus cybercrime 

threat appraisal; and (4) cyberwar coping appraisal versus cybercrime coping appraisal.  

A two-way ANOVA was conducted to study if threat levels (cyberwar versus 

cybercrime) and appraisals (threat versus coping) affected participants’ intentions after 

reading the articles. This analysis showed that there was no significant main effect of 

appraisals on intentions, F (1,180) = .15, p = .70, and no significant main effect of threat 

levels on intentions, F (1,180) = 1.30, p = .26. Additionally, there was no significant 

interaction effect between threat levels and appraisals on intentions, F (1,180) = .27, p = .60.  

To study whether actual knowledge affected participants’ intentions, while also 

controlling for threat levels and appraisals, actual knowledge was added as a covariate in a 

two-way ANOVA. This analysis showed that there was no significant main effect of threat 

levels on intentions, F (1,179) = 1.12, p = .29, and no significant main effect of appraisals on 

intentions, F (1,179) = .22, p = 64. Lastly, there was no significant interaction effect between 

threat levels and appraisals on intentions, F (1,179) = .17, p = .68.  

Exploratory Analyses 

 All constructs of the PMT were measured for a second time; after participants read the 

article. Therefore, a comparison could be made between the scores before and after reading 

the article. Paired t-tests were conducted to compare the constructs before and after reading 

the article. 

 Threat Appraisal. There were no significant differences in perceived severity in both 

the cyberwar condition, t (46) = -.82, p = .42, and cybercrime condition, t (49) = -1.70, p = 

.10. There was a significant difference in perceived vulnerability in the cyberwar condition, t 

(46) = -5.69, p <.001; d = .59. Participants’ perceived vulnerability was higher after reading 

the article (M = 3.67; SD = 0.95) than before (M = 3.18; SD = 0.92). Perceived vulnerability 

was also significantly different for participants in the cybercrime condition, t (49) -4.39, p 

<.001; d = .67. An increase in perceived vulnerability was found: after (M = 3.83; SD = 0.79) 

versus before (M = 3.42; SD = 0.93). 

 Coping Appraisal. A significant difference was found for self-efficacy in the cyberwar 

condition, t (42) = 2.82, p = .01; d = .58. Participants scored higher on this construct before 
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(M = 3.34; SD = 0.78) than after reading the article (M = 4.16; SD = 0.53). No difference was 

found for the cybercrime condition, t (43) = -1.79, p = .08. There was no significant 

difference for response efficacy in both conditions, t (42) = .77, p =.45 for cyberwar, and, t 

(43) = 1.56, p = .13 for cybercrime.  

 Intentions. Only participants in the cyberwar coping appraisal condition showed a 

significant difference in intentions, t (42) = 2.47, p = .02; d = .70. Their score for the 

intentions was higher before the article (M = 4.16; SD = 0.53) than after (M = 3.89; SD = 

0.72). For the other conditions, no significant differences were found. 

Summary Study 2 

 There were no significant differences in intentions between the participants exposed 

to different threat levels and appraisals. Also when controlling for their actual knowledge, 

there were no significant differences. 

 When comparing the scores for the constructs of the PMT before and after the 

exposure to the threat level, significant differences were found for perceived vulnerability in 

both the cyberwar and cybercrime condition. The scores for this construct increased after 

being exposed to the threat. Additionally, a significant difference was found in the cyberwar 

condition, in which self-efficacy decreased after being exposed to the threat. Lastly, a 

significant difference was found for intentions in the cyberwar coping appraisal condition, as 

the score for this construct decreased after being exposed to the threat.  

Discussion 

People are considered to be the weakest link in cyber security, and criminals use this 

vulnerability for the execution of their offences (Curtis & Oxburgh, 2022). People can protect 

themselves from cybercrime victimisation by using protection measures and tools, such as 

safe passwords or firewalls. However, it was unknown whether individuals’ knowledge 

influenced their willingness to engage in self-protective behaviour to prevent cybercrime 

victimisation.  

 This research consisted of two studies and represents an attempt to gain insight into 

the position of actual knowledge in the willingness to engage in self-protective behaviour, 

while using an extended version of the PMT, and taking different threat levels into 

consideration.  

 The results of the first study indicated that more than one third of the participants was 

not using the more common protection tools, for instance, a firewall or software updates, and 

more than 50 percent of the participants did not check the reliability of incoming documents.  
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 Additionally, the victimisation rates were high, as almost 40 percent of the participants was a 

victim of malware and almost one third was a victim of consumer fraud. The results also 

indicated that actual knowledge about cybercrime and protection measures and tools was 

more important to engage in self-protective behaviour than perceived knowledge. 

Additionally, the more knowledge individuals had, the less trust they had in the internet, 

while it is the other way around for individuals who perceived themselves to be informed 

about cybercrime. Moreover, the belief to be able to successfully implement these protection 

tools had the strongest positive relation to intentions. Lastly, these results confirm that the 

PMT is useful in the context of cybercrime and self-protective behaviour, since significant 

relationships were found between all constructs and intentions to engage in self-protective 

behaviour.  

The findings in the second study suggested that different threat levels did not affect 

individuals’ intentions to engage in self-protective behaviour. Also when taking individuals’ 

actual knowledge into consideration, there was still no difference in these intentions. The 

perception of becoming a victim of cybercrime increased after exposure to both cyberthreats. 

The belief of successfully engaging in protective behaviour decreased after reading about the 

cyberwar.  

Actual Versus Perceived Knowledge  

 The results of the current study suggested that actual knowledge was a crucial 

indicator for individuals’ intentions to engage in self-protective behaviour, and a stronger 

predictor for these intentions than their perceived knowledge. This implies that it is more 

important that individuals have actual knowledge than that they think they have it. 

Additionally, the results indicated that actual knowledge and perceived knowledge were 

positively correlated, suggesting that when someone increases their actual knowledge, their 

perceived knowledge will increase as well.  

Trust in the internet also affected both types of knowledge. Actual knowledge was 

negatively related to internet trust, whereas perceived knowledge was positively related to 

internet trust. Thus, individuals who are informed about cybercrime have less trust in the 

internet and may be more careful when using it. Whereas individuals who think they have 

knowledge of cybercrime may overestimate their skills to recognise a cyberthreat and 

consider the internet as a safe place. An explanation for the latter might be the optimism bias 

from Slovic (1987), also described in Martens et al. (2019). When people are aware of 

obvious attempts, they may think they will recognise another attempt as well, as they feel 

knowledgeable. They may think they are safe on the internet, due to both their trust in the 
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internet and perceived knowledge. Consequently, they underestimate the possibility of 

becoming a victim and are more vulnerable to become a victim of cybercrime (Drew & 

Farrell, 2020). The results of the study of De Kimpe et al. (2022) suggested that fifteen 

percent of the population can be considered as users who have trust in the internet, thus being 

more vulnerable to become a victim.  

Moreover, the two types of knowledge had different influences on individuals’ 

perceived severity. Actual knowledge had a positive effect on perceived severity, whereas a 

non-significant result was found for perceived knowledge. Thus, individuals with actual 

knowledge perceived cybercrime as a severe threat, whereas individuals with perceived 

knowledge lacked this perception. Perceived knowledge is, in part, a positive aspect, as it was 

a stronger predictor for individuals’ self-efficacy, meaning that individuals feel capable of 

successfully engaging in self-protective behaviour.  

Lastly, the results showed that one third of the participants did not use the common 

protection measures and tools, for instance to install software or secure a Wi-Fi network, to 

prevent cybercrime victimisation, making them more vulnerable to become a victim.  

Therefore, it is crucial that future interventions, like awareness campaigns, trainings, 

or media coverage, should focus on increasing individuals’ actual knowledge, without only 

awakening perceived knowledge. When the level of perceived knowledge increases, this may 

negatively affect individuals’ perception of the severity of cybercrime and may increase the 

perception that the internet is a reliable place. On the contrary, when individuals have higher 

levels of actual knowledge, without higher levels of perceived knowledge, this might result in 

a better understanding of the severity of cybercrime and highlights their susceptibility, which 

consequently might also lead to higher intentions to engage in self-protective behaviour (De 

Kimpe et al., 2022). However, it should be emphasised that increasing actual knowledge 

might also lead to an increase in perceived knowledge. All in all, a continuing, critical view 

towards cyberthreats should be emphasised, while a balance between actual and perceived 

knowledge is safeguarded. It seems crucial that this balance between these two types of 

knowledge will be established.  

Protection Motivation Theory Versus Extended Parallel Process Model  

 To go beyond the cognitive focus of the PMT, the extended parallel process model 

(EPPM), developed by Witte (1992), can be used. This framework includes similar constructs 

as the PMT, and recognises two process: danger control process and fear control process. 

Danger control is triggered when there are high levels of both perceived threat and efficacy, 

resulting in the premise of fear motivating an individual to protect oneself, while when the 
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latter is triggered, there is a high level of perceived threat and a low level of perceived 

efficacy, resulting in maladaptive coping (De Kimpe et al., 2022; Johnston et al., 2023). 

Thus, individuals need to a certain degree of fear to get into action, as being scared might 

help to increase their willingness to engage in self-protective behaviour. In the current study, 

individuals’ perceived vulnerability increased after reading about the cyberthreats, while their 

self-efficacy, response efficacy, and intentions did not significantly differ from the scores 

before reading the article, which is in line with maladaptive coping, as described in the 

EPPM.  

Therefore, it seems crucial that future research first establishes if individuals do not 

feel the need to engage in self-protective behaviour after exposure to different cyberthreats or 

that other cyberthreats might motivate them to engage in (more) self-protective behaviour. 

Second, the EPPM could be used to determine the motivation to engage in self-protective 

behaviour and compare several protection measures and tools, as has been done in this study. 

Earlier studies focused on one or two types of protection measures (e.g. Johnston et al., 

2023), but future research could include multiple protection tools to determine which tools 

individuals are planning to use after exposure to a cyberthreat.  

Cyberwar Versus Cybercrime 

When focusing on different threat levels, the results from the cyberwar coping 

appraisal condition showed that individuals’ self-efficacy and intentions decreased after 

reading about the cyberwar, and non-significant results were found for the other conditions. 

These results are in line with the findings in the study of Boss et al. (2015), who implied that 

when a strong fear message was included in an article, significant relations were found for all 

assumptions of the PMT. However, when the article did not include enough fear, significant 

relations between constructs vanished and protection motivation decreased dramatically. 

Another study from Yoon et al. (2012) focused on security behaviours of students and 

implied that security behaviours start with awareness of an external risk or the tension on 

information security. When looking at the results in the current study, the level of fear in the 

articles might not have been enough to increase individuals’ willingness to engage in self-

protective behaviour.  

Another explanation might be that the hybrid war between Russia and Ukraine might have 

influenced individuals’ intentions for self-protective behaviour, as the fictional war between 

Poland and Russia in the article is based on a real attack that took place in the war between 

Russia and Ukraine. This is close to an ongoing reality, and it might have reminded readers of 

the current war between Russia and Ukraine. They may see the physical and online damage 
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caused by these events, which increases their awareness of the risks or the surrounding 

pressure, but not to a sufficient extent to feel the need to protect oneself. Therefore, it seems 

crucial that individuals need to be scared to some extent to increase their intentions to protect 

themselves, and future research could focus on what level of fear is necessary to do this, and 

how real-life events could be incorporated in increasing individuals’ willingness to engage in 

self-protective behaviour.   

Social and Technical Protection Tools 

 Another finding in this study suggest that actual knowledge was more likely to predict 

engagement in social protection measures than technical protection tools. Social protection 

measures had a higher contribution to individuals’ actual knowledge than technical protection 

tools. One explanation for this finding might be that knowledge about cybercrime is 

necessary to engage in the social protection measures used in this study. These findings are in 

line with the findings in the study of Van ’t Hoff - de Goede et al. (2019), who suggest the 

more knowledge an individual has, the higher their self-reported safe, online behaviour is (i.e. 

which protection measures and tools they use). Another explanation might be that users may 

have a higher perception of control over social measures compared to technical tools, as 

social protection measures are more likely to be behaviours that individuals can execute to 

prevent victimisation. It is crucial to understand what motivates individuals to use certain 

protection measures and tools, and whether this is related to individuals’ actual knowledge. 

This might provide implications to enhance self-protective behaviour.  

Strengths and Limitations 

 The first strength of the current study is that it was a first attempt to study the 

relationship between individuals’ actual and perceived knowledge and their willingness to 

protect themselves from cybercrime victimisation. Earlier studies focused on one type of 

crime (e.g . Arachchilage & Love, 2014), but literature focusing on the relation between 

actual knowledge and cybercrime in general is scarce. Another aspect of this study that has 

not been studied before, is the role of different cyberthreats, like a cyberwar, and how these 

threats affect individuals’ willingness to protect oneself. The effect of fear appeals has been 

studied, but did not include different threat levels. Additionally, fear appeals are persuasive 

message with the explicit intention to scare people (Johnston et al., 2023), while the articles 

used in the second study were similar to news articles, and were based on events that have 

happened in the past.  

This study also had several limitations. First, intentions were measured in this study 

instead of actual behaviour. Actions are controlled by intentions, but not all intentions 
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become actions (Ajzen, 1985), also known as the behavioural-intention gap (Sheeran, 2002). 

Intentions might also change over time (Sheeran, 2002), which can influence individuals’ 

willingness to engage in self-protective behaviour. It is unknown whether the participants of 

the current study implemented (new) protection measures and tools after reading the articles. 

A longitudinal study would therefore yield valuable insights, as this can focus on the 

implementation of protection measures and tools.  

Second, the sample of the current study was too small to compare the intentions from 

victims of different cybercrimes and differences in time of victimisation. Participants were 

asked if they have been a victim of cybercrime and if so, whether this was in the past year, 

more than a year ago but less than five years ago, or more than five years ago. This should 

have made it possible to compare different moments of victimisation and study whether 

moment of victimisation affected individuals’ intentions to engage in self-protective 

behaviour. However, due to the sizes of the groups, it was not possible to make a comparison. 

An earlier study focusing on the relationship between victimisation of cybercrime and using 

protection measures found no significant difference in the use of protection measures 

between individuals who have been a victim of cybercrime and participants who have not 

been a victim (Drew, 2020). However, a dichotomous question (yes/no) was used to study 

victimisation and the moment of victimisation was not taken into consideration. Additionally, 

Drew (2020) suggested that other aspects, such as polyvictimisation or moment of 

victimisation might influence individuals’ protection behaviour. Therefore, future research 

could incorporate a similar measurement style to study whether moment of victimisation 

might influence the intentions to engage in self-protective behaviour. 

Conclusion 

Cybercriminals are constantly finding new and innovative ways to execute 

cybercrimes, which means that society has to keep up and prevent cybercrime victimisation. 

In conclusion, this study has made an essential contribution to the understanding of what 

should be included in cybercrime prevention interventions. This study highlights the 

importance of actual knowledge about cybercrime, as this is beneficial for the willingness to 

engage in self-protective behaviour. Attention is drawn to different protection measures and 

tools, both social and technical, and the results also suggested that there was still a group who 

did not actively protect themselves online. Protection measures cannot guarantee complete 

prevention from cybercrime victimisation, but the group that does not protect themselves and 

people who overestimate the safety of the internet are especially vulnerable to become a 
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victim of cybercrime. The implications in this study might provide input to keep up in the 

continuing race against cybercriminals and contribute to create a safer, online society with 

informed end-users.  
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Appendix A: Questionnaire  

Informed consent 

The purpose of this study is to examine how people protect themselves against cybercrime 

victimisation and will take you approximately 20 minutes to complete. The current research 

consists of two studies. In the first study, you will be asked to answer some questions about 

yourself followed by questions focusing on cybercrime and protection tools. Subsequently, 

study two starts and you are asked to read one article about a specific cyberthreat followed by 

questions related to that article.  

The questionnaire will be completely anonymous and your answers are confidential. The 

research team cannot see who filled it in. The data will be stored without identifying details 

and deidentified data will not be shared with anyone. Anonymous data might be become 

available to the research community in line with the principles of open science. Anonymised 

data will be stored for the minimum of 10 years, in line with the data retention policies for 

scientific research.  

The data will be used for a thesis and it may form the basis of academic publications. Any 

presentation of results will only present aggregated data and never data from individual 

participants. This means that you cannot be identified from any presentation of the research. 

This study is being done by Kimberly Bluhm from the Faculty of Behavioural, Management 

and Social Sciences at the University of Twente, as part of a MSc thesis. The supervisor of 

this thesis is Dr. Iris van Sintemaartensdijk. If you have any notes or questions, feel free to 

contact me via email: k.bluhm@student.utwente.nl. For further information about ethics, 

please contact: ethicscommittee-cis@utwente.nl. 

In case you want you obtain SONA-credentials with this research, it is necessary to finish 

both studies.  

Considering all the information provided above, do you give consent to participate in this 

study? 

o Yes 

o No  
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Demographics 

1. How old are you? 

[number only] 

2. What gender do you identify as? 

o Male 

o Female  

o Non-binary 

o Prefer not to say 

3. What is your nationality? 

o Dutch 

o German 

o Another European country 

o Non-European country 

o Prefer not to say 

4. What is your employment status? 

o Full-time 

o Part-time 

o Student 

o Unemployed 

o Retired  

o Prefer not to say 

5. What is the highest degree/level of education you have completed? 

o No diploma 

o High school diploma/secondary education (vmbo, mavo, havo, vwo) 

o Middle-level applied education (mbo) 

o Higher professional education (hbo, associate degree) 

o University (WO) 

o Other [elaborate]  

o Prefer not to say 

 

Study 1 

Victimisation  

Have you been a victim of any of these cybercrimes?  

1. Did you share sensitive information (passwords or credit card details) after you received a 

fraudulent message by email, phone, text or social media? (phishing) 

o I have been a victim in the past twelve months 

o I have been a victim more than a year ago, but less than five years ago 

o I have been a victim more than five years ago 

o I have never been a victim of this crime 

o I do not know 

2. Did anyone ever steal your personal details (password, credit card details) online and then 

pretended to be you? (online identity theft) 

o I have been a victim in the past twelve months 

o I have been a victim more than a year ago, but less than five years ago 

o I have been a victim more than five years ago 

o I have never been a victim of this crime 

o I do not know 

3. Did you (partially) pay for something online without receiving the promised goods, 

services and/or prices in return? (consumer fraud) 
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o I have been a victim in the past twelve months 

o I have been a victim more than a year ago, but less than five years ago 

o I have been a victim more than five years ago 

o I have never been a victim of this crime 

o I do not know 

4. Were you inconvenienced by someone accessing your email, social media accounts or the 

data on your computer, laptop, tablet or smartphone without your permission? (hacking) 

o I have been a victim in the past twelve months 

o I have been a victim more than a year ago, but less than five years ago 

o I have been a victim more than five years ago 

o I have never been a victim of this crime 

o I do not know 

5. Were you inconvenienced by an infection of your computer, laptop, tablet or smartphone 

by a malicious type of software (e.g., virus, Trojan horse, spyware)? (malware) 

o I have been a victim in the past twelve months 

o I have been a victim more than a year ago, but less than five years ago 

o I have been a victim more than five years ago 

o I have never been a victim of this crime 

o I do not know 

6. Were the data on your computer, laptop, tablet or smartphone blocked, accompanied by the 

message that your data would only be unlocked if you paid a sum of money? (ransomware) 

o I have been a victim in the past twelve months 

o I have been a victim more than a year ago, but less than five years ago 

o I have been a victim more than five years ago 

o I have never been a victim of this crime 

o I do not know 

 

Have you been a victim of any of these traditional crimes?  

1. Were items (jewels, money and/or other valuable items) stolen from you in public? 

(pickpocketing) 

o I have been a victim in the past twelve months 

o I have been a victim more than a year ago, but less than five years ago 

o I have been a victim more than five years ago 

o I have never been a victim of this crime 

o I do not know 

2. Did someone steal your car? (theft of car) 

o I have been a victim in the past twelve months 

o I have been a victim more than a year ago, but less than five years ago 

o I have been a victim more than five years ago 

o I have never been a victim of this crime 

o I do not know 

3. Did someone steal your bicycle? (theft of bicycle) 

o I have been a victim in the past twelve months 

o I have been a victim more than a year ago, but less than five years ago 

o I have been a victim more than five years ago 

o I have never been a victim of this crime 

o I do not know 

4. Has someone unlawfully entered your residency? This usually, but not always, includes 

theft. (burglary) 



39 
 

o I have been a victim in the past twelve months 

o I have been a victim more than a year ago, but less than five years ago 

o I have been a victim more than five years ago 

o I have never been a victim of this crime 

o I do not know 

5. Did anyone steal something from you while using force, threat or violence? (street 

robbery) 

o I have been a victim in the past twelve months 

o I have been a victim more than a year ago, but less than five years ago 

o I have been a victim more than five years ago 

o I have never been a victim of this crime 

o I do not know 

6. Did someone take and carry away your personal property with the intention to permanently 

deprive it from you? (theft of personal property)  

o I have been a victim in the past twelve months 

o I have been a victim more than a year ago, but less than five years ago 

o I have been a victim more than five years ago 

o I have never been a victim of this crime 

o I do not know 

 

Protection tools  

1. Which of the following security measures are you currently using to protect yourself from 

cybercrime victimisation? 

o Install software e.g. anti-virus, anti-spyware, anti-phishing, crypto locker, backup 

software  

o Set up software that is included with your operating system (e.g. firewall, defender)  

o Update software in operating systems  

o Secure a Wi-Fi network  

o Set up difficult to guess passwords for accounts and home network  

o Check the origin and the document itself on reliability  

o Be on your guard when giving personal information to others 

o Online backups 

o Offline backups (physical/printed copies of important documents) 

o None of the above 

 

2. Which of the following security measures are you currently using to protect yourself from 

traditional crime victimisation? 

o Particularly parking on driveways and in garages  

o Double locking habits for bicycles  

o Taking additional security measures for the home, such as installing alarms, 

reinforced doors, security locks. 

o Avoiding passing through certain areas or streets of the city  

o DNA-kit (= to mark your valuable items to let possible thieves know that you are 

protected) 

o Identification spray (= a spray used to mark offenders for days, weeks or even 

months) 

o None of the above 

 

Perceived knowledge cybercrime  

To what extent do you agree with the following statements?  
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• I feel adequately informed about the risks of cybercrime  

• I feel adequately informed about how to avoid the risks of cybercrime  

 

Actual/objective knowledge cybercrime  

1. Which statement about making a backup is correct? 

a. Relying on an online backup is not safe, since you are not sure whether your files are 

actually safe 

b. Store a physical backup at two places: one inside your house and one outside of your 

house 

c. Do not use CD’s or DVD’s for making a backup 

d. All of the above* 

e. I do not know 

2. Which statement is correct? A software-update…. 

a. …is an application that is designed to prevent, detect and delete malware from your 

device 

b. …is used to verify if networks or systems are infected with malicious activities 

c. …is used to recover security risks or to edit the application* 

d. …is a copy of the information on an application or device (such as a computer)  

e. I do not know 

3. Which of the following passwords is the strongest? 

a. I love carrots and swimming* 

b. Pinguin123 

c. doG?99 

d. F@c3B0ok 

e. I do not know  

4. Which statement is correct? A firewall is a system that… 

a. …is used to filter and block spam from your mailbox 

b. …monitors and filters incoming and outgoing network traffic* 

c. …is also known as IDS (Intrusion Detection System) 

d. All of the above  

e. I do not know 

5. Which of the following information should not you disclose on the internet? 

a. Your location 

b. A picture of your driving license 

c. Personal data, like address, date of birth and phone number 

d. All of the above* 

e. I do not know  

6. Which statement is correct? Installing a software update… 

a. … should be done within a month after the announcement 

b. … is executed automatically, directly after the announcement 

c. … should be done immediately after the announcement * 

d. … should be postponed to be sure that there is no mistake in the update 

e. I do not know 

7. What does it mean if a website is ‘infected’? 

a. That it is not possible to correctly display the website 

b. That the website is having trouble with connecting to the network 

c. That the website contains malicious software* 

d. None of the above 

e. I do not know 

8. What is two-step verification? 
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a. An extra layer of security to your account* 

b. A control method to determine if your identity is real 

c. Software that is used to disturb a computer system 

d. The combination of username and password to create an account 

e. I do not know 

9. Which statement is correct? A spam filter is used to… 

a. … block unwanted users from connecting to the network 

b. … filter incoming emails to prevent spam from reaching the users* 

c. …filter and delete advertisements when making use of the internet 

d. … restrict access to dubious websites 

e. I do not know 

 

Internet trust  

To what extent do you agree with the following statements?  

• I am optimistic about the safety of the internet 

• I have every confidence that the internet is safe 

• I am satisfied with the safety of the internet 

Perceived severity  

To what extent do you agree with the following statements?  

• I believe cybercrime is an important problem/phenomenon  

• I believe cybercrime should be taken seriously  

• I believe cybercrime is a severe problem 

Perceived vulnerability  

To what extent do you agree with the following statements?  

• It is not likely that I become a victim of cybercrime  

• It is not probable that I become a victim of cybercrime  

• The risk is small that I become a victim of cybercrime 

Self-efficacy  

To what extent do you agree with the following statements?  

• Using the necessary protection tools against cybercrime is easy  

• I feel comfortable using protection tools against cybercrime  

• I possess the knowledge and skills to use the necessary protection tools against 

cybercrime  

Response efficacy  

To what extent do you agree with the following statements?  

• Protection tools against cybercrime are effective in preventing cybercrime  

• By using protection tools, I can avoid cybercrime  

• I am less likely to become a victim of cybercrime if I use protection tools  

Intention towards behaviour  

To what extent do you agree with the following statements?  

• I am likely to use protection tools against cybercrime  

• I am sure I am going to use protection tools against cybercrime  

• I am willing to use protection tools against cybercrime 
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Study 2 

In the next part of this study you will see an article focusing on cybercrime. Please read this 

article carefully. Once you are finished with the article, you will find follow-up questions 

related to the topic discussed in the article.  

Article cyberwar fare threat appraisal 
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Article 112 threat appraisal 
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Questions threat appraisal category 

Perceived severity  

To what extent do you agree with the following statements?  

• I believe cybercrime is an important problem/phenomenon  

• I believe cybercrime should be taken seriously  

• I believe cybercrime is a severe problem 

Perceived vulnerability  

To what extent do you agree with the following statements?  

• It is not possible that I become a victim of cybercrime 

• It is not probable that I become a victim of cybercrime  

• The risk is small that I become a victim of cybercrime 

Intention towards behaviour  

To what extent do you agree with the following statements?  

• I am likely to use (more) protection tools against cybercrime  

• I am sure I am going to use (more) protection tools against cybercrime  

• I am willing to use (more) protection tools against cybercrime  

Are there any protection tools that you did not use before, but you are intending to use after 

reading this article? [note, you do not have to mark the protection tools that you are already 

using] 

o Install software e.g. anti-virus, anti-spyware, anti-phishing, crypto locker, backup 

software  

o Set up software that is included with your operating system (e.g. firewall, defender)  

o Update software in operating systems  

o Secure a Wi-Fi network  

o Set up difficult to guess passwords for accounts and home network  

o Check the origin and the document itself on reliability  

o Be on your guard when giving personal information to others 

o Online backups 

o Offline backups (physical/printed copies of important documents) 

o Other……. 

o None of the above 

Impact 

To what extent do you agree with the following statement?  

• I believe it is likely that a cyberwar, as described in the article, can take place 

• I experienced emotional/psychological impact (e.g. anger, fear, or insecurity) after 

reading the article 

• I experienced social/behavioural impact (e.g. lack of trust or feelings of intending to 

avoid the internet) after reading the article 
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Article cyberwar fare coping appraisal 
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Article 112 coping appraisal 
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Questions coping appraisal category 

Self-efficacy  

To what extent do you agree with the following statements?  

• Using the necessary protection tools against cybercrime is easy  

• I feel comfortable using protection tools against cybercrime  

• I possess the knowledge and skills to use the necessary protection tools against 

cybercrime  

Response efficacy  

To what extent do you agree with the following statements?  

• Protection tools against cybercrime are effective in preventing cybercrime  

• By using protection tools, I can avoid cybercrime  

• I am less likely to become a victim of cybercrime if I use protection tools  

Intention towards behaviour  

To what extent do you agree with the following statements?  

• I am likely to use more protection tools against cybercrime  

• I am sure I am going to use more protection tools against cybercrime  

• I am willing to use more protection tools against cybercrime  

Are there any protection tools that you did not use before, but you are intending to use after 

reading this article? [note, you do not have to mark the protection tools that you are already 

using] 

o Install software e.g. anti-virus, anti-spyware, anti-phishing, crypto locker, backup 

software  

o Set up software that is included with your operating system (e.g. firewall, defender)  

o Update software in operating systems  

o Secure a Wi-Fi network  

o Set up difficult to guess passwords for accounts and home network  

o Check the origin and the document itself on reliability  

o Be on your guard when giving personal information to others 

o Online backups 

o Offline backups (physical/printed copies of important documents) 

o Other……. 

o None of the above 

Impact 

To what extent do you agree with the following statement?  

• I believe it is likely that a cyber-attack, as described in the article, can take place 

• I experienced emotional/psychological impact (e.g. anger, fear, or insecurity) after 

reading the article 

• I experienced social/behavioural impact (e.g. lack of trust or feelings of intending to 

avoid the internet) after reading the article 
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Debriefing 

Thank you for participating in this study.  

 

We have gotten useful information on the intentions towards self-protective behaviour related 

to cybercrime. The main purposes of this study are to determine what role actual knowledge 

about cybercrime plays in the intentions to engage in self-protective behaviour and how 

different threat levels affect individuals’ intentions to protect themselves against cybercrime.  

 

To measure individuals’ actual knowledge, we conducted a knowledge test with multiple-

choice questions. These answers will be used to examine how actual knowledge affects 

individuals’ intentions to engage in self-protective behaviour. Moreover, individuals’ 

perceived knowledge and trust in the internet are taken into account.  

 

The second study focuses on different cyberthreat levels and how these levels affect 

individuals’ willingness to engage in self-protective behaviour. Half of the participants read a 

fictious article about a cyberwar between Poland and Russia, whereas the other half read a 

fictious article about a cyberattack on the Dutch emergency centre. We will examine if these 

two cyberthreats have different effects on the intentions to protect oneself. The results of the 

knowledge test, conducted in study 1, will be used to examine if actual knowledge affects 

these intentions.  

 

Please do not disclose research procedures and/or purpose to anyone who might participate 

in this study in the future as this could affect the results of the study. 

 

If you have any questions about this study, feel free to contact me via email: 

k.bluhm@student.utwente.nl. For further information about ethics, please contact: 

ethicscommittee-cis@utwente.nl.  

 

 

 

 

 

  

mailto:k.bluhm@student.utwente.nl
mailto:ethicscommittee-cis@utwente.nl


49 
 

Appendix B: Cronbach’s Alpha study 2 

Table B1: Cronbach’s Alpha study 2 

Condition  Item α 

Cyberwar threat appraisal Perceived severity .87 

 I believe cybercrime is an important problem  

 I believe cybercrime should be taken 

seriously 

 

 I believe cybercrime is a severe problem  

 Perceived vulnerability .90 

 It is not possible that I become a victim of 

cybercrime 

 

 It is not probable that I become a victim of 

cybercrime 

 

 The risk is small that I become a victim of 

cybercrime 

 

 Intentions  .90 

 I am likely to use more protection tools 

against cybercrime 

 

 I am sure I am going to use more protection 

tools against cybercrime 

 

 I am willing to use more protection tools 

against cybercrime 

 

Cyberwar coping appraisal Self-efficacy .80 

 Using the necessary protection tools is easy  

 I feel comfortable using protection tools 

against cybercrime 

 

 I possess the knowledge and skills to use the 

necessary protection tools against cybercrime 

 

 Response efficacy .77 

 Protection tools against cybercrime are 

effective in preventing cybercrime 

 

 By using protection tools, I can avoid 

becoming a victim of cybercrime 

 

 I am less likely to become a victim of 

cybercrime if I use protection tools 

 

 Intentions  .89 

 I am likely to use more protection tools 

against cybercrime 

 

 I am sure I am going to use more protection 

tools against cybercrime 

 

 I am willing to use more protection tools 

against cybercrime 

 

Cybercrime threat appraisal Perceived severity .96 

 I believe cybercrime is an important problem  

 I believe cybercrime should be taken 

seriously 

 

 I believe cybercrime is a severe problem  

 Perceived vulnerability .79 

 It is not possible that I become a victim of 

cybercrime 
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 It is not probable that I become a victim of 

cybercrime 

 

 The risk is small that I become a victim of 

cybercrime 

 

 Intentions  .74 

 I am likely to use more protection tools 

against cybercrime 

 

 I am sure I am going to use more protection 

tools against cybercrime 

 

 I am willing to use more protection tools 

against cybercrime 

 

Cybercrime coping appraisal Self-efficacy .76 

 Using the necessary protection tools is easy  

 I feel comfortable using protection tools 

against cybercrime 

 

 I possess the knowledge and skills to use the 

necessary protection tools against cybercrime 

 

 Response efficacy .57 

 Protection tools against cybercrime are 

effective in preventing cybercrime 

 

 By using protection tools, I can avoid 

becoming a victim of cybercrime 

 

 I am less likely to become a victim of 

cybercrime if I use protection tools 

 

 Intentions  .66 

 I am likely to use more protection tools 

against cybercrime 

 

 I am sure I am going to use more protection 

tools against cybercrime 

 

 I am willing to use more protection tools 

against cybercrime 

 

 

 


