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Management summary 

The research was carried out at the freight forwarding logistics company Vervo, based in 

Latvia. Vervo SIA is developing a unified platform called Onfrex to bring together all transportation 

industry participating parties: consignors, consignees, and carriers. The use of electronic CMR note 

(eCMR) can solve many issues related to the traditional hard copy CMR, such as high fraud activities, 

extra material and administrative costs, and additional paperwork for employees. However, the 

implementation of eCMR is still limited in many countries and companies due to challenges with e-

signatures, such as different e-document formats, validity, weight, and sensitivity of the information. 

Additionally, the consignment note cannot be signed digitally in cross-border situations due to 

differences in their local regulations for e-signature and the e-document has to be encrypted and 

decrypted. Hence, Vervo managers are interested in combining eCMR and e-signatures and are keen to 

explore how technology can facilitate this process. 

As Vervo is creating Onfrex, they need an outsource, which could help sign the eCMR digitally 

and do it safely. In order to determine which system to choose and the criteria to consider for making 

the selection, the research focused on studying existing literature. This exploration highlighted specific 

factors, such as differences between CMR and eCMR, as well as the nature of e-signatures, that should 

be considered when initiating the software system selection process. Additionally, the study revealed 

several options for possible digital signature software and features of these systems, which facilitated 

the elicitation of requirements from stakeholders within the company. Through interviews, these 

requirements were collected and subsequently used to formulate different criteria for identifying a 

suitable software system for Vervo. 

After eliciting requirements from Vervo managers and what are their priorities as to what the 

software has to have, the research continues with evaluation and detailed examination of founded e-

signature software platforms. It was concluded that eID Easy Docs suits the best for Vervo, as the costs 

are per document, in the case of Vervo, per eCMR, and there is no limit to the number of users and 

transactions of documents. As well as the eID Easy Docs provides strong authentication methods and 

has worldwide availability.  

Further, to show the Vervo management, how CMR is being signed now, and what the process 

would be like by signing with eID Easy Docs, process flow diagrams were made for both signing CMR 

and eCMR. 

Finally, recommendations are given to the managers of Vervo, to introduce them to the idea to 

try the eID Easy Docs software while still Onfrex is being developed, as well as, train the users and 

encourage them to use the digital signature software in other daily activities.  
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Reader’s guide 

The reader's guide is to inform how the research is carried out in the freight forwarding company Vervo. 

Each chapter is described shortly with the main points that each chapter contains.  

Chapter 1. Introduction 

In the first chapter, the description of Vervo and the problem context is given, along with the problem 

cluster with research questions and sub-research questions. Later, the research design with 

methodology, variables, and research limitations and scope are explained. 

Chapter 2. Theoretical Framework 

In the second chapter, the literature review of CMR, eCMR, and e-signatures is executed. The 

requirements of what e-signature software platform has to have and possible e-signature software 

platforms are investigated. A review of methods, requirements engineering, multi-criteria decision-

making, and BPMN, used in the operationalizing is described. 

Chapter 3. Operationalizing the method 

Before comparing the e-signature software platforms, requirements are elicited from Vervo, a 

comparison criterion is created and the comparison table with the researched requirements per e-

signature software is presented. Afterward, evaluation per requirement per software is conducted. After 

evaluating each software and how these software platforms satisfied or not Vervo's needs, two final e-

signature software platforms are examined and compared based on priority, and finally, an e-signature 

software that suits the best Vervo is elected. 

Chapter 5. Process flow diagrams  

The process of signing CMR and eCMR with the chosen software is explained and visualized with a 

process flow. 

Chapter 6. Conclusions and recommendations  

In the final chapter, conclusions of the research, together with recommendations and advice for future 

work are given.  
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1. Introduction 

In the first chapter the company's background and description of the situation is presented, 

afterwards, the problem context with the problem cluster is introduced, from where the core problem 

and research questions are derived. Furthermore, the methodology, research design, and variables are 

shown. And lastly, limitations and scope are given. 

1.1. Company background and context 

Vervo SIA (Ltd.) is one of the leading freight forwarding and logistics companies in the cargo 

transportation industry in Latvia, with its subsidiary offices in Estonia, Poland, and recently in the 

United Arab Emirates. It was established in 2008 and since then has helped more than 4000 companies 

and individual consignors in more than 120 countries.  

Transporting cargo over borders has to be noted with the consignment note called CMR, which 

describes what is being carried and which is signed between the shipper, cargo receiver, and carrier. 

This consignment note, CMR, fully known as a Convention on the Contract for the International 

Carriage of Goods by Road was established by the United Nations in 1956, Geneva, to provide a 

uniform legal framework for national and international road transport. So far 58 countries in the world 

are part of the convention. In 2008 an additional e-protocol, an updated electronic consignment note - 

eCMR, was added to the CMR convention, where in 2011 it entered into force. However, only 31 

countries have confirmed and are part of the eCMR protocol, and just recently, at the beginning of 

September, this year, 2022, Germany ratified the eCMR protocol. The protocol should be fully applied 

by all countries of the European Union latest by 2025 (Ratia, 2022).  

Vervo is currently developing a unified platform called Onfrex where transport, clients, and 

freight agents come together, and where electronic consignment note (eCMR) is standard practice. 

However, in the process of developing this product, stakeholders have encountered another problem - 

the e-signing process is challenging to perform. If an order is made in Latvia and the cargo has to be 

transported, for example, to Poland, the eCMR is signed here in Latvia with e-signature, but the 

consignment note cannot be signed in Poland due to the difference in specific legal and regulatory 

requirements. Therefore, the goal of the research is to find out and present to the management of Vervo, 

what digital signature software to implement and integrate with Onfrex so that the eCMR signing 

process would be enabled.  

1.2. Problem context 

Many countries and businesses are working on eCMR platforms and systems. For example, the 

Estonian Ministry of Economic Affairs and Communications is working on a project called 

DINNOCAP where so far they have made a prototype to experiment with how their eCMR system 

works between Baltic countries and Poland logistics companies (Hurt, 2021). Besides Estonia, also 

Benelux countries and others are developing and presenting their pilot projects, and many others 

(Tumel, 2022). However, as there have been no specific calculations conducted regarding the 

implementation of e-CMR in Latvia, to show if the eCMR pays off, the Latvian Information 

Communication and Technology Association is currently engaged in a pilot project to explore its 

introduction. To estimate the costs associated with implementing a similar eCMR system, the research 

by Licite-Kurbe and Ozolina (2022) relies on data from TransFollow, a Dutch company. The research 

concludes that an investment of approximately EUR 27,600 is required, but it proves to be profitable 

within a few years given the number of shipments increases. From 2016 to 2020, the international 
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manufacturing company experienced a 50% growth in the number of freight shipments that were 

analyzed, and it is believed that number of shipments will increase (Licite-Kurbe & Ozolina 2022).  

Meanwhile, the eCMR is being ratified and technology developed to ensure eCMR usage, the 

e-signature is rapidly becoming a common practice in Europe and the rest of the world. The first public 

directives for Electronic signatures were established in 1999 (eSignatures Directive 1999/93/EC). This 

directive allowed EU member states to start using the digital signature, however, this resulted in poor 

execution because each country interpreted the legislation differently, and there was no standard 

procedure. Therefore, in 2014 the European Parliament repealed the directive into a standardized legal 

framework. The EU Parliament introduced a regulation Nr. 910/2014 known as Electronic Identification 

and Trust Services for Electronic Transactions (eIDAS). It officially entered into force across all 

member states on the 1st of July, 2016 (Foxit Esign, 2018). Since then EU countries have slowly shifted 

towards the digital signature, and with every year the technology has developed, so as to make digital 

signing easier and more efficient. With regulation Nr. 910/2014 documents signed with e-signature 

have equal legal effect as those signed by hand. This regulation allows the possibility to sign contracts, 

transactions, and administrative procedures, even in cross-border situations (European Commission, 

n.d.). So far the application of e-signature in Latvia has increased rapidly, in 2020 alone Latvian 

residents used the eID card 3.2 million times, whereas, the mobile application eParaksts 2.2 million 

times, with the number of eParaksts mobile users reaching 100,000 (Pala, 2021).  

For both eCMRs and e-signatures, technology is developing rapidly to ensure that these 

processes can be carried out effectively, hence, Vervo managers are curious about how both these digital 

enhancements can be combined.  

1.3. Methodology 

To solve the core problem and answer the research question we will use the Managerial 

Problem-Solving Method (MPSM). This method is effective and straightforward. It consists of seven 

phases: 

1. Definite the problem 

2. Formulating the approach 

3. Analyzing the problem 

4. Formulating (alternative) solutions 

5. Choosing a solution 

6. Implementing the solution 

7. Evaluating the solution  

 

In the first phase the problem is introduced together with the problem cluster and core problem 

with the research question and the context of the problem is given. In the second phase, the problem-

solving approach is presented, with a description of research methods and design. In the third phase, 

the problem is analyzed and researched deeper, however, in this step knowledge is needed, so we move 

to a research cycle, to obtain more information and answer sub-research questions that were developed 

in phase 2. As well as in the fourth phase, information is needed to formulate possible solutions, so we 

enter the research cycle again to evaluate and present solutions together with criteria, with which the 

final decision will be made. And in the fifth phase, based on made criteria, we conclude which would 

be the best decision or solution for the core problem. And finally, phase six and seven is where we 

implement the solution and see how the solution works in reality, and we evaluate the solution and, if 

needed, go back to phase 1 (Heerkens & Winden, 2017). The research is carried out until phase 5 and 

including. Phases 6 and 7 will not be done in this research, considering the limitations.  
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1.4. Problem identification  

In an organization problem can be starting from every-day minor issues to major organizational 

problems, so it is advised to search the core problem, which solution will make a real difference to every 

level. To find a core problem, first, a problem inventory is carried out, then cause-and-effect relationship 

with problem cluster is identified, and lastly, the core problem is derived, and research questions is 

presented (Heerkens & Winden, 2017). 

1.4.1 Problem cluster 

Although eCMR was established more than 10 years ago, the problem is that the CMR is still 

being signed by all mentioned parties - shipper, receiver, and transport - as a hard copy document. This 

leads to many problems, such as high fraud activities because data is difficult to control and oversee, 

that is, for example, the CMR can be signed by anyone, and it is challenging to know for sure if the 

signature is legitimate. Because it is a physical paper, there are extra material and administrative costs, 

and additional paperwork for employees. In Latvia alone, approximately 2 million CMRs are printed 

each year, costing 5 EUR per CMR in Latvia, and 10 EUR in Europe (based on Vervo internal research 

about the approximate CMR costs). With eCMR, these problems can be solved. By using eCMR the 

costs are estimated to decrease two to three times, which should be around 1-2 EUR, mainly paper costs, 

are gone, sending costs via post is terminated, if the stakeholder needs original copies, and archiving 

the consignment notes are not needed. However, there are still some reasons why eCMR is still not fully 

used in many companies and countries. One of the main reasons is that some countries are working on 

ratifying the new protocol, as mentioned, only 31 countries are part of it, and without the eCMR 

protocol, CMR is used. And secondary, some companies are reluctant about implementing and shifting 

to eCMR systems. Although CMR is less efficient, many companies have even optimized their own 

ERP systems to manage print-based CMR (Ratia, 2022).  

One thing is to implement the eCMR, but with this challenge comes another one - how can 

clients and partners sign this eCMR? It is not that simple to just sign a document with an e-signature 

and pass it on via email to another country due to safety reasons, and electronically signed documents 

have to be encrypted and decrypted. Hence, it is important to address certain issues associated with e-

signatures. One such concern is the variation in e-document formats across different countries as the 

document. For instance, in Latvia, the e-document format is eDoc, while other countries may utilize 

their local e-document file formats, such as PDF or other formats. Additionally, challenges arise 

concerning the validity of e-documents and the significance of e-signatures. Local jurisdictions may 

require specific forms of e-signatures for certain documents, particularly when it comes to security 

documents that necessitate robust authentication and full admissibility in court. Given that eCMR notes 

contain cargo information, it is advised to evaluate the sensitivity of this data. Furthermore, stakeholders 

might request additional elements on e-documents such as stamps or dates, in addition to the signature. 

After researching and gathering problems by making a problem inventory, we need to see the 

relationships between these problems, which can be done with a problem cluster. (Figure 1). A problem 

cluster is a helpful tool to visualize the problems, and the cause-and-effect relationship that has been 

identified, and that can help us to narrow down to the core problem (Heerkens & Winden, 2017). 
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Figure 1. Problem cluster 

1.4.2. Core problem  

To identify the core problem, we must understand the difference between action and core 

problem, and how to conclude which is our core problem. An action problem is a situation that we do 

not want it to be in, it is a difference between norm and reality (Heerkens & Winden, 2017). In our case, 

the action problems, in reality, are high fraud activities, high material, and high administrative costs, 

which are 5 EUR in Latvia, and 10 EUR in Europe. Whereas we aim for a sustainable and efficient way 

to deal with CMRs, which should be our norm: 1- 2 EUR.  

A core problem is a problem that we can influence, has no direct cause in itself, and has the 

greatest impact effect at the lowest cost (Heerkens & Winden, 2017). Therefore, we conclude that we 

cannot influence other companies to implement and shift towards eCMR systems, as well as persuade 

the EU and other countries to ratify the eCMR protocol. However, we can influence our position in 

digitalization towards the shift to eCMRs, and by doing so, we indirectly affect other companies. But 

in order to fully move to eCMR practices, we need a tool to be able to sign them. Hence, the core 

problem is:  

There is no unified e-signature software that Vervo clients and partners from different 

countries can use to sign the eCMR with an e-signature.  

1.4.3. Research question 

A problem statement is formulated as a question, as a research question, that explains what we 

intend to research and by answering it we have the necessary knowledge that we need to implement 

appropriate measures in the organization (Heerkens & Winden, 2017). Hence, an e-signing platform is 

needed to combine all signatures of stakeholders and parties to ensure a safe and fast eCMR signing 

procedure. Therefore, the research question is: 

Which e-signature software supports the integration of e-signatures for eCMR documents 

signed by shippers, receivers, and carriers and that can be compatible with freight forwarding 

and logistics company Vervo's Onfrex platform?  
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1.4.4. Sub-research questions 

To solve the research problem, the research question is split into sub-research questions that 

make the problem more accessible and systematic (Heerkens & Winden, 2017). The sub-research 

questions are: 

1. How is the CMR signing process carried out now? 

By asking this question, we can better see and understand how the process of signing CMR is 

being done right now, which will also help us to get insight into other challenges and opportunities that 

might not be fully realized.  

2. What are the requirements for the e-signature software? 

After literature studies and interviewing Vervo stakeholders, we can better grasp what Vervo 

is looking for and what an e-signing software should provide, so a list of requirements is presented. 

3. What e-signature software platforms are in the market? 

 Since many e-signature software platforms can be found and are available, we analyze the most 

suitable e-signatures software platforms, by listing their characteristics, costs, advantages, and 

disadvantages. A list of e-signature software is given. 

4. Which e-signature software suits the best for Vervo based on their requirements? 

By taking into account the requirements given by Vervo and found in the literature, we deduct 

and conclude which software would suit the best for Vervo.  

5. How the eCMR signing process would be carried out with the selected e-signing software? 

Based on literature studies and our and management perspectives, we can visualize the process, 

if we implement the chosen e-signing software. By seeing the relationship between different 

stakeholders and the software, we can acknowledge what could be the requirements and/or challenges 

when we implement the software. 

1.5. Problem-solving approach 

After identifying the core problem, and presenting the research question, the research 

methodology is established, with sub-research questions and the research design. 

1.5.1. Research design 

The research question can be answered by using a conclusive research design, more 

specifically, a descriptive cross-sectional design. This research design helps to answer questions about 

the who, what, when, where, why, and how of the research at a specific point in time: cross-sectional 

research. Descriptive research is used to obtain information concerning the current status of the 

phenomena and to describe "what exists'' with respect to variables or conditions in a situation (Shukla, 

2008). The “who” is Vervo stakeholders and clients, the “what” is e-signature software, as the “when” 

is now, currently, “where” is Latvia, but the overall scope is Europe, as how clients will use the e-

signature over Europe. And finally the “how” is the documents being signed right now and “how” it 

will be done with the e-signature software. Therefore, the research is done with three blocks: analysis 

of the current situation, research requirements, finding the best e-signature software for Vervo, and 

finally analysis and predictions of how the process will be carried out when the e-signature software is 

implemented.  

Data is gathered by primary and secondary data collection methods, primary: interviews and 

observations. And secondary: reports, books, research papers, government publications, etc. And the 

research population contains of Vervo managers and employees, and literature studies.  
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In order to answer the research question and find a solution to the core problem, we will conduct 

an analysis by answering sub-research questions. A description of each sub-research question is shown 

in Table 1.  

 

Nr. Type of 

research 

Data type Research 

population 

Data collection methods and 

activities 

Deliverables  

1. Descriptive Qualitative Vervo managers/ 

employees; 

Literature studies 

1. Observations 

2. Open unstructured 

interviews 

3. Literature studies 

4. Draw the process flow 

- Process flow diagram 

2. Descriptive, 

cross- 

sectional 

Qualitative Vervo managers; 

Literature studies 

1. Conduct expert, 

structured, in-depth 

interviews 

2. Literature studies 

- List of requirements 

and criteria  

3.  Descriptive Qualitative Literature studies 1. Search e-signing software 

2. Note characteristics of 

each e-signature 

- Table of e-signature 

software with their 

characteristics  

4. Descriptive, 

cross- 

sectional 

Qualitative Literature studies 1. Analyze the e-signature 

software 

2. Choose a software  

3. Try the software with a 

trial version 

4. Receive feedback from 

the management 

- Chosen e-signature 

software is presented 

- Feedback of the 

software from the 

management  

5. Descriptive Qualitative Literature studies 1. Literature studies 

2. Draw the process flow 

3. Present the process flow 

to the management  

- Process flow diagram 

- Feedback of the 

process flow from 

the management  

Table 1. Research design 

1.5.2. Deliverables 

At the end of the research we will present to the management of Vervo deliverables listed 

below:  

● Process flow of the current CMR signing process and a process flow with the implemented 

e-signature software; 

● Based on the requirements of Vervo and developed criteria, a suitable e-signature software; 

● Conclusions and recommendations to the Vervo management of the selected e-signature 

software.  

1.5.3. Reliability and validity 

 To show if the research results are accurate, reliable, and valid, we need to indicate potential 

factors that might influence reliability and validity (Heerkens & Winden, 2017). 
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Reliability is the degree to which a measurement is free of random or unstable error, that is, by 

doing the same research method, the result will be the same (Schindler, 2019). In this research, the 

reliability is constrained by a time factor, that is, we will find, analyze and decide which e-signature 

software to use based on the requirements and what e-signature software platforms are available on the 

market right now. In a few years, the development of e-signatures and technology will be improved, 

such that the needs and requirements now probably will not be the same as later. And as considering 

reliability in the interviews, to ensure that the data gained is reliable we need to develop appropriate 

questions that can measure the competency level of the participants, as well as, introduce the 

participants to the assessment criteria beforehand (Nicolas, 2022). However, for data to have high 

reliability, requirement engineering introduces the following phases: elicitation, analysis, specification 

and documentation, validation, and management. By going through each phase, the requirements are 

extracted, documented, managed correctly, and comply with users’ needs (Ahmad, et al., 2023). By 

using RE we can minimize error and miscommunication with the management. Additionally, interviews 

should be performed after a while again, which will not be possible, as the decision on which software 

to use will be done only once. Although, after implementing the software, the management might have 

new requirements or preferences, however, that are out of the scope of the research.  

Whereas validity is a criterion concerned with the content of the research and can be divided 

into three types of validity: content validity, criterion-related validity, and construct validity. Content 

validity is the degree to which the measurement instrument or design provides adequate coverage of the 

research question (Heerkens & Winden, 2017; Schindler, 2019). In the context of the research, the 

problem analysis and identification are researched to such a degree that the research question covers 

the topic of interest. As well as the questions for the interviews will be created carefully to ensure that 

the right questions asked will cover the research question. The second type of validity is criterion-related 

validity, which reflects that the measurement tool or method measures what it intends to measure, and 

is relevant and reproducible (Schindler, 2019). In our case, the criterion for selecting e-signature 

software will be established exclusively for Vervo, based on the literature study and interviews. 

Therefore, the questions of the interviews that will be carried out should be made such that the answers 

to the questions deliver the necessary information, and that companies similar to Vervo can use our 

analysis as well.  

Lastly, construct validity concerns that the concepts used in the research are properly 

operationalized, and logical and can be explained with the available literature, shortly, that the research 

is not abstract (Heerkens & Winden, 2017). In relation to the research, new information about the 

eCMRs and regulations towards the e-signatures is released daily, because this is a relatively new 

concept and eCMRs are slowly being ratified by countries. For this reason, we might encounter 

challenges because there may not be enough information about eCMR being signed with e-signatures, 

or what other companies and countries are using or doing, which brings us to the limitations of the 

research.  

1.5.4. Limitations and scope 

 The scope of the research explains the range of the research, whereas limitations are the 

boundaries of the research (Brown, 2020). The scope of the research is challenging to express because 

the requirements and the final decision of the software will take place in Latvia, however, the decision 

that will be made will affect not only clients and partners in Latvia but also outside Latvia. 

Unfortunately, we cannot invite every client and partner of Vervo to participate in the research as it 

would be costly and more time-consuming. Nevertheless, feedback from clients and partners is needed, 

therefore, that can be considered as future research.   
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The limitation of the research is that the e-signing software will be chosen, based on the Vervo 

stakeholder preferences and requirements in Latvia and the literature studies. This leads to the constraint 

that we cannot fully experiment with how the process will be carried out in real life because we need 

clients and carriers who are open to trying out the software and seeing how the document signing can 

be done. Due to the time, constraint of 10 weeks will not implement and evaluate the software in reality. 

Also, we can only hypothetically decide and conclude what clients and carriers prefer or require because 

the Vervo employees and managers in Latvia will decide which software to implement.  

In the research we will look only at CMRs and eCMRs, which are consignment notes for goods 

transported by road, we will not include research about the Bill of Landing - a contract for the carriage 

of goods by sea, and neither analysis of Air Waybill which is a document for goods transported by air.   
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2. Theoretical framework 

A theoretical framework is built upon an established theory (or theories) found in the existing 

literature. These theories have already been tested and validated by other researchers and are widely 

accepted within the scholarly community. The theoretical framework acts as a foundation and provides 

essential structure and support for justifying the research and answering the research question (Grant & 

Osanloo, 2014). Hence, this chapter focuses on understanding the concepts of CMR, eCMR, and e-

signature, and presents e-signature software features found in the literature and e-signature software 

platforms. Together with a literature review of methods used for selecting the e-signature software.   

2.1. CMR consignment note  

The most important document for the international transport of goods is the CMR consignment 

note. In 1956 the Convention on the Contract for the International Carriage of Goods by Road (CMR) 

was established to unify rules and transportation regulations, as without a standard framework for the 

goods carried cross-border, the carriers would have to know national transport regulations which would 

lead to misunderstandings and wrongly interpretations (Poliak et al., 2020).  

CMR consignment note specifies the rules, obligations, and responsibilities of the carrier and 

as well as regulates the conclusion and performance of transport and controls the procedure for claiming 

damages and liability of the carrier (Poliak et al., 2020; Poliak & Tomicová, 2021). CMR convention 

is also an insurance for carriers and haulers to transport cargo legally in Europe (Drevinskaitė et al., 

2019). However, the CMR Convention does not allow to transport of three types of goods, such as 

postal goods (cards and letters), dead bodies, and furniture (household) removal goods because these 

packages are difficult to objectively value (Convention on the Contract for the international carriage of 

goods by road (CMR) and Protocol of signature, 1956). The CMR consignment note as indicated in 

Article 6 of the CMR Convention Contract (1956), has to contain: 

● Date and place where the consignment note is issued; 

● Name and address of the consignor; 

● Name and address of the carrier; 

● Place and date where goods are received; 

● Place and date where goods are delivered; 

● Name and address of the consignee; 

● Description of the goods and method of packaging, and in case of dangerous goods, their 

recognized description; 

● The number of packages and their special marks and numbers; 

● The gross mass of the goods and their quantity; 

● Charges to the carrier, such as transport costs, additional costs, duties, and other charges 

incurred between the time of making the contract and delivery; 

● Additional instructions for customs and other formalities; 

● A statement that the carriage is subject to the provision of the Convention, notwithstanding any 

clause to the contrary; 

● Signatures of consignors, consignees and carriers (Convention on the Contract for the 

international carriage of goods by road (CMR) and Protocol of signature, 1956). 

 

The consignment note is issued in three original copies, for each participating stakeholder: 

carrier, consignor, and consignee. The first (red) copy is for the consignor as proof that the goods have 

been collected by the carrier. The second (blue) copy is for the consignee, to know how much goods to 

take from the carrier, and the third (green) copy is for the carrier, which is also a document that shows 
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the goods have been handed over to the consignee. The CMR consignment note can be issued in other 

copies (colors) as well for a third party, for example, an insurance company, customs office, or bank 

(Poliak & Tomicová, 2021). In practice, there is also an original document of the CMR note, which is 

given (sent) to the transport service buyer.  

 
Figure 2. Different copies of the CMR consignment note (Poliak & Tomicová, 2021) 

 

The CMR consignment note is usually issued by the carrier at the place of loading or the 

consignor. The consignor can be either the place where the goods are loaded or an entity that orders the 

goods from a different place (Poliak & Tomicová, 2021). As mentioned previously, the CMR 

consignment note can be in more than three copies. In the context of the research, the process flow will 

be carried out with the three stakeholders, that is, the consignor, carrier, and consignee, and the shipment 

service buyer is the consignor. Although, the cargo transportation service buyer can be anyone of the 

stakeholders. Either way, their roles and sequence of activities as the sender, receiver, and carrier are 

the same as whoever places the order. As well, we assume that the cargo is transported all at once, and 

is not being transferred to another truck or intermediate stakeholder.  

2.2. Electronic CMR note 

The most important aspect that Vervo management pointed out at the beginning of the research 

was that the e-signature software could be used to sign the eCMR consignment note.  

For eCMR to work, a digital platform has to be implemented, where all the necessary 

information is accessible, and each participating process stakeholder can get a hold of the data. The 

carrier registers the information, data is stored in a platform that can automatically generate the eCMR 

note (Ponzoa Casado, Gómez Funes & García-Doncel, 2021). In the case of Vervo, the digital platform 

is Onfrex, where the eCMR process will be present. 

So far 32 countries have ratified the eCMR protocol: Belarus, Bulgaria, Belgium, Denmark, 

Czech Republic, Estonia, Finland, France, Germany, Iran, Latvia, Lithuania, Luxembourg, Moldova, 

The Netherlands, Norway, Oman, Poland, Portugal, Russia, Romania, Slovakia, Slovenia, Spain, 

Sweden, Switzerland, Turkey, Tajikistan, Ukraine, United Kingdom of Great Britain and Northern 

Ireland, Uzbekistan, and Kyrgyzstan. Many other countries are in the process of ratifying the protocol, 

for example, Italy. The majority of transportation within Europe does cross borders, sometimes through 

countries that have not yet ratified the eCMR protocol, therefore, the paper CMR note is used. Carriers 

might adopt a hybrid version, to practice the digital CMR protocol and increase supply chain visibility 

(Transfollow, 2022).  

As of August 21, 2025, EU Member States are required to be able to accept transportation 

information in a standardized electronic format that can be read by machines, as dictated by the eFTI 
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regulation. While the use of eFTI is not mandatory for economic operators, those who wish to 

electronically share data with EU authorities must use certified eFTI service providers and platforms. 

The eFTI regulation allows economic operators to retain control over their data by allowing them to 

share it at the source and grant or revoke access as they see fit. This allows logistics operators to use 

the same source data for commercial, transport, and compliance purposes, while authorities can "pull" 

datasets of information as needed. The eFTI regulation is the first step towards fully digital data-sharing 

processes, including sharing licenses and permits in electronic format. It is also a step towards a 

federated data-sharing architecture and a future EU mobility data space, where participants can trust 

each other due to shared identities, authentication methods, and access policies, and use a common 

language with interoperable semantics (Hemeleers, 2022; Willems, 2021). 

2.3. E-signature concept 

For us to be able to sign the eCMR, we need to understand how the digital signature process is 

done. An e-signature is created by using a public key that is used to encrypt data, and a private key (also 

known as the signature key) that is used to decrypt data, this process is called the public key 

infrastructure (PKI) which is a cryptographic system. The PKI system is used to provide confidentiality, 

integrity, and authenticity of digital information. The public key infrastructure consists of various 

components such as a certificate authority (CA), registration authority (RA), certificate database, and 

certificate management system. In a PKI system, a user's public key is stored in a digital certificate 

issued by a trusted certificate authority. When a user wants to send a message or transaction, they use 

the recipient's public key to encrypt the message or transaction, ensuring that only the intended recipient 

can decrypt and access it is using their private key. The private key is kept secret and is used to create 

the e-signature, while the public key is used by external parties to verify the signature. The public key 

is open data and is used to decrypt the encrypted e-signature data at the recipient's end. The RSA 

algorithm is used as the public key algorithm, and the SHA algorithm is used as the digest algorithm in 

this process (Bensghir & Topcan, 2008). Figure 4 illustrates the concept of using the public key 

cryptographic algorithm, and is shown how the public key is to create and verify an e-signature (Arnaut, 

2022). 

 
Figure 3. E-signature verification with private-public key algorithm (Arnaut, 2022) 
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2.5. E-signature software platforms   

Since many e-signature software platforms can be found and are available, we analyze the most 

suitable e-signatures software platforms, based on ratings in the most recognized evaluation and review 

platforms dedicated explicitly to software for businesses, such as Capterra, GetApp, G2 Crowd, and 

SoftwareAdvice. Criteria that are being rated are ease of use, customer services, functionality, the value 

of money, and the likelihood of a recommendation (Kevens, 2022). We selected e-signature software 

platforms which are above 4.5 ratings. The list of digital signature software platforms based on their 

ratings and the number of reviews per software review site can be seen in Table 2.  

 

Capterra  GetApp  G2 Crowd SoftwareAdvice 

Software Rating Software Rating Software Rating Software Rating 

DocuSign 4.8 

(8023) 

eID Easy 5.0  

(1) 

eversign 4.8 

(2469) 

eversign 4.84 

(2472) 

eversign 4.8 

(2474) 

DocuSign 4.8 

(7800) 

PandaDoc 4.7 

(1932) 

DocuSign 4.75 

(8022) 

eID Easy 4.8  

(4) 

eversign 4.8 

(2400) 

Dropbox 

Sign 

(HelloSign) 

4.7 

(2095) 

eID Easy  4.75 

(4) 

Adobe 

Acrobat 

4.7 

(1661) 

Adobe 

Acrobat 

4.7 

(1600) 

Foxit eSign 4.6 

(862) 

iLovePDF 4.74 

(1129) 

iLovePDF 4.7 

(1125) 

Dropbox 

Sign 

4.7 

(1000) 

signNow 4.6 

(1586) 

Dropbox 

Sign 

(HelloSign) 

4.72 

(1034) 

Dropbox 

Sign 

(HelloSign) 

4.7 

(1034) 

iLovePDF 4.7 

(1000) 

SignRequest 4.6 

(1575) 

Adobe 

Acrobat 

4.71 

(1661) 

signNow 4.6 

(497) 

Jotform 4.6 

(1200) 

DocuSign 4.5 

(1989) 

signNow 4.62 

(497) 

Jotform 4.6 

(1263) 

SignNow 4.6 

(496) 

Adobe 

Acrobat 

4.5 

(2867) 

Jotform 4.61 

(1266) 

Table 2. Top e-signature software platforms per software review site 

There are many electronic signature software platforms available, however, we are searching 

for platforms that can be used to sign eCMR documents. Based on ratings and number of reviews per 

review site, we will analyze the most popular and used software platforms that can be used in any 

industry, and those are eversign, Adobe Acrobat Sign, DocuSign, and Dropbox Sign (HelloSign). 

Besides the most reviewed platforms, we will also consider and look into less-used digital signature 
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software platforms which are made for the supply chain, such as eID Easy Docs and SignNow (Capterra, 

n.d.; GetApp, n.d.; G2 Crowd, n.d.; Software Advice, n.d.). 

Each platform has its strengths, such as DocuSign's ease of use and integration capabilities, 

Eversign's custom form templates, Dropbox Sign's user-friendly interface and flexible pricing, Adobe 

Sign's advanced security features and integration with Adobe's document management tools, and 

SignNow's legally recognized e-signatures and free mobile app (DocuSign, n.d.; eversign, n.d., Adobe 

Acrobat Sign, n.d. & SignNow, n.d.). eID Easy Docs is a specialized platform designed for the 

transportation and logistics industry, simplifying the process of implementing electronic ID 

authentication and signature methods onto websites (eID Easy, n.d.) 

2.6. Requirements engineering 

Requirements engineering involves carefully assessing and understanding the distinct 

requirements and needs of stakeholders and subsequently refining them into specific and detailed 

requirements. These requirements are then documented and specified in a manner that enables them to 

serve as the foundation for all subsequent activities in system development (Pohl, 2010; Lapouchnian, 

2005). Requirement engineering (RE) goes through the following phases: elicitation, analysis, 

specification and documentation, validation, and management (Ahmad, et al., 2023). 

Requirements engineering is a two-phase process. In the early phase, the focus is on 

understanding the organizational context, stakeholders, and their relationships to determine the correct 

requirements for the system. In the late phase, the system is integrated into the organization, and the 

boundaries between the system and its environment are established. System requirements and 

assumptions about the environment are specified, aiming to achieve stakeholders' goals. Striking a 

balance is important to avoid excessive complexity or unrealistic assumptions (Lapouchnian, 2005).  

In requirements engineering (RE), requirements are categorized as either functional or non-

functional. Functional requirements pertain to the system's features and business rules, specifying what 

the system should include. On the other hand, non-functional requirements encompass system qualities 

and constraints (Ahmad, et al., 2023). 

2.6.1. Requirements elicitation using interviews  

To gather information about Vervo's e-signature software requirements, structured interviews 

were used after literature studies. Structured interviews involve asking predetermined questions in a 

specific order and are commonly used in quantitative research. They typically involve closed-ended 

questions, such as yes or no questions, or provide multiple options to choose from. While structured 

interviews can be used in qualitative research, it is less common. The advantage of structured interviews 

is that they allow for easy comparison of answers between participants, providing uniformity in the 

data, and reducing bias and ambiguity. Structured interviews have the advantage of providing 

uniformity in the data collected, making it easy to compare answers between participants, and identify 

patterns and areas for further study. This method is valuable for both explanatory and exploratory 

research, and it is simple to carry out and analyze. It is most effective when the researcher has a strong 

understanding of the topic, and when time or resources are limited, and quick analysis of data is 

required. With proper organization, structured interviews can be easily managed by an individual 

(George, 2022). 
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2.6.2. Requirement identification  

Firstly, we need to understand what type of e-signature solutions are available and possible to 

use. There are three types of software solutions: Software as a Service (SaaS), Platform-as-a-service 

(PaaS), and Infrastructure-as-a-service (IaaS).  

Infrastructure-as-a-service (IaaS) and platform-as-a-service (PaaS) are not typically the best 

options for electronic signature software because they do not include the actual software application. It 

is generally recommended to use software-as-a-service (SaaS) for electronic signature software. SaaS 

is a cloud computing model in which a provider hosts and maintains the software application and makes 

it available to users over the internet on a subscription basis. With SaaS, users can access the electronic 

signature software from any device with an internet connection, and they do not have to worry about 

installing or maintaining the software themselves. The provider handles all updates and technical 

support, so users can focus on using the software to meet their needs. IaaS provides access to 

infrastructure resources such as storage and virtualization, while PaaS provides a platform for building 

and deploying applications (Watts & Raza, 2019). 

Godes and Mulik (2009) propose factors for SaaS selection, and those are functionality, 

architecture, usability, vendor reputation, and cost. Specifically, integration, scalability, reliability, 

security, user interface, help, support for mobile devices, offline support, number of users, and annual 

or one-time implementation cost (Godse & Mulik, 2009). However, these criteria are for general SaaS 

platforms, therefore, we should also consider factors related to e-signature software platforms. 

Therefore, based on evaluation and review platforms dedicated explicitly to software for businesses, 

which were previously mentioned: Capterra, GetApp, G2 Crowd, and SoftwareAdvice, we can add 

criteria that they think are important for e-signature software platforms to contain (Capterra, n.d.; 

GetApp, n.d.; G2 Crowd, n.d.; Software Advice, n.d.). The list of features can be seen in Table 3. 

Access Controls/Permissions Document Automation Real Time Notifications 

Activity Dashboard Document Capture Regulatory Compliance 

Activity Tracking Document Generation Reminders and Expirations 

Alerts/Notifications Document Management Reporting & Statistics 

API Document Review Reporting/Analytics 

Approval Process Control Document Signing RFP Management 

Archiving & Retention Document Storage Search/Filter 

Audit Management Document Templates Secure Data Storage 

Audit Trail Drag & Drop Security and Scalability 

Authentication Email Reminders Sell Side (Customers) 

Bulk Digital Signatures Enterprise Scalability Sign-In Process 

Buy Side (Suppliers) File Recovery Signature Document Creation 

Collaboration Tools File Sharing Signature History and Audit 

Commenting/Notes File Storage Signature Process 

Completion Tracking Forms Management Signature Workflow 

Compliance Management Full Text Search Specialty Contracts 

Compliance Tracking Government Contracts Status Tracking 

Configurable Workflow Internationalization Tagging 

Content Library Mobile Signature Capture Task Management 

Content Management Mobile Signatures Task Progress Tracking 

Contract Drafting Multi-Party Signing Team Collaboration 

Contract/License Management Performance and Reliability Template Management 

Customizable Templates Pre-built Templates Templates 

Data Extraction Process/Workflow Automation Third Party Integrations 

Data Security Progress Tracking 
User, Role, and Access 

Management 
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Deployment Proposal Generation Version Control 

Digital Signature Quotes/Estimates Workflow Management 

Document Analytics Real Time Data  

Table 3. List of features used in e-signature software platforms 

 

The list of features (Table 3) used in e-signature software platforms can be narrowed down to 

a more concise list combined with the SaaS factors, that can be easier to compare to and analyze. See 

Table 4.  

Requirements 

1. Security  

2. Legal compliance  

3. Authentication  

4. User experiences 

5. Integration  

6. Deployment  

7. Mobile accessibility (priority)  

8. Cost   

9. Customization 

10. Technical support 

11. Multiple signatories 

12. Support for multiple languages 

13. Scalability 

14. Worldwide availability 

Table 4. The reduced list of requirements  

For us to better understand the characteristics and be able to compare the e-signature software 

platforms, each requirement is researched in more detail.  

Legal compliance  

Electronic signatures are commonly used in the European Union for a range of purposes, both 

in the public and private sectors. In order to ensure a reliable and collaborative electronic signature 

process, certain steps must be taken at both the national and international levels. At the national level, 

it is necessary to establish a legal and technical infrastructure for a reliable and problem-free national 

e-signature system, which includes setting up the necessary legal frameworks and technical systems  

(Bensghir & Topcan, 2008). The General Data Protection Regulation (GDPR) also requires that all 

companies that process and hold the personal data of individuals in the EU comply with the GDPR, 

including e-signature providers that assist organizations around the world in digitizing their paper-based 

processes (Kaba, 2018).  

The EU's eIDAS regulation establishes a framework for electronic signatures and trust services 

across the EU and distinguishes between three categories of electronic signatures: simple electronic 

signatures, advanced electronic signatures (AdES), and qualified electronic signatures (QES). Simple 

electronic signatures, also known as baseline signatures, are the most basic form and can include a 

signatory typing their name into an electronic document or using an online e-signing platform. AdES 



23 

 

are more advanced and meet additional requirements, such as being uniquely linked to the signatory 

and capable of identifying them. QES is the most secure form of electronic signature and is based on a 

qualified certificate issued by a qualified trust service provider (QTSP). QES have the same legal effect 

as a handwritten signature and are recognized in all EU member states and the UK. However, national 

law still determines the legal effect of electronic signatures, and some categories of contracts may be 

exempt from the general rule that contracts can be concluded electronically. It is important to understand 

the interaction between eIDAS and national law when using electronic and digital signatures (McNeal, 

2019). 

The ESIGN Act, which was enacted by US Congress on June 30, 2000, establishes regulations 

that make electronic signatures uniformly recognized throughout the United States. Signatures that meet 

the criteria outlined in the ESIGN Act are considered as legally valid as those made by hand. Before 

the ESIGN Act, the Uniform Electronic Transactions Act (UETA) was passed by the National 

Conference of Commissioners on Uniform State Laws in 1999 to establish a legal framework for 

electronic signatures in the U.S. While the UETA is enacted at the state level, the ESIGN Act is a federal 

regulation. Currently, 47 states, the District of Columbia, Puerto Rico, and the U.S. Virgin Islands have 

enacted the UETA, and New York, Illinois, and Washington have adopted comparable laws concerning 

electronic signatures (Lamachenka, 2022). 

Security  

For the e-signature software to be secure, we need to consider what are the possible threats and 

risks, how can we ensure safety, and what measurements should be taken into account for e-signature.  

The use of electronic signatures comes with risks that companies need to be aware of. Some of 

these risks include signers claiming that they signed a different document, man-in-the-middle attacks, 

internal fraud, and signers not understanding the legal implications of their signature. These risks can 

be mitigated by presenting documents in PDF/A format, having service providers sign documents 

before presenting them to signers, demonstrating industry best practices, and creating long-term digital 

signatures with embedded timestamps. Additionally storing user keys in tamper-resistant hardware 

security modules, including legal notices for signers to approve, allowing initials to be used against 

important paragraphs or on each page, and displaying a clear sign, approve, and decline buttons in 

appropriate languages (Crook, 2018).  

Government-issued electronic identification (eID) typically consists of three main components: 

identification data, user profile data, and authentication credentials. Privacy concerns can arise due to 

the collection and processing of personal information in eID systems, so it is important to minimize the 

amount of personal information collected and protect against unauthorized access to identity tokens. To 

ensure appropriate identity validation and verification, it is necessary to associate the claimed identity 

with the applicant providing identity evidence and limit the collection and processing of personal 

information to the minimum necessary to validate the claimed identity (Erdogan & Saran, 2021). 

Additionally, the e-signature software should have audit trails, cloud security, and authentication 

methods. Companies must provide evidence of their business processes during compliance audits, and 

it is essential to capture a thorough audit trail of the signing process. An ideal e-signature solution should 

record various details about the signature process. Such as IP addresses, timestamps of all events, all 

documents presented, time spent reviewing each document, and all actions taken during the transaction, 

including what each party acknowledged, agreed to and signed (Mulliner, 2022). 

The e-signature platform should as well employ robust encryption methods to secure data 

during transit and storage, and that data is stored within an encrypted database volume to ensure secure 

communication. It is advisable to consider software that collaborates with reputable cloud infrastructure 

services providers such as Amazon Web Services, IBM Cloud, or Microsoft Azure. As these providers 

adhere to security best practices and comply with various regulatory, industry, and IT standards for 
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security and data protection, including ISO 27001, SOC 1/2/3, HIPAA, FIPS 140-2, FISMA, and others 

(Mulliner, 2022).  

Another encryption method is 256-bit encryption. This encryption is a highly secure technology 

that uses a 256-bit key to encrypt and decrypt data exchanged between a server and a client. By 

encrypting data with a 256-bit long key, this technology ensures the security of online communication 

between two nodes. Additionally, 256-bit encryption is among the most advanced and secure 

technologies available today due to its key length and computational complexity (Ahmad, 2022). 

The software must have strong encryption mechanisms and authentication measures to ensure 

that the e-signature is secure and protected from unauthorized access, as well as the software should 

provide a reliable audit trail and log of all activities related to the signing of documents. So, to ensure 

security, an authentication process has to be incorporated.  

Authentication methods 

Authentication factors are used to verify a person's or device's identity. These factors can be 

divided into three categories: knowledge-based (something the user knows, like a password), 

possession-based (something the user has, like a physical token or a phone), and inherent (something 

the user is, like a fingerprint). The number of factors used in an authentication system can vary, with 

two-factor systems using two factors and three-factor systems using three, or multi-factor authentication 

(MFA) systems (Erdogan & Saran, 2021).  

Multi-factor authentication (MFA) requires more than two authentication factors for access and 

offers higher security. However, it can result in a negative user experience and be challenging to manage 

for IT teams. Adaptive authentication adjusts its security level based on the user's risk level, allowing 

for a range of access options based on the context of the user and the situation. Based on the 

confidentiality level of the document, a number of authentication methods can be assigned to ensure the 

safety of the document. This approach provides a more robust authentication measure, which is essential 

as more companies use the cloud and security breaches become more common (Karlinsky, 2021).  

Identity as a Service (IDaaS) is a cloud-based authentication managed by a third-party provider. 

Enterprises subscribe to the services of IDaaS companies for cloud-based identity management to verify 

user identities and grant appropriate access to resources. Implementing an in-house identity 

management system can be challenging and time-consuming, whereas a centralized, cloud-based 

system provided by experts in the field offers a simpler solution and has already been tested and refined 

by numerous organizations (Karlinsky, 2021).  

One of the authentication methods is electronic identification. There have been several 

technologies proposed for electronic identification (eID) credentials, including smart card-based 

identification, mobile identification, and citizen card concepts. These solutions can be further divided 

into different types, such as contact smart cards and contactless smart cards, which connect to a reader 

through physical contact or short-range interfaces. Making eID systems usable is important for their 

widespread adoption, and according to a commission report, eID systems should be useful, easy to use, 

desirable, findable, and credible. Ensuring usability is a challenge, as eIDAS promotes the widespread 

and seamless use of secure eID throughout the European Union (Erdogan & Saran, 2021).  

Integration 

Interoperability refers to the ability of a system or product to work with other systems or 

products without requiring special effort from the user. This includes both the holder of the electronic 

identification (eID) and the recipient of electronic communication. There are two main issues related to 

interoperability: cross-border operability and fragmentation. Cross-border operability refers to the 

ability of citizens to access applications in other countries, which is important for Vervo as many clients 

and partners are international. Fragmentation, on the other hand, is a common issue with identification 
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systems, as it involves separating identification structures to meet sector-specific needs without 

establishing standards. This can lead to confusion and difficulty in cases that require interoperability 

across national boundaries. Additionally, the use of different implementations and sector-based 

solutions for identity validation can make the system more complicated for end-users (Erdogan & Saran, 

2021). 

The European Committee for Standardization has developed an architecture for an 

interoperable eID system using a smart card infrastructure in Europe. In 2019, a number of notified 

schemes based on eID cards with a high level of assurance were in use in several European countries, 

including Italy, Estonia, Spain, Croatia, Luxembourg, Belgium, Czech Republic, Latvia, Lithuania, 

Slovakia, Germany, and Portugal. In addition to smart card-based solutions, mobile technologies also 

have a range of international standards for secure cryptographic applications, such as OTP (One Time 

Pad) and Mobile Connect (an initiative from the GSMA that aims to establish new digital authentication 

standards) (Erdogan & Saran, 2021).  

Because the e-signature software has to be interoperable with Onfrex, an API is a must. The 

electronic signature application programming interface (API) makes it easier to request signatures, track 

status updates, and manage important documents. An e-signature API is a Representational State 

Transfer (REST) web service that allows subscribers to securely request electronic signatures online, 

obtain status updates, and download completed documents. Developers use API endpoints to make API 

calls, and the responses are returned in JSON format. Digital signature APIs are authenticated and 

binding and are useful for businesses that require a secure and efficient way to obtain signatures on their 

contracts. These APIs provide a secure way to transmit files and sign multiple PDF documents at once. 

Developers can expect to create applications with document signing functionality faster, while 

businesses can free up their time and complete more projects on schedule (Fang, 2021). 

Usability and mobile accessibility 

Usability-related attributes include the user interface, help options, support for mobile devices, 

and offline support. The user interface should be intuitive and easy to use, with aesthetically pleasing 

graphical elements. Help options should include user manuals, eLearning modules, and context-

sensitive help. Support for mobile devices is important so the software is accessible anywhere. Offline 

support allows users to continue working on the system even when they are not connected to the internet, 

and then synchronize their work once they are back online (Godse & Mulik, 2009). Overall, software 

deployment should be taken into account. Software deployment refers to the process of getting a new 

computer program or software up and running, which includes activities such as installation, setup, 

testing, and editing. Additionally, deployment can also refer to the implementation of software updates, 

patches, or new features to existing software or applications. The software has to be accessible not only 

via the web, but also through different operating systems, such as Windows, Mac, or Linux (Altvater, 

2020).  

Cost 

The cost factor for software systems consists of annual subscription fees and one-time 

implementation costs. In case of SaaS the the costs are with subscription. Annual or monthly 

subscription fees often cover the cost of software and support staff, while one-time implementation 

costs cover the expenses of initial consulting and configuration (Godse & Mulik, 2009).  

Scalability 

 Scalability in software systems refers to the ability of a system to handle increased demands 

without negatively affecting performance or requiring major changes to the system's design. A system 

that can adapt to changes in the environment and still meet the needs of stakeholders is considered 
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scalable. Different factors can describe scalability. These factors denote the features of the application 

domain and machine that can influence the system's behavior. These factors include the input data 

volume, the work arrival rate, the number of simultaneous users, the maximum cache and thread pool 

size, the number of nodes in a server cluster, algorithm selection, and cost (Duboc, Rosenblum & Wicks, 

2007).  

 2.7. Multiple Criteria Decision Making 

Real-life problem-solving often involves considering multiple perspectives that compete with 

one another, requiring careful consideration to reach a reasonable decision. Formally, a decision can be 

defined as a choice made based on available information or an action plan aimed at resolving a specific 

problem. In practical terms, multiple-criteria decision analysis (MCDA) is used to assess various 

courses of action or options by selecting the most preferable alternative or arranging the options from 

best to worst. MCDA plays a crucial role in guiding decision-makers by identifying the best rational 

alternative, particularly when allocating limited resources among competing and alternative interests 

(Basilio, et al., 2022).  

Multiple Criteria Decision Making (MCDM) encompasses various elements and concepts that 

are tailored to the specific decision-making problem at hand. These elements include alternatives, 

attributes, aggregation, decision variables, decision space, measures, criteria, preferences, and different 

types of decisions. By considering these elements, MCDM provides a framework for evaluating and 

selecting the most appropriate alternative based on multiple criteria. It enables decision-makers to assess 

the performances of alternatives, quantify their attributes, and compare them based on desired 

consequences. Ultimately, MCDM aids in making informed decisions that align with decision-makers 

needs and objectives (Taherdoost & Madanchian, 2023). 

2.8. BPMN  

The process flows of signing CMR and eCMR are drawn by using Business Process Model 

Notation 2.0 (BPMN 2.0). BPMN is an international standard (ISO/IEC 19510) that describes a process 

in a structured, coherent, and consistent way that helps to understand, document, analyze and execute 

business processes (Häußler & Borrmann, 2021). BPMN diagrams enable diverse stakeholders to 

visually comprehend business processes, simplifying the task of improving workflow effectiveness and 

efficiency. Whether it's business analysts, developers, or business managers, all individuals involved 

can effectively communicate and understand the processes, allowing them to confidently adapt to new 

situations. This shared understanding ensures seamless collaboration and empowers stakeholders to 

navigate changing circumstances with utmost assurance (IBM, 2022). Therefore, to show to the 

management of Vervo the process of CMR convention and signing eCMR, BPMN is used, as it is a 

universal and comprehensive notation.  

The process of signing the CMR note is explained by using activities, such as making an order 

and transporting the goods. The main events used in the process are: start and end events, throwing and 

catching events, in our case, the message is thrown and caught, and the CMR note is given/sent and 

received, respectively. A parallel gateway shows that the activities "give goods” and “sign CMR” can 

happen simultaneously because in practice the goods might be given before or after signing the CMR 

note. All participating parties are put in a pool and divided into lanes. At last, the flow objects are 

connected with sequence flow and message flow.  

In the case of signing eCMR, the main activities and events are the same as it was in the CMR 

note signing process. Additionally, the parallel gateway is used to show that, for example, the consignor 
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can give the goods and sign the eCMR at the same time. The participant parties, consignor, carrier, and 

consignee, as well as, the e-signature software has their own lanes, to show the relationship between 

each other, and how they are connected by using sequence flow and message flow. To visualize the 

process in a readable and understandable manner, subprocesses are made, where we show the process 

of what happens in the e-signature software when a user wants to authenticate or verify their e-signature 

and how the signing process is carried out.  
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3. Operationalizing the Method 

In the following chapter, firstly, we will elicit requirements from Vervo, construct a comparison 

criterion, and rate each e-signature software. Afterward, we will analyze and evaluate, which digital 

signature is the best possible option for Vervo.  

3.1. Requirement elicitation 

The task of selecting a suitable software platform poses challenges due to the multitude of 

factors and criteria that decision-makers must consider. The goal is to identify the most optimal solution 

that aligns with the organization's specific requirements (Krisnawijaya, et al., 2023). Therefore, 

interviews are conducted, so we elicit requirements and find the best option for signing documents 

digitally.  

3.1.1. Data collection method 

Interviews were performed with Vervo's CEO and Business Development Manager, other 

employees of Vervo did not participate in the research because they do not sign consignment notes. In 

the case of Vervo, the questions are made both closed-ended and opened-ended, for example, different 

methods of authentication are available and Vervo has to choose which ones to use, whereas the budget 

can only be determined by asking an open-ended question. The interview questions can be seen in 

Appendix 1.  

3.1.2. Vervo requirements 

Taking into account all the features and requirements found in the literature, by eliciting 

requirements from Vervo, we learn what Vervo wants that the e-signature software platform should 

provide.  

As Vervo prefers to not be responsible for maintaining or developing its own e-signature 

software, the SaaS is the best option to consider as the service is provided by a third party. Therefore, 

the characteristics of a SaaS model are considered. Besides general requirements of a SaaS, such as 

functionality, usability, costs, and others, we asked about characteristics specific to e-signature 

software, namely, legal aspect, authentication possibilities (Watts & Raza, 2019), and most importantly, 

it can be used for signing eCMR. 

Hence, for Vervo the e-signature software has to provide the possibility to sign the eCMR, 

which means that eCMR has to be signed by three different parties, and that can be from three different 

countries. Hence, e-signature software has to be available worldwide and can ensure local legal 

regulations. 

In order to provide a safe authentication process and ensure that the signing person has the 

authority to sign, Vervo notes that the authentication should be made with two authentication methods, 

which can be a combination of passwords, smart cards, biometrics, or through bank accounts, and clients 

and users can choose with methods to use.  

The software should be able to integrate with other systems and processes used by the 

organization, in the context of Vervo, that is Onfrex with API. The e-signature software should be easy 

to use and understand, with clear instructions and a user-friendly interface that allows users to sign 

documents quickly and efficiently. Especially, consignors and consignees, as well as the driver should 

be able to sign the eCMR from anywhere, to have the possibility to sign the document on the go, that 

is, by having mobile accessibility, which can be either through a Web browser or an app.  
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The software should be cost-effective, with pricing that is transparent and fair and provide a 

reasonable return on investment for Vervo. Vervo cannot tell us the precise budget as it is confidential, 

however, they can inform us that they rather pay for a number of transactions of documents rather than 

a software user. And for one digital document, the maximum they are willing to spend is between 0.15 

EUR to 0.50 EUR to the service provider. 

For Vervo, the e-signature software platform should be able to process thousands or even 

hundreds of thousands of users just to sign one eCMR document, as three different parties have to sign 

it. In Latvia alone, around 2 million CMRs are signed each year (Licite-Kurbe & Ozolina 2022). This 

indicates that e-signature software has to process approximately this amount of eCMR documents, and 

with growing demand for import and export, the number of shipments will increase, meaning, the e-

signature software has to be able to adjust and grow. 

3.1.3. Specified requirements  

After literature studies and interviews, a list of requirements is presented (Table 5). For each 

specific requirement, a summarized description is added of what exactly Vervo wants.  

Requirements Vervo requirements 

1. Security  Compliance with all necessary regulations and standards: ISO 27001, SOC 1/2/3, 

HIPAA, FIPS 140-2, FISMA, SSAE 16, 256-bit HTTPS encryption 

2. Legal compliance  Compliance with all necessary regulations and laws locally and nationally: GDPR, 

eIDAS, HIPAA, UETA, CCPA, and others  

3. Authentication  Users can choose any 2-factor authentication method  

4. User experiences High customer satisfaction (closer to 5 stars) and positive reviews 

5. Integration  Can be integrated with Onfrex via API 

6. Deployment  The software can be accessed from the Web or can be installed on any desktop 

(Windows, Mac, Linux) 

7. Mobile accessibility  Can be accessed from Web or App 

8. Cost   For one document costs is from 0.15 EUR to 0.50 EUR.  

9. Customization The document can be customized with logos, dates, etc. 

10. Technical support For technical difficulties, Vervo can reach the software provider in short time 

11. Multiple signatories The document can be signed by at least 3 different persons 

12. Support for multiple 

languages 

The software is translated into many languages, mainly should be available in 

English, Russian, Polish, Estonian, Lithuanian, and Latvian.  

13. Scalability The software can adjust and integrate Vervo needs: unlimited users and document 

transactions  

14. Worldwide availability The software can be used and is available anywhere in the world 

Table 5. List of requirements of Vervo for the e-signature software platform 

3.2. Comparison criterion 

In this section, a comparison between the chosen five e-signature software platforms will be 

performed. Comparison is achieved by assigning a value from 0 or 1. The legend of values and their 

meanings is in Table 6. The value “0” means that does not fulfill the needs of Vervo, whereas the value 

“1” is assigned to a requirement that is fulfilled.  
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Value Meaning 

1 Fulfill Vervo requirements  

0 Does not fulfill Vervo requirements 

− Information could not be found 

Table 6. Values and their meanings  

 

3.3. Comparing software platforms  

After constructing the scale, we can now assign values to each requirement corresponding to 

each e-signature software platform. The comparison can be seen in Table 7. For requirements that 

cannot be valued, such as the average rate out of 5 stars (user experience), the number of countries 

where the software is available or the number of languages that this software provides, the exact number 

is given. Furthermore, in the “Costs” section, an abbreviation for the internal user and month is shown 

by “u” and “m”, respectively.  
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Requirements/Characteristics DocuSign eversign 

Dropbox 

Sign 

(HelloSign) 

Adobe 

Acrobat 

Sign 

SignNow 
eID Easy 

Docs 

Location USA Austria USA USA USA Estonia 

Security 1 1 1 1 1 1 

Legal compliance 1 1 1 1 1 1 

Authentication 
User can choose 

different methods 
0 0 0 1 0 1 

Deployment 

SaaS, Cloud, Web-

based 
1 1 1 1 1 1 

Is available on 

desktop 
1 1 0 1 1 0 

Integration API 1 1 1 1 1 1 

Mobile 

accessibility 

Web 1 1 1 1 1 1 

App 1 0 0 1 0 0 

Customization 1 1 1 1 1 1 

Technical 

support 

Email/Help Desk, 

FAQs/ Forum, Chat 
1 1 1 1 1 1 

Multiple signatories 1 1 1 1 1 1 

Scalability 
Unlimited users and 

transactions 
0 0 1 0 0 1 

User experience 4.7 4.8 4.7 4.65 4.6 4.8 

Multiple 

languages 

Supports needed 

languages 
1 0 0 0 0 0 

Worldwide availability 
180 

countries 

150 

countries 

180 

countries 
− − − 

Costs 

$20/u/m − 

$125/u/m 

 

DocuSign 

Enterprise: 

negotiable 

$9.99/u/m − 

$79.99/u/m, 

 

Volume 

pricing: 

negotiable 

Extra costs 

for API. 

$15/u/m − 

$25/u/m 

 

API: starts at 

$75/month 

Premium: 

negotiable 

 

€18,14/u/m 

− 

€29,03/u/m 

 

Acrobat 

Sign 

Solutions: 

contact for 

quote 

$8/u/m − 

$50/u/m 

 

Specific 

plan: 

negotiable 

Cost differs 

per country 

and 

signature 

levels: 

€0.00 − 

€1.50  

Table 7. Comparison between e-signature software and their corresponding characteristics 
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3.4. E-signature software evaluation   

In Table 5 at first glance, it may seem that the best option would be Adobe Acrobat Sign, 

however, we cannot make a conclusion without considering other alternatives, therefore, to clearly see 

which software would be the best option, we will evaluate every requirement per software.  

Firstly, for Vervo security and legal compliance aspects are very important, from the table, we 

can see that every software fulfills the need (Software Advice, n.d.).   

Furthermore, the best authentication is for Adobe Sign and eID Easy, because the client (user) 

can choose which authentication method to use: via bank account, smart ID, or another strong and safe 

method. Whereas for other e-signature software platforms, only limited two-factor authentication is 

possible via e-mail and a unique access code or SMS. However, for eID Easy Docs to authorize it can 

cost, as can be seen in Appendix 2 (eID Easy Docs, n.d.).  

In the case of deployment, every software is SaaS, Cloud-based and Web-based, however, only 

Adobe Acrobat Sign can be additionally installed on desktops of Windows, Mac, Linux, and 

Chromebook. The rest of the software platforms except eID Easy Docs, are available only on Windows 

and Mac. And eID Easy is available only as SaaS, Cloud, and Web (Software Advice, n.d.). In the 

context of Vervo's needs, it is not essential to have the platform on a desktop, as long as it is available 

on any device.  

This brings us to the requirement of mobile availability, almost every software has an 

application, that is, it can be installed and is available on iPhones, Androids, and some even on iPads. 

However, only eID Easy Docs can be accessed through a web browser (Software Advice, n.d.). Because 

Vervo has many clients and partners, the collaboration dynamics between these parties change, that is, 

most of the time we work with the same carriers and clients. However, sometimes we cooperate with 

transport or client once, and the sender and receiver can be a different person or company than the 

service payer, which means that there is a possibility that any previously mentioned party will probably 

sign the eCMR once. Therefore, there is no need for everybody to install the app to sign the eCMR 

once, hence, if the software is available on the Web and can be reachable from any part of the world, 

then the Vervo requirement is fulfilled.  

As for the feature of customization and the possibility to add multiple signatories, every digital 

signature software can provide this feature, which means that every software allows users to add logos 

and stamps to the document, as well as more than one person can sign it. Along with the possibility to 

specify the sequence of signers, for example, the receiver cannot sign the eCMR if the sender has not 

signed it yet. This constraint is exactly what Vervo needs, that the eCMR is signed in the right order 

and the process cannot proceed without a signature (Capterra, n.d.; Software Advice, n.d.). 

As regards technical support, every software handles customer questions and problems, if those 

arise, through Email/Help Desk, FAQs/Forum, Knowledge Base, 24/7 (Live Rep), and Chat. Where 

eID Easy Docs helps their customers only via Email/Help Desk, FAQs/forum, and Chat (Software 

Advice, n.d.). However, in the first row of Table 5, we have added an extra characteristic: the location 

of the software provider. This is useful to know in this case, when Vervo needs technical support. 

Considering time zones, it is more convenient to choose a software company that is closer to Vervo 

headquarters. As can be seen, the headquarters of DocuSign, Dropbox Sign, Adobe Acrobat Sign, and 

SignNow are located in the USA, where eversign is from Austria and eID Easy Docs is from the 

neighboring country of Latvia: Estonia (Software Advice, n.d.). For Vervo it would be more convenient 

to choose eID Easy Docs, as technical activities, such as integrating Onfrex with eID Easy Docs, and 

other agreements can be done in person.  

In the context of scalability, and how the digital signature software platform can adjust to the 

growing logistics industry, it can be seen that only Dropbox Sign and eID Easy Docs can provide what 

Vervo is looking for. Because the users can send, sign and receive an unlimited number of documents 
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per year (eID Easy Docs, n.d.). This aspect for Vervo is very pivotal. Where, for example, in the case 

of DocuSign, the defaulted maximum number is 50 Signing Groups. 50 is also the maximum number 

of users that can be added to a single Signing Group. This limit cannot be raised. Additionally, the 

maximum number of documents that one user can sign is 150 documents per year (DocuSign, n.d.). For 

Vervo this is a major constraint because one manager in Vervo has at least 50 clients and there are 

hundreds of transport providers. This means that only a limited number of documents one manager can 

send, which leads us back to our core problem where the hard CMR copy is printed, scanned, and so 

on.  

Moreover, DocuSign has its services in 44 languages, and Adobe Acrobat Sign and DropBox 

Sign are available in 34 and 22 languages, respectively. Further, eversign is in 13 languages, and eID 

Sign Docs is in 11 languages. Lastly, SignNow is available only in English (Software Advice, n.d.). 

Although the language aspect is not a priority for Vervo, they appreciate it if the software can be 

accessible in languages used daily by Vervo employees, clients, and partners, and those are, Latvian, 

English, Polish, Russian, Lithuanian, Estonian, and German. Other languages are a plus. Only DocuSign 

can provide their services in all mentioned languages. 

Apart from the possibility of services in multiple languages, the software should be available 

in many countries as well. Both DocuSign and DropBox Sign are obtainable in 180 countries, and 

eversign in 150 countries (Software Advice, n.d.). Unfortunately, for Adobe Acrobat Sign and 

SignNow, the exact worldwide availability could not be found, as well as for eID Easy Docs, however, 

the approximate list of countries where eID Easy Docs is accessible depends on the digital signature 

authentication and signature methods. For example, Smart-ID is used only in Latvia, Estonia, and 

Lithuania, whereas, the identification platform that provides Qualified Electronic Signatures (QES) 

services, the ZealID app is available in 26 countries. The full list of each identification method and their 

converge, price and level of the signature for using eID Easy Docs can be seen in Appendix 4 (eID Easy 

Docs, n.d.).  

The last requirement we discuss is cost. Every software besides eID Easy Docs is purchasable 

for one user for one month and as a subscription. A client can buy the services for a whole year as well, 

but we will analyze when we have a monthly purchase. Besides the available price options, the client 

can contact the service provider to negotiate for personalized features and a number of users. In the case 

of Vervo, we will evaluate the giving pricing options. As mentioned, every software delivers a 

subscription for one user, except, DocuSign has a possibility for $125/u/m, where are 10 service users 

and unlimited sends. Whereas eversign has a case where for $79.99/u/m 15 users (DocuSign, n.d.; 

eversign, n.d.). These alternatives do not work for Vervo, as there are more than 50 employees in the 

company and hundreds, even thousands of clients and carriers. On the other hand, eID Easy Docs might 

be a good option. For eID Easy Docs the number of users and the possibility to send documents is 

unlimited, however, each document and authentication method has its costs. To use a specific 

authentication method, the costs differ, for example, to use a Latvian ID card, costs nothing, whereas 

to verify using the mobile application eParaksts, costs €0,06. The costs for different authentication 

methods and digital signature methods that eID Easy Docs provides can be seen in Appendix 2 and 

Appendix 4. Overall, for Vervo it is essential that Vervo managers can send unlimited documents to 

sign and have the opportunity for Vervo service users to sign it anywhere and with any safe electronic 

signature method (eID Easy Docs, n.d.). 

For us to better understand which requirement is crucial for Vervo and which are less, we asked 

Vervo management to assign priority levels for each criterion. Value “3” – high priority, value “1” – 

low priority. See Table 8.  
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Requirements/Characteristics Priority 

Security 3 

Legal compliance 3 

Authentication 3 

Deployment 1 

Integration 3 

Mobile accessibility 2 

Customization 1 

Technical support 2 

Multiple signatories 1 

Scalability 3 

User experience 1 

Multiple languages 1 

Worldwide availability 2 

Costs 3 

Table 8. Vervo priority levels per requirement  

After assessing each requirement, we can compare the chosen e-signature software platforms 

against the priories that Vervo management has assigned. The scores are multiplied by the 

corresponding priority levels. The multiplied scores are then summed up to calculate a total score for 

each alternative. This total score represents the overall evaluation of the alternative, taking into account 

the priority of the criteria. See Table 9.  
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Requirements/ 

Characteristics 
Priority 

DocuSig

n 
eversign 

Dropbo

x Sign 

Adobe 

Acrobat 

Sign 

SignNo

w 

eID 

Easy 

Docs 

Security 3 3 3 3 3 3 3 

Legal compliance 3 3 3 3 3 3 3 

Authentication 3 0 0 0 3 0 3 

Deployment 

Cloud, 

Web-based 
1 1 1 1 1 1 1 

Is 

available 

on desktop 

1 1 1 0 1 1 0 

Integration API 3 3 3 3 3 3 3 

Mobile 

accessibility 

Web 2 2 2 2 2 2 2 

App 2 2 0 0 2 0 0 

Customization 1 1 1 1 1 1 1 

Technical 

support 

Email/Help 

Desk, 

FAQs/ 

Forum, 

Chat 

2 2 2 2 2 2 2 

Multiple signatories 1 2 2 2 2 2 2 

Scalability 3 0 0 3 0 0 3 

Multiple languages 1 1 0 0 0 0 0 

Total score 21 18 20 23 18 23 

Table 9. Total scores for each option  

Based on the comparison and evaluation section, and total sums scored from implementing 

priorities, we consider Dropbox Sign and eID Easy Docs. In Table 9, we have not assessed costs, 

worldwide availability and languages with values, as for each option it cannot be compared with a 

certain value.  

The trade-off is that eID Easy Docs have better pricing options than Dropbox Sign because 

Vervo will not pay for every client and partner's profiles, Vervo can only settle the transactions of the 

authentication and signing methods, as well as that eID Easy Docs have safer and stronger 

authentication methods, whereas Dropbox Sign has only two-factor method: email and SMS. 

Nevertheless, Dropbox Sign has better security. And both software platforms ensure legal 

compliance with all regulations and laws and can be integrated via API with Onfrex. Additionally, 

Dropbox Sign can be used through any device, whereas eID Easy Docs only be via the Web browser, 

which should not be an issue, as long as it can be reachable from anywhere. Comparing the scalability 

aspect, for Dropbox Sign, one user can send unlimited documents, however, the constraint is that Vervo 

cannot ensure for every Vervo service user has their personal profile. Alternatively, eID Easy Docs can 

be accessible with any authentication method depending on the user's location and preference. 

Therefore, after taking everything into consideration, and from the priority comparison, the software 

that fulfills most of the Vervo requirements is eID Easy Docs, because eID Easy Docs can provide the 

most important features that Vervo is looking for. 
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4. Process flow diagrams 

By showing the process flow diagrams of the CMR and eCMR, we can better see and 

understand the differences in how the notes are being processed and signed, and passed on, starting 

from the carrier and later from the consignor to the consignee physically and digitally.  

4.1. The process flow of CMR convention 

In theory, the process flow of signing the CMR note is not explicitly described, therefore, the 

process is drawn based on our perspective and understanding of the process, as well as with unstructured 

interviews gained knowledge of Vervo employees. Overall, the process flow shows how the CMR note 

is being signed when the service buyer is the consignor and what happens with the CMR note throughout 

the process of shipment.  

The process (Figure 2) starts when an order is being placed, in the context of research, we 

assume that the order is made by the consignor. In that case, the consignor sends the order with all the 

information about the cargo and other formalities to the carrier, and that is when the process starts for 

the carrier. Mostly carrier issues the CMR consignment note, however, consignor or consignee can 

publish it as well. When collecting the goods from the consignor, the consignor checks that everything 

is correct and signs the CMR note. And when delivering the goods at the destination, the CMR note is 

given to the consignee, and the CMR note is signed when the shipment has been received and the order 

is finalized. Lastly, the last copy with all the signatures from all three parties is sent to the consignor 

via post. The one who orders and pays for the shipment service will need the original documents, 

therefore, in our case, the consignor will require not only their copy but the original CMR note as well. 

In the case of research, the neutralization of the CMR note is not considered. A neutralization 

is an exchange of the original copies of the consignment note with other transport consignment notes 

or documents. Shortly, the first transport note is canceled. This activity is not defined in the law or CMR 

Convention, therefore, it is difficult to evaluate the effect the neutralization has on the sender, receiver, 

and carrier (Poliak et al., 2020). Hence, in the research, we look only at the process when the original 

consignment note is made by the carrier and it is signed by the consignee when goods are received at 

the destination. 

Challenges and problems that arise from this type of process and activities are that the 

information on the CMR note is not always clear and readable, especially if the paper document is 

damaged (smudged), and the CMR note can be easily lost. As this can lead to a debate between seller 

and buyer and transportation companies (Licite-Kurbe & Ozolina 2022). In the research, the process is 

simplified, however, in reality, we need to consider occasions when the CMR note might not provide 

clear evidence of the actual transfer to another party at a particular time and place, for example, when 

neutralization takes place. And moreover, the cost of one CMR note is relatively high, that is, the 

documentation process costs and the material costs to produce the CMR consignment note can cost 

more than 5 EUR (Licite-Kurbe & Ozolina 2022). Overall, by executing such a process, there is no 

transparency, transportation control, and monitoring, and the information cannot be easily accessed, 

actually the opposite, can be defrauded.  

As a service buyer, Vervo typically receives the CMR note via email or post and then has to 

scan it to make it available in digital form. In some cases, the CMR note may be photographed, but the 

resulting image is often blurry and unreadable. When information is missing from the CMR note and it 

is scanned, it has to be printed out, manually add the missing information, scan it again, and send it via 

email. This creates unnecessary and time-consuming extra work. Vervo is not the only logistics 

company facing this paperwork problem, which is why the EU has established the eCMR protocol and 

e-signature protocol to make the signing and executing of the CMR convention process more efficient. 
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While the current process has some advantages, the disadvantages outweigh them, making it critical to 

shift toward the eCMR system. 
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Figure 4. Process flow of CMR Convention  
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4.2. The process flow of signing eCMR using the chosen e-signature software 

After selecting the electronic signature software, we can show the process flow of how the 

eCMR can be signed using eID Easy Docs.  

In the case of our research, the process starts when the consignor sends information to the 

carrier. Therefore, for all participating parties to be able to sign the document, we assume that the carrier 

uploads the eCMR note through eID Easy Docs provided API. However, before uploading the 

document, the carrier has to authenticate.  

To sign a document electronically, they must authenticate their identity before beginning the 

process. This step is crucial to ensure the security of the electronic signing process. The appropriate 

authentication method to use depends on factors such as the associated risk, the type of transaction, and 

whether the signatory is new or existing (Felix, 2020). Using public and private keys is considered a 

best practice for the authentication stage of an electronic signing process. It is done by the Person 

Register obtaining identity-related information from an external database. A signed data structure is 

returned with a unique eID and public key for the created signature key pair, without embedding the 

unique eID in the signing certificate to ensure privacy (Bensghir & Topcan, 2008; Rath et al., 2014). 

This is used to authenticate a user through the use of a private key, which is unique to the signer and 

can only be authenticated using a public key that has a mathematical link to the private key (Bensghir 

& Topcan, 2008). Appendix 3 shows all the possible authentication methods that eID Easy Docs 

provides and what the costs are for each method.  

After the carrier has authenticated himself, they can upload the eCMR note as a PDF file 

through API. At this stage, the approach for presenting the documents to the signatories is determined 

to facilitate reading before signing (Felix, 2020). 

Additionally, the e-signature solution provider can also include other signatories who are 

required to sign a particular document. To establish a logical sequence of events from the document's 

creation to its review, signing, and acceptance, a specific course of action can be triggered by certain 

events (Felix, 2020). It is feasible to combine different levels of signatures on a single document. 

However, it is preferable to let the signature requester determine whether the document should contain 

only Certificate-based Qualified and Advanced signatures or utilize the user's current Simple Electronic 

Signature process. Since a Qualified Electronic Signature does not require an audit trail, the user can 

avoid modifying the signed PDF in the subsequent stages. If Signature Portal lacks Qualified Electronic 

Signature (QES) support, it is probable that the user is altering the original PDF by appending an extra 

audit trail page to the end of the document. However, with QES, the signer must view the final document 

without any further modifications. Once a signature has been applied, the only permissible change is 

the addition of more signatures (Pala, 2022). In Appendix 4 can be seen every available e-signature 

method with their worldwide availability, signature type (SES, AdES, or QES) as well as the price per 

method.  

When transport has uploaded the document and has arrived to collect the goods from the 

consignor, it is time for the consignor to sign the eCMR, to show that they agree of giving away the 

goods, therefore, they receive a notification. The most common method for granting access is through 

email invitations, which have been widely used and tested. However, in some cases, the e-signature 

process is integrated with a mobile or web application, allowing signatories to be invited through 

requests to log into a web application or portal. Other practices observed in this step include using 

embedded links with mobile or third-party applications, shortened URLs or QR codes on printed 

documents, and the involvement of a representative who starts the signing process through an enterprise 

dashboard or application portal (Felix, 2020). The private-pubic key algorithm is used to authenticate 

the user and to verify the e-signature, therefore, the subprocess as shown in Figure 6 is the same for 

both activities.  
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Figure 5. Authentication/verification subprocess through eID Easy Docs API 

The next step in the electronic signature workflow involves obtaining the signatory's consent 

and acceptance, which is a crucial stage in the entire process. This is where the 'click' comes into play, 

and it is a common assumption about electronic signatures. Some of the best methods used for this stage 

include digital handwritten signatures, smartcard signing, and 'click to sign' options (Felix, 2020). For 

eID Easy it is explained as such, the acceptance of signing the document involves modifying the 

signature page based on whether the user has chosen SES or QES. If SES has been selected, nothing 

changes, but if QES has been chosen, a button will be displayed that initiates the signing process using 

eID Easy. When the user clicks on the sign button, a POST query must be made to prepare everything 

for QES signing. In return, a doc_id will be received, which should be used along with the previously 

saved client_id to set the URL parameter in the signature_redirect URL. This will allow identification 

of the transaction when the user returns (Pala, 2022).  

The doc_id and client_id should be used to open a popup page or redirect the user to a URL 

template. On this page, eID Easy will show the user a preview of the document to be signed and allow 

them to choose the QTSP and signature solution for creating the signature. Once the signature is 

complete, the user can be redirected back or the popup can be closed. eID Easy will also send a server-

to-server webhook notification about the completion of the signature (Pala, 2022). The signing process 

is presented in Figure 7.  

 

Figure 6. Signing subprocess the eCMR through eID Easy Docs API 

The carrier and consignor receive the message that the eCMR has been signed. The goods 

afterward are transported to the consignee, where the carrier signs the eCMR by first going through an 

authentication process and then the signing process. When the transport provider has done it, the 

consignee can finally sign the eCMR, that the goods have been received.  

The delivery of signed documents to the relevant signatories marks the final step in the 

electronic signature workflow. Typically, a cloud-based storage solution is used to upload the signed 

documents, which can then be accessed by the signatories using their previously established credentials. 
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Apart from delivering signed documents, the audit trail also plays a vital role in this final stage. It serves 

as evidence for all the events that occurred during the transaction and must be verified before finalizing 

the electronic signature process. Once the audit trail is verified, each signatory is sent a URL link to the 

completed document, confirming that the process has been completed (Felix, 2020).  

The whole signing process is shown in Figure 8. In the process, we assume that every 

participating party uses Smart-ID to authenticate, which is available in Latvia, Lithuania, and Estonia, 

and to sign the eCMR with QES an e-signature app called eParakasts, which is available only in Latvia, 

this means that in this process as an example, the cargo transportation is carried out in Latvia. 

Nevertheless, the process would be the same, if the participating parties use authentication methods to 

their liking. A list of all possible authentication methods and their worldwide availability can be seen 

in Appendix 4.  

For using eID Easy Docs, there are prices for every authentication and e-signing method, hence, 

all the costs are calculated, and an invoice is sent to Vervo at the end of the process. It is not shown 

specifically in the process because charging customers for signatures may require modifying the billing 

system, which could be complicated and inconvenient. Therefore, it is suggested to maintain the current 

pricing structure, such as per user or per envelope, to avoid any such changes. To facilitate this, users 

can sign up at eID Easy and register their credentials on the configuration page (Pala, 2022). The pricing 

for eID Easy is clear and comparable to the direct integration cost of the Qualified Trust Service 

Provider (QTSP). The costs per method and country can be seen in Appendix 2, Appendix 3, and 

Appendix 4.  
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Figure 7. Visualization of signing the eCMR with eID Easy Docs 
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5. Conclusions and recommendations 

In the final chapter, conclusions by answering the main research question, and 

recommendations with comments for future work are given.  

5.1. Conclusions 

The research aimed to find an e-signature software platform that can be used worldwide can be 

integrated with Vervo's software Onfrex, can be easily used for all transportation industry parties - 

consignors, consignees, and carriers, and has all the necessary security and legal compliances. The 

research question presented at the beginning of the thesis was:  

Which e-signature software supports the integration of e-signatures for eCMR documents 

signed by shippers, receivers, and carriers and that can be compatible with freight forwarding 

and logistics company Vervo's Onfrex platform? 

To answer the research question, first, we had to conduct a literature review to understand what 

exactly CMR and eCMR are, additionally learn about the e-signatures and how the algorithm of digital 

signing is performed. The selection of a suitable e-signature software platform started with collecting 

and analyzing the requirements of what e-signature software should have. We gathered list of all 

possible features, however, for us to compare and analyze the list was narrowed down to 15 

requirements.  

After researching and listing all the necessary requirements, a list of possible e-signature 

software platforms were given. Software platforms were selected based on their ratings and number of 

reviews, as well as noted the industries where these platforms are used the most. Many of them are used 

for simple document signing and for small user groups, which was not the case for Vervo. This software 

has to be able to process thousands of documents and be reachable to many users. Out of all e-signature 

software platforms, a comparison was made between Adobe Acrobat Sign, DocuSign, Dropbox Sign 

(HelloSign), eID Easy Docs, and SignNow. Every software besides eID Easy Docs had already 

determined subscription plans, and it was also possible to contact software providers for personalized 

quota. In the context of research, we did not consider the option for personalized features and price. We 

evaluate the platforms based on their established plans.  

Next, an elaborate evaluation was made between all previously mentioned software platforms. 

Dropbox Sign and eID Easy Docs checked equally the requirements that Vervo managers are looking 

for based on priority. Therefore, a more detailed evaluation between Dropbox Sign and eID Easy Docs 

was executed. Although at first DropBox Sign might seem a better option, it was crucial for Vervo that 

the software is available for many users without extremely high costs, that is, due to thousands of clients 

and partners, for each user to have their own profile it would be a constraint for everybody to install 

such software. Therefore, a favor was towards eID Easy Docs because costs are made from different 

authentication methods and signature levels, and not from a number of users, and can be accessed 

through the Web. 

At last, it is important to comprehend the current situation as to how the CMR consignment 

note is signed now, therefore, an analysis and process flow was presented. This analysis helped to 

understand better that costs and workload are high as the CMR note is printed and scanned many times, 

sent via post, and can be easily forged. This helped to better reason that eCMR is needed, but the 

challenge arose to learn how exactly the eCMR should be signed and with what tool.  

Although, it was not possible for Vervo managers to try the eID Easy Docs, and because Onfrex 

is currently a work in progress, it is not possible to see how these two platforms exactly work together, 

however, what is clear is that the eID Easy Docs can be integrated with Onfrex through eID Easy Docs 

API. Hence, a visualization of how the eCMR can be signed using the eID Easy Docs API is presented.  
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5.2. Recommendations 

The aim of the recommendations is to present Vervo management that before Onfrex is fully 

ready, it is advisable to test the eID Easy Docs and start using it in other daily activities, as well as, 

provide training to employees and others Vervo service users. Both these activities can help better 

understand the eID Easy Docs, how it works, and how to use it before it is implemented fully with 

Onfrex. 

5.2.1 Start using eID Easy Docs 

 Because due to the time constraints of the research, we could not test the software during the 

study, and because the research was conducted for specifically signing the eCMR and how Onfrex will 

be used for signing it, it does not exclude the possibility that the software can be used for signing other 

documents besides eCMR, therefore, we advise starting using the software for signing order of 

shipments, invoices, and other agreements while Onfrex is still being made. As mentioned, the software 

was researched with eCMR in mind, however, because the eCMR system is slowly developing in 

Europe, it will be in force starting in the year 2026 (Ratification of the eCMR Protocol in Europe - 

Transfollow, 2022). Until then it would be helpful for clients and partners, and employees of Vervo to 

get customized with the eID Easy Docs. This will help to identify any issues or problems before they 

become widespread. 

5.2.2. Provide support 

Providing ongoing support is essential to ensuring that employees and software users are using 

the e-signature software effectively and efficiently. By offering ongoing training, providing a user 

manual, having a support team, conducting regular check-ins, addressing feedback, and keeping the 

software up-to-date, a company can maximize the benefits of the e-signature software while minimizing 

the risk of errors or issues. 

5.3. Future work 

The future research could be carried out in three ways, either look into the technical side as to 

how the software can better be integrated with Onfrex and what steps to take, that is, what commands 

and queries to use. Research to find out how to inform and introduce the software to employees of 

Vervo and their clients and partners, that is, what activities, training, and approaches so the users can 

feel encouraged to use such software. Additionally, investigate what clients and partners of Vervo think 

about the software, maybe in the scope of one country, as how they value the user experience, and what 

should be improved if needed.  

Nonetheless, because technologies change rapidly and as mentioned previously very soon 

eCMR practices will be in force, this means, that when Onfrex is done, a pilot project of how the eCMR 

works, in reality, should be done, as how in other Europe countries many pilot projects are carried out. 

This might help Vervo managers to see what still needs to be added or changed to Onfrex, and how 

clients and transports feel about Onfrex.   
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7. Appendix 

Appendix 1. Interview Questions 

1. What is your opinion on the current situation with signing CMR documents?  

2. Who will be the main users of the e-signature system?  

3. What is the expected number of users?  

4. Do Vervo employees also need to sign e-documents?  

5. Apart from CMR, is the e-signature system intended for signing other documents?  

6. What kind of user interface would you like to see for the e-signature system?  

7. What security procedures do you want the e-signature system to provide? That is, what 

authentication methods should clients and partners use? eID, biometrics, bank accounts?  

8. Do you want the e-signature program to be paid for with a monthly subscription or a one-time 

purchase?  

9. What budget do you want to allocate to the e-signature system?  

10. Besides integrating with Onfrex, is there any other program that should also connect to the e-

signature system?  

11. Do you want the user to be able to personalize CMRs, i.e., add specific logos or stamps?  

12. Should the e-signature system be available only within Europe or outside of it as well?  

13. How important is availability outside the European Union?  

14. Should the e-signature system be available in multiple languages or only, for example, in English?  

15. Would the signature system need to be available in offline mode?  

16. In what form should this system be? That is, as an application or in a web browser? 
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Appendix 2. Authentication methods for eID Easy Docs 

Method Price Coverage 

MojeID login €0.06 CZ 

Freja eID login €0.06 FI, SE, NO, DK 

Itsme login contact for pricing BE 

Estonian ID card login €0.00 EE 

Estonian Mobile ID €0.12 EE 

Smart-ID login €0.12 EE, LV, LT 

Portugese Cartão de Cidadão €0.00 PT 

Belgium ID card login €0.00 PT 

Finnish Henkilökortti €0.00 FI 

eParaksts Mobile login €0.06 LV 

eParaksts Smart Card €0.00 LV 

Austrian Handy-signatur login €0.06 AT 

Lithuanian ID Card €0.00 LT 

Lithuanian Mobile ID €0.12 LT 

Serbian ID Card €0.00 RS 

Swedish Bank ID €0.12 SE 

IDIN €0.50 NL 
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Appendix 3. Qualified Electronic Signature Prices for eID Easy Docs 

Method Price 

Austrian HandySignatur (QES) 1.50 EUR 

Danish MitID signature (AdES light) 0.40 EUR 

Smart ID mobile app signature (QES) 0.20 EUR 

Estonian ID card signature (QES) 0.15 EUR 

Estonian Mobile ID signature (QES) 0.20 EUR 

Evrotrust [supported countries] (QES) 1.50 EUR 

D-Trust’s Sign-me [several countries] (QES) 1.50 EUR 

D-Trust’s Sign-me [several countries] (AdES full) * 0.50 EUR 

Latvian ID card signature (QES) 0.15 EUR 

Latvian eParaksts Mobile signature (QES) 0.15 EUR 

Lithuanian ID card signature (QES) 0.15 EUR 

Lithuanian Mobile ID signature (QES) 0.20 EUR 

Finnish ID card signature (QES) 0.15 EUR 

Finnish Trust Network signature (AdES light) 0.40 EUR 

Finnish Trust Network signature (AdES full) 0.89 EUR 

Swedish BankID signature (AdES light) 0.40 EUR 

Swedish BankID certificate-based signature (AdES full) * 0.89 EUR 

Swedish BankID certificate-based signature (QES) * 1.50 EUR 

France’s CertEurope USB tokens (QES) 0.15 EUR 

Romania’s certSIGN USB tokens (QES) 0.15 EUR 

Czech MojeID (AdES light) 0.40 EUR 

Norwegian BankID signature (AdES-QC) 1.50 EUR 

Freja eID seal-based signature [Se, Fi, No, Dk] (AdES light) 0.40 EUR 

Freja eID+ certificate-based signature [SE] (AdES full) 0.89 EUR 

Freja eID+ certificate-based signature [SE] (QES)* 1.50 EUR 

Belgian ID card signature (QES) 0.15 EUR 

Portuguese ID card signature (QES) * 0.15 EUR 

Portuguese Chave Movel (QES) 0.60 EUR 

Dutch iDIN signature (AdES light) 1.00 EUR 

Unataca (QES) 0.30 EUR 

German Yes.com (through German banks) (QES) 4.50 EUR 
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Italian SPID signature (QES) 1.50 EUR 

Benelux Itsme signature (QES) * 2.00 EUR 

Halcom One (QES) 1.50 EUR 

ZealiD [EU/EEC] (QES) 5.00 EUR ** 

Polish SimplySign signature (QES) 0.15 EUR 

Ukrainian DIIA (non-eIDAS QES) * 0.15 EUR 

Singaporean SingPass signature (AdES full) * 0.40 EUR 

Document scanning based signature with Verifai (SES/AdES light) 1.50 EUR 

Company e-Seal (QESeal) 0.15 EUR 

Simple Electronic Signature (SES, SES 2FA) 0.15 EUR 
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Appendix 3. Signature methods for eID Easy Docs 

Method Price Level 

Supports 

visual 

signature 

Supported 

container 

types 

Coverage 

Itsme 

contact for 

activation 

and pricing 

QES Yes pdf BE 

ZealID app 

contact for 

activation 

and pricing 

QES Yes 

pdf, asice, 

cades, 

xades 

AT, BE, BG, CZ, DE, DK, EE, ES, 

FI, FR, GB, GR, HR, HU, IE, IT, 

LV, LT, NL, NO, PL, PT, RO, RS, 

SE, SI, SK 

Estonian ID 

card 
€0.15 QES Yes 

pdf, asice, 

cades, 

xades, 

pkcs1 

EE 

Estonian 

Mobile-ID 
€0.20 QES Yes 

pdf, asice, 

cades, 

xades 

EE 

Lithuanian 

Mobile-ID 
€0.20 QES Yes 

pdf, asice, 

cades, 

xades 

LT 

SPID €1.50 QES Yes pdf IT 

Smart-ID €0.20 QES Yes 

pdf, asice, 

cades, 

xades, 

pkcs1 

EE, LV, LT 

Belgian ID 

card 
€0.15 QES Yes 

pdf, asice, 

cades, 

xades 

BE 

Lithuanian 

ID card 
€0.15 QES Yes 

pdf, asice, 

cades, 

xades 

LT 

Latvian ID 

card 
€0.15 QES Yes 

pdf, asice, 

cades, 

xades 

LV 

Finnish ID 

card 
€0.15 QES Yes 

pdf, asice, 

cades, 

xades 

FI, AX 

Croatian ID 

Card 
€0.15 QES Yes 

pdf, asice, 

cades, 

xades 

HR 
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CertEurope 

USB token 
€0.15 QES Yes 

pdf, asice, 

cades, 

xades 

FR 

certSIGN 

USB token 
€0.15 QES Yes 

pdf, asice, 

cades, 

xades 

RO 

Austrian 

Handy-

Signatur 

€1.50 QES Yes pdf AT 

Latvian 

eParaksts 

Mobile 

€0.15 QES Yes 

pdf, asice, 

cades, 

xades 

LV 

E-mail/ 

SMS 
€0.15 SES Yes pdf WORLD 

Finnish 

Trust 

Network / 

Luottamusv

erkosto 

€0.40 AdES Yes pdf, asice FI, AX 

Finnish 

Trust 

Network / 

Luottamusv

erkosto 

€0.89 AdES Yes pdf FI, AX 

Evrotrust €1.50 QES Yes 

pdf, asice, 

cades, 

xades 

AL, AD, AM, AU, AT, AZ, BY, 

BE, BA, BG, CA, HR, CY, CZ, 

DK, EE, FI, FR, GE, DE, GR, HU, 

IS, IE, IT, IL, KZ, KE, XK, LV, LI, 

LT, LU, MT, MD, MC, ME, NL, 

NZ, NO, MK, PL, PT, RO, RU, 

SM, RS, SK, SI, ES, SE, CH, TW, 

TR, UA, GB, US, VA, AX 

MojeId €0.40 AdES Yes pdf, asice CZ 

Google €0.50 SES Yes pdf, asice WORLD 

Swedish 

BankId 
€0.40 AdES Yes pdf, asice SE 

D-Trust 

sign-me 
€1.50 QES Yes pdf, cades 

DE, CA, ZA, GR, NL, BE, FR, ES, 

PT, LU, IE, IS, MT, CY, AX, FI, 

US, BG, HU, LT, LV, EE, HR, SI, 

IT, RO, CH, CZ, SK, LI, AT, GG, 

DK, SE, NO, PL, MX, AR, BR, 

CL, AU, ID, PH, SG, RU, JP, KR, 

CN, TR, IN, SA, AE, QA 
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Chave 

Movel 
€0.60 QES Yes pdf, asice PT 

Mit ID €0.40 AdES Yes pdf, asice DK, GL 

Norwegian 

Bank ID 
€1.50 AdES Yes pdf NO 

Freja eID €0.40 AdES Yes pdf, asice 
DK, EE, FI, LV, LT, NO, PL, RO, 

SK, SE, GL, AX 

Audkenni 

contact for 

activation 

and pricing 

QES Yes 

pdf, asice, 

cades, 

xades 

IS 

SimplySign €0.15 QES Yes 

pdf, asice, 

cades, 

xades 

PL 

Yes.com €4.50 QES No pdf DE 

Uanataca €0.30 QES Yes 

pdf, asice, 

cades, 

xades 

ES 

Halcom €1.50 QES No pdf SI 

CertSIGN 

WebSign 
€0.15 QES No pdf RO 

Swisscom €1.70 QES No pdf CH 

IDIN €1.00 SES Yes pdf, asice NL 

Verifai €1.50 SES Yes pdf, asice 

AF, AX, AL, DZ, AS, AD, AO, AI, 

AQ, AG, AR, AM, AW, AU, AT, 

AZ, BS, BH, BD, BB, BY, BE, BZ, 

BJ, BM, BT, BO, BA, BW, BV, 

BR, IO, BN, BG, BF, BI, CV, KH, 

CM, CA, KY, CF, TD, CL, CN, 

CX, CC, CO, KM, CG, CD, CK, 

CR, CI, HR, CU, CY, CZ, DK, DJ, 

DM, DO, EC, EG, ER, GQ, ER, 

EE, ET, FK, FO, FJ, FI, FR, GF, 

PF, TF, GA, GM, GE, GH, GI, GR, 

GL, GD, GP, GU, GT, GN, GW, 

GY, HT, HM, VA, HN, HK, HU, 

IS, IN, ID, IR, IQ, IE, IM, IL, IT, 

JM, JP, JE, JO, KZ, KE, KI, KW, 

KG, LA, LV, LB, LS, LR, LY, LI, 

LT, LU, MO, MK, MG, MW, MY, 

MV, ML, MT, MH, MQ, MR, MU, 

YT, MX, FM, MD, MC, MN, ME, 

MS, MA, MZ, MM, NA, NR, NP, 

NL, NC, NZ, NI, NE, NG, NU, NF, 
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KP, MP, NO, OM, PK, PW, PS, 

PA, PG, PY, PE, PH, PN, PL, PT, 

PR, QA, RE, RO, RU, RW, BL, 

SH, KN, LC, MF, PM, VC, WS, 

SM, ST, SA, SN, RS, SC, SL, SG, 

SK, SI, SB, SO, GS, KR, SS, ES, 

LK, SD, SR, SJ, SZ, SE, CH, SY, 

TW, TJ, TZ, TH, TL, TG, TK, TO, 

TT, TN, TR, TM, TC, TV, UG, 

UA, AE, GB, UM, US, UY, UZ, 

VU, VE, VN, VG, VI, WF, EH, 

YE, ZM, ZW 
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