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Abstract

Manual operations currently dominate the testing and certification industry, and there
are problems such as low efficiency, high costs, and data islands. The research found
that the Testing as a service (TaaS) reference model characterized by remote monitoring
and remote control has been widely used in other industries, mainly the education
industry, and has achieved good results. This study aims to provide inspection and
certification companies with a cloud-based platform that enables remote monitoring
and remote control by studying the existing TaaS reference model in academia. The
study found some reference models of cloud-based platforms that can be used by
inspection and certification companies. Next, this study summarizes the needs of
stakeholders for the cloud-based platform through literature searches and real-world
observations. However, research finds previous reference models do not fully meet
stakeholder needs. Afterward, this study designs a cloud-based platform reference
model and a cloud-based platform control model based on the reference model
mentioned in the literature and the needs of stakeholders. Finally, this report applies the
Technical Action Research (TAR) research method to verify the cloud-based platform
reference model in the context of the data of SGS company and the case of TeREES. In
order to evaluate the reference model, this report also conducts expert interviews as an
evaluation process that confirms that the cloud-based platform reference model's design
meets this report's main research objectives.
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1. Introduction

1.1 Problem Statement

Testing is evaluating a system or its component(s) to determine whether it satisfies the
specified requirements. Cloud-based testing is a means of testing cloud-based
applications that use resources found in the cloud. By leveraging a cloud computing
solution for testing, organizations can shorten provisioning time because the cloud
enables the provisioning of test servers on demand. Applying a cloud computing
platform helps ensure unused servers are not sitting idle[1].

In educational fields, especially in STEM (Science, Technology, Engineering, and
Mathematics), remote practical activities are extended and modified to be accessible
online anytime from any device connected to the Internet. In computer science,
education, virtualization tools, and technologies are gaining popularity over classical
ones [2][3] as they significantly facilitate the conception of realistic, complex,
controllable, and repeatable computer networking experiments [4]. The same
advantages are also needed in the testing inspection and certification industry for the
same purpose. The industry provides testing and inspection services for consumer
products manufactured mostly in mainland China for overseas buyers and certification
services for such products, as well as for relevant quality management systems.

Inspection and certification laboratories' equipment monitoring and control are still
mainly operated by on-site manual operations. It has been observed that these
experiments are time-consuming, especially temperature tests, which often take hours
and rarely require human intervention. Due to the limited number of experimental
equipment, the equipment often runs overnight to catch up with the project schedule.
For the experiment to proceed normally, laboratory staff also need to stay on the
experimental site to monitor the progress of the experiment. This kind of monitoring
work often requires only a few instruction interventions, and automation can replace
night shift work entirely.

On the other hand, customers who commission an inspection and certification
company to conduct experiments want to obtain the results of laboratory tests to
improve the customer's product. However, the staff and laboratory operators
communicating with customers within inspection and certification companies are
usually in different departments. Their knowledge backgrounds are also quite
different. These factors may lead to misunderstandings in data sharing or even damage
the reputation of inspection and certification companies. At the same time, the
company's confidentiality policy may also affect the data sharing process. Therefore,
there is an urgent need for a platform that can efficiently and compliantly realize data
sharing.



1.2 Research Context and Motivation

1.1.1 Scientific context

Today we discuss “Online laboratory,” “Laboratory as a Service (Laas),” or *“ Cloud-
based testing,” which are usually under the context of educational purposes and the
construction of laboratories in universities. However, in industry, the intelligent
transformation of laboratories to improve management efficiency and better serve
customers is being carried out simultaneously. On the one hand, deploying an online
laboratory could realize remote control of the laboratory, which can effectively and
reasonably set the testing instruments to maximize efficiency. On the other hand,
online laboratory experiments can be adapted to experimental projects that require
harsh external environments, high-density manual control, and rapid data provision.
However, the current “online laboratory” models are usually designed for educational
purposes. Its architecture does not provide better scalability for users outside the
service organization.

In this report, “online laboratory” and “smart laboratory” are defined as a set of
physical instruments controlled by the client following the predefined functionalities
and services stored in the server. The definition follows [5, 6] Salzmann & Gillet and
Tawfik’s paradigms to enable interoperability between server and client. According to
a study by M. A. Bochicchio and A. Longo[3], in the last 20 years, the classic
“laboratory” concept has been technologically extended according to four main
dimensions, and remote laboratories are one of them([7, 8, 9, 10, 11, 12]. However, the
existing remote laboratory models rarely focus on inspection companies, which have
special requirements within themselves and with their stakeholders.

1.1.2 Practical context

SGS provides a context in which this research project takes place. SGS is a company
that provides testing, inspection, and certification services. There are about 2,600
laboratories distributed in more than 100 countries and regions, delivering testing,
inspection, and certification services to industrial manufacturing, public affairs,
chemicals, health and safety, architecture, agriculture, energy, and many other related
industries. Their value to society enables a better, safer, and more interconnected
world.

Better; SGS enables a better world by helping businesses everywhere work efficiently,
deliver quality, and trade with integrity and trust.

Safer; SGS enables a safer world by ensuring that the environment where you work
and live is secure and clean and that the products you use or consume are safe.

More interconnected; SGS enables a more interconnected world by helping new
technology reach consumers quickly and affordably, ensuring IT and data security,
and using Al and IoT to develop smart cities[13].

This article was inspired by observations while working at the SGS Suzhou branch.
The equipment in this division's laboratory is divided into the electromagnetic



compatibility (EMC) test group and the safety test group. The electromagnetic
compatibility (EMC) test group includes a 10-meter anechoic chamber, two 3-meter
anechoic chambers, a radiated immunity test system, a set of automation
Bluetooth/Wi-Fi regulation test systems, a set of millimeter wave test facility, and a
set of Specific Absorption Rate (SAR) test system. The safety test group includes
several programmable AC/DC variable frequency power supplies, several constant
temperature/humidity chambers, a group of temperature shock chambers, a group of
rapid temperature change chambers, and ten ovens. Typically, experiments involving
groups of EMC experimental equipment are shorter, about 2 to 3 hours. Except for the
SAR experimental equipment, which only one person can carry, other equipment
requires two or more people to operate. Only one person is required to experiment
with the voltage-related equipment in the safety test equipment group. The experiment
duration varies from 1 to 3 hours; the temperature-related equipment requires one to
two people, and the experiment lasts at least 5 hours.
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Figure 1 The humidity test in accordance with the Chinese Civil Aviation Technical

Standard CTSO-C73; Summarized from

http://www.caac.gov.cn/ XXGK/XXGK/BZGF/JISBZGD/201511/t20151102_7840.htm

1

Figure 1 shows the flow chart of the humidity test in accordance with the Chinese
Civil Aviation Technical Standard CTSO-C73. A humidity test is one of the tasks
performed by the equipment of the safety test group. The steps in this flow chart are
all implemented manually at present. This process requires at least 240 hours of
manual on-site monitoring, consuming a lot of workforce and costs. However, the
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steps before the visual inspection in the process, that is, the process on the left side of
the flow chart, can be realized entirely through remote monitoring, remote control,
and automation.

Currently, SGS has applied a few integrated automation platforms based on local
server control. It is called Safety Testing Automation Systems (STAS ®). STAS® is a
data acquisition and motion control platform for electrical and another safety testing.
It has realized the automation from testing to reporting by translating the test methods
into software language by establishing the connection and communication between
the control platform and the power supply system, testing instruments, and auxiliary
devices. It has now been developed to the fifth generation STAS®-Plus. And the
cloud-based platform that realizes remote control and remote monitoring supporting
STAS®-Plus has not yet been implemented. SGS has an idea for remote monitoring
and remote-control platform, namely Test Resource & Equipment Eco-System
(TeREES®). TeREES® is going to be an loT-based laboratory resource management
system. It has the following features:

*  Dashboard to monitor the running status of 80 environmental test equipment;

*  Experiment online booking & scheduling;

*  Online test plan programming

* Data acquisition & processing

*  Equipment profile management

Furthermore, SGS would like to allow other stakeholders, like their clients, to access

the cloud-based platform. They have reached cooperation intentions with some well-

known companies to provide remote online equipment monitoring systems in the

future. The system is based on STAS®-Plus and TeREES®. Take the cooperation

between SGS and a large wind power group as an example. It is called Oil Condition

Monitoring (OCM OnlineTM). The OCM OnlineTM system has the following

features:

»  Sensors are connected by STAS®-Plus and installed in equipment (E.g., turbines)
for oil condition (E.g., contamination, wear, viscosity) monitoring;

e Real-time data to SGS Cloud via 4G/5G;

*  Cloud-based platform for data monitoring/ analysis.

SGS expects the OCM OnlineTM system to connect to the client’s diagnosis platform
to ensure the operation & maintenance of the wind field. The OCM OnlineTM
planned system architecture is presented in Figure 2.
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1.3 Research Objectives

The high-level goal of this report is to provide appropriate cloud-based testing for
testing and certification companies to improve their business performance and
complete complicated tasks. This architecture includes recommendations for an
organizational shift from companies using traditional testing models to cloud-based
platforms. The high-level goal of this research is translated into the following main
research question:

What is an appropriate cloud-based testing reference model for the SGS testing lab, and how
should it be implemented?

The main research question is divided into three secondary research objectives
according to the logical order of the research. Research must look for relevant cloud
test architectures in the published literature and examine and certify company
stakeholders' needs for cloud test architectures. Assuming that finding models from
the literature can only partially meet the needs of stakeholders for cloud test
architecture, this report will design a cloud test architecture that meets the needs of
stakeholders based on the cloud test architecture found in literature searches.

Sub — Research Objective 1



To find one or more reference models for the design of the cloud-based testing
according to published literature;

Research Question 1(RQ1):
What is the existing reference model for the cloud-based testing?

Sub — Research Objective 2
To find the needs of stakeholders for cloud-based testing and the changes to them after
the adoption of cloud-based testing.

RQ2:
Which are the benefits of adopting cloud-based testing platform for the stakeholders?

RQ3:
What requirements are needed to be fulfilled for testing and certification company and
their stakeholders when adopting cloud-based testing?

Sub — Research Objective 3
To design/adopt a cloud-based testing reference model for a testing and certification
company and give advice on its implementation process.

RQ4:
How should the cloud-based testing reference model be designed?

RQ5:
How to change the laboratory management policy to fit the cloud-based testing
system?

RQ6:
How effective is the cloud-based testing reference model?

In order to accomplish these goals, this report will investigate the existing literature in
academia to find useful reference models for cloud-based testing and answer RQ1 by
summarizing these reference models. This article will answer RQ2 and RQ3 through a
literature survey, and stakeholder needs analysis. This article will answer RQ4, RQS5,
and RQ6 through treatment design and status survey.

1.4 Research Methodology

This report follows the Design Science Research Methodology (DSRM) defined by
Peffers et al. [14].

1. Problem Identification & Motivation; The main objective is to define the specific
research problem and justify the solution's value. A literature review is performed
in this stage. The aim is to summarize all existing content on research questions and
objectives.

2. Define the objectives for a solution; The main research object is defined and broken
down into three sub-objectives. The main research object will be fulfilled with an
artifact that fits the pre-defined research question.
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3. Design and development; This phase includes academia's model reference for the
cloud-based testing reference model suitable for verification and certification
companies, the existing architecture, and requirements of SGS, and the
requirements for the model formed in the case study.

4. Demonstration & Evaluation; SGS provides a practical experimental environment
for the model. For the evaluation process, semi-structured interviews were
introduced to incorporate expert opinion to assess model effectiveness.

5. Communication; This dissertation exists and aims to provide testing and
certification companies with a reference for the communication of cloud-based
testing laboratory architecture.

1.5 Thesis Structure

Chapter | Content Related Sub-RO Method
and RQ

Chapter 2 uses the systematic literature Sub-RO1 Systematic literature
review method to search the Scopus database | RQ1 review method

with keywords to find out whether there is a
cloud-based reference model for third-party
inspection and certification companies to
adopt.

Chapter 3 discusses the benefits of using a Sub-RO2 Literature review &
cloud-based testing platform for inspection RQ2 & RQ3 Field study

and certification companies and stakeholder
needs for a cloud-based testing platform by
summarizing the results of a systematic
literature review and field study.

Chapter 4 uses the relevant cloud test Sub-RO3 Literature review &
platform model found in the second chapter RQ4 & RQ5 Field study

and combines the needs of stakeholders
discussed in the third chapter to design a
cloud test platform model suitable for
inspection and certification companies.

Chapter 5 uses the case of TeREES from SGS | Sub-RO3 Expert evaluation
to provide context for the cloud-based RQ6
5 platform and interviews three experts to
evaluate the example designed against the
reference model (figure 24).

1.6 Practical and Scientific Relevance

This section will introduce the relevance from a practical and scientific perspective.

1.6.1 Practical relevance




Industry-related research shows remote laboratory models can effectively improve
operational efficiency [15]. The remote laboratory reference model proposed in this
report is meant to help inspection and certification companies to improve their
efficiency and enhance the client experience. Using the model and the supporting
management policies, practitioners can obtain a reference informing them what part
should be considered when conducting remote and intelligent laboratories. Although
this experimental model is based on the laboratory architecture of SGS, the
architecture of this model refers to the architecture of remote laboratory models in
academia. This report believes that the laboratories of other testing and certification
companies will also benefit from the construction of remote laboratories.

1.6.2 Scientific relevance

Due to the influence of Industry 4.0, more enterprises and organizations are gradually
paying attention to automation to increase their efficiency and enhance customer
experience. However, based on our research, there isn’t much attention drawn to this
direction. The current “online laboratory” models are usually designed for educational
purposes. This research gathers, integrates, and analyzes the current method and
reference model from selected sources and proposes an online laboratory reference
model to automate inspection and certification companies.

To sum up, the paper makes two contributions of scientific relevance. First, we
contribute a reference model for inspection and certification companies to reform their
current laboratory architecture into a remote laboratory architecture. Second, we
propose a case demonstrating how the architecture works in an inspection and
certification company that helps it form its remote laboratory architecture. We also
believe that follow-up research is needed to improve its adaptability to different
projects of different companies in the inspection and certification industry.



2. Literature Review

This chapter conducts a systematic literature review. 2.1 Introduces research methods
and keywords for literature search. 2.2 summarizes the evaluation criteria for the
quality of literature. 2.3 summarize the results of the literature search. This chapter is
related to Sub-Research object 1 and Research question 1.

2.1 Methodology

I applied the basic systematic literature review method described by Kitchenham [16].
The primary searching method is automated search using complex keyword
combinations via Scopus. These keywords are split into three groups:

1. "Laboratory as a service" OR "Testing as a service" OR "Smart testing" OR "Smart
Inspection” OR "Remote laboratory";

2. "Architecture" OR "Model" OR "Reference Model";

3. "Cloud" OR "Cloud-based" OR "Distributed";

Since SCOPUS allowed the construction of complex searches and reducing the
number of searches reduces the problem of integrating search results, the SCOPUS
search was based on a complex search query:

Search: TITLE-ABS-KEY ( “Laboratory as a service” OR "Testing as a service" OR "
Smart testing" OR "Smart Inspection" OR "Remote laboratory") AND TITLE-ABS-KEY
( "Architecture”  OR "Model" OR "Reference Model" ) AND TITLE-ABS-
KEY ("Cloud" OR "Cloud-based" OR "Distributed")

The automated search found 164 studies through the search.

I re-checked China national knowledge infrastructure(CNKI), and these two papers
are still missing. However, I found that any other papers do not cite these two papers,
so I concluded that I hadn’t missed any other mainstream paper and did not need to
take more detailed searches for missing studies.

2.2 Performance Criteria

The main object of the paper was to discuss whether there are cloud-based reference
models for third-party inspection and certification companies to adopt. This inclusion
criterion defines the basic scope of the study I reviewed.

The selection of papers is divided into two steps. The first selection process was
designed to exclude irrelevant, duplicate papers based on title, abstract, keywords, and
papers that cannot be found. Each paper is screened to identify papers that can be
rejected based on abstract and title. This step led to the exclusion of 38 papers.

These papers do not present a remote laboratory model nor identify the critical

infrastructure of cloud-based testing technology (e.g., [16] presented an evaluation

method against the ability of a knowledge management cloud without discussing the
10



critical components of a cloud management system.)

The second step is to select papers from the remaining papers based on the inclusion
and exclusion criteria below:

® The paper is complete (not a preface or an introduction to a proceeding).

® At least a model is presented in the paper (not an introduction to recent
development or comprehensive literature review).

® The model should have specific application scenarios, such as educational
scenarios.

This step resulted in the exclusion of 17 papers. After this step is completed, there are
110 articles left for reference.

To assess the quality of the paper, I conducted a few questions based on the review
questions and research goals. Sample answers to a list of assessment questions are
also provided to help understand the assessment form for the essay.

Q1: Did the paper report the critical infrastructures for building a remote laboratory
model? If it did, what are they?

This question is set to answer RQ1 and to complete Sub-Research Object 1. This
question is to find a suitable cloud-based testing reference model for designing a
cloud-based testing model suitable for testing and certification companies.

Q2: Did the paper report the benefit and drawbacks of adopting cloud-based testing
technology/remote laboratory system? If it did, what are they?

This question is set to answer RQ2 and RQ3 and to complete Sub-Research Object 2.
To answer RQ2, Q2 is asked to find the requirement of stakeholders from the paper
introducing a cloud-based testing reference model in a different industry. Since the
benefits of cloud-based testing are often categorized as benefits to different
stakeholders in other industries, this question can infer the benefits of cloud-based
testing for stakeholders in testing and certification companies. I will analyze the SGS
stakeholders’ requirements using the results as a reference. Similarly, in order to find
answers for RQ3, Q2 can also find out the benefits of cloud-based testing models to
other industry stakeholders, allowing this report to deduce the benefits of cloud-based
testing to stakeholders of testing and certification companies.

Q3: Did the paper report the implementation process and steps need to be taken
during the adoption?

This question is set to answer RQ4. Suppose the referenced paper mentions the
detailed process of the implementation phase of the cloud-based testing reference
model in other industries. In that case, it is easy to apply it to the implementation

phase of the cloud-based testing model in the testing and certification company.

The questions are scored as follows:

11



Question 1: Yes(Y), the paper reports every infrastructure and identifies its use;
Partly(P), the paper reports only part of the infrastructures and their use; No(N), the
paper reports nothing about the composition of the remote laboratory model.

Question 2: Yes(Y), the paper reports a few benefits and drawbacks of adopting cloud-
based testing technology/remote laboratory system; No(N), the paper doesn’t report
any benefit or drawbacks of adopting cloud-based testing technology/remote
laboratory system.

Question 3: Yes(Y), the paper reports every implementation step, including validation
in detail; Partly(P), the paper reports part of the implementation steps with some steps
defined; No(N), the paper doesn’t mention anything related to implementation.

The scoring procedure is Y = 1, P = 0.5, N = 0. The scoring results are shown in the
table (Table 8) under reference.

{
=
8
= Records identified via Scopus, (n = 165).
1=
L]
=
Records excluded (n = 38)
Records after 1st selection process Obviously irrelevant
n=127) Duplicate records
o Records not found
=
=
Lib]
- ¥ ) N
O Records excluded (n = 17)
0w ) Paper not complete
Records aﬂer[inl:l ffénictmn process Model is not present
- Maodel should have specific
application scenarios
r
2e
g = F.ecords that go to guality scoring step (n = 110)
a3

Figure 3 Flow chart of literature selection steps

2.3 Review Results

2.3.1 Key infrastructures for remote laboratory models

12



In summary, Q1 asked about the critical infrastructures of the remote laboratory
model. It's clear that on the infrastructure level, there are four key components:
measurement instrument, lab server, management system, and client [7]. However,
there are two different types of models for constructing the network. Gao et al. [18]
proposed the difference between traditional cloud server platforms and SOA-oriented
cloud servers. They believed that SOA-oriented cloud servers have advantages in
testing objectives and focus, testing environment, testing techniques, systematic tool
composition and integration, large-scale test simulation, service delivery, and test
support service.

Physical Mashups is an Internet of Things software architecture based on REST-style
Web services proposed by researchers at the Swiss Federal Institute of Technology in
Zurich [19]. Its reference model is shown in Figure 4. This model builds the device side
as a web service built on the smart gateway. This web service is provided in the form
of Pull/Push. Two modules in the cloud are provided: an event hub and physical
mashups. The event hub distributes the events triggered by the gateway Web service to
the corresponding applications. The physical mashups module aggregates the smart
gateway's web service with the cloud's web service to quickly create user-defined
applications. In addition, each application can also directly access the Web service
provided by the intelligent gateway.

Application €

[
Y
Web Service -« » Physical Mashups
Cl_oud v
side
Event Hub
Y [y
¥ 4
Equipment Smart Gateway Smart Gateway
side Web Service1 Web Sernvice2
'Y [y
¥ ¥
Equipment 1 Equipment 2

Figure 4 Physical Mashups architecture

Aguru et al.[20] introduced three kinds of architecture that give a protocol for
defining the standards and techniques.

The simplest is the Three-Layer Architecture(a). It consists of a perception layer, a
network layer, and an application layer. The perception layer gathers data through
physical devices. The network layer collects data from the perception layer for storage
and distribution. The application layer maintains communication with the user for
accessing applications and data from specific resources.

13



The middleware-based architecture(b) contains an application layer, coordination
layer, backbone network layer, edge & access layer, and middleware layer. The
middleware layer is responsible for information communication between the network
and application layers. Middleware supports access to real-time information within
and between systems in an [oT network.

The service-oriented architecture (c) includes objects, object abstraction, service
management, service composition, and application layer. This architecture focuses on
adapting applications to different tasks. The application will call the service in the
network to be suitable for the task.

Application

Layer Applications
Application
Layer
Middleware Service
Layer Composition
| Coordination | | Service
Layer || Meanagement
Network Layer
Network Layer| | Abstraction

Perception Edge & Access

Layer Laver Objects

(a) (b) (©)
Figure 5 Three-Layer Architecture(a), middle-ware based architecture(b) and service -oriented
architecture (c)

As [21], 2014 proposed in MIDAS SOA-oriented cloud-based platform, the projects
were launched under two cases: a Healthcare services pilot for managing patients
affected by chronic diseases and a GS1 Logistic Interoperability Model supply chain
pilot. These SOA-friendly usage environments usually consist of a series of processes
rather than a single-point event. In the face of point events and the different outcomes
of events, especially when complex experimental conditions are involved, semi-
automated systems do not allow operators to identify problems quickly. In the
electromagnetic compatibility (EMC) experiment, due to the position and distance of
the sample from the signal, whether the ground reflection is considered or not, and the
dynamic change of the experimental site, the SOA-oriented platform is not as easy as
the traditional cloud-based platform to find out the problem of the experiment. Thus,
SOA-oriented platforms are not necessarily more advantageous than traditional
platforms regarding the experimental environment and adaptation to conditions.

2.3.2 Benefits of remote laboratory model

Q2 asked about the benefit of using a remote laboratory model. The SOA-oriented
remote laboratory model helps to resolve the IoT-specific testing issues regarding
coordination and scalability semi-automatically. However, considering the complexity
of the actual experimental environment, the traditional cloud-based platform suits an
actual testing environment well. The cloud allows systems to dynamically provide the
computing resources their users need, thus reducing expenses and energy

consumption as well as improving their scalability [22, 23]. Regarding the needs of
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stakeholders, since the articles surveyed in this literature review can be divided into
reference models built for remote laboratories in the field of education or engineering,
the needs of stakeholders also need to be appropriately adjusted according to different
fields. The following is a stakeholder analysis in education[24].

*  Students need to use experimental equipment regardless of time and place so that
they can flexibly arrange their study plans;

»  Universities hope to make full use of laboratory resources to realize cross-regional
and cross-organizational sharing of valuable experimental equipment;

« Finance wants to reduce lab maintenance costs;

+ Lab management wants to reduce lab maintenance.

The following is a stakeholder analysis in the engineering field:[25]

* The legal department and IT department are concerned that the confidential
experimental data will not be disseminated indiscriminately, and every sharing is
recorded;

* The laboratory department and other related department cares about the
performance parameters of the new platform, such as access time, runtime, capacity,
latency, etc., that are good enough not to affect work efficiency;

*  Customers care about the stability of the system and information sharing, hope that
the new platform will not affect the correctness of the test results, and hope to
understand some experimental data to understand and improve the product;

* IT departments expect new platforms to be highly maintainable, testable, modular,
and modifiable to complete maintenance work better and faster.

According to Gao [13] and Aziz [50], the remote laboratory model has the following
benefits:

1. It allows sharing of testing resources among many users and programs, which could
keep a high overall rate of utilization. Therefore, the hardware cost is better
amortized.

2. On-demand automated testing service in 365/7/24. While the testing process is
automated and distributed, the experimental tasks can be distributed at any time.

3. While more information is shared with the cloud-based platform, the information
could be shared with clients and other stakeholders for better customer service.

4. SOA architecture includes test environment construction and configuration, tool
selection, configuration and deployment, and test solution composition and integration
[13]. This feature is suitable for customized testing.

According to Troger & Rasche [133], Gao [67], and Yu [144], using an Enterprise
Service Bus (ESB) has the following advantages:

1. Standardized SOAP protocol, clients, and infrastructure can depend on different
platforms; This allows client and infrastructure implementation can rely on different
platforms [133].

2. State interaction with the Service is provided to the client in an interoperable and
standardized way; Standardized data allows the data to be processed and reused
within the company and with customers.

3. Leverage existing testing tools to build a configurable test environment to support
large-scale user-facing testing and Internet data traffic stress [67].

2.3.3 Implementation of remote laboratory model
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Q3 asked about the implementation steps of a remote laboratory model. The
implementation steps follow the design cycle: Problem investigation, model design,
model validation, model implementation, and implementation evaluation. About 25%
of the reviewed paper have advised on implementation. For those paper that
introduces the implementation process, they mainly implement the architecture
following the step: preparing hardware; preparing the basic engine of software;
preparing middleware; constructing cloud instruments; software testing. The
implementation process introduced by Yan [37] is the most typical. They divide the
whole cloud-based system into five parts:

1. Web Service LoadTester : LoadTester is responsible for receiving load test tasks
from testers and displaying their test results.

2. Test Task Manager; Test Task Manager is the core module. It oversees test task
dispatching, test results gathering, and preliminary trim. Test Task Manager receives
the test task from LoadTester and starts the test process.

3. Test Engine; TestEngine receives the test request, then prepares the corresponding
number of test threads and reply Test Task Manager with the ’ready’ response. When
ordered to start the test process, TestEngine activates all the ready threads to invoke
the target service simultaneously.

4. SA Manager; SA Manager is a middleware manager. It is in charge of registering
and querying service applications and decides the deployment and undeployment of
all types of service applications.

5. Local Agent; Local Agent assists SA Manager with managing software applications
in a computing node. It is also used to support the operation of TestEngine
deployment, undeployment, registration, etc.

n Web Service LoadTester
o)
a Test Node Test Test Historical Test
Selection Configuration Monitoring Results
/ Service-Oriented AppEngine \
Test Task Manager Deployment, = Running and Monitoring Result Gathering
SA Manager
o
W
w
n Local Local Local Local
Apgenl Apent Agent Agent

\l TestEngine | | TestEngine | | TestEngine | serenn /
E Infrastructures resources (compute,storage,network...)
L

Fig. 3. System Architecture of WS-TaaS

Figure 6 five implementation parts introduced by Yan [37].
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However, after comparing the mentioned remote testing architecture, several
differences between the models in the literature and this case could be seen. First,
most of the mentioned architecture is for software testing. The testing environment
requirements are completely different in software testing from physical testing.
Compared with virtual labs, remote labs retain many key characteristics of physical
labs, such as authenticity, complexity, uncertainty, errors, and psychology of
presence[ 140]. Similarly, due to the particularity of physical testing, the complex
process of calling components on the virtual experiment platform cannot be
implemented in physical testing. Therefore, the automation software testing
architecture in [25, 135, 110] is unsuitable for the physical testing environment. [27,
28, 102] proposed automation testing for IoT devices like the TeREES® system used
currently in SGS. The central cloud-based platform receives data from sensors and
gives simple commands automatically. However, the automation platform is only used
for monitoring in SGS, and it remains to be tested whether it can be applied in
experiments that require more human support.

Bochicchio & Longo [3] mentioned a distributed remote-control laboratory, a good
example of a remote laboratory for physical use. This report refers to their mode of
transmitting the data collected by the experimental equipment back to the user
interface through middleware using an access control unit. But the distributed mode of
its architecture means that different users use different devices of the same type. The
environment discussed in this article is that different users use different types of
devices. Secondly, Bochicchio & Longo's [3, 55] architecture faces a tutor with
several students. Therefore, they apply for video access in its model for a better
educational effect. This will only allow the platform to get complicated in our case. In
my experience, most clients want a brief progress report of their testing, and most
engineers would turn to a detailed data dashboard. Thus, video surveillance is not
needed here. Other distributed remote laboratory models for educational purposes also
share these characteristics [8, 27, 28, 56, 74, 83, 85, 130].

However, to answer the research question: "What is a suitable cloud test architecture
for an SGS test lab, and how should it be implemented?" three questions need to be
answered. First, it is important to clarify which test equipment is suitable for SOA
architecture and which is not. SGS Suzhou branch has applied three groups of testing
equipment: The safety test group, the Electromagnetic compatibility(EMS) group, and
the Wireless test group. It's important to see which types of testing equipment are
suitable for SOA suitable or non-suitable testing units in the architecture. Secondly, a
bus alone couldn't help translate and transfer the command and status in the cloud
layer. Finding a suitable structure to connect the user interface with the testing
equipment is necessary. To do that, I need to investigate the compatibility of the test
device's operating system. Finally, the corresponding laboratory management system
should also be changed due to the change in laboratory structure. A renewed
management method would be proposed based on the current SGS testing lab
management criteria.
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3.Requirement Analysis

This chapter analyzes the requirements of the cloud-based platform and is divided into
three parts. 3.1 outlines the expected advantages of cloud-based platforms using the
results of literature research. 3.2 A needs analysis has been carried out according to
different inspection and certification company stakeholders. 3.3 The function analysis
of the cloud-based platform is carried out. This chapter is related to Sub-research
Object 2 and research questions 2 and 3.

3.1 Expected advantages of a TaaS platform in

previous studies

A TaaS platform has three aspects to be measured. They are effectiveness, security,
and reliability [26, 27, 28].

Validity. The testing results obtained by the TaaS platform must be valid. This
requirement requires the TaaS platform to replicate the complete state of the data
provided by the device during the test.

Safety. A TaaS platform must be secure, especially for the users who use the platform
and the information transmitted in the platform. That means preventing platforms
from being a conduit for malicious files, sharing information with people who should
not see it, and security holes in users' devices.

Reliability. A TaaS platform needs to be available when it is needed. This means that
the TaaS platform must be able to detect the failure of the controlled equipment, self-
check the failure, and back up important information. The TaaS platform should
promptly call the staff for maintenance and keep maintenance logs if necessary.

3.2 Stakeholder Analysis

Through my work experience in SGS Suzhou, I found that the stakeholders in contact
with the cloud-based platform can be mainly divided into the following four
categories:

1. Laboratory operators: responsibilities include managing detected samples,
managing test devices, executing tests, forming test reports, etc.;

2. Administrators: who control the whole process of the test;

3. Certification team: responsibilities include producing certificates based on test
reports;

4. Client: Requirements include understanding test data and obtaining test reports and
certificates.

To understand more about the stakeholders’ requirements on a cloud-based platform, I
conducted an unstructured interview with an expert from SGS. The expert (Expert A)
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is introduced in 5.1.

In summary, stakeholders are divided into four categories: clients (outside the
organization), certificate teams, laboratory operators, and managers. Clients want to
get test data, monitoring data, and customized test reports about their samples. The
certificate team needs the test standard and the matching test report. What the
laboratory operator needs the most is to match the test results according to the test
standards and automatically from the test report. At the same time, laboratory
operators are also looking to remote monitoring and automation to reduce human
resource waste. Managers require all the access that lab operators have. In addition,
managers need a dashboard to show all the projects they manage, as well as access to
share information with users outside the organization.

According to [98], lab operators are required to be responsible for the test equipment
and process. This means that laboratory operators need to remotely control the test
equipment to ensure the normal operation of the test equipment and test process. Fully
automated testing is not required in the testing and certification industry. And based
on [68], it is required a cloud-based platform to reduce the consumption of
energy/human resources. Thus, automation, remote control, and remote monitoring
seem to be necessary for the cloud-based platform to reduce work from the lab
operators. At the same time, this also requires the architecture design of the cloud-
based platform to be simplified as much as possible.

According to the responsibilities of each stakeholder, my Interview with an expert
from SGS (Appendix F), the observation of the work of relevant personnel (refer to
the motivation in 1.2), and the literature review (refer to the review results in 2.3), |
organize the requirements of each type of stakeholder in the following table. The
following table includes people who impact the transformation from a local control
architecture to SOA-based architecture.

Stakeholder’s name Impact What’s important
Laboratory operator High Remote control, Remote
monitoring, Equipment
control automation, Test
data processing
Administrator Medium Remote monitoring,
Remote control,
Information display
dashboard, Information
sharing with external user

Certificate team Low Testing results/standards
sharing within the
organization

Client Medium Information sharing with

external user, Real-time

monitoring (in the future)
Table 1 Stakeholder analysis result based on SGS’s Suzhou’s local organization

Regarding the expected benefit of the reference model, the SOA-oriented remote
laboratory model helps to resolve the IoT-specific testing issues regarding
coordination and scalability semi-automatically. However, considering the complexity
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of the actual experimental environment, the traditional cloud-based platform suits well
in an actual testing environment.

The cloud allows systems to dynamically provide the computing resources their users
need, thus reducing expenses and energy consumption as well as improving their
scalability [22, 23].

3.3 Functional Analysis

According to SGS's vision document for a cloud-based platform (refer to Appendix E)
and literature review (refer to the review results in 2.3), I organize the functions
analysis of the cloud-based platform.

The functional analysis for designing the cloud-based testing platform reference
model is mainly three aspects: information acquisition, data transmission, data
processing, and equipment control.

Information acquisition: Platform-aware information includes the working state and
properties of the device. The perceived information type is mainly information data,
which may include image and video data in the future. This report takes information
data as an example at this stage. The information data includes the working
temperature, working state, working time of the temperature control box, the number
of voltage shocks of the voltage detection equipment, the voltage value, and the test
duration.

Data transmission: Based on basic data acquisition, the system designer selects one or
more combinations of data transmission modes such as 4G/5G, Wi-Fi, wired network,
local area network, LORA, NB-IoT, and other data transmission modes to realize data
information according to the basic conditions of the site. In the SGS's laboratory, they
apply Wi-Fi for data transmission.

Data processing and equipment control: First, administrators can log in with a
username and password. Through the docking with MySQL database, the efficient
management of basic data information can be realized. Through the interaction
between employees and the cloud-based platform and database, the appointment and
start of inspection tasks, such as viewing and managing equipment data and status, are
convenient for laboratory operators to manage equipment. The cloud-based platform
communicates instantly with multiple equipment management systems (STARS-
PLUS) through middleware and feeds the results to the interactive interface in real
time. The equipment management system (STARS-PLUS) completes the tasks in the
inspection plan under the reservation of the cloud-based platform and controls the
temperature and time independently. In addition, laboratory operators can also realize
on-site control by operating experimental equipment on-site.
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4, Artifact Design

This chapter describes the design of the artifact to fulfill the sub — RO 3: To
design/adopt a cloud-based testing reference model for a testing and certification
company and give advice on its implementation process. While designing the
reference model, the functional requirement and stakeholders’ needs discussed in the
previous chapter (chapter 3) will be considered.

Step Description Related Sections | Related Sub-RO
and RQs
1 Understand the current state of an
inspection and certification company:
® What are the business processes of
an inspection and certification 41
company? '
® How do the software applications
and technology components
organize?
2 Analyze the current state of the
baseline architecture Sub-RO3
® [dentify the gaps between baseline
architecture and stakeholders’ 4.2 RQ4 & RQ 5
needs.
® [dentify the flaws existing in
current business processes.
3 Propose a target architecture. 4.3(Proposed

® How is the architecture organized | architecture)
(Cloud-based testing platform)? 4.4(Control

® How will the architecture affect the | method)
business processes? 4.5(Access

control)

Table 2 Artifact design method proposal

In the following chapter, three critical elements of the newly-proposed cloud
laboratory architecture are analyzed and discussed: baseline architecture (4.1), flaws
in the current process (4.2), and target architecture (4.3).

“A reference model is an abstract framework for understanding significant
relationships among the entities of some environment and for developing consistent
standards or specifications supporting that environment. A reference model is not
directly tied to standards, technologies, or concrete implementation details. However,
it does seek to provide a common semantics that can be used unambiguously across
and between different implementations.” [29]

According to this definition, this report will introduce the ArchiMate language
environment to describe the existing SGS laboratory business process, data access, and
service composition in 4.1. In 4.2, this report will point out the relationship between the

existing structure of SGS described in 4.1 and the needs of stakeholders. In 4.3, this
21



report will indicate the target architecture that meets the stakeholder needs of Chapter
3 in the context of the ArchiMate language. In 4.4, this report will propose a control
model for controlling the target architecture based on the target architecture proposed
in 4.3 and the business process in 4.1. In 4.5, it will be defined based on the target
framework proposed in 4.3 and SGS's existing experimental testing equipment and
common sample items. In 4.6, based on the Basic Role-based access control (RBAC)
model and the stakeholder requirements and functional requirements proposed in
Chapter 3, two reference checklists of data permissions will be proposed to better meet
the requirements.

4.1 Baseline Architecture

To introduce the newly-proposed cloud laboratory architecture, we must introduce the
current situation of a general laboratory. Hence, modeling the baseline architecture is
the first step.

In order to present the proposed architecture, the ArchiMate notations will be
introduced. The ArichiMate framework decomposes an enterprise along two
dimensions: layers, which represent successive abstraction levels at which an
enterprise is modeled, and aspects, which represent different concerns of the
enterprise that need to be modeled [30]. As shown in Figure 7, the ArchiMate
framework consists of six layers and three aspects.

Passive Behavior Active Motivation
structure | | || structure

Strategy

Business

Application
. — Layers
Technology

Physical :I

Implementation
& Migration

I
Aspects
Figure 7 The ArchiMate framework [30]

Current state information is obtained through consultation with SGS Kunshan
laboratory staff and information from the company's website and technical materials.
The deliverable of the baseline architecture consists of two viewpoints. The first
viewpoint introduces the core components of the inspection and testing company, the
business process, and the required application and technical components. The second
viewpoint is to show the construction of technical components and their connection
with the application components and stuff.
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Figure 9 Baseline Data access view

We will take SGS’s Kunshan laboratory as an example. This independent laboratory
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was just recruited to the SGS group. It is mainly used for electromagnetic
compatibility (EMC) and Safety testing for electronic equipment. The equipment is
divided into two groups according to the purpose. Type I is the equipment for the
EMC test. These devices include but are not limited to a 10-meter anechoic chamber,
two 3-meter anechoic chambers, a radiated immunity test system, a set of automation
Bluetooth/Wi-Fi regulation test systems, a set of millimeter wave test facility, and a
set of Specific Absorption Rate (SAR) test system. This type of equipment is
characterized by the intensive need for human control and monitoring during a test.
Therefore, type I equipment is presented as the” Intensive care equipment group” in
Figure 9. Type II is the equipment for the Safety test. The safety test group includes:
several programmable AC/DC variable frequency power supplies,

several constant temperature/humidity chambers,

a group of temperature shock chambers,

a group of rapid temperature change chambers,

ten ovens.

These devices are characterized by simple structure and less manual intervention.
Hence, type II equipment is presented as the “Low care equipment group.”

Comman d Status Report
Testing equipment unit 1

Operating System of ('
equipment 1 Local Server

—

W

Sensor of Control switch
equipment 1 equipment 1

Figure 10 Local service composition

At present, laboratory equipment mainly consists of experimental equipment and
operating systems installed on local servers. This local server is usually a standard
desktop or laptop computer. It is equipped with many monitors or other output devices
for monitoring the device's real-time status and output data. A user (usually a
laboratory operator) enters commands to start, control and shut down experimental
equipment through this operating system. At the same time, this part of the operation
is usually accompanied by physical contact with the experimental equipment, such as
placing the experimental sample in a 3-meter anechoic chamber and adjusting the
distance between the instrument and the sample to complete different experimental
objects. Until the end of the experiment, the experimental equipment will
continuously transmit the running status and data to the monitor. At the end of the
experiment, the operator will save the data as a file (usually an Excel file) and send it
to colleagues via company email.

In addition to the laboratory environment, as shown in Figure 9, SGS Kunshan
laboratory has a sample warehouse and a certificate team to cooperate with the
laboratory operators. In the sample warehouse, a computer saves the profile and
current status of the sample. The profile includes the product name, supplier, function
description, detection items, etc. The current status includes samples to be sent, sent,
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received, sent for testing, testing completed, destroyed, sample failure, etc. The
sample profile and sample status data are stored in the warehouse PC under the
sample storage table. In the certificate team, a few employees use client profiles and
test standards to acquire certificates. The certificate and test report will be provided to
clients when the testing needs are fulfilled.

4.2 Gaps between baseline architecture and

stakeholders’ needs

The second step in Table 2 of the proposed method is to analyze the current state of
the baseline architecture. This step is divided into two parts. The first part is to point
out the gap between the baseline architecture and the needs of stakeholders, and the
second part is to point out the flaws in the current business process.

Stakeholders' needs are analyzed in Table 1. In the baseline architecture, the
equipment group control servers are connected to LAN. Remote monitoring and
remote control are not supported under the current architecture. In the case of the
baseline architecture, the monitoring and control of the equipment are performed
locally by the laboratory operator. For this reason, some experiments require the
laboratory operator to work in shifts to keep up with the progress of the experiment.
This creates great work pressure for the laboratory operator. Moreover, experiments
involving low-care equipment groups tend to last long but require little human
intervention. This situation makes the need for remote monitoring, remote control, and
automatic control of experimental equipment more urgent. (Gap 1)

As for the administrators for a test case, in addition to remote monitoring and remote
control functions, they urgently need a one-stop information display platform to
display the progress of experiments, experimental data, and the status of samples. In
the current state, they need to ask relevant laboratory operators and sample
management personnel and go to the laboratory to check the equipment to know the
above information. This is not only not conducive to managing the progress of
experimental projects but also not conducive to sharing known information with
customers and thus affecting corporate reputation. (Gap 2)

As for the certificate team, they hope to obtain instant information sharing from
laboratory operators on test standards and test results to facilitate the application for
certificates as soon as possible. At present, the certificate team contacts the laboratory
operators by email to understand the test standards and test results. This method is
inefficient, and there are threats that affect the progress of the certificate application.
(Gap 3)

On the client's side, they look forward to a way of sharing test results with them.
Limited news regarding their test orders is transferred through the certificate team and
customer service. Due to the participation of unprofessional personnel and the
restrictions of the company's information security policy, the information delivered by
this channel is inaccurate and not timely. Furthermore, there are clients who look
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forward to hiring an inspection and certification company to do real-time monitoring
for their immovable large equipment field, wind turbines, for example. The real-time
monitoring task would require 24h monitoring of the working status of the equipment
and data synchronization with the maintenance team, which human monitoring cannot
fulfill. (Gap 4)

Identify the flaws existing in current business processes.

The second part is to identify the flaws existing in current business processes (figure
8). As listed in the baseline architecture, when customer service gathers need from
clients and delivers the needs to laboratory operators and certificate teams, some of
the needs do not comply with relevant policies, or the requirements are not clear
enough. It would take time to get the requirements correctly; otherwise, it would
cause invalid spending. Secondly, as shown in Figure 9, sample status data are only
stored in the warehouse PC, and the sample status data table is shared with the
laboratory operator in a static form. Hence, sample location data cannot be shared
with laboratory operators on time. This poses another threat to the progress of the
experiment. In actual work, it often happens that samples are not processed in time.
The same problem also occurs when the certificate team asks the laboratory operators
for test standards and test results. The third defect occurs in file archiving. Since the
test report and the certificate are respectively archived in the computers of the
laboratory operators and the certificate team, and in actual work, multiple versions of
the test report and the experiment certificate are often produced. It often takes a lot of
time to match the test report and certificate before delivering them to clients.
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4.3 Proposed Architecture

The proposed architecture is mainly displayed in figures and tables in this section. The
following table will show all the figures and the relationship between these figures.

Section

Name

Title

Description

43.1

Figure 11

4-layered target architecture of cloud-
based testing platform

This figure is the
general overview of
the whole architecture.
This figure is to
introduce the
composition of the
cloud-based platform.

Figure 12

Cloud-based platform system functions

This figure is to show
the functions of the
cloud-based platform
and the relations
between those
functions.

Table 4

Cloud-based platform system functions
description

This table is to
describe the behaviors
of the platform
introduced in Figure
12.

Figure 13

Implementation of the cloud-based
testing reference model

This figure shows how
the applications in
Figure 11 and
functions in Figure 12
are realized.

Figure 14

The business process after implementing
a cloud-based testing platform

This figure describes a
new business process
of an inspection and
certification company
after implementing the
cloud-based platform
compared with Figure
8

Figure 15

Information structure of the cloud-based
testing platform

This figure shows the
structure of
information after
implementing the
cloud-based platform.
The data type shown
in this figure is
basically the same as
that shown in Figure 9.

Figure 16

Data access view after implementing

This figure describes
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cloud-based platform how the information in
Figure 15 is organized
in the cloud. This
figure can also be
compared with Figure
9 to show the data
access view after
implementing the
cloud-based platform

4.3.2

Figure 17 Information transaction using message This figure shows the
queuing principle of pub/sub-
broker. This broker is
used for transferring
information from
devices to a cloud.
Figure 18 AWS IoT Device Management Secure This figure shows one
Tunnel way to realize the
information transfer
from a cloud to a
device.
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Figure 19 Description of the device resource This figure describes
the description method
of testing device
resources on the
cloud-based platform.
Figure 20 Description of the detected sample This figure describes
the description method
of the detected sample
on the cloud-based
platform.

Table 3 Brief introduction of the figures & table in 4.3

4.3.1 Platform system design

The third step of the method is to propose a target architecture that could fit the
stakeholders’ requirements and benefit the business process of an inspection and
certification company. This step is divided into three parts. The first part is to propose
the target architecture of a cloud-based testing platform. The second part is to propose
the control method of the cloud-based testing platform. The third part is to explain
how this model benefits the business of an inspection and certification company.

To propose the target architecture of a cloud-based testing platform

This report uses the middleware-based and service-oriented architecture introduced by
Aguru et al. [20]and the traditional four-layer IoT architecture consisting of an
application layer, platform layer, transport layer, and device layer. In the target
architecture (Figure 11), there are Ul level, platform level, transport level, and device
level. This figure is to introduce the composition of the cloud-based platform. Each
level is introduced in the following sections.
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Figure 11 4-layered target architecture of cloud-based testing platform

1) Ullevel
The application layer is the presentation of the cloud-based platform, mainly
including data visualization and user interaction. This layer will be oriented to cloud-
based platform users, mainly experimental operators, certificate teams, administrators,
and users from external organizations. Administrators can manage authorization
through the platform so that users can obtain different information. The preset
permission assignment table is shown in 4.5.

2) Platform level
The platform level is the main part of the cloud-based testing platform and related UI
level on the cloud server. It is a collection of interactive operations between users and
services at the Device level. Data interaction at different layers is realized through
middleware and service interfaces. The platform level converts experimental data into
services users require through data and algorithm analysis from the middleware. Data
storage, retrieval, and use, as well as business planning and maintenance, are
addressed in this layer. There are two components at the platform level: the frontend
and backend systems. The two systems are aggregated to form the basic Infrastructure
system (BIS), equipment operation service system (EQS), and operation maintenance
management system (OMMS). EQS will aggregate and import the data in the device
into its different interfaces and wait for the data processing requirements of BIS.
According to the authority, BIS will process the data stored in EQS and output them
to the Ul level. OMMS will monitor the operation status of the cloud-based platform
and record running and error logs.
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3) Transport level
The Transport level is a collection of entities interacting with cloud-based platform
information and services. It mainly implements the exchange of information and
instructions between the cloud-based platform system and test equipment. It mainly
comprises a pub/sub-broker and a set of smart gateways.

4) Device level
The Device level in the cloud-based platform system is an entity collection of sensors,
actuators, and other testing devices. It is an integral part of the cloud-based platform
system to perform test tasks. The testing task is fulfilled by embedding cloud-based
platform control models (Figure 21).
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Figure 12 Cloud-based platform system functions

Figure 12 describes the main functions of the cloud-based testing platform described
in Figure 11. The main functions of the platform are divided into the functions
realized by the collaborated systems and the functions realized by one of the
collaborated systems. The design of this figure refers to the Application behavior
viewpoint in ArchiMate core viewpoints.

The first purpose of designing Figure 12 is to specify the functions responsible for
carrying the cloud-based platform in Figure 11. For a description of these functions,
see Table 4. And the second purpose is to fill Gap 1 and Gap 2, described in 4.2.
Because of the implementation of Test Status Monitoring and Equipment
Management, the monitoring of the experiment and the control of the equipment is
performed by the laboratory operator through the cloud-based platform. Experiments
involving low-care equipment groups can alert relevant experiment operators through
the cloud-based platform when human intervention is required, thereby reducing the
pressure on these operators. As for filling Gap 2, the realization of Test Schedule

Dashboard, Test Status monitoring, and Test Data Processing could help test
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administrators manage the process of the test by browsing a few simple web pages.
This will help speed up the test and make it easier for the test administrator to solve
problems that arise during the test.

Name of the function

Collaborated system

Description

Test Schedule Dashboard

BIS, EQS

The dashboard can be used to
check, add, and modify
experimental equipment test plans.
This function could fulfill Gap 2.

Test Status Monitoring

BIS, EQS

Real-time monitoring of the
experimental status and progress by
checking the three elements of the
experiment (test equipment,
required sample, equipment-related
operator). This function also needs
to save the experiment data and
system log at the end of the
experiment. This function could
fulfill Gap 2.

Platform Self-Check

OMMS, EQS

Through the inspection of the
system log, and the inspection of
the status of the experimental
equipment saved by ESQ, a self-
inspection of the running status of
the cloud test platform is carried
out by the OMMS system.
Conditions will be sent to related
personnel saved in the system for
reference.

Sample Storage Monitoring

BIS

This function provides the creation
and status update of the tested
sample profile.

Equipment Management

EQS, OMMS

This function provides the creation
and status update of experimental
equipment data through the
connection with the equipment
side. This function realizes the
synchronization of equipment
detection logs through the
connection with the OMMS
system.

Test Data Processing

BIS

This function calculates key
parameters by reading the
experimental data uploaded from
the device. By comparing the test
standards in the database, this
function can automatically form
experimental conclusions and
standardized experimental reports.

Table 4 Cloud-based platform system functions description
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Figure 13 Implementation of the cloud-based testing reference model

Figure 13 depicts the implementation of the cloud-based platform. This reference
execution architecture is divided into three environments: user environment, cloud
environment, and laboratory environment. The user environment accesses the Web
cluster through the Internet through the load balancer (Nginx 1&2). The web cluster
will interact with the database server (MySQL 1&2) and access data. The cloud
environment interacts with the lab environment through the Communication server.
This interaction is likely completed through the Broker introduced in 4.2.2. The
Broker will interact with Smart Gateway for Test Groups 1&2 to collect device-side
data and give device-side instructions.

The purpose of designing this figure is to show how the applications in Figure 11 are
realized in a cloud environment and laboratory environment. The design of this figure
refers to the technical infrastructure viewpoint and the implementation and
deployment viewpoints in ArchiMate core viewpoints.
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Figure 14 The business process after implementing a cloud-based testing platform

Figure 14 depicts the business process after the inspection and certification company
has implemented the cloud-based platform. This diagram connects the main roles and
service functions of the business process, the service functions of the main roles, the
business process that uses the role function, and the services provided by the cloud-
based platform for a specific process. The purpose of designing Figure 14 is to
describe the changes in business processes after implementing a cloud-based platform.
Compared with the baseline business process (figure 8), the sample experiment
process can be synchronized to all project-related experimenters through the cloud-
based platform, which improves the efficiency of the entire business process.
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Figure 15 Information structure of the cloud-based testing platform

Figure 15 depicts the information architecture after the inspection and certification
company implemented the cloud-based platform. This picture describes the
composition of the critical business objects in Figures 7 and 8: Test report and
Certificate and the composition of different role permissions. The design of this figure
refers to the information structure viewpoint in ArchiMate core viewpoints.

The first purpose of designing Figure 15 is to solve the information-sharing
difficulties explained by Gap 3 and Gap 4. Figure 15 combines 4.4 to solve the file
archiving problem of matching test reports and certificates mentioned in the baseline
architecture. The solution to this problem is to record the Instrument ID of the
experimental equipment, the experimental process number Experiment ID, and the
sample number into Equipment status, Test status, and Sample status, respectively.
Realize correct file filing for certificate team sharing through the Test report and Case
folder. The second purpose of designing Figure 15 is to show the structure of the
information used in the cloud-based platform.
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Figure 16 Data access view after implementing cloud platform

Figure 16 depicts the data access interface after implementing the cloud-based
platform. The first purpose of designing Figure 16 is to show the change in data
access perspective within an inspection and certification company after implementing
a cloud-based platform. Due to the addition of the cloud environment, a lot of data
access and data downloads are passed through the cloud environment, which is the
major change compared with the baseline data access view in Figure 9.

Because Equipment status table, Test result Folder, Certificate folder, and Sample
storage folder are stored in the cloud database, internal and external users could
receive updates when related information is uploaded onto the cloud environment. In
this way, users working on the same project can receive the latest project files and
experimental data simultaneously. This design complements Gap4, which is the
second purpose of designing Figure 16.

4.3.2 Broker Architecture Design

This section describes the structure of the information transfer broker. The
information transfer broker will include two structures. The device reports the
operational status to the cloud-based platform (upward transfer), and the cloud-based
platform transfers instructions to the device (downward transfer).
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Upward transfer

This function will be realized by pub/sub message queuing. The Equipment operation

system publishes its status as a message to the broker. The equipment operation

service system would subscribe to each topic of the equipment’s operation system and

receive the notification.

Machine X Machine Y

Start Transaction

Debit Account A

Send Message

Con)mit Start Transaction
1

Y——— Read Message
1

[ Credit Account B

. |

Commit

i

Figure 17 Information transaction using message queuing; Excepted from Britton & Bye [31]
Downward transfer

There are two ways to implement this function. One is to use PaaS, such as a cloud-
based platform called AWS IoT Device Management. After the device is configured
on AWS IoT Device Management, the cloud-based platform calls AWS IoT Device
Management through the API to realize remote control of the device, including
functions such as logging, device startup, shutdown and restart, and monitoring job
queues. [oT Device Management will generate a tunnel for each device to ensure a

secure device connection. The advantages of this method are that the price is low and

the structure is simple, but it requires AWS to support the operating system of the
experimental equipment.
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Figure 18 AWS IoT Device Management Secure Tunnel [32];

Another way is to use hardware access, such as applying a Programmable logic
controller (PLC) and smart gateway. Arrange the PLC equipment on the experimental
equipment, connect the intelligent gateway to each PLC equipment, and use the
cloud-based platform to call the intelligent gateway's operation application to realize
each PLC equipment's wireless communication and control. Intelligent gateways
usually support 4G, 5G, Wi-Fi, and Ethernet communications. The advantage of this
method is that it has good scalability and supports more operating systems, but it is
relatively more complex and expensive.

4.3.3 Description of instrument resources

At the platform level, the description and management of equipment are mainly
concentrated in the Equipment operation service system. Among them, the device's
resources are diverse, and a unified method needs to be used to simplify the
representation of the device on the cloud-based platform. This section s describing the
expression of experimental device resources and detected samples on the cloud-based
platform.

Extensible Markup Language (XML) has the characteristics of platform
independence, extensibility, and easy processing and has become the primary standard
for network data representation and exchange. Therefore, XML is used to extract the
commonality of the detection resources, the heterogeneity of different entities of the
same resources is discarded, and the cloud-based platform description template of the
resource is formed.

The device resource description model established in this report is shown in Figure
19. The primary attribute is static information, which needs to be determined when
registering to the cloud test platform. Functional properties, status, and maintenance
information are dynamic information that is constantly updated as the device is used.
In the function attribute, the ID of each experiment, the experiment's title, the
experiment's start and end time, and the remarks-related information are saved under
the experiment attribute. The experimental plan reflects the working schedule of the
equipment, and each scheduled experiment is marked in the bid. The state information
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is a Boolean value, including three states running, idle, and fault. The maintenance
attribute holds a record of the equipment being maintained.

The essential property of the detected samples is static data found in Figure 20 which
should be determined when it is entered into the system. The detection target includes
the total number of tests and the information of each test, where the device ID should
correspond to the ID of the experimental device. Status data includes current status
and performance status. Current status means in transit, in stock, still being tested, or
scrapped. Each state should have a timestamp and a location label. Performance data
includes performance ratings, exception records, and maintenance records, which vary
with the detection status of the detected samples. Inspection properties save the data
and results of all inspection points, in which a general inspection report can be
generated directly.
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Figure 19 Description of the device resource
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Figure 20 Description of the detected sample

4.4 Cloud-based platform remote control model

Combined with the device resource description, this section builds a cloud-based
platform control model. The model covers the various states of the equipment and
performs experiments autonomously by judging the equipment's state and the
equipment's appointment schedule. The model covers the various states of the
equipment and performs experiments autonomously by judging the equipment's state
and the equipment's appointment schedule. This control model describes the control
process of the cloud-based platform remote control model designed in Chapter 4.3.
The facility remote control model is shown in Figure 21.

As shown in the figure, the model is divided into three control modes after doing a
self-check (step 1): idle (step 3), running (step 4), and fault (step 5). When the device
is idle, the cloud-based platform will check the appointment schedule and whether the
state of the tested sample meets the experimental requirements. When the device runs,
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the cloud-based platform will check whether the experiment is over. If the experiment
has ended, the cloud-based platform will issue a shutdown command and check
whether the device is usually shut down. If the device does not shut down properly,
the experiment operator is notified to check the device status. When the equipment is
in a fault state, the system will check whether the error message is sent to the
experimental operator. If the information has been sent, the platform will turn off the
device's appointment and remote-control functions on the same day.

When the cloud-based platform cannot detect the device status (step 6), the system
will automatically shut down to wait for the device to be registered.

40



Cloud platform remote control model
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Figure 21 Cloud-based platform remote control model

4.5 Management Policy

Currently, SGS’s laboratory management procedures mainly focus on Sample
management, personnel management, training operation, and environment control.
There should be information security guidelines and procedures to protect
experimental data and related information. However, the current procedures issued
within SGS do not explicitly list access control regarding experiment data. This
section recommends adding laboratory access control procedures to current laboratory
management policies. Since this cloud-based platform involves sharing information
with external users and for the purpose of protecting experimental information
security, this report believes that it is necessary to design a basic access control model
for the cloud-based platform.

Role-Based Access Control (RBAC) model

This report refers to the rights management model designed based on the Role-Based
Access Control (RBAC) model, which divides the existing functions into Users and
roles, Permissions, and Sessions. The definition of the RBAC model in this report is
taken from the 1996 paper by Sandhu and his colleagues [33, 34].

User and Role: the user is a human being. A role is a named job function within the
organization describing the authority and responsibility conferred on a member.

Permissions: Permission is an approval of a particular mode of access to one or more
objects in the system. Permissions are always positive and confer on their holder the

ability to act as the system.

Sessions: Users establish sessions during which they may activate a subset of their
roles. Each session maps one user to possibly many roles.
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Figure 22 Basic Role-based access control (RBAC) model; Excerpted from Sandhu et al in 1996[33].

According to the RBAC model, this report designed and defined user and permission
assignment checklists.

Permission: System management; Module management; Data entry; Data read; Data
output; Data Sharing (within the platform);

Role: System Administrator; Module administrator; Laboratory operator; Related
Internal users; Invited users; External visitor.
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Type

Definition

Permission

System management

All management rights to
all systems, including all
system rights granting,
data entry, data reading,
data export, and data
sharing.

Module management

All management rights to
a module, including the
rights granted to this
module, data entry, data
reading, data export, and
data sharing.

Data entry

Import data into a module

Data read

Read the data of a certain
module

Data output

Export the data of a
module to an external file

Data Sharing

A module's data can be
shared with other users
through a link.

Role

System Administrator

Maintenance and
management of the entire
system

Module administrator

Maintenance and
management of a module

Laboratory operator

Data entry, data reading,
and data sharing

Related Internal users

Data reading, data output,
and data sharing

Invited users

Data reading, and data
sharing

External visitor

Data reading

Table 5 Permission assignment checklist

User Role
IT department group; System Administrator
Chief laboratory leader

Program manager;
Program experiment
manager

Module administrator

Experiment operator

Laboratory operator

Other project related staff

Related Internal users

Client company's project
leader

Invited users

Client company's related
party

External visitor

Table 6 User assignment checklist
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5. Evaluation

In order to verify the reference model proposed in this report, this report selected the
TeREES project of SGS that conforms to the structure of this model as a verification
case. Afterward, I cooperated with some staftf members of the TeREES project team of
SGS, using the TeREES project as the background, to implement the cloud-based
platform described in 4.3 as a test instance for evaluation. The result is explained in
5.2.

In this chapter, this report describes the evaluation method, proposes evaluation
criteria, and analyzes this case against the evaluation criteria. 5.1 introduces the
evaluation method, the Technical Action Research (TAR) method. 5.2 introduces the
background of the TeREES project and the test instance after implementing the cloud-
based platform introduced in 4.3. Figure 13 is used as the orientation for the
implementation process, and the results are displayed in figure 24 and figure 25.
Three out of six functions introduced in Table 4 are realized in the test instance. The
implemented functions in the test instance are Test schedule dashboard, Test status
monitoring and Equipment management. Since the devices in the test instance are all
virtual devices, not actual devices, the virtual devices in the instance cannot generate
data, so the Test Data Processing function cannot be realized. Since the test instance
has not been connected to the device and sample data, the Platform Self-Check
function and Sample Storage Monitoring function of the platform cannot be realized.
5.3 introduces the results of the evaluation. This chapter is related to Sub-research
Object 3 and research question 6.

5.1 Evaluation Method

Evaluation research aims to investigate how implemented artifacts interact with their
real-world context (Wieringa, 2014). The Test Resource & Equipment Eco-System
(TeREES®) provides a practical case for the reference model to investigate. Technical
Action Research (TAR) methodology (Wieringa, 2014) is introduced for this case.

Research context Technical action research
Problem investigation fﬂcscarch problem analysis / Problem investigation

Treatment design Research & inference design Client treatment design
Treatment validation Validation Treatment validation

Research execution \ Implementaticn
Data analysis Implementation evaluation
Technical researcher's Empirical researcher's Helper's
design cycle empirical cycle client engineering cycle

Figure 23 The three-level structure of TAR

The evaluation process consists of the following step:

*  Design the questions for evaluation;

*  Evaluate the reference model using the TeREES® case;

* Reflection on the reference model and management policy.
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Questions for evaluation outcome:

Subject Definition Evaluation question
The degree to which an How the reference model
individual believes that performs in the build
using the system will process of a cloud-based
help him or her to attain | testing platform? (EQI)
gains in job performance. | Did the model match the
Performance : o
Expectan 1nt§nd§d guldlt}g purpose.for
pectancy
designing and implementing
a cloud-based testing
platform in an inspection
and certification company?
(EQ2)
The degree of ease Is the model easy to use?
associated with the use of | (EQ3)
Effort Expectancy the system What were specific parts of

the environment in the
reference and built models
impacted? (EQ4)

Social Influence

The degree to which an
individual perceives that
important other believes

What social influence do
you think will result from
using the reference model?

he or she should use the
new system.

The degree to which an
individual believes that

(EQ5)

Is this reference model
compatible with other tools
an organizations and when building a cloud test
technical infrastructure platform? (EQ6)

exist to support the use of | Will you use this reference
the system. model when building a
cloud test platform? (EQ7)

Facilitating
Conditions

Table 7 Evaluation question

The respondent will face the main assessment questions designed according to the
Unified Theory of Acceptance and Use of Technology (UTAUT). The UTAUT model
is a unified theory that aims at predicting usage behavior and user acceptance, and it
consists of four determinants: Performance Expectancy, Effort Expectancy, Social
Influence, and Facilitating Conditions [35]. EQ1 and EQ?2 are designed according to
performance expectancy. EQ3 and EQ4 are designed according to effort expectancy.
EQ5 is designed according to social influence. EQ6 and EQ7 are designed according
to facilitating conditions. These questions are designed to obtain stakeholder feedback
to improve and critically revise the model presented in the previous chapters.

Evaluation Interviews:

Assessment interviews are conducted as online video calls. The author of this report
introduced the ArchiMate modeling language and the reference model (appendix D),
Artifact (figure 8 to figure 20 & Table 5 & Table 6), the control model (figure 21), and
the business process (figure 8 & figure 14) to the interviewees. Slides (Appendix D)
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regarding the reference model are offered for each respondent. Each respondent is
asked to have an unstructured discussion of the project with each other. Afterward, the
author of this report successively conducted a separate interview with expert A and
interviews with experts B and C to collect their feedback.

Respondent panel:
The experts that agreed to join the experiment are:

*  Two laboratory cloud-based platform design team members from SGS Guangzhou
Laboratory. (Expert A and B)

*  One laboratory operator works in the SGS Kunshan laboratory. She is from the
EMC experiment group. (Expert C)

Expert A

As a senior engineer of the TeREES cloud-based platform project, Expert A
understands the entire business process and all aspects affected by it: internal and
external personnel, laboratory environment, and technology impact. Expert A was
selected as a member of the expert panel because of his rich experience in business
processes and understanding of the motivation for implementing cloud-based platform
projects. His feedback is important for whether the test instance meets the basic
requirements of the TeREES project.

Expert B

Like expert A, he is also an engineer of the TeREES cloud-based platform project, and
expert B has a better understanding of the company's existing IT system and the
differences between different laboratory environments. His feedback is, therefore,
valuable for the suitability of the reference models and the test instance for the
verification and certification of the company's laboratory environment.

Expert C

The operator who belongs to the laboratory is familiar with the practice and standards,
and business processes of safety experiments such as temperature and humidity. Her
feedback is invaluable for the practicality and user-friendliness of the reference
models and test cases in practical applications.

These experts are familiar with the company's existing business process (figure 8).
Only one member of the laboratory cloud-based platform design team is familiar with
the introduction materials of the cloud-based platform, and the other members are new
to the cloud-based platform. Therefore, this experiment will show the control model
(figure 21) and architecture model (Figures 8 to 20) to the expert panel. In addition,
experts from inspection and certification companies have also verified the context of
the cloud-based platform. Each expert agreed to interview afterward to give feedback
on their areas of expertise.
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5.2 Test Instance under TeEREES Context

SGS named the expected cloud-based platform TeREES system. TeREES system is
hoped to be an industrial IoT system based on IoT architecture + web-side platform. It
has a few design plans currently within the company, and the reference model
provides one of the plans. According to the deployment part of the reference model
(figure 13), a scheme of the TeREES system is also designed for the cloud system
environment and laboratory environment.

Laboratory environment: Through STAS-Plus as an interactive hub, various
equipment of the SGS laboratory is connected, such as a constant temperature and
humidity chamber, temperature shock chamber, rapid temperature change chamber,
and oven. STAS-Plus can control and collect data from these devices and report
relevant data to the cloud for data analysis and statistics. STAS-Plus also plays the
role of an intelligent gateway, which can convert the cloud commands conveyed by
the MQTT protocol into device-readable commands and control the device
accordingly.

The connection method of receiving cloud-based platform information and
instructions on the device side is to use the MQTT protocol to connect with the MQTT
Broker.

Cloud system environment: This system can be divided into two parts: the TeREES
Web system and the device message processing application. The TeREES Web system
is implemented using the front-end and back-end separation architecture. The front-
end static page is deployed in the static directory under Nginx and then interacts with
the back-end TeREES interface service through interface calls.

The device message processing application, also called data fusion, is an application
instance that is only responsible for processing the messages reported by the device. It
connects to the MQTT Broker and processes the messages reported by the Broker.
There is also a similar application called command fusion, which handles delivering
commands for a cloud to the MQTT broker.
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Figure 24 TeREES case test instance architecture diagram after adopting the reference model

As shown in Figure 24, application, web service, command fusion, and data fusion are
arranged in one server, while MySQL database and MQTT broker are arranged in
another server.

According to Figure 11, Figure 12, and Figure 24, the role of the "Cloud Test Platform
Backend System" of the reference model is taken by the "MySQL-Database" of the
test instance. This database saves ten types of data, including "Equipment Schedule."

The "Equipment Operation Service System" and "Operation and Maintenance
Management System" roles of the reference model are taken care of by the "Data
fusion" and "Application" of the test instance. These two parts complete the fusion
and display of the data uploaded by the device and, at the same time, complete the
monitoring of the working status of the device.

The "Basic Infrastructure System" of the reference model is mainly responsible for
data rights management and data processing. This part is implemented by the cloud-
based platform called another "Web Service." The outgoing data and instructions are
passed to the MQTT broker through a "Command fusion." After translation, they are
handed over to STAS-Plus for control and the device for execution.

Next, this section will link the content of Figure 24 with the reference model
mentioned in 4.3.
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actual implementation of the test instance (right)

Figure 25 above compares Figure 24 with Figure 13. The part in the red box compares
the laboratory environment layout in the reference model(left) and the laboratory
environment layout of the test instance(right). Among them, "test equipment 1-4" in
the reference model is expressed as "Device" in the test instance. "Smart Gateway for
Test Group 1" and "Smart Gateway for Test Group 2" in the reference, model is
represented as "STAS-Plus" in the test instance. "STAS-Plus," as mentioned earlier in
this chapter, can convert messages transmitted by Broker into machine-readable
instructions. But for now, the "Device" of the test case is currently just a virtual device
on STAT-Plus. At present, no specific experimental equipment is connected. Since the
connection between STAS-Plus and experimental equipment has been tested by SGS
(as described in Chap.1.12), the connection here is verified to be feasible.

The "Communication server" in the blue box is deployed as "MQTT Broker" in the
test case(right). MQTT broker is a middleware that handles device-side message
reporting and cloud message delivery. We use the open-source Apollo service to
deploy on a cloud host. The Broker transmits the instructions of the cloud-based
platform to subscriber "STAS-Plus" in the form of a Pub/Sub pattern. In the test
instance, because the current pressure of transmitting instructions is not high, a
MySQL database is also deployed in the same cloud server to store cloud-based
platform information.

The functions mentioned in Figure 12 are "Test schedule dashboard," "Test status
monitoring," "Platform self-check," "Sample storage monitoring," "Equipment
management," and "Test data processing." Since the test instance has not yet been
connected to the Internet and the sample warehouse data, and the front-end entry of
the self-test program has not been set, the following will only demonstrate the
realization of the "Test schedule dashboard," "Test status monitoring," and
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Figure 26 Test schedule dashboard on test instance. The equipment types in every row are constant
temperature/humidity chambers. The parameters in every row are listed successively as temperature,
humidity, size, heating, and cooling.

Figure 26 shows the Test schedule dashboard functionality described in Figure 12.
The contents displayed from left to right in the table above are equipment number,
equipment type, and parameters (including temperature, humidity, and size). Since the
devices entered in the current test instance are all virtual devices, the contents of the
"Equipment number," "Equipment type," "Parameters," and "Dates" columns are all
from the previous test record from SGS, Suzhou branch. This figure is presented only
to show the visual effect of this function.
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Figure 27 Test status monitoring on test instance(equipment is set to be temperature/humidity chambers)
Figure 27 shows the Test status monitoring function described in Figure 12. Since the
simulated device is temperature and humidity chambers, the upper parameters from
left to right are temperature set, actual temperature, humidity setting, and actual
humidity. In the line chart below, the upper blue line shows temperature versus time,
with time on the horizontal axis and degrees Celsius on the vertical axis. The lower
green line shows the humidity versus time curve, where the horizontal axis is time,
and the vertical axis is the percentage of humidity.
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Figure 28 Equipment management dashborad
The devices in red boxes are constant temperature/humidity chambers.
The devices in the blue box are rapid temperature change chambers.
The devices in the red circle are temperature shock chambers.
The devices in the blue circle are ovens.

Figure 28 shows the Equipment management functionality described in Figure 12.
This table shows all the information about the (virtual) devices currently connected to
the cloud-based platform. The table is from left to right: serial number, ID, device
name, device type, device model, and manufacturer. Since the devices entered in the
current test instance are all virtual devices, the contents of the "Device name,"
"Device type," and "Manufacturer" columns are all from the device suppliers that SGS
has cooperated with, and the dashboard function will not be affected by these data.

5.3 Evaluation Outcome

According to the experts' feedback on the performance of the test instance and their
answers to the evaluation questions in Table 6(Appendix B &C), this section will
describe the evaluation outcomes. The structure of this section is arranged in the order
of the evaluation questions in Table 6.

EQ1: How the reference model performs in the build process of a cloud-based testing
platform?

Due to the background of fully understanding the SGS laboratory environment and
equipment, this cloud test reference model can thoroughly guide the development of
the SGS cloud test platform. The cloud test platform established concerning the
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reference model has achieved small-scale applications. However, due to cost control
reasons and time problems, SGS has not yet promoted implementing the cloud test
platform in a large area.

EQ2: Did the model match the intended guiding purpose for designing and
implementing a cloud-based testing platform in an inspection and certification
company?

Due to the high degree of standardization and the similar purpose of automation in the
internal laboratories of testing and certification companies, the reference model of the
cloud-based testing platform has theoretically feasible. At the same time, this model
can be combined with various [oT technologies, such as programmable intelligent
gateways used in many test laboratories, making this model a good guide. But
simultaneously, the reference model gives each role fixed permissions. Experts report
that it will cause inconvenience in actual use. And laboratory operators need more
detailed access distribution in real work instead of all laboratory operators getting the
same access.

EQ3: Is the model easy to use?

In terms of ease of use, experts said that after understanding the ArchiMate language,
the reference model is clear and easy to use. However, this conclusion is based on the
reason that the inspection and certification company is already sufficiently familiar
with the Enterprise Architecture and ArchiMate languages. Experts believe that
inspection and certification companies that have not referenced Enterprise
Architecture may find it difficult to utilize the reference model. Experts specifically
mentioned that under the context of TeREES, since the cloud-based platform requires
displaying its functions to customers outside the organization, the reference model
built with the ArchiMate language increases the cost of communication.

EQ4: What were specific parts of the environment in the reference and built models
impacted?

a. Due to the limited number of devices connected to the current instance, there is no
independent application of the "operation and maintenance management system" to
independently collect and monitor the fault information of each device. The error
information in the current instance is saved in the system log, which can be found on
the device's property page.

b. Since this instance is still in development, the current data isolation and permission
control are based only on different information sources. For example, the
experimenter responsible for the oven equipment cannot access the data from the
rapid temperature change chamber through the platform instance.

c. Considering the economics, use the reference model example and add equipment
that requires high human involvement. Therefore, the current cloud-based platform
test sample is only connected to virtual temperature monitoring devices.

d. Experts suggest that the reference model sets different implementation suggestions
according to different periods of cloud-based platform implementation to cooperate
with the implementation of the cloud-based platform. For example, it is necessary to

54



pay attention to the stability of the operation of the cloud-based platform during the
initial implementation period and to pay attention to the scalability of the cloud-based
platform during the expansion of connected devices on the cloud-based platform, etc.

EQS5: What social influence do you think will result from using the reference model?

Experts have different opinions on this issue. A member of the laboratory's cloud test
platform design team said that systematically using this reference model for cloud-
based platform design work allows him to complete his work more confidently. But
another opinion was different. Since his leadership wanted a creative cloud-based
platform design, the expert worried that using a reference model to guide the design
effort would make his leadership think he was being lazy.

EQG6: Is this reference model compatible with other tools when building a cloud test
platform?

Experts agree that the adoption of the reference model can be compatible with the
required technologies, such as Web tools, intelligent gateways, and so on. Therefore,
the compatibility of the reference model meets the requirements. However, experts
suggest that the reference model should be used as a guidance document to point out
compatible technologies, such as the two downward transfer methods proposed in
4.3.2, and point out the advantages and disadvantages of different ways. As for the
compatible equipment, because the matching intelligent gateway STAS-PLUS has
been used in the laboratory environment of SGS for compatibility equipment, the
compatibility is good.

EQ7: Will you use this reference model when building a cloud test platform?

Experts say they will consider applying the reference model to build a cloud test
platform. However, an expert is concerned about whether the cloud test platform
reference model will affect the competitiveness of the case company when it is
adopted by other inspection and certification companies. Similarly, experts are
concerned about whether the verification and validation company managers will agree
that all stakeholders learn the ArchiMate language to apply the reference model.
Experts worry managers will see learning costs as too high.
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6. Conclusions and Recommendations

This report takes the proposed cloud test platform reference model in the past
literature as the starting point, takes the laboratory in the inspection and certification
company as the target environment, and builds a cloud test platform architecture
reference model suitable for inspection and certification laboratories. The cloud-based
platform control model of the laboratory and the related permission control table. This
report uses the TeREES cloud-based platform of SGS, which refers to this model, to
verify the feasibility of the reference model. The main research contents are as
follows.

6.1 Research Questions

The goal of the research is to propose a cloud-based testing reference model for
inspection and certification companies to improve their business performance and
complete complicated tasks. As described in Chapter 1.3, the main research question
is:

What is an appropriate cloud-based testing reference model for the SGS testing lab, and how
should it be implemented?

In order to answer the main research question, some sub-research objectives and sub-
research questions are proposed, and each of them will be discussed in the following
paragraphs:

RQ1: What is the existing reference model for the cloud-based testing?

There are mainly three types of architecture: three-layer architecture, middleware-
based architecture, and service-oriented architecture (figure 5). The three-layer
architecture composed of the perception layer, network layer, and application layer is
too simple and not instructive. In the middleware-based architecture, the role of
middleware has been replaced by an intelligent gateway, so there is no need to build a
complex middleware in the reference model. Finally, a service-oriented architecture is
better for tests that require less human intervention, while tests that require more
human intervention are harder to implement. A different finding is the Physical
Mashups reference model (figure 4). The “physical mashups — event club” connection
mode is introduced to the reference model. Due to the research in this report, we
decided to draw on the advantages of these architectures and design a cloud test
platform reference model suitable for inspection and certification company
laboratories.

RQ2: Which are the benefits of adopting cloud-based testing platform for the
stakeholders?

This report summarizes the demand analysis of the cloud test platform's inspection
and certification company laboratory through a literature search and field observation.
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There are three main functional requirements: first, the platform is required to be able
to use the working status, attributes, and generated data of various equipment in the
laboratory; second, as a medium for the laboratory to share data within the company
and externally; third, for equipment generated The data, is used for preliminary data
processing and equipment status control, including the addition, deletion, and
modification of data, reservation of equipment experiments, remote opening and
closing, etc.

RQ3: What requirements are needed to be fulfilled for testing and certification company
and their stakeholders when adopting cloud-based testing?

The functional requirements of the cloud test platform reference model mainly include
three aspects: information collection, data transmission, data processing, and device
control. The stakeholders’ needs are mainly remote monitoring, remote control,
information display, and information sharing.

RQ4: How should the cloud-based testing reference model be designed?

Concerning the above three points, this report designs the following content: this report
designs a cloud test platform reference model (4.3) and a cloud-based platform control
model (figure 21).

1. Cloud-based platform reference model for Inspection and certification Laboratories

First, this report uses ArchiMate to describe the existing environment of SGS
company's laboratory (4.1) and conducts stakeholder analysis for inspection and
certification companies based on literature and field research. Second, this report
designs a four-layer architecture cloud test platform reference model (4.3) based on
middleware-based architecture and service-oriented architecture. Table 4 describes the
functions of the reference model. Figure 13 describes the implementation diagram of
the cloud test platform. The research refers to the reference models of Three-Layer
Architecture, middle-ware-based architecture, and service-oriented architecture and
designs a four-layer cloud test platform reference model suitable for inspection and
certification laboratories. The model introduces the entities arranged at each layer and
the interfaces connected. It is proved that the model can be applied in practice after a
small-scale adoption in a laboratory of SGS.

2. Cloud-based platform control model for inspection and certification laboratories

This report designs a control model (4.4) based on different states of equipment based
on the reference model of the cloud test platform. In order to adapt to the
implementation of the cloud-based platform reference model, this report designs a
cloud-based platform control model based on monitoring the device status and
appointment schedule from the Device level. This control model lays the foundation
for the system to realize the intelligent control of the test process.

RQ5: How to change the laboratory management policy to fit the cloud-based testing
system?

In order to fit the implementation of the cloud-based testing platform, a new business
process (figure 14), a device resource description (figure 19), a detected sample
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description (figure 20), a permission assignment table (Table 5), and a user assignment
checklist (Table 6) based on stakeholder analysis are designed.

Figure 14 depicts the business process after the inspection and certification company
has implemented the cloud-based platform. The difference between the new business
process and the baseline process is that documents and information can be shared
through the cloud-based platform.

This report also describes the representation in the cloud-based platform for
equipment and experimental samples and the required parameters as a sample for
companies to reference (4.3.3). For the permission assignment table, this article takes
the Basic Role-Based access control model as a reference. It defines an access control
table suitable for testing and certification companies adapted to the cloud test platform
reference model.

RQ6: How effective is the cloud-based testing reference model?

This report applies the research method of TAR, uses TeREES of SGS Company as
the background and introduces this reference model to the cloud-based platform
designers of SGS Company. These designers designed a test case (figure 24) referring
to this reference model (Chapter 4) and the company's business process. Finally, this
article discusses the test case and reference model with three experts from SGS
according to the impact question list mentioned in Table 7 of 5.1 and evaluates the
reference model.

6.2 Reflection and Contribution

As mentioned in Chapter 5, the reference model has generally been positively
evaluated by experts. These evaluations mean that the cloud-based platform
technology has good applicability to the inspection and certification industry under
the background that the inspection and certification industry has not yet widely
adopted the cloud-based platform. At the same time, the requirements of inspection
and certification industry stakeholders described in Chapter 3 also indicate that
companies in this industry have incentives to introduce cloud-based platform
technologies. The above two points prove that this reference model has high practical
value for the inspection and certification industry.

This report takes the business process of the inspection and certification company and
the local laboratory composition as the starting point; through literature research and
stakeholder analysis, builds a cloud-based platform suitable for the inspection and
certification company, a remote-control model for the cloud-based platform and a
role-based access control method. The main research content is as follows.

(1) The cloud-based testing platform and a new business process suitable for
inspection and certification companies

This report compares Physical Mashups architecture, Three-Layer Architecture(a),
middle-ware-based architecture(b), and service-oriented architecture [19, 36],
combines the advantages of these models with the needs of stakeholders, and designs
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a cloud-based test platform with a 4-layer architecture through the ArchiMate
modeling language, the platform's functions, implementation methods and new
business processes applicable to the platform. Finally, the feasibility of the model is
proved through the implemented test instance and expert review. This lays the
foundation for the realization of cloud-based remote control and partially automated
testing in laboratories of inspection and certification companies.

(2) The remote-control model applicable for the cloud-based test platform

This report, based on BPMN language and device resource description, builds a
cloud-based platform control model. The model presents three states of the device:
idle, running, and faulty, and it conducts experiments by judging the state of the
device and the appointment time of the device. It should be noted that since the
current test samples of the cloud-based test platform only control temperature-
controlled box-type equipment, the preset equipment status of this control model is
relatively simple. This provides the basis for fully automated testing for future
inspection and certification companies.

(3) Role-based access control method

This report, based on Role-Based Access Control (RBAC) model, builds an access
control method. This method consists of a permission assignment checklist and a user
assignment checklist, designed to meet the requirements of inspection and
certification company information confidentiality and information sharing. It should
be noted that this method has not yet been verified by the test instance.

The results of this study will contribute to the research fields of LaaS, cloud-based
platforms, and cloud-based testing. In the field of LaaS, reference models such as
Three-Layer Architecture(a), middle-ware-based architecture(b), and service-oriented
architecture have been proposed [36]. However, we applied the research results earlier
than others to the inspection and certification industry (previous studies mostly focus
on cloud-based testing in the education field). A reference model is proposed to assist
in the automation of the inspection and certification industry. The model delivered by
this study is a model designed by the ArchiMate language and a control model
designed by the BPMN language, and the technology and structure adopted by the
middle-ware, the expression method of the equipment and samples, and the authority
distribution table are added. In addition, the model designs a new business process
after adopting the cloud-based platform for the past business process of the inspection
and certification company to focus on the implementation of the reference model.

6.3 Limitation and Future Research

There are several limitations points identified in this research.

Currently, the model has only been partially implemented, and the feasibility of the
LAN remote control has only been verified on equipment with a constant temperature
and humidity chamber, temperature shock chamber, rapid temperature change
chamber, and oven. The reference model needs to be verified in a wider range of
laboratory environments with equipment that receives more complex instructions. In
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addition, if it can be implemented in the Internet environment, the reference model
will also be of great significance for the intelligent management and control of testing
and certification companies.

Second, the access control list fails the test in the validation instance. This is due to
the current TeREEs project is still in the experimental stage. At this stage, no multi-
user interface and control system was added. It is suggested that an access control
method can be added in future research to fulfill stakeholders’ requirements.

Third, the current reference model does not set different implementation suggestions
according to different periods of cloud-based platform implementation to match the
actual implementation of the cloud-based platform. The time constraints of this study
affected this step. Since the duration of this study was completed within half a year,
this step could not be fully completed. Therefore, it is suggested that in future
research, based on the different stages of the cloud-based platform implementation
and the size of the company, different implementation suggestions can be added to
make the cloud platform more applicable.

Regarding the mentioned limitations, for future research, it is recommended to verify
the feasibility of remote control in different devices that may be applied by inspection
and certification companies. It is recommended to set up access control under Internet
conditions and test the impact of multi-user interfaces on cloud-based platforms to
keep information from leakage. And it is also recommended to give implementation
suggestions step by step for the implementation process of reference models for
inspection and certification companies under different circumstances.
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No. Study Ref. Year Topic Purpose Quality Q1 Q2 Q3 Field
Score
1 Yan et al. 2015 A web service Design a 3 Y Y Y CS, Taas
load testing new method
platform
2 Ning et al. 2017 A mobile Design a 3 Y Y Y Edu, RL,
application new method Mobile
architecture to
integrate remote
laboratory
3 Xie et al. 2022 A distributed Design a 3 Y Y Y Edu, RL
online laboratory new method
framework
4 Broisin et al. 2017 A remote Design a 3 Y Y Y Edu, RL
laboratory model new method
for computer
education which
adopts a
distributed,
modular and
flexible
architecture
5 Leietal. 2018 A web-based Design a 3 Y Y Y Edu, RL
hybrid new method
laboratory
framework for
education and
research
6 Troger et al 2014 The Introducea 3 Y Y Y RL
performance, method
reliability and
security of
virtual remote
laboratory
7 Yan et al. 2012 A webservice-  Designa 3 Y Y Y Cloud, RL, Paas
based cloud Paas new method
platform for
performance
testing on web
services
8 Gao et al. 2012 A Taas Design a 2.5 Y Y P Engr, RL, Taas
infrastructure new method
and a cloud-
based
environment
9 Chhillar & 2019 An automation Design a 2.5 P Y Y Engr, Taas
Sharma continuous new method
testing as a
service
dashboard
10 Villanesetal 2015 An automation Design a 2.5 Y Y P Engr,
mobile Taas new method Taas,Cloud
model
11 Janani & 2015 Anintroduction  Literature 2.5 P Y Y Taas,
Krishnamoorty for cloud Taas review




12

Touhafi et al.

2018

An architecture
for remote
experiments

Design a
new method

2.5

Engr, RL

13

Maiti et al.

2015

A timed
automation
based model of
experimental
rigs

Design a
new method

2.5

Engr,
Automation

14

Jang Ho Lee

2014

A grid-based
system
designed for
Real Time
Hybrid Testing
Facility in
construction
engineering

Design a
new method

2.5

Engr, distributed

15

Bochicchio &
Longo

2009

A framework for
remote
laboratory in
engineering
school

Design a
new method

2.5

Edu, RL

16

Li et al.

2015

A penetration
testing as a
service (PTaaS)
system

Design a
new method

2.5

Taas

17

Maiti et al.

2015

A remote access
laboratory
system that
enables peer-to-
peer (P2P)
experimental
design and
sharing

Introduce a
method

2.5

Edu, RL

18

Ying & Zhu

2004

An engineering
education
laboratory
architecture

Design a
new method

2.5

Edu, RL

19

Latorre Garcia
et al.

2013

The process to
transfer remote
web lab into
smart devices
which are able to
work with 10Ts

Introduce a
method

2.5

Edu, RL, loT

20

Tung et al

2014

A cloud-based
safety testing
Taas architecture

Design a
new method

2.5

Taas, Cloud

21

Gao et al.

2013

A
comprehensive
tutorial on
testing as a

Literature
review

2.5

Taas, Cloud
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service in a
cloud
environment

22

Mart hez-
Carreras et al.

2008

A wrapper

model based on

SOA for

interoperability

Design a
new method

2.5

Edu, RL

23

Rekik et al.

2012

A model based

on semantic web
Tech. designed

for remote
laboratory

Design a
new method

Semantic Web,
RL

24

De Francesco
et al.

2014

The cloud-based

software
architecture
based on AWS

Design a
new method

Engr, RL

25

Orduf® et al.

2011

How the

development of

experiments is
handed in
remote

laboratory model

Introduce a
method

Edu, RL

26

Karadimas &
Efstathiou

2007

An Internet-

based laboratory

model for
remote
monitored and
controlled

Design a
new method

Edu, RL

27

Bochicchio et
al.

2013

A design for
online
interactive
laboratory

Design a
new method

Edu, RL

28

Yan et al.

2012

A web service
load testing
platform

Design a
new method

CS, Taas

29

Werner et al.

2016

A cloud-based
environment
allowing the

design of virtual

platforms and
prototyping of
the system

Design a
new method

Edu,

30

Maiti et al.

2015

An introduction

on the
characteristics

and components

in distributed
remote
laboratories

Introduce a
method

Engr, RL

31

El-Sayed et al

2011

An introduction

Literature

Edu, RL

76



on several
remote
laboratory
architecture

review

32

Kist et al.

2016

A remote access
laboratory
design for
STEM education

Design a
new method

Edu, RL

33

Rivera et al

2017

An approach
that integrates
remote
laboratory with
virtual learning
environment

Design a
new method

Edu, RL

34

Oleksii &
Sergiy

2013

A mobile
universal Taas
platform

Design a
new method

Mobile Taas

35

Thames et al.

2012

Using
technology such
as command and
control
communications,
Web 2.0, and
cloud computing
to develop large
scale remote
laboratory

Introduce a
method

RL, Edu

36

Kist et al.

2015

A remote access
laboratory
design for
STEM education

Design a
new method

Edu, RL

37

Komarov &
Sarafanov

2021

An loT-based
distributed
architecture for
solving
multidisciplinary
research
problems

Design a
new method

Edu, RL

38

Al-Masri

2018

A remote-
controlled
middleware
infrastructure
called Laas

Introduce a
method

Edu, RL

39

Pastor et al.

2013

Using cloud-
technology to
enhance remote
laboratory model

Introduce a
method

Edu, RL

40

Petrova-
Antonova et
al.

2017

Proposed a
TaaS-enabled
framework

Design a
new method

Taas, Cloud

77



offering cloud-
based testing
services.

41

Chandra Jana
et al.

2017

An architecture
to deploy remote
laboratory based
on mobile cloud
computing

Design a 2 Y
new method

Mobile cloud,
RL

42

Pastor et al.

2013

An automation
system based on
cloud providers

Design a 2 Y
new method

Edu, RL

43

Kist et al.

2014

A prototype
network
architecture
based on remote
laboratory

Design a 2 Y
new method

Edu, RL

44

Rasche et al.

2008

an architecture
for predictable
and interactive
control of
remote
laboratory
experiments
accessed over
Web service
protocols

Design a 2 P
new method

Edu, RL

45

Wei-feng

2008

A remote
laboratory for
embedded
system

Design a 2 Y
new method

Edu, RL

46

Markan et al

2013

A cloud-based
architecture for
remote
laboratories

Design a 2 Y
new method

Cloud, RL

47

Osten te al

2013

An architecture
that provides the
opportunity to
communicate
with and
eventually
control the
physical setup of
a remote
metrology
system.

Design a 2 P
new method

P

Cloud. Engr, RL

48

Celdran et al

2020

A SDN based
architecture for
remote
laboratory
design

Design a 2 Y
new method

Y

Edu, RL

78



49  Petrova- 2015 Atestingasa Design a 2 Taas, CS
Antonova et Service Software new method
al. Architecture
(TASSA) for
testing web
service
50 VYuetal. 2010 A prototype of Design a 2 Taas, Cloud
TaaS over cloud new method
to evaluate the
test task load
51 Manveen Kaur 2016 An introduction Introducea 2 Taas, Cloud
on cloud based method
Taas architecture
52 Herboldetal 2015 A cloud-based Design a 2 Taas, Cloud
platform for the  new method
testing of SOAs
MIDAS Testing
as a Service
(TaaS),
53  Maiti et al. 2018 An evaluation Design a 1.5 Engr, RL
method for new method
Remote access
laboratories
54  Efstathiou et 2007 An Internet- Design a 1.5 Engr ,Edu,RL
al. based laboratory new method
model
55 Ramprasadet 2018 The Design a 1.5 Engr, loT
al. implementation  new method
of a testing
framework to
evaluate and
maintain loT
network
56 Asumaduetal. 2005 A remote wired Introducea 1.5 Engr, RL
and new method
measurement
Laboratory
architecture
57 Alietal. 2018 A Taas Design a 1.5 Taas, CS
infrastructure for new method
mobile
application
testing
58 Maiti et al. 2015 A method to Design a 1.5 Engr, RL
create Markov's  new method

Decision Process

between user
and
experimental
equipment

79



59

Hardison et al.

2008

A distributed
service

infrastructure to
support online

laboratory
experiment

Design a
new method

1.5

Edu, RL

60

Terokhin et al.

2021

A description of

distributed

information and

management
system

Introduce a
method

1.5

Edu, RL

61

Rivera &
Felipe

2016

A design for

online laboratory
network in LAC

Design a
new method

1.5

Edu, RL

62

Maiti & Maiti

2013

An approach to
design remote
experiments by

representing

instruments in

the internet as
objects or
resources

Design a
new method

1.5

Engr, RL

63

Jameela et al.

2014

A review on
cross cloud
application
testing

Literature
review

1.5

CS, Cloud

64

Hardison et al.

2010

A distributed
service

infrastructure to
support online

laboratory
experiments

Introduce a
method

1.5

Edu, RL

65

Malik et al.

2019

An automated
loT testing
service-based
framework

Design a
new method

1.5

loT, Automation

66

Herbold &
Hoffmann

2017

Introducing

cloud computing

for scaling up
model- based
testing

Design a
new method

1.5

RL,cloud

67

Ranaldo et al.

2007

Real-time

visualization of

the

instrumentation

involved in

distance learning
of electric and

electronic
measurement

Design a
new method

1.5

Edu, RL
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68

Favario et al

2015

An open-source
architecture for
open access
educational
resources

Design a
new method

1.5

Edu, RL

69

Chen et al

2013

A cloud-based
platform
architecture
offering static
testing service

Design a
new method

1.5

Cloud, RL

70

Schoen et al

2021

A co-simulation
framework that
enables joint
simulation
experiments by
multiple remote
laboratories for
analyses

Design a
new method

1.5

Engr, RL

71

Kist et al.

2016

Remote access
laboratory
platform for
RALIife
experiment

Design a
new method

1.5

RL, Edu

72

Naseer &
Saeed

An evaluation
on Taas
infrastructure
with five layers

Introduce a
method

1.5

Taas, Cloud

73

Mungekar &
Toradmalle

2015

An architecture
of TaaS in which
we have
integrated
numerous testing

types

Design a
new method

1.5

Taas, CS

74

Cano et al.

2016

A remote
laboratory to
learn
cybersecurity
and
infrastructure
protection
systems.

Design a
new method

Edu, RL

75

Al-Ghuwairi
et al.

2016

A measurement
approach to
evaluate the
effectiveness of
TaaS, over cloud
computing
environment

Design a
new method

Engr, RL

76

Broisin et al.

2015

A distributed
remote

Design a
new method

Edu, RL

81



laboratory
framework for
online practical
activities

7

Angulo &
Garc B-Zubia

2013

An inexpensive
remote
laboratory model
used for a real
fish tank

Introducea 1 P N
new method

Edu, RL

78

Wieder et al.

2006

An approach
that integrates
remote
laboratories as
another resource
into the Grid

Design a 1 N N
new method

CS,RL

79

Hamadou
Saliah-
Hassane

2006

A model for
online laboratory
repositories of
online learning

Design a 1 P N
new method

Edu, RL

80

Ning et al.

2013

A web-based
remote
laboratory
architecture

Design a 1 Y N
new method

Distributed, RL

81

Robles-Gémez
et al.

2020

An evaluation
on virtual and
remote
laboratory

H
Z
<

Experiment

Edu, RL

82

Grosclaude et
al.

2008

An approach to
managing
networked
virtual and
physical
resources which
could be viewed
as components
of remote
laboratories

Introducea 1 P N
method

Engr, RL

83

Corrado et al.

2010

An innovative
hardware and
software
platform
designed for
Analog to
Digital
Converter
(ADC) testing

Design a 1 Y N
new method

N

Engr.

84

De Oliveira et
al.

2017

a novel approach
for solving the
lock-in problem
in TaaS with the

Design a 1 P N
new method

P

CS, Taas
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use of design
patterns

85

Epelde et al.

2015

A remote
laboratory
design of public
use

Introduce a
method

N RL, Edu

86

Saliah-
Hassane et al.

2011

An introduction
on the
components of
the environment
of a remote
laboratory in
Electrical
Engineering

Introduce a
method

P Engr, RL

87

Igor Titov

2013

A web-based
software online
laboratory
system

Design a
new method

P Edu, CS, RL

88

Sa'nchez et al.

2012

A paradigm
proposes the use
of cloud
technologies to
enhance
RELATED

Design a
new method

N Cloud, RL

89

Ranaldo et al.

2006

A real-time
visualization of
instrumentation
in distance
learning

Introduce a
method

P Edu, Engr

90

Molto &
Caballer

2014

An architecture
based on Cloud
services
designed for
online course
management

Design a
new method

N Edu, RL

91

Sanchez-
Viloria et al.

2021

A general
context of the
technology used
in terms of
protocols of
communication
that support the
operation of
online laboratory
systems

Introduce a
method

N Engr, RL

92

Kutlu &
Aydogan

2009

A remote
laboratory
modeling and
validation

Design a
new method

N Edu, RL

93

Lakatos

2016

A flexible

Design a

P Edu, RL
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laboratory
architectural
solution to
controlled
experiment
environments.

new method

94

Sanogo et al 2016

A cloud-based
laboratory model

Design a
new method

Edu, CS, RL

95

Khamis et al 2003

An architecture
used to be built
remote
laboratories to
interact remotely
via Internet with
mobile robots

Design a
new method

Distributed, RL

96

Gravier et al 2007

A literature
review of
modern remote
laboratories and
the next
generation of
remote
laboratories

Literature
review

RL

97

Mohammadi 2017
et al

The background,
methods,
evaluation, and
analysis of
remote
laboratory model
for Curtin
University’s
Green Electric
Energy Park
(GEEP) facility

Design a
new method

Edu,RL

98

Bernio et al 2020

A virtualized
cloud for remote
laboratory

Design a
new method

Cloud, RL

99

Zapata-Rivera 2018
etal

Three scalable,
ad hoc, low-cost,
mobile, online
laboratories that
utilize the
proposed
distributed and
centralized
architectures are
described

Introduce a
method

Mobile, RL

100

Parkhomenko 2019
et al

Remote Lab
Smart House &
0T cyber

Design a
new method

RL, loT
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security
architecture was
proposed

101

Bai et al

2013

the research
and
implementation
of a TaaS system
called
Vee@Cloud

Design a
new method

RL, Laas

102

Agrawal &
Srivastava

2007

A Web based 3-
tier architecture
(WebLab) that
provides shared
batch mode
access to
experiments

Design a
new method

Web, RL

103

Saenz et al.

2016

A Java-based
structure for
virtual and
remote
laboratory

Introduce a
new method

0.5

Edu, CS, RL

104

Lampe &
Rudy

2019

A distributed
algorithms for
software testing

Design a
new method

0.5

CS, Taas

105

Garc -

Perulvo et al.

2014

A cloud-based
architecture for
e-learning

Design a
new method

0.5

Edu, RL

106

Ali & Li.

2019

A cloud-based
testing adoption
assessment
model

Design a
new method

0.5

Cloud, RL

107

Berruti et al.

2013

A validation
measurement on
distributed
computing
environment

Introduce a
method

0.5

Distributed, RL

108

Ali & Badr

2015

An evaluation
on the
performance of
mechanisms for
the collection of
data generated
by instruments

Introduce a
method

0.5

Distributed, RL

109

Adhipta &
Hassan

2010

Distributed
random variate
values in
Colored Petri
Nets
nondeterministic
network

Introduce a
method

0.5

Distributed,
simulation




behavior

110 Petrova-
Antonova et
al.

2012

A framework, Design a
named Testing new method
as a Service

Software

Architecture,
aims to provide
design testing of
both functional
and
nonfunctional
behavior of web
service

0.5

N

CS, Taas
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8.2 Appendix B — Evaluation interview — Expert A

Siyuan: Now we will evaluate the applicable value of the cloud-based platform reference model for inspection and
certification companies such as SGS. I have a list of questions and I will score the entire model based on your answers.
The main method I take is to analyze different cloud-based platform reference models to understand the key
components of the cloud-based platform, and to build a cloud-based platform reference model suitable for the
inspection and certification company according to the different needs of the stakeholders of the inspection and
certification company. This model is constructed using ArchiMate and BPMN languages. This model includes figure 8
to figure 16, Figure 19 device resource description, Figure 20 sample resource description, and Table 5 & 6
authorization management forms. We designed 7 performance standards, the performance of the reference architecture
in the process of building the cloud test platform (1), whether the reference model meets the expected guidance purpose
(2), whether the model is easy to use (3), the impact of the reference model and the environment ( 4), the social impact
of the reference model on users (5), the compatibility of the reference model with other tools (6), and the practitioners'
willingness to use the reference model (7). My first question to you is, how do you think the reference architecture
performs in the process of building a cloud testbed?

Expert A: When I first saw this model, my first thought was whether we need to build a cloud test platform at the
inspection and verification company. For SGS, we are in the stage of expanding scale and improving inspection
efficiency, so we need a cloud-based testing platform.

Siyuan: Indeed, this reference model is intended for verification and validation companies that require a cloud test
platform. The requirements for stakeholders have been discussed in Chapter 3, Table 1.

Expert A: Exactly. When building a cloud-based platform, we need to constantly contact the needs of stakeholders to
adjust the construction method.

Siyuan: Yes, that’s true.

Expert A: In building a cloud testbed, the reference model really helps us provide the guidance we need to build a
cloud-based platform. For example, the reference model proposes to use the method of intelligent gateway to integrate
the same type of devices and translate the instructions of the cloud-based platform through Broker. This method solves
the problem of inconsistent instruction formats between cloud-based platforms and devices.

Siyuan: Glad a reference model can help. Then the second question is “did the model match the intended guiding
purpose for designing and implementing a cloud-based testing platform in an inspection and certification company?” As
a member of the laboratory management design team, do you think this reference model can help the laboratory
management team realize remote control and remote monitoring?

Expert A: From the perspective of the laboratory management team alone, this reference model can indeed meet the
requirements of remote control of experimental equipment and remote monitoring of experimental equipment.
However, meeting this requirement is only a condition for small-scale testing. Because the management also needs to
consider other aspects such as cost before it can be applied on a large scale.

Siyuan: Yes, I understand.

Expert A: Similarly, even if the needs of other departments are met, we still need to study the impact of cloud-based
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platform deployment on actual business processes and the interaction of the impact on various departments.

Siyuan: Indeed, the impact on actual business processes may be more insidious and require longer studies to determine.
So, the next question, is the model easy to use?

Expert A: For me, not all parts of this model are easy to understand. I also need to use the information you shared about
the ArchiMate language to understand the architectural part of the cloud-based platform. However, after a preliminary
understanding, I think the entire reference model is still well understood.

Siyuan: The next question is what were specific parts of the environment in the reference and built models impacted?

Expert A: In fact, many parts have been adjusted. For example, in Figure 13 you set up a cloud environment using four
servers. But on our experimental platform, we only used two servers. At this stage, due to the small load on the cloud-
based platform, two servers can complete the construction of the cloud environment. Similarly, we currently do not
fully use the device description in Figure 19. The experimental cloud-based platform now only has one temperature
monitoring device connected to simulate the device.

Siyuan: Yeah, I understand.
Expert A: So, what I'm thinking is that it is possible to set different states to the reference model. For example, what
parts are the most important in the initial stage, and what parts can be deployed at a later stage. Or set different

deployment steps for different stages. This will be more suitable for the deployment of the actual platform.

Siyuan: Yes, this 1s indeed a good suggestion. At present, the cloud test platform reference model only prepares a
reference model of one state.

Expert A: So, the next question is?
Siyuan: What social influence do you think will result from using the reference model?
Expert A: Social influence? what are you referring to?

Siyuan: Social influence generally refers to the degree to which others believe that method users will use a new method.
For example, using new methods to make people's conclusions more reliable, etc.

Expert A: Ah I see. The use of reference models does make the models we build easier to be understood by others,
provided that the other party understands some construction language.

Siyuan: Good. The next question is “Is this reference model compatible with other tools when building a cloud test
platform?”

Expert A: OK, I think the model is the first step. It should then be up to the reference model to provide the technology
that can be applied to a certain location. For example, you choose Nginx in the load balancer position. It is up to you to
provide the corresponding technology, which is naturally more compatible with the reference model itself.

Siyuan: My initial thought was to use the reference model as a reference for a company that is implementing a cloud
test platform. So, we need to consider the issue of compatibility.

Expert A: You should ask for more. Because some inspection and certification companies do not have and do not know
that cloud-based platforms should be used to manage experimental equipment. So, I would like to see this reference
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model become a tool like a guidance document to guide companies in the construction of cloud-based platforms. In
order to accomplish this, it should be the job of the reference model to indicate the techniques that can be applied.

Siyuan: Fair enough. This point can be set as a future work direction.

Expert A: So, the next questions is ?

Siyuan: The next question is “Will you use this reference model when building a cloud test platform?”

Expert A: Yes, but only if the reference model meets our requirements for the role of cloud-based platform
implementation guidebook. As you know, the construction of SGS's cloud-based platform is still in the early stage, and
we are still testing different possibilities until the final large-scale promotion. We welcome all kinds of tools that may
help us complete this process.

Siyuan: Very good, thank you for accepting today's interview. Your comments helped a lot with my reference model.

Expert A: You're welcome, and good luck with your reference model too.
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8.3 Appendix C - Evaluation interview — Expert B & C

Siyuan: Hello Ted and Emma. Thanks for accepting the interview.
Expert B: Hello Derek.
Expert C: Morning Derek!

Siyuan: Good morning! Now we will evaluate the applicable value of the cloud-based platform reference model for
inspection and certification companies such as SGS. I have a list of questions and I will score the entire model based on
your answers. The main method I take is to analyze different cloud-based platform reference models to understand the
key components of the cloud-based platform, and to build a cloud-based platform reference model suitable for the
inspection and certification company according to the different needs of the stakeholders of the inspection and
certification company. This model is constructed using ArchiMate and BPMN languages. This model includes Figure
11, Figure 12, Figure 13, Figure 19 device resource description, Figure 20 sample resource description, Table 5
permission assignment checklist, and Table 6 user assignment checklist. We designed 7 performance standards, the
performance of the reference architecture in the process of building the cloud test platform (1), whether the reference
model meets the expected guidance purpose (2), whether the model is easy to use (3), the impact of the reference model
and the environment ( 4), the social impact of the reference model on users (5), the compatibility of the reference model
with other tools (6), and the practitioners' willingness to use the reference model (7). My first question to you is, how do
you think the reference architecture performs in the process of building a cloud testbed?

Expert C: I think this is your question, Emma.

Expert B: Yes, I believe so. I think this platform has a certain reference significance for the design of the cloud-based
platform. Because it involves basically all aspects, and provides a certain choice. What I like the most is that it provides
a variety of platform and device communication options.

Siyuan: This is because I found many solutions that can be referred to when searching the literature.
Expert B: Very good, but in actual deployment, the cheaper and simpler solution will still be chosen.

Siyuan: I understand. Did the model match the intended guiding purpose for designing and implementing a cloud-based
testing platform in an inspection and certification company?

Expert C: From an experimental manipulation point of view, the model is complete. But from the perspective of
laboratory operators, because not everyone has the same job, and not everyone can assume the role of experimental
operation, so the reference model lacks the division of labor for laboratory operators. Different laboratory operators
should have different divisions of labor in order to complete the experiment normally. If you need, I can share with you
the division of labor reference in your experimental case.

Siyuan: Thank you. That would be perfect.

Expert C: You're welcome. But going further, our laboratory operators will face different experimental requirements, so

I hope that the cloud-based platform cannot define the permissions of each role too rigidly. Defining the role of the

laboratory operator too clearly will make the experiment require too much help from the administrator, which will affect
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the progress of the experiment.

Siyuan: Ok I will consider your request. The clear definition now is to allow stakeholders to better understand the
functions of the cloud-based platform.

Expert C: I understand, but lab administrators would prefer the cloud-based platform to be a tool to help with
experiments, not just another bureaucratic tool.

Siyuan: I see. Ted, do you have anything to add?

Expert B: No comments from my side, I think the reference model completes the work up to the cloud-based platform
design.

Siyuan: Thank you. And the third question is “is the model easy to use?”

Expert B: I believe you have heard it from my colleague. Members of our cloud-based platform design team studied the
ArchiMate language. None of us had been exposed to this architectural language before. However, based on the
information you provided; it is quite understandable. I personally think that this language can express each role of the
company from a global perspective, so it is necessary for the design of the cloud-based platform, especially our
company's cloud-based platform design involving many stakeholders. But still because I don't know much, I doubt how
many people really understand the meaning of this language.

Expert C: It's not that I don't understand its meaning, but it's used too little, and other languages can also be used
instead. If it is used, it is too time-consuming to explain the meaning of each concept to the leader and the customer.

Siyuan: I understand. So....What were specific parts of the environment in the reference and built models impacted?
Expert C: Do you mean...?

Siyuan: For example, in understanding the reference model or in applying the reference model, which parts will be
changed.

Expert B: First, I must say that the cloud-based platform is currently in the testing stage, and only small-scale
deployments have been carried out. Currently, the load balancer and Broker are deployed in one server. At the same
time, only one device is currently deployed on the device side.

Siyuan: Cloud has told me about that.

Expert B: Very good. I would also like to say that the description of the equipment and samples is good, but we will
leave the definition of this part of the concept to the lab operator who is responsible for the equipment. Because they

will have a better understanding of what parameters and what sample information is needed.

Expert C: Yes, in actual work, it will be much more convenient for this part of the adjustment to be handed over to the
actual personnel involved in the experiment.

Siyuan: Alright.
Expert C: So, the next question is?

Siyuan: What social influence do you think will result from using the reference model? Social influence generally refers
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to the degree to which others believe that method users will use a new method. For example, using new methods to
make people's conclusions more reliable, etc.

Expert B: I think this reference model will improve the efficiency of communication in the case where everyone else
understands the architectural language. I really like that this language can let more people understand the purpose of
cloud-based platform design and the effect of operation, you can understand The bigger picture. However, it seems that
this is a bit difficult now, because our stakeholders are very diverse and the knowledge background is also very
complicated, and we cannot understand the meaning of this language.

Expert C: I agree with Ted. It takes us time to understand that a cloud-based platform design means little to us lab
operators.

Siyuan: I see. So, the next question is “Is this reference model compatible with other tools when building a cloud test
platform?”

Expert B: I believe this platform is still very compatible. You yourself have applied many other techniques as options.

Expert C: I'm curious if there is any impact on cloud-based platforms taking different approaches to device connectivity.
You understand the advantages and disadvantages of different methods. We want to know the practical impact of taking
a different approach.

Siyuan: Like pros and cons, right?
Expert C: Yes, especially for practical work implications.
Siyuan: I understand. The next question is “Will you use this reference model when building a cloud test platform?”

Expert B: Personally, I like this reference model very much. As I said before, the reference model under this language
architecture can introduce the cloud-based platform and its significance to each role from a global perspective. This is
something that many other languages cannot do. The second point, from the perspective of the reference model, it can
give a company who knows nothing a preliminary guidance and what role the cloud-based platform will play in the
business process in the future.

Siyuan: I feel like there's a “but”.

Expert B: Yes, there is. I very much doubt that companies will want all of us to learn a new language to build cloud-
based platforms. The management prefers the parts that directly affect the construction of the cloud-based platform,
such as the intelligent gateway. If we succeed in convincing management that this is the ideal way to communicate
between devices and the cloud, they will be willing to give more resources. But a language that aids in building cloud-
based platforms and aids in understanding, I doubt they'd agree to spend a few hours on us learning it.

Expert C: Yes, from the perspective of the laboratory operator, the cloud-based platform is at best an auxiliary tool. For
laboratory operators, learning this new language will not help them complete their work. We believe that this language
is still meaningful for the design stage, but it is not of much value to us operators in actual operation.

Expert B: Another thing is that if the reference model is widely used among all inspection and certification companies,
how will SGS maintain its advantage of forwardness? Widespread use of reference models may close the gap between
other companies and SGS.

Siyuan: I understand what you mean. Thanks for accepting this interview.
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8.4 Appendix D — Evaluation - ArchiMate Introduction for experts

UNIVERSITY OF TWENTE.

ArchiMate language introduction Siyuan Liu
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ArchiMate history Introduction

ArchiMate originated in the Netherlands at the beginning of this century and was customized by the development team
formed by the Telematica Institute (reorganized and renamed Novay in 2009), a research organization in the field of
information technology in the Netherlands. The construction process, which began in July 2002 and ended in December
2004, consumed 35 man-years and nearly 4 million euros in capital.

In 2008, the dominance of ArchiMate was transferred to the Open Group.

In February 2009, the Open Group released ArchiMate version 1.0 as a formal technical standard, and the latest version
so far is ArchiMate version 3.1 released in 2019.
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ArchiMate is
A language for describing the architecture

relationship with layers
Graphical Language with Semantics

www.opengroup.org/ArchiMate www.ArchiMate.org

ArchiMate® 3.0
Specification

>

M THE OPEN GROUP SERIES

The framework describes the business layer, application layer, and technical layer

Adoption of visualization and analysis techniques for different stakeholders
An open standard developed and maintained by The Open Group
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® Business layer (Business): Provides products and services to external customers (users), and these services are
implemented by business roles within the organization through business processes
® Application layer (Application): applications that support business services
® Technology layer (Technology): Run applications through hardware and software interaction
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Example: Behavior elements has access to objects
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ArchiMate®3.0 Notation Overview

Passive Structure Behavioral Active Structure

The concepts in red blocks mean this concept is used in the reference model.
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Organizational entity capable of performing an act

Responsibility for specific actions that can be assigned to participants
A service that fulfills a business need for a customer (internal or external to an organization)
Behavior elements that group behaviors according to a selected set of criteria

A behavioral element that groups behaviors according to the sequence of activities. It is designed
to produce a defined set of products or business services

Coherent collection of services, accompanied by a set of contracts or agreements, offered to
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Application component A modular, deployable, and replaceable part of a software system that encapsulates its
behavior and data and exposes them through a set of interfaces

Application interface An access point where application services can be used by users or other application
components

Application collaboration A collection of two or more application components that work together to perform a
collective behavior

Data object Objects suitable for automation

Application service Services that describe automated behavior

Application interaction Behavioral elements that describe the interaction and collaboration behavior of an
application

Application function A behavioral element that groups automated behaviors that can be performed by

application components
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Device A physical computing resource on which elements can be deployed for execution
Node A computing resource on which elements can be deployed to perform
Network The physical communication medium between two or more devices

System software A software environment for specific types of components and objects deployed on physical devices
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Association A relationship between associated model objects does not have another more specific
relationship
Access Access relationships simulate behavioral access to business or data objects
Used by Used by relationships for process/function/interaction use of services or
roles/components/collaboration use of interfaces
Realization Implementing relationships to link logical entities with physical entities
Assignment Assignment relationships link behaviors to the elements that perform them (e.g., roles,
components) or roles to actors
Aggregation An aggregation relationship is an object that aggregates multiple other objects
Composition A composition relationship means that an object is composed of multiple other objects
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Flow Flow relationships describe the exchange or transfer of information or value between
processes, functions, interactions, and events
Triggering Trigger relationships describe temporal or causal relationships between processes,
functions, interactions, and events
Specialization A specialization relationship means that one object is a specialization of another
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Cloud-based reference model introduction
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Baseline model--Business Process

At present, all kinds of data are stored in the local computers of various business departments, and communicated

through intranet and mail.
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Access to resources stored in different environments is complex and difficult to expand.
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Baseline model-Local test equipment composition

The experimental equipment is directly controlled by the local computer in the laboratory, which is currently not
connected to the Internet.
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8.5 Appendix E — Figure - SGS's vision document for a cloud-based platform

Lab automation Eco-system

Based on STAS platform, SGS Electrical & Electronics Lab has integrated automation
technologies and advanced international standard test methods in building a

continuocusly developing laboratory automation system cluster through constant

iterativa improvement and extension,
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SGS has been inputting its R& D
resources in lab automation, digitalization
and intelligence continuously, and has
developed its Smart Test Augmenting
System (STAS®-PLUS) with higher
reliability, usability, maintainability and
expansibility on the basis of the ariginal
Safety Test Automation System (STAS).

FEATURES OF STAS®-PLUS

* Achieved connecting, interaction and control of uriversal lab test equipment
* Automated and digitalized testing processes and test data

= Enhanced utilization and allccation efficiency of lab rescurces

= Highly expansive — according to the needs of business scenarios and work-flows to:

e Connect, interact with and control more test equipment
* Davelop more automatic and intelligent test processes
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A connected SGS materials & reliability lab

TeREES®

LA STAS®-PLUS {EAREMRARN), ETYBRANIBRERETREERS
TEST RESOURCE & EQUIPMENT ECO-SYSTEM (TEREES®) WITH STAS®-PLUS AS THE INTERACTING HUB

AND BASED ON IOT ARCHITECTURE

BFtnxBEcHEE. DIGITALIZED LAB OPERATION, MAINTENANCE AND MANAGEMENT:
o SR HNLTNEFETREEE * Real-time dashboard monitoring of equipment’s operation status
» ERTESHA * Online booking and scheduling

o & LA T — TR TS EREERS * Online-to-offline test task assignment and remote controlling
o ITREHE HIBXE REMARERAE » Task management, data acquisition and automatic generation of datasheets and
37 reports

* BEER * Equipment management
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INSIDE THE ORGANIZATION
— LAB'S CLUSTERED OPERATION AND MANAGEMENT BASED ON 10T
B HIGHLY CONRECTION OF LAB AND TEST EQUIPMERNT
* Pointer/signboard visual real-time monitering
* Highly efficient cross-regional resource allocation and smart management of
assets
* Highly automation and digitalization

[ SMART OPERATION BASED ON 10T AND BIG DATA
* Cross-regional remote technical support and improve management efficiency of
knowledge
* Digitalization of test, data, reporting and certification process and improve
timeliness and accuracy of business process
* Build a big data platform of lab test data and operation data

3GS AND CLIENTS
— CROSS-ORGANIZATIONAL TEST PLATFORM BASE|[I ON 10T
B BUILD UP COMNECTION FOR SGS'S CLIENT LAB(CTF) AND ITS RECOGNIZED COOPERATIVE LABS

(QTLI:

* Cross-organizational, live broadcasting test status monitoring-test conducted at
client’s end, SGS's acguiring data at real time, completing test report and
certification process on line and improve timeliness and accuracy of business
process

* Achieve cross-organizational and cross-regional remote technical support and
improve service quality

* |mprove operation and maintenance efficiency at client’'s end based on the
laboratory big data platform

SURPASS TRADITIONAL TEST CERTIFICATION
— WHOLE-LIFE CYCLE MANAGEMENT BASED ON 10T
I BUILD UP CONNECTION FOR PRODUCTION LINE TEST EQUIPMENT AT MANUFACTURER'S ENID

[ BUILD AN IOT FOR OPERATION CYCLE OF PRODUCTS
* |ntegrate production line test data and SGS's type test data
* Build a big data model for production process test data+ SGS's type test data +
product life cycle data
* Achieve intelligent digital file for each product and achieve big data based
intelligent operation, maintenance, diagnosis and management covering the
whole life cycle of products
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8.6 Appendix F - Interview about stakeholders’ requirements

Siyuan: Hello Cloud. Thanks for accepting the interview.
Expert A: Hello Derek.

Siyuan: Good afternoon! I always have a question about how does SGS draws a conclusion that stakeholders need a
cloud-based platform. Therefore, this brief interview is about introducing how does SGS find stakeholders need a cloud-
based platform.

Expert A: Well, by stakeholder, do you mean company-related or experiment-related participants?

Siyuan: Generally speaking, it is related to experiments, but it is not limited to inside and outside SGS company. I
learned that SGS's TeREES project is willing to share some data with people outside the company.

Expert A: Indeed, SGS's TeREES project is willing to share some experimental and monitoring data with some clients.
For example, the air-conditioning test center we cooperated with Haier before shared the real-time data of the
experiment, monitoring status, inspection process and customized experiment report with Haier.

Siyuan: Then I can understand that the data or permissions shared with customers mainly refer to real-time monitoring
and sharing of experimental data and test reports. Is it right?

Expert A: In general, it is true.

Siyuan: What about the needs of stakeholders within the company? According to my understanding of the company's
test process, there are three main characters that really need to participate in the company's experimental process:
laboratory operators, certificate team, and the program manager. Do these three have any requirements for the cloud-
based platform?

Expert A: Let's start with the simplest: certificate team. What the certifier needs is to produce a certificate that complies
with relevant standards based on the experimental report of the test. So, they need to match test reports, applicable test
standards and sample information. Since the sample information is currently stored in the computer of the sample bank
and shared with the company's employees, what the certifier needs more is the report of the matching test and the
applicable test standard. This is also what I think they need most for the cloud-based platform.

Siyuan: Ok, so what about laboratory operators, what do you think their needs are for cloud-based platforms.

Expert A: As you can see, laboratory operators need to do a lot of testing work, as well as produce test reports based on
the test results and related standards. What they need most is to match the test results according to the test standards and
automatically form the experimental report. This can reduce the workload of laboratory operators.

Siyuan: Yes, I understand that. What about automation? As I mentioned to you before, I found that the tests on
temperature and humidity lasted a long time, but the laboratory operators interfered few with the test equipment. In
these experiments, laboratory operators usually spend a lot of time, even overnight in the laboratory monitoring the
progress of the experiment. This seems unnecessary to me. Could these wastes of human resources be avoided through
remote monitoring or automation?
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Expert A: We have already considered this situation. But there is currently no solution to this problem, you can design
your ideas into your model.

Siyuan: May I ask why SGS has not yet had a solution for this problem?

Expert A: The first point is that considering that there is no mature solution in the testing and certification industry to
realize remote monitoring of test equipment. The second point is that out of respect for laboratory safety regulations, it
is still required to have at least two laboratory operators stay on-site during the test. However, I believe that remote
control of equipment and remote monitoring are the development directions of cloud-based platform, and it is also the

future demand of laboratory operators.

Siyuan: I see. And what about the requirements from the project managers? Do they have specific requirements on
cloud-based platform?

Expert A: Managers usually need all the permissions that laboratory operators have. In addition, managers also need a
dashboard to show all the projects they manage and their progress. At the same time, due to the need to contact and
share information with clients, they also need permission to share information with users outside the organization.

Siyuan: I see. Thanks for accepting this interview and your honest replies. That’s all I need.

Expert A: Don’t mention it. Good luck with your project.

129



