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ABSTRACT,  
In today's society, where the internet continues to grow, more and more companies 
are using online data. Because these companies are so dependent on this online data, 
it makes them extra vulnerable to cyber security threats such as data breaches. An 
example of such a company is Netflix, one of the largest online streaming services at 
the moment. This study investigated the repurchase intent of Netflix customers after 
they read that their data had been leaked during a cyberattack. To be specific, we 
investigated the effect of cognitive trust and emotional violation on repurchase 
intention after reading a data breach announcement. This research was conducted 
by distributing online surveys, after which 265 people participated in the study. The 
study showed that, in a data breach context, cognitive trust has a positive and 
significant effect on repurchase intention and that emotional violation has a negative 
and significant effect on repurchase intention. Hence, this study emphasizes that it 
is imperative for companies to prioritize and invest in data security measures. 
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1. INTRODUCTION 
In 2014, Home Depot was the victim of a cybersecurity 

attack. Because malware was installed on the self-checkout 
terminals, it was possible for criminals to access customer data. 
In total, more than 50 million American and Canadian customers 
have become victims of the data breach and names, email 
addresses and credit card information, among other things, have 
been leaked. Initially, Home Depot expected growth of 4.8% that 
year. However, analysts expected that the data breach could lead 
to high financial costs and that it needed to be more determined 
whether the expected growth would be feasible (Vinton, 2014). 

In today’s society, the internet is still growing, and so 
do the concerns about the use of customer information. There 
have been many technological developments in the area of 
storage technologies (Alshehri et al., 2020). Companies like 
Spotify, Netflix, and other smart service companies use those 
storage technologies and rely on the data it stores. The fact that 
these companies are so dependent on data and digital 
technologies makes them more vulnerable to cybersecurity 
threats like data breaches. The costs of these data breaches are 
sky-high: in 2020, the average cost of a data breach in the US 
was 9.44 million dollars, 5.04 million more than the global 
average (Ponemon Institute, 2020). In 2019 the average cost in 
the US was 8.19 million dollars, and the global average was 3.92 
million dollars (Ponemon Institute, 2019). Comparing these costs 
with the costs of the years before, we can identify a positive 
trend.  

According to the European Commission (2016), “A 
data breach occurs when the data for which your 
company/organisation is responsible suffers a security incident 
resulting in a breach of confidentiality, availability or integrity.”. 
Data breaches are thus classified into three categories in terms of 
their effect: availability (i.e. “ensuring timely and reliable access 
to and use of information”), confidentiality (i.e. “preserving 
authorised restrictions on access and disclosure, including means 
for protecting personal privacy and proprietary information”) and 
integrity (i.e. “guarding against improper information 
modification or destruction, and includes ensuring information 
nonrepudiation and authenticity”) (U.S. Government Publishing 
Office, 2015, p. 153). Sometimes a data breach can have more 
than one effect, for example, when a violation of the 
confidentiality of the information leads to a service being 
temporarily unavailable to users. Gordon et al. (2011) found that 
a breach associated with availability has the highest impact on a 
company’s stock market return. If the individuals affected by the 
data breach are at high risk, the company is obligated to inform 
those individuals (European Commission, 2016). Due to the time 
and scope of the research, this thesis will focus on the 
confidentially and integrity effect of a data breach. 

Data breaches do not only affect a company’s stock 
market return, but looking from a customer’s perspective, it 
might also influence the behaviour of a customer. As a data 
breach containing customer information privacy is a violation of 
trust, it can be considered a service failure (Malhotra et al., 2011). 
This allows us to get more insight into the consequences of a data 
breach. Afroz et al. (2013) found that customers who were aware 
of privacy flaws like data breaches were less likely to trust a 
company in comparison to customers who were not aware of the 
privacy issues. The timing of the announcement of a data breach 
also has consequences; the longer companies wait with 
announcing the data breach, the more negative the impact on 
consumer trust (Muzatko et al., 2020). Janakiraman et al. (2018) 
found that customers who were a victim of a data breach were 
more likely to switch from a retailer’s breached channel to an 
unbreached channel in comparison to a customer that was not 
victimised by a data breach. Therefore, they concluded that it was 
advisable for firms to invest in multiple channels to help absorb 

the external shock of a data breach. Next to this, they also found 
that customers were more likely to cut back on their spending 
after a data breach announcement. They were, however, unable 
to identify the relationship with the severity of the breach. 
 

1.1 Research objective and question 
 This thesis aims to better understand a customer’s 
repurchase intention because of reading a data breach 
announcement. More specifically, the research objective is to 
assess the relationship between post-repurchasing behaviour and 
two independent variables concerning perceived vulnerability: 
emotional violation and cognitive trust. This research is intended 
to show whether the selected vulnerability perceptions influence 
customer behaviour and how strong the relationship is.  

To reach this objective, the following research 
question has been formulated: “What is the effect of cognitive 
trust and emotional violation on repurchase intention after 
reading a DBA?” 
 

1.2 Academic and practical relevance 
In the literature, there can be found many studies on 

how to prevent a data breach (Muhammad, 2019; Bhalme et al., 
2022) and strategies on how to recover from such a service 
failure (Hoehle et al., 2016; Rasoulian et al., 2023; Mohammed 
et al., 2023). However, research on the effects of a data breach 
and on the customers that were involved in it is currently missing 
(Schlackl et al., 2022). Chakraborty et al. (2016) found that the 
perceived severity of the failure and the perceived risk were both 
significant drivers for post-breach online shopping, but research 
on the effect of the emotional responses after reading a data 
breach announcement on customer’s repurchase intention could 
be something to do more research on to get a better in-depth 
understanding. One research conducted by Choi et al. (2016) 
linked two psychological drivers, ‘perceived breach’ and 
‘feelings of violation’, and two behavioural outcomes ‘post-
WOM’ and ‘post-likelihood of switching’. Other behavioural 
outcomes such as complaining, repurchase intention, and 
customer satisfaction have, to my best knowledge, not been 
researched in-depth in this setting by prior literature. The goal of 
this study is to partly fill this gap in the literature and expand the 
understanding of the relationship between psychological drivers 
and behavioural outcomes by assessing the effect of two 
independent variables, ‘emotional violation’ and ‘cognitive 
trust’, on the dependent variable ‘repurchase intention’. It is 
important to research these variables to better understand what 
causes this type of customer behaviour and whether or not the 
selected variables influence it. In addition, it also comes in handy 
in the practical field of doing business. This research will also 
respond to the literature’s call for further research on the effect 
of data breaches in combination with the use of non-U.S. data 
sets (Schlackl et al., 2022). 

Besides the academic relevance of the thesis, this 
research is also valuable to the practical field of conducting 
business. Research has shown that data breaches can have a 
significant effect on the market value of a firm and the 
performance of a firm in general (Tripathi, 2020). Next to this, a 
service failure like a data breach can negatively impact the 
customer-firm relationship. From a firm’s perspective, it is 
therefore useful to know what the exact impact of a data breach 
is in order to choose a proper recovery strategy. Knowing how 
customers will react to psychological factors caused by a data 
breach makes it easier for a company to respond to customer 
needs. This gives you more insight into how the customer-
company relationship should be restored, and based on the 
existing research into recovery strategies, companies can act 
more efficiently. In addition, companies will also be able to better 
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estimate what they need to realise their recovery; think, for 
example, of the number of extra staff in a specific department. 

 

2. LITERATURE REVIEW AND 
HYPOTHESES 

2.1 CIA triad 
As stated in the introduction, data breaches can be 

classified into three categories based on their effect. These three 
categories are described by the CIA triad (figure 1). CIA stands 
for confidentiality, integrity, and availability.  The CIA triad is a 
well-known model in the information security sector, and it 
suggests that an IT security system should comply with three 
basic requirements. If these requirements are met, it can be more 
or less assured that the data of the IT system is secured. The triad 
can function as a checklist and guide organisations on how to 
develop security policies within their firm. 
 

 
Figure 1 – CIA triad 

 

2.1.1 Confidentiality 
As a first requirement, the IT system should comply 

with the confidentiality aspect. This means that the system data 
should only be distributed to authorised persons. As data should 
only be accessible to intended users, measures regarding 
confidentiality are present to assure that sensitive data will not 
fall into the wrong hands of parties that are unauthorised to 
access the data. The strength of the measure can depend on the 
type of data and the damage that it can cause if it leaks. 

 

2.1.2 Integrity 
Secondly, the IT system should live up to the integrity 

requirement. The data of the IT system should be accurate, 
consistent, complete, and trustworthy. Therefore, the system data 
should only be altered by the persons that are authorised to do so. 
The measures taken to prevent a violation of integrity should 
make sure that data should be maintained in the correct state, 
exactly as it was received. 

 

2.1.3 Availability 
Lastly, the IT system should be available to use, and its 

data should be accessible at any time when needed by authorised 
persons. Uninterrupted access must be ensured in order to let 
appropriate users of the data utilise the system when necessary. 
The unavailability of data can also be a consequence of an 
integrity data breach or a confidentiality data breach. 

 

2.2 Vulnerability perceptions 
2.2.1 Cognitive trust 
 One of the vulnerability perceptions that comes in 
combination with a data breach is cognitive trust (Martin et al., 
2017). According to Malhotra et al. (2011), data breaches can be 

considered a service failure. As customers exchange their 
personal information in return for a certain product or service, it 
can be considered a social contract (Culnan et al., 1999) and they 
expect that their personal information will be handled with care. 
If this is not the case and a cybersecurity attack like a data breach 
occurs, customers can perceive this as a violation of the 
psychological contract and thus, a violation of trust. Wang et al. 
(2007, p.1035) state that “A violation of trust occurs when the 
buyer perceives that the seller’s failure violated a psychological 
contract between the seller and the buyer.”. Robinson et al. 
(1994) also found that violation of a psychological contract is 
negatively associated with trust. 
 

2.2.2 Emotional violation 
Violations of psychological contracts can cause not 

only cognitive responses but also emotional responses like 
feelings of violation (Malhotra et al., 2011). When customers 
who were victims of the data breach get aware of the fact that 
their information is in the hands of unauthorised parties, 
emotional reactions such as hurt and anger might arise (Lewicki, 
1996). Dawson et al. (2014) found that a breach of a 
psychological contract could lead to fewer positive behaviours 
and feelings of violation. Violation is an emotional state and is 
characterised by “anger, resentment, bitterness, indignation, or 
even outrage” (Morrison et al., 1997, p.231). 
 

2.3 Repurchase intention 
Hellier et al. (2003, p.1764) defined repurchase 

intention as “The individual’s judgement about buying a 
designated service from the same company again, taking into 
account his or her current situation and likely circumstances.”. A 
customer’s repurchase behaviour is an important variable for a 
company’s profitability; if a customer decides to purchase a 
given product or service time and again, it has a positive effect 
on the company’s profits. Therefore, the repurchase intention of 
a firm’s customers is interesting to research. As data breaches 
contain personal and possibly sensitive information, customers 
might choose to avoid future possible data breaches by choosing 
not to repurchase any products or services anymore from the 
given provider or retailer. 

 

2.4 Hypotheses 
To answer the main research question of this thesis, 

“What is the effect of cognitive trust and emotional violation on 
repurchase intention after reading a DBA?”, two sub-questions 
have been formulated in the form of hypotheses. 
 

2.4.1 Cognitive trust and repurchase intention 
The overall satisfaction of the customer experience can 

be an indicator of a customer’s trust in a company. As online 
services are more present than ever in today’s society, the 
browsing experience of a customer, in combination with privacy 
and security concerns, can negatively impact a customer’s trust 
in the given company (Chakraborty et al., 2016). This trust can 
be a driver for customers to return to the specific provider or 
retailer and purchase the product or service again. Accordingly, 
the following has been hypothesised: 
 
Hypothesis 1: Cognitive trust will be positively related to 
repurchase intention after reading a DBA. 
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2.4.2 Emotional violation and repurchase intention 
An emotional response such as a feeling of violation is 

likely to happen after being a victim of a data breach. According 
to Morrison et al. (1997), feelings of bitterness, resentment, 
anger, and sometimes even outrage may be accompanied by not 
being able to stop thinking about the cause of the rising emotions. 
Next to this, they state that this intense emotional state can be 
deeply distressing. As a consequence of such deep negative 
feelings, customers might choose not to purchase any products 
or services anymore from the given provider or retailer. 
Accordingly, the following has been hypothesised: 

 
Hypothesis 2: Emotional violation will be negatively related to 
repurchase intention after reading a DBA. 

 

2.5 Conceptual framework 
Consequently, the following conceptual framework 

has been designed: 

 
Figure 2 – Conceptual framework 

 

3. METHODOLOGY 
3.1 Sample 

For this study, a total of 265 participants responded to 
an online distributed questionnaire. The survey was distributed 
in the English language through personal networks and three 
different social media platforms: LinkedIn, Instagram, and 
WhatsApp. To assure confidentiality, the surveys were 
completed anonymously. Next to this, participants could pause 
the questionnaire and continue it at a later moment, and, if 
preferable, they could withdraw from the research at any time. 

Of the total of 265 respondents, 181 of them filled out 
the questionnaire completely. Subsequently, the respondents 
under the age of 16, the respondents who disagreed with the 
terms and conditions and the respondents who were not familiar 
with Netflix were also removed from the final sample. 
Ultimately, the sample size thus consists of 173 respondents. 
 

3.2 Method 
Questionnaires are often used for descriptive or 

explanatory research and work best when using standardised 
questions to guarantee that respondents will interpret the 
questions in the same way (Saunders et al., 2019). To test the 

hypotheses and answer the research question of this thesis, 
quantitative data will therefore be gathered via online surveys. 

The survey questions are adapted from existing 
literature and are measured using a seven-point Likert scale (1 = 
strongly disagree, 7 = strongly agree). Regarding the control 
variables age, education and income, existing scales from 
previous research by Dangelico et al. (2022) were used for the 
measurement. The respondents’ pre-breach attitude was 
measured by one general question: “Generally speaking, are you 
currently satisfied with the Netflix subscription?”. The 
respondent could answer this question by selecting yes, neutral 
or no. The questionnaire can be found in the Appendix (chapter 
9.5) and is based on the operationalisation table in table 1. 

The survey consisted of four parts. After verifying that 
the respondent was 16 years or older, the first part began with 
five questions about Netflix. It asked whether the respondent was 
familiar with the company, whether he/she currently has an 
active subscription and whether he/she was the person who paid 
for the subscription. If not, the respondent was also asked 
whether he/she participated in the decision-making process about 
whether or not to continue the subscription. The first part ended 
with a general question about their satisfaction with the Netflix 
subscription. Subsequently, in the second part, the respondents 
were shown a data breach announcement. In this data breach 
announcement, they read that there had been a data breach which 
had caused a confidentiality and integrity breach. After reading 
the announcement, in the third part of the questionnaire, 
participants were asked to indicate how much they agreed on a 
scale of 1 to 7, with six statements related to the topic of cognitive 
trust, three statements about emotional violation and finally, four 
statements related to his/her repurchase intention. In the final 
part, the questionnaire concluded with three socio-demographic 
questions about age, education, and monthly net income. 

 
Table 1 – Operationalisation table 

Variable Source Number of items 

Cognitive 
trust (IV) 

Xie et al., 2009 6 * 

Emotional 
violation (IV) 

Choi et al., 2016 3 * 

Repurchase 
intention 
(DV) 

Xu et al., 2023; Lu 
et al., 2023 

4 * 

Age, 
Education, 
Income (CV) 

Dangelico et al., 
2022 

Ordinal variables 

Pre-breach 
attitude (CV) 

/ 1: “Generally 
speaking, are you 
currently satisfied 
with the Netflix 
subscription?” 

* Both IV’s and DV are measured on a 7-point Likert scale 
 
3.2.1 Control variables 

To avoid third variables influencing the research, 
several control variables that are likely to affect the outcome of 
the questionnaires are included. Chakraborty et al. (2016) 
examined older and younger adults’ online shopping intentions 
in the context of data breaches and found that there were 
significant differences between the two age groups. Another 
research conducted by Dölarslan (2014) showed that loyalty 
behaviours like repurchase intention are also affected by a 
person’s age, but next to this, also by his or her level of education 



 4 

and income. Accordingly, the following control variables will be 
considered: age, education, and income.  

In order to correctly establish the person’s level of 
cognitive trust, the control variable ‘pre-breach attitude’ will be 
taken into account. This variable measures how satisfied a 
Netflix customer is with his or her subscription before they are 
made aware of the data breach. This makes it easier to determine 
whether the person already had a negative attitude towards 
Netflix without there being a data breach, which could eventually 
influence the research.  

 Due to the time and scope of this research, more 
control variables will not be included. 

 

3.3 Analysis 
To analyse the collected survey data, the data will be 

imported into RStudio. The first step of the analysis is to check 
whether the data is normally distributed using a Shapiro-Wilk 
test. If this is the case, the Pearson correlation coefficient will be 
used later in the analysis as a method to test the correlation 
between the variables. If the data is not normally distributed, then 
Spearman's Rank Order will be used as method. Subsequently, 
the scales will first be validated by calculating Cronbach's Alpha. 
For this, Nunnally's (1978) thumb rule will be used, which 
suggests that an alpha of 0.7 or higher is acceptable to assume 
that the items of a variable are internally consistent. After 
calculating Cronbach's Alpha, a Kaiser-Meyer-Olkin test will be 
performed to test for sampling adequacy. Instead of directly 
accepting a score higher than 0.5, a score around 0.6-0.7 will be 
preferred, as recommended by Kaiser et al. (1974). As a next 
step, a principal component analysis will be performed to reduce 
the dimensionality of the dataset without losing important 
information. An eigenvalue higher than one will be used as the 
cut-off point. Principal components that have an eigenvalue 
lower than one will not be included in the regression analysis. 
Before the regression analysis is done as the last step of the 
analysis, the correlation between the variables will first be 
measured. The method that will be used for this depends on the 
outcome of the Shapiro-Wilk test. Finally, as mentioned earlier, 
a regression analysis will be performed to show whether there is 
a significant relationship between repurchase intention and 
cognitive trust and repurchase intention and emotional violation. 

 

4. RESULTS 
The dataset was imported and analysed in RStudio. 

After cleaning the data and removing incomplete responses, a 
Shapiro-Wilk Test was performed to indicate whether the data 
was normally distributed or not (table 6 in the Appendix). For 
both the independent variables, cognitive trust and emotional 
violation, as well as the dependent variable, repurchase intention, 
the test showed an insignificant result. This means that, given 
that the p-value is smaller than 0.05, the hypothesis that the data 
is normally distributed can be rejected. Because normal 
distribution cannot be assumed for any of the variables, the most 
suited measurement used for correlation would be Spearman’s 
Rank Order. The histograms with the normal curve for each 
variable can be found in figure 4a-4c in the Appendix. In the 
histograms can be seen that the data of cognitive trust and 
repurchase intention is skewed to the left. Emotional violation, 
however, shows a skew that is more to the right. 

 

4.1 Respondents’ profile 
Table 2 below shows the socio-demographic 

characteristics of the respondents, such as age, education, and 
monthly net income. 

 

Table 2 – Socio-demographic characteristics (N = 173) 
 Frequency Percentage 

Age   
    Under 18 10 5.780 
    18 – 24 90 52.023 
    25 – 34 29 16.763 
    35 – 44 14 8.092 
    45 – 54 19 10.983 
    55 – 65 7 4.046 
    Over 65 4 2.312 
Education   
    Primary education 4 2.312 
    Lower secondary education 12 6.936 
    Upper secondary education 44 25.434 
    Bachelor’s degree 83 47.977 
    Master’s degree 25 14.451 
    PhD 3 1.734 
    Other education 2 1.156 
Monthly net income   
    Less than €1.000 61 35.260 
    €1.000 – €1.500 19 10.983 
    €1.501 – €2.000 21 12.139 
    €2.000 – €2.500 21 12.139 
    €2.501 – €3.000 16 9.249 
    Over €3.000 35 20.231 

 

4.2 Descriptive analysis 
Table 3 shows the descriptive statistics for the different 

items of the independent variables and the dependent variable. 
As can be seen in the table, all the items of repurchase intention 
have approximately the same mean and standard deviation. For 
cognitive trust, there is one item, CT5, which has a slightly higher 
mean (5.364) compared to the other items. The three items of 
emotional violation obtained a mean ranging from 3.092 to 4.133 
and a standard deviation between 1.374 and 1.478. See table 11 
in the Appendix for an overview of all the items. 

 
Table 3 – Descriptive statistics 

 Mean SD α 

Repurchase intention   0.83 
    RI1 5.619 0.997  
    RI2 5.491 1.108  
    RI3 5.619 1.118  
    RI4 5.653 1.082  
Cognitive trust   0.70 
    CT1 4.767 1.188  
    CT2 4.757 0.970  
    CT3 4.994 1.009  
    CT4 4.717 1.550  
    CT5 5.364 1.167  
    CT6 4.873 1.323  
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Emotional violation   0.81 
    EV1 4.133 1.478  
    EV2 3.659 1.374  
    EV3 3.092 1.399  

 

4.3 Scale validation 
4.3.1 Cronbach’s Alpha 

To test the reliability of the measurement scales, 
Cronbach’s Alpha has been calculated (table 3). The first 
independent variable, cognitive trust, scored an alpha of 0.7. The 
second and last independent variable, emotional violation, scored 
an alpha of 0.81. Lastly, the dependent variable repurchase 
intention scored an alpha of 0.83. An alpha of 0.7 or higher 
indicates internal consistency between items (Nunnally, 1978). 
As both the independent variables, as well as the dependent 
variable scored 0.7 or higher, it can thus be said that the items of 
the variables are internally consistent. 
 

4.3.2 Kaiser-Meyer-Olkin test 
Prior to the principal component analysis, a Kaiser-

Meyer-Olkin (KMO) test was performed to test for sampling 
adequacy (table 7a-7c in the Appendix). All items within the 
scales were tested on appropriateness. The six items for 
measuring cognitive trust scored a 0.7, a middling score 
according to Kaiser et al. (1974). The three items for emotional 
violation had a middling score (Kaiser et al., 1974) of 0.7. Lastly, 
the four items for the dependent variable repurchase intention 
scored a 0.73, also a middling score according to Kaiser et al. 
(1974). As suggested by Kaiser et al. (1974) to aim for a score 
around 0.6-0.7, rather than accepting a score higher than 0.5, 
sampling adequacy is detected. 
 
4.3.3 Principal component analysis 

To reduce the dimensionality of the data without losing 
important information, a principal component analysis (PCA) 
was performed for both independent variables as well as the 
dependent variable (table 8a-8c in the Appendix). The 
components with an eigenvalue greater than one, which are 
considered stable, will be used to perform the regression analysis 
(Girden et al., 2010). For the variable cognitive trust, the PCA 
shows that PC1 has an eigenvalue of 2.507 and PC2 has an 
eigenvalue of 1.177. Together, PC1 and PC2 explain 61.4% of 
the variance. To understand the difference between the two 
components of cognitive trust, table 9a-9c in the Appendix show 
the rotated component matrixes for the three variables. In table 
9a can be seen that PC1 of cognitive trust correlates the most with 
CT1, CT3, CT5 and CT6. PC2, on the other hand, correlates the 
most with CT2 and CT4. Using the PCA, the six items have now 
thus been split into two components without losing much 
information. As the other components of cognitive trust have an 
eigenvalue smaller than one, these will not be considered for the 
regression analysis. The variables emotional violation and 
repurchase intention have both only one component with an 
eigenvalue greater than one. PC1 of emotional violation has an 
eigenvalue of 2.178 and explains 72.6% of the variance, and PC1 
of repurchase intention has an eigenvalue of 2.681 and explains 
67.0% of the variance. So, for the regression analysis PC1 of 
repurchase intention, PC1 and PC2 of cognitive trust, and PC1 of 
emotional violation will be used. For compactness, I will refer to 
the principal components by their concept names throughout the 
rest of the thesis. 

 

4.4 Correlation 
Based on the principal component analysis performed 

earlier, a correlation matrix was made. Table 4 below shows the 
simplified version of the matrix, including the correlations 
between the principal components of the independent variables 
and the dependent variable. The correlation matrix with the 
control variables included can be found in table 10 in the 
Appendix. 

The tables show that both the first (0.42) and second 
factor (0.17) of cognitive trust seem to be significantly positively 
correlated with repurchase intention. Emotional violation shows 
a significant negative correlation of -0.38 with repurchase 
intention. Emotional violation is also significantly negatively 
correlated with the first factor of cognitive trust (-0.24). 

Regarding the control variables, pre-breach attitude 
and repurchase intention seem to have a significant positive 
correlation of 0.24. Pre-breach attitude is also significantly 
positively correlated with the first (0.27) and second factor (0.26) 
of cognitive trust. Lastly, income seems to have a significant 
positive correlation with age (0.66) and education (0.22). 

 
Table 4 – Correlation 

  1 2 3 

1 RI (PC1)    
2 CT (PC1) 0.42 ***   
3 CT (PC2) 0.17 * -0.01  
4 EV (PC1) -0.38 *** -0.24 ** 0.12 

***, ** and *. Correlation is statistically significant at 0.001, 
0.01 and 0.05, respectively (two-tailed) 
 

4.5 Hypotheses testing 
Table 5 shows the regression results of the relationship 

between the first and second principal component of cognitive 
trust (CT) and the first principal component of emotional 
violation (EV) towards the first principal component of 
repurchase intention (RI), including the control variables age, 
education, income, and pre-breach attitude. The adjusted R2 for 
the regression model is 0.336, meaning that 33.6% of the 
variance of repurchase intention is accounted for by the whole 
model. The table also shows that the independent variables 
reliably predict the dependent variable, as the F-statistic scores a 
significant result. 

 
4.5.1 Hypothesis 1 

The results in table 5 show a β of 0.357 and a p-value 
of 9.24e-06 for the relationship between the first factor of 
cognitive trust and repurchase intention. The relationship 
between the second factor of cognitive trust and repurchase 
intention has a β of 0.210 and a p-value of 0.048. As there is a 
significant relationship found between the first factor of CT and 
RI and a smaller significant relationship (on the significance 
level of 5%) between the second factor of CT and RI, there is 
enough evidence to support H1. Accordingly, it can be said that 
cognitive trust is positively related to repurchase intention after 
reading a DBA. 

 
4.5.2 Hypothesis 2 

For the relationship between emotional violation and 
repurchase intention, table 5 shows a β of -0.346 and a p-value 
of 1.26e-05. There is enough evidence to support H2, as there is 
a significant relationship found between emotional violation and 
repurchase intention. Accordingly, it can be said that emotional 
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violation is negatively related to repurchase intention after 
reading a DBA. 

 
Table 5 – Regression results 

Variables Coefficient SE Significance 

(Constant) 0.140 1.559 0.928 

Independent variables 

CT (PC1) 0.357 0.078 9.24e-06 *** 
CT (PC2) 0.210 0.105 0.048 * 
EV (PC1) -0.346 0.077 1.26e-05 *** 

Control variables 

18 – 24 -0.950 0.499 0.059 . 
25 – 34 -0.926 0.564 0.103 
35 – 44 -1.126 0.641 0.081 . 
45 – 54 -1.163 0.579 0.046 * 
55 – 65 -0.908 0.757 0.232 
Over 65 -0.475 0.870 0.586 
Lower 
secondary 
education 

1.677 0.802 0.038 * 

Upper 
secondary 
education 

0.103 0.724 0.887 

Bachelor’s 
degree 

0.724 0.721 0.317 

Master’s degree 0.892 0.758 0.241 
PhD 0.120 1.131 0.916 
Other education 1.439 1.211 0.237 
€1.000 – €1.500 0.163 0.376 0.664 
€1.501 – €2.000 -0.059 0.362 0.870 
€2.000 – €2.500 -0.416 0.390 0.289 
€2.501 – €3.000 -0.170 0.444 0.702 
Over €3.000 -0.393 0.428 0.360 
Positive pre-
breach attitude 

0.363 1.361 0.790 

Neutral pre-
breach attitude 

0.049 1.379 0.972 

Negative pre-
breach attitude 

0.514 1.639 0.754 

Fit statistics 

Residual standard error: 1.334 on 149 DF 
R-squared: 0.423 
Adjusted R-squared: 0.336 
F-statistic: 4.78 on 23 and 149 DF 

***, **, * and .  coefficients are statistically significant at 0.001, 
0.01, 0.05 and 0.1, respectively. 
 

4.6 Control variables 
Regarding the control variables, age and education 

show a small significance. To be specific, the age group from 18 
to 24 shows a significant result on the significance level of 10% 
with a β of -0.950 and a p-value of 0.059. The age group of 35 to 
44 shows a significant result on the significance level of 10% as 

well and has a β of -1.126 and a p-value of 0.081. The age group 
from 45 to 54 shows a significant result on the significance level 
of 5% (β = -1.163, p = 0.046). Lastly, the education level of lower 
secondary education shows a significant result on the 
significance level of 5% with a β of 1.677 and a p-value of 0.038, 
meaning that for every point increase in the education level of 
lower secondary education, repurchase intention will increase 
with 1.677. 

 

4.7 Summary of the results 
The Shapiro-Wilk test in the first step of the analysis 

indicated that none of the variables were normally distributed. 
Therefore, Spearman’s Rank Order was used as the method to 
calculate the correlations of the variables. All three variables 
scored a Cronbach’s Alpha of 0.7 or higher. Emotional violation 
scored a 0.81, cognitive trust a 0.7 and repurchase intention a 
0.83. The Kaiser-Meyer-Olkin test indicated that sampling 
adequacy was detected as the independent variables scored both 
a 0.7 and the dependent variable repurchase intention scored a 
0.73. The result of the principal component analysis determined 
which components were used to perform the regression analysis. 
For both emotional violation and repurchase intention, PC1 was 
used for the regression analysis as this component had an 
eigenvalue higher than one. Cognitive trust had two components 
with an eigenvalue higher than one, so for this variable, PC1 and 
PC2 were considered during the regression. The regression 
analysis showed significant results for the relationship between 
cognitive trust and repurchase intention. Therefore, there was 
enough evidence to support H1. There were also significant 
results found for the relationship between emotional violation 
and repurchase intention. Accordingly, there was enough 
evidence to support H2. 

 

5. DISCUSSION 
The goal of this research was to assess the relationship 

between two vulnerability perceptions, cognitive trust and 
emotional violation, and repurchase intention, in the context of a 
data breach. To reach this objective, the research question has 
been split up into two sub-questions in the form of hypotheses. 

For the first hypothesis, “Cognitive trust will be 
positively related to repurchase intention after reading a DBA.” 
significant results were found during the regression analysis. The 
correlation matrix also indicated that cognitive trust is positively 
correlated with repurchase intention. This means that people with 
a high degree of cognitive trust are more likely to repurchase a 
product or service after reading a DBA. This conclusion is in line 
with the literature (Li et al., 2022; Dinev et al., 2006)). Li et al. 
(2022) found that when the transactional context is perceived as 
riskful and uncertain, trust is an important element for customer 
retention and loyalty behaviour. As repurchase intention is a type 
of loyalty behaviour, this supports the findings of this research. 
In addition, Dinev et al. (2006) also stated that transactional 
behaviours can be a result of a beneficial factor like trust. 

The second hypothesis, “Emotional violation will be 
negatively related to repurchase intention after reading a DBA.” 
was also supported as the regression analysis showed significant 
results for this relationship. Next to this, the correlation matrix 
showed that emotional violation is negatively correlated with 
repurchase intention. This means that people with a high degree 
of emotional violation are less likely to repurchase a product or 
service after reading a DBA. This finding is, like the first 
hypothesis, in accordance with the literature (Choi et al., 2016). 
Prior research done by Choi et al. (2016) already found that 
feelings of violation have significant effects on post-incident 
outcomes like post-word-of-mouth and post-switching 
behaviour. As switching from products and/or brands 
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automatically means that the initial product or service will not be 
purchased again, this finding is in line with the results obtained 
in the research of this thesis. 

The study also showed that, of the selected control 
variables, age and education appear to have a small significant 
effect on repurchase intention. The age group of 45-54 in 
particular has a negative effect on repurchase intention. The 
education category lower secondary education appears to have a 
small positive effect on repurchase intention. The other two 
control variables, income and pre-breach attitude, showed no 
abnormalities. 
 

6. CONCLUSION 
The central question of this research was, “What is the 

effect of cognitive trust and emotional violation on repurchase 
intention after reading a DBA?”. The result of the study shows 
that emotional violation has a negative and significant effect on 
repurchase intention and that cognitive trust has a positive and 
significant effect on repurchase intention. This suggests that, in 
a data breach context, a high level of cognitive trust increases a 
customer’s intention to buy the product or service again in the 
future. On the other hand, customers who have very strong 
feelings of violation towards the seller of the product or service, 
are less likely to buy that product or service again. This 
conclusion emphasizes the relevance of ensuring the integrity 
and confidentiality of customer data as this could potentially lead 
to reduced repurchase intentions.  

To conclude this thesis, some theoretical and practical 
implications of this study will be discussed below in section 6.1. 
In addition, limitations and recommendations for future research 
will be mentioned in section 6.2.  

 

6.1 Implications 
In terms of theoretical implications, in the existing 

literature about data breaches, Chakraborty et al. (2016) have 
previously conducted research into the effect of feelings of 
emotional violation on customer behaviour, such as post-WOM 
or post-likelihood of switching. Because this study investigated 
another type of customer behaviour, repurchase intention, as a 
dependent variable, it is a valuable addition to the existing 
literature. Since understanding customer behaviour helps to 
make important decisions in the workplace, it is all the more 
important that different types of customer behaviour are 
examined. The relationship between cognitive trust and 
repurchase intention has been researched before (Dinev et al., 
2006; Li et al., 2022). However, to the best of my knowledge, 
this research holds academic relevance as it has not yet been 
studied in the setting of a data breach. Next to this, the CIA triad 
has been used as one of the theories for this research. Normally, 
this theory is mainly used in the literature about information 
security systems. By using this theory in combination with 
marketing-oriented research and distinguishing between 
different types of data breaches, the theory helps to better 
understand customer behaviour. This makes it easier to 
investigate whether customers have different reactions to 
different types of data breaches. This study has already made a 
start by examining the confidentiality aspect in combination with 
the integrity aspect of the CIA triad. Finally, this research has 
addressed the suggestion of Schlackl et al. (2022) to research the 
effect of data breaches on the customers that were involved in it 
and to do research with non-U.S. data sets. 

From a managerial perspective, the aim of this research 
was not to generate a specific approach that suggests how to 
anticipate the happening of a data breach or how to act if a data 
breach has occurred. Nevertheless, this research does show that, 
because of the significant results, it is all the more important that 

companies start to delve into the field of data security. By being 
able to assure customers of the confidentiality and integrity of 
their data and by knowing how to act in the event of a data breach, 
the impact of vulnerability perceptions on repurchase intention 
can be minimised. As a result, fewer long-term relationships with 
customers are likely to be compromised or lost. Since Netflix is 
a large and well-known streaming service, the managerial 
implications also apply to similar companies such as Amazon 
Prime Video or Disney+. These streaming services mainly 
depend on online data and are, therefore, particularly vulnerable 
to cyber security threats such as data breaches. 
 

6.2 Limitations and future research 
This study has some limitations. Firstly, everyone who 

was familiar with the company Netflix was included in the final 
sample. This does not take into account who was the person who 
actually paid for the subscription, since it is a subscription that 
you can share with several (family) members. The individual 
who pays for the subscription has more personal information that 
can leak, including details such as bank account number and 
email address, in comparison to the rest of the people with whom 
the subscription is shared. If the conditions for the sample were 
to be restricted to only members who are paying for the 
subscription, this would have led to a sample size that was too 
small. This choice could lead to different results as there might 
be underlying differences. Therefore, it would be interesting to 
investigate this in the future for a larger sample. Next to this, a 
more diverse sample is also advised. The sample that was used 
for this study consisted for more than fifty per cent of people in 
the age group of 18-24. This can be considered a limitation as it 
is not representative. Another limitation of this research is that it 
limits the generalizability of the results, as only the people who 
were familiar with Netflix were included in the sample. It is, 
therefore, not possible to say that the results will be the same for 
other types of companies and/or industries. 

As a recommendation for future research, a similar 
study can be done for another industry to see if there are any 
differences between the results. In addition, only two of the three 
aspects of the CIA triad were included in this study. The data 
breach announcement related to confidentiality and integrity, but 
availability was not taken into account. Future research could 
examine only this last aspect or conduct a study in which 
respondents read a data breach announcement that pertains to the 
entire CIA triad. Finally, the personal network and the network 
that was reached via social media mainly consisted of Dutch 
people. Schlackl et al. (2022) recommended in prior literature to 
make use of non-US datasets for future research; that 
recommendation was listened to in this study. However, as the 
findings of this study cannot be generalised to other cultures, this 
would be a good starting point to investigate whether there are 
different results between different cultures within Europe and 
then compare them with studies already done in the US. 
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9. APPENDIX 
9.1 Normality 
Table 6 – Shapiro-Wilk test 

 Shapiro-Wilk test 
Statistic Significance 

Cognitive trust 0.955 2.139e-05 
Emotional violation 0.980 0.01534 
Repurchase intention 0.905 4.27e-09 

 

  
Figure 4a – Histogram repurchase intention Figure 4b – Histogram cognitive trust 

 

 

Figure 4c – Histogram emotional violation  
 

9.2 Kaiser-Meyer-Olkin test 
Table 7a – KMO test cognitive trust 

Cognitive trust 

Overall MSA 0.7 
MSA for each item  
    CT1 0.77 
    CT2 0.65 
    CT3 0.69 
    CT4 0.67 
    CT5 0.74 
    CT6 0.68 
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Table 7b – KMO test emotional violation 

Emotional violation 

Overall MSA 0.7 
MSA for each item  
    EV1 0.75 
    EV2 0.66 
    EV3 0.71 

 
Table 7c – KMO test repurchase intention 

Repurchase intention 

Overall MSA 0.73 
MSA for each item  
    RI1 0.76 
    RI2 0.70 
    RI3 0.74 
    RI4 0.72 

 

9.3 Principal component analysis 
Table 8a – PCA for cognitive trust 

Component Standard deviation Eigenvalue % of variance Cumulative % 

1 1.583 2.507 41.787 41.787 
2 1.085 1.177 19.615 61.402 
3 0.900 0.810 13.493 74.895 
4 0.755 0.570 9.497 84.392 
5 0.725 0.525 8.757 93.149 
6 0.641 0.411 6.851 100.000 

 
Table 8b – PCA for emotional violation 

Component Standard deviation Eigenvalue % of variance Cumulative % 

1 1.476 2.178 72.610 72.610 
2 0.692 0.479 15.978 88.588 
3 0.585 0.342 11.412 100.000 

 
Table 8c – PCA for repurchase intention 

Component Standard deviation Eigenvalue % of variance Cumulative % 

1 1.637 2.681 67.019 67.019 
2 0.875 0.765 19.128 86.147 
3 0.563 0.317 7.918 94.065 
4 0.487 0.237 5.935 100.000 
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Table 9a – Rotated component matrix for cognitive trust 

Item PC1 PC2 PC3 PC4 PC5 PC6 

CT1 -0.435 0.285 -0.367 0.528 -0.527 -0.197 
CT2 -0.365 0.535 0.391 0.035 0.507 -0.411 
CT3 -0.459 0.301 -0.354 -0.394 0.160 0.626 
CT4 -0.321 -0.584 -0.421 0.227 0.541 -0.188 
CT5 -0.451 -0.318 0.145 -0.619 -0.374 -0.390 
CT6 -0.400 -0.317 0.624 0.362 -0.085 0.461 

 
Table 9b – Rotated component matrix for emotional violation 

Item PC1 PC2 PC3 

EV1 0.559 -0.781 -0.279 
EV2 0.597 0.146 0.789 
EV3 0.575 0.608 -0.548 

 
Table 9c – Rotated component matrix for repurchase intention 

Item PC1 PC2 PC3 PC4 

RI1 0.523 -0.339 0.640 -0.448 
RI2 0.528 -0.389 -0.116 0.746 
RI3 0.542 0.092 -0.706 -0.445 
RI4 0.391 0.852 0.279 0.211 

 

9.4 Correlation 
Table 10 – Correlation 

 RI (PC1) CT (PC1) CT (PC2) EV (PC1) Age Education Income PBA 

RI (PC1) 1.000        
CT (PC1) 0.42 *** 1.000       
CT (PC2) 0.17 * -0.01 1.000      
EV (PC1) -0.38 *** -0.24 *** 0.12 1.000     
Age -0.11 0 -0.07 0.01 1.000    
Education 0.04 0.1 0.06 0.04 0.08 1.000   
Income -0.09 -0.09 -0.03 0 0.66 *** 0.22 ** 1.000  
PBA 0.24 ** 0.27 *** 0.26 *** 0.03 0.08 0.06 0.08 1.000 

***, ** and *. Correlation is statistically significant at 0.001, 0.01 and 0.05, respectively (two-tailed) 
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9.5 Survey 
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9.5.1 Scales 
Table 11 – Scales 

 Items 

Please indicate your level of agreement with the following statements on cognitive trust (from 1 = “strongly disagree” to 7 = “strongly 
agree”): 
Cognitive trust Generally speaking, I trust Netflix. 
(adapted from Xie et al., 2009) Generally speaking, Netflix is dependable. 
 Generally speaking, Netflix is reliable. 
 I will buy Netflix’ products when I want to watch movies and/or series. 
 I am willing to recommend Netflix to my relatives and friends. 
 I am willing to try new products introduced by Netflix. 
  
Please indicate your level of agreement with the following statements on emotional violation (from 1 = “strongly disagree” to 7 = 
“strongly agree”): 
Emotional violation I feel extremely frustrated by how my data was treated by Netflix.   
(adapted form Choi et al., 2016) The more I think about it, the more hostile I feel towards Netflix. 
 I feel a great deal of anger toward Netflix. 
  
Please indicate your level of agreement with the following statements on repurchase intention (from 1 = “strongly disagree” to 7 = 
“strongly agree”): 
Repurchase intention I intend to use Netflix again. 
(adapted from Xu et al., 2023; Lu et al., 2023) I intend to continue using Netflix on a regular basis. 
 In the short term, I will use Netflix again. 
 In the long term, I will use Netflix again. 

 
 


