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In the era of growing interconnectivity, ensuring the confidentiality and
security of digital data is crucial. Cryptography and steganography are two
primary methods for information security. Cryptography protects the con-
tents of messages, while steganography hides the existence. Although both
methods are used in different applications, the potential benefits of com-
bining them is being explored. However, the feasibility of combining these
techniques depends on various factors, such as bandwidth limits, latency
constraints, and the specific security requirements in a given situation, like
electronic voting. This review explores journal articles and conference pa-
pers implementing the combination of steganography and cryptography in
real-world applications. Research so far is mostly limited to medical applica-
tions. Similarly, image steganography is widely used across various domains.
This review is novel in several ways: 1) gaining insight into real-world appli-
cations being explored by existing literature. 2) split categorization of these
applications into application domain (such as Medical or Transportation)
and technological domain (such as Cloud Computing or Internet of Things).
This review also investigates advantages and limitations of these implemen-
tations, and discusses three evaluation perspectives (security, performance,
and user). Split categorization can guide research into new areas, while the
three perspectives provide important aspects to consider when analyzing or
evaluating real-world implementations.

Additional Key Words and Phrases: Steganography, Cryptography, Infor-
mation Security, Real-world Applications, Application Domains, Evaluation
Perspectives

1 INTRODUCTION

An ever-increasing portion of our daily lives is connected to the
digital world: we communicate via messaging, store data in the
cloud, create payment transactions, and much more. All this data
should be handled and stored securely and confidentially. To do
this, cryptography and steganography [75, 78], two crucial fields in
information security, can be used to make a message unreadable for
an eavesdropper and make a message undetectable respectively.

Both fields serve the purpose of ensuring the confidentiality of
data [70], but in different ways: while cryptography protects the
contents of a message using a key, steganography is about hiding
the message’s very existence in a ’cover’ medium [75]. Although
cryptography is widely used in daily applications, both have their
share of applications and could be combined in use. It is important
to note that while both techniques greatly reduce the risk of attacks,
they are not foolproof [16, 60].

Steganography encompasses a wide range of techniques and can
be applied in different forms such as images, audio, video, and text to
many applications. For example, IoT communication [7, 21, 40], mil-
itary [72], cloud storage [2, 18, 47, 68], and more [28, 31, 32, 38, 90].
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Fig. 1. Graph of published journal articles and conference papers on Scopus?,
from 1996 to June 2023.

The growth of interest in steganography was sparked in two ways:
the multimedia industry could greatly benefit from possible water-
marking techniques, and restrictions on cryptographic schemes by
governments triggered interest in alternative ways for communica-
tion to stay secretive [8].

Fig. 1 depicts an exponential increase in publications on the appli-
cations of combining steganography and cryptography on Scopus!.
This shows a growing interest in combining or comparing these
two disciplines.

Though multiple security mechanisms might seem advantageous,
combining cryptography with steganography may not always be
suitable. The possibility of combining these two disciplines may be
affected by factors such as bandwidth [37, 82] and latency [90]. For
instance, the data size can increase due to the additional layers of se-
curity, which could exceed available bandwidth, resulting in slower
transmission speeds. Interestingly, the computational complexity of
a combined approach does not always increase. As an example, [25]
implements steganography with Diffie-Hellman encryption. In this
case, the time complexity with the addition of encryption was the
same as steganography on its own. Yet, using RSA instead, resulted
in a higher time complexity [25]. As such, the choice between the
two techniques heavily depends on the specific security needs of the
situation at hand and the types of cryptography and steganography
used.

From here on, "a combined approach” refers to the combined use
of steganography and cryptography. Furthermore, ‘'method’” and
’scheme’ interchangeably refer to a paper’s combined implementa-
tion.

Uhttps://www.scopus.com/ - with query: ("cryptography” AND "steganography") AND
("application” OR "real-world") AND ("security” OR "cyberattack” OR "cybersecurity")
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1.1  Problem Statement

With the increase of systems that require protection from cyberat-
tacks, applications where steganography and cryptography can be
combined become more interesting. However, to identify possible
areas of improvement or future research, understanding the current
status of research is crucial.

The novelty of this systematic literature review is the aim to
identify and analyze papers that discuss the combined application of
cryptography and steganography in various domains and contexts,
to identify the advantages, limitations, and trade-offs discussed in
the literature, and provide insight into how the performance of these
combined implementations can be analyzed. The findings of this
review provide valuable insights into the current state of research
and contribute to advancements in securing systems against cyber
threats. This leads us to the following research questions.

1.2 Research Questions

The main research question is formulated as follows: What are the
advantages and limitations of using a combined steganography and
cryptography approach in various real-world applications to enhance
security against cyberattacks on a system? There are three important
sub-questions that need to be answered:

(1) What are the various real-world applications where combined
steganography and cryptography approaches can be used?

(2) What are the advantages, limitations, and trade-offs of using
a combined approach in these applications?

(3) How are implementations of a combined approach evaluated
across different real-world applications?

2 METHODOLOGY

To identify relevant literature for this systematic review, a repro-
ducible search strategy was used. The databases that were searched
are Scopus?, the IEEE Digital Library3, and ISI Web of Science?.
To streamline the process of reviewing, screening and extracting
literature the Parsifal tool® was used.

2.1 Data Gathering

The first step of exploring literature is data gathering. Two litera-
ture searches were performed, one covering journal articles and
an additional smaller covering conference papers. The results of
this additional literature search only provide more insight into the
current state of research for RQ1. To explore the aforementioned
databases, important keywords and criteria were determined. While
both literature searches share the same keywords, their criteria (e.g.
year, language) differ slightly to maintain a manageable scope. First,
from the research questions in section 1.2 important keywords were
derived. Via an iterative process of tuning keywords and explor-
ing the amount of literature on Scopus, the final keywords can be
expressed as the following query:

("cryptography" AND "steganography")

AND ("application" OR "real-world")

Zhttps://www.scopus.com/
Shttps://ieeexplore.ieee.org/
*https://www.webofscience.com/
Shttps://parsif.al/
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AND ("security" OR "cyberattack" OR "cybersecurity")

Based on keywords alone, the three databases returned in to-
tal 749 results (May 24th, 2023). Next, inclusion criteria year, lan-
guage, and type were applied using the filter functionality of these
databases. These are described in the following two sections.

2.1.1 Literature Search 1: Journal Articles.

An extensive literature search is performed on journal articles. The
databases were last accessed on May 24th, 2023 for this search. The
criteria for this search are as follows:

e Only literature from 2010 onwards is included.

o The literature must be a journal article. Review papers,
conference papers, books, and other sources are excluded.

e Publications may be from any region, but must be in English.

Literature from any country or region is considered. The title, ab-
stract, and keywords were searched. These criteria result in the
following additional query options:

year >= 2010
AND language == English
AND type == Journal Article

These search criteria, along with the keywords from section 2.1,
resulted in the total number of 217 journal articles:

e Scopus: 179
e IEEE: 7
e Web of Science: 31

After removing duplicates using the Parsifal tool, 194 journal arti-
cles were left for further analysis.

2.1.2  Literature Search 2: Conference Papers.

Additionally, a smaller literature search on conference papers is
performed. The databases were last accessed on June 23rd, 2023
for this search. Search criteria and query differ slightly from the
previous literature search in the previous section in the ways shown
below.

o Only literature from 2018 onwards is included.

e The literature must be a conference paper from conference
proceedings. Review papers, journal articles, books, and
other sources are excluded.

e Publications may again be from any region and must be in
English.

Which results in the following query options:

year >= 2018

AND language == English

AND type == Conference Paper

AND source type == Conference Proceedings

These search criteria, along with the keywords from section 2.1,
resulted in the total number of 147 conference papers:

e Scopus: 93
e IEEE: 43
e Web of Science: 11

After removing duplicates using the Parsifal tool, 113 conference
papers were left for further analysis.
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2.2 Study Selection

The second step of exploring literature is the selection of relevant
studies, which is done in two phases. Below, a list of seven condi-
tions can be seen. These conditions were determined such that only
literature addressing the research questions (section 1.2 is consid-
ered, and literature of insufficient quality is filtered out. The two
literature searches applied these conditions differently.

(1) The paper researches combining the cryptography and steganog-
raphy disciplines.

(2) The paper researches the application of cryptography and
steganography in specific domains (e.g. medical, military,
financial) or contexts, and not in a general sense (i.e. to "secure
communications").

(3) The paper addresses efforts to improve the security of a sys-
tem or process, not only to send additional data.

(4) Is the objective clear?

(5) Are related works studied?

(6) Is the methodology clear?

(7) Are the results clear and measured?

2.2.1 Literature Search 1: Journal Articles.

For the first literature search covering journal articles, papers were
checked for relevance using conditions 1-3 (section 2.2) based on
title and abstract. Next, papers were also checked for conditions
4-7 (section 2.2) by scanning the contents. A paper is only included
if it meets all seven conditions. This selection process reduced the
total results to 24 journal articles. The flow chart in Fig. 2a shows
the process of data gathering and study selection. Papers discussing
no particular application (i.e. "secure communications") were not
categorized as such, as the search query has already left out a large
amount of these papers. Including them would result in an incom-
plete list.

2.2.2  Literature Search 2: Conference Papers.

The literature in the second search, covering conference papers, is
only checked for conditions 1-3 (section 2.2) based on the title
and abstract as these are required to determine whether to consider
a paper for RQ1. This selection process resulted in 21 conference
papers. Note that two papers appeared to be released before 2018
and were thus filtered out manually. The flow chart in Fig. 2b shows
the process of data gathering and study selection.

2.3 Data Extraction

The third step of exploring literature is extracting data. Data extrac-
tion consists of two parts, both performed using Parsifal. To answer
RQL1 features related to a paper’s application have been extracted
(both literature searches). The list of features evolved during the
process of extraction, as it was expanded, restructured, and final-
ized (section 3.1) to encompass all encountered literature. Next, to
answer RQ2 and RQ3, information related to the algorithms and
metrics, advantages, limitations, and evaluation methods discussed
by the literature were extracted (only literature search 1: journal
articles). The results of data gathering, study selection, and data
extraction are presented in the subsequent sections.

Keyword Excluded Keyword Excluded
search (725) search (728)
749 749
Filter by 532 Filter by 602
criteria criteria
217 147
Remove 23 Remove 34
duplicates duplicates
194 113
Study 170 Study 92
selection selection
24 21

Articles
included
(24)

Papers
included

(21)
(a) Search 1: Journal Articles. (b) Search 2: Conference Papers.

Fig. 2. Data gathering and study selection processes of both literature
searches.

3 RESULTS

This section presents the findings from the systematic review, ad-
dressing the research questions outlined in section 1.2. Figures and
tables are provided to enhance the visual comprehension of the
findings. The arrangement of the following sections aligns with the
order of the research questions. Section 3.1 covers the types of appli-
cations encountered and how they can be categorized. In section 3.2,
the applications, limitations, and advantages are discussed, while in
section 3.3 analysis methods.

3.1 RQ1: Exploring Applications

From each study, characteristics related to the context in which
it explores the use of steganography with cryptography were ex-
tracted. The analysis of the literature suggests the importance of
categorizing the application of an article in two ways:

e The Application Domain. The domain or industry sector
an application operates in. Application domains encountered
are: financial, government, medical, transportation.

o The Technological Domain/Technology [73]. One or more
technological topics involved in an application. A technol-
ogy is considered a tool that can be utilized across various
domains to solve different problems or perform various tasks.
Technologies encountered are: Big Data, Blockchain, Cyber-
Physical Systems (CPS), Cloud Computing (Cloud), Edge Com-
puting (Edge), Fog Computing (Fog), Internet of Things (IoT),
IPv6, Machine Learning (ML), Mobile Computing (Mobile), Per-
sonal Computing (Personal), Satellite Imaging (Satellite), Un-
manned Aerial Vehicles (UAVs), Voice Operated Systems (Voice).

By considering these two separate categorizations it enables a
more specific identification of commonalities and differences in
the applications, which can inform further research and the de-
velopment of solutions tailored to specific application domains or
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technologies. This differs from how other reviews ([46]) perform
categorization of applications. A study may focus on an application
specific to an application domain, such as the medical domain, how-
ever, other articles ([1, 7, 9, 14, 19, 33, 36, 86, 87, 91] [5, 10]) focus
only on applications in a technological domain. A technological
domain can apply to a broad number of application domains. As
an article may cover both, categorization by application domain is
preferred, and in case an application domain or technological do-
main could not be determined it has not been included. Additionally,
independent of the application or technological domain, the specific
focus or functionality of an application is also determined:

o The Functionality: This refers to the specific features, tasks,
or roles an application performs within its domain. Secu-
rity is considered a common role of the explored literature
and is therefore not specified as functionality. For example:
Smart Monitoring, Anonymisation, Healthcare Data Transmis-
sion, Vehicle Diagnostics, Malware Detection, Industry 4.0/5.0
Implementation.

In the following two sections, the results of both literature searches
are presented.

3.1.1  Journal Articles.

The results from literature search 1 for this question are presented in
two tables. Table 1 considers articles and their application domain,
while Table 2 the technology, reflecting the split in categorization.
For extended tables refer to Appendix A. As some studies only focus
on a technological domain, possible application domains, either
suggested by the authors or based on similar literature, have been
specified in italics. A technology can often apply to a broader range
of application domains. In these cases, the application domain is
specified as ’Cross-Domain’.

Journal articles published by year from 2010-2023 are shown in
Fig. 3a, grouped by the three identified application domains (Medi-
cal, Government, and Transportation) or only technological domains
(N/A). In this figure, a slight rise in articles focussing on only tech-
nological domains can be seen, compared to application domains.
Given the potential wide range of application domains that can
benefit from these technologies (for example IoT [64]), a focus on
innovation of technologies in a broader sense should be expected
first. Later, optimizing these technologies for specific application
domains could yield even greater rewards.

Fig. 4 visualizes the distribution of application domains (Fig. 4a)
and technological domains (Fig. 4c) determined from the data in
Table 1. In Fig. 4a, it can be seen that a large part (n=9, [13, 22, 34, 42,
45,57, 62, 79, 89]) out of 12 focus on the medical domain, potentially
indicating that the area of research has been rather narrow. Addi-
tionally, only few focus on governmental applications (n=2, [76, 88])
and transportation (n=1, [49]). Similarly, occurrences of a Techno-
logical Domain is visualized in Fig. 4c. Note that the technologies
with an occurrence of 1 have been grouped as ’Other’. These are Big
Data, Fog Computing, Web Applications, Personal Computing, Edge
computing, and Cyber-Physical Systems

®There is no apparent involvement of a technology in the topic.

"Possible domains based on the technology used (incl. but not limited to) [65]
8Similar to [36]

Suggested by the authors.
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Table 1. Journal papers focussing on Application Domain (Government,
Medical, Transportation) and (optionally) Technological Domain.

Ref. Technological Domains Functionalities

Government

[88] Internet of Things Smart monitoring, Anonymisa-

tion
[76]  Web Applications Voting
Medical
[57] N/AS Healthcare data transmission
[62] N/A® Healthcare data transmission

[89]  Cloud Computing Healthcare data transmission
and storage, Privacy protection
Remote Patient Monitoring

Healthcare data transmission

[34] Internet of Things
[22] Internet of Things

42 N/A® Healthcare data transmission,
[42]
DICOM
45 N/A® Healthcare data transmission,
[45]
DICOM
13 N/AS Healthcare data transmission
[13]
[79] N/AS Healthcare data tampering pro-
tection
Transportation

[49] Cloud Computing, Edge Vehicle diagnostics and updates
Computing
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Fig. 3. Distribution of literature in Application Domains or only involving
Technological Domains (N/A) by year.

After analysis, it appears only one article from 2018 focuses on an
application in the Transportation domain. Similarly, 2021 and 2022
lack publications in the medical domain, while the four years prior
did. Also notable is the spike in articles focussing on a technology
in 2022. The applications discussed in these articles ([7, 36, 87, 91])
appear unrelated, making it difficult to determine if there is an
underlying reason.

Additionally, an attempt was made to utilize the VOSviewer tool!?
to find overlap in the authorship of the identified journal articles.
None of the articles showed any shared authors, suggesting a scat-
tered distribution of researchers working on the topic. This may
indicate the research on the combined approach of steganography
and cryptography is relatively new, aligning with the increasing

WOhttps://www.vosviewer.com/
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Table 2. Journal papers focussing on Technological Domains (Cloud, CPS,
etc.) and (optionally) recommended Application Domains.

Ref. Application Domains

Functionalities

Cloud

[86]  Military®, Cross-Domain

[87] Medical’
[9] Medical, Military®
Cloud, Big Data

Access Control, Privacy protec-
tion

Access Control

Privacy Protection

[14]  Energy, Medical, Finance’

Data transmission, Healthcare
data transmissions’

CPS
[91]  Cross-Domain® N/A
IoT
7 Cross-Domain Data transmission
(7]
IoT, Fog
33 Cross-Domain Data transmission
(33]
IoT, UAVs
[36]  Cross-Domain® Industry 5.0
[1] Cross-Domain® Industry 4.0
Mobile

[10]  Cross-Domain

Malware detection, Malware de-
velopment

Mobile, Cloud

[19]  Entertainment, Finance® Access control
Personal

[5] Cross-Domain Data storage

Government

Medicdl

(a) Distribution of 12 Journal Arti-
cles across Application Domains

UAVs

IoT

(c) Occurrences of Technological
Domains in 24 Journal Articles

Financial

Transportation

Medical

(b) Distribution of 5 Conference
Papers across Application Do-
mains

Other

Web Apps

Cloud

(d) Occurrences of Technological
Domains in 21 Conference Papers

Fig. 4. Distributions of Domains of Journal Articles (left) and Conference

Papers (right)

trend in the number of articles in the last 13 years in Fig. 3a, but
additional factors may be involved. In section 3.2, journal articles
focussing on an application domain will be discussed more in-depth.

3.1.2  Conference Papers.

Additionally, to provide further insight conference papers are also
analyzed. The data collected in this additional literature search is
available in Appendix B. Similarly to journal papers, the year in
which papers were published is shown in Fig. 3b. Here, a relatively
stable number of papers have been published each year, possibly in-
dicating the interest in combining steganography and cryptography
has not changed, or this change already having occurred. Unfortu-
nately, due to time constraints, papers published before 2018 were
not explored. Surprisingly, from 2018 to 2023, out of 21 papers few
(n=5) focused on an application domain (see Fig. 4b). These papers
span the medical domain (n=3, [23, 29, 48]) and a new financial do-
main (n=2, [53, 63]). Medical is again the most popular application
domain. Moreover, while of the journal articles 50% of the identified
literature explore an application in an application domain, only 24%
of conference papers do. This could further emphasize the trend of
developing technologies in a more general sense rather than focus-
ing on specific application domains. In a comparable manner, the
technological domains are shown in Fig. 4d. Noticeable are journal
articles and conference papers sharing three prominent technolo-
gies (Mobile Computing, Internet of Things, and Cloud Computing),
and again the prevalence of Cloud Computing. It should be noted
that a direct comparison between both searches is difficult due to
the difference in the time period of the literature.

3.2 RQ2: Advantages, limitations and trade-offs

This section discusses observations made on algorithms and method-
ologies used throughout journal articles. First, it presents general
observations, after which it will discuss the three application do-
mains encountered in journal articles: Government, Medical and
Transportation (listed in Table 1). The full data collected for this RQ
can be found in Appendix C.

3.2.1 Government Application Domain.

This section covers 2 articles which explore an application of both
steganography and cryptography in the government domain, cov-
ering surveillance and voting. Table 3 lists these articles. Their
approaches have different strengths and limitations. While the two-
tiered video surveillance system provides robustness against cipher-
breaking attacks, its quality of recovered data depends on the CS
compression rate. The system could also be modified to allow for
more than two levels of authorization. On the other hand, the online
voting system, despite providing individual verifiability and secu-
rity, is susceptible to certain security challenges such as collusion
among polling officers and network eavesdropping. The system
provides receipts, which creates a potential issue in case the user
loses their receipt. The performance, such as smaller receipt size,
may be improved by exploring other algorithms.

3.2.2 Medical Application Domain.
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Table 3. Advantages and limitations in the government domain.

No. Evaluation

[88]  + Multi-level auth., No extra channel, Robust against attacks
- Face recovery dependent on compression

[76]  + Verifiability, (k,n) encryption
- Collusion, Traffic spoofing, Lost receipts

This section covers 9 articles which explore an application in the
medical domain. Table 4 lists the articles with encountered advan-
tages and limitations. Three papers ([57, 62, 89]) present the use of
chaotic algorithms in their encryption method. While [57] presents
a transmission system for generic data that performs chaotic en-
cryption using a 2D-Henon map ([85]), due to limited practical
implementation details, future works could draw upon [54] for a
deeper implementation analysis. Unfortunately, these three papers
lack performance analysis and key measurements like Computation
Time (CT) and Throughput (TP) for the chaotic algorithms, hin-
dering assessment of their potential for real-time systems. [62, 89],
which use chaotic encryption, can inspire similar approaches. While
not all chaotic encryption algorithms, due to complex iterative oper-
ations, suit real-time systems, less resource-intensive methods like
[61] could be viable. This could be a future scope for research.

Health data in IoT. Two papers ([22, 34]) involve health data trans-
missions from IoT devices (which generally prefer low power con-
sumption and low computational complexity) in the context of
remote patient monitoring. [34] hides data in ECG signals. Con-
versely, [22] employs image steganography. Both first encrypt data
and embed afterward. [34] necessitates the receiver’s knowledge
of the encryption and embedding keys and transmits no key, while
[22] embeds both data and the encryption key. [34] employs XOR
cipher for its computational simplicity, while [22] utilizes AES ([30])
and RSA ([92]) encryption. More secure or efficient alternatives
like TEA and its variants [51], or hardware-accelerated AES ([55])
could be considered for IoT devices. Both papers use multi-level
DWT for steganography. These differences highlight the variety of
methodologies applied to protect patient data in IoT transmissions.

Embedding location restrictions. Of the medical papers on health-
care data transmissions, two ([42, 89]) discuss methods that impose
restrictions on data embedding locations. [89] uses Distance Reg-
ularized Level Set Evolution (DRLSE) [43] to identify Region of
Interest (RO, the lesion area) and Non-Region of Interest (NROI)
in a medical image. Data is embedded in the NROI using adaptive
PEE for high capacity, while in the ROI, a custom algorithm based
on histogram-shifting with contrast enhancement is used for visual
clarity. This paper first embeds data and then encrypts the image.
[42] also identifies ROI and NROJ, specifically in DICOM, and con-
trastingly it performs encryption first. However, identification of
these areas is performed using edge detection instead (Gabor Fil-
ter and Canny Edge [56]). Here, patient data is only embedded in
the NROI to preserve quality. Moreover, verifiability of integrity,
crucial in medical applications, is maintained by embedding an
ROI-generated hash in the NROL

I. Haverkamp

DICOM. While [42, 45] focus on improving DICOM imagery and
employ Reversible Data Hiding (RDH), their implementations differ.
In both papers, data is first encrypted and then embedded in the im-
age medium. The papers differ in use of algorithms, as [42] uses the
RSA algorithm for encryption, while in [45] a XOR cipher is applied
with a 128-bit key generated from the cover image’s histogram.
The length of this key could be increased to 256-bit, as the key
generation method appears to support this. However, embedding
block selection will be affected, reducing the size of blocks. Both
applications apply asymmetric encryption. The main difference in
application is where [42] embeds patient data in a DICOM, [45] is
about protecting the DICOM image itself and embedding the key
used for encryption. In both papers, encryption is performed before
embedding. Both papers employ LSB-based steganography, however,
in [42] it is combined with a novel graph-coloring approach. Due to
the nature of the graph coloring used, brute-forcing is difficult [42].

Hardware. [79] is a complex hardware focused application. Of
the identified literature it is the only application that applies to the
design of circuits. Reading the paper is highly recommended due to
its distinctive approach. However, it is important to note that the
paper also focuses on hardware aspects, requiring an understanding
of hardware-related concepts.

Table 4. Advantages and limitations in the medical domain.

No. Evaluation

[57]  + Improved imperceptibility, Double embedding
- Lack of depth

[62]  + Sensitive to attacks (Integrity), High capacity
- File size

[89]  + Minimal ROI impact, High NROI capacity, Adaptive, Contrast
enhancement, No under- and overflow

[34] + Visually undetectable, Complete extraction

[22]  + Higher PSNR, Lower MSE
- AES key is shared on channel

[42]  + Integrity, ROI intact, Dynamic key
- Depends on NROI size

[45]  + Very low computation time, No extra channel

[13]  + High capacity at same PSNR, Base-16, No under- and overflow
- Higher BER

[79]  + Counterfeit detection, Malicious logic prevention, Low cost
design

3.2.3 Transportation Application Domain.

One article covers an application in the transportation domain. Ta-
ble 5 lists advantages and limitations. [49] more securely delivers
diagnostic data to manufacturers and firmware updates. The system,
while innovative, could suffer from protracted decryption times and
potential inefficiency when dealing with larger OTA files. Future
work could explore the use of more efficient cryptographic algo-
rithms and adapt the method to better accommodate larger files
(which is common with updates). Future work in the transportation
domain could explore vehicle-to-vehicle (V2V) networks, where
speed and size of communication should be minimal.
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Table 5. Advantages and limitations in the transportation domain.

No. Evaluation

[49] + Data integrity
- Processing time

3.2.4 General Observations.

Observations related to all journal articles can be made. First, the
steganography methods commonly used in the identified applica-
tions primarily involve images, as shown in Table 6. There is a
noticeable underutilization of the other cover mediums (audio,
signal, hardware, video, text), indicating a clear gap of research in
this area. In the medical domain, 7 out of 9 articles utilize image
steganography. The choice of image-based steganography in medi-
cal applications, considering the frequent use of imaging, is effective,
but exploring other types like video steganography in recorded surg-
eries or expanding signal steganography beyond ECG signals could
diversify data types and enhance usability and robustness in more
systems.

Second, in some applications ([22, 45]), the encryption key is
embedded along with data in the cover medium, removing the
need for a separate communication channel (in case of dynamic
keys) or pre-established cryptographic key.

Table 6. Journal Articles and their cover medium.

Medium Journal Articles

Image [88], [76], [57], [62], [89], [22], [42], [45], [13], [49], [86], [87],
91, [71. [33], [36], [1], [10], [19]. [5]

[
Signal [34], [91]
Audio [14]
Hardware [79]

Third, 42% of the identified articles, across both application do-
mains and technological domain, incorporate a Reversible Data
Hiding (RDH) technique. Primarily, RDH allows for lossless recon-
struction of the original cover media after the hidden data is ex-
tracted. This is crucial in sectors like healthcare, where the integrity
of original data (e.g., medical imagery) must often be maintained
[13, 22, 42, 45, 62, 89].

These findings suggest the need to diversify research on methods
and cover mediums. Government application security challenges
require attention, and chaotic algorithms’ performance in medical
domains requires better assessment. A wider range of steganography
methods should be explored for healthcare data transmissions, and
in transportation, exploration of other cryptographic algorithms
is advised for handling larger data files effectively. Research could
improve data security across sectors.

3.3 RQ3: Analyzing evaluation methods used

This section discusses the analysis and evaluation methods used
in journal articles, listed in Appendix D. Analysis of steganog-
raphy is generally based on four concepts: capacity, robustness,
security, and imperceptibility (sometimes split into undetectability
and invisibility) [4, 69, 83]. For cryptography, evaluation revolves

around security, encryption time, key size, and plain vs cipher size,
among others [26, 84]. Due to similarities in these concepts, they
are grouped in three perspectives: Security, Performance, and User.
These three perspectives are interdependent, as shown in Fig. 5.

Fig. 5. The three discussed analysis perspectives.

User

3.3.1 Security Perspective.

Just as cryptography can be vulnerable to various types of attacks,
such as ciphertext and plaintext attacks [50], steganography is also
subject to similar types of attacks, including known carrier and
known message attacks [50]. The importance of protection against
these attacks depends on the order of applying steganography and
cryptography.

If data is embedded first and encrypted afterward, the strength
of the encryption is the foremost defense against attacks. [13, 57,
88, 89] (Appendix C) are examples of articles which employ this
order. Among these, some consider advanced attacks like histogram
equalization ([9, 45, 62, 89]), and only one performs rotation attacks
([62)).

Similarly, if data is encrypted first, the strength or imperceptibil-
ity of the stego object is the foremost defense against attacks. Most
applications utilize this order of operations ([13, 22, 34, 42, 45, 49,
62, 76] a.0.). These implementations focus mostly on stenographic
imperceptibility using metrics such as PSNR, SSIM, MSE, and BER,
and rely mostly on cryptographic evaluation from previous works.
Articles that propose a custom or more complex encryption method
([34, 45, 49, 57, 62, 89]) still analyze cryptographic security.

3.3.2  Performance Perspective.

Performance of systems encountered can be affected by several
factors: computation time (CT, related to both steganography and
cryptography [27]), capacity (usually in Bits-Per-Pixel, only related
to steganography [69]), and key size (in this case only cryptography
[27, 84]).

Typically, an increase in computation time corresponds to an in-
crease in power consumption, making it an important factor in both
real-time and power-sensitive systems. While [1, 13, 33, 36, 45, 49]
employ CT measurements, only the two similar applications [1, 36]
appear to operate in an environment where power consumption
should specifically be managed. CT measurements are generally
discussed in ’total time’, or analyzed per component of the sys-
tem individually [49]. In this case, embedding time, extraction time,
encryption time, and more are tested separately. This way, perfor-
mance improvements can be made more specific. Surprisingly, of
seven articles exploring applications in the Internet of Things, three
[7, 22, 34] do not utilize a time-based analysis metric. This makes it
difficult to accurately assess the performance and efficiency of their
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proposed applications. A time-based analysis is key in comprehen-
sively understanding application performance, as it not only reveals
how quickly processes are carried out, but it also provides insights
into how efficiently system resources are being utilized.

Another important metric is capacity. The balance between im-
perceptibility and capacity is important, depending on the appli-
cation. For (real-time) applications which share relatively small
pieces of data, the capacity of a cover medium may not be as
important. In this case, imperceptibility could also be less rele-
vant. Capacity is evaluated (either compared to other implementa-
tions or to itself with different parameters) in 9 out of 24 articles
[5,7,9, 13, 42, 62, 76, 86, 87]. Notable is that only one article ([7])
involving IoT analyzed the capacity of the steganographic method
employed.

For cryptographic algorithms, the key size can greatly affect
encryption time as described in [41]. [22] focuses on IoT and per-
forms cryptographic operations using an AES key size of 128 bits.
While AES-128 is generally considered secure, larger keys can be
used. More efficient encryption algorithms could enable the use of
larger keys at similar encryption times. Surprisingly, key sizes for
well-known cryptographic algorithms do not appear to be discussed
or justified very often.

3.3.3  User Perspective.

The user perspective assesses how seamlessly a system incorporat-
ing steganography and cryptography fits into the user’s workflow,
with a focus on ease of use, comprehension, trust, processing time,
and system stability. The impact of the system on the user’s work-
flow is especially critical for applications where the user has direct
interaction with the system, though slightly less where the system
is operating in the background, potentially impacting the user’s
experience.

From the surveyed literature, a limited number conduct usability
tests to analyse user experience. The e-voting system implemen-
tation discussed in [76] conducts usability and user acceptance
testing using Nielsen’s quality components [59] and Davis’ Technol-
ogy Acceptance Model (TAM) [20] respectively. These methods are
well-established. Similarly, the NFC access control scheme in [19]
conducts usability, perceived vulnerability, perceived security, and
behavioural intention tests, examining how the proposed security
scheme could influence user behaviour. Here, methods were adapted
from [15, 35, 77].

Applications such as remote patient monitoring ([34]) are in-
tended to be user-friendly, requiring little to no complex additional
setup from the user’s end. It mentions additional complexity in-
troduced by the implementation of steganography or cryptography
should ideally be abstracted away from the user, however, the only
user interaction presented in the article is related to Human Visual
System (HVS) imperceptibility (doctors inspecting ECGs). Similarly,
hiding files in audio files on PCs [5] is an application close to the
end user, however, it does not explore this area further and omits
such user testing, leaving an evaluation gap in comprehending the
actual user experience and possible improvements.

User experience could significantly be impacted by other per-
spectives (security, performance). If combining steganography and
cryptography causes excessively slow data processing, or if the

I. Haverkamp

system lacks robustness against actions such as compression or
cropping attacks, the user’s ability to manage (share, post-process)
stego objects could be more easily compromised, potentially caus-
ing data loss or corruption, degrading the user’s experience. Hence,
robust implementations of steganography and cryptography are
crucial for maintaining a high-quality user experience.

3.3.4 General Observations.

In summary, evaluating steganography and cryptography ne-
cessitates careful analysis across security, performance, and user
perspectives. Despite their importance, many studies miss certain
metrics, creating gaps in comprehending computation time, capac-
ity, key size, and user-friendliness. Balancing steganography and
cryptography is crucial to ensure user experience, security, and
performance. Future works should aim to address these oversights.

4 CONCLUSION

This review has examined the current state of combined steganog-
raphy and cryptography applications in journal articles and confer-
ence papers. Applications were categorized based on their applica-
tion domain (e.g., medical, finance) and technological domain (e.g.,
Internet of Things, Cloud Computing). The prevalence of medical
applications suggests a limited range of domains being explored. Of
technologies, Internet of Things and Cloud Computing applications
are actively studied. Real-time constraints and privacy protection in
data exchange scenarios are prominent focuses within technological
domains. Overall, the combined approach offers advantages in data
security and privacy protection across various domains, but trade-
offs and limitations exist. Further research is needed to address
these challenges and improve methodologies. Evaluation metrics
and methods vary, emphasizing the importance of domain-specific
knowledge in designing secure systems. To address this, a more
generic evaluation with three perspectives (security, performance,
and user) is discussed, which incorporates robustness, impercep-
tibility, capacity, and resistance to attacks. Surprisingly, there is a
lack of user testing in the literature. These perspectives highlight
the importance of considering the end user in system design.

4.1 Limitations & Future Research Directions

As mentioned before, due to time constraints this review only con-
sidered conference papers for RQ1. In the fast-paced field of infor-
mation security, conference papers often contain the most recent
findings and innovative practices. This potentially indicates their
relevance not just for RQ1, but also for RQ2 and RQ3. Secondly,
the search keywords of this review are limited to the use of the
words ‘cryptography’ and ’steganography’, while these technolo-
gies may not be explicitly named but instead referred to as ’encryp-
tion’ or ’data-hiding’ respectively. Future research could explore
applications in more application domains such as transportation
and energy. Research could compare combined implementations to
only using either steganography or cryptography to understand in
what situations using only one may be better. More research could
be done into applying steganographic mediums other than images.
It could also explore the impact of combining steganography and
cryptography on the experience of the end user more extensively,
and understanding user acceptance.
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Appendices

Appendix A LITERATURE SEARCH RESULTS (JOURNAL ARTICLES)

I. Haverkamp

Table 7. Journal papers focussing on Application Domain (bold) and (optionally) Technological Domain

Paper Details Domain Details
Ref. Objective Application Technological Functionalities
Domain Domains
[88] Two-tiered video surveillance: anonymisation of sensitive =~ Government Internet of Things Smart monitoring,
parts with separate decode authorization levels. Anonymisation
[76] Implementation of E2E verifiable online voting system us- Web Applications Voting
ing voting receipts.
[57]  Securing patient details and images during transmission. =~ Medical N/AY Healthcare data transmission
[62] Embedding Electronic Patient Records (EPR), watermark N/AV Healthcare data transmission
and checksum in medical images using RDH.
[89]  Performing embedding and encryption of privacy sensitive Cloud Computing Healthcare data transmission
data into medical images client-side, and storing in the and storage,
cloud using RDH. Privacy protection
[34] Securing transmission of signals of remote Electrocardio- Internet of Things Remote Patient Monitoring
gram (ECG) monitoring systems.
[22]  Encrypt and hide diagnostic text data in medical images Internet of Things Healthcare data transmission
using RDH.
[42]  Securing patient details during transmission for remote N/AY Healthcare data transmission,
diagnosis by hiding them inside (Non-Region of Interest) DICOM
NROI medical images using RDH.
[45]  Securing transmission of DICOM images. N/AD Healthcare data transmission,
DICOM
[13]  Securing transmission of Electronic Patient Information N/AV Healthcare data transmission
(EPI) using RDH.
[79]  Securing a JPEG at hardware level used in medical image N/AY Healthcare data tampering
transmission from counterfeiting, cloning and Trojan inser- protection
tion.
[49] Securing transmission of vehicle diagnostics (DoIP) and Transportation Cloud Computing, Vehicle diagnostics and up-
software updates (OTAs). Edge Computing dates
End of Table 7
Table 8. Journal papers focussing on Technological Domains (bold) and (optionally) recommended Application Domains.
Paper Details Domain Details
Ref. Objective Application Technological Functionalities
Domain Domains
[86]  Protecting image data in cloud computing using RDH. Military'*, Cloud Computing Access Control,
Cross-Domain Privacy protection
[87] A Reversible Data Hiding scheme for securing customer Medical Cloud Computing Access Control
data storage using RDH.
[9] Operating on homomorphically encrypted images to se- Medical, Military'* ~ Cloud Computing Privacy Protection
curely handle data in the cloud using RDH.
[14] Improving performance and confidentiality of big data  Energy, Medical, Cloud Computing, Data transmission,
transmissions using GPU. Finance'? Big Data Healthcare data transmission'?

There is no apparent involvement of a technology in the topic.
12possible domains based on the technology used (incl. but not limited to) [65]
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Table 8 (continued)

Ref. Objective Application Technological Functionalities
Domain Domains

[91] Secure communication over a covert channel in the mea- Cross-Domain'* Cyber-Physical Systems N/A
surements of a dynamic system.

[7] Applying combined Improving capacity of image steganog- Cross-Domain Internet of Things Data transmission
raphy.

[33]  Securing communication between IoT devices and the cloud ~ Cross-Domain Internet of Things, Data transmission
using fog computing. Fog Computing

[36] Securing UAV image transmissions over the internet and ~ Cross-Domain'* Internet of Things, Industry 5.0
hiding the UAV network and classification of images. Unmanned Aerial Vehicles

[1] Securing UAV image transmissions and classification of ~ Cross-Domain'® Internet of Things, Industry 4.0
images. Unmanned Aerial Vehicles

[10] Hiding malicious applications in images to evade detection  Cross-Domain Mobile Computing Malware detection,
by Android anti-malware tools. Malware development

[19]  Customizing security level of the use of NFC on a phone  Entertainment, Fi- Mobile Computing, Access control
for authentication: a 2FA system. nance'* Cloud Computing

[5] Hiding encrypted data in available audio files to protectit ~ Cross-Domain Personal Computing Data storage

from unwanted access.

End of Table 8

B3Similar to [36]
4Suggested by the authors.
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Appendix B LITERATURE SEARCH RESULTS (CONFERENCE PAPERS)

I. Haverkamp

Table 9. Conference papers focussing on Application Domain (bold) and (optionally) Technological Domain.

Paper Details Domain Details
Ref. Article Application Technological Functionalities
Domain Domains
[63] Two-Layer Secure Mechanism for Electronic Transactions Financial N/AD Online payments
[53] Secure Transaction System using Collective Approach of N/AD Online payments, Privacy pro-
Steganography and Visual Cryptography tection
[29] Based on IoT Healthcare Application for Medical Data Au- Medical Internet of Things Healthcare data transmission,
thentication: Towards A New Secure Framework Using Privacy Protection
Steganography
[23]  Secure Transmission and Repository Platform for Electronic Web Apps Healthcare data transmission
Medical Images: Case Study of Retinal Fundus in Teleoph- and storage
thalmology
[48] Reversible Data Hiding Scheme during Encryption Using Machine Learning Healthcare data transmission
Machine Learning
End of Table 9
Table 10. Conference papers focussing on Technological Domains (bold) and (optionally) recommended Application Domains.
Paper Details Domain Details
Ref. Article Application Technological Functionalities
Domain Domains
[39] Stagchain - A Steganography based Application Working  Cross-Domain Blockchain, Decentralized Data storage
on a Blockchain Environment Cloud Computing
[58]  AncEfficient Image Encryption Reversible Data Hiding Tech- ~ Cross-Domain Cloud Computing Privacy Protection
nique to Improve Payload and High Security in Cloud Plat-
forms
[12]  Secure File Storage using Hybrid Cryptography Cross-Domain Cloud Computing Data storage
[74]  Pairing-free CP-ABE based cryptography combined with ~ Cross-Domain Cloud Computing Data storage
steganography for multimedia applications
[67]  Encryption, File Splitting and File compression Techniques ~ Cross-Domain Cloud Computing Data storage
for Data Security in virtualized environment
[44] Enhanced Cloud Security using Cryptography and Cross-Domain Cloud Computing Data storage
Steganography Techniques
[24] Multilayer Technique to Secure Data Transfer in Private = Cross-Domain Cloud Computing SaaS
Cloud for SaaS Applications
[3] Using DNA In A dynamic Lightweight Algorithm For  Cross-Domain Internet of Things Sensor data transmission
Stream Cipher In An IoT Application
[6] Node Protection using Hiding Identity for IPv6 Based Net-  Cross-Domain IPv6 Node Protection
work
[17]  Blocksight: A mobile image encryption using advanced  Cross-Domain Mobile Computing Data storage
encryption standard and least significant bit algorithm
[80] Phishing Site Detection and Blacklisting Using EVCS, Cross-Domain Mobile Computing Phisihing prevention
Steganography Based on Android Application
[81]  Message Security Implementation by Using a Combination  Cross-Domain Personal Computing Email
of Hill Cipher Method and Pixel Value Differencing Method
in Mozilla Thunderbird Email Client
[71]  Secure Fusion of Crypto-Stegano Based Scheme for Satellite ~ Cross-Domain Satellite Imaging Data transmission

Image Application

15There is no apparent involvement of a technology in the topic.
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Table 10 (continued)

Ref. Article Application Technological Functionalities
Domain Domains
[66]  Enhancing cyber security using audio techniques: A public ~ Cross-Domain Voice Operated Systems Voice Recognition
key infrastructure for sound
[52] Web authentication security using image steganography  Cross-Domain Web Applications Password Protection
and AES encryption
[11]  Protecting User Credentials against SQL Injection through  Cross-Domain Web Applications Password Protection

Cryptography and Image Steganography

End of Table 10
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Appendix C  SCHEMES AND CHARACTERISTICS (JOURNAL ARTICLES)

Table 11. Schemes used and characteristics of journal articles

I. Haverkamp

Ref. Steganographic algorithms Steganography type Cryptographic algorithms Operation Advantages
order
[88]  Custom: obfuscation matrix in  Image (not reversible) CS (Compressed Sensing) encrypt, hide No need for secret channel, ro-
"obfuscated sensitive data" stego key, bust against cipher attacks
encrypt
[76]  F5 with DCT and Huffman en- Image PBKDF2 with HMAC-SHA1, encrypt, hide Application in user receipt veri-
coding SHA1PRNG, (k,n)-threshold fication
scheme
[57] LSB Image (not reversible) PRNG using Chaotic 2D-Henon  hide, encrypt Two patients’ data in one signal,
map high data hiding capacity
[62] EPR,ISBS Image (reversible) Chaotic encryption encrypt, hide Fragile nature, tamper verifica-
tion, high data hiding
[89] Histogram-shifting based, adap- Image (reversible) Homomorphic based on Chaotic  hide, encrypt Minimal lesion area impact,
tive PEE Map. Key generation using high non-lesion area capacity
PLCM.
[34] LSB-based with DWT Signal (not reversible) XOR Ciphering with ASCII  encrypt, hide Undetectable distortion, 100%
coded shared key. This key is data extraction
used for encryption and scram-
bling matrix.
[22] 2D-DWT-1L, 2D-DWT-2L Image (reversible) AES-128 (odd bits), RSA (even encrypt, hide Higher PSNR, lower MSE, supe-
bits) rior performance indication
[42] LSB-Based Image (reversible) RSA encrypt, hide No embedding key storage, ro-
bustness via ROI hash
[45] 3-LSB with DWT Image (reversible, en- XOR Cipher encrypt, hide Higher encryption speed
crypted domain)
[13]  LSB using dynamic key Image (reversible, en- XOR Cipher hide, encrypt High capacity at maintained
crypted domain) quality, immunity to under- and
overflow
[79] Custom Hardware!® TRIFID Cipher N/A Low cost design
[49]  LSBusing Fuzzy Edge Detection, Image (not reversible) Modified RSA encrypt, hide, Data integrity maintenance
normal LSB hide
[86] Custom Image (reversible, en- ElGamal with homomorphic en- encrypt, hide Re-encryption, errorless image
crypted domain) cryption and re-encryption recovery, specific data extrac-
tion order
[87] LSB Image (reversible) Stream cipher with XOR hide, encrypt Superior embedding rate, en-
tropy and MAE
[9] Custom using thombus pattern  Image (reversible, en- Additive homomorphic encryp- encrypt, hide Low computational complexity,
prediction crypted domain) tion high PSNR, quality decrypted
image, capacity balance
[14] LSB-based Audio (not reversible) S-DES encrypt, hide Confidentiality, robustness, low
information loss, GPU speed en-
hancement
[91]  LSB in bit stream Network Linear encryption encrypt, hide No communication overhead,
statistical undetectability, eaves-
dropping resistance
[7] LSB-based with bit interchange  Image (reversible) Custom asymmetric: key gener- hide, encrypt HAC security, IPM randomiza-
method, and IPM + HMF for par- ation with EEC and Bézier curve tion, BIGM for high PSNR
titioning and pixel selection
[33] DWPT with XOR Image (not reversible, XOR Cipher encrypt, hide Superior NPCR, UACI, SSIM,

encrypted domain)

MSE, PSNR, lower processing
time, immunity to channel at-
tacks

16Reversibility not applicable
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Table 11 (continued)

Ref. Steganographic algorithms Steganography type Cryptographic algorithms Operation Advantages
order

[36] Multilevel 2D-DWT with QBCO  Image (not reversible) Signcryption, ElGamal, Kernel  encrypt, hide Lower computation time, lower

pixel selection Homomorphic MSEs
[1] Multilevel 2D-DWT with CSO  Image (not reversible) Signcryption encrypt, hide Lower MSE, higher PSNR,
pixel selection higher CC, lower CT
[10] LSB (PNG), DCT (JPEG) Image (not reversible) XOR cipher encrypt, hide Not  detected by  anti-
malware software, encryp-
tion/steganography aids
circumvention
[19] LSB Image (not reversible) AES-256 encrypt, hide Two-factor authentication ac-
ceptance, user security prefer-
ence
[5] 3-LSB Image (not reversible) RSA encrypt, hide RSA asymmetric, less noise with
3-bits

End of Table 11
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Appendix D EVALUATION METHODS (JOURNAL ARTICLES)

Table 12. Analysis or Evaluation Methods

Ref. Analysis or Evaluation Methods

88]  PSNR, SSIM

76]  Steganography: size, RS analysis, BSM analysis. Usability tested: user acceptance

57] PSNR, MSE

62]  Capacity, PSNR, bpp, SSIM. Salt & pepper noise. Additive White Gaussian Noise. Attacks: median filtering, lowpass filtering, weiner filtering,
sharpening, histogram equalization attack, rotation attack

[89]  Steganograpy: bpp, PSNR, SSIM, NR-CDIQA, NR-ICDIQA. Cryptography: Key pace, histogram, correlation of adjacent pixels, absolute correlation
coefficient of adjacent pixels, correlation coefficient between marked and encrypted images, Shannon entropy of encrypted images.

[34]  Probability of key being broken at different lengths. PRD, WWPRD. Doctors inspected ECGs.

[22]  PSNR, MSE, BER, SSIM, SC, CC

[42] PSNR, MSE, bpp

[45] Histogram, Entropy, CC (verical, horizontal, diagonal), Key sensitivity, encryption speed

[13]  PSNR, BER, bpp, CT

[79]  Steganography: PSNR, MSE

[49] DolP: Encryption time, embedding time, final image time, stego extract time, cipher extract time. SOTA: Same metrics. Slightly different for
receiver side but it’s all time-based

[86]  PSNR, bpp

[87] MAE, bpp, pitch removal attacks, bit-plane removal attacks

[9] PSNR, SSIM, BER, bpp, histogram, Entropy, Deviation from Ideality, CC, keyspace analysis, key sensitivity,

[14] SNR, AD, AE, BPC, TP, II, UER

[91] X2 KLD

[7] X2 HVS, MSE, PSNR, HA, SSIM, capacity in %

[33] NCCC, entropy, NPCR, UACI, SSIM, MSE, PSNR, CT

[36] MSE, PSNR, CT, CC

[1] PSNR, MSE, CC, CT with UCM and AID datasets

[10]  PSNR, StegExpose (PNG), Stegdetect (JPEG)

[19]  Reliability: CA, CR. Validity: AVE. Behavioural Intention: SEM, Normalised X, goodness-of-fit (GFI), root mean square error (RMSEA), NFI, TLI,
CFL

[5] Capacity, PSNR

End of Table 12
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