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This research investigates the impacts on the Public Key Infrastructure
(PKI) ecosystem of a recent Google policy update [11], which removed the
explicit dependency on the Google Certificate Transparency (CT) logs on CT
compliance. Digital certificates were introduced in the 1990s to verify the
identity of parties involved in digital communications mitigating man-in-the-
middle attacks. Third-trusted parties, known as Certificate Authorities (CA),
were introduced to achieve this. CT was introduced in the 2010s to remove
the need to trust CAs blindly. CT forces CAs to log their issued certificates in
a public append-only log run by various parties such as Google, Cloudflare,
and others. By requiring registration in one or more logs, this measure
prevents the existence of unidentified certificates for a given domain. In the
early days of CT, Google required certificates to be registered in at least one
Google log for the certificate to be accepted. This requirement was recently
loosened, and logging certificates to a Google CT log is no longer required.
We compared the logging policies of the top 5 CAs before and after the
policy update. We also looked at where domains were logged before and
after the policy update. Finally, we investigated how other browser vendors
have updated their CT policies in response to a changing CT ecosystem. We
found little to no impact on the logging behavior of the major CAs due to
this policy update. However, some smaller CAs have reduced their reliance
on Google CT. Next, based on the results obtained during the analyses we
propose two future research directions.
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1 INTRODUCTION
The Internet has become a crucial part of our lives, allowing us
to communicate quickly and easily with people and institutions
worldwide. However, as more sensitive information is shared online,
the risks of cybercrime have also increased [4, 6]. Establishing secure
and trustworthy online communications is of the utmost importance
for security, which is where the X.509 standard comes into play.
It provides a standardized framework for issuing and managing
certificates used for authenticating stakeholders [14]. It succeeds by
making use of asymmetric keys which allows for the creation of a
public and private key. The unique aspect of these keys is that one
can be used for encryption and the other one for decryption without
revealing each other [19]. Asymmetric keys can be used to create
digital certificates using a three-cornered trust model. By adding
a trusted third party to an interaction, the user can be sure of the
service’s identity without verifying it personally. These third-trusted
parties are called Certificate Authorities (CAs) [14].
The Internet Engineering Task Force (IETF) uses the X.509 stan-

dard to authenticate secure connections for its Transport Layer
Security (TLS) protocol [8]. When a client connects to a web server
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using TLS, the server sends its digital certificate to the client. Digital
certificates contain the server’s public key, which the client can use
to send messages to the server, some identifiable information about
the server, and certificate details. The certificate is signed using a
CA’s private key. On the client side, it is then checked against a
predetermined list of trusted CAs, and the client can use the server’s
public key contained in the certificate to send secure messages to
the server. That way, man-in-the-middle attacks that attempt to
intercept and modify the server’s public key contained in the certifi-
cate would be prevented as re-signing the certificate with the CA’s
private key would be needed [8].
For digital certificates to be trusted, it is imperative that CAs

can be trusted and are not compromised. Having a second certifi-
cate for the same domain in the hands of bad actors would allow
for man-in-the-middle attacks [10]. Such an attack could be exe-
cuted by intercepting the server’s certificate and passing on the
fraudulently acquired certificate with the attacker’s public key. The
attacker would be able to listen in on the server-client communi-
cation and even modify client-server communication [10]. Placing
such a safety-critical system in the hands of a handful of companies
and governments is bound to cause issues [20]. The lack of trust
in CAs is not purely theoretical. For instance, in 2011 the Dutch
DigiNotar CA was compromised [18], resulting in fraudulent cer-
tificates for websites such as Google, Facebook, and Skype. These
certificates were used to intercept traffic and steal login credentials
from users highlighting the need to update the CA system.
To address these risks, Certificate Transparency (CT) was intro-

duced by engineers at Google as a system for publicly logging TLS
certificates issued by a CA in an append-only log. In exchange for
logging certificates, a Signed Certificate Timestamp (SCT) will be
issued as proof of inclusion. CT logs provide transparency and ac-
countability for the issuance of certificates [12]. The integrity of
these logs could be verified by monitors. Domain admins could mon-
itor the logs to get informed when new certificates for their domain
get issued, allowing for detection by domain owners of fraudulently
issued digital certificates. The domain owner can quickly trigger
the mechanism for revoking the fraudulently acquired certificates
and take appropriate countermeasures.

Due to the limited number of CT logs available when they were
first introduced, Google made it mandatory for a certificate to be
logged in at least one CT log operated by Google to be accepted in
Chrome. In March 2022, Google made the decision to update its CT
policy as the CT landscape evolved and matured. Going forward,
any two distinct logs acknowledged by Google will suffice, except
for certificates with a validity period exceeding 180 days. For such
certificates, a total of three different logs is required [11].

The goal of this research: As mentioned earlier, CT plays a cru-
cial role in ensuring security in the modern WebPKI, offering trans-
parency and accountability in certificate issuance. CT logs serve as
a critical security system that safeguards a significant amount of
personal data. However, Google made an announcement on the 10th
of February 2022 that it will be eliminating the explicit dependency
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for CT compliance with its CT logs [11]. To the best of our knowl-
edge, the impact of the policy changes announced by Google in 2021
has not been investigated yet. Therefore, the goal of this research
will be to provide insights into the impact of CT policy changes and
inform future CT policy updates to enhance web security.

2 RELATED WORK
CT is, by now, a moderately researched topic. Much research has
been focused on the TLS landscape, with CT being only mentioned
[12]. Most CT-focused research can be split into two tracks, one
proposing extensions or improved implementations [13, 15, 22, 23]
and a track of research extracting data from the current implemen-
tation to verify its correct working [3, 12, 17, 21] or extract general
information about the web [2, 12]. Amann et al. [3] examined the use
of CT in the context of general improvements to the TLS ecosystem
since 2011. The paper focuses on the deployment and use of these
new systems. Scheitle et al. [21] analyze the evolution of CT over
time and the implications of exposing Domain Name System (DNS)
names for security and privacy. They showed that a large part of
connections support CT. Additionally, they demonstrated that CT
logs are the target of scanning campaigns to find hidden domains.
Gustafsson et al. [12] presents a comprehensive analysis of the

CT landscape, characterizing eleven CT logs through both active
measurements and passive observationswithin a university network.
The study reveals significant variations in root store selection and
the methodology employed for adding new certificates. Google-
operated logs, which employ crawling, exhibit larger root stores
and include a broader range of certificates, mirroring web traffic
browsers encounter in various contexts. In contrast, CA-operated
logs show a smaller diversity of certificates and tend to comply with
Chrome’s Extended Validation (EV) certificate policy. The research
further examines cross-log submissions and highlights differences
in submission rates of Domain Validated (DV) certificates across
various CAs over time.

The authors mentioned the availability of certificates in a series
of Google CT logs. The study found a high percentage of certificates
available in Google CT logs, typically in the high nineties. Addition-
ally, the paper sees the results of another policy shift concerning
the mandatory registration of EV certificates in CT logs, which
became effective in January 2015. This policy change marked the
first instance of required CT logging. The analysis observed bulk
registrations in various CT logs, indicating compliance with the
new requirement. The study is partially focused on distinguishing
between EV, DV, and Organization Validated (OV) certificates. How-
ever, it is worth noting that this distinction has lost its significance,
as major browsers have ceased to significantly differentiate between
these different types of certificates.
Korzhitskii et al. [16] analyze the evolving root store landscape.

The authors examine CT logs and compare their root stores to those
of major software vendors. They observe that CT technology is
highly established and widely used by CAs and internet clients.
The study reveals that root stores have grown larger over time, but
there are issues with certain roots being included by only a few log
operators and the presence of compromised certificates in some logs.

The authors emphasize the importance of careful and transparent
management of CT policies and root stores.

Apple and Google rely on a few logging operators, and CT logs do
not sufficiently cover some WebPKI roots trusted by major software
vendors. The authors identify problems such as duplicate entries in
root lists, anomalies in root store presentation, and logs violating
policies while being considered trusted. They call for improved
management practices to ensure the integrity and effectiveness
of CT in securing the internet ecosystem. How the recent policy
change has impacted the WebPKI has to the best of our knowledge,
not been investigated yet.

3 METHODOLOGY

3.1 ResearchQuestions
We aim to focus on the biggest and most influential CAs as they
are the vanguard of WebPKI. Next to this, they hold most of the
market, with the top 5 CAs holding 90% of the issued certificates in
our research period. Our study will address the following research
question (RQ) and sub-research questions (SRQ):

RQ: What is the impact of removing the explicit dependency on
Google CT logs on CA compliance with CT requirements?

• SRQ1: What logs did the top 5 most-used CAs rely on before
the policy update to achieve CT compliance, and how did
their logging practices change after the policy update?

• SRQ2: What proportion of CAs have significantly reduced
their reliance on Google CT logs after the policy update?

• SRQ3: How have other browser vendors (Mozilla, Microsoft,
Apple) updated their CT Policies in response to changes in the
CT ecosystem, and what impact has this had on the WebPKI?

3.2 Dataset
The dataset used for analysis in this study is scraped from CT logs
hosted on various platforms and is stored on a cluster maintained
by the University of Twente. The dataset includes the following CT
servers: Cloudflare Nimbus, DigiCert Nessie, DigiCert Yeti, Google
Argon, Google Xenon, Let’s Encrypt Oak, Sectigo Mammoth, and
Sectigo Sabre. These CT logs have been scraped from 2021 until 2023
to provide a diverse and comprehensive coverage of certificate is-
suance. The dataset comprises a substantial amount of information,
with over 15 billion rows. It encompasses a diverse range of certifi-
cates issued by various CAs, totaling 854 in number1. As mentioned
before, the certificates are not evenly distributed over CAs, with the
top 5 authorities commanding a staggering 90% of the certificates
issued in 2021-2023, which can be seen in Table 1. Additionally, the
dataset encompasses many domains, representing over 970 million
distinct domains. The period analyzed in this study spans from Jan-
uary 2021 to June 2023, allowing for an extensive examination of
trends before and after the policy update.

3.3 Analysis of CT Data
We will employ two distinct methods to examine the data: firstly, by
evaluating the total count of certificates issued by each CA per CT

1Based on unique values of the organization field.
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CAs Percentage of Total
Let’s Encrypt 72.42%
Cloudflare, Inc. 5.32%
cPanel, Inc. 5.31%
Sectigo Limited 3.83%
DigiCert Inc 3.32%

Table 1. Percentage of total certificates 2021-2023

log before and after the policy update, and secondly, by analyzing
specific combinations of domains and CAs in a period before and
after the policy update. Looking at domain CA combinations aims
to determine whether domains previously present in a Google CT
log are no longer present after the policy update. By employing
these two analysis approaches, we believe they will complement
each other effectively. Assessing the absolute number of certificates
can potentially reveal alterations in CT logging behavior. However,
it is important to note that this correlation is not guaranteed, as
there could be various explanations for such changes. Therefore, the
second analysis method, which focuses on specific domains, assures
that the observed changes are genuine.
We conducted an analysis of the absolute number of certificates

published by each CA and CT server. To distinguish between various
CAs, we focused on the organization field of the issuer. This field
was preferred over the common name field as the common name
field differentiates between departments within a CA, which adds
complexity to the analysis. Additionally, it can be assumed that a
company generally adheres to a single CA policy. The dataset has
over 800 distinct organization fields to focus our analysis. Only the
top 5 CAs were chosen. These were selected by looking at the total
number of certificates published from 2021 to 2023, leading to the
selection of the CA’s Let’s Encrypt, Cloudflare, Cpanel, Sectigo, and
DigiCert. To establish a suitable timeframe for our study, we selected
the period from 2021-01-01 to 2023-06-01. This duration spans 29
months, starting 13 months from the announcement of the policy
update and ending 13 months after its implementation. We chose
this timeframe because it aligns with the maximum validity period
of certificates accepted by major browser vendors and determined
on CA/Browser conference [9], which is 398 days. To organize the
certificates based on their date, the not_after field was selected. This
choice was made because temporally sharded logs use this field to
partition certificates across different iterations of the logs, allowing
for easy identification of the specific log iterations in which the
certificates were logged.
Looking at a specific domain (CA combination before and after

the policy update), we divided the data into two time periods: one
that occurred 398 days before the policy announcement and another
that occurred 398 days after the policy was implemented. For do-
main CA combinations, a list was made of CT log servers where
the certificate was logged. This was done for both time frames, af-
ter which the CA domain combinations in both sets were selected,
leaving us with a list of CT log servers before and after the policy
update for a domain. CAs with fewer than a thousand domains

in this dataset were excluded, as the natural variability could dis-
proportionately affect the results. Determining the threshold for
significance is challenging. However, we have opted for a 10% reduc-
tion in domains that were previously recorded in the Google CT log
but are no longer observable following the implementation of the
policy modification. We are confident that this method is sensitive
enough to identify any changes in the logging policy.

3.4 Policy Analysis
The methodology for examining the changes in criteria to gain CT
compliance by browser vendors (Google, Mozilla, Microsoft, Apple)
and their impact on WebPKI involves the following steps. Firstly, a
literature reviewwas conducted to gather existing knowledge on the
topic. Official sources where the vendors publish their CT policies
were identified, including websites and documentation. Next, the
data from WayBackMachine and GitHub were utilized to analyze
historical snapshots and previous commits to track policy changes.
The analysis was focused on the period from 2018 to the present
(June 2023) and on embedded SCTs. SCTs delivered through TLS or
the Online Certificate Status Protocol (OCSP) are very uncommon
[3], and there are stricter requirements for embedded SCTs. This has
led CAs to adhere to the embedded SCT policy more closely, as it is
the most commonly followed and strictest policy. The gathered data
were analyzed to identify patterns and trends. Finally, the findings
were interpreted to draw conclusions on the evolution of CT policies
and their impact on WebPKI.

4 RESULTS
In this section, we present the results obtained from the analysis of
the CT data and policy data. The section starts with the analysis of
the absolute number of registered certificates by the top 5 CAs. Next,
we examine the number of certificates issued by each CA which
were present in a Google CT log before and after the policy update.
Finally, we look at changes in CT policy by major browser vendors.
These results provide insights into changes in CT logging behavior
by CAs and the impact on the WebPKI.

4.1 Timed Data
In this analysis, we will examine the total count of certificates
recorded in each CT log per CA. It is important to note that fluc-
tuations in the data, such as spikes or drops, when transitioning
between CT servers, can be explained by the ordering of certificates
based on their expiration dates. If a CA offers certificates with a
validity of 30 and 90 days and chooses to stop logging to a CA server
at date X, it is expected that certain certificates show up at X + 30
and a different group at X + 90. This explains the lack of clean breaks
and starts when switching CT servers. Next to this for multiple CAs,
there is a gap in logging certificates in Digicert Yeti for 2022. This is
possibly related to the bit flip Digicert yeti experience in that year
[5]. CAs might not have wanted to deal with the replacement log
and abandoned Yeti for that year instead.

4.1.1 cPanel. Figure 5 in Appendix shows the logging behavior of
cPanel. Notably, in the middle of 2021, cPanel made a transition by
switching its preferred CT log server from Let’s Encrypt Oak to
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Cloudflare Nimbus. This shift to Cloudflare Nimbus is also observed
in Figure 1.
Furthermore, cPanel’s interaction with Google Argon is worth

mentioning. The data suggest that cPanel initially registered a small
number of certificates or conducted tests by registering certificates
in Google Argon. However, this logging activity ceased in 2022,
implying a change in their approach or reduced reliance on Google
Argon for logging purposes.

On the other hand, cPanel consistently logged certificates in
Google Xenon, as depicted in Figure 1, both before and after the
policy update. This finding suggests that cPanel maintained a steady
logging behavior in Google Xenon and did not exhibit any significant
alterations in response to the policy update.

Fig. 1. cPanel, Registered certificates in Xenon and Nimbus

4.1.2 Cloudflare. Figure 6 in Appendix shows Cloudflare’s logging
behavior across various CT servers. Cloudflare has used a majority
of CT servers available. Notably, in 2023, Cloudflare stopped logging
in Cloudflare Nimbus and instead started logging in Let’s Encrypt
Oak, as can be seen for Cloudflare Nimbus in Figure 2. This is an
interesting choice as Cloudflare Nimbus is hosted by Cloudflare
itself.
Regarding Digicert Yeti, Cloudflare ceased logging into this CT

log in 2022 but resumed logging in 2023. This might be related to
the Digicert Yeti bit flip [5].
When considering the policy update, no significant changes in

logging behavior can be observed. Both before and after the policy
update, Cloudflare continues to make use of Google CT logs, as
indicated by their logging activity in Google Xenon, as depicted in
Figure 2. This finding suggests that Cloudflare’s logging behavior
remained consistent and unaffected by the policy update.

Fig. 2. Cloudflare, Registered certificates in Xenon and Nimbus

4.1.3 DigiCert. Figure 7 in Appendix shows DigiCert’s logging be-
havior across various CT servers. Similar to Cloudflare, DigiCert
ceased logging in Cloudflare Nimbus in 2023 and transitioned to
logging in Let’s Encrypt Oak. Additionally, DigiCert did not log cer-
tificates in Digicert Yeti in 2022, whichmight be related to the Yeti bit
flip [5]. However, it is worth noting that DigiCert did continuously
use its own CT server Nessie, as depicted in Figure 3.

It is interesting to observe that DigiCert logged a small number of
certificates in Sectigo Sabre. The reason behind this logging activity
is unclear, but it could be attributed to testing purposes or specific
requests from buyers. Further investigation would be required to
determine the exact motive behind this logging behavior.
DigiCert did not demonstrate any changes in logging behavior

after the policy update. Both before and after the update, DigiCert
continued to register certificates in Google Xenon and Argon, as
illustrated for Xenon in Figure 3.

Fig. 3. DigiCert, Registered certificates in Xenon and Nessie

4.1.4 Let’s Encrypt. Figure 8 in Appendix provides insights into
Let’s Encrypt’s logging behavior, the largest CA in terms of the
number of certificates issued. They log a significant number of
certificates in Cloudflare Nimbus and Let’s Encrypt Oak, but the
volume is much higher in Google Xenon and Argon, as seen in
Figure 4. The reasons behind these varying volumes are unknown.
A theory could be that certificates with a validity of greater than
180 days are logged in these servers since they require three or
more distinct CT logs. However, this would be false as the average
certificate duration of Let’s Encrypt certificates is 90 days in all CT
servers.
Let’s Encrypt also logged certificates in DigiCert Yeti, but after

2022 no further certificates from Let’s Encrypt were found there.
This is unusual as it is expected that a few certificates are present,
as seen in Digicert Nessie and the Sectigo CT servers. The exact
reasons for this change in logging behavior in DigiCert Yeti are
not known and would require further investigation or additional
information. Let’s Encrypt also logged a small number of certificates
in Sectigo Mammoth. Overall, Let’s Encrypt logs the highest number
of certificates in the Google CT servers, and no visible changes in
logging behavior were observed after the policy update.

4.1.5 Sectigo. Figure 9 in Appendix shows the logging behavior
of Sectigo. One observation is that Sectigo now logs certificates
in Google Xenon and Cloudflare Nimbus. Additionally, the fig-
ure shows that Sectigo previously relied on Let’s Encrypt Oak but
phased out its usage in the middle of 2021. Instead, Sectigo started
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Fig. 4. Let’s Encrypt, Registered certificates in Xenon and Nimbus

relying on Cloudflare Nimbus as its chosen CT log server. Next to
this, it appears that Sectigo does not make use of its own CT servers,
Sectigo Mammoth and Sabre.
Furthermore, Figure 9 reveals that Sectigo registers some cer-

tificates in Google Argon. This is likely done to comply with the
requirement of having certificates with a validity longer than 180
days logged in three ormore distinct CT logs. By logging into Google
Argon, Sectigo ensures adherence to this requirement, which is also
reinforced by the average certificate duration, which is 367-375 days
in Google Argon compared to 126-190 days in Nimbus and Xenon.
There is no clear update in the logging policy after the policy update.
Sectigo kept logging its certificate to Google CT servers.

4.2 CA Domain Data
Figure 6 in Appendix shows how much Google CT logs were used
before and after the policy update. Only CAs with over 1000 certifi-
cates in the dataset are shown. Total shows the number of domains
registered at each CA before and after the policy update. Before
shows the number of domains present in either Google Argon or
Xenon before the policy update. After shows the number of domains
in Google CT logs after the policy update. This data further confirms
the results of the timed data, with the top 5 CAs having more than
99.9% of their certificates in a Google CT server before and after the
policy update.

If a CA consistently continues to publish certificates to Google CT
logs, the percentage of domains registered after the policy change is
expected to be high. However, slight variations can occur due to test
certificates, publishing delays to CT logs, or other data-related issues.
Out of 73 CAs, 23 registered at least 10% fewer domains in Google CT
logs after the policy update. This represents a significant increase
compared to before the policy change, where all CAs registered
99.2% of their domains in Google CT logs.

The 5 biggest CAs with less than 90% of their domains in Google
CT logs have been selected to investigate their case further. These
CAs are Actalis (63%), Cybertrust Japan (69%), GlobalSign (81%),
home.pl (76%), andUnizeto Technologies (77%). These are all relatively
small CAs. Their timed data has also been gathered, presented in
Figures 11 to 15 in Appendix.
Looking at these charts, it is clear that each CA still actively

publishes Google CT logs, so it is not possible to conclude that they
completely dropped their reliance on Google CT logs. However,
a significant portion of their certificates are no longer present in
Google CT logs. This might be attributed to a slow move away from

Google CT logs, oversight of the CA, a small-scale test, or a lag in
publishing to Google CT logs.

4.3 Policy Changes
This section presents the findings regarding the CT policies of
Mozilla and Microsoft, Apple, and Google.
Regarding Mozilla, it was observed that they do not actively

check the CT status of certificates. This implies that Mozilla does
not enforce the requirement for certificates to be logged in a CT log
to be trusted by their browsers. This issue has been open on their
forum since 2016 [1]. On the other hand, Microsoft’s CT policies
were not found to be explicitly published. However, it is worth
noting that since the Edge browser is built upon the Chromium code
base [7], there is a possibility that Microsoft follows the predefined
CT policies established by Google.

In order to achieve CT compliance, Google implemented different
requirements for the number of CT logs depending on the lifetime of
the certificate, as depicted in Table 2. Furthermore, Google mandated
that at least one SCT from a Google-operated log and another SCT
from a different log operator must be present.
Following suit, Apple also enforced CT compliance for all cer-

tificates starting October 15, 2018. The compliance criteria set by
Apple were similar to those of Google and were also based on the
certificate lifetime as shown in Table 2. However, in light of the
decision to disallow certificates with a lifetime greater than 398
starting September 1, 2020, Apple updated its CT policy on April 21,
2021. According to the updated policy, certificates with a validity
of 180 days or less required two SCTs from separate logs, while
certificates with a validity period of 181 to 398 days required three
SCTs from separate logs. Additionally, Apple mandated the use of
at least two logs from different operators.
Subsequently, Google modified its CT policy on April 15, 2022.

This update eliminated the requirement for at least one Google CT
log and aligned the required number of SCTs per time frame with
Apple’s policy. Furthermore, Google adopted the requirement of
utilizing logs from different operators. This CT policy change by
Apple and the slow policy update by Google resulted in a significant
variation in CT policies for more than a year.

Certificate Lifetime Number of SCTs from distinct CT Logs
< 15 months 2

>= 15 and <= 27 months 3
> 27 and <= 39 months 4

> 39 months 5
Table 2. Number of distinct CT log required

5 DISCUSSION
While the conducted analysis provides valuable insights into the
logging behavior of specific CAs and their CT policies, it is crucial
to acknowledge some potential issues that may impact the general-
izability and interpretation of the results.
Firstly, the methodology focuses only on a selected group of

CAs. This limited scope means the findings may not accurately
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represent the entire WebPKI ecosystem. Other CAs, which may
have different logging practices or responses to policy changes, are
not included in the analysis. Therefore, caution should be exercised
when extrapolating the results to the broader landscape of CAs.

Another potential issue is related to the analysis of CA domain
data. The proposed approach assumes that CAs promptly update
their logging policies in response to the policy update. However,
it is possible that there might be a time lag between the policy
change and the implementation of the updated logging behavior
by CAs. As a result, in the analyzed dataset, a certificate may not
be registered in a Google CT log. However, a previous certificate
for the same domain might still be present as all the CT servers are
aggregated, creating a misleading impression that the CA continues
to use Google CT logs. This discrepancy could affect the accuracy
of the analysis and the conclusions drawn.

It is essential to consider potential confounding factors that may
influence the observed logging behavior of CAs. The analysis as-
sumes that the policy update solely influences changes in logging
behavior. However, other external factors, such as evolving industry
practices or operational considerations, can also shape CA practices
and CT logging behavior. These factors should be considered when
interpreting the findings and drawing conclusions.

5.1 Data Artefacts and Peculiarities
The dataset reveals several instances of missing values in fields
where such occurrences should not be common. Notably, a signifi-
cant number of certificates lack information in crucial fields such
as the organization and domain fields. Of particular concern are the
CT logs hosted by Let’s Encrypt, which exhibit a higher prevalence
of data issues than other CT servers. For example, the number of
certificates with missing organization fields in Let’s Encrypt logs
reaches hundreds of thousands, whereas in other servers, this count
remains in the tens or low hundreds. It is worth noting that this
observation holds true even when accounting for the fact that Let’s
Encrypt does not register more certificates than other servers.
Let’s Encrypt CT logs also display instances of missing date in-

formation. This highlights the need for CT log hosts to implement
more robust safeguards to prevent the acceptance of incomplete or
broken certificates. By doing so, the overall safety and reliability of
WebPKI can be enhanced.

Table 3 shows the timestamps in Coordinated Universal Time
(UTC) standard of the first and last certificate present in the dataset.
For a comprehensive view, please refer to the complete version in
Appendix (Table 4). The table highlights a lack of consistency among
CT log operators regarding the start and end dates of their logs,
even across different iterations.

It is common to find overlapping active logs or variations in time
zones used by CT operators in different years. These inconsistencies
can potentially lead to misleading interpretations. For instance,
assuming that a 2021 log contains all the certificates issued in that
year would be false, as there could be a gap of up to a week in
certificates in the case of Let’s Encrypt Oak.

To address these issues and ensure clarity, CT log operators should
strive for uniformity in their practices. It is essential to use the UTC
standard consistently and establish clear and consistent start and

CT server First Last
DigiCertYeti-21 2021-01-01 00:00:00 2022-01-01 00:00:00
DigiCertYeti-22 2021-12-31 23:13:04 2022-12-31 22:06:56
DigiCertYeti-23 2022-12-31 23:00:16 2024-01-01 00:00:00

LetsEncryptOak-21 2021-01-01 00:00:00 2022-01-07 00:00:00
LetsEncryptOak-22 2021-12-31 23:00:16 2023-01-06 23:00:16
LetsEncryptOak-23 2022-12-31 23:00:16 2024-01-06 23:00:16
Table 3. Date of first and last certificate in each CT log in UTC standard

end dates for log periods. By adhering to these standards, the results
derived from CT log analysis will be more accurate, reliable, and
easier to interpret.

6 FUTURE WORK
In this section, we propose two possible directions for future re-
search. First, we were often left guessing the reasons for shifts in
logging behavior or choices in CT servers. Future work could ad-
dress this issue and involve closer collaboration with CAs and log
operators to gain access to information not publicly available dur-
ing this research. Understanding the reasons behind logging policy
shifts by CAs would provide valuable insights into the decision-
making process. By establishing partnerships with CAs, researchers
could understand the factors that influence changes in CT policies,
such as emerging security threats, industry trends, or regulatory
requirements.
Furthermore, conducting interviews or surveys with represen-

tatives from CAs and log operators can help shed light on their
perspectives and motivations behind policy shifts. This approach
would provide a more comprehensive understanding of the decision-
making process and enable researchers to explore potential correla-
tions between policy changes and external factors.

Second, as mentioned in the results, future work could look into
the absence of Let’s Encrypt certificates in Digicert Yeti starting in
2023. The lack of Let’s Encrypt certificates is interesting, given their
widespread usage and the open submission process. This anomaly
contrasts other CT servers, where a consistent presence of Let’s
Encrypt certificates can be observed.

To explain this anomaly, further research could explore potential
reasons behind the absence of Let’s Encrypt certificates in Dig-
icert Yeti. One possible speculation is that the increased bandwidth
requirements resulting from Let’s Encrypt’s logging activities in
Digicert Yeti in 2022 led to Let’s Encrypt being blacklisted for subse-
quent log iterations. Understanding the technical or policy factors
contributing to this possible exclusion would require closer collab-
oration with Digicert and Let’s Encrypt, obtaining insights into
the log operator’s decision-making process and any constraints im-
posed on certificate submission. If Let’s Encrypt were to be excluded
against their will, it would go against the precedent and spirit of
the CT ecosystem.

7 CONCLUSION
In this section, we summarize the findings of the analysis and answer
the research questions.
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SRQ1 What logs did the top 5 most-used CAs rely on before the
policy update to achieve CT compliance, and how did their logging
practices change after the policy update?
The top 5 most-used CAs did not exhibit significant changes in their
logging practices after the policy update. This suggests a consistent
adherence to their existing CT logging strategies, indicating that
they already had robust systems in place that aligned with CT com-
pliance requirements. Their logging practices did not show a move
away from Google CT logs throughout the observed period.
SRQ 2: What proportion of CAs have significantly reduced their

reliance on Google CT logs after the policy update?
The analysis revealed that approximately 30% of CAs have signif-
icantly reduced their reliance on Google CT logs after the policy
update. However, it is important to note that none of the CAs have
completely stopped publishing certificates in a Google CT log. This
raises ambiguity about whether these reductions are temporary due
to testing purposes or represent a definitive shift away from Google
CT logs.

SRQ 3: How have other browser vendors (Mozilla, Microsoft, Apple)
updated their CT Policies in response to changes in the CT ecosystem,
and what impact has this had on the WebPKI?
Mozilla does not actively check CT status, while Microsoft’s CT
policies were not explicitly found but may align with Google’s
predefined policies. Google and Apple have implemented CT com-
pliance requirements, with Google initially mandating SCTs from
Google and different log operators. Over time, Google and Apple
diverged in 2021, creating a more unclear CT landscape. However,
with the recent Google policy update, the requirements match again,
creating a more clear CT landscape.
RQ: What is the impact of removing the explicit dependency on

Google CT logs on CA compliance with CT requirements?
In conclusion, the observed data suggests that the policy change
had a minimal immediate impact on the WebPKI. The major CAs
represent the bulk of newly issued certificates and have not notably
updated their logging policy. Some smaller CAs have removed a
small selection of certificates from the Google CT logs. However,
The Google CT logs remain the preferred option for most CAs,
indicating its popularity and stability. While the policy change has
opened the door for potential shifts in logging behavior, the current
analysis does not indicate any significant shifts in the short term.
However, it is worth noting that the dynamic nature of the WebPKI
ecosystem and evolving industry practices may lead to changes in
the future.
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APPENDIX

Fig. 5. For the CA cPanel, Inc absolute number of certificates published in each CT server

Fig. 6. For the CA Cloudflare, Inc. absolute number of certificates published in each CT server
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Fig. 7. For the CA DigiCert Inc. absolute number of certificates published in each CT server

Fig. 8. For the CA Let’s Encrypt absolute number of certificates published in each CT server

CA Total Before After Before Percentage After Percentage
Let’s Encrypt 124574763 124574514 124574274 100.0% 100.0%
cPanel, Inc. 11783099 11782773 11782764 100.0% 100.0%
Sectigo Limited 9861179 9861083 9848925 100.0% 99.88%
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DigiCert Inc 4535227 4535227 4431845 100.0% 97.72%
Cloudflare, Inc. 3121651 3121651 3002122 100.0% 96.17%
Google Trust Services LLC 2692612 2692612 2692612 100.0% 100.0%
Amazon 2587572 2587568 2548832 100.0% 98.5%
GoDaddy.com, Inc. 2225948 2225948 2223726 100.0% 99.9%
ZeroSSL 1918905 1918885 1918859 100.0% 100.0%
Actalis S.p.A. 484803 484798 308503 100.0% 63.63%
GlobalSign nv-sa 446393 446393 362372 100.0% 81.18%
Microsoft Corporation 377442 377442 377290 100.0% 99.96%
TrustAsia Technologies, Inc. 269617 269617 269177 100.0% 99.84%
Starfield Technologies, Inc. 241974 241973 241846 100.0% 99.95%
Entrust, Inc. 195707 195707 151362 100.0% 77.34%
Gandi 145966 145966 145205 100.0% 99.48%
Cisco Systems, Inc. 125777 125777 123831 100.0% 98.45%
nazwa.pl sp. z o.o. 115872 115872 104723 100.0% 90.38%
Internet2 90821 90821 90479 100.0% 99.62%
GEANT Vereniging 87062 87062 86839 100.0% 99.74%
COMODO CA Limited 62165 62165 62083 100.0% 99.87%
Unizeto Technologies S.A. 60788 60788 46661 100.0% 76.76%
IdenTrust 48806 48806 45896 100.0% 94.04%
Japan Registry Services Co., Ltd. 42219 42219 42084 100.0% 99.68%
home.pl S.A. 40283 40283 30773 100.0% 76.39%
Network Solutions L.L.C. 29445 29445 29137 100.0% 98.95%
GoGetSSL 29064 29060 28758 99.99% 98.95%
QuoVadis Limited 22983 22983 18615 100.0% 80.99%
SECOM Trust Systems CO.,LTD. 22081 22081 21957 100.0% 99.44%
Verein zur Foerderung eines Deutschen Forschungsnetzes e. V. 21318 21318 18618 100.0% 87.33%
Cybertrust Japan Co., Ltd. 21097 21097 14559 100.0% 69.01%
TAIWAN-CA 18815 18813 12500 99.99% 66.44%
Buypass AS-983163327 13838 13838 13808 100.0% 99.78%
SSL Corporation 12894 12894 10174 100.0% 78.9%
Corporation Service Company 12170 12170 12030 100.0% 98.85%
Dreamcommerce S.A. 11563 11563 9200 100.0% 79.56%
The USERTRUST Network 11063 11063 11014 100.0% 99.56%
SwissSign AG 10732 10732 8446 100.0% 78.7%
Soluciones Corporativas IP, SL 9433 9433 9380 100.0% 99.44%
ATT Services Inc 9363 9363 9114 100.0% 97.34%
Trust Provider B.V. 8641 8641 8395 100.0% 97.15%
SecureCore 7326 7326 7184 100.0% 98.06%
QuoVadis Trustlink B.V. 7157 7157 7091 100.0% 99.08%
xíng zhèng yuàn (translated) 5611 5611 4678 100.0% 83.37%
T-Systems International GmbH 5218 5218 4967 100.0% 95.19%
Aetna Inc 4705 4705 4657 100.0% 98.98%
Trustwave Holdings, Inc. 4423 4423 3365 100.0% 76.08%
DHIMYOTIS 3902 3902 2993 100.0% 76.7%
DOMENY.PL sp. z o.o 2962 2962 2955 100.0% 99.76%
LH.pl Sp. z o.o. 2953 2953 2285 100.0% 77.38%
Beijing Xinchacha Credit Management Co., Ltd. 2932 2932 2264 100.0% 77.22%
WoTrus CA Limited 2779 2779 2640 100.0% 95.0%
CentralNic Luxembourg Sàrl 2650 2650 2615 100.0% 98.68%
Alpiro s.r.o. 2406 2406 2365 100.0% 98.3%
The Trustico Group Ltd 2269 2269 2246 100.0% 98.99%
Apple Inc. 2177 2177 2136 100.0% 98.12%
EUNETIC GmbH 2002 2002 1952 100.0% 97.5%
D-Trust GmbH 1960 1959 1626 99.95% 82.96%
Telia Finland Oyj 1918 1918 1367 100.0% 71.27%
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CertCloud Pte. Ltd. 1752 1752 1752 100.0% 100.0%
TeliaSonera 1549 1549 1529 100.0% 98.71%
Fraunhofer 1484 1484 1459 100.0% 98.32%
Rede Nacional de Ensino e Pesquisa - RNP 1443 1443 1148 100.0% 79.56%
TBS INTERNET 1442 1442 1427 100.0% 98.96%
Chunghwa Telecom Co., Ltd. 1440 1440 1082 100.0% 75.14%
China Financial Certification Authority 1406 1406 1098 100.0% 78.09%
Deutsche Post AG 1304 1304 1274 100.0% 97.7%
TrustCor Systems S. de R.L. 1215 1215 1215 100.0% 100.0%
eMudhra Technologies Limited 1180 1179 1169 99.92% 99.07%
Open Access Technology International Inc 1158 1158 848 100.0% 73.23%
Hongkong Post 1092 1092 862 100.0% 78.94%
Wells Fargo Company 1078 1078 1046 100.0% 97.03%
NetLock Kft. 1038 1038 764 100.0% 73.6%

Table 6. Count of number of domains present in a Google CT log before and after the policy update
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Fig. 9. For the CA Sectigo Limited absolute number of certificates published in each CT server

Fig. 10. Absolute number of certificates for all CAs published in each CT server
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Fig. 11. For the CA Actalis S.p.A. absolute number of certificates published in each CT server

Fig. 12. For the CA Cybertrust Japan Co., Ltd. absolute number of certificates published in each CT server
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Fig. 13. For the CA Globalsign nv-sa absolute number of certificates published in each CT server

Fig. 14. For the CA home.pl S.A. absolute number of certificates published in each CT server
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Fig. 15. For the CA Unizeto Technologies S.A. absolute number of certificates published in each CT server

CT server First Last
DigiCertNessie-21 2021-01-01 00:00:00 2022-01-01 00:00:00
DigiCertNessie-22 2021-12-31 23:00:16 2022-12-31 23:00:16
DigiCertNessie-23 2022-12-31 23:00:16 2024-01-01 00:00:00
DigiCertYeti-21 2021-01-01 00:00:00 2022-01-01 00:00:00
DigiCertYeti-22 2021-12-31 23:13:04 2022-12-31 22:06:56
DigiCertYeti-23 2022-12-31 23:00:16 2024-01-01 00:00:00

CloudflareNimbus-21 2020-12-31 23:02:24 2022-01-01 00:00:00
CloudflareNimbus-22 2021-12-31 23:00:16 2022-12-31 23:32:16
CloudflareNimbus-23 2022-12-31 23:00:16 2023-12-31 23:00:16
GoogleArgon-21 2021-01-01 00:00:00 2022-01-01 00:00:00
GoogleArgon-22 2021-12-31 23:00:16 2022-12-31 23:53:36
GoogleArgon-23 2022-12-31 23:00:16 2023-12-31 23:00:16
GoogleXenon-21 2020-12-31 23:00:16 2022-01-01 00:00:00
GoogleXenon-22 2021-12-31 23:00:16 2022-12-31 23:57:52
GoogleXenon-23 2022-12-31 23:00:16 2023-12-31 23:00:16

LetsEncryptOak-21 2021-01-01 00:00:00 2022-01-07 00:00:00
LetsEncryptOak-22 2021-12-31 23:00:16 2023-01-06 23:00:16
LetsEncryptOak-23 2022-12-31 23:00:16 2024-01-06 23:00:16
Table 4. Date of last and first certificate in each CT log in UTC standard
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